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1. HasHauyeHue

MpombiwneHHbIn  ynpaensembin (L2+) PoE kommyTtatop Gigabit
Ethernet Ha 12 noptoB SW-80822/ILR npeaHasHadyeH ans obbeanHeHus,
CeTeBbIX YCTPOWCTB, Nepefayn gaHHbIX 1 nutadns (PoE) Kk Hum.

KommyTaTtop cnpoektMpoBaH AN YCMELWHOW 3Kchnniyatauum B
NPOMBILLIEHHBIX cucTemax. [loaxoout Ans yCTaHOBKM B YNUYHbIE CTaHLMM
OSNOVO.

OTnnumTenbHaa 4epta OaHHOM MOAENM — BO3MOXHOCTb YAarieHHOro
MOHMWTOPWHIA TakUX Nokasarenen, Kak:

v’ Temnepartypa Ha BHELLUHEM [aTuYMKeE;
v' BMNaXXHOCTb Ha BHELLHEM JaT4YMKE;

4 HanpsXxeHne NnnTaHna Ha OCHOBHOM U pe3epBHOM Onokax nuTaHus.

B wmopgenn  SW-80822/ILR  npumeHsOTCS  BbICOKOHaAEXHbIE
KOMMMEKTYyoLWMne 1 aneMeHTHas 6asa ¢ pacluvMpeHHbIM auana3oHoM paboumx
TemnepaTtyp, paccuMTaHHad Ha 9KcnfyaTtauui B HeoTannMBaeMmbixX
nomeLleHnax. KOHCTpyKUMA KOMMyTaTtopa no3BONsieT OCYLECTBNATbE MOHTaX
Ha DIN peiiky.

[MpoMbIWNEHHBIM KOMMYTaTOp (Janee no TeKCTy - KOMMyTaTtop)
ocHaleH 8 noptamm Gigabit Ethernet (10/100/1000Base-T) ¢ nogaep:kkow
PoE (Power Over Ethernet) k kaxgomy u3 KOTOPbIX MOXHO NOAKMOYATb
CceTeBble YCTPOMCTBA C MOMOLLLIO kKabensa Buton napbl. [NopTbl COOTBETCTBYHOT
cTaHgapTam PoE IEEE 802.3af/at/bt u aBTOMaTtudecku onpegensioT
noakrovaemble K HUM ycTponcTea. MakcumanbHaa mowHocTb PoE Ha nopt
ansa 1 n 2 nopta coctaensieT 90 BT, ons octanbHbix noptoB — 30 BT. O6was
BbIxogHasi MoLHocTb (PoE 6loaxeT) Haxoautcst Ha ypoBHe 360 BT.

B kommytatope SW-80822/ILR nomMumo OCHOBHbIX MOPTOB
npegycmoTtpeHbl 2 Gigabit Ethernet Uplink nopta (RJ-45) n 2 SFP Gigabit
Ethernet nopTa, KOTOpbIe NO3BONAIOT NOAKMOYATL KOMMYTATOP K 06LLEen cetu
MeOHbIM 1 ONTOBOJIOKOHHbIM Kabenem. [Ona nogkmnoyeHus kommyTtaTopa
ONTOBOSIOKOHHBLIM kabenem Tpebytotca SFP mogynu (He BXoAsaT B KOMMMAEKT
nocrasku). PekomeHayeTcs Mcnonb3oBaTb NpombiwneHHsle SFP mogynm c
pacLIMpEeHHbIM TeMNepaTypHbIM AMana3oHOM.

Bce wmegHble noptol  (RJ-45) «kommyTatopa noagepxuBatoT
aBTomaTunyeckoe onpegeneHne MDI/MDIX (Auto Negotiation) Ha Bcex nopTax.
KommyTaTtop pacnosHaeT Tun MOOKMIOYEHHOTO CETEBOro YCTPOWCTBA U Mpwu



HeobXoAMMOCTU MEHSIIT KOHTaKTbl Mepefayn [AaHHbIX, 4YTO M03BonseT
ucnonb3oBaTb kabenu, obxatble MobbiIM CNOCOBOM (KPOCCOBLIE U NPSIMbIE).

Tawke, B YCTPOWCTBE peanusoBaHa rpososaliuta noptoB, a Takke
3almTa oT cTaTnyeckoro anektpudectea (ESD).

MutaHne komMmyTaTopa oOcCylwecTBnseTcs OT OnokoB nuTaHus C
LUMPOKMM Auana3oHoM BbixogHoro HanpsbkeHns DC 12-57V (DC 37-57V,
ecnu Tpebyetca PoE). [llpegycmoTpeHo pe3epBupoBaHME MUTaHWUSA 3a CYeT
noakmnioveHnss BToporo 6noka nuTaHus. PekomeHgyeTcs MCnonb3oBaTthb
npombiwneHHele Bl ¢ paclwuvpeHHbIM  TemnepaTypHbIM  OUana3oHOM.
MakcumanbHasa notpebnsiemasi MOLWHOCTb HaxoauTcs Ha ypoBHe 385 BT.

KommyTatop MMeeT BO3MOXHOCTb FMOKOW HacTpPOWKM MapameTpoB
yepe3 WEB-nHTepdenc n umetoT MHOXeCTBO (PYHKLUMI L2+ ypOBHS, TakMX Kak
VLAN, IGMP snooping, QoS n ap.

Kpome TOro kommyTtatop noggepxumeaeT paboTy B KONbLEBOM
Tononorun (Ring) ¢ BbICOKON OTKa30yCTOMYMBOCTbLIO Onarogaps noadepKke
npotokonoB ERPS u EAPS. [aHHbli pexum MOXHO 3a[eiicTBOBaTb C
NMOMOLLIbHO KHOMKK Ha kopnyce u Yyepe3 WEB nHtepdgeiic.

MpenoycMoTpeH pexuMm nepefayun AaHHblx Ha 250m co ckopocTbio 10
MowuT/c (TpebyeTcs BbicTaBuTb ckopocTb nopToB B WEB nHTepdelice)

B kommyTatope peanusoBaHa dyHkums PD Querry (WatchDog) —
aBTOMaTU4YeCcKoe onpefeneHve u nepesanyck 3asucluimx PoE yctponcts

2. Komnnekrauunsa*

1. Kommytatop SW-80822/ILR — 1wT;

2. KnemmHas konogka 6pin — 1wT;

3. Jatumnk Temnepartypbl U BNaXXHOCTN — 1WT;
4. KomnnekT kpennexHmn — 1wrT;

5. PykoBoacTBo no akcnnyataumm — 1wr;

6. Macnopt — 1wrT;

7.¥YnakoBka — 1T



3. OcobeHHOCTU 06OpyAoBaHUSA

BO3MOXHOCTb yaaneHHOro MOHMTOPMHIa Taknx nokasaTenen, Kak:

— TemnepaTtypa Ha BHELLUHEM AaTuyuKe;

— BRaxHoOCTb Ha BHELUHEM AaT4YMKE;

— HanpshkeHne nuTaHusa Ha OCHOBHOM M pe3epBHOM Briokax
NUTaHUs.

8 GE PoE noptos, 2 GE Uplink nopta n 2 GE SFP Uplink nopta

obecneynBatoT rmMbOKOCTb NOAKIIOYEHNS;

MowHocTtb PoE go 90BT (1, 2 noptbl). MNopaepxka ctaHaapToB PoE

IEEE 802.3 af/at/bt;

KommyTaTop npegHasHayeH Ansi opraHn3auum CeTu B YCIOBUSIX

aKcnnyaTaumm B MPOMBbILLIIEHHbLIX HEOTaNIMBaEMbIX MOMELLEHUSX;

MoaxoauT ons yctaHoBkM B ynndHble ctaHumm OSNOVO;

PacwwnpeHHbIn gnanasoH pabounx temnepartyp: -40... +80 °C;

BcTpoeHHas rpososawuta n ESD 3awmrta megHbIX NopToB;

PaclmpeHHbIn guanasoH BxogHoro HanpsikeHusa: DC12-57V;

YnpasneHue yepe3s WEB nHTepdeiic;

Moppepxka pyHkumn L2 (VLAN,QOS,LACP,LLDP,IGMP snooping);

Mopnoepxka konbLeson Tononorum nogkntodeHus (ERPS, EAPS, STP,

RSTP).

Pexum nepegaun gaHHbix Ha 250m (10 M6wuT/c).



4. BHelwHWWX BUA 1 onucaHue aneMeHToB

4.1 BHeluHu# BUA

Puc. 1 Kommytatop SW-80822/ILR, BHeLHWIA BUZ

Puc. 2 laTynk TemnepaTypbl U BAAXHOCTN

10



4.2 OnucaHue pasbremMoB U MHOUKATOPOB KOMMYyTaTOopa

1
2
3
4
5
6
7
8
9
10 .
11 k d

OSNOVO

Pwuc.3 Kommytatop SW-80822/ILR, pasbembl, KHOMKM U MHAMKATOPbI Ha
nepegHen naHenm

11



Tab. 1 KommyTtaTtop SW-80822/ILR, HazHa4YeHne pa3beMOB KHOMOK U
WHOWKATOPOB Ha nepefHen naHenu

Ne
n/n

O6o3Ha4yeHne

HasHaueHne

HW

LED vHankaTop pexunma paboTbl KOMMyTaTopa
«Konbuo».

[CopuT 3eneHbIM — kKOMMyTaTop paboTaeT no
TOMOMOMMK «KOnMbLOY». KonbLo chopmMmpoBaHo.

He FOPUT — PEXNM «KONbLO» OTKITHOYEH.

PWR

LED-uHgukaTop paboTbl kOMMyTaTOpa

opuT 3eneHbIM B TeyeHne 30 cek — KoMMmyTaTop
3arpyxaeTtcs

CopuTt 3eneHbiM 6onee 30 cek — KOMMyTaTOp HE CMOT
3arpy3uTbCd (CMcTemHasi omnbka)

He rOpUT — KOMMYTATOP HE ncnpaBeH UM HeT NUTaHnA

MwuraeT 3eneHbiM 1 pas / cek — kKoOMMyTaTop paboTaeT
B LUTATHOM pexume.

HW SET

KHonka ans aktmBaumm pexvmMa paboTbl kommyTaTopa
Mo KONnbLEBOW TOMOMorun

Vi
V2

V1. LED-nngukatop nogkntoueHms ocHosHoro BIM (DC
12-57V)
CopuT 3eneHbIM — NUTaHWe nogaeTcs.

He roput — nutaHne Ha BXxoae OTCYTCTBYeET.

Mwuraet c yactoton 1/4 cek — nuTaHue Ha Bxoae nnMoo
HWXe nnbo Bbiwe Tpebyemoro.

MwuraeT ¢ YyactoTon 1 cek — NnMTaHue B pe3epBe

V2. LED-nHgukaTop noakntoyeHnst pesepsHoro bl
(DC 12-57V)
CopuT 3eneHbIM — NUTaHWe nogaeTcs.

He roput — nutaHne Ha BXoge OTCYTCTBYeET.

Mwuraet c yactoton 1/4 cek — nuTaHue Ha Bxoae nuobo
HWxe nnbo Bbiwe Tpebyemoro.

MuraeT ¢ YactoTom 1 cek — NnMTaHne B pe3epBe

12




Ne
n/n

O6o3Ha4yeHne

HasHaueHne

11,12

SFP nopTtbl

VMcnonb3yoTca Ans NogkntoyYeHms komMyTaTopa K
OPYrMM CETEBbIM YCTPOWCTBaM C NMOMOLLbIO
ONTOBOJIOKOHHOIO kabens n SFP mogynen (He BxoasT
B KOMMJIEKT NOCTaBKMN)

11,12

LED uwHawnkaTopbl aktnBHocT SFP nopTtos

CopuT, Myraet 3eneHbIM — YCTAaHOBIEHO COeMHEHME
no ontuke. oeT nepenaya gaHHbIX

He roput — npoBepbTe nogknioveHne SFP moayneii un
Ka4yeCcTBO MOAKMNIYEHNS ONTOBONIOKOHHOMO Kabens

9-10

Pasbembl RJ-45

MpeaHasHayeHbl ANs NOAKMIYEHNS] KOMMYTaTopa K
APYrMM CETEBbLIM YCTPOMUCTBaM C NMOMOLLI0 MEAHOTO
kabens BATON Napbl.

XKentbin LED nHamnkaTop roput — ckopocTb nepegayn
AaHHbIX 1 [6uT/c. He roput — ckopocTb nepegayn
JaHHbix 10/100 M6ut/c

3enenbii LED nHgukaTop roput — ycTaHOBEHO
coeauvHeHuWe, UgeT nepenaya AaHHbIX. He roput —
coeauHeHMe He YCTaHOBMEeHo, NpoBepbTe
noaknoYveHne kabens BATON napsbl.

Console
C

Pasbem RJ-45.

MpeaHasHaveH Ans ynpaBfeHus KOMMYTaToOpPOM Yepes
RS-232 (koHdurypnpoBaHue, 06HOBMEHUE NMPOLLUBKU
n 7a. nocpeacteom CLI komaHg)

1234
5678

Pasbembl RJ-45 ¢ 1 no 8in

MpeaHasHaveHbl ANs NOAKMIOYEHNS CeTEBbIX
ycTponcTs (B ToM 4ucne ¢ PoE) Ha ckopocTu
10/100/1000 M6uT/c

1,2 nopTbl 0becneunBatoT 4o 90BT PoE 802.3bt
3-8 nopTbl obecneumnBatoT 30BT PoE 802.3af/at

13




Ne
n/n

Ob6o3Ha4yeHne

HasHaueHne

10

Link

LED mnHankaTop ceTeBOM akTMBHOCTM NopToB 1-8

CopuT/MUraeT 3eneHbiM — coeguHeHre ¢ NopToM
yCcTaHoBIeHo. ViaeT nepegaya AaHHbIX

He roput — HeT coeauHeHus. MNpoBepbTe
NOAKIIOYEHNE cCeTeBOro kabens, nposepbTe
paboTocnocobHOCTL NOAKHYAEMOrO K NOPTY
yCTpoucTBa

11

PoE

LED wHagwnkaTtop PoE ansa noptos 1-8

CopuT xentbim — nogkntoyeHo PoE ycTpolictso, PoE
nogaetcs

He roput — noakrno4eHo ycTporicTBoO 6e3 noaaepkKu
PoE

1 2

DC 134N, DCITAT0o0)

B g (e

e fpalp- 2o

3 4 5 6 7

Puc.4 Kommytatop SW-80822/ILR, pasbembl Ha BepxHeW naHenm
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Tab. 2 KommyTtaTtop SW-80822/ILR, HazHa4yeHne pasbeMOB Ha BEPXHEN
naHenm

Ne
n/n

O6o3Ha4yeHne

HasHayeHne

AL+
AL-

KnemmHas konogka 2-pin BbIxoga pene Tuna «Cyxom

KOHTaKT»

RET

KHonka ans cbpoca kommyTaTopa K 3aBOACKUM
HacTpowkam

T™MS

Pasbtem TRS 3.5mm

MpenHasHayeH ons NoaKNtoYeHUs1 KOMMIIEKTHOrO
AaTyuka TeMnepaTtypbl UM BNaXXHOCTU MO UHTepdeicy
1-Wire

V1
P- P+

YacTtb obuer 6-pin KNEMMHOM KONOOKMN.

VMcnonb3yeTcs Anst nogkntoyYeHmMs OCHOBHOro 6roka
nuTaHus ¢ HanpsbkeHmem DC 12-57V

P- ncnonbayeTcsa ons nogknio4YeHnst MMHYCOBOTO
npoBogHuka oT bl

P+ ncnonb3yeTtca ans NOAKMOYEHNS NITKOCOBOMoO
npoBogHuKka oT bl

\'
P- P+

YacTtb obLer 6-pin KNEMMHOM KONOOKMN.

Mcnonb3ayeTcsa Ans nogkrnioyYeHns pesepBHOro 6roka
nuTaHus c HanpsbkeHmem DC 12-57V

P- ucnonbayetcst ons NogKNIOYEHNsT MUHYCOBOIO
npoBogHuka oT bl

P+ ncnonb3yetca Angd nogknioyYeHms niocoBoro
nposofHuka ot bl

IN
IN- IN+

YacTtb obLer 6-pin KNEMMHOM KONOOKMN.

Mcnonb3yeTcsa Ans NogkntoYeHnst KOHTPONMPYeMoro
HanpsKeHus.

BuHTOBas knemma

MpeaHasHadveHa Ans 3asemneHus kopnyca
KOMMyTaTopa.
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5. Mopknio4yeHne n MOHTax

5.1 CxemMbl nogknoYeHus

SW-30322LR
CATIRCNINHH A QrTencno i NMA

L poTpoAcTIY © oSNt sabare
T R —— 7 < - n '

Kurpaéery ¢ L he Cal e
MO UM rOpToN e ..- .\-\. - AAJ.;I‘\I-\:?M-AAI\AJ\—D—AM w

+—p - CLI

Jar e
TANDAEST PN

AMIEHE

ZxbC4z 7Y
—

<% 0] IQ-

= . .,:
Lo

Tul vamsey poipoacts Pul ey

Cal 5
o 50208 0 5. 00 S 6 A3

Puc. 5 TunoBas cxema nogkntoveHms kommytatopa SW-80822/ILR

HW G2 AV BMEBLR
N s Wt iwnnnr
CACipeiiny stere M
Bl LR n > " >
Esnzdag e ol fe 9
BABRL [T A Gy e R de
8 25 Gy
U

PR LA T 2ERC 0N
—_—

v

e

0y

A A AR A

%
%
i
§

FoEdwcy sopaaca Pozawin e i Sk ey

AU TR

Puc. 6 Cxema kackagHoro noaknodeHns kommytatopa SW-80822/ILR
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Tonanormi
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= )
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Puc. 7 Cxema konbLeBOro noakntoyeHuns kommytaropa SW-80822/ILR

5.2 NMogknro4vyeHne gaTymka TeMmnepaTtypbl U BNNIaXXHOCTU

FATHEE

TRMLSEAT L
BrEFABETH

Purc.8 Cxema noakntoYeHunst BHELLHErO faTyvka TemnepaTypbl U BIaXHOCTM
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BHewHun paTuMk npedHasHayeH And  nepefadunm  AaHHbIX O
Temnepatype (°C) u BnaxHocTn (%) Okpyxawlen cpegbl. B kadectBe
UHTepdenca ucnonb3yetca LUMPPOBOM UHTEpdENC Ha OCHOBe npoTokona 1-
Wire. MopkntoyaeTcs gaTynk KOMMMEKTHbIM Kabenem k pasbeMy TRS 3.5mm
(minidack) Ha kommyTaTope (puc. 8).

[na KOHTpons 3HayYeHW TemnepaTypbl U BNAXHOCTU UCNONb3yeTcs
cooTBeTcTBYOWwasa ctpaHnua WEB wuHTepdeiica (puc. 9). lNogpobHas
MHOPMaLMA O MOHUTOPMHIrEe napaMeTpoB HaxoauTcs B pasgene 11.2
«MonuTopuHr gatumkoB (Industrial Switch Monitoring)» nonHown gokymeHTauum
Ha canTe.

eloelniclonineys

R 3 e Ol “ Faey
" e oo
* N Terigeion
LY U T S

J Caser e
TR Conbmet

" 1) ’

S e o
LR R ANPER S O b et

Pwnc.9 KoHTponb napameTpoB TemnepaTypbl U BAXHOCTU OKpyXatoLLen
cpeabl yepe3 Web-nHtepderic kommyTatopa

5.3 MNogkniovyeHne 6110KOB NUTAHUSA

KommyTaTop nogaepkmBaeT NOAKMOYEHNE 40 2X UCTOYHUKOB NUTaHUS —
OCHOBHOIO U PEe3epBHOro C LUMPOKMM OMana3oHOM BbIXOAHOro HanpsbkeHns DC
12-57V.

Ona aktmBHoM cbyHkuMM POE BbixogHOE HanpsikeHue GroKoB NUTaHus
JOIMKHO HaxoauTbes B ananasoHe DC 37-57V. MowHoctb Bl gomkHa GbITh He
Hwke 380-385 BT. briokn nntaHms He BXOOAT B KOMMIEKT MOCTaBKWN.

CobnoganTte nonspHOCTb Npy NoaxnoyeHun!
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Puc. 10 MNoakmtoyeHre 6n10koB nuTaHms kK kommyTtaTopy SW-80822/ILR

5.4 NMopgknto4yeHne cncTtemMbl ONoOBeLLEeHUsA

AL b
o7 e K

[T St 1 TH
nroiaMy .

Puc. 11 MNMoaknoyeHne yCcTponcTea OMNoBeLLEHMS K KOMMYTaTopy

MakcrMmanbHas MOLLHOCTb MOAKIMIYaeMoro ycTponcTea onoseLleHus — 24 Br.
HanpsikeHne nutaHus DC <24V.
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5.5 MoHTax Ha DIN peuky, cteHy

[ns moHTaxa kommyTaTopa Ha DIN peliky npegycMoTpeHo cneumnansHoe
KpenneHue. MNMopsigok MOHTaXa NokasaH HuKe Ha puc. 12

HapgeHbTe kpenneHune-sawenky Ha DIN periky (1);

HaxaTvnem Ha BeEpXHIO 4YacTb KOMMYyTaTopa MpOV3BEAMTE MOHTaX
kommyTaTopa Ha DIN penky oo xapakrepHoro wen4yka (2);

MpaBunbHOE NornoxeHue kpenneHus-3awenku (3) kommytatopa Ha DIN
pevike nokasaHo Ha puc 12

Kpannenwe va DIN @

pErky

OIM pedka

L]
i
1
]
i
]
!
i
]
1
]
1
1
]
]

MpaeunsHOS NONEKEHWS |

kpennesta Ha DIN peiike '=—- @
B 3ALUENKHYTOM BUOE

Puc. 12 MNopsigok MoHTaxa kommyTaTtopa Ha DIN penky
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Ons MoHTaxa KOMMyTatopa Ha CTeHy Takke MpeaycMOTPEHO
cneumansHoe kpenneHue. Mopsaaok MoHTaxa nokasaH Hke Ha puc. 13

— 3akpennTe BMHTAMM KpenmneHnss Ha CTeHy Ha 3agHen naHemu
kommyTtatopa (1). Kpennenve — 3awenky Ha DIN pevky crnegyet
OEMOHTMPOBaThL C KOpNyca;

— YcTaHOBWTE KOMMYTaTOp B MecTe NpenofiaraeMoi aKcrniyaTaumm Ha
CTEHe 1 3aKpenuTe C MOMOLLIbIO CamMope30B (2);

BAKpE TS
Keannesue ROMMYTETOP HA
H&l CTaHY CTEHE
i
—— @
Kpsnnesue
Ha CTaHy

HakpeME
ROMMYTETAP HA
CTe-a

Puc. 13 lNopsgok MOHTaxa kKoMMyTaTopa Ha CTEHY
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6. lNMpoBepka paboTOCNOCOGHOCTU CUCTEMbI

Mocne nogkntoyeHust kabenew Kk pasbEMam U NO4AYN NUTaHUSA MOXHO ybeanTbes
B paboTOCNOCOBHOCTN KOMMYTaTOpa.

Mogknounte  kommyTtaTop Mexay asymsa [1K ¢ u3BecTHbivun |P-
agpecamu, pacnonaralolmmmncs B ogHow noacetn, Hanpumep, 192.168.1.1 un
192.168.1.2.

Ha nepBom komnbioTepe (192.168.1.2) 3anyctnte KOMaHOHYyK CTPOKY
(BbINONHMTE KOMaHAZy cmd) 1 B MOSIBMBLUEMCS OKHE BBEAMTE KOMaHAy:

ping 192.168.1.1

Ecnv Bce noakntoyeHo NpaBuUnbHO, Ha aKpaHe MOHMTOpa 0ToGpasnTcs OTBET OT
BTOPOro KOMMbtoTepa. ATO CBUAETENbCTBYET 06 MCMPABHOCTM KOMMYTAaTopa.

S CHWINNT S yatem A2 camm snd cam

LiN>pinyg 192
Pinging L¥2.168.1.1 with 22 buces of darvas
Anply fram 1
Hoply From )

Reply From 1
Ruply froa 19

nilld cacandr:

Minimus = Hes, Hoaxinum = . Ruerage = ldns

Puc.14 [JaHHble, oToOpaxatoLmecs Ha akpaHe MOHUTOpa, nocre
ncnonb3oBaHns kKomaHgpl Ping.

Ecnn oteBetr ping He nonyyeH («Bpems 3anpoca uWCTekno»), TO
cnenyeT NpoBepUTb COeanHUTENbHBIV kabernb n IP-agpeca komnbloTEPOB.

Ecnun He Bce nakeTbl ObIIN NPUHATBI, 3TO MOXXET CBMAETENIbCTBOBATb:

- 0 HM3KOM Ka4yecTBe kabens;
- O HeuncnpaBHOCTU KOMMYyTaTOpa,
- 0 nomexax B JIMHUWN.
22



Kpome Toro, nogobHble notepu MoryT ObiTb BbI3BaHbI:

- HeucnpaBHocTbio SFP-moaynei;
- N3rmbamm onToBONTOKOHHOMO Kabens;
- 6OMbLUMM KONMYECTBOM Y3I10B CBapKW;

- HEUCcnpaBHOCTbO UM HEOAHOPOOHOCTBIO ONTOBOJIOKHA.

7. MopgroTtoBkKa nepea ynpaBfieHNEeM KOMMYTaTOpPOM
yepe3 WEB.

3pecb GyoeT nokasaHa [geTtanbHasi HacTpolka cetv ans K nog

ynpasneHvem Windows 8 (noxoxun nHtepdenc y Windows 10, Windows 7 u
Windows Vista).

1. Otkponte «LleHTp ynpaBneHus cetamm n obwmm goctynom» (Network
and Sharing in Control Panel) n Haxmute «/3meHeHne napameTpos
apantepa» (Change adapter setting) kak Ha pucyHke HUXe.

b oEE o Bamwert wd FiETE ¢ EEaTioard SEdng Samm o 5

- Wiew ez ede nelvas b irrmrstion a1 i mmsdin<
oril Farwd Florra :

L LT EET Y 18
CrawpEddade AT A

CE 3T e ST Uslcare! #d ramsack L mza e Yoz mamen
iy TLbbe rechsark Lomechor & dboma

C w32 A T T
ai
fhos oz ameczrred s ornersot
-

P

Arcamamvvadarl by oS EH e e ey s s e pand
Hravsliias

- L (N

— Tovmdde=dumil pockvar

Lmgrzie wed zme ks prebko, o o veukbhsheabrg o sbon

ImsECplere
rirvdowa Treasl

2. B nosiBuBwemcss okHe «CeteBble nogkntodeHus»  (Network
Connections) oTobpaxeHbl BCe CeTeBble NOAKMYEHUHA, AOCTYMHbIE
Bawemy K. Coenarite ABOMHOWM KWK Ha NOAKIMOYEHUUN, KOTOPOE Bbl
ucnonb3yete ans cetu Ethernet

23



T & hmwscdowd a0 | heert Iaeesicn -

TR

e =4 Spweckr
- Do woied
B A e e

ATy

k :.-I .I.I|Ir|l.l..|_....-.|-u & :-II:!:. SR I_;I_-

® E-.-r--llr-rlu-i:n o TR a— TR 1T = T A PR PYT Sa——y |

W-n
r F=meraas
o o G i e AL

b o Tdweckn oA

T -

ddud mkrd-lh= Udan
A

3. B nosiBuBLLemMcs okHe «CocTosiHMe - [MoakntoYeHne no nokanbHOW ceTny

(Ethernet Status) HaxmuTe KHOMKY

NOKa3aHO HMXe.

P Drom e R R LR

It Drraals L e B TR

L . LT Fonhdsd

Loy LEL e

fpead LN
L.

«CpoictBa» (Properties)

Kak

4. B nosiBuBLUEMCS OkHe «[logkntodyeHne no nokansHon cet — CBoncTBay
caenante [OBOWHOWM KIMK Ha «MpOTOKON WHTepHeta Bepcun IP V4
(TCP/IPv4)» kak noka3aHo Huxe
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5. B nosiBuBLLEMCS OKHE «[poTokon nHTepHeTa Bepcum IP V4 (TCP/IPv4)»
ckoHdpurypupynTe IP agpec Bawwero K 1 macky nogceT kak nokasaHo

HWxXe
.I"h'hl'l!.'h Thrard i K 1 B e o 4T e T _i_ﬂ
S
Tl orm s T = w0 Rl L=d W sl P m

R i Tl e B e R T T
B P AT DTS SO T

WeEn L e W S B TE
WS W ms e m v By

[ -1 “3 W3 Ir

I ERAT

W IR.GE.0N
HS R =

T T L T L
I i T PR PN
RE R R N T L |

ST -] LT e

T T EE A T R

Mo ymonuanumio IP agpec kommyTtaTtopa 192.168.0.1 Bul MmoxeTe 3agatb
nobon IP agpec B none «IP appec», B Ton xe nogcetn 4to u IP agpec
kommyTaTopa. HaxxmuTe kHonky OK, 4To6bl cOXpaHWUTb U NPUMEHUTL HACTPOWKM.
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Tenepb Bbl MOXETe MCMOMb30BaTh NM0GON Bpaysep ONA Bxoda B MEHIo
HacTpoek KoMMmyTaTopa.

Mo ymonuaHmio:

v Login: admin
v" Password: admin

8.MoarotoBka nepen ynpasneHneM KOMMYTaTOpPOM 4yepes
nopt CONSOLE

Ynpaenenne kommyTtatopom 4Yeped COM-nopt (RS-232) moxet
noTpeboBaTbCs, €Ccnn Mno KakMM-nnbo npuymHam ynpaerneHve 4depe3 WEB-
HeJoCTYMHO.

Ckavyante un ycrtaHosute Ha [1K, ¢ koToporo OygeT npoBOAUTLCH
KOH(UrypvpoBaHue kommyTaTtopa nporpammy-amynsatop HyperTerminal wnn
PUuTTY. Tlocne yctaHoBkum Heobxogmumoro [1O wcnone3yte CcneaymoLLlyto
MOLLAroBYyto MHCTPYKLIMIO:

1. CoeamnHute nopt Console kommytatopa ¢ COM-nopToM KomMMbloTEPA C
NOMOLLbIO Kabens.
2. 3anyctute HyperTerminal Ha K.

3. 3apaiite MMs Anst HOBOrO KOHCOJTbHOTO MOAKIOYEHUS.

% Hhaw Correckon

By & redvee nd R 5 O R0 Tor e oot

[lara:
|

CEELI TR

4. Bbibepyute COM-NopT, K KOTOPOMY MOAKIOYEH KOMMYTATOP.
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Hactpowite COM-nopT cneayroLmm obpasom:

CkopocTb nepefaun gaHHbix (Baud Rate) — 115200;
BuTbl aaHHbIX (Data bits) — 8;

YeTHocTb (Parity) — HeT;

Cron 6uTtel (Stop bits) — 1;

YnpasneHue notokom (flow control) — HeT.

AN NN

F“:15|\.'I.-|'r|

T e
Len bas: 2 -
e

T |
frezmiz: [ o

6. Cuctema npeanoxut BouTn Bam B uHTepdenc CLI (ynpaBneHue
yepes KOMaHLHYH CTPOKY).
Mo ymonyaHuio:
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v Login: admin
v" Password: admin

Lurww  cdeeny

Fromal

Lawin i or weean.

Leleme (o fromn rmusd Dy Jaleel me o1 He
Tam “wls’ o 77 e gal rmle

4T i E

&
&

9. NoaroroBka nepen ynpaBrieHNEM KOMMYTaTOPOM Yepes
Telnet/SSH

MpoTokonbl Telnet 1 SSH npegocTaBnsaioT Nonb3oBaTeNo0 TEKCTOBLIN
UHTEPdENC KOMaHOHOW CTPOKM Ans ynpaBneHuss kommytatopom (CLI). Ho
Tonbko SSH obecneunBaeT co3gaHue 6e3onacHOro kaHana C  MOMHbIM
wmncppoBaHmeM nepegaBaeMblX AaHHbIX.

Yt06bl nonyuntb goctyn Kk CLI kommyTaTopa yepes Telnet/SSH, Baw
MK n kommyTaTop OOMKHbI HaxoauTbCs B ogHOM ceTu. lNMogpobHee, kak aTo
coenaTtb paccmaTtpuBaniocb B pasgene WHCTpykuum «lloarotoBka nepef
ynpasneHuem kommytatopom Yyepe3 WEB-nHTepdeincr.

Telnet mHTepdperic BcTpoeH B kKoMaHAHyt cTtpoky CMD cemeicTBa
onepaumnoHHbix cuctem Microsoft Windows. SSH wuHTepdeiic poctyneH
TONbKO C NMOMOLLIbIO NporpaMmbl amynsitopa SSH tepmunHana. Huke nokasaHo,
kak nony4mTb goctyn k CLI kommyTaTopa 4Yepe3 SSH ¢ nomoLLbio nporpaMmbl
PuTTY.

1. 3anmgute B MeHio PuTlTY Configuration. Beegute IP agpec
kommyTatopa B none Mmsa xocta (Host Name) (unm IP agpec). lo
ymornyanuio I[P agpec kommyTtaTtopa 192.168.0.1

2. Bbibepute Tun nogkntodeHms (Connection type) — SSH.
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3. Ecnu Bbl nogknioyaeTecb k kommyTtaTtopy 4Yepe3 SSH Bnepsble, Bbl
yBuamte okHo PuTTY Security Alert. Haxmwute Yes (Oa) ans
NPOLOITKEHNSI.
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4. PuUTTY obecneunT Bam OOCTYN K yrnpaBreHnio KOMMyTaToOpoM fnocrne
Toro kak Telnet/SSH nogkntoyeHne 6yaeT ycTaHOBNEHO.

Mo ymonyaHuio:

v" Login: admin
v" Password: admin
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10. YnpaBneHue yepe3 WEB-uHtepcenc, ocHoBHbIe
3NeMeHTbI

10.1 CTpyKTypa AepeBa HaBMrauum no rpynnam

Becb web-nHTepdeic BusyansHo pasgeneH Ha 19 rpynn:

-4 Managed Switch

=1 3 IDOLATIG! Sats WGy
8] st Setdn Nonoong

& Betum Confiourason

¥1.J Fan Confguration

Vi MAC Bnarg

¥ MAC Feer

) VAAN Corfpuraen

v BNVR Comguraton

. ACL Corfgrann

# J 008 Cortgurston

1 P et Confgraios

T AAA Canfgstalen

+] MATF ConfQuraiose

#1_] 150F SNODPING Condiguraton

# 1] BNRF Confipsason

¥ J EAPS Configutaton

b ) RNON Configuntion

b J Custer Varvagemant

+ L J ESFS Conigurstion

* 1 Log Narggement

10.2 Onucanune kHonok WEB uHTepdeinca

BOMbLWMHCTBO KHOMOK AN U3MEHEHWs TeX WM MWHbIX HacTpoek
kommyTaTtopa yYepe3 WEB nHTepdenc yalle Bcero BbINMOMHAT OOHY U Ty Xe
ponb. B Tabnuue Hwke paHo oOwee onucaHne QYHKUNUA, KOTOpble
BbINOMHSAIOT T€ UMW MHbIE KHOMKW.

KHonka HasHaveHue

OOHOBNAET 3HaYeHUe BCeX TEKCTOBbIX

Refresh (O6HOBUTDL) nonel Ha CTPaHNLE

Uuncnosoe 3HaueHue 6yneT oGHOBIEHO B
namsaTun. MockonbKy NpoBepka oLWnGoK
BbIMOJSIHAETCS Ha CTOPOHE KOMMYTaTopa,
npoBepka oWnGkM GyaeT BbiNonHeHa
TOMbKO MOCIe TOro, Kak Nonb3oBaTenb
BbIGEPET 3TY KHOMKY.

Apply (MpuHATE/NOATBEPANTD)
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KHonka HasHaueHne

Delete (Yganutb) YpgansieT Tekyuiee 3HavyeHue
OTKpbIBaeT CTpaHuULy cnpasku, 45is
Help (Momowb/cnpaska) Kaxxgoro criyyas cyLectsyeT

nHagnenagyanbHaa cTtpaHuua CripaBKW.

10.3 Coo6weHunn ob owmnobkKke

Ecnu npousoLuna owwnGka npyu o6paboTke 3anpoca oT nonb3oBaTens K
cepBepy (KkOMMyTaTopy), TO TMOSIBUTCS AMANOroBO€ OKHO C KOHKPETHbLIM
onmcaHnem OLLMBKH.

10.4 MNMonsa gna BBoga nHcpopmaumm unm aHa4eHum

HekoTtopble cTtpanuubl WEB uHTepdenca kommyTaTopa cogepxat
nons Ans BeBoga TOW UNU UHOM MHOPpMaLUy Unu 3HavyeHuin. C NOMOLLIbIO 9TUX
nonen MOXHO MOMyYnTb OOCTYN K pasnuyHbiM CTpokam B Tabnuue (cm.
PUCYHOK HUXeE).

Ecnn noHagobutcs nobaBnTb HOBYIO CTPOKY HEOOX0AMMO BbiOpaTh U3
Boinagatowero cnucka NEW (HoBasd) u noareepauTb  KHomkon  Apply
(NPUHATBL).

Ecnn HeobXOOAMMO  M3MEHWUTb  YXKEe  CYLUECTBYIOLLYID  CTPOKY
HeobxoaMMo BblOpaTb M3 BbiNajarolwlero Cnucka COOTBETCTBYHLUWUIA HOMEpP
CTPOKW, 3aTeM OTpedaKkTMpoBaTb [OMKHbIM obpasom M noATBEpPAUTb
nameHeHust kHonkom Apply (MpuHATB).
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Ona ynaneHust ctpoku u3 Tabnuubl BbibepuTe M3 BbinagaloLlwlero
crnuMcka HoMep CTPOKU Ans yganeHus, a 3ateM Haxmute kHornky Delete
(yoanuts).
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10.5 MNonsa co 3Ha4YeHUAMU TeKyLuero cratyca

Ha HekoTopbix cTpaHuuax WEB uHTepdeiica cywecTByoT nons, rae
oToBpaxeH TeKyLLUMIA cTaTyc (CM. pUCYHOK HUxe). Takue nons npefHasHayeHbl
TOMbKO AMS YTEHWS U HE MOTYT BbITb U3MEHEHBI.
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11. OnncaHue ocHOBHbIX rpynn un anemeHtoB WEB

UHTepcpeinca KOMMyTaTopa

11.1 MmaBHasa ctpaHuua WEB nHTtepdenca

Mocne Toro, kak ObINM BBeAeHbl KOpPPEKTHble AaHHble AOns Bxoda

(norvH un naponb), KommyTaTtop OTOOpa3uT
WHTepdenca ynpasneHus (CM. PUCYHOK HIXKE)

rmaeHyto cTpaHuyy WEB
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11.2 MoHuTopuHr gatuukoB (Industrial Switch Monitoring)
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Ha panHon ctpaHuue WEB wuHTepdenca kommyTaTopa Haxogatcs

OaHHble C AaT4YMKOB TemMnepaTypbl, BIIaXXHOCTU U TA.

Kpome Toro, 3gecb Takke npeacTaBneHa BO3MOXHOCTb HaCTPOMKM

CLieHap1eB pearnpoBaHusl MOPTOB KOMMYTaTopa Ha pasnuyHble CoObITHS.

v

Ring Control — npu aktmBauum (on) nNO3BONSIET OTCMEXMBATH
0BHapyXeHWe KonbLiEBON TOMNOMOMN B CETW.

System Temperature — none otobpaxaeT TekyLlyto TeMnepaTypy Ha
LUEeHTpalribHOM 4Yune KoMmmyTaTtopa.

System Temperature Upper - 3HauyeHne TemnepaTypbl U3
AvanasoHa Ha LeHTparnbHOM u4une KoMmyTatopa, npu MpeBbilLIeHNM
KOTOporo nopaetcsa curHan (ecnu HactpoeH) Ha Bbixog ALARM
KoMMmyTaTopa.

System Temperature Lower — oTpuuatensHoe 3HayeHue
TemnepaTypbl M3 guanasoHa Ha LUeHTpanbHOM 4une KoMMyTaTopa,
nNpyu MOHWXEHMM KOTOPOro nojaeTcss curHan (ecrnm HacTpoeH) Ha
Bbixog ALARM kommyTaTopa.

Ambient Temperature — none otoGpaxkaeT TekyLUyl TemnepaTypy
Ha BHELWIHEM NMoAKro4aeMoM K KOMMYTaTopy AaTyHUKe.

Ambient Temperature Upper - 3HaueHue Temnepartypbl Uu3
AvanasoHa Ha BHELUHEM MOAKII0YaeMOM K KOMMYTaTopy AaTyuke, npu
MpeBbILLEHUN KOTOPOro nogaeTcsd curHan (ecnm HacTpPOeH) Ha BbIXO4
ALARM kommyTartopa.

Ambient Temperature Lower - oTpuuaTtenbHoe 3Ha4veHue
TemMnepaTypbl U3 Ouana3oHa Ha BHELWHEM MNOAKMIYaeMOM K
KOMMYTaTopy OaTyvke, MPU MOHWXEHWM KOTOPOro MOAAaeTCsl CUrHan
(ecnv HacTpoeH) Ha Bbixog ALARM kommyTaTopa.

Ambient Humidity — none otoGpaxaeT TeKyluyt0 BNaXHOCTb Ha
BHELLUHEM MOAKITIYAEMOM K KOMMYTaToOpy AAaTHMKE.

Ambient Humidity Upper — 3HayeHne BnaxHocTu M3 gnanasoHa Ha
BHELLHeM MOoAKMNoYaeMOoM K KOMMYyTaTopy AaTymke, Npu NpeBbilLeHnN
KOTOporo nopaetca curHan (ecnu HacTtpoeH) Ha Bbixog ALARM
KoMMmyTaTopa.
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v" Power In (Master V1, Slave V2) — none otobpaxaeT NogkntoYeHHbIe
K koMmyTaTopy 6nokun nutaHuda. OcHoBHOM — V1 1 pe3epBHbIn — V2.

v System Current (A) — none oTobpaxaeT Tok B Awmnepax,
noTpebnsieMbll KOMMYTaTOPOM

v" Master V1 Voltages (V) — none oto6paxaeT 3Ha4YeHNE HanNpPsPKEHUS B
BonbTax Ha OCHOBHOM Groke NUTaHUS.

v' Slave V2 Voltages (V) — none otobpaxaeT 3Ha4YeHne HanpsbkeHns B
BonbTax Ha pe3epBHOM 6r10Kke NUTaHUS.

v System Power (W) — none otoOpaxaeT TekyLlyto noTpebnsiemyto
KOMMYTaTOpOM MOLLHOCTb B BaTTax.

v' System 3.3V — none otobpaxaeT 3Ha4YeHNe CUCTEMHOIO HanpPsKeHUs!
3.3V Ha nnate kommyTaTopa

v' System 1.5V — none otobpaxaeT 3Ha4YEHNE CUCTEMHOIO HanpsHKeHNs
1.5V Ha nnaTe koMmyTaToOpa

v' System 1.2V — none otobpaxaeT 3Ha4YEHNE CUCTEMHOIO HanpshKeHNs
1.2V Ha nnaTe kKoMmyTaTopa

Paszgen Alarm Output Configuration nossonsieT 3akpbiBaTb Ans
Tpad)MKa/nepesarpymaTb M OTKIO4YaTb NOpPThbl, NOAAaBaTb CUrHasn TpeBoOrn Ha
TPEBOXHbBIA BbIXO4 KOMMYyTaTopa B Crydae npeBbleHus HanpsbkeHun bBll,
TeMmnepartypbl HaA OCHOBHOM 4uUNne, Ha BHELWWHEM OaT4yuke 1 T14.

Ons Toro 4ToObl OBOHOBMTL  3HaYeHUs  TeKyWUxX napameTpoB B
COOTBETCTBYIOLMX NONAX ucnonb3dynte kHonky Refresh.

Ons noaTBEPXAEHUA NPOYKX HACTPOEK — kHomky Apply.

,D,J'Iﬂ BO3BpaTa BCeX HacCTpoeK Ha aTOoM CTpaHuue K UCXOOHbIM — KHOMKY
Restore Default.
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11.3 KoHdurypauusa cuctemsi (System Configuration)

11.3.1 O6wasn uncdopmauusa (Basic Information)

OES
i

i - = T

v' System Description (OnucaHue cuctembl)  codepxuT 06LLyto
NMHGOPMALIMIO O CUCTEME;

v' System Object ID (MoeHTudmkaTop cuctembl) oTobpaxaeT ceTeBow
naeHTUUKaTop CUCTEMBI;

v'  System Version (Bepcus npolwnsku) otobpaxaeT TEKYLLYHO BEPCULD
YCTaHOBMIEHHON Ha KOMMYTAaTop NPOLUVBKY;

v" Num network interfaces (KonuyectBo noptoB B KOMMyTaTope)
oTobOpaxaeT KOMM4eCTBO MNOPTOB QAN COeAMHEHUS C CeTbio B
KOMMYyTaTope;

v' System start time (Bpemsa 3anycka cuctembl) oTobpaxaeT CKOMbKO
BPEMEHU NPOLLSIO C MOMEHTA 3anycka KOMMyTaTopa;

v System name (/iMa kommyTatopa) oTobpaxaeT Tekyllee UMS
kommyTaTopa. MNMonb3oBaTenb MOXET U3MEHATb 3TO 3HAYEHNE;

v' System location (MecTtononoxeHune kommyTatopa) oToGpaxaet
dumsnueckoe MeCTOMNONoXeHne KOMMyTaTopa. 3apaeTtcs
nonb3oBaTenem;

v' System Contact (KoHTakTHble OaHHble) oTobpaxkaeT Bnagenbua u
KOHTaKTHble AaHHble. 3agaeTcs nonb3oBaTenem.
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11.3.2 Serial information (MHdbopmaumsa o RS 232/485 nopte ans
ynpaBneHns KOMMyTaTopomMm)

:
|

I : T

HaHHas cTpaHuua WEB uHTepdelica cogepxuT psig napameTpos,
KOTopble HeOoOXoAMMbl AMis1 YyNpaBlieHWs KOMMYTaTtopoMm 4epe3 uHTepdeinc
RS232/485 wucnonb3ysa nopt CONSOLE. lMpu ynpaBneHun kommyTaToOpoMm
yepe3d HyperTerminal ybegutecb, 4TO  HacTPOWKW  COOTBETCTBYIOT
NpuBEAEHHbIM Ha 3TOW CTPaHULLE 3HAYEHNAM.

v/ Baud rate — ckopocTb nepefayv gaHHbIX
Character Size — konuyecTBo OUT AaHHbIX
Parity code — yeTHOCTb

Stop bits — ctonoBbie 6UThI

Flow control — ynpaBneHvne noTokom

AN NI NI
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11.3.3 User Management (MHdopmauumsa o nonb3oBatensx)
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Ha aTon cTpaHyue MOXHO 3adaTb HOBbIM napornb (new password) ans
TeKyLllero nonb3oBaTens, W3MEHUTb POfb B YMNpaBleHUM KOMMYTaTOpOM
(privilege) n 1L.

Maponn 4vyBCTBUTEMbBHBI K PErucTpy u MoOryt copepxatb go 16
CMMBOJSIOB. [ni CMeHbl napons BblbpaHHOro nonb3oBatens Heobxoaumo
ABaxabl BBECTU HOBbI naponb B nonsax New Password n Re-enter Password.
Ona noaTBepXAaeHWs HOBOro napons HeobxoaMmo HaxaTb KHonky Apply
(MpuHaAT). Mocne aToro nomnb3oBaTtento noTpedyetca 3aHoBo BonTM B WEB
UHTepdenc, UCNomnb3ys HOBbIN Naporb.

C nomoLibid HACTpOeK Ha 3TOW CTpaHuue nonb3oBaTenb MOXeT
3agatb Tak HasbiBaembl multi-user (MHOrononb30BaTENbCKUN) PexXnMm Ans
yrnpaBneHns KOMMYTaTOPOM.

Ons ynpaBneHus 4depe3 Telnet n WEB gna nonb3oBaTtens gorked
ObITb BbIGPAH MHOrONONB30BaTENBCKUA PEXUM.
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11.3.4 Safe management (ynpaBneHue 6e30nacHOCTbLIO)
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Ha paHHOM CTpaHuue HaxoAasTCs HaCTpPOWKWM, Mo3BondwoLlme
agMUHUCTPaTOpPY FMOKO ynpaBnsTb AOCTYNOM K YMpaBreHUt0 KOMMYTaTOpPOM
(WEB, TELNET unu SNMP) Ha ocHoBe ACL (nucT ynpaBneHusi 4OCTYMNOM)

Ectb BO3MOXHOCTb MOMHOCTbIO OTKMOYNTb yrnpaBneHue
KOMMYTaTopoM Ansi KOHKpeTHoro metoga ynpaenenus (WEB, TELNET wnun
SNMP). Tlo ymonyaHuio ynpaBneHWe C MOMOLUBI KaXXgoro MeTtoaa
paspeleHo n ACL dunbTpaums He npuMeHseTcs.

AOMUHMCTPATOP  MOXET  YaCTUYHO  3anpeTuTb  yrnpasreHue
KOMMYTaTOPOM C NMOMOLLbIO OAHOIO UMM HECKOSBbKUX MeToA0B, ucnonbays ACL
dunsTpaumio.

Ons npumeHeHnss ACL dunbTpaumMm Onsi KOHKpeTHoro Metoga
ynpaBneHus Heobxogumo BbibpaTb cam MeToA B cnucke service type, a 3atem
BbiGpaTb ACL ot 1 go 99. NmasHoe ycnosue — BbibpaHHbii ACL gormkeH ObiTb
co3[aH 3apaHee.

O6patnTe BHMMaHue, ecnu agMUHUCTPATOP 3aKPOeT BO3MOXHOCTb
ynpaBnate kommytatopom no WEB, 3Ta cTpaHuua C HacTpourkamu
nepectaHeT ObITb [ocTynHa. Torga MOXHO BOCMOfMb30BaTbCA  APYrUM
MEeTOAOM ynpaBneHus, Hanpumep Yepes Telnet unu SNMP.
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11.3.5 SNTP Configuration (HacTponka npoTokona CMHXpOHM3aLumn
BpPEMEeHM)

Ha paHHon ctpannue WEB wmHTepdpeinica npeacraBneHbl HACTPOMKK
ANsi  CMHXPOHM3auMW BPEMEHU KOMMyTatopa C OLHUM W3 CEPBEPOB C
ncnonb3oBaHnem npotokona SNTP.

v Server IP Address 1, Server IP Address 1, Server IP Address 1 —

nona AOna  ykasaHus IP agpecoB cepBepoB, C KOTOPbIMU 6yp,eT
npoBOANTCA CUHXPOHU3aUNA.

Time Interval — vHTepBan cuHxpoHu3daumm B cek. [lo ymonuyaHuto
3HayeHve — 1800 cek.

v' Time Zone - BbIGOp YacoBoro nosica.

Refresh — 06HOBUTb 3HaYeHUsA A1 OOHOBNSAEMbIX MONemn

Apply — NpyHATL HACTPOWKU.
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11.3.6 Jumbo Frame Configuration (Bbi6op pa3mepa ans Jumbo
nakeToB)
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Ha panHowm cTtpanmue WEB wuHTepderica Haxogutcsa none Ans
ykasaHus pasmepa obpabaTtbiBaeMbIx NaKeToB.
Mpu paboTte ¢ mynbTukacT Tpadukom (Hanpumep, HDMI no Ethernet)

peKoOMeHAyeTCs BbICTaBNATbL 3Ha4YeHne He meHee 10240 bawnr.

v" Jumbo Frame Bytes - nome B koTopom 3agjaetcs pa3mep
obpabaTbiBaembix NakeToB. [OCTynHble 3Ha4YeHWe B [uana3oHe OT
1522 no 16383 bawnt. 3HauyeHne no ymonyaHuio — 1522,

Refresh — 06HOBUTL 3Ha4YeHNs ANt 0OHOBMSEMbIX MOMein

Apply — NPpMHATL HACTPOWKMN.
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11.3.7 Current Configuration (MpocmoTp Tekywien KoHcpurypaumm)
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Ha aTon cTpaHuue MOXHO NPOCMOTPETb TEKYLLY KOHUrypauuo
KOoMMyTatopa B BuAe TeKcToBow uHdopmaumu. KHonka Save (CoxpaHuTb)
MO3BOMUT COXPaHWUTb TEKYLLYID KOHUrypauuo KommyTaTopa B MaMsATb

KOMMYyTaTopa.

Mockonbky 3anucb dpanna TpebyeT ypanenus/sanvcn Ha FLASH
namsiTb KOMMyTaTopa, onepauns MOXeT 3aHATb OnpeaerieHHoe BpeMS.
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11.3.8 Configuration file (CtapToBas koHdurypaumus, coxpaHeHue damna
C HacTpounkamm)
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CrapTtoBasa koHurypaums npencrasnsetr cobow darnn, 3anncaHHbIN
Bo FLASH namatn kommyTtatopa. Korga kommyTaTop 3anyckaeTcs M He
HaxoOWT 3anucaHHbI paHee ann KoHdwurypauum Bo FLASH namsaTtw,
YCTPOWCTBO Ucnonb3yeT dann ¢ HacTponkamu no ymondanuio (default).

KHonka Delete (yopanutb) no3sonsieT Bbi3BaTb AMAanoroBoe OKHO, rae
OymeT npeanoxeHo ypanutb Tekywun dann kKoHdurypauum wmns FLASH
namstu. Ecnu Bbl nepegymanu 91O Aenatb, Haxmute kHonky Cancel
(oTmeHa).

KHonka Download (ckadvMBaHue) ucnonb3yeTcs QAnd CcKayMBaHus
KOH(urypaumoHHoro cdavna Ha lNK n3 namatu kommyTtatopa. B guanorosom
okHe Bblbepute SAVE (coxpaHuTb), a 3aTeM NyTb K KaTanory c dpannamm
KoHdurypauum. o ymonuanuo ums cpanna switch.cfg

43



11.3.9 File Upload (3arpy3ka ¢harina ¢ HactpoMkaMmu B KOMMYTaTop)
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Ha aton cTpaHuue npeacraBneHa BO3MOXHOCTb ANSA 3arpy3ku paHee
CO3[aHHbIX (hannoB KOHMUrypaumm B namaTb KommyTaTopa.

HaxmuTte kHonky Path (myTb), 4TOObl BbIOpaTb HYXHBLIN ann C
KoHdurypauuen Ha [MK. [danee, nocne BbiGopa Heobxogumoro anna
HaxxmuTe kHomnky Upload (3arpyants). ®ann gomkeH umeTb paclumnperue .cfg

Ecnn y Bac ecTb obpa3 gucka C HacTpovikamu, TO Bbl MOXeTe
3arpyauTb ero Takke. Obpas gormkeH umMeTb paclunpeHue canna .img

ﬁ Bo Bpemsa 3arpysku danna KoHdurypauum B nNamsATb
KOMMyTatopa He nepexoguTte Ha apyrue ctpaHuubl WEB uHTepdelica, He
nepesarpyxante n He OTKIHOYaANTE KOMMYTaTop, MHa4ve HacTponku 6yayT
3anncaHbl C owmnbkamn, 4YTO MOXEeT MnoBredyb 3a cobol cbom B paboTe

KoMMyTaTopa.
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11.3.10 System reset (lMepe3arpy3ka kommyTaTopa)
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Ha paHHon ctpanuue WEB unHTepderica MoXeT ObiTb npousBeaeHa
nepesarpyska KommyTtatopa. [Ons 3Toro Haxmute kHonky Reset
(nepesarpyska). B nosiBMBLIEMCA AOManoroBOM OKHE MOATBEpAUMTE CBOe
penictBne kHonko OK wunm oTMeHUTe ero ¢ nomollbio kHorku Cancel
(oTmeHa).
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11.4 Port configuration (KoHdurypuposaHue noptoB)

11.4.1 Common configuration (BaszoBas koHdurypaumus nopToB)

Ha aTon cTpaHuubl npeacTaBneHa MHGoOpMauusa MO Kaxaomy U3
nopToB kKOMMYyTaTopa. [onb3oBaTenb MOXET MEHATb CKOPOCTb, BKIKOYATb WK
OTKMYaTb TOT UK MHOW NMOPT, NpocMaTpuBaTh 6a30By0 MHOPMaUWIO.

[lns HacCTpoOWMKM KOHKpPETHOro nopTa HeobGxoaumo BbiOpaTb ero
HasBaHve 13 BblNagatowero cnucka. o ymonyaHuio Bce MOpTbl BKIHOYEHbI
(UP), u4tobbl BbIKNOYUTL MNOPT Heobxogmmo Bbibpatb nyHkT DOWN
(BBIKNIOYUTE) U NPUMEHUTB U3MEHEHUST KHONKOW Apply (MPUHSATS).

Takum e obpa3om BbLIOMpaeTCa W 3HA4YeHUsT CKOpPOCTM And
BblbpaHHoro nopta. Ecnu ana  kakoro-nubo nopta Bbibpate Full-10
(Ckopocmeb nepedayqu 10 Mbum/c, dyrnekc), TO NOPT NEPEKITIUNTCHA B PEXUM
yBENUYEHUs1 A4arnbHOCTN Nnepegayvm curHanos oo 250M. Takke nopTbl MaTpuLbl
CMOCOOHbI aBTOMaTUYECKN NEPEXOAMTb B ITOT PEXMM MpPU MOLKIOYEHUM K
nvHun anvHon 100-250m, obmMeH gaHHbIMU nopaepXmsaeTcst Tonbko ¢ Uplink
noptamu.

Bce nsmeHeHns HeobxoamMMo coxpaHaTb KHonkon Apply (MpUHATB).

KHonka Refresh (06HOBWTL) OBHOBUT 3HaYEeHUSA HACTPOEK Ans NOPTOB
Ha JaHHOW CTpaHuLe.
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11.4.2 Port statistics (Ctatucrtuka pa6orbl nopToB)
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Ha aton cTtpaHuue npeacraBneHa cBogHasa MHdopmauusa no pabore
noptoB. [ns Bbibopa KOHKPETHOrO MOpTa BOCMOMb3YMTEChb BbiNagaroLem
meHio Port (nopt). B Tabnuue Hwke oTobpasuTca BCSA  AOCTynNHas
WHopmauuns:

- Received Total Bytes (konnuecTBo NpuHATLIX 6awnT);
- Received Non-Unicast Packets Num (konm4ecTBO NpUHATBIX «He

Unicast» nakeToB);

- Received Error Packets Num (konnyecTBO NpWHATBLIX MNakeToB C
owmnbkon);

- Send Total Bytes (konu4ecTBo oTrnpaBrneHHbIX 6ainT);

- Send Non-Unicast Packets Num (konuyecTBo OTnpaBneHHbIX «He

Unicast» nakeToB);

- Send Error Packets Num (konmuecTBo OTnpaBreHHbIX C OLUIMGKON

NnakeToB);

- Received Unicast Packets Num (konuyectBo nonydeHHbix Unicast

NnakeToB);
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- Received Discard Packets Num (konnyecTtBo «OpOMHYTbIX» MakeToOB
npu Nony4yeHum);

- Received Unknown Protocol Packets Num (konu4ectBo nonyyeHHbIx
NMakeToB C HEM3BECTHbIM NPOTOKOSIOM Nepeaaydn);

- Send Unicast Packets Num (konmyectBo oTtnpaBneHHbix Unicast
NnakeToB);

- Send Discard Packets Num (konnyectBo oTOpacbiBaeMblx NakeToB

npw oTnpaeke).

11.4.3 Flow Control (ynpaBneHve noToKkom Ans nopToB)

JaHHasa cTpaHuua nosBonsieT HacTpavBaTb dyHkumio Flow Control
(ynpaBneHue NOTOKOM) Ansi KOHKPETHOro nopTra.

YTto6bl BKMOUMTL wnuM  oTknoumTe  Flow Control  BbiGepute
KOHKPETHbIN NOPT M3 BbiNadalroLwero MeHio, a 3ateM coctosiHme ON (Bkn) mnu
OFF (BbIkn.)

[aHHas HacTponka MOXeT BbINOMHATLCA AN OTnpaBkM W Ans
nonyyYeHns nNakeTos.

Bce nsmeHeHua noaresepxgatotca kHonkon Apply (MpuHATB).
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11.4.4 Broadcast storm control (ynpaBneHue 3awmTon ot Broadcast storm)
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Ha gaHHoW cTpaHuLe HaxoasTcs HaCTPONKX, NO3BONSIHOLLNE BKIOYNUTD
WUNN  BBIKMIOYUTD  3alUMTY OT BnusAHMA LumMpokoBewaTenbHblix  (Multicast)
naketoB n DLF nakeTtoB Ha nepegaBaembiin/nonyyaemMblin Tpaduk.

B Bbinagatowem cnucke PORT (nopT) Bbibepute HeobxoamMmbIn nopr,
BkrtoumTe mnu Boikmounte (ON mnn OFF) 3awmTy Ons KOHKpeTHoro Buaa
naketoB Broadcast, Multicast nnn DLF. Takke MOXHO 3agaTb CKOpPOCTb B
Kbut/c ons koHkpeTHoro Buaa naketoB. DLF m Multicast ckopocTn OormkHbI
ObITb OAMHAKOBLIMMU.

Refresh — 06HOBUTb 3HaYeHUNA A1t OOHOBNSAEMbIX MONemn

Apply — NpYHATE HACTPONKMK.
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11.4.5 Port Rate Limit (OrpaHMyeHne nponyckHOM cNOCOBHOCTH Ha
noprax)
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Ha paHHOM cTpaHuue MOXHO TrMBKO orpaHuymBaTtb CKOPOCTb
npvema/nepegayn naketoB Ha BbibpaHHOM nopTe. [ng atoro Beibepute NopT
B Bbinagatowem cnucke PORT, a 3ateM ykaxuTe 3HadeHune B Kout/c gns
ckopocTu nepefaum faHHbix (Send Packets Rate Control) n ans ckopoctu
npuema paHHbix (Receive Packets Rate Control).

Onsa npymeHeHnst HacTpoek HaxxMuTe KHomnky Apply (MPUHATB).
[ns oTMeHbl orpaHMYeHns NPoMnycKHOW cnocobHOCTU HaxmuTe kHonky Cancel

(oTmeHa).

Refresh — 06HOBUTL 3Ha4YeHNs Ans 0GHOBMASIEMbIX Nonen
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11.4.6 Protected Port (3awmTa noptoB)
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Ha paHHOM cTpaHuue MOXHO BbiGpaTb MOpPT, KOTOpbIA OyaeT
N30MMPOBaH OT APYruXx.

MN3onupoBaHHbI NOPT He MOXET 06MeHNBAaTLCA AaHHBIMU C OPYTUMU
N305IMPOBaHHBLIMU MOPTaMU.

MN3onupoBaHHbIi MOPT MOXET OOMEHMBATLCA [OaHHbIMU TOMbKO C
HEen3onMpoBaHHbLIM NOPTOM/MOPTaMU.

Protected Port — nsonuposatb nopt

Unprotected Port — cHATb nsonsauuto nopta

Refresh — 06HOBUTb 3HaYeHUsA A1t OOHOBNSAEMbIX MOSen
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11.4.7 Learn limit (OrpaHnyeHne makcumanbHoro konuvectea MAC ans
paboTbl)

Ha paHHow ctpaHunue WEB nHTepdenca npeactaBsneHa BO3MOXHOCTb
ynpaBneHnss MakcumarbHbiM KonmdectBom MAC agpecoB, € KOTOpPbIMU
cnocobeH paboTaTb nopt. Mo ymonuyaHuio aTo 3Ha4eHme paBHo 8191.

[ns n3MeHeHus1 3TOro 3Ha4yeHust BblbepuTe MOpPT B BbiMagatoLem
MeHto Port (nopT), a 3atem B cTpoke MAC Address Num Able to Learn (makc.
konmdectBo MAC agpecoB) ykaxuTe CBOe 3HayeHue.

[nsa npymeHeHUs1 HacTpoeK NCnornb3ynTe KHoMKy Apply (MpUHATB),

Ons otMmeHbl — Cancel Limit (oTMeHWUTb NUMKUT).
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11.4.8 Port trunking (KoHdurypupoBaHue trunk’os)

[F - = L3 ]

2 renfee S v

e BT E T T (T S Y —_ 1. -
W s l..
. T T : -
W i s
[ e - gt
e
i i - |

R arases | ot i b

TR
1 it e = il il
YT S

. waH
B i ;

T i

F )

]
|
W i ' | : |
|
|

Ha gaHHOM cTpaHuue npeacTaBreHbl HAaCTPOMKM AN KOHdMrypauum
Trunk nopTos.

Bbl MOXeTe 06beaAMHATL MX B rpynnbl (arpermpoBanune), HasHavaTtb 1D
Ans nopta, MeHATb cnocob Bbibopa Trunk u 4.

UTtobbl co3gaTh trunk gns mopTa unM U3MEHWUTb CYLLECTBYHOLLUIA
Heobxoammo BeibpaTtk ID ot 1 go 3. Ytobel cosgaTh trunk rpynny Bbibepute
COOTBETCTBYIOLLMIA UaeHTUdMKaTop © HaxmuTe KkHomky Trunk ID Settings
(hacTpomnka ID pgna trunk). Onsa HacTpovikm meToga TpaHKMHra nopToB
BblbepuTe U3 BbiNagawoLwwero Crnmvcka HeobXoOuMbIA U HaXKMWUTE Ha KHOMKY
Polymerization Settings.

Ons ypaneHns cywlecTBylowlen rpynnbl trunk mMcCnonb3yiTe KHOMKY
Delete trunk group (yoanuts trunk rpynny).

B npouecce HacTpolku, Mo kpavHen Mepe oguH trunk gormkeH GbiTb
ycTaHoBneH, 4tobbl Polymerization Settings Bctynunu B cuny. BeibpaHHble
MeToabl co3gaHusa Trunk’oB NPMMEHSAOTCA KO BCEM rpynnam.

KommyTatop nossonsetr wucnonb3oBaTb TpU MeTOAa CO34aHus
trunk’os:

- MeTopg, ocHoBaHHbIN Ha ucxogHom MAC agpece;
- Metopg, ocHoBaHHbIN HA MAC agpece HasHadeHus;
- MeTtopg, OoCcHOBaHHbIM Kak Ha ucxogHom MAC, Tak u Ha MAC apgpece

Ha3Ha4eHwus.

KommyTatop nopgaepxusaet Makcumym 3 rpynnbl trunk’os. Trunk1 u
Trunk2 He MoryT cosgaBaTb trunk u3 rurabutHbix noptoB. Trunk3 moxeT
006beaVHATL MakcumMyM 2 rurabutHblx nopta. MeTton arpervpoBaHusi obLLMIA
ans Bcex trunk’os.
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11.4.9 Mirror (3epkanupoBaHune NopToB)

Ha paHHoOW  cTpaHuue  npeacTaBrieHbl  BO3MOXHOCTM  ANS
3epkanupoBaHusa (mirroring) noptoB. Bbibupaetca oamH nopt (Mirror Port)
KoTopbln Byaetr pgybnuposaTb TpaduK ApYrux MOPTOB, YKa3aHHbIX B
HaCTpoOWKax 3epKanupoBaHus.

Bbibepute nopT (nopT-3epkano), KoTopbin OyaeT AybnvpoBaTtb
TpaduK ApYyrmx nopTos.;

- Bbibepute nopthl, Tpaduk koTopbix ByaeT AybnmpoBaTtbcs Ha nopT-
3epkano;

- Bbibepute, kakne umeHHo nakeTbl O6yaoyT AybnmpoBaTbCca Ha nopT-
3epkano B Bbinagawowem MeHio Mirror Direction (RECEIVE -
nony4yaemble naketbl, TRANSMIT — oTnpaBnsiemble nakeTbl, BOTH —
nonyyaembie 1 otnpaensiemble naketol, NOT_RECEIVE — oTmeHsieT
nybnuposaHue nony4yaembix nakeToB Ha nopT-3epkarno,
NOT_TRANSMIT — oTMeHsieT Ay6rnmpoBaHue oTrnpaBnsieMbIX MakeToB
Ha nopT-3epkano, NEITHER — otmeHsieT gybnuposaHue kakunx nmbo
nakeToB Ha NoOpT-3epKaro);

- Pesynbtatbl 6yayT otobpaxeHsbl B none Mirror Config Info
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11.4.10 DDM Information (MHdopmaumsa o nogknouéHHbIx SFP moaynsax)

Ha paHHonm cTtpaHnue WEB  wuHTepdbeiica  npeacrtaBneHa
anarHoctmyeckas — UMHopmauusi,  KOTOPYHD  MOXHO  MOMnyYntb  OT
ycTaHoBneHHoro moayns SFP, nogaepxusatowero dpyHkumuto DDM.
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11.5 MAC binding (npuBsiska MAC agpeca)
11.5.1 MAC binding configuration (HacTtpoiika npuBsaskn MAC agpecos)

JdaHHaa cTpaHuua npegocTaBnseT BO3MOXHOCTb npwBask MAC
agpeca k nopty (MAC Adress) nnn k VLAN (VLAN ID).

Bce wusmeHeHns Ha cTpaHuue nogTBepxgalTcs KHonkom Apply
(MpyHATBL), ecnu NpuBA3Ky HeobxoAMMO yaanuTb ucnonb3ymte kHonky Delete
(Ymanutb), kHonka Select all (BbiGpaTb BCe) NO3BONUT yAanuTb cpasy BCe
NPUBS3KN, HACTPOEHHbIE paHee.
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11.5.2 MAC Auto Bind (ABTomaTtnyeckas npmesska MAC agpecoB)
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Ha paHHOM cTpaHuue Haxogdatcst AaHHble o0 aBToMaTMYeCcKon
npuesske MAC agpecos k nopTam. [MokasaHa agnHamunyeckasi npmeaska MAC
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appecoB k noptam (MAC koTopble 6binu 3aHeceHbl B Tabnuuy MAC agpecos
KommyTartopa), a Takke Kk VLAN oTHOcAWMMCS K 3TUM nopTtam. Bbl moxeTte
BblOpaTb OAHY W3 [AUHAMWYECKUX TMPUBA3OK M KOHBEPTUPOBATbL e€e B
NocTosiHHYIO NpmBA3KY (static binding).

Bce HacTponku Ha gaHHOW cTpaHuue NoaTBepxaatlTcsa kHonkon Apply
(MpuHATL), ecnn 3anncb HeobxoaMMo yaanuTb ucnonb3dymte kHomky Delete
(Yoanutb), kHonka Select all (BbibpaTb BCe) MO3BONMT yaanuTb cpasy Bce
3anucu.

11.6 MAC Filter (dounbTp MAC agpecoB)

11.6.1 MAC Filter Configuration (Hactpownka dounbTpa MAC agpecoB)

o = IR

] PonCenigonmen | o 1
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HacTpovkn Ha aToM cTpaHuue no3sonsawT dunbTpaumio MAC
agpecoB ans noptoB. 3anmcu ¢ MAC agpecamu Ha 3TOM CTpaHuue
ucnoneaytotcs ans exopa B punbtp MAC agpecos, a VLAN ID ncnonb3yetcs
ansa dunetpaunm MAC agpeca cootBeTtcTBytowen VLAN.

Bce HacTponku Ha gaHHOM CcTpaHuue NoAaTBepxaatTcsa kHonkon Apply
(MpuHATE), ecnm 3anncb Heob6xoauMMO ydanuTb ucnonb3ymte kHomky Delete
(Ypanutb), kHonka Select all (BeiGpaTb BCce) NO3BONUT yaanuTb cpasy Bce
3anucu.
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11.6.2 MAC Auto Filter (ABTomaTnyecknn omnstTp MAC agpecoB)
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3pecb npeactaBneHbl AaHHble 06 aBTOMaTtuyeckon koHeepcun MAC
agpecos.

MokasaHa guHamwnyeckas npueaska MAC agpecoB k noptam (MAC
KoTopble Obinn 3aHeceHbl B Tabnuuyy MAC agpecoB kommyTatopa), a Takke K
VLAN oTHoCSALMMCS K 3TUM NopTaM.

Bbl moxeTe BblOpaTb OOHY M MPUBA3OK M KOHBEPTUPOBATbL €€ B
NOCTOsIHHYIO NpuBA3KY (static binding) ansa dunbTpa MAC agpecos.

Bce HacTponku Ha gaHHOW cTpaHuLue NoaTBepxaatoTcsa kHonkon Apply
(MpuHATL), ecnn 3anncb HeobxoAMMO ydanuTb ucnonb3ymte kHomky Delete
(Ypanute), kHonka Select all (BbibpaTb BCe) NO3BONMT yAanuTb cpasy Bce
3anucu.
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11.7 VLAN Configuration (Hactpownka VLAN)

11.7.1 VLAN Information (uncpopmaumsa o VLAN)

g < >

Ha aToii cTpaHuue npefcTaBneHa WHPOPMaUMs O CYLLECTBYHOLLMX
VLAN. [aHHble npenocTaBfieHbl TOMbKO AN YTEHUS M He MoryT ObiTb
N3MEHEHBI.

UHdopmauma o Tekywen koHdpurypaumm VLAN BbiBupaeTtca B
BbiNagaroLLlemM MEHIO B NEBOM BEPXHEM Yriy U BKMYaeT B cebsi:

v" VID (VLAN ID);
VLAN Name (Mms VLAN);

v
v State (cocTosiHME aKTUBHOE UMW HEAKTUBHOE);
v

Port member (noptbl — yyacTtHukn VLAN, moryT BkntodaTb B cebs Kak

TerMpoBaHHble nopThl (1) M HeTermpoBaHHbIe (U)).
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11.7.2 Static VLAN Configuration (HacTtponka VLAN)
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Ha aTton ctpaHuue Bbl moxeTe co3gaTb VLAN. [ns atoro 3apgaiite
VLAN ID B ctpoke VID (ot 2 pgo 4094, 3HayeHue 1 3ape3epBUPOBaHO
CUCTEMON).

Mmsa B ctpoke VLAN Name 3agaetca aBToOMaTU4eCKM M 3aBUCUT OT
VLAN ID. Ona noatBepxaeHuss co3pgaHnsa VLAN Haxmute kHOMKy Apply
(MpuHaTD).

B tekctoBom none nosiutcs cosgaHHasa VLAN (VLAN ID+ VLAN
Name). VLAN1 Henb3ss U3MEHUTb WAM  yOanuTb, [OaHHOE  UMS
3ape3epBMpoOBaHO CUCTEMON.

Ons ypaneHus co3gaHHon paHee VLAN notpebyetcss BbiGpaTh
HY)XHYI0O 3anucb M3 cnucka u ganee Haxatb kHonky REMOVE (ymanutsb).
3anuck 13 cnucka Takke byaeTt yaaneHa.
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11.7.3 VLAN Port Configuration (KoHdurypauus noptoB VLAN)
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Ha aTomn cTpaHuue npeacTaBreHsbl BO3MOXXHOCTM no
KoHGurypuposaHuto noptoB ans VLAN, a Takke NpocMoTpy pe3ynbTaToB.

OTa cTpaHuua C HacTporkaMu COCTOUT U3 8 YacTei:

- Port (Bbibop nopta);

- Mode (Pexum, B kotopom nopT 6yget pabotate B VLAN. Pexum
Access nopgpasymeBaeT, 4TO nopT OyaeT nomedeH, kak untagged
(HeTermpoBaHHbIN) K aBnsaTbcs uyneHom VLAN1, Pexum Hybrid
nogpasymeBaeT, 4to nopT byaet asnAtbeca dYneHom VLAN1 u 6yget
nomeyeH, kak untagged (HeTermpoBaHHbI). Pexnm TRUNK
noapasymeBaeT, YTo nopT Oyaet sBnAtbca yYneHom VLAN1 u 6ypet
nomeveH, kak tagged (TermpoBaHHbIN));

- Current VLAN (umsi VLAN. lMo3BonsieT BbibpaTb OAHY WIN HECKOMNBbKO
VLAN, K koTopblM 6ygeT OTHOCUTCS BblOpaHHbIA NOPT);

- Port Members (noptbl — y4actHuku VLAN);

- Knonku Default VLAN (go6aeutb 3anmce B VLAN no ymonuyaHuio),
tagged => (poGaBuTb MNOPT Kak TermposaHHbIM), untagged =>
(nobaBuTb MOPT Kak HeTerMpoBaHHbIN), unMember <= (yganutb nopt
n3 nonst Port Members)
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11.8 SNMP Configuration (Hactponka SNMP npotokona
ynpaBneHus)

11.8.1 Community Name (O6wue HacTponkn gna SNMP)
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Ha aton cTpaHuue npegcTasneHbl 06LWme HaCTPONKK ANs ynpasreHns
kommyTaTtopom yepe3 SNMP. Mo ymonyaHunio B kKOMMyTaTope co3gaHa ogHa
3anuck Public ¢ npaBamu Tonbko Ha yTeHne (ReadOnly).

Bcero mMoxeT ObiTb co3gaHo 8 3anucen. Ecnv npepnonaraetcs
ynpaensate kommyTtatopom vepe3 SNMP cneayet co3gatb 3anuck ¢ npaBamm

Ha YteHne/3anuck (Read/Write).
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11.8.2 TRAP Target (Hactponka TRAP yBegomneHun)
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HacTpovikn Ha paHHOW CcTpaHuue no3BOMAT CKOHAUrypupoBaTb
nonyyenne TRAP coobuieHnnii. [na 3Toro Heo6xoaAMMo:

v' Bblbpatb B none Name ums ansi nonyveHunss TRAP coobLyeHniz;

v' Bbibpats [P agpec (Transmit [P Address), koTopbii Oyget
ucnonb3oBaTb TRAP npotokon;

v' Bblbpatb Bepcuto SNMP (SNMP Version);
Korga Bce HacTpowku 6yayT npousBedeHbl YCNEewHO B CTpoOke

cocTosiHuA (State) nosiButcsa Active. Tenepb kKOMMyTaTOpP CMOXET NepeckinaTthb
TRAP coobuieHus Ha ykasaHHbIn IP agpec.
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11.9 ACL Configuration (Hactponka Access Control List)

11.9.1 Standard IP (Hactporka ACL gns IP)
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3pecb npepactaBneHbl  Hactponikm  ACL  pgns IP - npotokona.
Monb3oBaTtene MoxeT 3aaaTb camoctosTensHo ACL 6asy ¢ npaBunamu gns
IP apgpecoB. CrtaHgapTHble MpaBuna KOHTPOMUPYKOT MepeHanpasreHve
ncxogHbix I[P nakeTtos.

Monb3oBaTene MOXET HacTpauMBaTb MnpaBuna, ucxopHoin IP appec
JOMKeH ObITb yKaszaH C Mackow, NpaBuII0o MOXeT coBnagaTb ¢ Habopom |P
agpecoB. Kaxpgoe npaBumno [OSMKHO cogepXaTb napaMeTp unbTpauum:
3anpetutb (deny) nnu paspewwutb (allow).

Monb3oBaTenb MOXeT co3gaBaTb NpaBuoO B rpynne, umsa Ans
npaBuna aeToMaTuyeckn 3agaetca. [lpu yganeHuu ofgHoro npasuna
ocTanbHbIE NpaBuna He N3MEHSIOTCS.

Ona ynaneHns Bcex npaBun cpasy Mcrnonb3ynTe kHomky Select all
(BbIOpaTh BCe), a 3aTem kHomnky Delete (yganuthb).
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11.9.2 Extended IP (PacwunpeHHas HacTpouka ACL npasun ans IP)
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30ecb npeacTaBrieHa BO3MOXHOCTb Ans cos3ganus ACL npasun ¢
paclmpeHHbIMK HacTporikamu IP agpecoB. KOHTpomnb Nepecbinikyn nakeToB
yepe3 ucxogHeln IP agpec, agpec HasHayeHusi, TMM NPOTOKONa, CryXeOHbIN
nopT.

11.9.3 MAC IP (HacTtpownka ACL npaBun ¢ nomowbto MAC)

3pnecb npeactaBneHbl Hactponku ACL npasun gns rpynnel IP
appecos, cBsizaHHbIMM ¢ MAC agpecamu. MNpaBuna MoryT ObiTb CO34aHbl Ha
ocHoBe ucxogHoro |IP agpeca, ncxogHoro MAC agpeca, a Takke |IP agpeca
HasHa4eHus.

Bce HacTponku Ha JaHHOWM CTpaHuLe noareepXxaatTcsa kHonkon Apply
(MpuHATL), ecnu 3anucb HeobxoouMMo yaanuTb ucnonb3ynte kHonky Delete
(Ypanutb), kHonka Select all (BbibpaTb BCe) MO3BONMT ydanuTb cpasy Bce
3anucu.
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11.9.4 MAC ARP (Hactpoika ACL npaBun ana ARP ¢ nomowbsio MAC

agpecoB)
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Ha aToi cTpaHuue npeacTtaeneHsl HacTponku ACL npasun gna ARP

naketoB ¢ nomowptdo MAC agpecoB. lNpaBuna Moryt ObiTb CO34aHbl Ha
ocHoBe IP agpeca otnpasutensa, MAC agpeca otnpasutensi.

Bce HacTponku Ha gaHHOM cTpaHuue NoAaTBepxaatoTcsa kHonkon Apply
(MpuHATE), ecnn 3anncb HeobxoaMMO yaanuTb ucnonb3ymte kHomky Delete
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(Ypanute), kHonka Select all (BbibpaTb BCe) NO3BONMT yaanuTb cpasy Bce
3anucu.

11.9.5 ACL Information (Ha6op aencreyrowmx ACL npasun)
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Ha gaHHow cTpaHuue oTobpaxeHbl AEVCTBYIOLME B TEKYLLMIA MOMEHT
ACL npasuna.

WHdopmauus npefactaBneHa TOMbKO AN YTEHUS U MOXET OblTb
obHoBneHa kHonkow Refresh (06HOBUTB).

11.9.6 ACL reference configuration (Hactpoiika ACL npaBun)
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Ha aTton cTpaHuue npegctaBneHbl HacTtpovikm ACL npaBun gns
unbTpauMmM NakeToB, MonyyYaembix nopTamu. Beibepute nopT, BbiGepute
ALC rpynny mn3 cnucka n Haxmute Add=>. [na yganeHus Bbibepute ALC
rpynny u3 cnucka gobaBneHHbIX n HaxmuTe Delete<=.

11.10 QoS Configuration (HacTtpowka npepocraBneHus Tpacduka c
pasHbIM NpUoOpUTETOM)

11.10.1 QoS Apply (HacTtpoika npnoputeToB Tpacuka ansi nopToB)
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Ha aToi cTpaHuue HaxoaaTcs OCHOBHblE HAacTpoikn QoS. Bbl moxeTe
BblbpaTh NopT B Bbinagatowem meHio PORT, 3atem QoS pexum (QOS Type)
ans Hero (BkN/BbIkN) 1 npuoputeT Tpaduka (User Priority).

Mo ymonuaHuio QOS oTKNIoYeH Ha BCex NopTax a NpuMopuTeT Tpaduka
HyneBown.

Bce HacTpolku Ha gaHHOW CTpaHuue NnoaTBepaatTcs kHonkon Apply
(MpuHATB).

Y1066l 06HOBUTL 3HaYeHUs nonewn Haxmute kHonky Refresh.
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11.10.2 QoS Schedule (HacTpoiika pacnucaHusa npumeHeHusi QoS)

Ha aton ctpaHnue WEB wuHTepcdeinca npeacraBneHbl HaCTpOWKU
nossonstLme npumeHaTb QoS npropuTesauuno Tpadrka No pacnmucaHmio.

Bce HacTponku Ha gaHHOM cTpaHuue NoaTBepxaatTcsa kHonkon Apply
(NpuHATB).

UT06bI 06HOBUTL 3HAYeHUs nonen Haxmute kHonky Refresh.
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11.11 IP Basic Configuration (basoBas HacTpoiika IP)

11.11.1 IP Address Configuration (Hactpowka IP agpeca kommyTaTopa)
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Insa nameHeHus IP agpeca:
- yctaHoeuTe Line Item «1», DHCP Client «Disable»;
- BBeauTe HoBbIM agpec B none IP Address/Subnet Prefix (agpec AomkeH
ObITb YHUKANbHbLIM U HE JOJIKEH NOBTOPSTLCS);
- HaxwvuTe Set IP Address/DHCP Client (yctaHoBuUTb agpec), cmapsbit IP
adpec aemomMamu4ecku rnepecmaHem delicmeoeams;
- BbinonHume noemopHsbili exo0 e WEB uHmepgbelic, ucnonb3ys
Hoebll IP adpec.
Ons coxpaHeHus HoBoro I[P apgpeca B 3HeproHesaBWCMMOW NaMATU
kommyTatopa B pasgene 11.3.7 Current Configuration (MpocmoTp Tekylien
KOHUrypauum) CcoxpaHuTe HacTpoOWKM, B MNPOTMBHOM Crnydae npu
nepesarpyske kommyTtatopa 6ygeT yctaHoBneH npeabigywnii I[P agpec.

Takke Ha aTonm cTpaHuue Haxoaatca HacTtpouikn VLAN mHTepdenca.
Bel moxeTte cosgate VLAN wuHTepdewc, ygamuTb €ro, W3MEHUTb.
CywectBytowme VLAN uHTepdericbl MOryT GbiTb HACTPOEHbI TONbKO €cnu
3agaHbl ocTanbHble NapameTpbl Takue kak |IP agpec, macka, n MAC agpec.

KommyTatop no ymonuyanuio nmeet VLAN1 mHTepdenc, KoTopbin He
MOXeT ObITb yaaneH.
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11.11.2 ARP Configuration and Display (Hactpowka npotokona ARP un
oTtobpaxeHue Tabnuubl ARP)
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CtpaHuua HacTpoek ARP npepocTtaBnsieT BO3MOXHOCTb OTOGpaxaTb
Bcto Tabnuuy ARP kommyTatopa, MeHsiTb Static ARP, yganate ARP, meHsTb
Dynamic ARP Ha Static ARP.

Mpun HacTporike static ARP Heobxogumo ykasatb IP agpec u MAC
appec. MAC agpec gormkeH 6bITb TMNa unicast. [locne aToro HaXXMUTE KHOMKY
Add (nobaBuTh).

Mpun yoanenun ARP Bbl MOxeTe BbIOpaTh, YTO UMEHHO yOANUTL!

v" Yactb 3anucu B ARP Tabnuue kommytaTtopa (4ns aToro Heo6xoaumo
ykasaTb |IP agpec vnu IP cermeHTa ceTn);

v' Static ARP u3 Tabnuupi;

v" Dynamic ARP u3 tabnuupl.

[nsa noaTeepxaeHusa yaaneHusa ncnonb3ynte kHonky Delete (Yaanuts).

Mpu nepeHoce Dynamic ARP B Static ARP Bbl MoxeTe BbibpaTb kakon
nnbo cermeHT cetn unu Bce Dynamic ARP 3anucu B Tabnuue. Onsa nepsoro
cnyyas cneayet ykasatb I[P agpec cermeHTa cetu.

Bce HacTpounkun Ha JaHHOW CTpaHuLe NoATBepXaatlTcs kHonkon Apply
(MpuHATB).
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11.11.3 Host Static Route Configuration (HacTtponka Tabnuubl Static
MapLpyTusauum)

i

Bbol moxeTe pobaBnsaTe M yganaTe 3anucn B Tabnuuy  Static
MapLUpyTU3aLmMmn ¢ NOMOLLbIO HAacTpPoek Ha aTton ctpaHunue WEB-uHTepdelica.
Mo ymonuyaHui KOMMYyTaTop He MMeeT Kakumx-nmbo 3anucen B Tabnuue
MapwpyTtusauun. Yrtobbl HacTpouTb MapLpyTM3aumilo MO YMOMYaHUIo
Heobxogmmo gobasutb 0.0.0.0 / 0 3anuck B Tabnuuy.

Bce HacTporikm Ha paHHOM CTpaHuue nogTBepxaalTcs kHorkon Apply
(MpuHATB).
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11.12 AAA Configuration (HacTponka cuctembl ayTeHTUMKaLUmn
aBToOpMU3aLIMKM U yYeTa COObITUI)

11.12.1 Tacacs+ Configuration (HacTponka Radius cucrembl AAA)
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Ha aton ctpaHuue WEB wuHTepderica npencrasneHbl HacTPOWMKM
TACACS + (Terminal Access Controller Access Control System plus) —
CeaHCcOoBbI NpoToKon, paspaboTtaHHoro Cisco.

YnyyweHa 6e3onacHOCTb npoTtokona (wudpoBaHME), a Takke
BBEeOEHO pasgeneHve YHKUMI ayTeHTuduKauum, asTopu3aumm u yyéTa,
KOTOpble Tenepb MOXHO MCMOMNb30BaTh NO OTAENBHOCTH.

v' Tacacs+ (disable/enable) — rno6anbHoe BKI/BbIKI NpPOTOKOMa

Tacacs+
v' Tacacs+ Server IP — IP agpec cepBepa Tacacs+

<\

Authentication Type — Tuna ayteHTucmkaumm Ha cepsepe.
v Shared Secret — ko4 Ansa WnppoBaHNs/geInpoBaHNst NakeToB.

Refresh — o6HOBUTL CTpaHuLy.

Apply — coxpaHuUTb HaCTPOWKW.
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11.12.2 Radius Configuration (HacTpownka Radius cuctemnl AAA)
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Ha aton ctpaHuue WEB wuHTepdernica npencraBneHbl HacTPOWKK
RADIUS (cuctema  uvcnonb3ywowass npotokon  Ans peanunsauuu
ayTeHTudmKaumm, asTopusaumm n cbopa cseaeHun).

[nsa koppekTHon paboTbl cucteMbl RADIUS Heobxoammo:

1) BbITb yBepeHHbiM, yTOo IP agpec Radius cepsepa (Primary Server)
3ajaH npexae, YeMm BbINOMHATb ayTeHTUdMKALUMIO 1 aBTOPM3aLmio;

2) 3apatb pononHuTeneHbld IP agpec Radius cepsepa (Optional
Server);

3) VYkasatb UDP nopt ayteHtndukauyun (UDP Port). Mo ymonyaHuio aT1o
3HayeHMe paBHO 1812, O0ObIMHO U3MEHATb 3TO MNone  Het
HeobXxoaMMOCTH;

4) YxasaTb crieqyeT nu BbIMOMHATbL ayTEeHTUdUKALMIO U y4eT B Lenom B
none Accounting (3HayeHue Enable — Bkn, Disable — oTkn.);

5) VYkasatb nopt BbinonHeHus yyeta (Accounting UDP Port). 3Hadenune

no ymonyanuio 1813;
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6) Knou (Shared key) ucnonb3yetcss ons ycTaHOBKM o6Liero naposs
wndgpoBaHus mexay kommyTtatopom 1 Radius cepsepom. YbeauTecs,
YTO HACTPOWKM ayTeHTMduKaumm n ydyeta (Accounting) nmeroT Te xe
3HayeHus, 4To 1 Ha cepeepe Radius;

7) WHdopmaumsa o noctasBwmke (vendor). OGbIYHO, 3TO Mone He cTouT
N3MEHSATH;

8) NAS Port, NAS port type, NAS type of service. 3Tn 3HadyeHusa He
MEHSII0TCS;

9) Roaming otBedaeT 3a BknuYeHue/oTknoueHne dyHkumm Roaming

npotokona Radius.

Bce HacTponku Ha JaHHON cTpaHuLe NoATBepxaatTca kKHonkon Apply
(MpuHATB).

11.12.3 802.1x Configuration (HacTtporika napameTpoB cucTeMbl
aBTOpM3auum u ayteHTUdukaumm no crtaHaapty 802.1x)
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Ha arton ctpaHnue WEB wuHTepcdeinica npeacraBneHbl HaCTpPOWKU
CUCTEMbI ayTeHTMdUKaLMM 1 aBTopusaLmMm Ha ocHoBe ctaHaapTta 802.1x:

1)

802.1x — Bkmovaet/BoikntoyaeT (Disable/Enable) npumeHenune
ayTeHTUmKaunm n asTopmusaumm no craHgapty 802.1x;
Reauthentication -  Bknovaet/Beiknioyaet  (Disable/Enable)
MOBTOPHYIO ayTeHTudukaumio. [lo  ymMOnYaHuO  OTKMOYEHO.
BkniovyeHne pgaHHOM  yHKUMM  coenaeT  ayTeHTudumKauuio
nonb3oBartenen 6onee HageXHOW, HO HE3HAYMTENbHO YBENUYUT
ceTeBou Tpadvk;

Reauthentication period — 3agaeTtca Bpemsi B cekyHOax Ans
NOBTOPHOW ayTeHTUMUKaLUN. AKTUBHO TOSIbKO NPU BKAKOYEHHOM
dyHkummn Reauthentication;

Quiet Period — Bpems B cekyHaax, He TpebyeT uaMeHeHus;
Tx-Period — He TpebyeT nsmeHeHus;

Server timeout — He TpebyeT U3MeHeHuUs;

Supplicant timeout — He TpeGyeT n3aMeHeHws;

Max request users — He TpebyeT n3aMeHeHus;

Reauth Max — oTobpaxaeT MakcMMarbHOe KONMYecTBO

NMOBTOPHbIX ayTEeHTUdMKALNIA;

10) Client Version — oToOpaxaeT TekyLlylo BEPCUI0 KNMeHTa Ans

yAaneHHow aBTopusaummn n ayteHtndukaumm yepes 802.1x;

11) Check Client — Bkn/Bbikn NpoBepKky NPoxXoxaeHus ceptudmkarta ot

KINeHTa.

Bce HacTporiku Ha [aHHOW CTpaHuue MOATBepXaalTcs KHomnkon Apply

(NpUHATB).

76



11.12.4 802.1x Port Configuration (Hactpownka noptoB ons cucrembl
aBTOpM3auMu N ayteHTUdMKaumm no craHgapty 802.1x)

C nomoupkto aton ctpaHuubl WEB nHTepdeinca nonb3oBaTenb MOXeT
U3MEHUTb pexum paboTel nopta Ans paboTbl CMCTEMbI aBTopM3aLMuM U
ayTeHTudumkaumm no ctaHgapty 802.1x. MopT moxeT paboTaTh B 4X pexumax:

v" N/A State (no ymonuaHmio);

Auto state (aBTomatundeckn);

v
v Force-authorized (npvHyauTenbHas aBTopusaums);
v

Force-unauthorized (npyHyanMTenbHbIV OTKa3 OT aBTopU3aLmn).

" P el vl

[ ARy A

= = NP e mies

AR E s .
M Sl s
o T
LI TR R Treee

b I PR R
i la ha

B T

< »

L

Ecrin  Ha
ctangapty 802.1x Heobxogumo BbicTaBuUTb pexum Auto state. Ecnun He
TpebyeTcsa genatb ayTeHTUMKaumo Ans AocTyna K ceTu criegyeT BbICTaBUTb
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MakcumanbHoe 3HaveHune ana nona Support Host Num — 100.
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11.12.5 802.1x User Authentication Information (MHdopmaums o Bcex
npoueccax ayteHTudukaumm no ctaHgapty 802.1x)
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Ha aton cTpaHuue npeacTtasneHbl cBedeHns obo Bcex npoleccax
ayTeHTMdVKauMM Ha noptax, HACTPOEHHbIX Ana Hee. WHdbopmaums
npegocTaBneHa TOMbKO ANs YTeHUs.

11.13 MSTP Configuration (Hactpouka paboTtbl npotokona MSTP)

11.13.1 MSTP Configuration (OcHoBHble HacTponku MSTP)
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Ha paHHon ctpaHuue WEB mnHTepdeica npeacraBneHsl rnobanbHble

HacTpomkm npotokona MSTP (Multiple Spanning Tree Protocol):

1)
2)

MSTP (Disable/Enable) — Bkn/Bbikn nogaepxky npotokona MSTP;
Priority — HacTponka npuoputesauun. YcTponctea ¢ bornee HU3KUM
NpUOpUTETOM MNOAXOASAT Oonblue Ans ponyM KOPHEBOro mocta(root
bridge);

Portfast BPDU Filter (Disable/Enable) — Bkn/Bblikn dunbTpaumio
BPDU naketoB Ha nopTe;

Portfast BPDU Guard (Disable/Enable) — Bkn/Bbikn yHKUUIO
3awmTtbl BPDU nakeTos;

Forward Time — HacTpoVika 3agep>XK/ NepechIiki NakeToB.;

Hello Time - HacTpowika uHTepBana otnpaskn MSTP HELLO
NakeToB;

Errdisable Timeout (Enable/Disable) — Bkn/Bblkn  yHKUUK
Errdisable. Ecnun nopt c BkmoyeHHsiM BPDU Guard nonyvaet
naketel BPDU 3anyckaetca Errdisable Tavmep. Mo wncteuyeHun
3agaHHoro BpemeHu (Errdisable timeout) nopt 6yaeT nepesanyLueH;
Errdisable timeout — Bpemsi nocne koToporo OygeT nepesanylueH
nopT nonyyunewni naket BPDU;

Max Age — Bpemsi B CekyHOax B Te4YeHuWe KOTOPOro KOMMyTaTtop
oxugaeTt uHdopmaumio o koHdpurypaumm ST(spanning tree) npexae

YeMm 3anycTUTb NPOLIECC KOH(UIypaLum 3aHOBO;

10) Max Hops — konnyecTBo nepexodoB (XOMnoB) A0 oOTOpacbiBaHMA

BPDU nakeToB B lIOMEHE;

11) CISCO Interoperability (Enable/Disable) — Bkn/Bbikn COBMECTUMOCTb

¢ HacTpomkamu STP CISCO.

Bce HacTponku Ha gaHHOM CTpaHuue NoaTBepxaatoTcsa kHonkon Apply

(MpuHATB).
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11.13.2 Port Configuration (HacTtponka MSTP Ha nopTax)
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Ha paHHol cTtpaHuue WEB uHTepdelica npeacraBneHbl HAacTPOMKM
MSTP (Multiple Spanning Tree Protocol) ans nopTtos.

Port — BeIGOp nopTa ans HacTpoWiku;

(Enable/Disable) —

BblGpaHHOro paHee nopta. B coctosHum Portfast nopt nepexoamt u3s

Portfast BKN/BbIkN cocTtosHua Portfast gns
COCTOSIHMA ONOKMPOBKM B cocTosHMe nepecbinku(forward) nakeTtoB
MUHYs cocTosiHMe 06y4veHus(learning) n npocnywmsanus (listening);
Portfast BPDU filter (Enable/Disable) — Bkn/Bbikn comnbTpaumio BPDU
nakeToB Ha BbIGpaHHOM MOPTE;

Portfast BPDU GUARD (Enable/Disable)

3awmTbl BPDU nakeToB Ha BblIOpaHHOM nopTe;

— BKM/BbIKN  OYHKLUIO
Root Guard (Enable/Disable) — Bkn/Bblkn pyHKLMM 3aLLUTHI KOPHEBOTO

mMocTa (root bridge) ot npnema BPDU nakeToB oT ycTponcTte ¢ 6onee

BbICOKMM NMPUOPUTETOM, YEM MOCT,
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9)

Link Type — HacTporika Tuna nogkntovenus. Point to Point (Touka-
TOYka) Mo3BOMsSieT ObLICTPO MeHSATb cocTosiHMe nopTta. Shared
noknitovyeHne He no3sonsdetr ObICTPO MEHATb COCTOsIHME nopTa.
Heobxogumo nporitn 802.1D npoueaypbl, 4Tobbl OnpeaenuTb cTatyc
nopTa;

Priority — HacTporka CIST npuoputeTa, 3HayeHne MOXeT ObiTb TOMNbKO
KpaTHbIM 16 B gnanasoHe oT 0-240. o ymonyaHuio 3HadYeHne paBHO
128;

Path Cost — ot 0 - 200000000. Bonee Huskne 3HayeHus OObIYHO

COOTBETCTBYIOT root’am;

10) Force Version — Tvn oTnpaBnsiembix NaKeToB.

Bce HacTpolkM Ha [daHHOW cTpaHuue noAareBepXxgarTca kHonkon Apply
(MpuHATB).

11.13.3 Port Information (O6wasn nHdopmaumsa o koHcdurypaumum MSTP)

Ha panHon ctpaHnue WEB wuHTepdenica npeacrtaBneHa cBogHas

nHopmaums o KoHdpurypauum MSTP.

WHpopmaums npegocTaBneHa TOMNbKO AN YTEHUS.
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11.14 IGMP Snooping Configuration (Hactponka oTtcnexusaHus
IGMP Tpacmka)

11.14.1 IGMP Snooping Configuration (Hactpownkn doyHkunm IGMP
shooping)
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Ha paHHon cTtpaHunue WEB wuHTepdenca Bbl MoxeTe rnobanbHo
BKNMOUNTL WUnM  BbikNMounTb  (Enable/Disable) dyHkuuio IGMP  snooping
(mpouecc otcnexuBaHusa ceteBoro Tpadwuka |IGMP, npepoTBpallatowmin
wmpokoBewaTensHyto  (broadcast) petpaHcnaumio  multicast  Tpacdmka
KOMMbOTEPaM-NOTPEOUTENSAM, KOTOPLIM HE HY>XHO ero obpabaTtbiBaTh).

BkroyeHMe paHHOro npoTokona sensieTcs obssaTenbHbIM  Mpu
nepegaye Tpadmka OT OBOonbLIOro KonmMyecTBa MNepedaTyukoB OGOMbLLIOMY
konnyectsy npuemHukos (HDMI no Ethernet). PekomeHngyetcs Takke
Bkntountb IGMP ansa VLAN

Bce HacTponku Ha JaHHON cTpaHuLe NoATBepxaatTca KHonkon Apply
(NpUHATB).

C nomolubto kHonkn Refresh MoxxHO 0BHOBUTL 3HA4YeHMs NOMeN.
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11.14.2 Multicast Group Information (O6was nHcgopmauus o IGMP)
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Ha paHHom ctpaHuue WEB wuHTepdgenca npeacTtaBneHa obuias
nHpopmaums o Multicast rpynnax cosgaHHbIX B npoLecce paboTbl NpoToKona
IGMP.

WHdopmaLuma npegocTaBneHa TOMbKO AN YTEHUS U OBGHOBNEHWS
(Refresh)

11.15 GMRP Configuration (HacTtpowka pa6otbl npotokona GMRP)
11.15.1 GMRP Global Configuration (Ffno6anbHble HacTpowku GMRP)

Ha pgaHnHon ctpaHuue WEB unHTepdenca npeacraBneHsl rmobanbHbie
HacTpowku paboTbl npotokona GMRP (GARP Multicast Registration Protocol),
npegHasHayYeHHoro Ansi YNPoLLEeHMS pacnpoCTpaHeHMs No ceTn MHgopmauum
0 Hanuuun onpegenenHon Multicast rpynnbl.

BkntoyeHune/oTkntoveHne nogaepxkn GMRP  ocyuwlecteBnsietca c
nomouypbto Bbidopa Disable/Enable n nocnepgytowero noareepxaeHns KHOMKON
Apply (NpuHATB).
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11.15.2 GMRP Ports Configuration (Hactpoiika GMRP Ha nopTax)

Ha panHon cTtpaHunue WEB wuHTepdenca npenctaBneHbl HACTPOMKU
GMRP pgns otgenbHbix nopToB. opT BblibupaeTcs B BbinagatoleM MEHH0
Port, Bkn/otkn nogaepxkn GMRP peanusyetca ¢ nomowpto GMRP Status
Disable/Enable.

Bce HacTponku Ha gaHHOM CcTpaHuLue NoaTBepxaatTcsa kHonkon Apply
(NpuHATB).
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11.15.3 GMRP State machine (O6wwas nHdopmaumsa o GMRP)

Ha panHon cTpannue WEB wHTepdenica HaxoguTcs CBOAHas
uHdopmaums o pabote npotokona GMRP. Homep nopta, VLAN ID, MAC
agpec multicast rpynnel n TA4.

MHopmaLmsa npegocTaBneHa TONbKO AN YTEHMS.

Refresh — o6HOBUTL cogepxaHue Tabnuupbl.
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11.16 EAPS Configuration (HacTtpowka pa6oTtbl npotokona EAPS)

11.16.1 EAPS Configuration (OcHOBHble HacTpPOMKK paboTbl NpoTOKONa

EAPS)
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Ha panHon cTtpaHunue WEB wnHTepdenca npenctaBneHbl HaCTPOMKU

npoTokona EAPS (Ethernet  Automatic Protection Switching),
npegHa3Ha4YeHHOoro AnAa 3awnTbl OT NeTeslb B CETU.

EAPS Ring ID — Bbi6op ID gns EAPS ring;

2) Mode - HacTponka pexuma paboTbl pabovero yana ans EAPS
AOMeHa;

3) Primary Port — BbIGop kntoyeBoro nopta anst EAPS;

4) Secondary Port — BbiGop BTOprYHOro nopta anst EAPS;

5) Control VLAN - Bbi6op VLAN ID gns EAPS;

6) Protected VLANsS — BbIGOp OOHOMO MMM HECKOSbKMX 3alimLlaeMblX
VLAN B nomeHe EAPS;

7) Hello Time Interval — HacTponika EAPS gomeHa ansi nepuogmyeckon
otnpaBkn naketoB HEALTH. 3apaBaemoe 3HayeHve B cekyHOax
OOIMKHO ObITb MeHbLUE YeM Bpemsi Ao owmndku (fail time);

8) Fail Time — Bpems go ucTedeHus cpoka gencteus B EAPS gomene.
HomkHo 6bITb bonblue, yem Hello Time;

9) Extreme Interoperability (enable/disable) — Bkn/Bbikn COBMECTMMOCTb
C extreme ycTponcTBamu.

Bce HacTponku Ha gaHHOW cTpaHuue NoaTBepxaatoTcsa kHonkon Apply
(MpuHATB).
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11.16.2 EAPS information (CBogHas nHcdopmaumsa o pabote npoTokona
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Ha paHHon cTpaHnue WEB wHTepdenica npegcrtaeneHbl obuime
cBefeHus o pabote npotokona EAPS.

MHdopMaumsa npeacTaBneHa TONMbKO AN YTEHMSI U HE MOXET ObiTb
N3MeHeHa C 3TOW CTpaHuLbl.

Refresh — o6HOBUTL cogepxaHune cTpaHuLbl.

11.17 RMON Configuration (Hactponka pa6otbl npotokona RMON)

11.17.1 Statistics Configuration (HacTpoiika rpynn cratuctukm gns
RMON)

Ha paHHon ctpannue WEB wuHTepdeinca npencraBrieHbl HAacTPOWKK
rpoynn crtatuctmkm  (Statistics) ans  pabotel RMON  (ancTaHUMOHHbIN
MOHWUTOPWHT CETH).

Bbibepute nopt u3 Bbinagawowero cnucka Port, 4tobbl HacTpouTb
rpynnbl  AaHHbIX cTaTucTukn. WHpgekc O o3HayaeT, 4TO nMOpPT He
ckoHdurypupoBaH gnss RMON. UHgekc moxeT 6biTe B npegenax ot 1-100.

3anonHenune nonga Owner (Bnagenel) He ABnsieTcs ob6s3aTernbHbIM.
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11.17.2 History Configuration (Hactpoika rpynn npeabictopum ons
RMON)

p T — T
asNOVO TR

W Fiaiiieg

Ha panHon cTtpaHnue WEB wmHTepdenca npencraBneHbl HACTPOMKU
roynn npegbictopun  (History) ans  pabotel  RMON  (aucTaHUMOHHbIN
MOHUTOPWHT CETK).
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Bbibepute nopT u3 packpbiBatoLlerocs cnucka Port ana Hactpoviku.
Ecnu nopt He ckoHdurypuposaH ans RMON, B none INDEX otobpasutcs O.
3Ha4veHne Index moxeT 6bITb B npegenax ot 1 go 100. lNone Bnagensua
(Owner) He 06a3aTenbHO K 3anoSIHEHUIO.

B none Interval yctaHaBnuBaeTtcsa Bpems oT 1-3600 B TeueHwe
KoToporo cobupatotca gaHHble. Bucket — aTo BblgeneHHoe xpaHunuvwie ans
cbopa 3anucen. 3HadeHne moxeT 6biTb oT 1 — 100.

11.17.3 Alarm Configuration (HacTtpoika rpynn aBapMmHbIX CUrHanoB
ans RMON)
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Ha paHHon ctpannue WEB wmHTepdenca npeactaBneHbl HaCcTPOWMKK
rpynn asapwuiiHblx curHanos (Alarm) ans pa6otel RMON (ancTaHUMOHHBIN
MOHUTOPUHT CETK).

Refresh — o6HOBUTL Tabnmuy.

Apply — coxpaHuUTb HaCcTPOMKHU.

Delete — yaanutb 3anucb 13 tabnumubi.
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11.17.4 Event Configuration (Hactpowka rpynn co6bitun ans RMON)

Ha panHown ctpaHunue WEB wnHTepdeinca npenctaBneHbl HAaCTPOMKU
rpynn cobbitnii (Event) gons pa6otsl RMON (OUCTaHUMOHHBIA MOHUTOPUHT
cetn).

M3 Bbinagatowero cnucka Bblbepute rpynny cobbiTui, 4YTOObLI
npocMoTpeTb unu Hactpoutb ee. Haxmute (NEW), ecnu xotute cosgatb
HOBYIO rpynnmy.

[nanasoH BO3MOXHbIX 3HadeHun B none Index 1-60. B none
Description (onMcaHue) 3agaeTcs TEKCTOBOE onucaHue rpynnbl cobbituin. Tun
coObITUI MOXET BbITb NONe (He pearnpoBaTtsb), I0g (coxpaHuTb 3annck), snmp-
trap, log and trap. lNone Bnagenbua (owner) 3anofiHATL He 00A3aTenbHO.

Mone Last time sent (nocnegHee BpemMs OoTNpaBku) OOCTYMHO TOMbKO
ONA  4TeHUs U nokKasblBaeT, Korga B nocrnegHuni pa3 cobbitve  Obino
OTnpaBneHo.
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Refresh — o6HOBUTL Tabnmuy.
Apply — coxpaHuUTb HaCTPOMKHU.

Delete — yaanutb 3anucb 13 tabnumubi.
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11.18 Cluster configuration (HacTponka knactepa)

11.18.1 NDP Configuration (Hactpoika pa6oTtbl npotokona NDP)

paboTbl

Ha panHon cTtpaHunue WEB wmHTepdenca npenctaBneHbl HaCTPOMKU

npoTtokona «obHapyxeHusa cocegen» NDP (Neighbor Discovery

Protocol). aHHbIN NpOTOKON MCNONb3yeTcsi COBMECTHO C |IPv6 n oTBETCTBEHEH
3a obOHapyxeHue KOHNMKTa agpecoB, APYrMX Y3roB B KrnacTepe, MOWCK
poctynHbix DNS cepBepoB n T4.
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[locTynHbl cneayowmne HacTPOWKM:

1)

Port — Beibop nopTa;

2) Port Enable (enable/disable) — Bkn/Bbikn nogaepxku npoTtokona NDP
Ha BblOpaHHOM nopTe;

3) Global Enable (enable/disable) — Bkn/Bbikn rnmobanbHOM nogaepXkku
npoTtokona NDP;

4) Hello Time - wuHtepBan otnpaBku NDP naketoB, 1-4096 cek,
3Ha4eHue nNo ymonyaHuo 60cek;

5) Aging time — nHTepBan «crtapeHusi» oTnpasneHHblx NDP nakeTtoB He
NPUHATBLIX yAaneHHsIM ycTponctBoMm, 1-4096 cek, 3HayeHue no
ymonyaxuio 180 cek.

Bce HacTponkun Ha gaHHOW cTpaHuLe NoATBEPXAATCS KHoMNkon Apply
(MpuHATB).
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11.18.2 NTDP Configuration (Hactpoika pa6otsi npotokona NTDP)

Ha panHown cTtpaHunue WEB wmHTepdenca npencraBneHbl HAaCTPOMKU

pabotbl npoTokona NTDP (Network Topology Discovery Protocol). OaHHbIn
NPOTOKO UCMOMb3YyeTCs ANs NOCTPOEHMS TOMOMOorMu B KrnacTepe.
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[ocTynHbl cneayowme HaCcTPOKK:

1) Port — BbIGOp NopTa;

2) Port Enable (enable/disable) — Bkn/Bbikn nogaepkkm npotokona NTDP
Ha BbIbpaHHOM MopTe;

3) Gilobal Enable (enable/disable) — Bkn/Bbikn rnobanbHON NoaaepKKU
npotokona NTDP;

4) Hops — poctynHbii AuanasoH Tomonorun 1-6. Mo ymonuaHuto
3HayeHMe paBHO 3. KommyectBO nepexodoB (XOMOB) OT Camoro
yAarneHHoro ycTponcTea A0 YCTPOMCTBA, KOTOPOE KOHTPONMpyeT BCHO
TOMNOMOrnio;

5) Interval Time — Bpemsi cbopa TOnonorMm B MuHyTax. 3HadyeHue no

ymonyanuio 1;
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6) Hop delay — gponyctnmbln nHTepBan 3agepXku mexagy nepexogamu.
HoctynHble 3HayeHus 1-1000mc. 3HadyeHre no ymonyaHuio 200mc;

7) Port delay — ponycTumbln uHTEpBan 3adepxku nepen nepechInkon
nakeToB Ha nepebln NopT. JocTynHble 3HayeHnsa 1-100mc. 3HaveHue

no ymonyanuto 20mc.

Bce HacTponku Ha gaHHOW cTpaHuue NoaTBepxaatloTcsa kHonkon Apply
(MpuHATB).

11.18.3 Cluster Configuration (Hactpoiika knacrepa)
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Ha paHHow ctpaHnue WEB wmHTepdenca npeactaBneHbl HacTpPOWMKK
Ans knactepa.

Bbol  MoXeTe npocmoTpeTb W OTpedakTMpoBaTb Tabnuuy cC
yyacTHUKaMu Knactepa.
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Bo3MOXHble HACTPOKMKK BKNOYAKOT B CceOsi:

v' Cluster enable (enable/disable) — Bkn/Bbikn knacTtepa;

v Management VLAN — paumanasoH poctynHbix VLAN'oB oT 1-4094.
3HayeHne no ymonyaxuio 1;

v IP pool — pguanasoH (nyn) [P apgpecoB y4acTHMKOB KracTepa.
HoctynHein gnanadoH ot 0.0.0.0 go 255.255.255.255. [Jonyctnmas
anuHa mackm 0 go 32;

v' Handshake time - wuHTepBan otnpaBkun handshake nakeTos.
HonycTumbln ananas3oH 3HadeHun 1-255. 3HadeHuMe No ymMonuvaHuio
10;

v" Handshake hold time - Bpemsa «ygepxuBaHusi». [onycTuMbli
ananasoH 3HauveHun 1-255. 3HadyeHne no ymonyanuio 60.

YToObl HAacTpouTb Krnactep BaM HeobxoamMmo BbibpaTb MMS KracTepa
n BblbpaTb coeaMHeHue C  knactepom. CyllecTBYWT py4yHble W
aBTOMaTU4YeCKme MeToObl COeQUHEHNS C KNacTepPOM.

lMocne noaTBepXAEHMS1  CO3d4aHMs  Kractepa Bbl  MOXeTe
aBTOMATUYECKN MEPEKIIOYNTCS Ha pyvyHOM meTon. Bbl HE MoxeTe B py4Hyto
NepeKoYNTCA Ha aBTOMaTUYECKMIA MeTod. Py4yHon mMeTod no3BonsieT MeHATb
nUMs KnacTepa.

Mocne noaTBepXaeHMs CO34aHMsA  Knactepa YCTpOWCTBA —
YYaCTHUKM KracTepa M YCTPOMCTBa-kaHAMAATbl  MOryT ObITb MPOCMOTPEHbI B
Tabnuue. Bbl MoOxeTe ypansaTb YYacTHMKOB Knactepa wnu [obaBnsitb
yCTPONCTBa-KaHAMAATbI COrMacHO CMUCKY ponen.
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11.19 ERPS Configuration (Hactponka ERPS)
11.19.1 ERPS Configuration (Hactpoiika npotokona ERPS)

Ha paHHonm ctpaHmue WEB wuHTepdpelica HaxogaTcsa HacTpoOWiku
npotokona ERPS — BbicokoaddpekTvBHOM anbTepHatuBe npoTokona STP
(BpemMs BoccTaHOBNEHWs TNMHKa 50mc). [aHHbIi  CceTeBOW MPOTOKOS
ncnonb3yeTcs AN UCKMYeHNss obpa3oBaHUs KONMMM3nmn, NpyM UCNONb30BaHUN
KOMbLIEBOW TOMOMOrMM NOAKNIOYEHUS.
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v" Raps VLAN — VLAN ID, B koTopoW GyaeT nepeaaBatbcsi Cry>KebHbii
Tpaduk ERPS
v Traffic VLAN — VLAN ID, koTopble Heobx0AuMO 3aluuLiaTth OT neTesnb

M KONnu3aum

Refresh — 06HOBUTL 3Ha4YeHUSA Nonen.

Apply — coxpaHuUTb HaCTPOMKHU.
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11.19.2 ERPS Information (MHcdbopmaumsa o pabote ERPS)

Ha paHHou ctpaHuue WEB uHTepdelica HaxoaaTcsa cBoaHble AaHHbIe
0 pesynbTaTte paboTbl npoTtokona ERPS.

Bca wmHpopmauma OO0CTynHa TONbKO ANA YTEeHUS U MOXET ObiTb
obHoBneHa ¢ nomolLpbto kHornku Refresh.
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11.20 Log management (YnpaBneHue 3anvcbio noros)

Ha panHon cTtpaHunue WEB wmHTepdenca npenctaBneHbl HACTPOWKU
dwunbTpa BbIBOAa 3anuMcaHHbIX noroB. B nome Log Priority moryt 6biTb
cnepyoLwmne 3HauYeHns:

v' Critical — BbIBOgMTb MHbOpMaLMIO, OTHOCSILLLYHOCS TOSNbKO K
KPUTMYECKOMY YPOBHIO BaXXHOCTMU;

v" Debugging — BbIBOAUTb MHGOPMALMIO AN OTNaOKu;

v"Informational — BbIBOANTb MHOPMaLMIO AN OTHagky 1 obLyyto
WHdOopMaLMIo B fnorax;

v' ALL - BbIBOAUTL BCO MHDOPMALNIO.
Y1066 NPUMEHUTL hrnbTp NoroB Haxmute kHonky Refresh (o6HOBNTD)

T SN NN
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11.21 PoE Power Control (YnpaBneHue napametpamu POE)

11.21.1 POE Port Configuration (Hactpoika napameTtpoB PoE ans
nopToB)

Ha pgaHHonm cTtpannue WEB  wHTepdoeiica  npeacraBneHa
KOHMrypauuss HacTpoek nogayn NUTaHUst K NOAKMYEHHOMY K KOMMYyTaTopy
obopygosaHuio no TexHonorun PoE. [na HacTpoyikm AOCTynHbI criegyowme
napameTpbi:

v" PoE mode — Bbi6op pexuma pabotbl POE ans BeibpaHHoro nopra:
— Automatic — aBTOMaTUYECKUIN PEXNM;
— Manual — py4Hon pexum.
v" PoE Admin Status — Bkn/Bblkn dyHKuMM POE ansi BbibpaHHoro nopta
(Enable / Disable);
v' Active PSE type — Bblbop crtaHgapta PoE (4 orpaHudeHue
MaKCMMaribHOM MOLLHOCTM COOTBETCTBEHHO) AMsi OTMEYEHHOro nopTa:
— AT — makcumanbHasa mollHocTb PoE — 30 BT;
—  AF — makcumanbHasa mollHocTb POE — 15.5 BrT;
— BT — makcumanbHasa mollHocTb PoE — 90 BT.
v Total Power - cymmapHas MmowHocTe PoE. lMorne pns BHeceHus

WHpopMaumm O MakcMmanbHOW MOLLHOCTM ucnornb3dyemoro bBlT,
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MHgOopMaUMa Heobxoavma AOns aBTOMaTUYECKOro pacyeta Tekyllewn
Harpysku PoOE kommyTaTopoM. YcTaHOBMTE 3HayeHue paBHbIM

MOLLHOCTU ucnonb3yemoro brT;

Takke Ha [daHHOW CTpaHuUe OoTpaxeHa WHGopMauus O TeKyllem
coctosiHun PoE obopynoBaHus.

MmeeTcsa BO3MOXHOCTb 00HOBUTL cBefeHus (Refresh), nogreepantb
nameHeHusi (Apply), BEpHYTb 3HAa4YEHUs1 NapamMeTPOB K 3aBOACKMM HACTpONKam
(Restore Default), nepesanyctutb nopthl (Port Restarting).

11.21.2 POE Policy Configuration (Hactpowka nogaun PoE no
pacnucaHuio)
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Ha pgaHHonm cTtpannue WEB  wHTepdoeiica  npeacraBneHa
KOHdurypauuss HacTpoek nogaunm nuTtanma PoE  k  nmogkntoyeHHomy
obopyaoBaHMio No pacnucaHuto. [nsi HacTpPOWMKU pacnucaHust OOCTYMHbI
cnegylowme napameTpbl:

v" PoE Port — BblGop nopTta, Ans KoToporo OyaeT NpPUMEHATLCS
pacnucaHue;

v Policy Status — Bkn/Bbikn (enable/disable) npumeHeHusi pacnucaHus.

v' Clock — Bbl6op BpeMeHu cyTok B 4acax oT 00 go 24, B TeuyeHue

koToporo PoE 6yaeT akT1BHO Ha BbIOpaHHOM MopTe;
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v" Monday, Tuesday, Wednesday, Thursday, Friday, Saturday, Sunday —
BbIOOp C MOMOLLBIO ranok AHen Hepenw, korga OyaeT npUMeHsTbes

pacnucaHmne

[na HacTpolkum pacnucaHust crnegyeT BblbpaTb Homep nopTa u3
Bbinagatowiero meHw PoE port, aktuBupoBaTtb ¢yHkumio Policy Status
BKItoveHUsi/oTkNodeHus (enable/disable); BbibpaTb Bpemsi B konoHke Clock u

AeHb Hegenu Monday...Sunday B COOTBETCTBYIOLLIEN KOJTOHKE.

Haxmute Apply ana noatesepxaeHus, 4tobbl 06HOBUTL MHAOPMALNIO

HaxmuTe kHonky Refresh.

11.21.3 PD Query Configuration (HacTpoika cdyHKkunM aBTOONpeaeneHus
3aBucwux PoE yctpoincTts)

-
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Ha panHom ctpanmue WEB  wHTepcdbenca  npeacrasneHa
koHdurypauus PD Querry (PoE WatchDog) — dyHkumm aBTOMaTuyeckoro
onpegeneHns n rnepesanycka 3aBMCLUMX MO KakoW-mbo npuumHe PoE
YCTPOWUCTB.

[na HacTponKM OOCTYNHbI crieaylolimMe napameTpbl:
v" PoE port— BbiGop HOMepa nopTa (U3 BbiNagatoLLero crmcka);

v' PD IP address — IP agpec PoE nopgkrtouyeHHOro o6opyaoBaHus;
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v" PD Query Interval — wuHTepBan oTtnpaBku 3anpocoB k PoE
obopynosaHuio B npegenax 2...30 cek (npegycTaHOBNEHHOE BpeMs 5
CeK);

v" PD Timeout Number — konnyectBo 3anpocoB k PoE o6opyaosaHuio,
KOTOpoe MOXeT ocTaBaTbcsa 6e3 oTBeta B npegenax 2...10
(npepycTaHoBneHHoe 3HayeHne 3);

v" PD Boot Time — makcumanbHoe Bpemsi Ans nepesarpysku PoE
obopynoBaHua B npegenax 30...600 cek (MpegycTaHOBIEHHOE BPEMS
120 cek).
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12.UameHeHue IP apgpeca kommyTaTtopa
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Ins nameHeHus IP agpeca koMmyTaTopa:

— Bbinonnute Bxog B WEB uHTepgenc kommytartopa;

— Bongute B pasgen meHw IP Basic Configuration, nyHkt IP Address
Configuration (HacTtponka IP agpeca);

— yctaHoBute Line Item «1», DHCP Client «Disabley;

— BBeguTe HOBbIM agpec B none [P Address/Subnet Prefix (appec
OOIMKeH ObITb YHUKarNbHBIM U HE OOMKEH NOBTOPATLCS);

— Haxmute Set IP Address/DHCP Client (yctaHOBUTb agpec), cmapbili
IP adpec aemomamuyecku nepecmaHem delicmeoeamsb;

— BbinonHume noemopHbili 8xo0 8 WEB uHmepdbelic, ucnonb3ys
HoseblIl IP adpec.

BHumaHue!

Onsa coxpaHeHus HoBoro IP agpeca B aHeproHe3aBMCMMOW NaMaTh
KommyTaTtopa B pasgerne meHo System Configuration, nyHkt Save Current
Configuration (MpocmoTp TekyLen koHUrypaumm) COXpaHuTe HacTPOWKN, B
NPOTUBHOM Criy4ae npw nepesarpyske Kommytatopa OyaeTt yCTaHOBMEH
npeabigywnn IP agpec. ObpaTnte BHMMaHue, YTO HOBbIE NapaMeTpsl,
nomumo camoro |P agpeca, gormkHbl cogepxaTtb NpedmrKc Mackm NogceTu
(3HaveHwue B BuTax nocne cumeona "/". (Hanpumep: 192.168.0.1/24)

102



BHumaHue!

v' Onsa obecnevyeHnss (pyHKUMOHMPOBAHUST CUCTEMbI  FPO303aLLUTbI
HaJexXHO 3a3eMnnTe Koprnyc KOMMyTaTopa;

v’ Cobnioganite nNONSPHOCTL MpU  NOAKMYEHMM OfOKOB MUTaHMS K

KOMMYTaTopy;

v Tpn oGHapyXeHUN HeucrnpaBHOCTM He pa3bupaiiTe KoOMMyTaTop U He

PEMOHTMPYIATE YCTPONCTBO CAMOCTOSITENBHO.

13. TexHUYecKue xapakTepuUCTUKN®

Mogernb SW-80822/ILR
OOuee kon-BoO NOPTOB 12
Kon-Bo noptoB FE+PoE -
Kon-Bo noptos FE -
Kon-Bo noptoB GE+PoE 8
Kon-Bo noptoB GE >
(He Combo nopTbl)
Kon-Bo noptoB Combo GE i
(RJ45+SFP)
Kon-Bo noptoe SFP 2

(He Combo nopTbl)

BCTpoeHHbIe onTn4yeckmne nopTbl

MowHocTb PoE Ha nopt (makc.)

1,2 noptel — 90 Bt
3-8 noptbl — 30 Br

CymmapHas mowHocTb (PoE

Orogxer), Bt 360 Br
IEEE 802.3af

Ctanpgaptbl PoE IEEE 802.3at
IEEE 802.3bt

MeToa 1 NpoBOAHUKM ANA nofaqu
PoE

1,2 noptel — A+B (1,2,4,5+ 3,6,7,8-)
3-8 noptol — A (1,2(+) 3,6(-))

Tononorun noaknto4eHns

3Be3na
Kackag
KOmnbLO
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Mopenb SW-80822/ILR
Bbydep naketoB 4.1 Mb
Tabnuusl MAC-agpecos 8K
MponyckHas cnocoGHOCTb
KOMMYTaLMOHHON MaTpuLbl 128 Iout/c

(Switching fabric)

CkopocTb 06cnyXneaHus
nakeToB (Forwarding rate)

1000 M6uTt/c — 1488,000 nakeTtos/c
100 M6uT/c - 148,800 nakeToB/c
10 M6wuT/c- 14,880 nakeTtos/c

Mopaepxka jumbo frame

16 Kb

CrtaHgapTbl 1 NPOTOKOIbI
Ethernet

o |[EEE 802.3 — 10BaseT

o |[EEE 802.3u — 100BaseTX

o |[EEE 802.3ab — 1000BaseT

o |[EEE 802.3z — 1000Base-SX,
1000Base-LX

¢ |[EEE 802.3x — Flow Control

o|[EEE 802.1s, IEEE 802.1d, IEEE
802.1w — RSTP/MSTP( Rapid
Spanning Tree Protocol)

¢ EPPS ring network protocol

¢ EAPS ring network protocol

YnpaBneHue

¢ WEB interface;

e CLlI, Telnet, TFTIP, Console;

¢ SNMP V1/V2/V3 management

¢« RMONV1/V2 management; RMON
management

PyHKUMM YPOBHSA 2

o VLAN

¢ |IGMP/MLD Snooping

¢ DHCP Snooping

e Internet Protocol Version 6 (IPv6)

¢ Port Status, Statistics, Monitoring,
Security, and Rate Limiting, Loop
Detection, Port Mirroring

KauectBo 0bcnyxunaHmna QoS

eCoS

¢ToS

e Diffserv mapping

¢802.1p port queue priority algorithm;
*WRR, weighted priority rotation
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Mopenb

SW-80822/ILR

algorithm;
o SP, WFQ priority scheduling modes

eUser Name / Password Protection
¢ MAC Based Authentication

BesonacHocTb e User port+IP address+MAC address
Support
¢ ACL (Access control list)
V1 (1-i BM), V2 (2-n BMN), PWR
" (cocTosiHne kommyTartopa), Link/Speed
HAMKaTOpbI

(ycT. coeguHenunsi/ckopocTb), Link/PoE,
SFP Link, HW (konbLo)

Pene aBapuiiHoM curHanmsauum

DC24V,1A(HO, H3)

MpososalwmTa 6 kV, 8/20us
P - 8kV (ESD)
MutaHne** DC 12-37V (6e3 PoE)
DC 37-57V (c PoE)
OHepronoTpebnexHue <25 BT (6e3 PoE)

<385 BT (c PoE)

[laTumk TemnepaTtypbl U

e Temnepatypa (Pe3nCTUBHbIN): -
40...+80°C (£ 0.5°C)

e BnaxHocTb (emkocTHOW): 0...99%
(£3%)

BRIaXHOCTY e Pasbem — TRS 3.5mm
o /luTepdperic (undposon): 1-Wire,
nutaHue (3.1-5.5V)
OxnaxaeHune KoHBekuunoHHoe (6e3 BeHTUNsTopa)
Knacc 3awurbl IP40
Paamepb! (LLUxBxI") (Mm) 50x188x130
Cnocob MoHTaxa Ha DIN peliky, Ha CTeHy
Pabouas Temnepartypa -40...+80 °C
Bec 1300 r
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Mogernb SW-80822/ILR

[ononHuTtensHble pyHKUUK:

e[lepenaya nHdopmaumm o
Temnepartype 1 BraXXHOCTU
OKpY>KatoLLen cpeabl C BHELLIHEro

[ononHurtensHo farumka;

o [lanbHOCTb Nepegayn gaHHbix — 250m
(10 M6wuT/c);

¢ PD Query — aBToonpegeneHme v
nepesanyck 3aBsuclumx PoE ycTponcTs

* [MponssogmTenb UMEET NPaBo U3MEHSTb TEXHUYECKMNE XapaKTEPUCTUKN
n3genvsi u komnnekraumo 6e3 npenBapuTenbHOrO YyBe4OMITEHUS.
**BNOKN NUTaHMUA HE BXOAAT B KOMIMJIEKT MOCTaBKM.

14. NapaHTHA

lapaHTMst Ha Bce obopygoaHne OSNOVO — 60 mecsiueB c pathl
NnpoAaxu, 3a UCKMIOYEHNEM aKKyMYNATOPHbIX 6aTtapen, rapaHTUNHBLIA CPOK - 12
MecsLeB.

B TeyeHme rapaHTMIAHOrO cpoka BbINOMHSAETCA GecnnaTHbI PEMOHT,
BKIOYada 3anyactu, UM 3aameHa U3genuin NpyM HEBO3MOXHOCTU UX PEMOHTA.

230331 (2)
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