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YcnoBHbIe 0003HaYeHuUsA

B 1aHHOM pyKOBOJCTBE NPHUHATHI CIAEAYIOIINE 0003HAUYECHHUS:

Oo0o3HauyeHue

Y10 o3HaUaET

3nak «O0paTUTe BHUMAHHE.

Basic Settings — Network
Settings

ITpu onmcannu HacTpoiiku yepe3 Web-unrepdeiic,
KypCHBOM yKa3bIBacTCs IyTh K Web-cTpaHuiie

DEFAULT

[Homy»)upHbIM IIPUPTOB BBIIETAETCS KAKON-TNO0
3HAYaIlMi apameTp, 3Ha4eHNUEe, HA3BAHUE KHOIKU U

T.1.

#IPADDRESS=[192.168.0.1]

[pudTom Courier New BBIIEIAIOTCS TapaMeTphl B
datine HacTpoek

<VALUE>

VYrnoBbie CKOOKH 3aMEHSIOTCSI HA 3HAUCHUE
NIEPEMEHHON B KOHCOJIBHOM KOMaH/Ie

config syslog state <STATE>

KoHcospHas KOMaHa BBIIEIAETCS Oy KUPHBIM
KYPCHUBOM

config syslog state enable

Pesynbprar BBIIIOIHEHUS KOHCOJIBHONM KOMaH/1bl
BBIJICIISIETCS KypCUBOM

bioku unterpamuu Teleport. PykoBoACTBO M0 AKCILTyaTaiiu 3
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UHCTpyKUuMA no 6e3onacHOCTU

JlaHHast MHCTPYKIMS 10 0€30MIaCHOCTH pacCMaTpPUBAET OOIIME MTpaBUia

pabotsl ¢ obopyaoBanuem TFortis.

JI1st CHYDKEeHMsI pucKa HaHECeHUs (PM3HYECKOro Bpesia, MOpaXeHus

ANEKTPUYECKUM TOKOM U 0KOTOB YEJIOBEKA, a TAKXKE BBIXOJIA U3 CTPOS
000py0BaHMs, HEOOXOIMMO COOIIOATh CIEIYIOUIUE MEPBI TPEAOCTOPOKHOCTHU:

- TBep10 NpUAEPKUBANTECH YKA3aHUN MAPKUPOBKHU.

* He o6cnyxuBaiiTe yCTpOHCTBO MpU OTCYTCTBUH IOKYMEHTAIIMU HA HETO.

* Tonbko 0OyUEHHBIN CEPBUCHBIN CIIEIIMATUCT MOKET 00CITYKHBATh
BHYTPEHHUE KOMIIOHEHTHI YCTPOMCTBA.

* [Ipu BO3HMKHOBEHHH JFOOOTO U3 CIEAYIONIUX YCIOBHH HEOOXOIUMO
OTKJIFOUUTh YCTPOMCTBO OT JIEKTPUUECKON PO3ETKH, 3aMEHUTH BBILIEIIINAN U3
CTPOSI MOLYJIb WJIH CBSI3aThCA C CEPBUCHOM CITyKOOM:

* [loBpexaeHue kadenst 3NEeKTPONUTAHUS, YTMHUTEIS WU IITETCEeIs.

* [lonaganue NOCTOPOHHETO IPEAMETA BHYTPh yCTPOKUCTBA.

* YCTpOHCTBO OBLIO MOJBEPKEHO JEHCTBUIO BOJIBI.

* [loBpexieHrEe WK NMaJCHUE YCTPOUCTBA.

* YcTpoilcTBO paboTaeT HEKOPPEKTHO MPU TOYHOM COOJTIOIEHUN
WHCTPYKILMH MO 3KCIUTyaTaluu.

» JlepxkuTe yCTpOWCTBO BAAJIM OT PAAMATOPOB M UCTOYHUKOB TEIUIA, a
Takke n30eraiiTe MEepeKphITUS BEHTUISIIMOHHBIX OTBEPCTUM, TPEAHA3HAYCHHBIX IS
OXJIAXKICHUSL.

* He nponuBaiiTe nuiy Win >XKUAKOCTH HA KOMIIOHEHTBI CUCTEMbI, U HUKOT/1a
He paboTaiiTe ¢ yCTPOWCTBOM BO BIAKHOW OKpykaromiei cpene. Ecim cucrema
OblJIa MOJABEPTHYTAa BO3ACHCTBHUIO BIArd, TO HEOOXOIUMO OOPATUTHCS K
CHEHHAIINCTAM CEPBUCHOIO LIEHTPA.

* He nmomemaite HUKAKMX NPEAMETOB B OTBEPCTUSA CHCTEMBI. DTO MOKET
IIPUBECTH K BO3TOPAHUIO WM IEKTPUUYECKOMY pa3psiiy B CBS3H C 3aMbIKAHUEM
BHYTPEHHUX KOMIIOHEHTOB CHUCTEMBI.

* Mcnosb3yiiTe JaHHOE YCTPOMCTBO TOJIBKO COBMECTHO C
CepTUPHUIIMPOBAHHBIM 000PYIOBAHUEM.

* Ilpexne yeM CHATh KOPIYC YCTPOMCTBA WM PUKOCHYTHCS K €T0
BHYTPEHHUM KOMIIOHEHTaM, HEOOXOAMMO OTKIIOUYUThH MUTAHUE U 1aTh YCTPOUCTBY
JIOCTaTOYHO BPEMEHU Ha OXJIAKJICHUE.

* He ucnosnb3yiTe yCTpOUCTBO C UICTOUHUKAMU MMUTAHUS, XapAKTEPUCTUKHU
KOTOPBIX OTJIMYHBI OT 0003HAYEHHBIX Ha SIPIIBIKE C AJIEKTPUUESCKUMU IMapaMeTpaMHu.

» Y0enurech, UTO XapaKTEPUCTUKHU MTUTAHUS TTOJKIIOUYAEMbIX YCTPOUCTB
COOTBETCTBYIOT HOPMaM, IEUCTBYIOIIUM B JAHHON MECTHOCTHU.

* Ucnonp3yiiTe TOMBKO MOAXOAsIINE cuiioBbie kabenu. CunoBoii kabeinb

biioku unterpamuu Teleport. PykoBoACTBO MO AKCILTyaTaiiu 4
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JIOJIKEH COOTBETCTBOBATH XapaKTEPUCTUKAM HAIPSIKEHUS U TOKA, HEOOXOIUMBIM
JUTSl TAaHHOTO YCTPOMCTBA.

* XapakTepUCTUKUA HAINpPsDKEHUS M TOKa Kalems JOJKHBI ObITh OOJBLIE,
4YeM MOULIHOCTb, yKa3aHHasi Ha yCTpPOWCTBe.

* UToOBl M30€)aTh yaapa 3JIEKTPUYECKHMM TOKOM, MpHU padoTe C
YCTPOMCTBOM TOJIb3YWTECh 3a3€MJIEHHBIMH JIOJKHBIM 00pa30M AJIEKTPUUECKUMU
pO3eTKaMU U KaOeJsIMU.

» CoOmroiaiiTe XapaKTepUCTUKKU KaOels-yJIMHUTENS U IUWHBI MMUTAHUS.

VY nocroBepbTech, 4TO OOUIMIT HOMHUHAJIBHBIN TOK BCEX YCTPOMCTB, MOAKIOYEHHBIX
K KaOeIo-yUIMHUTEITIO UK IIIMHE UTAaHUsI, He MpeBbimaeT JTUuMuT 80%
HOMMHAJILHOTO TOKA Ka0essi-yIIIMHUTENS WU IIUHbI TUTaHUs.

* ]l obecriedeHust 3aIUThl CUCTEMBI OT BHE3AITHBIX KPATKOBPEMEHHBIX
CKAYKOB 3JICKTPOIUTAHUS UCIIONb3YWTE OTPaHUYUTENb HAIPSDKEHUs, GOPMUPOBATEND
JUHUY WA UCTOYHHK OecriepeboitHoro mutanwms (UPS).

bioku unterpamuu Teleport. PykoBoACTBO MO AKCILTyaTaiiu 5
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1 HasHauyeHue

bnoku nnterpaunu TFortis Teleport npennasHaueHbl A1 UHTETPALUHA
kommyTaTopoB TFortis PSW ¢ oxpanubsiMu cucreMamu. biioku UMEIOT AUCKPETHBIE
BXOJIbI M pesieiiHblie BbIX01bl, MOpT RS-485 u nopt Ethernet.

bnoku unrterpanuu Teleport BRIMOMHSIOT ciaeayromue GyHKINN:
e Tpancisanuio RS-485 yepes Ethernet

npeodpazoBanue RS-485 B Ethernet

TPaAHCIISIIHNIO «CYXUX KOHTakTOB» uepe3 Ethernet

nepenavy aBapuitHbIX COOBITHI OT KOMMyTaTopoB PSW
YAAJIEHHOE YIIPABJICHUE aBTOMAaTUKON

bioku unterpamuu Teleport. PykoBoACTBO MO AKCILTyaTaiiu 6
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1.1 BapuaHmsbI npuMeHeHus
1. Tpancasuus RS-485 uepe3 Ethernet

1.1 UnTerpanusi BUAeOHAOI0IeHNSI M CUCTEMbI OXPaHbI epUMeTpa

JIlBa ycrpoiictBa: Teleport-1 u Teleport-2 MO3BONMAIOT OPraHMU30BaThH
«BUpTyanbHBIA KaHam» RS-485 moBepx ceru Ethernet. Ilpm stoMm
WCIIOJIB3YETCSl y’K€ TOTOBas TPAHCTOPTHAs MH(PPACTPYKTypa W OTCYTCTBYIOT
orpaHu4eHusi Ha JUIMHY JUHUM RS-485. Takum oOpa3om, Npu HaIU4YUU yKe
CYLLECTBYIOIIEH CHUCTEMBbI BHJICOHAOJIIOJCHHS, MOXHO OYEHb IPOCTO
pa3BepHYTh CUCTEMY OXpaHbl iepuMetpa. biok Teleport-2, momumo mopta RS-
485, MO3BOJSAET MOAABATHh MUTAHUE HA U3BEIIATENN, & CAM MPU 3TOM MUTAETCA
0 TOMY K€ Kabelto, o KOTOPOMY MOAKI0YaeTcs: K KommyTtaTopy (1o PoE).

4
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Puc. 1.1 Ilpumenenue 6 cucmemax oxpamuvl nepumempa

g
s ol
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1.2 YnanenHoe ynpasjieHue ycTpoicreamu ¢ untepgeiicom RS-485
AHaNOrMYHO MPUMEHEHUIO C CUCTEMaMH OXPaHbl IEPUMETPA, MOKHO
HCIOJIb30BaTh BO3MOXKHOCTh TpaHCsuu RS-485 yepes Ethernet s ynpasnenus

WCIIOJTHUTEIbHBIMU YCTPOMCTBAMHU, HAIIPUMED, CEPBOMPUBOJIOM HEKOTOPBIX
MOBOPOTHBIX KaMEP, KOTOPHIE yAAJICHbI Ha 3HAYUTEIbHOE PACCTOSIHUE OT CEPBEpA.

Tel > R5-485

eleport-2 H——
@), @

) .
L

Lo

2 PSW J

ol

o

Teleport-1 ——

Puc. 1.2 Ilpumenenue 6 ynpasnenuu ycmpovicmsamu ¢ unmepgeticom RS-485

1.3 MOHUTOPMHTI 2JIEKTPOCYETYUKOB
JInst y1anéHHOro CUATHIBAHUS MTOKA3aHUM O PACXOJIE DJIEKTPOIHEPIUH Ha
00BbEKTE MOXKHO MCIOJIb30BaTh CUETUMKHU ¢ HHTEep(deiicom RS-485.

R5-435

Teleport-2 %—;

I o
: PSW
S

RS-455

Teleport-1 —

Puc. 1.3 [Ipumenenue 6 monumopumze 31eKmpocyeémuuKos

biioku unterpamuu Teleport. PykoBoACTBO M0 AKCILTyaTaiiu 8
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1.4 IIpeoOopa3zoBanue RS-485 B Ethernet

CymecTtByeT U JIpyrod BapUAHT OCYLIECTBUTH NOJKIOYEHHUE H3BELIATEIICH,
paboraromumx yepe3 RS-485 k cepsepy. B 0nokax unrerpamuu Teleport mpoucxoaut
dopmupoBanue FEthernet ¢peiima, comepxamiero naHHele u3 mopra RS-485.
OOpaTHyI0 pacmaKkoBKY MOKHO MPOU3BOJUThH Ha JIPYTroM OJOKE MHTETpaIiu, JU00 B
IIPUWIOKEHUHU BEPXHETO YPOBHS. (KaK MPEACTABICHO Ha puc. 1.4)
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Puc. 1.4 Ilpeobpazosanue RS-485 6 Ethernet

A

Kpowme Toro, pazpaborana nmporpamma TFortis Administrator, KoTopas
3aITyCKAeTCs Ha CePBEPE U OCYIIECTBIISET TPAHCIIAINIO JAHHBIX B BUPTYaJIbHBIH

COM-nopr. [logkimoueHne nporpaMmsl JUisi MOHUTOPUHTA U3BEIIATENIEH
IIPOUCXOJHUT K dTOMY IIOPTY.

R5488 5455

Virtual
TFaris ,;3::}
Adminiztratar COM-nopT

TELEPORT 2

- - -
(:E' Ethermet 'iijll = ﬁ i
q__l\\qq_;fh --_-___,,__p-' 3 — 3 =

Puc. 1.5 Ilpeobpazosanue RS-485 & Ethernet
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2. Tpancasinusi «CyXuX KOHTAKTOB)

2.1 KoHTpPoJIb HECAHKIIMOHMPOBAHHOIO I0CTYNA K IIKadam

KommyTtatoper TFortis PSW umeror nuckpetrHbie BXOJbI, K KOTOPBIM MOKHO
MOJKJIIOYHUTH JIIOObIE JTAaTYUKHU TUIA «CYXOH KOHTAKT», HalpPUMEP TePKOHBI,
KOHIICBUKH, JUIsl OpraHU3alMM KOHTPOJs BCKphITUS IKadoB. CurHai o
BCKPBITUU TIepeaaéTcss KOMMYTaTOpOM Ha OJIOK wuHTerpamuu. T.e. mpu
cpabaThIBAaHUM BXOJla HA KOMMYTATope, CpabaThIBa€T COOTBETCTBYIOIIUN
BbIXOJ Ha bioke nHTErpanuu.

Lkad Lkad
D~ e I S
: PSW : PSW
b B e I
T. . .T KoHueson
1 | BbKrto4aTesrb
Teleport-1 ——
Puc. 1.6 Konmponws eckpvimusi wukagpos
[IEEHT L ki
BOLID e B =,
= s
CHCTEM B BEZOMACHOCTH el
= P 3
P lesw I e
) _H“v_ﬂ-&_ ; il . it [ D s

Ethisrrs;

TELEPORT-1 S

Puc 1.7 Bapuanm opeanuzayuu mpancisyuu CUSHAIO08 6CKPLIMUSL WKADA Om KOMMYMAmopos
TFortis PSW 6 UCO "Opuon”.
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2.2 YaanéHHoe ynpaBJjieHHe aBTOMATHKOM

Tpancnauuio BXOJa OJHOTO YCTPOMCTBA Ha BBIXOJA JAPYroro MOXHO
UCIIOJIb30BaTh W ISl YAAIEHHOTO YIPAaBJICHUS HMCIOJHUTEIBHBIMU MEXaHH3MaMMU.
Opnako, cienyeT WMETh BBHAY, YTO BCTPOCHHBIE BBIXOJHBIE peJie SIBISIOTCS
MaJOMOITHBIMH. J[JI1 KOMMYyTalMu MOIIHOW HAarpy3Kd HEOO0XOIUMO HCIOJIb30BaTh
JIOTIOJIHUTENIbHBIE KOMMYTAlIMUOHHBIE YCTPOUCTBA (KOHTAKTOPBHI).

Mpoxekrop

WinarGaym = Teleport-2 @ = Teleport-2

M| — |
e PSW
= I

PSW

Teleport-1 —

Puc. 1.8 anaeﬂeHue UCNOJIHUMENTbHBIMU MEXAHUSMAMU

3. Tpancasiuus aBapuiiHBIX COOBITHH OT KOMMYTaTOpPOB PSW
KommytaTopel TFortis ¢opMHpYIOT psil COOBITHI, KOTOpbIE MOTYT OBITh
nepenanbl Ha 0J0ku uHTerpauuu Teleport:
e 3aBuCaHUE KaMeEpbl
e [Iponano nuranue 220B
e OOpBIB ONTUKH U .
N yxe Ha CTOpOHE cepBepa 3THU COOBITUS MpPeoOpa3yrTCsi B JIOTMYECKUE
COCTOSIHMSI BBIXOJIOB Osioka Teleport , KOTOpble MOYKHO MOAKIIOYHUTH K
KOHTPOJUIEPY OXpaHsbl.

LWkadp LWkadp

PSW PSW

22B\/
/\

't

Teleport-1 — X

Puc. 1.9 Tpancnayus asaputinvix coovimuii
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2 TexHnuyeckue XapakTepUCTUKH

2.1 bnok unmezpayuu Teleport-1

* 10/100Base-Tx c pazbemom RJ-45 — 1.
Ethernet * nmoaaepxkka Auto-MDIX
* noanepxka ynpansenus notokom IEEE 802.3x
* ckopocTh 10 115 200 6ut/cek.
RS-485 * JJAJIBHOCTH JI0 109 M )
*  TEPMUHUPYIOLIUN PE3UCTOP BCTPOEHHBIA — 120 OM
* 0e3 raJbBaHUYECKON Pa3BA3KU
* KOJMYECTBO — 3 LIT.
* 3aMKHyTO€ cocTosiHuEe — MeHee 200 Om.
Bxoasbl
* Ppa3oMKHYTOE cocTosiHue — 6osiee 50 kOm.
* (0e3 raJbBaHUYECKOMN Pa3BA3KU
*  KOJIUYECTBO — 9 miT.
* HOPMAJIbHO PA30MKHYTHI KOHTAKT
BLIXo/Tb1 . KOMMyTI/IpyCMOCu Hanpsbkenue — 30B

* KOMMYTHUpYEMBIA TOK — SOMA
* comnpoTuBiieHHE KaHaa — 10 OMm
* rajbBaHWYECKas pa3Bsi3Ka
* gHanpsbkeHue nutaHus — 12/24B (ot 9B 1o 27B)

IIuranue
* Makc. norpedisieMasi MOIHOCTh — He OoJiee 3BT.
* 106x90x58 MM (mupuHa 6 MoayJiei)

KoncTpykuus * Macca He 6onee 0,3 kr
» kperienne Ha DIN peiiky (35 Mm)
HapexHnoctb * HapaOoTka Ha oTka3 He MeHee 50 000 yacoB
YcnoBus * Temrmeparypa ot mioc 5 a0 mwioc 40 °C
SKCILTYATAINH * OTHOCHUTEJIbHOM BIAXKHOCTHU Bo3ayxa 10 80 %

Xpanenue * TeMImeparypa oUT muHyc 50 1o mroc 50 °C

* OTHOCHTEJIbHOM BJIAXKHOCTH Bo3ayxa 0 80 %

biioku unterpamuu Teleport. PykoBoACTBO MO AKCILTyaTaiiu 12
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2.2 bnok unmeepauuu Teleport-2

e 10/100Base-Tx ¢ pazbemom RJ-45 — 1.
Ethernet * nopaepxka Auto-MDIX
* nopaepxkka ynpasieHus: notokoMm [EEE 802.3x

e ckopocTh 10 115 200 Gut/cexk.

* JanbHOCTH He Oosiee 100 M

RS-485 * TEPMUHUPYIOUIMH PE3UCTOP BCTPOEHHBIN — 120 OM
(C BO3MOKHOCTBIO OTKITFOUEHUS )

*  C raJIbBAHMYECKOM Pa3Bs3KOU

* KOJHAYECTBO — S MIT.

* 3aMKHyTO€ cocTosinne — meHnee 200 Om.

* pa3oMKHYTOe cocTosinue — 6omnee 50 kKOwm.
* C raJlbBAHUYECKOW pa3BA3KOH

Bxoabl

* KOJMYecTBO — | mT.

* HOPMaJIbHO Pa30MKHYTBII KOHTAKT
Boixoabl * KOMMYyTHpyeMmoe HamnpsbkeHue — 250B
* KOMMYTHPYEMBII TOK — 150MA

*  C TaJIbBAHMYECKOM Pa3Bs3KOU

e IEEE802.3af Class 3 (13Br1)

IIuTanue * BBIXOJ NUTaHUA JJIsl BHEIIHUX ycTpoucTB: 24VDC (6BT)
C TaJIbBAaHUYECKOM pa3Bsi3koil u 3ammuToit ot K3

* xopmyc [P66
KoncTpykuus e 240x160x90 MM (6e3 yueTa BBOJIOB)
* Macca He Oooiee 0,3 kr

HanexHocTn e Hapabotka Ha otka3 He MeHee 50 000 gacos
Ycaosust * TemmepaTypa oT MuHyc 55 no mitoc 50 °C
IKCITyaTalluu * OTHOCHUTEJIbHAs BJIAXKHOCTh Bo3ayxa 110 80 %

* TemmepaTypa oT MuHyc 55 a0 mitoc 50 °C
XpaHeHue patyp Y 8

* OTHOCHUTEJIbHOM BIAKHOCTH BO3ayxa 10 80 %

bnoku unrerpauuu Teleport. PykoBoacTBO MO 3KCITyaTaluu
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2.3 Iloooeporicusaemvle hynkuyuu u npomoKo.ivt

TpaHcnsiuusa cOCTOSHMS BXOJIOB Ha BBIXO/IbI YJIaJIEHHOIO YCTPOICTBA
Tpaucmsus nanusix n3 RS485 mo Ethernet
[Tonnepxka 10 12 yaan€éHHBIX YCTPOUCTB
Bcerpoennsiii Web-untepdeiic

Modbus-RTU, Modbus-ASCII, Modbus-TCP knueHT
Telnet

MOHUTOPUHT 0 SNMP v1, v3

SNTP

SMTP

Syslog

CUCTEMHBIN XypHAII

DNS

yaanéuueii Ping

cUCTeMa HaCTPONKH COOBITUN MH(DOPMUPOBAHUS
ooHosienue 110 uepe3 TFTP u Web-untepdeiic

biioku unterpamuu Teleport. PykoBoACTBO MO AKCILTyaTaiiu 14
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3 OnucaHue

3.1 BHewHuUU sud
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Puc.3.1. Buemnuii Bug Teleport-1
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Puc.3.2. Buemnwnii Bug Teleport-2 (co CHATO KpbILIKOi)

bnoku nnrerpauuu Teleport. PykoBoacTBO M0 3KCITyaTaluu
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3.2 CeemooduoOHasi uHOuUKayusi

bnoku unTerpanuu Teleport-1 u Teleport-2 UMEIOT CBETOAMOTHY IO
uHauKanuo Ha nuieBoi nanenu (Teleport-1) wim Ha neuatHoit mate(Teleport-2),
KOTOpas oToOpaxkaeT paboTy yCTPONCTBA M COCTOSIHUS BXOJOB U BBIXOJIOB.

Numukarop RUN otoOpakaer pexkxum pabOThl yCTPOICTBRA.
Nunnkatop ETHERNET coBMmemaer ”HAMKATOP JIMHKA U aKTUBHOCTH 4epe3

nopt Ethernet.

Nunukarop RS485 orobpaxaer akTuBHOCTh Ha uHTEpderice RS485.

Nunukatopsl INPUT oToOpakaroT TeKyIlee COCTOSIHIE BXO/I0B YCTPOIMCTBA.
Ecnu Bxoa HaXOauTCs B 3aMKHYTOM COCTOSIHUM — COOTBETCTBYIOIIUN WHIUKATOP
TOPUT, €CJIU B PA3OMKHYTOM — HE TOPHT.

Nunukatopsl OUTPUT otoOpaxkaroT TEKyIlee COCTOSIHUE BBIXOJI0B
ycTpoicTBa. Eciiy BX0J1 HAXOUTCS B 3AMKHYTOM COCTOSTHUM — COOTBETCTBYIOLIUM
WHJIMKATOP TOPUT, €CJIU B Pa30MKHYTOM — HE TOPHUT.

JlaHHBIE MHIUKATOPHI MOT'YT OBITh MTOJIC3HBIMU B TIPOIIECCE HACTPOMKHU U

HaJIaJIK! YCTPOWCTBA.

CocTosinue HHAHKATOPpA

Tabnuma 3.1 HasnaueHne HHIUKAaTOPOB

Cocrosinue ycTpoicTBa

Nunnkatop RUN muraer
(uHTEpBaN 4 CEKYH/IbI)

VYerpoiicTBO paboTaeT Ha 3aBOJICKUX HACTPOMKaX.

Nupukatop RUN muraer
(uaTEepBan 1 cexyHaa)

YerpoiicTBo paboTaeT HOpMalbHO, HACTPONKU OTIMYHBI
OT 3aBOJICKUX

Nunukarop ETHERNET | [onnst nunk Ha unrepderice Ethernet, Ho oOmena
HEMPEPHIBHO TOPUT JAHHBIMH HET

Nunukarop ETHERNET |I[Tpoucxoaut oomeH nansbix uyepe3 Ethernet

MUTaeT

Nunnkatop RS485 [Tpoucxonut oomMeH nanHbIx yepe3 RS485

MUTaeT

Nunukaropsl RUN u JlnarHocTupoBaHa HEMCIIPABHOCTH HA alllapaTHOM WJINA
RS485 muratot nporpaMmmMHOM ypoBHe. OOpaTUTECh B CIYKOY
CUHXPOHHO TEXHUYECKOM MOAIEPIKKH.

biioku unterpamuu Teleport. PykoBoACTBO M0 AKCILTyaTaiiu 16
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3.3 KHonka c6poca Hacmpoek u nepesazpy3Ku

bW TFortis Teleport umeet oany kHonky cOpoca - RESET.

B Teleport-1 xHomnka yTorieHa BHyTpb Kopryca (cM. puc. 3.1), 1is Toro,
9TOOBI €€ HaXKaTh, BOCTIOJIB3YUTECh TOHKMM HEMETAITHIECKUM MTPEIMETOM.

B Teleport-2 xHonka pacnoJiaraeTcsi Ha Ie€4aTHou miare (cM. puc. 3.2), 1
TOT0, 4TOOBI €€ HaXKaTh, HEOOXOUMO CHSTh KPBILIKY KOpIyca.

o g nepesarpy3ku HaxxMuTe kKHONKY RESET nHa 3-5 cexyHa.
e Jlns cOpoca Hactpoek HaxkmuTe KHONKY RESET nHa 15-20 cexynz.

biioku unterpamuu Teleport. PykoBoACTBO MO AKCILTyaTaiiu 17
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4 MoHTax v noaKkn4yeHune

4.1 Moumax 6n1oka Teleport-1

bnoku unTerpanuu Teleport-1 npeanasHayeHbl A1 YCTAHOBKHU Ha
crangapTHyto DIN-peiiky mmpunoit 35 mm. J1j1s1 ycTaHOBKH HEOOXOAUMO
ucnoib3oBaTh DIN-peliky niuuHol He MeHee 106MM (mupuHa 6 CTaHIapTHBIX
moxyieit). DIN-peiika pacrnonaraercs ropu30HTaIbHO.

Teleport-1 pacrmonaratot B OTaruIMBa€MOM MOMEIIEHUH HA YAAJICHUU OT
VMCTOYHHMKOB CUJIBHOI'O HAarpeBa WM OXJIax1eHUs. [[0CKOIbKY yCTpOWCTBO HE UMEET
raJbBaHUYECKOMN Pa3BA3KU U CEPHbE3HOM 3aIUTHI OT UMITYJIbCHBIX IIEPEHANPSIKCHUN
no Ethernet, Bxogam u RS-485, pekomenayercss MUHUMH3UPOBATH JJTUHY
MOIKJTFOYaeMbIX KaOeTbHBIX JTUHUN. PeKoMEeHIyeTCs HCTI0Ih30BaTh MUTAHUE OT
OecniepeOOMHBIX MCTOYHUKOB MUTaHUA ¢ BbIxoAoM 12..24B.

Pexomennyercs opranmuzanus 3azemiueHus. Hanmnune 3a3emieHus o3BOJIAT
YBEJIIMYUTH MOMEXOYCTOMUYUBOCTh YCTPOMCTBA.

Hoakaroyenune JUHUA CyXuX KOHTAaKTOB M Ethernet

Bxozpl ycTpoiicTBa HE UMEIOT rAIbBAHUYECKOMN pa3Bs3KU(KaK MEKIY
YIPABJISIFOIIIM MUKPOKOHTPOJIEPOM, TaK U MKy co0oii). [ToaTomy mipu
MOAKITIOUYECHUH TATYUKOB, CIEAYET UMETh B BUAY, YTO BCE BXOJAbl UMEIOT 2 KOHTAKTA,
OJIMH U3 KOTOPBIX — oOmuii. Ha puc. 4.1 u Ha 610ke 00muii moTeHuan 0603Ha4YeH
Toukoi. KOHTaKkThI, 0003HAUEHHBIE TOUKON «3BOHSATCS» (COCTUHEHBI) MEXKIY COOOM.

OUTPUT
1 2 3 4 5 6 7 8 9

-4 L L L I L L L L
CDCDCDCDC+DCDCDCDCD

Bnok uHterpaumm TELEPORT-1

aEE@EaEam | OOOO0O0C==D
|~

||

A BGND 123

RS-485 INPUT RESET/DEFAULT POWER
12..24V

Puc. 4.1 Pacnonosicenue 6x0006 u 6b1x0008

bioku unterpamuu Teleport. PykoBoACTBO MO AKCILTyaTaiiu 18



T Fortis

BBIX0/TIbI YCTPOMCTBA HMEIOT TAJIbBAHMYECKYIO Pa3Bs3Ky, K HUM JaHHOE
TpeOOBaHKHE HE OTHOCHUTCS.

JInst CHYOKEHMSI BIUSTHUASI TIOMEX, PEKOMEHAYETCS CHUXKATh JITUHY JIMHUN
BX0J0B, BbIX010B U Ethernet.

[Monkmouenust RS-485 ocymecTisiercs kabeaem, TUIIA «BUTAs Mapay.
Hanuuue nunuu nns BeipaBHuBanus norennuana (GND) sBrsercs o0s3aTeabHbIM
py OOJBIION IPOTSKEHHOCTH JIMHUU. Tepmunupyromue pe3uctopsl (120 om) yxe
YCTaHOBJIEHBI BHYTPU KOPITyCa, YCTAHOBKA JTOTIOJHUTEIBHBIX PE3UCTOPOB HE
TpeOyercH.

[ToakntroueHue K CEpBEpy WIIM LIEHTPATbHOMY KOMMYTATOPY OCYIIECTBIISIETCS
UTP wnu FTP natu-kopaom.

3anpemaeTc>1 IIpOKJIaaKa JIMHUU BJ1OJIb BBICOKOBOJIbTHBIX JIMHUU
QJICKTPOIINTAHHNA.

biioku unterpamuu Teleport. PykoBoACTBO MO AKCILTyaTaiiu 19
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4.2 MoHmax 6noka Teleport-2

Teleport-2 nonyckaeT yCTaHOBKY B YJIUYHBIX YCIOBUSX HA JIFOOBIX
METaNTMYECKUX/HEMETAJUTMYECKUX MMOBEPXHOCTAX, PSIIOM C KOHTPOJUIEpAMU OXPaHBI
nepuMeTpa, T.K. KOPITyC yCTPOMCTBA 00eCTIeYMBaEeT 3aIUTy OT IMBUIK U Biaru [P66.
OpnHako, ycTaHOBKA psIoM ¢ KommyTaropamu PSW B yJIMYHBIX MeTauIMUeCKUX
mkadax c 3anmuroit He Hike [P54, mo3BoseT yBenuuuTh y100CTBO MOHTaXa U
o0ecrneurBaeT XOpOUIYI0 BaH/1a03aIIUIIIEHHOCTb.

Teleport-2 npegycmaTpuBaeT KperuieHHE K 3aiHel (aiblI-CTEHKE YIMYHOTO
mikada TFortis CrossBox-2 u CrossBox-3 uepe3 «MoHTtaxnyto naneas PSW-11»

Puc.4.1. Monmaosic 610ka 6 wkaghy

Kpemnnenue 6110Kka K mepexoIHOM MIIACTUHE OCYIIECTBIIsIeTCS BUHTaMu M4(He
MOCTABJIAIOTCS). BUHTBI KperieHus epexX0AHON IIAaCTUHBI MMOCTABIISIIOTCS B
KOMIUIEKTE C MOHTaKHOM TIJIACTUHOM.

Takoke normyckaeTcss MOHTaX U BHe 1mikada. J[7s MOHTa)ka UCTIONb3YIOTCS
BUHTHI M4 WK yHUBEpPCATIbHBIE CAMOPE3bl TUAMETPOM 4 MM.

Opranusanus 3a3eMJIeHUsA

Hanuuue 3a3emiienus o6s3arensHo. [Ipy oTCcyTCTBUM 3a3eMIIeHus, a
TaK>Xe MPU HEKAYECTBEHHO BBIITOJIHEHHOM 3a3€MJICHUH KOMITOHEHTHI
IPO303alUThl HE pabOTaIOT WM pabOTaIOT HE B TTOJTHOM 00BEME.
Hanuuue 3a3emiieHus O3BOJISET CYLIECTBEHHO MOBBICUTh
YCTOMYMBOCTH YCTPOMCTBA K 3JIEKTPOMArHUTHBIM UMITYJIbCHBIM ITOMEXaM.
3a3eMIIeHUE OCYILECTBIISIETCS YEPE3 KIIEMMY 3a3€MJICHUSI WIIH IIIMHIBKY
3a3zemiieHus (puc. 3.2).
3azemiienue uepes 3kpaH FTP kaOens He nomyckaercs!
ComnpoTuBneHue 3a3emMicHus He 0oJiee 4 oM.

biioku unterpamuu Teleport. PykoBoACTBO MO AKCILTyaTaiiu 20
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IMoakarwuyenne JMHUN cCyxux KOHTAKTOB U Ethernet

BXozp1 ¥ BBIXOIbI YCTPONCTBA UMEIOT raJIbBAHUYECKYIO PA3BSI3KY U
YCTOMYMBBI K UMITYJIbCHBIM noMexaMm. OAHAKO, JUIsl CHUKEHUS BIUSHUS IIOMEX,
PEKOMEH/TyeTCS CHIDKATD JUTMHY JJMHUIN BXOJI0B, BEIX0A0B, RS-485 u Ethernet.

[ToaxmroueHust RS-485 ocymecTBisercs kabeneM, TUIIA «BUTAsI TIapay.
Hanuuue nunuu ni1s BeipaBHuBaHud noteHnuana (GND) sBisieTcst 00s13aTeIbHBIM.
Tepmunupytomue peauctopsl (120 oM) y’ke yCTaHOBJIEHBI BHYTPU YCTPOKCTBA,
YCTaHOBKa JOTIOJIHUTENbHBIX pE3UCTOPOB HE TpeOyeTcs. CyliecTByeT BO3MOKHOCTh
OTKJIFOYUTh TEPMUHUPYIOIIUE pe3UCTOPHL. 110 yMOMUaHuio pe3ucTOpbl NOAKIIOYEHBI.

[Togxmouenune k POE kommyTaTopy OCylIECTBASIETCA MPU TOMOLIA
kadecTBeHHOTO yaugHoro FTP kaGens.

3amnpeniaercs NpoKIaaKa JUHUN BI0Jb BEICOKOBOJIbTHBIX JIMHUMN
AJIEKTPOIUTAHHUS.

BrIxoas! ycTpoMCTBa HE paCCUYUTAaHbl HA KOMMYTAIMIO MOIHON
Harpy3ku. MakcumanbHas Harpyska Ha nopt 150MA 250V.

I'epmeTrusanus BBOAOB

Y CTpONCTBO MOCTABIIETCS ¢ KOMIUIEKTOM IeépMOBBOIOB. 1Ipu ycranoBke
BBOJIOB, UX HEOOX0IMMO HaJ&XHO 3aTAHYTh. Hencnomapzyembie BBObI HEOOXOUMO
3arepMeTU3UpPOBaTh FEPMETUKOM WIIH IJIACTUKOBBIM TPHOKOM.
Hapy1ienusi B MOHTaKe€ F€pMOBBOJIOB HE TApaHTUPYIOT COOTBETCTBUE YCTPOUCTBA
KJ1accy 3amuThsl [P66.

bioku unterpamuu Teleport. PykoBoACTBO MO AKCIUTyaTaiiu 21
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5 Hactpouka

5.1 Ulnmepghelucnl ynpasrneHus

bnoku unrterpauun TFortis Teleport uMeroT HECKOIBKO BapUaHTOB
yaanéunoro ynpasnenus: WEB-unrepgeiic, Telnet, npu nomomiu pupmMeHHoON
ytunutsl TFortis Device Manager.

WEB-unTepdetic coaepxut HauboJiee MoIHbIN HaO0p KOHTPOIUPYEMBIX
apaMeTpoB, CHAOKEHHBIX OAPOOHBIMU PA3bSICHEHUSAMHU U KPAaTKOH CIIPaBKOA.
WuTepdeiic mpencraBieH Ha PyCCKOM U aHTIIHICKOM si3bikax. [lonkmouenne k bU
BO3MOJKHO ITpH IToMoIy oosraHoro Web-0paysepa.

Telnet mpencraBnsieT co0oit anbTepHATUBHYIO (POPMY KOHPUTYPUPOBAHUS
YCTPOMCTBA MOCPECTBOM KOHCOJIBHOTO MPUIIOKEHH Takoro kak Microsoft Telnet,
PuTTY, Hyper Terminal u npyrux.

SNMP ucnonb3yercs 111 MOHUTOPUHTA COCTOSIHUM U ITapaMETPOB.

[Tpu momonu nporpammsl TFortis Device Manager M0OXKHO OCyIIECTBIIATD
IMPOKOBELIATEIBHBIN TOUCK YCTPOUCTB U JUCTAHIIMOHHYIO HACTPOMKY.
Hcnonb3zoBaHue NporpaMMbl MOKET ObITh TIOJIE3HBIM, KOT'/1a HEU3BECTHBI CETEBBIC
HacTpoliku biokoB unterpanuu Teleport, a Takxke Korjaa NpucyTCTBYeET
nyomupoanue [P anpecos (B ciiydae, korja B ceTH NPUCYTCTBYIOT HECKOIBKO
YCTPOMCTB C OAMHAKOBbIMU [P ajnpecamu, crangapTHbIE METOIbI HACTPOUKH, TAKHE
Kak HacTpoiika uepe3 Web-unrepdeiic, He IPUMEHUMBI).

5.2 Umo Hy»XHO 3Hamb nepeod nNooK/IrDYeHUeM

Ooparure BHUMaHueE!

Brixoas! ycTpoiicTBa HE pacCuMTaHbl HA KOMMYTAIIUIO MOIITHOM
Harpy3ku. MakcumaiibHast Harpy3ka Ha mopT 100MA 250V (s
Teleport-2) u 50MA 30B (mnsa Teleport-1).

biok uaTerpamumn Teleport-2 copepkut Bbixoa 24 VDC niis nutaHus
nepudepuHBIX YCTPONUCTB. MakcuMabHas MOIITHOCTh BBIX0OJIa —
6BT.
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5.3 YnpaeneHue 4Yepe3 WEB-uHmepgelic

5.3.1 NepBoe nogknoyYeHue, ObLICTPbLIN CTAPT

[Tpu nepBoMm BriIrOYeHUH, 070K MHTEerpanuu (b1) umeer cienyroiue ceTeBbie
HACTPOWKH 110 YMOJYAHHIO:

IP anpec: 192.168.0.1
Macka nojiceTu: 255.255.255.0
Jlorun/ITaposnb HE 3aJ1aHbI
DHCP xnuent BBIKJIIOYCH
Telnet BKJIFOYCH
SNMP BBIKJTIOUEH

[lepen moakroueHHEM yOEIUTECH, UTO CETEBas KapTa KOMIIBIOTEPA HAXOIUTCS
B TOM ke MOJICETH, uTO U 010k mHTerparuu Teleport (192.168.0.%).

3anycture Web-0paysep u B agpecHoit crpoke BBeaute [P aapec 192.168.0.1
puc 5.3.1.1)

a =) |© http//1921680.1/  ~ B O X||@ Fort-Telecom PSW..
i

Pwuc. 5.3.1.1. MopkntoyeHne k B
HOCJ’IG MOAKIIOYCHHUA, MbI JOJIZKHEI IIOIIACTh HA I''TABHYIO CTPpAHHUIY Web—

unrepdeiica.(puc 5.3.1.2)
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Web-unTepdeiic MOXKHO pa3ienuTh Ha 4 30HHI - ¢peliMa, Kak MOKa3aHo Ha

pucyske 5.3.1.2:

1 - 6oxoBoE MCHIO, YCPEC3 HCI'O OCYHCCTBIICTCA JOCTYII K PA3JIMYHBIM

rpynmnamM HaCTPOUKH

2 - OCHOBHOM (pperiM, coepKaIIHil TPYIITy HACTPOEK

3 - cipaBKa 10 TaHHBIM HACTPOUKaM
4 - mamnka ¢ COCTOSTHHEM BXOJIOB M BBIXOJIOB (aBTOMAaTHYECKUA OOHOBIIACTCS

kaxapie 10 cexyHn)

IIpuMeuanme: pu 3aBOJICKUX HACTPOIKAX JIOTUH U MAPOh JJIsl 1OCTyIa K web-
uHTep(deiicy He YCTaHOBIICH, B TIOCJIEIYIOIIEM PEKOMEHIyETCS OTPAHUYUTh JOCTYIIL,
YCTAHOBMUB JIOTUH U Maposib. [Ipu 3TOM Kaxka0€ MoCaeay e MoaKII0UeHIE K
OyJIeT COMPOBOXKAATHCS CTAHIAPTHBIM JUAJIOTOBBIM OKHOM ayTeHTH(HKAIUH.

[Tocne noaxmtouenust k web-unrepdeiicy, nepeitném k Hactporike. Ho nmepen

ATUM MBI JOJDKHBI YETKO MPEACTABISATh ce0e KapTy CETH, Iie Kakue 0JI0KU
pacroJiararorcs, U Kakue (yHKIIMH HECYT.

PaccMmoTpum Ha nnpumepe CTpyKTypbl, Kak Ha puc. 5.3.1.3.

bnoku unrerpauuu Teleport. PykoBoacTBO MO 3KCITyaTaluu

Thae = rremTsIram o pﬂ!'\;n'

24



| T Fortis

= —_— Evraa napa
— BN

CEHCOpHBIA KA 1L

I ATAHK |
TE. 2B ! [ewamayrarop TRodis S0 18

Teemorl-1 CyxMe KOHTAKETLI

L

ERDEENE NN

Puc. 5.3.1.3. cTpykTypa cucteMbl

Ha naHHOM npuMepe paccMaTpHUBaEeTCA CUCTEMA OXPaHbl IEPUMETPA, KOTOpast
3HAYMTENIPHO yJajeHa OT cepBepa coopa u 0opadorku uHpopmanuu (CCON).
KoHnTtposiep oxpaHbl epuMeTpa OCYIIECTBISET KOHTPOJIb 32 UyBCTBUTEIbHBIMU
KaOeTBbHBIMH 3JIEMEHTAMHU 1 OTIOBEINAET O CpadaThIBAHUU Y€pPEe3 CTaHIAPTHBIN
JIBYXNpoBOAHOU nHTEpdeiic RS-485. Takxke o nepuMeTpy paccTaBlI€Hbl KaMephl
BUJICOHAOIOICHU S, TOAKIIOUeHHbIe K kKomMyTaTopy TFortis PSW. DOta cBsizka
obopynoBanust hopMupyet Y3en oxpanbl. [Ipy mIpuMeHEHUN TaKOW CUCTEMBI MBI
TOJDKHBI coefuHuTh CepBep U Y3en. OnHako ObIBaeT Tak, YTO YAAJIEHHOCTh ¥Y3J1a OT
CepBepa MOXKET ObITh O4€Hb 0OJIbIION. EAMHCTBEHHBIM PEIICHHEM MOXKET CTaTh
MIPUMEHEHHE ONTOBOJIOKOHHBIX JTMHUM cBsi3u 1j1s1 cetu Ethernet. A nis RS-485 B
TaKOM CJTydae MO>KHO peain30BaTh BUPTYaJbHBIN KaHal - «TpyOy» uepe3 Ethernet.

Ha ycrpoiicte Teleport-2 ocymectBisercs npeodpazoBanre RS-485 —
Ethernet. Jlanasie mpoxoasT uepe3 kommyTtaTop y3na — TFortis PSW, a 3atem 1o
OTITHUKE Yepe3 EHTPaTbHBIM KOMMYTATOp, 3aTeM B Teleport-1, rae ocymecTBisercs
obpatHoe nipeodpazoBanue Ethernet — RS-485.

Jlist opranu3anuu BUPTyalibHOro KaHana RS-485 mexnay nByms
yctporictBamu Teleport-1 u Teleport-2 nx He0OX0IUMO HACTPOUTS.

B o6miem citydae mporiecc HaCTpOUWKH BBITIISIIUT CIAEAYIOUM 00pa3oM:
1. Kondurypupyem cereBbie HACTPOUKH
2. IlponuckiBaem ynanénnoe ycrpoiictso (s Teleport-1 — sto Teleport-2
¥ Ha00O0pOT )
3. Hactpoiika nopta RS-485 B pexxuM MapHOro COEIUHEHUS C Y TAUTEHHBIM
YCTPONCTBOM.
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CeTreBble HACTPOIKH
B cereBbix HacTpoiikax bioka nHTerpannn HeoOX0AUMO 334aTh YHUKAIbHBIN B

npenenax nojcetu [P aapec. Jlonmyctum, uto Teleport-1 umeer IP 192.168.0.1, a
Teleport-2 192.168.0.2. Mensiem 3TH 1moJis, Kak Moka3aHo Ha puc. 5.3.1.4, mj1s yero B
6oxoBoM MeHIO BeiOUpaeM Basic Settings — Network Settings

M [GurJiia s oo Jou Jioe
i® |1z | 165 o

|25 [ £55 [oss |6

[0S - !-:T 55 |255 | E5a
DAED biode [ treatre |

Puc. 5.3.1.4 cereBble HacTpoiiku ycTpoiicTBa Teleport-1

Cnucok yaajaéHHbIX YCTPOHCTB
Jlns Toro, utoOsl Teleport-1 “3nan” o Teleport-2, a Teleport-2 3uan o Teleport-

1 ux HEOOXOIUMO ITO3HAKOMUTHY. {7151 4ero Ha KakJioM yCTPOICTBE CYyIIECTBYET
CIIUCOK yAAJIEHHBIX YCTPOUCTB. B HETO 3aHOCATCS BCE yCTPOMCTBA, C KOTOPBIMHU
MOJKET B3aUMO/ICICTBOBATH JIOKAJIbHOE YCTPOUCTBO.

Paccmotpum Ha mpumepe Teleport-1. /{5 Hero ynan€HHbIM yCTpOMCTBOM
oynet Teleport-2. [Toatomy 3axonum Ha web-untepdeiic Teleport-1, Bo Bkiagke
Teleport Settings — Remote Devices. Kak BuguM mmoka crmcox mycT, 3aHOCHM TyJa
Teleport-2, yka3eiBas ero [P agpec, Tun (Teleport-2) u mosib3oBatenbckoe onucaHue,
10 KOTOPOMY €ro Jierde ono3Hasatb. Haxnmaem Apply.

Remaote Devices

[hevhees List

Mame | Type | [P Address
[hevice list is empty

Ailal Mew Flemote Db
Mame DMACAHRE
[ype Takpai-2.

[P Addresn | | 102 f 164 {0 s
Apnly

Puc. 5.3.1.5 nacrpoiika ynanéuusix ycrpoicts Teleport-1
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Kaxk Mb1 Buaum Ha puc. 5.3.1.6, Teleport-2 1o6aBieH B CIIUCOK.

Thevices Tasi

Mame Typs IF Address

1 | enveanne | Teleport=2 | 192.168.0.2 Info Edit Delets

Puc. 5.3.1.6 ciucok ynanéunsix ycrpoicts Teleport-1

AHaNOTUYHYI0 HACTPOUKY MPOU3BOANM U Ha web-unrepderice Teleport-2.
Dreviees List
i Type | TP Adidress

1 | oneseamac TL]I:|:I-::ul—! | 182 16801 Info Edit Delete

Add New Remoie Device

| Mame |
| Type | lelepoet-1 ‘~"'|
| 1
| 1P Address | |
| |

Aty

Puc. 5.3.1.7 nactpoiika ynanéuneix yctporcts Teleport-2

Hacrpoiika mopta RS-485

Jlnst HacTpoiiku nopta RS-485 3axoaum Ha Bknaaky RS-485 — RS-485
Settings
RS-485 Seitings

| Baudrate [ 9s00 - |
| Parity Disable -

i Dam Bits [ & -
StopBits ('1 -~

Operation mode

Mode R5-435 -> Ethemet -

Remote Devices | ¥ ommcadme

Puc. 5.3.1.7 nactpoiika nopra RS-485 Teleport-1

bnoku nnterpauuu Teleport. PykoBoicTBO MO 3KCITyaTaluu 27
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B paznene RS485 Settings Mbl yka3biBaeM HACTPOMKH MOPTA, TAKUE K€, KAK U
y KOHTpoJUIepa oXpaHbl iepuMerpa. B pazaene Operation mode yka3biBaercs
pexxum paboTsl mopta. Hac uaTepecyer pexxum nepenaun nanubix mo Ethernet,
no3toMy BeiOupaeMm pexkum RS485->Ethernet. B cniucke Remote Devices
yKa3bIBa€M BCE YCTPONCTBA, HA KOTOpbIE OYyIyT TpaHCIUPOBAThCA JaHHbIE. B Hamem
cllydae TaM TOJIbKO OJIHa 3anuch — Teleport-2, moaToMy u BbIOMpaeM €€ yCTaHOBKOM
rasiouku. Haxxumaem Apply s npuMeneHust Hactpoek. Te ke camble HACTPOUKHU
IIPOBOJUM U Ha IPyTOM yCTPOICTBE.

Ha stom Hactpolika 3aBepiiena. Jlanusie u3 nopra RS485 konTposuiepa
OXpaHbl iepuMeTpa OyAyT Mpo3pavHo AocTaBisAThCA B mopT RS485 cepsepa CCOU.

5.3.1.1 Cmpamezausi Hacmpouku

B npenpinyiiem paszzaene ObU1 pacCCMOTPEH MPOLIECC HACTPOMKH Ha KOHKPETHOM
IpUMEPE, @ BECH MPOLIECC HACTPOMKN MOKHO Pa30UTh HA HECKOJIBKO KIHOUYEBBIX
JTAIoB.

1. YcraHoBKa ceTeBbIX HACTpoOeK (3a1anne yHuKansHOTO [P aspeca B mpenenax
TIOZICETH, YCTAaHOBKA MACKH H IIII03a).

2. YcraHoBKa JIOTMHA M MAPOJIS JUJIsl OTPAaHUYEHHMSI IOCTYyNa K HACTPOHKaM.
3. Co3panue cIUCKA yIAJEHHBIX YCTPOMCTB.

4. Hacrtpoiika BX010B, BbIX0/10B, RS-485. YkazaHue pe:xxuMoB padoThlI,
YIAJIEHHBIX YCTPOWCTB.

5. Hactpoiika mouuTopuHra. Jlyis yao0cTBa aIMUHUCTPUPOBAHUS MOKHO
HACTPOUTH OTHPABKY COOBITHI uepe3 mpoTokoibl Syslog, SMTP, SNMP,
CUHXPOHHM3UPOBATh BHYTPEHHUE Yachl uepe3 npoTokoa SNTP.
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5.3.2 CeTeBble HaCTPOMUKMU

Basic Settings — Network Settings
B nanHoMm paszerne yka3bIBatOTCSi OCHOBHBIEC CETEBbIE HACTPOWKH OJI0KA MHTETPAIUU.

MALC o011 A8 4 00 D2
0 182 1 0 z

Mok 266 X 268 0

Giateway 208 E5 26D oS

DNE 2606 XS 260 255

DHCP Misde Dmabis =

Puc. 5.3.2.1 CeTreBble HACTPOUKHU

MAC - ®usnueckuii aipec yCTpoMCcTBa UCTIONB3YETCs ISl UACHTU(DUKAIIUN
ycTpoiicTBa B ceTH. be3 kpaliHeit HEOOX0AUMOCTH, HE peKoMeHTyeM MeHsITh MAC
azipec, NOCKOJIbKY OH TapaHTUPOBAHO 00ECIeUnBAET YHUKAIBHOCTh YCTPOWCTBA B
cetu. [locneanue 2 Gaifra 3aBojickoro MAC aapeca COCTaBIsIIOT CEPUITHBIN HOMED
ycrporictBa. 3aBojickoii MAC aapec HaHECEH Ha HAKJICHKE U pa3MENIEH Ha KOpITyce.

IP - CeteBoit aapec ycrporictBa. [Ipu paboTe B nipeaenax ofHON MOACETH
HE00X0IMMO 00€CTIeUnTh YHUKAILHOCTh CETEBOTO ajipeca.

Mask - Macka noaceru

Gateway - CeteBoli aapec 1nuito3a. Eciau nuio3 He HCTIOJIb3YETCs, TO OCTaBbTE
3Ha4YEeHHUE N0 YMOoI4YaHuto: 255.255.255.255

DNS - CereBoii anpec DNS peconBepa. Mcnonb3yercs B HEKOTOPBIX
GyHKUMAX 11 TpeoOpa30BaHMs CUMBOJIBHOIO HMEHH XOCTa B €r0 CETEBOM azpec.
Ecnu He ucnonb3yercs, TO OCTaBbTE 3HAYEHUE 110 YMONYAHUIO: 255.255.255.255

DHCP Mode - Bb160p pexxuma padbotsl ¢ npotokosom DHCP:

1. Disable - DHCP otkitoueH. BU ncnosnb3yer cTaTH4ecKue ceTeBble
Hactpoiiku. (IP, Mask, Gateway u ap.)

2. Client - BkmtoueHne pexxuma DHCP knuenta. BU nonyyaer cereBbie
HaCTPOMKH aBTOMaTUYECKHU MyTeM IMpokoBemarensHoro 3anpoca kK DHCP cepsepy.
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5.3.3 HacTpomnka y4€THbIX 3anuceun nonb3oBaTtenen

Basic Settings — User Accounts

B nanHOM paszznene conepxarcs HACTPOMKHM YUYETHBIX 3aIUCEH M0JIb30BaTEIIEH.

User list
User Name | Password | Access Right

1 Admin Edit

f-2

| Add New User |

Puc. 5.3.3.1 Coucok moin3oBareieii

[To ymo4anuio e IMHCTBEHHOM YYETHOW 3aMKChIO SBIAETCS YUETHAs 3aIKCh
aAMUHUCTPATOPa C HEYCTAaHOBJIECHHBIMUA UMEHEM I0JIb30BATENS U apos. T.e.
noctyn kK WEB- unrepdeiicy u Telnet mpoucxoaut 6e3 ayTeHTHDHKAIUH.

JI71st orpaHrYeHus TOCTYyIa 00s13aTENbHO CIEAYET CO3/IaTh KaK MUHUMYM
OJTHOTO TI0JIb30BaTeNs ¢ mpaBamMu Admin. U, mpu HEOOXOIUMOCTH OJTHOTO WIIH
HECKOJIBKUX ToJIb30Bartenel ¢ npaBamu User.

Paznenenue npas noctyna ocyiiectBisieTcs Bbioopom nosis Access Right

Auld Felit wser
T Mame wger |
MWeww Passoond T‘
Pazgzvoord Coafinn - El
Aecasy RBapht .

Aqply sl

Puc. 5.3.3.2 HacTpoliku nMeHU NOIb30BaTENS U ApOJIs
[Tonp3oBarens ¢ mpaBamMu Admin UMeET MaKCUMaJIbHbIE TIOJTHOMOYHS.
[Tonb3oBarens ¢ mpaBamu User nMeeT OrpaHMYEHHBIE MOJTHOMOYHSI, HE MOYKET
VU3MEHATh HACTPOMKU, UMEET OCTYI K CTATUCTUKE U JUATHOCTUYECKUM
uHcTpyMeHTaMm (Ping).

[Tocne mpuMeHEHUs TapaMeTPOB, €CIIM BCE TPOIILIO YCICITHO, OTOOPA3HTCS
coobmienue "Parameters accepted" n moTpedyeTcs MPOUTH aBTOPU3AIINIO, BBEIS
JIOTHH | TIapOJIb.

[Tpu coobmennn 06 ommoOKe, MOMPoOyHTE BBECTH TaHHBIE €IIIe Pas3.
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IMpumeuanne 1: /JanHbIe MO SABISIOTCS 005A3aTENbHBIMU JJI 3aTI0JTHEHUS.
MakcumanbsHasg JirHa - 20 CHMMBOJIOB. SI3BIK BBOJIA — QHTJIMHUCKHHN, CIICIICHMBOJIBI
MOJAJEPKUBAKOTCS

IMpumeuanmue 2: [Tons peructpo3aBUCUMEIE, T.€. €CTh pa3Huiia Mexay "Admin" u
"admin".

IIpumeuanmue 3: [lonnepxuBaercs 10 4 y4eTHBIX 3aIIUCEN.

5.3.4 OnucaHue yctpoucTBa

Basic Settings — Device Description

Dievics Mume
Tevice Tacwiom

Rerwce Canpimy

Puc. 5.3.4.1 Onucanue ycTpoiicTBa

Device Name - Ha3Banue ycrporiictBa

Device Location - PacnosnoxeHnne ycTpoicTaa

Service Company - KontaktHast nHpopmaiiusi 006CiIyKruBaroieid KOMIaHuu Uin
OTBETCTBEHHOTO JIUIIA

JlaHHBIE TIONIS SBIISIOTCS HEOOS3aTEIBbHBIMU JUIS 3aIIOJTHEHUSI M CITYXKAT JIUIITh
JUISL yOPOIIEHUs HACHTU(UKAIIUKA YCTPoiicTBa. MakcuMalibHas JUIMHA 3aruceit - 64
CHMBOJIa TIPU MCIIOJIb30BAHUHN AHTJIMMCKOTO s13bIKAa U 32 CUMBOJIA MPU
HCTIOJIb30BAHUH PYCCKOTO.
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5.3.5 HacTpouka sa3bika web-nHTepdenca

Basic Settings — Language

Language | English -
E h
Puc. 5.3.5.1. BeiOop si3p1ka

Teleport umeeT BO3MOKHOCTh BbIOOpa s3bIKa 111 Web-unTtepderica.
[TopnepxxuBaercs 2 A3bIKa: PyCCKUM U aHTIIMUCKUN. [I0 yMOI4aHuIo yCTaHOBIIEH
AHTJIMHACKUUN SI3BIK, OTHAKO €r0 MOYKHO IMMOMEHATh HA PYCCKUM, HO TIPU 3TOM HY>KHO
yOeauThCsl 4TOOBI HE ObLIO MPOOJIEM ¢ KOJAUPOBKAMH TEKCTa B Opaysepe.

B Web-unrtepdeiice ucnonnsyercsa koaupoka UTF-8.
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5.3.6 HacTpouka pexxuma TpaHcnsaLum

brnoku unterpanuu Teleport BHIMOMHSIOT CeAyIOMIUE PEKUMBI TPAHCIISIIIUN:

e TpaHcasuuw RS-485 uyepe3 Ethernet. [{ns 3Toro mexay IByMms win
6omnee(mo 32 ycrpoiictB) Onokamu Teleport ycTaHaBIWBaeTCS COCIWHEHHE Yepe3
Ethernet, mpu »ToM mnepenaroTcs naHHBIE MEXy mopramMu RS-485 Bcex OJ0KOB,
BKJIFOUEHHBIX B OJIHY TPYyMILY.

e mpeoOpazoBanne RS-485 B Ethernet. Ha cropone cepsepa
3amyckaercst mpwioxkeHue TFortis  Administrator, KoTopoe MpeaocTaBisieT
untepdeiic BuptyansHoro COM-mopTta, CBSI3aHHOTO C OAHMM MJIM HECKOJIbKUMU
omoxamu uHTerpauuu Teleport. (1o 32 ycrpoiicTB). Jpyrumu ciioBaMu opranusyercs
«BUPTYaIbHBIA KyaHa» MKy BUPTyadbHbIM COM-1opToM U 0JIOKOM MHTErpallyy.

®  TPAHCIALUMIO «CYXMX KOHTaKTOB» 4epe3 Ethernet m mnepexauy
aBapuMiiHbIX COOBITHI OT KOMMYyTaTopoB PSW. B sTOM pexume TpaHcaupyroTcs
cocTosiHuA BXOJ0B Ha Onokax Teleport mnu Bxoasl xkommytatopoB TFortis Ha
BBIX0J1bI Apyrux 6510k0B Teleport. (1o 32 ycTpoHCTB)

[Tpu Tpancnsuuu RS-485 uepe3 Ethernet ciienyeT yuuTsiBaTh, 4TO U3-

3a MpeoOpa3oBaHUsl JAHHBIX HEU30EKHO BO3HHUKAIOT 3a7epKku. Jlis

TOTO, 4YTOOBI HE BO3HUKAIO COOEB B pabOTE CHUCTEMBI, CIEIAYyeT

YYHUTHIBATh 3TO YYUTHIBATh, yCTaHABIMBAs TaiimMayThl. [logpoOHee mpo
METOJIMKY pacué€ra TaiMayToB CM. CTp. 95.

5.3.6.1 HacTtpouka cnucka yaanéHHbIX YCTPOUCTB

Teleport Settings — Remote Devices
Mevices List

Mame | Type I Address

b [ 12% Teleport-1 | 19216801 Infa Edit Creiata

Add New Remote Dicviee

Mame

Type | [Telepart-1 v

IP Aikidress ||

Puc. 5.3.6.1. noGaBneHre ynanéHHbIX YCTPOUCTB
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[IepBbIM 3TArOM B HACTOMKE CBS3KUA YCTPOMCTB, UCIIOIB3YIOIINXCS JJIS
TPAHCJISILUK COCTOSIHHS BXOJIOB THIIA «CYXOM KOHTAaKT» U NaHHbIX RS-485 aBnsercs
CO3/JJaHUE CIHCKA YCTPOICTB, Ha KOTOPBIE MNEPECHUIAOTCS JaHHbIe. CIMCOK
yAaIEHHBIX YCTPOMCTB 3al0JIHSIETCS TOJIBKO B TOM BKJIAJKE.

B 3TOT ciMcok 3aHOCATCS BCE YIAIEHHBIE YCTPOMCTBA, C KOTOPBIMU MOXKET
B3aHMOJICMCTBOBATH JIOKAJIbHOE YCTPOUCTBO. MEXaHU3MbI B3aNMOICUCTBUS
(TpaHCHAsUMM) HACTPAWBAKOTCS MO3XKE B APYTHX pa3feiax.

[Ipu noGaBiaeHMU HOBOTO YCTPOWCTBA 3aNIOJIHAIOTCS CIIEAYIOLINE MOJIA:

Name — onucanue yCcTpoicTBa, 3TO MOJIE MOKHO HE 3allOIHATh, HO OHO
MO>KET MOMOYb IS AaJIbHEUIEN UACHTU(PUKALIMKY YCTPOUCTBA.

Type — tun yaan€HHOro ycTpoucrsa,

IP Address— IP anpec ynanéHHoro ycrponcrna

Haxxatue kHonku Apply coxpaHsieT HaCTPOUKH.

Knonka Edit — pegakTupoBaHue HaCTPOEK YJAAJIEHHOTO YCTPOiicTBa, a Delete —
yJaJCHHUE.

[Tpu naxxaruu Ha Info Gyner mokazana nmoapoOHas nHdopmarus 06
YCTPONCTBE, CTATyC COSAMHEHUS, YUCIIO BXOJOB/BBIXO/IOB H JIp.

Remote Device Info

Name 123

Type Teleport-1
Inputs num 3

Outputs num 9

IP Address 192.168.0.1

Connection status | Not connected
RX mngmt frames | 0

TX mngmt frames | 0

Refresh

Puc. 5.3.6.2. nonpo6Has uapoOpMaIms 00 yCTpoHCTBE
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5.3.7 HacTpouka nopta RS-485
RS-485 — RS-485 Settings

B nannom paszgene npousBoauTcs HacTpolika nopta RS-485. Hactpoliky
MOKHO Pa3JIeIuTh HAa 2 4aCTU: HACTPOIKa (PU3NUECKUX MapaMeTpoB UHTEpdeiica u
pexUM pabOTHI.

Hactpoiika ¢pusnyeckux napamerpoB uHrepgeiica:

e Baudrate - ckopocTs opTa(OUT B CEKYHTY)

e Parity - npoBepka Ha u€tHOocTh: Disable - otkitouena; Even - Yer.;Odd -
Heuer.

e Data Bits - yncio OUT JaHHBIX

e Stop Bits - yuco cTonoBsIX OUTOB

RS-485 Settings
Baudrate | 9600 |

Parit

Data Bits
Stop Bits
Puc. 5.3.7.1. nactporika RS-485

Hacrpoiika pexuma padoTsbl
Operalion mode

Mode | RS-485 - Ethernet e
| Cabilea |

Modbas RTUSASEIL Cliers

Puc. 5.3.7.2. nacTpoiika pexuma padoThbI

Jlns uatepdeiica moaaep>KUBaeTcs ABa pexkuMa pabOThI | TPAHCISAIUS TaHHBIX
RS-485 yepe3 Ethernet u knmuent Modbus RTU/ASCIL.
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Pesxxum Tpancasuun RS-485
B sToM pexxnMe HE0OX0AMMO YCTAaHOBKOW COOTBETCTBYIOIIUX TaJIOUEK

yKa3arh, C KAKUMU YJaJEHHBIMU YCTPOMCTBAMU OPTraHU3yETCsl CBSI3b.

Chperation mimle
Mlode RS5-4385 -= Etharnet -
¥ TLP-11
C TLE-1Z
TLE-12
TLP-14
TLP-1%

Puc. 5.3.7.3. HacTpolika ciMcKa y1aJ€HHbIX YCTPOUCTB
B Takom ciydae gaHHBIE € JIOKQJIBHOTIO MOPTA YCTPOMCTBA TPAHCIUPYIOTCS HA
nopt RS-485 BeiOpanHoro ynanéunoro ycrpoictsa (TLP-11 Ha puc. Bbie).

[TogpoGHee nmpumep HacTporku paccMoTpeH B paznene 5.3.1 (IlepBoe

BKJIIOUEHHE, OBICTPBIN CTAPT)

Pexum kianenra Modbus RTU/ASCII
B strom pexxume Teleport sBisiercst kimuenToM npotokosioB Modbus RTU wunu
Modbus ASCII. Cama Hactpoiika mporokona Modbus npou3BoguTcs B B paszzeie

5.3.10 - Hacrpoiika Modbus.

bnoku nnrerpauuu Teleport. PykoBoacTBO MO 3KCITyaTaluu
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5.3.8 HacTpouka umncgppoBbix BXoAOB

Inputs/Outputs — Inputs

Tnpanes
Active | Descrnighoo Ciperanon Mode Feanote Llevice | Eemode ol | Ioverss | Corrent Stade
1| &A |apTuRE gEdseHns. || Pay Cormedom v | 1123 v [Dut 1w C Cipen
i Il

o |:L2|.I!-i.!II b el ::n'.::.-':r‘!i:\-'. *u‘_ _I.::I | T o] Chsen

O | LUipen

Apjaly

Puc. 5.3.8.1. HacTpoiika BXOJ0B

Bxopp1 O0510ka MHTETpallui MOTYT OBITh PETPAHCIUPOBAHBI HA BBIXO]T IPYTOTro
YIAJIEHHOTO yCTPOMCTBA.

Active - pa3penienue padoTsl Bxoja. Eciu rajmodka ycTaHOBJI€Ha BXOJT
CTAHOBUTCSI aKTUBHBIM U €TI0 COCTOSTHUE MOXKET ObITh PETPAHCIMPOBAHO HA
YAAJIEHHOE YCTPOUCTBO.

Description - orcanue Bxoaa, MOXKeET OBITh UCITOIB30BAHO JIJIS 00JICTYSHUS
mpoIiecca HaCTPONKH.

Pair Connection - pexxum "mapHoro coequHeHus", COCTOsTHUE BXoj1a Oy et
TPaHCIMPOBATHCS HA BBIXOJ YAAJIEHHOTO yCTpoucTBa. Ha TaHHBIM MOMEHT 3TO
€AMHCTBEHHBIN peKUM pabOThI BXOA.

Remote Device - ynanéHHoe ycTpoiicTBO, Ha KOTOpOE OyI€T TPaHCIAUPOBATHCS
cocrostHue Bxona. Ecnu Bxo akTuBeH, To HEOOX0AMMO yKa3aTh KyAa 3TOT
BXOJl PETPAHCIMPOBATh, TO ECTh 33JaTh yIaJEHHOE YCTPOUCTBO.

Remote Port - Homep BhIX0/a yIaIEHHOTO YCTPONCTBA, HA KOTOPBIN OyIeT
TPaAHCIMPOBATHCS COCTOSIHUE BXO/1a

Inverse - nuBepcus Bxoaa. Ha yganénnoe yctpoiicTBo OyaeT
pETpPaHCIMPOBATHCA MHBEPCHOE COCTOsIHME BXoAa. Harpumep, 1ipu 3aMbIKaHUN
JATYUKA, MIOJKJIFOYEHHOTO K 3TOMY BXOAY, BBIXOJHOE PEJIe HAa yAAIEHHOM
YCTpOHCTBE OyIeT pa3MbIKAThCS.

Current State - TeKy1iee COCTOSHHUE BXOA:
Open - BXoa pa3oMKHYT, Jorudeckui "0"
Short - Bxox 3aMkHYT, jorudeckas 1"

Hactpoiiku npuMeHSIOTCA U COXPAaHAIOTCS Nocie HaxaTus Apply.

Ecnu HeT He0OX0UMOCTH B PETPAHCISLIUK BX0/1a, HO HEOOXOUMO KaKUM-

bioxu unterpamuu Teleport. PykoBoACTBO MO AKCILTyaTaiiu 37



T Fortis

1160 00pa3oM y3HaBaTh O COCTOSTHUM BXO/1a, TO JUISI STOTO MOYKHO BOCTIOJIH30BATHCS
PAIOM CIIOCOOOB:

1) mosyyeHue cooOIIeHNn 0 3MEHEHUH COCTOSIHUS BXO/Ia MO MPOTOKOITY
Syslog, SMTP, SNMP-Traps.

2) OTIpaBKO# 3ampocoB 1o npotokory SNMP

3) otmpaBkoii 3anpocoB 1o mpoTokory Modbus

5.3.9 HacTtpouka umcdpoBbIX BbIXO40B
Inputs/Outputs — Outputs

fknrmnty

i PSR T O wraneii o, Toaauele Dayviss | 5l Eii Sk LA S

I

Coitncclion ™ | TP il - = Qo =) e

i Psl- Conneclon v | ToR-dx v Do gl L BT
i Pal Comnschon v | ToRed3 e Lasiciane | O
| Fm sl - bl L
5 Heansl o Irmn ¥ LieEn
& Haoruil - Does e

Haruzl - Qoey v Ui

Puc. 5.3.9.1. HacTpoiika BBIX0JI0B

biiok uHTErpanuu CoIepKUT HECKOJIBKO YIPABISEMbIX HU3KOTOUHBIX
TBEPJIOTEILHBIX peJIe.
Brixoapl moaaepkuBaOT HECKOJIBLKO peKUMOoB yrpasieHus: (Operation Mode)
1. Pair Connection - PexxuM mapHoro coeiuHeHus. B aToMm pexume

BBIXO/I UCMOJIb3YETCS ISl PETPAHCIIALIMU COCTOSIHUS BXOJa yIAIEHHOTO
ycTporcTBa. Ha ynanénnom ycTpoiicTBe(C KOTOPOro HEOOX0IUMO
peTpaHCIupoBaTh BX0M) BX0/ nepeoautca Takxke B Pair Connection.
Jli1st 9TOTO peXkrMa HEOOXOUMO YKa3aTh yAal€HHOE YCTPOMCTBO B MMOJIE
Remote Device. Ecnu yian€éHHoe ycTpoliCTBO HE YKa3aHO, TO BBIXOJI HE
OyJlleT pearupoBaTh Ha YIpaBISAIONIME KOMaHIbl. B TaHHOM pekume
Bbixoa MoeT ObITh U3MEHEH TOIBKO 0 YIPABISAIONICH KOMaHE OT
BXO/1a.
Ecnu B xoz1e paboThl npomnasa cBs3b ¢ yAAIEHHBIM YCTPOHCTBOM, TO
COCTOSIHME BbIXOJa nepeBoauTcsa B coctosinne Err. State.
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2. Manual - Pexxum pyuHoro ymnpasieHus. Beixoa MoKeT ObITh BpyUHYIO
YCTaHOBJIEH B HY»HO€ cocTosiHue yepe3 Web-unrepdeiic unu Telnet.
Open — BBIXOAHOE peie pa30MKHYTO.
Short — BbIXOIHOE peie 3aMKHYTO.
Taxoxe B 7TOM pexuMe TOPT MOXKET ObITh YCTAaHOBJICH B
COOTBETCTBYIOIIIEE COCTOSTHHE uepe3 MpoTokoiasl SNMP, Modbus wim B pexume
CETEBOI0 KOHTPOJUIEPa BXO10B/BBIXO/IOB.

JIJ1s1 MOHUTOPHHIA COCTOSIHUS BBIXOJ0B MOYKHO MCIOJIB30BATh HECKOJIBKO
BapUAHTOB:

1) mosrydeHue cooOIEeHn 0 N3MEHEHUH COCTOSIHUS BBIXOJa TI0 MTPOTOKOTY
Syslog, SMTP, SNMP-Traps.

2) OTOpaBKOM 3alPOCOB O COCTOSIHUM BbIX0J1a MO MpoTokosry SNMP
3) OTIIpaBKOMH 3alIpOCOB O COCTOSIHMM BbIXOJa 0 poTokoiy Modbus
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5.3.10 Hactpouka Modbus
Inputs/Outputs — Outputs

Modbus Settings

Modbus State

Modbus Mode |h1cd|:|Ls TCP V|

Puc. 5.3.10.1. HacTpoiika BbIXO/I0B

bnok nnterpauuu Teleport moxeT Ob1Te Modbus kuenTom. [lognepxuBarorcs
PEXKUMBI:

e Modbus TCP
e Modbus RTU
e Modbus ASCII

ITo mpotokoiry Modbus MOKHO CYUTHIBATH COCTOSIHHE BXOJIOB M BBIXOJOB U
YIIPABJISITh BBIXOJAMH.

AJpecHoe MpOCTpaHCTBO yist mpoTokosia Modbus

azapec 3HAYCHHE

00001-00009 Cocrostaue 1 poBbIX BIXOA0B 1 Teleport-1
(00001) (Teleport-2)

10001-10003 Cocrosinue g poBbix BxoaoB ajs Teleport-1
(10001-10005) (Teleport-2)

brok uHTerpanuu noanepKUBaeT cieayrnye GyHKIHU MPOTOKOIA:
e (0x01) Read Coil Status — uteHue 1udppoBOro BeIXoAa
e (0x02) Read Discrete Inputs — urenue nuudpoBoro Bxoa
e (0x05) Write SingleCoil Status — 3anuch eTMHAYHOTO BBIXOA
e (0xOF) Write Coil Status — 3anuch rpymnibl BEIXOJ0B
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5.3.11 HacTpouka pexxuma ceTeBOro KOHTposnepa BXxoaos/BbIXoaoB
Teleport— PLC

bnok uaTerpanuu Teleport momanepxuBaeT (yHKIIUU CETEBOTO KOHTPOJLIEPA
(ympaBieHHE BXOJJaMHU U BBIXOJaMH).

State Disable -

UDP Port | 7000

Period 1000

Server 1 a a a a
Server 2 0 0 0 0
Seiver 3 a a a a
Server 4 1] ] ] a

Puc. 5.3.11.1. HacTpoiika pexxuma ceTeBOro KOHTpoJIIepa

State - cocTosinue. Enable - Bxirouenue noanaep:xxku ¢pynkuuu, Disable -
BBIKJIFOUCHHE TIOJICPIKKH (DYHKITHH.

VYrpaBieHue BbIX0AaMH OCYIIECTBIIsIETCs yepes http-3ampoc Buaa:
xx.xx.xx.xx/digitaloutput/all/value?DO0=0& DO 1=1&D02=0, rae
XX.XX.XX.XX - [P agpec Oioka,
DOO0=0 - ycranoBka Bbixojia 0 B coctosinue 0(pa3oMKHYTO),
anajnornuyno DO1=1 gns Beixona 1 B cocrosinue 1(3aMKHYTO). AHAJTOTUYHO U
JUISl APYTUX BBIXOJI0B

[Tonmy4yeHue cocTOSTHUS BXO/IOB OCYILIECTBIISIETCSA MEPUOANYECKON OTHPABKOI (C
nepuoaoM Period, 3agaércs B mc.) UDP naketoB Ha mopt UDP Port u agpeca
cepBepoB (Server 1 - Server 4). opmaT oTIIpaBKM COOTBETCTBYET opMary B
koHTposuiepax Advantech ADAM6066.
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5.3.12 HacTpouka cnucka coobiTnmn

Events — Event List

bnok unrterpanuu Teleport umeeT mUpoKrue BOZMOKHOCTHU 10 00ECIIEYEHUIO
yaA00CTBa aIMUHUCTPUPOBaHUS. BaxkHyt0 pOJIb B 3TOM UTPAET MEXaHU3M
HEMEIJICHHOTO YBEAOMIICHHS aIMUHUCTPATOPa O MPOU3OMIECIINX COOBITUAX
MOCPEJICTBOM PA3TMYHBIX MEXaHU3MOB, TakuX Kak Syslog, SMTP (e-mail) unu
SNMP Trap.

B B nmeetcst BO3MOKHOCTh THOKO HACTPOUTH pearupoBaHKe TOJBKO Ha
MHTEPECYIOIINE COOBITUS U TPUCBOUTH UM COOTBETCTBYIOIINN YPOBEHb BaXKHOCTH
(Tonbko nyst ipoTokoia Syslog). Yposuu mensitorcst oT 0 10 7, rae 0 - HauBbICIINMA
YPOBEHb BaXKHOCTH.

Paranrieirs | State | Level

Syslem = {4} Waming -
[mpits o {4} Waming -
Oyl | (6) Informational -

Puc. 5.3.12 Cuucox coObiTuii

OO6menpunsTa cieayronas rpajaus ypoBHEH:
e (0) Emergency: cucrema HepabOTOCIIOCOOHA

e (1) Alert: cucrtema TpeOyeT HEMEIJICHHOTO BMEIIATEIbCTBA
(2) Critical: cocTosiHrE CUCTEMBI KPUTUYECKOE
(3) Error: cooOmieHust 0 BO3HUKIITUX OITHOKaX
(4) Warning: npenynpexaeHus 0 BO3MOXHBIX TpoOiemMax
(5) Notice: coob1ieHus 0 HOpMAJIBHBIX, HO BaXKHBIX COOBITUSIX
(6) Informational: undopmarmonnsie cOOOICHHS
(7) Debug: oTiafouHbie COOOIIEHUS

Hcnonb3ys Takoe JIOTMUecKoe pa3/ieieHrue YPOBHEN BaXXHOCTH COOBITUM, HA
CTOpPOHE cepBepa MOKHO MO-pa3HOMY MX 00pabaTeiBaTh. Hanmpumep, cooOmieHus o
COOBITHSIX C ypOBHEM 0,7 MOTYT IIPOCTO THCATHCS B KypHaAJI COOBITHIA, & COOOIICHUS
0 coOBITUAX C YypoBHEM (-3 BBIBOIATCS OMEpaTopy.

HacTpoiiku pa30ouThl Ha HOATPYIIIBI IO KATETOPHSIM:

o System - U3MEHEHHE COCTOSHUS CUCTEeMbI(TIepe3arpy3ka, 0OHOBIIEHHUE, COPOC
Ha 3aBOJICKHE YCTAaHOBKH U Jp.)
o Inputs — coOpITHE TPU N3MEHEHUHN COCTOSIHUS BXOJIOB

o Outputs - coObITHE TPU U3MEHEHUN COCTOSHUS BBIXOI0B

bioku unterpamuu Teleport. PykoBoACTBO MO AKCIUTyaTaiiu 42



T Fortis

5.3.13 HacTtpowuka Telnet

Basic Settings — Telnet
Telnel Seltings

Slale Fratie v

Option Echa | Enable S

TFTP Scitings
Slate | |Frable -=|

Port | [

Puc. 5.3.13.1. Brirouenue Telnet u TFTP

Telnet - mpoToKoJI 1 peann3aluu yAaIEHHOIO YIPaBICHUS CETEBbIM
o0opyZ0BaHUEM, OCHOBaHHbIN Ha npoTokosie TCP nopt 23.

[To ymomuanuio Telnet BKiIIOUEH, 110 KETaHUIO €70 MOKHO OTKJIFOYHUTb.
Jlorun u mapons i goctyna kK Telnet Takue ke, 4TO UCTIONB3YIOTCS ISl IOCTYyIIA K
web-unrepdeiicy.

Option Echo — onmust mporokosna Telnet, mo ymonuanuio onius BKIOYEHA.

Kpome Toro cyimiectByetr BO3MOKHOCTh IIPOU3BOIUTH OOHOBIIEHUE MTPOILIMBKU
yepe3 Telnet, npu aTom ucnonbizyercs nmporokoa TFTP.

[Tockosbky nmpotokos TETP He siiisieTcst 3aUIEHHBIM, TO OH 10 YMOJIYaHUIO
BbIKITIOUeH. [Ipr HEOOXOIUMOCTH MOKHO BKITFOUUTD, 4 TAKKE U3MEHHUTD
crangapTHeiii UDP nopt (69) Ha apyroii.

bonee moapoOHO KoHGUTYpUpOoBaHue npu nmomomu Telnet paccmorpeHo B
pazzene 5.4.
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5.3.14 Hactpouka SNTP
Basic Settings — SNTP

e LI Fmhip W

Berver TR address | 12 ew |0 [

Servar Mo

ume Zoqe = W

HFerind U o

Puc. 5.3.14.1. Hactpoiika SNTP

SNTP (Simple Network Time Protocol) — mpoToko:1, ¢ MOMOIIBIO KOTOPOTO
OJIOK CHHXPOHU3HUPYET CBOM BHYTPEHHUE YaChl C BHEIITHUM CEPBEPOM TOYHOTO
BpPEMEHU.

Teleport He coEP>KUT BCTPOSHHBIX YAaCOB PeaIbHOTO BPEMEHH, TO3TOMY IS
MOJIYYEHHS CBEAEHUI O TEKYLIEM BPEMEHU HEOOXOAUMO UCIIOJIb30BaTh IPOTOKOI
SNTP. Ilpumenenue nporokona SNTP He siBnseTcst 00s13aTeIbHBIM, OCHOBHBIE
¢bynkunu BU Hukak He cBszanbl ¢ SNTP. Ognako, s ynpouieHus
aaMuHUCTpupoBaHus Teleport moanepKuBaeT 3anuch KypHasla COObITUN B «UEPHBIM
ALIUK», OTIIPABKY syslog- u e-mail- cooOuieHuit 0 COOBITUAX aAMUHUCTPATOPY CETH.
N B 511 coobmIeHUs, TIpU BKIIFOYEeHHOM TTpoTokosie SNTP, noGammnsercs mrammn
BPEMEHH, YTO B CBOIO OYEPEIb MOXKET IOMOUYb aAMUHUCTPATOPY IIPHU 00CTYKUBAaHUN
CETH.

ITapameTpbl HACTPOMKMU:
State — cocTosiHue
Server IP address - IP anpec SNTP cepsepa
Server Name — nomenHoe nmst SNTP cepepa. Eciin 3aman [P agpec cepsepa
Y IOMEHHOE UMsI OJTHOBPEMEHHO, TO puoputeT otaaércs [P anpecy
Time Zone - yacoBoii nosic (otkionenue ot UTC)
Period - nepuoa BpeMeHU CUHXPOHU3AIMHU C CEPBEPOM.(B MUHYTaX)
Synchronize — npuHyuTENIbHAS CHHXPOHU3AIMS BPEMEHH (7151 IPOBEPKU
HaCTPOEK)
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5.3.15 HacTtpouka Syslog
Events — Syslog

Syslog — craHmapT oTIpaBKH COOOIIEHUN O TPOUCXOSAIINX B CUCTEME
coObITHSX (J10TOB), HcToab3ytomuiics B [P cetsx. [Iporokon syslog mpoct: mpu
HACTYTUICHUU OTIPeIeTICHHBIX coObITHH, Teleport mochlIaeT KOPOTKOE TEKCTOBOE
cooO1uieHue, pazmepom MeHble 1024 6aitt nonyyartento coodmenusi. CooomeHus
ornpasisitorest o UDP (mopt 514). Syslog ucnonb3yercs ajist y100cTBa
aJIMUHUCTPUPOBAHUS U o0ecrieueHus: UHOOPMaMOHHOW 0€30MaCHOCTH.

Nmeercs BO3MOKHOCTh THOKO HACTPOUTDH TOJIBKO MHTEPECYIOLINE COOBITUS U
MPUCBOUTH UM COOTBETCTBYIOIINI ypOBEeHb BaxkHOCTH. (Bkitanka Events — Event
List ) YpoBuu mensitorcst ot 0 10 7, rae 0 - HauBBICIIMKN YPOBEHb BaXKHOCTH.

OO6menpuHsTa caeayronias rpajamnus ypoBHE:

¢ (0) Emergency: cucrema HepaboToCrocooHa

e (1) Alert: cuctema TpeOyeT HEMEJICHHOTO BMEIIATEIHLCTBA
(2) Critical: cocTosiHME CUCTEMBI KPUTHYECKOE

(3) Error: cooOmeHust 0 BO3HUKIINX OIIHOKaX

(4) Warning: npenynpex/ieHus 0 BO3MOXKHBIX IIpodiiemMax
(5) Notice: cooOmeHns1 0 HOpPMAJIBHBIX, HO BaXKHBIX COOBITHSIX
(6) Informational: undopmanrionasie cooOIICHUS

(7) Debug: oTitaouHbIe COOOIIEHUS

Hcnonb3ys Takoe JIOTHYECKOE pa3JeieHue YPOBHEN BaXKHOCTH COOBITHM, Ha
MPUEMHOM CTOPOHE MOKHO MO-pa3HOMY UX 00pabateiBaTh. Hampumep, cooOienus o
COOBITUSIX C YPOBHEM 6,7 MOTYT MPOCTO MHUCATHCS B *KYpPHAJI COOBITHI, a COOOIICHUS
0 COOBITUAX C YypoBHEM (-3 BBIBOIATCA ONEPATOPY.

®opmat Syslog coodmenus
CornacHo ctanaapty Syslog cooOiieHne umeer cieayromui Gopmar:
<ypoBeHb BaxkHOCTU><7aTa u Bpems><IP anpec ornpaBurens><cooOuieHne>

I[Ipumeuanme: oOpaTUTe BHUMAHUE, YTO B T0JI€ <JIaTa U BPEMS> MMOJICTABIISETCS
JaTa v BpeMsl ojiydeHHble o npotokoiny SNTP. Eciu nanHble BpeMeHU He
nosryueHbl i SNTP He HacTpoeH, TO B moJie <aTta ¥ BpeMs> MOJICTaBISETCS BpeMs
B CEKYH/IaX, MPOLIE/IIECEe C MOMEHTA MTOJa4y MUTAHUS.

Paccmotpum 310 Ha npumepe. IlycTs y Hac 1aHO coOOIIeHE, TOTYYECHHOE
nporpammoit Wireshark:
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LOCALO.WARNING: <245>192.168.0.2 Port #4 Link up
Puc. 5.3.15.1. SNTP ne HactpoeH
Kak BuiM, BpeMs He HACTPOEHO, MOICTABIEHO 3HAUEHHE C MOMEHTA CTapTa.

LOCALD. WwARNING: Sep 22 10:08:43 192.168.0.2 Port #4 Link Dowmn
Puc. 5.3.15.2. SNTP nactpoen
A Temnepb COOOIICHUE UMEET CTAaHAAPTHBIN IITAMIT BPEMEHHU.

Hactpoiika Syslog Ha bJiioke nHTerpanuu

HacTtpoiika He npeacTaBisieT 0coboit cioxkHocTH. [lepBoe, 4To Hy)KHO cAenaTh —
ATO BBIOpATh MHTEpECYIoNe coObITHs BO BKIaake Events — Event List. Harmpuwmep,
HAC MHTEpECyeT COObITHE N3MEHEHHUS BXOJIOB.

Parametrs | State | Level

Svsiein {47 Warming -
Inputs = {41 Waming -

Chamonats {6) Tnformational  «

Puc. 5.3.15.3. BeiOupaem coObiTHE
3arem Bo Bkiaake Events — Syslog Settings Bkitouaem paboTy ¢ MPOTOKOJIOM

Syslog n ycranaBnuBaem IP aapec cepBepa, Ha KOTOPBIN Oy IyT MPUXOJIUTH
COOOIIIEHUS.

State Enable -

Server [P address | 192 168 0O 104

Puc. 5.3.15.4. Hacrpoiika Syslog

IHony4yenue Syslog cooO0mennii

[Tocne HacTpoOiKM OJI0Ka HHTETPAIlH, TIEPEXOJUM K HACTPOUKE cepBepa.
Paccmotpum npumep st OC Windows. CyiecTByeT 00JIbIIIOe YUCIIO MPOrpaMM st
paboThI ¢ syslog-cooOmieHusiMu. BoT HeKOTOpbIE U3 HUX:
e Kiwi Syslog
Syslog Watcher
Datagram SyslogServer Suite
syslogbroadband
LogZilla
Syslog Server Free Tool
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OcranoBuM cBoit BeIOOp Ha nporpamme Kiwi Log Viewer - 310 GecrimaTHas
ynpoineHHas Bepcus nporpammbl Kiwi Syslog Server. Ho Tem He MeHee oHa
YJIOBJICTBOPSIET MIOCTABJICHHBIM 3a/1a4aM.

Anpec nns 3arpy3ku - http:// www.kiwisyslog.com/downloads.aspx

YcTaHoBKa MporpaMMbl HE OTIIHYAETCS 0CO00# CIIOKHOCTBIO, STUHCTBEHHOE, B
okHe Chose Operating Mode ycranosute Install as Service (B atom ciyuae Kiwi
Syslog ycTanoBuTCS Kak ciryx0a: Oyaer 3amyckaTthes ipu crapte OC u pe3uIeHTHO
CUJIETh B Tpee)

==

i i Tyidog Diaeroos. 348 Jnstaley [T HES

i

0 |yiall Kb Boilong [l pemim a3 8 Saivite

Thiz apriian sty Five Syslog Deerson o & Windevo v, alesang Ba
Degrae B run malheit e T or s 10 Kgen 10 Wnoas. Thes npdion kg
mainis Hw vl Syalag Dearson Marager whichn usc & o Bw aervica.

Chiwse Cipescating, Maods
T oy £ B T 0 8 ST £ BDpaCaTen

Iyl Kl G g Daoma a5 B Al ahos

Thez opion rxisls M Sysiog Desrson a3 & fypiost Winoovwa applcskiony,
P BB 10 g 1 Wikes befone naveng the sackoaton,

clak || Meirx | | Cens

Puc. 5.3.15.5. YcranoBka nporpammel Kiwi Syslog

[Tocne ycranoBKH, 3anmyckante nporpammy. [1o ymoiruanuio B TIIaBHOM OKHE
OyayT oTOOpakaThCsl BCE MPUHSATHIE COOOIIEHUS. DTU COOOIIECHUS TUTITYTCS B
TEKCTOBBIH (haiiy. Taxke ecTh BO3SMOKHOCTh HACTPOUTH MEPECHUIKY Ha email.

L i
Bin zdi Pws Halz
L P ke M0 Moted] -
LHE T Tiwrmy Filwiig Hrampam  Meswagn
IEL2E-ANC PEHA Derslliwamrg TI2TA0T  Sag 70 TR TR TGREET 127 1.270 kap: ardl fSn G000 bsba 277
P22 BIesdR1 0 raoddli Dabaiy 152 1101 San I0CIEATSE 190 16E B 113 7 L0010 g s bopeabyg ahangs =07
IR0 PN BpadDWlymaey D2 IRAOL B 30 I0CAD AT TR IGEE 1 IF L L2 0 teap, mont ik FET loar ' T*

Wik TEPR

Puc. 5.3.15.6. UnTepoeiic mporpammsl Kiwi Syslog
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5.3.15.1 Cnucok coobuweHnn Syslog

Ta6muma 5.3.1. Crincok Syslog coobmienunii

Web-interface authentication: Ok

Bxonx na WEB-unTepdetic ¢ mapoiem

Update firmware x.x.X

Oo6HoBieHue 10

Default settings

COpoc HacCTpOEK Ha 3aBOJICKUE YCTAHOBKHU

Clear ARP cash

Quuctrka ARP x»1a

Start after power reset

CTapT IIOCJIC CHATHSA IIUMTaHUA

Start after reset

Crapt mocnie mepesarpysku

Output 1 is changed

Brixon 1 usMeHWI COCTOIHUE

Input 1 is changed

AxTuBeH BXxo | (¢ ykazaHUEM TEKYIIETro
COCTOSIHUS)

Tamper is changed

CpaboTai qaT4vK BCKPBITHS KOpiryca (s
Teleport-2)

bnoku unrerpauuu Teleport. PykoBoacTBO MO 3KCITyaTaluu
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5.3.16 Hacrtpoiika SMTP
Events — SMTP

Kparkuii ciicoxk TepMUHOB.

SMTP — (Simple Mail Transfer Protocol) mpoTokosn nepegaun e-mail
coobmienwnii mo cetu. SMTP ucnonb3yercst s mepenadu COOOIMICHU Ha ITOYTOBBIN
cepsep. st momydenust cooOIIeHnii ¢ MOYTOBOTO CepBepa KIMEHTCKUE
MPUIOKEHUS OOBIYHO UCIOJIB3YIOT MPoTOoKobl POP 6o IMAP.

ITapamMeTpbl HACTPONKU:

State — cocrositnue SMTP

Server IP address - IP anpec nouroBoro cepsepa

Server domain name - JOMEHHOE UMsI IOYTOBOIO CEpBEpPA

Port - Homep TCP nopra, uepe3 KOTOpbIii TpoUcXoauT oTipaBka nucem (0 - 65534).
ITo ymomyanuto 25.

Sender e-mail address - mouToBHIIf afipec oTnpaButens. B mucbMme oToOpaxkaeTcs B
nosne From

Receiver e-mail address - mouToBsIii afgpec nonyyatens. B nuceMe otobpaxkaercs B
nosne To. J[J1g JOMOJHUTENBHBIX BO3MOXXHOCTEMN MOJIB30BaTENECH TOCTYIHO 10 3
IIOJTy4YaTeIIeH.

Subject - Tema nucbma.

Login, Password - jorun u maposb, €CJIM OYTOBBIN cepBep TPeOYeT NpoLeaypy
ayTeHTU(PUKALIUU.

Ecau 3TH noJist 3a1oIHEHbI, aBTOMAaTUYECKH BKJIFOYAETCS MEXAHU3M
ayTeHTuuKanuu ¢ cepBepoM. Ecitu mosst octaBlieHbl MyCTHIMU, TO JEHCTBYET
MexaHu3M 0e3 ayTeHTU(UKAIUH.

BU Teleport mognepxkuBaet merozasl ayTeHTHGUKan AUTH PLAIN u AUTH
LOGIN.

[To ymonuanuto, ecnu ykasad I[P aapec cepBepa, cOOOIIECHUSI HAPABIISIIOTCS HA
9TOT aapec. /s ucrnonb30BaHusa JOMEHHOTO NUMEHH, ycTaHoBuTe Server IP address
B 0.0.0.0 u ykaxute JOMEHHOE UMs B nosie Server domain name.

IIpumepsb! HacTpoiiku SMTP

Cy1iecTByeT HECKOJIBKO BAPUAHTOB OpraHU3aIluy Pa0OThI AJIEKTPOHHON MOYTHI:
e B JIOKaJIbHOM CETH HAXOAUTCS CIIEUATBHO BBIJCICHHBIA IIOYTOBBIA CEPBED.
e llcronp3yeTcs BHEIIHUM ITOYTOBBINA CEPBED.

vy KaXXI0ro BapuanTa €CTb CBOM JOCTOMHCTBA U HCAOCTATKU. BapI/IaHT C
BBIACJICHHBIM ITIOYTOBBLIM CCPBCPOM MOKHO ITIOPCKOMCHAOBATL B TOM CJIydac, CCJIN
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CETh BUIACOHAOIOICHUS (PU3NICCKU OT/IeNIeHa OT ceTh IHTepHET M HEBO3MOYKHO
WCITI0JIb30BaTh BHEIITHUE TIOUYTOBBIC CEPBHCHI, JINOO B CETH YK€ CYIIECTBYET
MOYTOBBIIN cepBep U HE TPEeOyETCs JIOMOIHUTENbHBIX YCUIIHH 110 CO3JJaHUI0 U
noj/iep>kaHuio paboThl cepBepa. Mcnonb30BaHe BHEITHUX MTOYTOBBIX CEPBUCOB
JieJaeT HaCTPOMKY IpoIie U ObICTpee, N30aBIISIET OT HEOOXOIMMOCTH COJICPKATh
MOYTOBBIN CEpBEP, OJTHAKO B TAKOM CITydae TPEOYeTCs MOCTOSTHHOE MOAKITIOUEHUE K
cetu IHTEpHET, 4TO HE BCErIa MOXKET OBITh BOBMOYKHBIM M3-32 MOJTUTHK
0€30MacHOCTH MPEANPUATHS.

5.3.16.1 IlpuMep HACTPOMKHM € MOYTOBBIM CEPBEPOM BHYTPH JIOKAJIBHOMN CeTH

4

SMTP client
192.168.0.3

SMTP server
192.165.0.2

B

FPSW-2G
192.166.01

Puc. 5.3.16.1.1 Ctpykrypa cetn

IHocTaBuM 3a1a4y cieAyOIIUM 00pa3oMm:

[TycTs Tpebyercs Hactpoutsh SMTP Ha koMmmyTaTope SW2 (PSW-2G) ¢ IP
192.168.0.1 my1st OTCHUIKM COOOIICHH 00 M3MEHEHNH JTUHKA HA MTOPTaxX KOMMyTaTopa
PSW-2G Ha kommnbrotep oneparopa 192.168.0.3.

[Tockonbky nporokona SMTP He npeanoiaraet xpaHeHWe COOOIIEHUHN U BbIaYy UX
MOYTOBOMY KJIMEHTY, B CETh HEOOXOIMMO BKJIIOUUTD MOYTOBKIN cEpBEP
(192.168.0.2).

BriGepeM 1151 Halel ceTd IOMEHHOE UMsI companyname.com
s PSW-2g Beibepem e-mail agpec psw2g@companyname.com,
st SMTP cepBepa - server@companyname.com,

JUIS KJIMeHTa - client@companyname.com .

Hactpoiika Teleport a

[TepBoe — 310 TpeOyeTcs yKkazath COOBITHE, TTPU HACTYILJICHUU KOTOPOTO
OyzAeT BhICHIIAThCS cooluieHne. B Hamem cioyyae 3T0 cOObITHE U3MEHEHUS JIMHKA.
Jlnst atoro Bo Bkiagke Events — Event List cTaBuM rajodky HanpoTHB HY>KHOTO
COOBITHSI.
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™1 Wam-ramg
Pari.Pal 11 Linking

LIEE ) BB T T =

Puc. 5.3.16.1.2 BeIOMpaeM HyKHOE COOBITHE

Teneps Hactpoum SMTP

[Tepexonum Bo Bkiaaky Events — SMTP.
Pa3zpemaem padbory SMTP, ycranasnusaem IP agpec cepsepa,
ycTaHaBiuBaeM e-mail aapec ornpasurens (T.e. PSW) psw@companyname.com,
yCTaHaBIIMBaeM e-mail ajgpec OCHOBHOTO MOMydYaTens server(@companyname.com,
TaK)Ke YCTAaHOBHM 3allacHOM ajipec server2(@companyname.com, Kyjaa OyayT
yOJIUPOBATHCS COOOIIECHUSI.

3aronoBok nuckMa «TFortis Teleport-1».
[Tonst Login u Password ocTtaBisieM mycThIMU: Mbl HE OyIEM UCIIOJIb30BATh
ayTeHTU(DUKAIUIO.

SMTP server seftings

Stats Enabla -
Server IP address 19 1EE 0 4
FPort b

Sender e-meail address

Recelver e=mail sddress 1
Receiver e-mail address 2
Receiver e-mail address 3

Subyect

e 3 ) O A N Tea . SO
SEVANECOITPSET S e SO

SEWa T2 T COMI L3 MY TIR TS, COm

PSW-2G_log

Login

Password
Puc. 5.3.16.1.3 Hacrpoiika SMTP B Teleport
Haxumaem «Apply». Hactpoiiku npumeHsitorcs.
Ternepp nepexoauM K HaCTPOMKE IIOYTOBOIO cepBepa
Cy1ecTByeT 00JIbIIOE YHCIIO TPOTPAMM ITOUTOBBIX CEPBEPOB MO pa3INuHbIe

OC u noaaep:KuBaroLME pa3InyHble TPOTOKOJIbI. J[J11 Hac BaxHa nogaep:xka SMTP
u POP3.
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B kauectBe npumepa nourosoro cepsepa nojg Windows paccmorpum Office
Mail Server (https://www.box.com/oms) DTo GecruiaTHasi IporpaMma ¢ HeCJI0KHON
HACTPOMKOM.

TexHnueckas moAAEpKKa U UHCTPYKLUN TOCTYIIHBI HA CalTe:
http://oficemailserver.livejournal.com/

YcraHaBiuBaem IIporpamMmy, 1 1mocCJjic 3alryCkKa 6y,ZICT AOCTYIIHO I'TIaBHOC OKHO!
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Do 0012 1336 TEGMAT PG Y U n
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Puc. 5.3.16.1.4 I'maBHO€e okHO miporpammbl Office Mail Server

B menro Options->SMTP/POP3 server options ycranoBute
Local domain name: companyname.com

N B mone Users qo6aBwTe mosnb3oBaress client. 3aTeM ycTaHOBUTE THI MOJIb30BATES
[BOSS].

Office mail Server moaaep>KUBaeT CICAYIOIIUE CIISIUATU3UPOBAHHBIE THIIBI
IOJIL30BATEJIEN

1. Postmaster — nosb30BaTeNb, OTBETCTBEHHBIN 3a pabOTy U CONPOBOXKACHUE
Office mail Server. OH noaydJaer cneruaibHble COOOIEeHUs, POPMHUPYEMBIC
CHCTEMOH B Clly4ae OIINOKH.

2. Daemon— ucnonb3yeTcs 1 JMCTaHIMOHHOTO 3aITyCKa CBSI3U C BHELIHUM
SMTP/POP3 cepBepom, 1sl OTIIPABKU U MOTYYEHHUsI COOOUIEHUI

3. Boss— moiib30Barenb KOTOPOMY MOMAAat0T KOMUHU BCEX COOOIIECHUH,
otnpasisieMbix uepe3 SMTP cepsep.
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Puc. 5.3.16.1.5 Hactpoiika nmporpammer Office Mail Server

Bo Bxiagke Options->Transaction options:
YcranoButs [P aapec cepBepa, ycranoBuTh rasiky «Automatically send outbound
message if foundy», orkimounts apropuzanuto aist SMTP (knornka SMTP login...)

"

Transaction options g s

oo |

SMTP server 1192.158.0.2

SHMTF port I25

v Automaticaly zend outbound messages if found [checks them every 1 minute]

SHTP login...

| ]

Cancel |

—POP3 I
ERIE V¥ Use LAN connection
I Login I B I Port I Deliver bo I - Usge this modem connection
postmaster 110 [SORTER] I .."_l
[T Auto disconnect l1—3 o
[T Dizconnect always = s ||
Additional phone numbers:
Add
Change
| Change | Remaove | Remove |

"wait for servers, seconds  |120

Puc. 5.3.16.1.6 Hacrpoiika nporpammsl Office Mail

Server

Teneps Bce co0OIIEHUS, MPUXOISAITUE HA CEpBEP, OYIyT MepechuIaThCs
KIIMEHTY client@companyname.com
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Hacrpoiika kiueHra
Hacrtpoiika kiaueHTa He MpecTaBisieT 0CO0bIX cliokHOCTeH. [IpumMep HacTpoiiku Ha
npumepe Mozilla Thunderbird:

i = [ aae—a— ﬂ
SLTLRAT O fre LIRS AT TR =11
G T e PR e R
e A R PR T DL TR R TR CT L
Ihgars

S TINA P AT N e

2 Teurduriard 112 YEATICE 1K R FaL] PFOAK A AT LElBLH YETIEDA 360 PR IR

Pl Lgarg My i ErLLaREE T ST LT

Beropergn 03 ow o Rl L -, | ey - AEITO SR RRE S I - |
ALapecas - ShaTR 152JE L2 + 15 =) 1 | B apiprisdres e - I

f S TR R FR T | LIRER
b oA e ||'|,.a'.||.'.|r|.uu|- oL BSLTEE R S Lk Dyeeans |

Puc. 5.3.16.1.5 Hacrpoiika nmouroBoii mporpammel Mozilla Thunderbird

[Tociie okoHYaHMS BCEX HACTPOEK MOXKHO 3aiiTh Ha Web-unTepdeiic Ha
BKiIaiKy SMTP Settings 1 mpOKOHTPOAUPOBATH OTIPABKY TECTOBOIO COOOILIECHHUS.
3anosiauTe noJiga Subject u Message u ornpaBbsTe ucbmo. Eciii Bce HAaCTPOEHO
npaBuwibHO, Mozilla Thunderbird yBeqoMuT o HOBOM nuchbMe.

Spmedl tost o-mmadl
Sukrect
Mensage

Send

Puc. 5.3.16.1.6 [IpoBepka TeCTOBBIM COOOIIEHHEM
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5.3.16.2. IIlpuMep HACTPOMKH ¢ BHEIIIHUM MOYTOBBIM CEPBEPOM

WA

g3 ——=
s client

Bzl
Se el

-

PEW-2G

Puc. 5.3.16.2.1 npumepHas TOMOJIOTHS CETH

B nannom npumepe paccmorpum HacTpoiky PSW B ToMm cityuae, koraa
MCIIOJIb3YETCSl BHEIIIHUM MTOYTOBBINA CEPBEP.
B npumepe paccMoTpum paboTy ¢ mouToBbIM cepBrucoM mail.ru. C ocTanbHbIMU

cepBrcamMu padoTa aHAJIOTMYHA, €CIM OHU NojasiepkuBatoT ayteHTuukauo AUTH
PLAIN nmu AUTH LOGIN.

Takke He0OX0AMMO CO3/]aTh YUETHYIO 3aMKich MouThl. U onpenennts
Hactporiku SMTP nonkmoudenus. st mail.ru anpec SMTP cepsepa: smtp.mail.ru u
noprt 25.

Bcé, Tenepb MOXKHO IMPUCTYNATh HENOCPEACTBEHHO K HACTPOMKE.
3anoaHseM Kak Ha pucyHke 5.3.12.2.2.
AJpec s OTIpaBKU COOOIIEHUI companyname@mail.ru,
aZpec nojyqaresisi myCcTh OyJIeT TaAKUM XKe, T.€. Kak OyT0o Obl MbI OTHPABIISIEM
MMCBMO caMu cebe.
Jlorun: companyname(@mail.ru (y mail.ru JOruHOM SBJISIETCS caM aJipec)
[Tapons: password

IIpuMeuyaHnme: B JTaHHOM IPUMEPE MbI 3aNIOJHWIH 1oJie Server domain
name, a noje Server IP address 3anonHwim HyassMu. B 3TOM citydyae KOMMyTaTop
nonyuut [P agpec cepBepa aBTomarndecku uyepe3 DNS 3anpoc, HO sl 3TOr0 AOJIAKEH
ObITh HacTpoeH azpec DNS peconBepBa. Ecniu y Hac DNS He HacTpoeH, To B 3TOM
cirydae Heo0XouMo ObLI0 OBl HeTtocpeacTBeHHO ykazaTh [P angpec SMTP cepsepa.
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Elul= Enulde =

Servar [ addrass [ o lo o
Ryt COniaian e amlpmuEl 1

Podt 25

Remider soomai] mibidress cmpaw-‘:umé@*m]ru
Rearner r-mail address 1 | eyl

Feceiver e-nsail address 2

Tecemwer e qsul address 2

Subjmrt | TFotis PEW-2G4F
Liogin | companynamEEalr
Pazswumd jEr=ma

Puc. 5.3.16.2.2 HactpauBaem SMTP

[Tocnie okoHYaHMs BCEX HACTPOEK MOXKHO 3aiiTh Ha Web-unTepdeiic Ha

BK1aaKy SMTP Settings 1 mpOKOHTPOIUPOBATH OTIPABKY TECTOBOT'O COOOIIEHUS.

3anosiauTe noJig Subject 1 Message u oTpaBbTE MUCHMO.

Send test e-mail

Subject

Message

Puc. 5.3.15.2.3 OTtnpaBiseM TeCTOBOE COOOIICHHE
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5.3.17 Hacrtpoiika SNMP
SNMP — SNMP

SNMP (Simple Network Management Protocol) — mpoToko:1, KOTOpbIii
WCIIOJIB3YETCS ISl yIPaBJICHNU 1 MOHUTOPUHTIA 33 CETEBBIMU ycTpoiicTBamu. C
nomolibio npotokoia SNMP, nporpamMMHoe obecrieueHrue MOXKET MOIy4aTh JOCTY
K nH(pOpMaIIMU, KOTOPAast XpPaHUTCS Ha YIIPABIIEMbIX yCTPOMCTBAX (HapuMep, Ha
komMyTaTope). Ha ynpaBnsembix yctporictBax SNMP xpanut uapopmanno oo
YCTpOMCTBE, HA KOTOPOM OH paboTaeT, B 0a3e NaHHBIX, KOTOpas Ha3biBaeTcsa MIB.

bU nopnepxuBaer SNMP vl u SNMP v3.

5.3.17.1 Hacrpoiika SNMP v1

Kials [Enabie ~|
Traps server IP address | 152 ||I:iL E [104

Version [SHIME v1 W)

Fiead Commnity |pabic

Write Commumnity |:_'.f__
Puc. 5.3.17.1 Hactpoiika SNMP v1

« State - cocTosiHHE.

o Traps Server IP address - IP anpec cepBepa, Ha KOTOPBIN OTHPABISIOTCS
SNMP Traps.

« Version - Bepcus nporokosia SNMP.

¢ Read Community - cooOUIECTBO TOJIBKO AJIA YTEHUS, CTPOKA
ucnosb3yromiasics aa ayreHtugukanun B SNMP vl. Taxxke Read
Community ncnonbe3yercs aiist ornpasku SNMP Taps.

e Write Community - cooOuiecTBo i 3a1KUCH, CTPOKA UCTIOIb3YIOIIASICS IS
ayreHTudurkanuu B SNMP vl1.

SNMP Traps OyayT NOChIIATHCS TOJIBKO MPU HACTYTUICHUH T€X COOBITHH,
KOTOpBIE YKa3aHHbI BO BKIagke Event List
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5.3.17.2 Hactpoiika SNMP v3

SNMP v3 obecnieunBaet 0oJiee BHICOKUN YPOBEHb 0€30IIaCHOCTH 110
cpaBHeHHIO ¢ SNMP v1.

Hindn [ [Enzhe

Traps sareer TP addross 1o [ 182 n {104
Version | [EHT vz v

Eapuminy Laval . Sl Py |

Eugine 1D GO TG00 T sCoTFaCAdCrdn
Uaer Mame user

Aurth Pazaword T

Friv Pazawoad -... -

Puc. 5.3.17.2 Hactpoiika SNMP v3

Jlist mactpoitku SNMP v3 ycraHoBuTE MepekiTiouaTeh Version B MOJ0KEeHNE

«SNMP v3».
SNMP v3 no3Bossier THOKO HacTpauBaTh YPOBEHb O€30MMaCHOCTH.
Br100op ypoBHS ocyiiecTBisieTcs nepekiouarenem «Security Level»:

e NoAuth,NoPriv - aBTopu3zanus Toyibko 1o ctpoke User Name u 6e3
mudpoBanus. (pexxum aHanorudeH SNMP vl1)

e Auth,NoPriv - pabora ¢ ucnosnb30BaHHEM aBTOPU3AIUH TI0 MTAPOIIIO
Auth Password (meroq HMAC-MD35-96), Ho 6€3 mmdpoBaHus.

e Auth,Priv - paborta ¢ ncmosib30BaHrEeM aBTOpU3ANNHU 10 mapoito Auth
Password (meron HMAC-MD5-96), u ¢ mmdposanrem AES-128 no
kitouy Priv Password.

Engine ID - unentudukarop B SNMP v3. Jlns kaxaoro ycrpoiictsa Engine ID
yHUKaJieH, OH reHepupyeTcs Ha 6aze MAC anpeca yctpoiictBa. To ecTh ero He
TpeOyeTcsi U3BMEHSTh, HO TIPU HEOOXOIMMOCTH MOKHO YCTAHOBUTH COOCTBEHHOE
3HauYEHUE.
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5.3.18 Yaanéunnlii Ping
Diagnostic Tools — Ping

IP address O a0 a0 a0

Puc. 5.3.18.1 UnTepdeiic ynanennoro PING
PING — YTunuta 111 IpoBepKu coeuHeHui B ceTsax Ha ocHoBe TCP/IP.
Jannas yrunura otnpaninset 4 nakera no 32 Oaiita Ha ykazanHbsii [P agpec u

KOHTPOJIUPYET UX BO3BpPAILICHUE.

[Ipu nomonm JaHHOW YTHIMTHI BBl MOXKETE «IPONMHIOBATHY YIAIEHHOE
YCTPOMCTBO HEMOCPEACTBEHHO C 0JIOKA MHTErpaIliU. ITO MOKET MOHAAOOUTHCS ISl
pelIeHrs BO3HUKAIOIINX MPOOJIEM.

5.3.19 CraTucruka

brok unTerpanuu Teleport mpenocTaBiisieT pa3IMYHYI0 CTATUCTUYECKYIO
nH(popMaIIo, OHA MOKET OBITH MOJIE3HA IIPHU PEIICHUH POOJIEM C CEThIO U €€
aIMUHUCTPUPOBAHUEM.
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5.3.19.1 CBoanasi uagopmanus

Statistics — Main Statistics

B nmanHOM pazzene oToOpakaeTcsi CTAaTUCTHKA 110 COCTOSHUIO BXOJ/IOB H
BBIXOZI0B, RS-485 u crincka moAKII04eHHBIX YCTPOMCTB.

Irgm=

hrpuls | Cmren Baee | Chanpe s ool
et
i L T
Open a

Uhitpairs

Chupeors | Dot drane | Chnneca count

Chen i
N § . RE4a5
x Lipen u
BX sz O
3 Lpen 0
W oair 0
4 Crpen a
'--']'-l"" ] B Laovicrs

& Cheen a e P TTES T 1P Adizess B2 umnl remes | TX umgnl s
- _ L | TLF 2 | Talepur-I 1232.15840.1 o ]

f Cipen u} N

5 Chsen a 2 LI*1-2 | lelopoeer-] 142 164 0,2 (] il

T T & e i 4 ] 2

o Chpeen a 3| PC Telepoc-1  192.158.0.104 | O 124

Puc. 5.3.19.1.1 CBogHas cratucTuka 1o BCEMY YCTPONCTBY

WuTtepnperanus 1aHHON TaOIULBI TO3BOJIUT IPOBEPUTH NMPABUILHOCTh
paboThI M HACTPONKU YCTPOHCTBA.

Inputs — Tabnuiia TEKyIMX COCTOSHUM BXOJIOB, U yucia usMeHeHu. Ecnu
COCTOSIHME BXOJa U3MEHSETCsI OUEHb YacCTO, a MOJKIOUYEHHOE YCTPOUCTBO HE
IpEIoaraeT 4acToe U3MEHEHHE COCTOSHUS (HanpuMep repKoH Ha BCKPBITHE
mkaga), ToO 3T0 MOKHO UHTEPIIPETUPOBATh KaK HEMCIIPABHOCTD JaTUMKA WU
IIEPEMEHHBIA KOHTAKT B JINHUMU.

Outputs- TabiHIa COCTOSHHS BBIXOJIOB

RS-485 — cuérunku nopra RS-485. Ecnu nopT akTUBEH M UCTIOIB3YETCS, TO
CYETUMKHU NMPUEMA U IIEPENAYN TOJKHBI HHKPEMEHTUPOBATHCSL.

Remote Devices — Ta0nuia CTaTUCTUKY N0 YAAIEHHBIM YCTPONCTBAM.

Ecnu ycTpOoKCTBO TpaHCIUPYET COCTOSIHUS CBOMX BXOJOB HA BBIXOJbI
yAQJIEHHBIX YCTPOUCTB, TO IOJKEH HHKPEMEHTHpPOBaThed cuéTurk TX mngmt frames

Ecnu Ha BBIXOZIBI yCTPOKWCTBA TPAHCIUPYETCSI COCTOSHUS BXOAO0B YIaJIEHHBIX
YCTPOMCTB, TO JIOJKEH MHKpEMEHTUpOBaThes cuéTunk RX mngmt frames.

Ecnu ycrpoiictBo paboTtaeT B pexkume Tpanciasiuu RS-485, To nomkHb
MHKPEMEHTUPOBAThCS 00a CUETUHKA.
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5.3.19.3 ARP Tab6auna
Statistics — ARP Table

Crpanuna conepxut ARP ka1 niporieccopa, mpecTaBIeHHBIN B BUAC TaOTHUITHL.
B ARP tabnune nomkabl otoopaxkatbes MAC aapeca Bcex HACTPOSHHBIX
yAaNEHHBIX YCTPOMCTB, C KOTOPHIMH OCYILECTBIISIETCS] B3aUMOICHCTBHE.

Ne | L address DAL address

1 1304, 168 0 101 b Ul
3 L1&2 168 0. 166 DO-27.BE:IC:33:B5
3 152 168 0256 I0 A0S EA 62 BY
4 184 168 D I35 R B L T
5 1308, 16 1 12 D1 ASEGT AN HS
& 152 168079 CCSD4E4C 1) AC
T 182 168.0.124 IZ BG4 EAOF.00
# 1304, 1 1k D L ASEGT AN HL
¥ L34, 1080 2 DDE EAGL V50
1 1304, 16 D 1d PR e e I T

Puc. 5.3.18.3.1 ARP Ta6auma

5.3.19.5 DNS Tao0auma
Statistics — DNS Table

Bxnanka comepxut pe3yabTaT paboTsl mpoTokoia DNS: cooTBeTcTBHE MMEHU XOCTa

u ero IP anmpeca.
M [ address Droitsais feait

1 21758 139,160 st mEl.r

Puc. 5.3.19.5.1 DNS Tabnuma
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5.3.19.6 CucremHublii s;KypHaJ (J10r)

Statistics — Log

Bxnanka conmepxut sor paboTsl 010ka nHTerpanuu. Ha oiHo# cTpaHuiie BHIBOIUTCS
10000 3anuceit, 115 EPEKIIOYEHUS HA CIEAYIOLIYI0 CTpaHUIly HakMuTe Next.

Jlnist coxpanenust jora B txt daitn, Haxkmute Download log as file.

Log

=T ||"'||nd| i Zarecbowc g ue Gw
wEnEn TP repalogr change:

1: 20202 Sart arter reset

D1TOIL UHEE L Mo & Aarioresiact: no replhe be Pog
: Sart afrer raser

4 4 TP bepolasy clianged

S 1SN UHEIE T Ao Y Aanarestact: no reple bo Fxg
G 214Z3: BTP lepolosr chamaed

T ¥11.21: Sarl afer rese

B 15072014 UH5 1L 5 Pom 2 Amorestoct: oo reply bo g
D 21213 ETE lepalosy chianoed

1 ¥1#13: Slarl afoer nese:

11: 22151: Startafzr resst

120 #2121 5TR wpalogs chagesd

132 15 UT2GLA LU L4 wWab. inherfaes anbemication: 2k
14: 15072004 10:03: LE: Do 53 Amorcstoct: uo meple b Plog
150 #2517 Slart afar ress

Puc. 5.3.19.6.1 Jlor

5.3.20 O6noBaenne IO
Update/Backup — Update Firmware

bnok unterpauuu Teleport mognepxxuBaetr ooHoBneHue [10. TTocnenusis
Bepcust 110 Bcerna noctynHa Ha caiite tforis.ru.
s oonoiienus [10 ckayaiiTe apxuB ¢ mpoimuBKoi. PazapxuBupyiite. daiin ¢
MPOILIMBKON UMEET paclIupeHue *.img

[ & PEWIGPLLISOTT (U 4 dmg
S PRV PLUS-mibh-v] domil
redcime. et

upcdating manualixt

Puc. 5.3.20.1. ®aiin *.img

B BeG-unTepdetice 3aiiqute Ha Bkiaaaky Update Firmware u Beioepute daiin
MPOIIMBKU KHONIKON O030p.

Cuwrrent Firmnware versicen: 00.01.01

o _Ofans |

Puc. 5.3.20.2. Haxumaem O630p
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Current Firmware version: 00.01.01
File: D:\Pub\npowmeku PSW 2C
Upload

Puc. 5.3.20.3. BeiOupaem daiin *.img

Haxxmute kHornky Upload, noxxaurech moka (aitn ckonupyeTcst Bo
BHYTPEHHIOIO NIaMSTh YCTPOMCTBA.

Curretit Firmware version: 00.01.01
File: DFPub\npowesks PSW 2C| D6zop.
Firtware loadsd

Puc. 5.3.20.4. loxungaemcs 3arpy3ku (aiina

[Tocne Toro, kak ¢aitn 3arpys3uics, Haoxkmute Update nis oOHOBIEHUS WK
Cancel 1151 OTMEHBI.

Firmware is loaded, press "Update" to continue

Update ][ Cancel ]

Puc. 5.3.20.5. Haxxumaem Update

[Tocne naxatus Update Haunercs npouecc ooOHoBieHus. [lpu He
nepesarpyxainte biok MHTerpanum u He OTKIIIOYAWTE MTUTAHUE.

Updating firmware, please wait
Puc. 5.3.20.6. XKXnem okoH4YaHUs Mpolecca NpOLIUBKU

Ipumeuanne: Takxe bU nonnepxxuaer ooOHoBieHHE yepe3 Telnet ¢ BHenIHETO
TFTP ceprepa. bonee noapobHO cM. pazaen «Ynpasienue yepe3 Telnet»
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5.3.21 CoxpaHeHue U BOCCTAHOBJIEHHE HACTPOEK

Update/Backup — Backup/Recovery

bnoku uaTerpanuu Teleport moaiepxuBarOT BO3MOXHOCTh COXPAHCHUS
TEKYIIUX HACTPOCK B (ailyl KOHPUTYpAIHH, €TO PSIAKTUPOBAHUS, a TAKKE
BOCCTaHOBJICHHSI HACTPOEK U3 (aiina.

5.3.21.1 CoxpaHeHue HACTPOeK B (aiii
B 6oxoBom mento Beioepute Update/Backup — Backup/Recovery
Backup/Recovery

1. Backup settings

Download users seftinas as fils:

Doremnload & fhle

2. Recovery settings

Upload settings file
[Ofacp... || Uplosd |

Puc. 5.3.21.1.1 Hntepdelic coxpaHeHUs U BOCCTAHOBJICHUS HACTPOCK

B nynkre 1 Haxkmute kHOonKy «Download a file». Byner nmpeanoskeHo coXpaHUTh UK
OTKPBITH (haiisl, COXpaHsIeM.

CTepeiTh wu compadnTe PSW settings backup bak w3 192.168.0.17

OTRpbITh COEDaHATh - OIThRbEHE

Puc. 5.3.21.1.2 Coxpanenue ¢aiina HacTpoek
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5.3.21.2 BoccraHoBJIeHHEe HACTPOEK U3 ¢aiiia

Ecnu TpebGyercst BOCCTaHOBUTH paHee COXPAHEHHbIE HACTPOWKH U3 (paiina, TO BO
Biianke Update/Backup — Backup/Recovery BoiOupaem B mynkte 2 (Recovery
settings) ¢aiin koHpurypanuu *.bak n Haxxumaem «Upload» niis 3arpy3ku.

CO23s e © ERO-CTPaH H L= ﬁH

! Walite suCCassiul and mebool.;

Puc. 5.3.21.2.1 Ilepe3arpy3ka

[Tocne 3arpy3ku ¢aiina, yCTpoUCTBO Mepe3arpy3uTcs, U HACTPOUKHU Oy Iy T
MPUMEHEHBL.

5.3.21.3 PepaktupoBanue ¢paiijia KoHpurypauuu

N3menenue daiina KOHPUTYpaUu MOKET OBITh MOJIE3HBIM, KOTJIA Y TPYIIIbI
YCTPOMCTB CXOKHE HACTPOUKH, B 3TOM CIy4ae MOKHO CO3/1aTh JIJIsl 3TUX YCTPONCTB
YHUBEpCAIbHBIN (Daiiyl KOHDUTYpPALIUU U Y KAXKIOTO YCTPOUCTBA MEHSTh TOJIBKO
HeOoMbII0M Habop mapameTpoB, HanpuMmep [P aapec, a npyrue napameTpsl yxe
OyyT 3amucaHbl U3 ¢aiina KOHPUTypaIuu.

®aitn koHPUTYpaIK, TEHEPUPYEMBIH OJJOKOM MHTETPAIIUU TIPH COXPAHCHUH
HACTPOEK B ¢aiii, mpeAcTaBiIseT co0oit ¢aiin ¢ pacmmpenuem *.bak ¢ HacTpoitkamu
B TEKCTOBOM BHJIE.

JlaHHbIil Qailii MOXKHO OTKPBITH JIFOOBIM TEKCTOBBIM PEIAKTOPOM.

CrpyKTypa 3anmceil IMEeeT CTpOro onpeeseHHy 0 GpopMy 3anucu. B obmem Bune
OHA BBITJISIIUT TAK:

#<ums nepemenHoU>=[<3HaueHnue nepemeHHOU>|
Hanpumep: #IPADDRESS=[192.168.0.1], rne nepemennoit IPADDRESS

cooTBeTCcTBYeT 3HaueHue 192.168.0.1

Omnucanue HACTPOEK C MapaMeTpamMu M0 YMOJTYaHUIO mpescTaBieHo B Tadmuie 5.3.2.
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CuHTaKCHC KOMAaH/bI

Ta6muma 5.3.2. [lepemennsbie (aitia koHGUTYpaTUU

Onucanue

#IPADDRESS=[192.168.0.1]

IP anpec

#NETMASK=[255.255.255.0]

Macka noacetu

#GATEWAY=[255.255.255.255]

IJIK03 110 YMOJIYaHHUIO

#USER MAC=[c0:11:a6:0:0:0]

nonp3oBarenbcknit MAC anpec

#DNS=[255.255.255.255]

IP anpec DNS cepgepa

#DHCPMODE=[0]

pexuM pabotel DHCP (0 — BeIKITIOUEH, 1
— DHCP ximenT)

#LANG=[0]

s3bIK uHTEepdeiica (0-anrmuiickuid, 1 —
pyccKuit)

#HTTP USERNAME=[]
#HTTP PASSWD=[]

JIOTUH Y NapoJjib JJIs1 YYETHON 3aIKCH 110
yMoJyaHuto (rmpasa goctyna Admin)

#USER1 USERNAME=[]

M nosis30BaTeis

#USER1_PASSWD=[ ]

[Taposb 1714 y4eTHOU 3aucu

#USER1_RULE=[0]

IIpaBa notyna (0-ydeTHas 3amnuch
otkitoueHa, 1| — Admin, 2 — User )

#SYSTEM NAME=[]

ONMCAHNE YCTPOUCTBA

#SYSTEM LOCATION=[]

MECTOPAcCIIONIOKEHNE YCTPOHCTBA

#SYSTEM CONTACT=[]

KOHTAKTHBIC JaHHBIC

#SMTP_STATE=[0]

BKJIFOUEHUE npoTokosa SMTP (0 —
BBIKJTIOYEHO, | — BKIIFOUEHO)

#SMTP SERV_IP=[0.0.0.0]

IP anpec SMTP ceprepa

#SMTP_TOLl=[] MOYTOBBIN aIpec morydaTens |
#SMTP_TO2=[] MIOYTOBBIN aJIpeC MOTydaTess 2
#SMTP_TO3=[] MIOYTOBBIN ajpec MoIydaress 3
#SMTP FROM=[]

MIOYTOBBIN AIPEC OTIPABUTEIS

#SMTP SUBJ=[TFortis Teleport-1]

3aroJOBOK ITMCbMa

#SMTP_LOGIN=[]

JIOTHH JJIs IOCTyTNa K MMOYTOBOMY SIIIIUKY

#SMTP_PASS=[]

[apoJIb I JOCTyNa K MOYTOBOMY SIIITUKY

#SMTP_PORT=[25]

nopt SMTP

#SMTP DOMAIN NAME=[]

AOMCHHOC UM IIOYTOBOI'O CCPBCPa
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#SNTP_STATE=[0]

cocrosinue nmpotokosa SNTP

#SNTP_SETT SERV=[0.0.0.0]

[P anpec SNTP cepsepa

#SNTP_SERV NAME=[ ]

Homennoe ums SNTP cepsepa

#SNTP_TIMEZONE=[0]

yacoBoii nosic, ornocutenbHo UTC (ot
-12 o +13)

#SNTP_PERIOD=[10]

MEPUOJT CUHXPOHU3ALMHK ¢ cepBepoM (1,
10 mnu 60 MUHYT )

#SYSLOG_STATE=[0]

cocTosiHue TpoTokona Syslog

#SYSLOG SERV_IP=[0.0.0.0]

IP agpec Syslog cepsepa

#EVENT LIST SYSTEM T=[7]

coosiThe B ciucke EventList (7 —
BBIKJIFOUEHO)

#EVENT LIST INPUTS T=[12]

cooniTue B ciucke EventList (7 —
BBIKJIIOUCHO)

#EVENT LIST OUTPUTS T=[12]

cooniTue B ciucke EventList (7 —
BBIKJIIOUCHO)

#SNMP_STATE=[0]

BKiroueHue SNMP (0 -Beikitoueno, 1 —
BKJTFOUEHO)

#SNMP_SERVER=[0.0.0.0]

I[P agpec SNMP Traps cepsepa

#SNMP_VERS=[0]

Bepcust mpotokosa SNMP (0 — SNMP v,
3— SNMP v3)

#SNMP_COMMUNITY1=[public]

COOOIIIECTBO UTEHUA

#SNMP_ COMMUNITY2=[private]

COOOIIECTBO 3aIUCH

#SNMPV3 USER1 LEVEL=[0]

VYposens 6e3omacuoctu (0 —
NoAuth,NoPriv, 1 — Auth,NoPriv, 2 —
Auth,Priv)

#SNMPV3 USER1 USER NAME=] ]

Nmsa nons3oBatend w1t SNMP v3

#SNMPV3 USER1 AUTH PASS=[]

Auth Password migs SNMP v3

#SNMPV3 USER1 PRIV PASS=[]

Priv Password gt SNMP v3

#SNMP3 ENGINE ID=[]

Engine ID nns SNMP v3

#TELNET STATE=[1]

BitoueHue Telnet (0 — BeikTtOUeHO, 1 —
BKJIFOYEHO)

#TFTP_MODE=[0]

BitoueHue TFTP (0 — BeikitoueHo, 1 —
BKJIFOYEHO)
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#TFTP_PORT=[69]

UDP nopt TFTP

#SERTIAL STATE=[1]

Bxurouenne nopra RS-485

#SERIAL BAUDRATE=[9600]

Cxopoctb nopra RS-485

#SERTIAL PARITY=[0]

Yérnoctr RS-485 (0-Disable, 1-Even, 2-
0dd)

#SERIAL DATABITS=[8]

Yucio OUT JaHHBIX

#SERIAL STOPBITS=[1]

Yuci1o CTOOBBIX OUT

#SERIAL MODE=[0]

Pexxum pabotel mopra: 0-Disable, 1 — Pair
Connection

#SERIAL REMDEV=[[1][0] [0] [0] [O]
(0] [0][01]

Cnucox yaaJIéHHBIX YCTPOUCTB, IJIS
nopra, paboTaroiiero B pexxume Pair
Connection

#OUTPUT1 STATE=[0]

Cocrosinue Boixoga 1 (0-short, 1-open)

#OUTPUT1 ACTION=[O0]

He ncnone3syercs

#OUTPUT1 MODE=[0]

Pexxum ynpaBnenus Beixoaa: 0-Pair
Connection, 1-Manual, 2-SNMP, 3-
Modbus

#OUTPUT1 DESCR=[]

Omnucanue BoIxona 1

#OUTPUT1 REMDEV=[0]

VY nanéuHoe ycTpoucTBoO i Beixoaa 1,
ecyu oH padoTaeT B pexxume Pair
Connection

#INPUT1 STATE=[0]

Pazpemenue pabotsl Bxoga 1. 0 — BXxo
HEaKTHUBCH, | - aKTUBEH

#INPUT1 ALARM=[1]

He ucnone3yercs

#INPUT1 DESCR=[]

Omnucanue Bxona 1

#INPUT1 MODE=[1]

Pexxum pabotel Bxoaa 1. 1-Pair
Connection

#INPUT1 REMDEV=[0]

VY nanéuHoe ycTpoiucTBo s Bxonaa 1

#TLP1 VALID=[1]

3anuck | B crivcke yAal€HHBIX YCTPOMCTB
aKTUBHA

#TLP1 MODE=[0]

He ucnone3yercs

#TLP1 TYPE=[0]

Tun yctporictBa | B ciucke y1anéHHbIX
YCTPOWCTB

#TLP1 DESCR=[]

Onucanue ycrporictsa 1
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#TLP1_IP=[0.0.0.0] IP anpec ycrporicTsa |

#TLP1 GATE=[0.0.0.0] He ncnonesyercs

#TLP1 _MASK=[0.0.0.0] He ucnone3yercs

#TLP NET MODE=[0] He ucnone3yercs

#MODBUS_STATE=[1] Cocrostaue npotokosia Modbus
#MODBUS ID=[0] He ucnonesyercs

#MODBUS_MODE=[2] Pexxum pabotel: Toabpko 2-Modbus TCP

5.3.22 Copoc HACTpoeK Ha 3aBO/ICKHE YCTAHOBKH

Reboot/Default — Factory Default

Factory Default

kooep currenl neiwWork seigs
ke current Esernmne & 'I'-'na'.'.-.'-rd
Dafault

Puc. 5.3.22.1 Copoc HacTpoek
[Ipy HEOOXOIUMOCTH BO3MOXHO OCYIIECTBUTH COPOC HACTPOEK Ha 3aBOJICKHE
ycTaHOBKH. [Tpu 3TOM cOpOC MOXKHO OCYIIECTBIISITH BHIOOPOYHO:
Keep current Network settings — COpoc ¢ COXpaHEHHM CETEBBIX HACTPOCK:
IP, MAC, Gateway,Mask
Keep current username & password — COpoc ¢ coxpaHeHUEM HAaCTPOEK
noctyna: Username, Password

5.3.23 Ilepe3arpy3ka

Reboot/Default — Reboot
[Tpu HeoOxomumocTu Teleport MOXKHO TUCTAHITMOHHO TIEPE3arPy3HTh.
e Reboot CPU - Ilepezarpy3ka TOIbKO Opoleccopa.
e Reboot All - TTonnas nepe3arpyska (repe3arpyska mpoieccopa,
KOMMYTAIIMOHHOM YaCTH)

| RebootMCU | | RebootAlLL |

Puc. 5.3.23.1 Ilepe3arpyska
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5.4 YnpaeneHue 4yepe3 Telnet

Telnet ucnonp3yercs isl yJaIeHHOTO YIIPaBIeHUs 000py0BaHUEM
MOCPEZICTBOM KOMaHIHOM cTpoku. Telnet ucnonsiyer nporokon TCP u mopt 23.
B 6nokax nnrerpamuu TFortis Teleport mo ymomuanuto Telnet Bkimtouen. [1o
YKETAHWIO €r0 MOYKHO BBIKIIIOUUTB: B MEHIO BBIOpaTh Basic Settings — Telnet

Telnet Settings

State Enable ~

Option Echo | Enable ~

Puc. 5.4.1 Hactpoiika Telnet

Telnet mogaepkuBaeT cueAyrONHe JONMOJTHUTEIbHbIE PEKUMBbI:

1. Coxpamennbie KOMaHAbI. J[OCTyIIHa BO3MOXHOCTh Pa0OTHI ¢ KOPOTKUMU
KOMaHJaMu (He TpeOyeTcsi BBOAUTh KOMaHAy O KOHIIA).

IIpumep: eciu TpeOyeTcst BBECTH KOMaHay config ports 1-2 state enable, To ee
MOYHO COKPaTUTh 1O MUHUMAJIbHBIX: €O po 1-2 st en

2.ABTO/I0N0/IHEHHE KOMaH/l. Bo3M0oXHOCTE o HaxkaTuio kj1aBumu TAB
JIOTIOJIHSITh BBEIEHHYIO KOMaHTY.

[Tpumep: Ecnu BBecT con, Haxxate TAB, To koMaH1a 1OMOJHUTCSA 110 config

3. UcTtopust komaua. JloctynHa uctopus BBeAEHHBIX KoMaH/I. [lepexitoueHue
ocymiectisieTca kinasuimamMmu BBEPX, BHI3

[Toaxmro9yaThCsi K yCTPOHUCTBY MOKHO TIPH MIOMOIIIH JIF000H TepMHUHAILHON
IPOrPaMMBbI, B TJAHHOM JIOKYMEHTE HACTpOiKa OyJIeT pacCMOTpEeHa Ha MpuMepe
Microsoft Telnet. ITonxmrogaemcs ucnons3ys komanny "open <IP adpec>"

Microsoft Telnet> open 192.168.0.1

[Tocne noaxtoueHust NOTpeOyeTCss BBECTU JIOTUH U MapoJib. (JIOruH 1 napoib
st Telnet'a Takue e, kak u 11 foctyna kK WEB untepdeiicy) Ecnu norun u
napoJjb He ObUIM 3aJaHbl, TO JIBa pa3za noApsa Haxmute Enter.

TFortis Teleport
Copyright(C) 2016 "Fort-Telecom” Ltd. All rights reserved.

ser Name>
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Ipumeuanne: ecnu 30 pa3 nmoapsi JOTUH/TIAPOIIb ObLUTH BBEICHBI HEBEPHO, TO
noctytn k Telnet'y Gi1okupyercst Ha 1 yac.

CumBon # 1 UMs1 yCTPOICTBA 03HAYAIOT, YTO Ay TCHTU(UKALIKS MPOIILIA YCIIEIITHO 1
OJIOK MHTETpaluy Teperniest B pexxum KoHpurypuposanus. (IIpaBa noctymna - Admin)

Teleport-14

Ecnu Obutn BBEIEHBI JIOTMH/TIAPOJIb YUETHOM 3aIllUCH ¢ OTPAaHUYEHHBIMH ITPABAMH, TO

MBI IEpENIEM B PEXKUM npoc:MOT;ia. (HEaBa I[OCTﬁHa - User)
L)

Crucok KOMaHI MOKHO ITIOJIYUYHUTBb UCITIOJIB3YsSd KOMAaHIY «?» unm «help»

B kadecTBe apryMeHTOB KOMaH 1 UCIIOIb3YETCS Psi/i YCIOBHBIX 0003HAYCHUI:

o <IP>-IP agpec B popmare XX.XX.XX.XX
<STATE> - cocTosiHue, MOXET MPUHUMATh 3HaueHus enable wiu disable
<VALUE> - mto0o0e 11e510€ 3HaKOBOE U O€33HAKOBOE YMCIIO
<STRING> - TekcToBasi CTpoka
<LIST> - cnucok B BUJE: HAYAJBbHBIN 3J1€eMEHT-KOHEYHbIN 3JIeMEeHT

Hpumep: s Beixoaos 1,2,3 : «1-3» ; TOJBKO 11 OAHOTO BbIXOAA 2 @ «2»

IIpouecc nHacTpoiiku nocpenctsom Telnet'a mpouCXOaUT B HECKOIBKO IATOB:
1. Ilpu momornu noAMHOXKECTBAa KOMaH U3 IpyIibl config ycTaHaBIMBaeTCs
TpeOyeMas KoHpUryparus
2. Ota KoHUTypalusa COXpaHIeTcsa B MaMsITh KOMaHJOM save, TOJbKO MocJjae
3TOr0 HACTPOMKH MPUMEHAIOTCH

OoOparure BHUMAaHHE:
Ecnu nocne ycTaHOBKM TapaMeTpOB yCTPOMCTBO OYIET Mepe3arpyKeHo
0e3 NpuMEHEHHUs] KOMaH/Ibl save, TO HACTPOUKH HE COXPAHATCA.
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5.4.1 NMpnmep HACTPONKU

Jlst mpuMepa paccMoTpuM Tiporiecc HacTporiku Teleport-1.
[TycTh HaMm TpeOyeTcs YCTaHOBHUTH CIICAYIOIINE HACTPONKU:
e [P anpec 192.168.0.100
e [Ilmro3 192.168.0.1

Wtak, moakiaroyaemMcsi K yCTPOUCTBY, €CJIA YCTPOMUCTBO €I1le HEe ObLIO

ckoH(urypupoBaHo, To ero IP aapec 192.168.0.1 u noruH ¥ naposb A JOCTyIA HE

3aJaHbl.

Microsoft Telnet> open 192.168.0.1

[lepexoaum K pexxuMy yIpaBJICHUS

Teleport-14

Mensem IP anpec xomannoi config ipif System ipaddress 192.168.0.100
Teleport-1#config 1p1F System ipaddress 192.168.0.100

Command: config ipif System ipaddress 192.168.0.100
SUcCcess.

Ho6asnseM nutto3 o ymondanuto: config ipif System gateway 192.168.0.100

Jo6aBnenue HoBoro yaainéHHoro ycrpoiicta: config teleport add 192.168.0.1

HpOBCpSIGM YTO YCTPOMCTBO noOaBieHo: show teleport
Lommand : show te épnr
Description

Teleport-=1
HacrtpauBaem Bxoz 1 s qanpHENIero TpaHCIUPOBAaHUS Ha BbIXOJ | ycTpolicTBa
Teleport-1 ¢ IP 192.168.0.1
config inputs 1 state enable
config inputs 1 remdev 192.168.0.1
config inputs 1 remport 1

Teleport-l1#config inputs 1 state enabkle
Command: cenfig inputs 1 state enable
SUCCBEE,

Teleporkt-1&

Teleport-1#config inpuls 1 remdew 1%2.168.0.1
Command: config input 1 remdeu 192_168.8.1

Success,

Teleport-1&
Teleport-1#config inputs 1 remport 1
Command: config input 1 remport 1

SUCCBEE .

Bcé, HacTpolika 3aBeplileHa, Tenepb COXpPAaHsIeM HaCTPOUKHU
save
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5.4.2 OnncaHune komaHa Telnet

biioku uHTErpanyu noaIepKUBaroT cleayonuid Hadop komau i Telnet:

1. I'pynna komana config:

ipif — ceteBrie HacTpoiiku (IP anpec, macka moaceTH, MUTIO3)
snmp — HacTpoiika SNMP

syslog — HacTpoiika Syslog

sntp — HacTporika SNTP

smtp — HacTpoiika SMTP

user_account — HaCTPOWKa UMEHH ITOJIH30BaTENs/IapOIs
tftp — nactpotika TFTP

events — HACTPOWKa COOBITHIA

description — 3aaHue ONMUCaHUs YCTPONCTBA.

inputs — HaCTpOHKa BXOJIOB IJIATHI PACITUPEHUS

outputs — HACTPOKKA BBIXOJ0OB IUIATHI PACILIUPEHUS

rs485 — Hactpoiika RS485

modbus — HacTpoitka Modbus

teleport - HacTpolika yJan€HHBIX YCTPOIMCTB

2. I'pynna komana show

system — cBoaHas nHGopMarus 00 yCTpOHCTBE
snmp— uHdopmanus o nporokose SNMP

syslog - nadopmarus o mpotokose SYSLOG

sntp — uHopManus o npotokoie SNTP

smtp— uHbopmarms o npotokoje SMTP

firmware— nH(pOpMAaIUs 0 TEKYIIEH BEPCUH MTPOIINBKU
arpentry — ARP taGnuia

tftp — undopmarnus o nporokone TFTP

events — mHGOPMAIIU O HACTPOSHHBIX COOBITHSIX
config — oToOpakeHue Bceil KoHpUrypanuu

inputs — nHGOpPMAIIHs O BXO/IaX IUIAThl PaCIIUPEHUs
outputs — mHPOpPMAIKA O BBIXOAAX ATl PACIIHPCHUS
rs485 — undopmanus o HacTporike RS485

modbus — nadpopmanus o HacTpoiike Modbus

teleport — undopmarus o yaaJ€HHbBIX YCTPOUCTBAX

3. OOHOBIICHHE NPOIIMBKHU U 3arpy3ka koHpurypamnuu ¢ TFTP ceppepa
download
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4. CoxpaneHue HacTpoek U cucremHoro jora Ha TFTP cepsep
upload

5. ¥Ytunura Ping
ping

6. CoxpaHeHue 1 MPUMEHEHHUE HACTPOEK
save

7. Ilepesarpyska

reboot

8. BeiBOJ cripaBku 1O KOMaHJaM
help i ?

9. BBIXOJ U3 pexxuma ynpasieHus Telnet
exit

5.4.3 I'pynna config
5.4.3.1 Cemesvie nacmpoiiku (config ipif)

1. IP anpec 6oka unrterparuu Teleport.
config ipif System ipaddress <IP>

Ipumep: config ipif System ipaddress 192.168.0.100

2. Macka nojacetu .
config ipif System netmask <IP>

Ipumep: config ipif System netmask 255.255.255.0

3. Aapec nuiro3a
config ipif System gateway <IP>
Ipumep: config ipif System gateway 192.168.0.1

4. Anpec DNS cepsepa
config ipif System dns <IP>
Ipumep: config ipif System dns 192.168.0.1

5. Pexxum pabotst DHCP knuenTa
config ipif System dhcp <STATE>

Ipumep: config ipif System dhcp enable — exnrouen pescum DHCP

Kiuernma
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5.4.3.2 Hacmpoiixa SNMP

1. Bkimrouenue SNMP
config snmp state <STATE>
IIpumep: config snmp state enable

2. IP anpec cepepa (st SNMP Traps)
config snmp host <IP>
Ipumep: config snmp host 192.168.0.1

3. Crpoxa coobmiecta urenus (Read Community)
config snmp read_community <STRING>
Ipumep: config snmp read _community public

4. Ctpoxka coobmiectBa 3anucu (Write Community)
config snmp write_community <STRING>
Ilpumep: config snmp write _community private

5. Bepcus nporokona (ITopnepxxusaercss SNMPvI u SNMPv3)
config snmp version <VALUE>

rae <VALUE>: 1,3

Ilpumep: config snmp version 1

6. Yposennb 6e3onacHoctu (Security Level) qist SNMP v3
config snmp level <VALUE>
rae <VALUE>:
0 - NoAuth, NoPriv
1 — Auth, NoPriv
2 — Auth, Priv
IIpumep: config snmp level 2

7. Ums nonb3oBarens s SNMP v3
config snmp user_name <STRING>
Ipumep: config snmp user name administrator

8. Auth Password st SNMP v3 (HeoOxoaum eciii BBIOpaH ypOBEHb
oe3omacHoctu Auth,NoPriv unmu Auth,Priv)

config snmp auth_pass <STRING>

Ilpumep: config snmp auth_pass test

9. Priv Password nnss SNMP v3 (Heo6xoauM eciu BbIOpaH ypOBEHb
oe3omacHoctu Auth,Priv)
config snmp priv_pass <STRING>
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Ilpumep: config snmp priv_pass test

9. Engine ID nns SNMP v3, yHukansHbIN uaeHTUPUKATOD
config snmp engine_id <STRING>
Ipumep: config snmp engine_id 8000442303C01146050001

5.4.3.3 Hacmpoiixa Syslog

1. Bxmrouenue Syslog
config syslog state <STATE>
IIpumep: config syslog state enable

2. IP anpec cepBepa
config syslog host <IP>
Ipumep: config syslog host 192.168.0.1

5.4.3.4 Hacmpouka SNTP

1. Bkntouenne SNTP
config sntp state <STATE>
Ilpumep: config sntp state enable

2. IP agpec SNTP cepsepa
config sntp primary <IP>
Ipumep: config sntp primary 192.168.0.1

3. Yacogoit nosic (otHocutenbHo UTC)

config sntp timezone <VALUE>

Ilpumep: config sntp timezone +6
5.4.3.5 Hacmpouka TFTP

1. Bximouenue TFTP

config tftp state <STATE>

IIpumep: config tfip state enable

2. nactporika UDP nopra (ITo ymonuanuto nopt - 69)
config tftp port <NUM>

Ipumep: config config tfip port 69
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5.4.3.6 Hacmpoiika coovimuii

HacTtpauBatorcst Te cOObITHSA, KOTOPbIE HEOOXOIUMO OTIPABIIATH HAa CEPBEP
MoHuTOpuHTra. [Ipn ucnonbp3zoBanuu NpoToKosa Syslog JOMOTHUTENBHO
YKa3bIBaCTCSl YPOBEHBb BAXKHOCTH COOBITHSI.

nepemenHast <STATE> npunumaer 3Hauenne enable/disable
nepemeHHass <NUM> yka3bIBaeT ypoBeHb BaxkHOCTH ()..7

1. cOOBITHS CHCTEMBI

config events system state <STATE> level <NUM>

IIpumep: config events system state enable level 4

2. U3MEHEHUS B COCTOSIHUM BXOJIOB
config events inputs state <STATE> level <NUM>

Ilpumep: config events inputs state enable level 4

3. UBMEHEHUS B COCTOSIHUH BBIXOJIOB
config events outputs state <STATE> level <NUM>

Ilpumep: config events outputs state enable level 4

5.4.3.7 Hacmpoiika yuemHbvix 3anuceil nojiv3oeameeil

1. Co3nanue HOBOTO MOJIb30BATEINS
config user_account add <USERNAME> <PASSWORD> <MODE>
rne <USERNAME> - ums nonb3oBatens (Makc. 20 CHMBOJIOB),
<PASSWORD> - naponb (Makc. 20 CHUMBOJIOB),
<MODE> - ypoBeHb» 11pas:
e admin_rule
e user_rule
Ipumep: config user account add username password admin_rule
Co3maem y4eTHYIO 3alKch aJMUHUCTPATOPA C UMEHEM «USername» U MnapoyiemMm
«password»

2. PenaktupoBaHu€ TAHHBIX MOJIb30BATENS
config user_account add <USERNAME> <PASSWORD> <MODE>
raie <USERNAME> - ums nosns3oBatens (Makc. 20 CUMBOJIOB),
<PASSWORD> - naponb (Makc. 20 CHUMBOJIOB),
<MODE> - ypoBeHb IpaB:

e admin_rule

e user _rule
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Ilpumep: config user account add username password user rule
VY co3maHHOM yYEeTHOH 3amicH «usernamey» U3MEHWIH ITpaBa JI0CTyIa (Ha
User)

3. Y naneHue noap30BaTeNs

config user_account delete <USERNAME>

rae <USERNAME> - ums nons3oBatens (Makc. 20 CHMBOJIOB)
Ilpumep: config user account delete username

VY nanunu yueTHylo 3aluch «usernamey.

5.4.3.8 Hacmpoiika onucanusa ycmpoiicmea
1. HacTpoliKa Ha3BaHUs YCTPOMCTBA
config description name <STRING>
Ilpumep: config description name psw-2g4f

2. HaCTpOilKa MECTOPACTIOIOKEHUS YCTPOUCTBA
config description location <STRING>

Ilpumep: config description location servernaya

3. HaCTpOWKa KOHTaKTOB 00CTYKMBAIOLIEH OpraHu3aluu
config description location <STRING>

Ilpumep: config description company superpuper-telecom

5.4.3.9 Hacmpoiika 6x0006

1. pa3penienne paboThI BX0/1a
config inputs <INPUT> state <STATE>
rae <INPUT> - Homep Bxoja,
<STATE> - cocTosiHHE BXO/a:

e cnable — BX0J aKTHBEH

e disable — BXx0J HeaKkTHBEH
IIpumep: config inputs 1 state enable

2. 3ajaHue onMcaHus Ui BXOAa

config inputs <INPUT> description <STRING>
rae <INPUT> - Homep Bxoza,

<STRING> - cTpoka, onucaHue Bxoaa

IIpumep: config inputs 1 description some name
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3. 3ajanue yJajn€HHoro yCTpoicTBa JJisi BXoaa

config inputs <INPUT> remdev <IP>

rae <INPUT> - Homep Bxoaa,

<IP> - [P agpec yaanéHHOro yCTpomcTna.

IIpumeuanue: yanéHHoOe yCTPOUCTBO HEOOXOAMMO U3HAYATIBLHO 100aBUTH B
criucok (config teleport add ..). I1lpu no6aBIeHNN yCTPOIMCTBA C HEU3BECTHBIM
[P agpecom BO3HHUKHET OITUOKA.

Ipumep: config inputs 1 remdev 192.168.0.2

4. 3agaHue BBIXOAHOTO MOPTa YIAIEHHOTO YCTPOCTBa

config inputs <INPUT> remport <NUM>

rae <INPUT> - Homep Bxoa,

<NUM?> - nomep 6b1x00a yOanéHHo2o ycmpoucmea, Ha Komopulil Oyoem
MPAHCIUPOBAMBCS COCMOAHUE 8X00A

Ilpumep: config inputs 1 remport 5

5. HBepcus COCTOSHUSA BXOa
config inputs <INPUT> inverse <STATE>
rae <INPUT> - Homep Bxoaa,
<STATE> - cocmosHue unsepcuu 6xooa
e cnable — Bxo1 ”HBEPTUPOBAH
e disable — BX0OJ HEMHBEPTUPOBAH, HOPMAJIbHBII PEKUM
IIpumep: config inputs 1 inverse enable

5.4.3.10 Hacmpoiika év1x00086

1. YcTaHoBKa Ha4YaIbHOTO COCTOSHUS BBIX0OJIa B PEXKUME PYYHOTO YIIPABICHUS
config outputs <QUTPUT> state <STATE>
rae <OUTPUT> - Homep BbIXOAA,
<STATE> - coctosiHuE BBIXOJ1a:
e short — 3aMKHyTOE
® open — Pa3oOMKHYTOE
Ipumep: config outputs 1 state short

2. Hactpolika pexumMa ynpaBieHNs BBIXOJOM

config outputs <OUTPUT> mode <STATE>

rae <OUTPUT> - Homep BbIXOAA,

<STATE> - pexxum paboThl:
e pair — pexxuM «Pair Connection»/«IlapHoe coearHeHne», Ha BBIXO]

MOJKET TPaHCIMPOBAThCSI COCTOSIHUE BXoJia ¢ yaanénHoro Teleport'a

e manual —pexXuM pyuyHOro yIpaBJICHUS BBIXOIO0M.
e SnNmp — YNPaBIEHUS BBIXOIOM BO3MOXKHO TOJIBKO Y€pE3 IMTPOTOKO
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SNMP
e modbus — ynpaBlIeHHs BBIX0JIOM BO3MOYHO TOJIBKO Yepe3 MPOTOKOJ
Modbus TCP

IIpumep: config outputs 1 mode pair

3. YcTaHoBKa onmucaHus IS BBIX0/1a

config outputs <OUTPUT> description <STRING>
rae <OUTPUT> - Homep BbIXOAA,

<STRING> - cTpoka, onrcaHue Bxojaa

Ipumep: config outputs I description some name

4. 3ajanue y1anéHHOro YCTpONCTBA JJis BhIXoAa (€C/iv BhIXO paboTaeT B
PEXKUME «ITAPHOTO COCTUHECHHUS)

config outputs <INPUT> remdev <IP>

rae <INPUT> - Homep BrIxona,

<IP> - IP agpec ynan€HHOro yCTpOMCTBA.

IIpumeuyanue: yanéHHOE yCTPOUCTBO HEOOXOAMMO U3HAYATIBLHO 100aBUTH B

CUCOK (config teleport add ..). Ilpu noGaBneHnn yCTpONUCTBA C HEU3BECTHBIM

[P agpecom BO3HUKHET OIITUOKA.

Ipumep: config outputs I remdev 192.168.0.2

5.4.3.11 Hacmpoiika RS485

1. CxopocTs nopra

config rs485 baudrate <BR>

rae <BR> - ckopocTts, BeiOupaercsa u3 1200, 2400, 4800, 9600, 14400, 19200,
38400, 57600, 115200

Ilpumep: config rs485 baudrate 9600

2. IIpoBepka Ha YETHOCTh

config rs485 parity <PARITY>

rae <PARITY> - npoBepka Ha 4YETHOCTh
e disable — mpoBepka oTKIIOYEHA
e cven — yer
e odd — Heuer

Ipumep: config rs485 parity even
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3. Yuciao OUT JaHHBIX

config rs485 databits <DATABITS>
rae <DATABITS> - uncio OUT JaHHBIX
Ipumep: config rs485 databits 7

4. Yuciio CTONOBBIX OUT

config rs485 stopbits <STOPBITS>

rae <STOPBITS> - unciio cTOmoBBIX OUT
Ipumep: config rs485 databits 1

5. Pexxum paboThl mopTa

config rs485 mode <STATE>

rne <STATE> - pexxuMm paboThI
e disable — mopt BhIK/TIOUEH

e translate — mopT paboTaer B pexxuMe TPaHCIALHUH

Ilpumep: config rs485 mode translate

6. JloOaBneHue y1anéHHbIX YCTPOUCTB

config rs485 remdevs add <IP>

20e <IP> - [P adpec yoanénnozo ycmpoucmaa.
Ilpumep: config rs485 remdevs add 192.168.0.1

7. Y naneHne yaan€éHHOTO yCTPOUCTBA

config rs485 remdevs del <IP>

20e <IP> - [P aopec yoanénunozo ycmpoucmaa.
Ilpumep: config rs485 remdevs del 192.168.0.1

5.4.3.12 Hacmpoiika Modbus

1.CocTostHue npoTokona
config modbus state <STATE>
rine <STATE> - pexxuMm paboThI
e disable — mpoTOKOI BHIKITIOUEH
e cnable — MPOTOKOJ BKJIFOYEH
Ilpumep: config modbus state enable
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5.4.3.13 Hacmpoiika cnucka y0aiéHHblx yCmpoiicme

1 JloGaBneHue yaan€HHbIX YCTPONCTB
config teleport add <IP>

20e <IP> - [P aopec H08020 YOanEHH020 YCMPOLICMEa.

Ilpumep: config teleport add 192.168.0.1

2. Ynanenue yqan€éHHOTO yCTPOMCTBA

config teleport del <IP>

20e <IP> - [P adpec yoanénuozo ycmpoicmaa.
Ilpumep: config teleport del 192.168.0.1

bnoku unrerpauuu Teleport. PykoBoacTBO MO 3KCITyaTaluu

82



T Fortis

5.4.4 I'pynna show

Bo3moxxHbIE KOMaH/bI:

system — cBojiHast HHGOpMaIHs 00 yCTPOICTBE
snmp— uHpopmarus o mpotokose SNMP

syslog - undopmarus o npotokose SYSLOG

sntp — uHpOpManus o npotokose SNTP

smtp— uHpopmartus o nporokoiae SMTP

firmware— uH(pOpMaIUs 0 TEKyIIeH BEPCUN MPOIINBKU
arpentry — ARP tabnura

tftp — undopmarus o nporokone TFTP

events — HHQOPMAIIHS O HACTPOCHHBIX COOBITUAX
config — oToOpa>keHue Bce KOHPUTypauu

inputs — uHGOpPMAIHS O BXOaX IUIAThl PACIIUPEHUS
outputs — uHGOpPMaIK O BBIXOAAX IJIaThl PaCIIMPEHUS
15485 — unpopmanus o HacTporike RS485

modbus — nadopmarus o HacTpoiike Modbus

teleport — uH(opmals o yaaJ€HHbBIX yYCTPOUCTBAX

Bce koMaHIBI B 3TOM TPYyIIIIE MOYKHO Pa3eIuTh Ha HECKOJIBKO ITOATPYIIIL:
e [Ipocmotp cBOAHOM MH(pOpPMALTUU
e [IpocmoTp HacTpoek
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5.4.4.1 IIpocmomp ceoonoii unghopmavyuu

1. BoiBo cBOIHOM MH(MOPMAIIUU O YCTPOMUCTBE U €ro KOH(PUTyparuu

show system
Command : show system
Device type: TFortis Teleport-i
MAC RAddress: CE:11:RA6:008:00;82
IF Address: 192_ 168 .8, 2
subnet Mask - 2a2_ 255 . 235 .40
Default Gateway: 235 255 255255
Firtware Uersion: aE . ag. oB
Bootloader Uersion: al.az

Serial Number : 2
Device Description:
Deuvice Location:

Device Contmct:
ysbem Uptime: ad. &h. Zcm.
enable
disable

2. BriBog uH(popMaIy 0 BCTPOEHHOM MPOTPaMMHOM 00eCTIeYeHUU

show firmware
irmware Uersion: e .01.01

Bootloader Uersion: 01.00

3. BriBog ARP-ta0muiisl

Teleport-1dshou arpentry
Command: show arpentry
ARP Aging Time: 120

1P Rddress MALC Hddress
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5.4.4.2 IIpocmomp nacmpoek oa10xa unmeepauuu Teleport

1. BeiBoa uadopmaruu 1o npotokory SNMP
show snmp

Hns SNMP vl:
TFortis PsW-2GeF+Hshow snmp

Command: show snmp
State: enable

version: 1

Server IP: 0.0.0.0
Read community: public
Write community: private

Jns SNMP v3:

TFortis PSW-2GEF+#show snmp

Command: show snmp

SHMP State: enable

SNMP version: 3

SNMP Seruver IP: 0.0.0.0

SNMP Engine ID: S000A42303CO11AGOSHO01
Security Level: Auth,Priv

User Name: test

Auth Password: test

Priv Password: test

2. BeiBog undopmanuu mo npoTokony Syslog
show syslog

TFortis PSW-1G4FHshow suslog
Syslog State: disable
sUslag Seruer: g.89.8.0

3. BeiBoa uadopmaruu o HacTpoitke SNTP
show sntp
Fortis PSW-1G4FH#show sntp
SNTP State: disable

SHNTP Server: 0.0.0.0
urrent Time: 00:00:00
urrent Date:

4. BeiBog undopmaimu o Hactporike SMTP
show smtp
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Fortis PSW-1G4F#show smtp
State: disable
Server IP: 0.0.0.0
Server Name:

Server Port: 25

Sender:
Receiver 1:
Receiver 2:
Receiver 3:
Login:
Password:

5. BeiBoa uadopmaruu o Hactpoiike TFTP
show tftp

TFortis PSW-1G4FHshow tftp
TFTP State: Enable
TFTP Port: 69

6. BeiBoa nHbOpMaIu 0 HACTPOMKE CIIMCKA COOBITHI
show events

Teleport-1#show events

Command: show events

Event List:

State Enable,Level 7
Inputs State Enable,Level 4
Outputs State Enable,Level 4

7. BeiBoa nonHoM koHurypauuu . (BeiBoa ocyiiecTBisieTcs B TOM XK€
BUJIE, UTO U MPU COXpaHeHUU (aiiyia KoH(UTyparnn)
show config
HEUENT_LIST_ACCESS_T=[12]
Dry contact settings
HDRY_CONTO_STATE=[1]
HDRY_CONT1_STATE=[1]
HDRY_CONT1_LEVEL=[1]

HDRY _CONT2_STATE=[1]
HDRY _CONT2_LEVEL=[1]

QoS settings
HPORT1_RATE_LIMIT_RX=[0]
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8. Undopmarus o COCTOSIHUU BXOOB
show inputs

Command: show inputs
Input|State |[Active |Description|MedelRemote Device, Portl|Inuverse

1 Open Enable 123 pair 192 . 168,8,1 = 2 Disable
Open Disable 123 pair 192.168.8.1 - % Disable
Open Enable pair 192.168.8.1 = 9 Disable

9. Un(dopmarnus o COCTOSSHUU BBIXOJIOB

show outputs

ommand: show outputs

Out |Current StatelStatel|Description|Mode|Remote Device

manual
Open Open shmp
Open Open pair
Open Open pair
Open Open pair
Open Open pair
Open Open pair
Open Open pair
Open Open pair

10. Uudopmarus o HacTpoiike RS485
show rs485
show rsi85
9600
Even
8
1
Translate

Remote devices:
192.168.0.1

11. Uudopmarus o HacTpoiike mporokona Modbus
show modbus

Command: show modbus

Modbus TCP State: Enable
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12. Uudopmartiust o y1anéHHBIX YCTPOHUCTBaX
show teleport
Command: show teleport
IP address

192.168.0.1 Teleport-1
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5.4.5 Oo6noBaenue 11O uepe3 TFTP

brnoku uaTerpanuu TFortis Teleport moanep)xuBaroT 0OHOBJICHUE POIIMBKU Yepe3
Telnet, ucrions3yro Baemnuii TFTP cepsep.

Komanpa na oobnonenue I10:
download firmware fromTFTP <IP><PATH>
rae <IP> - IP anpec TFTP cepsepa

<PATH> - nyTs A0 ¢aiina npoumBKu

Paccmotpum nporiecc oOHOBIIeHUs 60J1ee MoAPOOHO.

1. Bo-niepBrix HeoOxoaumo yoeauthes, uto TFTP cepBep 3aryiiieH, u 3amyCcTUTh €ro,
eciu He 3anyuieH. [Ton OC Windows 10cTaTOuHO pacnpoCTpaHEHHBIM
npuioxkeHueM sipasiercs nporpamma Tftpd32. U na npumepe Tftpd32 u Oyaem
paccMaTpuBaTh IpoLecC OOHOBIICHUS.

JucTtpuOyTHB JOCTYIICH Ha calTe:

http:/tftpd32.jounin.net/tftpd32.html

3anyckaem B pexxume TFTP-cepsepa

<& THpd32 by Ph. Jounin RN T~
Cenrant Criractony |!i'ﬂ,_.f£: _;_| Hrowse |
Server rRefaces |192_153-;_1[|.-|, | Shior D |
Titp Serves | Log wiewer |
e file glart e | prograzs
o 1] L
Al | Settings: | Help |

Kax Buaum TFTP-cepBep Oyaet nocrynen no aapecy 192.168.0.104, a kopHeBas
nupekTopus cepsepa D:\Pub

2. Ilomemniaem (haitst MPOIIMBKY B KOPHEBYIO JUPEKTOPUIO CEpBEpa
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3. Ha cropone cepBepa y Hac BC€ roTOBO, IMEPEXOAUM K HACTpOHWKaM OJI0Ka
VHTETPALUU.
[To ymonuanuto npotokos TFTP Ha G10kax WHTErpalyu OTKIIIOYEH,
BKJIFOYAEM €r0 KOMaHJI0M:
config tftp state enable
Fortis PSW-1G4F#config tftp state enable
FTP config: state Enable
[Toxnep:kka mpoToKoia BKIOUUTCS. 1 TOTO, 4TOOBI COXPAHUTH B
HSHEPrOHE3aBHCUMOM MaMSTH 3TY HACTPOMKY BBINOJIHSAEM KOMaH]ly save, HHAa4Ye MoCIie

repes3arpy3Ky 3Ta HaCTpOMKa HE COXPaHUTCS.
Fortis PSW-1G4FH#save
Settings saved successfully

[Tposepsiem, uto Teleport «Buaut» TFTP cepBep. st 3TOro MOKHO MPONMHTOBATH
ping 192.168.0.104

TFortis PSW-1G4F#ping 192.168.0.104

Ping 192.168.0.104 with 32 bytes of data

TFortis PSW-1G4F#

Reply from 192.168.0.104 bytes=32 seq=1

Reply from 192.168.0.104 bytes=32 seq=2

Reply from 192.168.0.104 bytes=32 seq-=3

Reply from 192.168.0.104 bytes=32 seq-=4

Ping statistics for 192.168.0.104

Packets: Sent = 4 Received = 4, Lost = 0 (@ % loss)

4. IlepexoauM K OOHOBJICHHUIO.

Broaum komanny:

download firmware fromTFTP 192.168.0.104 1/PSWupdate407-013-25122014.img
Haunércs npouecc 3arpy3ku (aiina BO BHyTPEHHIOIO [TaMsATh, a 3aTEM U ITPOLECC

0OHOBJICHHS

Fortis PSM-1GYFHdownlond firmware_fromTFTP 192.168.0.104% 1/PSWupdatedar-013-251
2014, img

owrlosd File:1/PSHupdateddT-B13-25122014. img

Fortis PSW-1GHFH

ownloading compleat.
pdating start. wait. ..

CAKMNHEHHE F Yany YTepAHOD.
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[Tocne wero bU nepeitaét k ooHornenuto [10 u mpepe3arpy3utcs, Mpyu 3TOM
Telnet coenqunenue mpepBETCs.

[Ipotiecc o6HOBIIEHUS TUTCS OKoJio 1 MuHyTHI. [locie yero Mo>kHO cCHOBa
noaKrounTcs uepes Telnet u mpoBepuTh, BEPCUIO MPOIIUBKHU, YOS TUBIIUCH, YTO

OOHOBJICHHE TIPOIILIO YCIICIITHO.
TFortis PSW-1G4FH show firmware
Firmware Uersion: PO.01.03

Bootloader Uersion: 01.00

5.4.6 Coxpanenue u 3arpy3ka KoHurypauuu u jora yepes TFTP

Teleport moanepKMBatOT BO3MOKHOCTh COXPAHEHUS TEKYLIUX HACTPOEK B (haii
KOH(UTYpallMH, €ro PeAAKTUPOBAHMS, a TAK)KE BOCCTAHOBIIEHUSI HACTPOEK U3 (aiina.

5.4.6.1 Coxpanenue kongpuzypayuu

Coxpanenue KoHpurypamuu npoucxoaut Ha ykazanubiii TFTP cepsep
upload cfg toTFTP <IP> <PATH>
rae <IP> - IP agpec TFTP cepsepa

<PATH> - ums u nyTh (paiina koHpuUrypammm

TFortis PSW-1G4F#upload cfg_toTFTP 192.168.0.104 psw_config. txt
Upload file:psw_config.txt
TFortis PSW-1G4F#

Uploading. ..
Uploaded compleat.

5.4.6.2 Boccmanoenenue konguzypayuu

Boccranosnenue konpurypaiuu npoucxoaut ¢ ykazaaaoro TFTP cepsepa
download cfg_fromTFTP <IP> <PATH>
rae <IP> - IP agpec TFTP cepsepa

<PATH> - nyTb 110 daitna KoHPUrypauuu

Fortis PSW-1G4FHdownload cfg_fromTFTP 192.168.0.104 psw_config.txt
Download file:psw_config. txt
Fortis PSW-1G4F#H. ..

Downloading compleat.
Recovery config from file, wait, reboot...

[Tocne Toro, kak koHpUTypaius OyeT ycranosieHa, bU nepeszarpy3utcsi ¢ HOBBIMU
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HACTPOMKAMHU.

5.4.6.3 Coxpanenue cucmemnozo noza

B HEKOTOpBIX ciTyuyasx ObIBaeT HEOOXOIUMO COXPAHUTH JIOT PaOOTHI YCTPOMCTBA JIs
€ro MOCJIeIyIOIIEero aHaIu3a.

upload log toTFTP <IP> <PATH>

rae <IP> - IP agpec TFTP cepsepa

<PATH> - nyTb 110 Qaitna KOHPUrypanuu

5.4.7 CoxpaHeHue HACTpPOeK

[IpoucxoauT coxpaHeHUE HACTPOEK B IHEPTOHE3aBUCUMYIO MAMSITh.

Save
TFortis PSW-1G4F#save

Settings saved successfully

5.4.8 Ilepe3arpy3ka

[Tpoucxoaut nepe3arpyska 010Ka HHTETpaIuu
reboot

Fortis PSUW-1G4F#reboot
Rebooted. . ..
ohnect closed

Fortis PSW-1G4F#

ogKnio4eHHe K Ya3ny YTepsaHo.

5.4.9 Bbixoa U3 pexxumMa ynpapJieHUsA

[Ipoucxoaut BIX01 U3 pexuma ynpasiienus Telnet
exit
Fortis PSW-1G4FHexit
Fortis PSW-1G4F#H

OgKMiHeHHe K Y3ny YTepaHo.
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5.4.10 Juarnoctuueckne GyHKIMHA

5.4.10.1 Ymunuma Ping

[To3BOJISIET «IIPONMHIOBATHY YIAJICHHBIN y3€ll
ping <IP>

rae <IP> - IP agpec y3na

B cnyuae ecnu y3ein 10CTyIIEH:

is PIW-1GHFHEping 132 .168.0.104
LB . 2.104 with 22 butes of
: PSW-1GHFE
from 192 188 . 8.104
from 192 1885.0.104

L from 192 .1 2. 104
L from 192 .1 2. 1Y

Ecnu y3en HenocTyIeH:

TFortis PSW-1G4F#ping 192.168.0.11
Ping 192.168.0.11 with 32 bytes of data

TFortis PSW-1G4F#Ping statistics for 192.168.08.11
Packets: Sent = 4 Received = 0, Lost = 4 (100 % loss
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6 lnarHocTuUKa HeMcrnpaBHOCTEWN

Tabmura 6. CiucoK HEHCIIPaBHOCTEH U X JUATHOCTHKA

[MposiBaenue BapuanThl perieHue nmpoodJieMbl
npoodJIeMbl

YerpotictBo ve | 1) s Teleport-1:

paboTtaer, HET [IpoBeppTe HaMUMeE HANPSKEHUSA TUTAHWUS

unaukanuu RUN |2) nns Teleport-2

[IposepwTe noakntouenue k PoOE kommyTtaropy, npoBepbTe
unaukarop PoE Ecnu unaukatop He roput, yoeaurech, uto PoE
KOMMYTAaTOp MOXET obecrnieunBaTh nuTaHue no crangapty IEEE
802.1af mo BapuanTy A (1o napam ¢ faHHbimu: 1-2, 3-6)

Ommbku B JIJist TMarHoCTUKYU OTKpOMTE B web-uHTepdeiice BKIaaKy
TPaHCIISIUN Statistics->Main Statistics
RS-485 R4-185

HX o | 1434

TH et | 1634

Rarnsle Thovices

Torane Type I Addres: | B2 mngmt framess | TX mopost moes
| | coopcnires | Telsport-2 | 152 16202 | 1634 1654

1) mpoBeputs, uyto Ha uHTepderic RS-485 nocrynator qaHHbIE:
nosiec RX ent (4ucio npuHSTHIX MaKETOB HAa UHTEpdeiice)
JOJIKHO YBEIIMYMBATHCA MPU aKTUBHOCTU Ha UHTEpdelice.
Ecnu noisie He MeHseTCs, IPOBEPUTH HACTPOUKH mopTa RS-485,
bu3nuecKoe NOAKIOYEHUE K MOPTY.

2) ITons RX mngmt frames u TX mngmt frames — 310
CUYETUYMKU MPUHATHIX U OTIPABIIEHHBIX ynpasisatomux UDP
nakeToB. Ecnu HacTpoeHa TpaHcisius Toibko RS-485, o
cuétunkd RX mngmt frames u TX Cnt 101kHBI COBTaAaTh.
Cuérunkun TX mngmt frames u RX Cnt 10/KHBI COBIIAIATD.
3nadennsd RX mngmt frames u TX mngmt frames, RX cnt u
TX ent MOryT coBnaiath B TOM Clly4yae, KOrJia yCTPOKCTBO,
MOJKIIFOYEHHOE B JTIOKAJIbHBIN TOPT RS-485 oTBeyaer Ha Bce
3aIpOChl € YAAIEHHOrO nmopra. B ciydae, Korga ucnoiab3yercs
aZpecHbI mpoTokoi, Hapumep OpuoH, Modbus RTU,
JIOKaJIbHOE YCTPOMCTBO MOKET OTBEYATh TOJILKO Ha 3aMpOChl CO
CBOUM ajipecoM, odromy 3HadeHue noist TX ent MoxeT ObITh
oonbiie, yem RX cnt.
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3) g npoBepku cBa3u 1o Ethernet mexxty ABymst ycTpoiicTBamu
HY>KHO cpaBHUBaTh cU€Tunkl RX mngmt frames n TX mngmt
frames.

Ecnu cuétunk RX mngmt frames ogHoro ycrtporictBa paBeH TX
mngmt frames apyroro u Ha060POT, TO CUUTAEM, UYTO ITPOOIIEM B
nunausx Ethernet Her.

Omunobku B
TPaHCIISIIUN
RS-485:
MIPEBBINICHUE
TalMayTa OIrpoca

(CBs13b OMH-K-

B pexume tpancnauuu RS-485 — Ethernet Henz6exno
BO3HUKAIOT 33/IEP’KKU MPU Niepeaye JaHHbIX. [ KOppeKTHOM
paboThI BCEH CUCTEMBI HYKHO MPABUIILHO PACCUUTATh 3aJICPKKU
Y HACTPOUTH TalMayThl.

Ecnu 3apepxku npu nepenayde OyayT OoJibie, 4em
YCTaHOBJICHHBIN TaiiMayT Ha OTBET, TO ATO MPUBEIET MO0 K
YaCTUYHOMY, JINOO K MOJTHOMY OTOpPAChIBAaHMIO MTAKETOB, U KaK

OJIHOMY) CJEeACTBUE K HEPAOOTOCIIOCOOHOCTH CUCTEMBI.
Pacuér 3anep:xek Tpancusauuu npu nepenave yepe3 bU Teleport
t=15000%length/ baudrate +1
t — 3a/1ep>KKa B MHJIMCEKYH/1aX, BOSHUKAIOIIAS [IpU NIepeiaye
gyepe3 bU Teleport
length — nnuHa nakera B npotokosie RS-485 B Gaiitax, ecnu B
cnenupUKanuy Ha IPOTOKOJI HET ATOW MH(OpMaLUH, TO
UCIIONb3ylTe 3HaueHue 128.
baudrate — ckopocts nopra
[Tpu Tpancasuun RS-485 uepes Ethernet npoucxonur 4
npeoOpazoBanus (RS-485 — Ethernet u 06patHO)
[ToaTomMy HeoOxoauMO TaliMayT OTBETA YCTaHABIMBAThH OOJIbIIIE,
YeM pacuéTHas 3a/1epiKKa:
T>=4%t+90
T — taitmayT
t — 3a7epKKa Ipyu KOHBEPTALUU
0 - HEKOTOpBIii 3amac
Muraet Muraromuit ungukatop 24V na mate 6ioka Teleport-2

uHauKarop 24V

CBHUJIETEJIBCTBYET O neperpyske wim K3 no Beixony 24 B.
OTKIIIOYMTE MOLTHYIO HAarpy3Ky OT BBIXOJIA.
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7 NapaHTn nsrotoBuTenA

["apaHTHITHBIN CPOK IKCIUTyaTAIlMU YCTPOUCTBA - 36 MECALIEB C IaThl NPOJIAXKU. B
rapaHTuiiHOe OOCTYKMBAHUE U PEMOHT MPUHUMAETCSI YCTPOUCTBO B MOJHOM
KOMIUIEKTHOCTH.

I"apaHTHIHBIA PEMOHT HE IPOU3BOAUTCS B CICAYIOIUX CIIy4YasiX:

€CJIM TapAaHTUMHBIN CPOK YIKE UCTEK;

MIPY OTCYTCTBMUA MapKUPOBKH C 3aBOJACKUM HOMEPOM Ha KOPITYCE U3MIEINHS, a
TaK)Ke, €CJIM 3aBOJCKOI HOMep ObLJ1 U3MEHEH, yAaJIeH WK Hepa300puuB;

IPY HATMYUU BHEITHUX U BHYTPEHHUX MEXaHUYECKUX MOBPEXKICHUN (CKOJIBI,
TPEUIUHBI, 1ePopmaliusi, MOBPEKICHUE ITHYPOB MUTAHUS, PA3JIOMbI WU
TPEUIUHBI pa3bEMOB), CIEAOB BO3ICUCTBUS XUMUUECKUX BEILIECTB,
arpeCcCUBHBIX CPE, )KUIAKOCTEH, CUIIbHBIX 3arpsI3HEHUN, a TAaK)KE MIPU HATTUYUH
HACEKOMBIX WJIU CIIEJIOB UX MPEObIBAHUS;

13-32 HECOOTIOZICHUS TIPABUIT MOJKITIOUEHUS U DKCILUTyaTallly, a TaK ke
HECOOTBETCTBUS IMAPAMETPOB JIEKTPOIIUTAHUS YCTAHOBICHHBIX PYKOBOACTBOM
I10 DKCIUTyaTalllH;

BCIIeZICTBUE (DOPC-MaKOPHBIX OOCTOATENBCTB, ACUCTBUM TPETHUX JIUIL U
JPYTUX IPUYNH, HE3aBUCALLUX OT U3TOTOBUTENS.
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8 TexHn4yeckaa nogaepxka

TexHuveckas moajiepkKKa mo NpOEeKTUPOBAHUIO CUCTEM, BOITPOCcCaM
AKCIUTyaTalli U HACTPOUKU 00OpYI0OBAHUS OKA3bIBACTCS:
e 110 Tenedony (Bpems st 3B0OHKOB 8-00 — 16-00 mo MOCKOBCKOMY BpEeMEHH )
8 800 100 112 8
+7 (342) 260 20 30
e 110 e-mail:
support@fort-telecom.ru

Bcest TexHuueckas JOKyMEHTAIUs OCTYIIHA Ha caiTe:
https://tfortis.ru/support/dokumentaciya-na-produkcivu/

Eciau y Bac ectb moxenaHus 1mo qopaboTKe, a MOXKET ObITh U UJCH T10
CO3/IaHUIO0 HOBBIX YCTPOMCTB, BBl MOXETE OTHPaBUTh HAM 3a1poc

https://tfortis.ru/contacts/svyazhites-s-nami/
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