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BE'\.UERD Inasa 1. Mepwvl npedocmoposxcnocmu

MnaBa 1. Mepbl NnpegoCcTOPOXHOCTU

MNMepen ncnonb3oBaHMEM yCTPOMCTBA HEOBXOAMMO MOMHUTbL HUXKecnegyloLlee.

[aHHbIN NPOOYKT yooBneTBopsaeT BceM TpeboBaHnsiM 6€30MacHOCTN, OAHAKO, Kak 1 Nobon
anekTponpubop, B cnyvyae HenpaBubHOro NCNONb30BaHNS MOXET CTaTb NPUYNHONW NOXapa, YTo, B
CBOIO 04Yepenb, MOXET NoBfeyb 3a cO6oN cepbesHble nocrnencTeus. Bo nsbexaHne HecHacTHbIX

crny4aeB 06513aTeNlbHO U3y4nUTe UHCTPYKLMIO!

BHUMAHMUE!
Vicnonb3yite TOMbKO COBMECTMMblE YCTPOWCTBA. OJKCnflyaTauus YCTPOWCTB, He 0OA0BpeHHbIX

npoun3soauTernem, Hegonycrtmma.

CobnropganTe MHCTPYKLUIO NO 3KkcnnyaTtauun!
N3berante AnNuTenbHOrO MCMNOMb30BaHUSA WKW XpPaHeHUs Kamepbl B HeBnaronpusiTHbIX
YCIOBUSIX:

e [lpn CnNMLWIKOM BbICOKMX UMW HU3KMX TemnepaTtypax (pabovas Temnepartypa yCTPOUCTB
ot -10 go +50 °C).

e W3beranTte nonagaHnsi NPAMbIX COMTHEYHbIX JSTyYen B TeYEeHUe ANUTENbHOro BpeMeHu, a
TaKke HaxoXxaeHus Nob6nM3oCcTn OTONUTENbHBLIX U 06orpeBaTenbHbIX NPUOOPOB.

e W3beranTte 6nM30CTN C BOAOW UMM UCTOYHUKAMM BNAXKHOCTW.

o [3berante 6nu3octu c ycrtponcteamu, obnagarowmnmm 60nblLIMM 3MEKTPOMArHUTHbLIM
A eKToM.

e Heponyctuma yctaHoOBKa Kamepbl B MECTaX C CUNbHOW B1bpaLmen.

BHUMAHUE!

B cnyyae HencnpaBHOCTU KamMepbl CBSXKUTECH C cepBUCHbIM LieHTpom OO0 «HIMIM «beBapay».

B cnyyae HeKkOoppeKTHOM paboTbl KaMepbl:
e [lpn oBHapyxeHumn gbiMa nnu Heobbl4HOro 3anaxa.
e [lpn nonagaHum Bogbl NN NOCTOPOHHUX OO BEKTOB BHYTPb.

° I'Ipvl nageHnn KamMmepbl U1 noBpeXXaeHmn Kopnyca:

BbinonHuTe cneayrowme AoeNCTBUA:
e  OTKNIOYMTE KaMepy OT UCTOYHMKA NUTAHMSA U OTCOEANHUTE BCE OCTarnbHble NpoBoaa.
o Casxutecb ¢ cepBuUCHbIM LeHTpoM OO0 «HIIM «beBapa». KoHTakTHble gaHHble Bbl

MoXeTe HauTu Ha canTe http://www.beward.ru/.

PykoBoacTBO no nogkntoyeHuto IP-kamepbi B1510
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TpaHcnopTupoBKa

Mpy TpaHCNOPTUPOBKE MOSOXUTE KaMepy B YNakoBKY MPOM3BOAUTENS MUNK NoGon apyrow

MaTepuan cooTBeTCTBYHOLLEro Ka4ectsa 1 yoaponpo4yHOCTW.

BeHTnauua
Bo nsbexxaHne neperpesa HU B KOEM criyvae He BNoKMpYrNTE LMPKYNsLUMO BO3oyXxa BOKPYr

Kamepbil!

YucTtka

Ncnonb3ynte MArKylo Cyxyr TKaHb [Ons MPOTUPaHUS BHELUHUX MoBepxHocTen. [Onsa
TPYAHOBLIBOAMMBIX MATEH WUCMNONb3ynWTe Hebonblloe KOMMYeCcTBO YUCTALLEro cpencrtsa, nocne
Yero Hacyxo BbITPUTE NOBEPXHOCTb.

He ncnonb3ynTte neTyyne pacTBOpUTENM, Takme Kak CnvpTocodepalime cpencrsa unu

O€H3MH, TaK Kak OHU MOTYT NoBpeanTb KOpnyc KaMepbl.

PykoBoacTBO no nogkntoyeHuto IP-kamepbi B1510
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NnaBa 2. O6wme cBeaeHud

IP-engeokamepa BEWARD B1510 paspabotaHa ans npuMeHeHuss B CUCTEMax
npodeccunoHanbHoro BuaeoHabnogeHnsa. B1510 nogaepxmBaeT yCTaHOBKY CMEHHbIX OO HbEKTMBOB
c kpenneHnem C/CS wu aBtoperynupyemon pguacdparmon (APL). Kamepa ocHauwleHa
BblcOokovyBCTBUTENBHLIM KMOTI-ceHcopom ¢ paspelieHnemM 1.3 meranukcens v nporpeccuBHbIM
CKaHMpoBaHMeM. Takue TexHonormm, Kak pexumMm «[eHb/Houb», pacluMpeHHbI AMHAMUYECKUI
AnanasoH ¢ umdposon obpaboTtkon curHana (DWDR), cuctema wymonogasnenus (2D/3DNR), a
Takke anekTpomexaHnyeckun NK-punbTp 1 BCTPOEHHbLIM MUKPOGOH, BbIFOAHO OTANYaOT AaHHYHO
Modernb, TMO3BOMSAS €W COOTBETCTBOBATb BbICOKMM TpeboBaHuAM, MpeabsBnseMbiM K

coBpeMeHHbIM CUCTEMaM BUOeoHabnogeHns.

Puc. 2.1

IP-kamepa BEWARD B1510 nossondeTr npocmaTpuBaTb BUOEO B pearibHOM BpPEMEHMU
yepes cTaHaapTHbI MHTepHeT-6paysep.

Kamepa cnocobHa BbigaBaTb BMOEONOTOK B dpopmaTtax cxkatua H.264/MJPEG. dopmar
H.264 wgeanbHO NoAXOOMT AN YCNOBUA OrpaHWYEeHHOW nonockbl nponyckaHuda. [pu  ero
NCMonb30BaHUN SOCTUrAeTCA HaUMEHbLUMA TpaduK 1 xopollee Ka4yecTBO nsobpaxeHus. dopmat
MJPEG npeaHasHayveH Ans 3anucu 1 npocMoTpa BUAEOoM306paXeHns B Hauny4yLeM KayecTtse, HO
TpebyeT 6onbLUMX CETEBbLIX PECYPCOB M MECTa Ha XEeCTKOM AucKe (Npw 3anucu).

B1510 noakntoyaeTca K ceTu Npu nomoLim nposogHoro nHtepdenca 10BASE-T/100BASE-
TX 1 umeet nogoepxky PoE.

C onuuen B10xx-4G Kamepa oOcHaweHa BCTPOeHHbIM Moaynem 2G/3G/4G
NPOMbILLNIEHHOrO Knacca Ansi opraHM3auun 6ecnpoBogHOro NOAKIHYEHMS K COTOBbIM CETAM.

Moppepxka kapT namsatn Tuna MicroSD nossonsieT caenatb cuctemy BuaeoHabnwoaeHus
ewe 6onee HagexHon: BaxkHas MHdopMauns He NponageT npu noTepe CoeguHEHUs!, B MOMHOM
obbeme oHa MoXeT ObiTb COXpaHeHa Ha kKapTe namsaTu. B panbHenwem, ee MOXHO OyaeTt
BOCMPOM3BECTU KaK HENOCPEACTBEHHO C KapThbl, TAK U YAArEeHHO NoCcne yCTPaHEeHUs TEXHNUYECKNX

Henonagok ceTu.

PykoBoacTBo no noaksnoyeHuto IP-kamepbl B1510
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2.1. Oco6eHHocTH IP-Bupeokamepbl BEWARD B1510

¢ BbicokokauecTBeHHbI KMOI-ceHcop ¢ nporpeccnBHbIM CKAHUPOBaHMEM

o [lo 25 kagpoB B cekyHAay npu paspeeHnn 1280x960

o [loppepxka kapT namaTn Tmna MicroSD/SDHC

o [IpodeccroHanbHOe nporpammMmHoe obecneveHne

e OpHoBpeMeHHOEe KoaMpoBaHUe ABYX NOTOKOB B hopmaTax H.264 n MJPEG

o Pexum «[deHb/Houby», anekTpomexaHndeckmin NK-counbTp

e ABTOMaTU4eckas perynuposka gnadparmsel (DC Drive)

e PaclmnpeHHbI AMHaMUYECKUIA mManasoH ¢ undposorn obpaboTtkon curHana (DWDR)

o Llndposas cucrema wymonogaenenus (2DNR, 3DNR)

o BcTpoeHHbIn Be6-cepBep Ana HabnogeHns 1 HAaCTPONKN

o [lopgpepxka npotokonia HTTPS c pexumamm pabotbl «HTTP», «HTTPS&HTTP»,
«HTTPS»

e B03MOXHOCTb NPOCMOTpPa 3anncaHHbIX hannoB C MOMOLLBI BCTPOEHHOIO nneepa

o BCTpoeHHbIN OeTekTop ABUKEHUS

e TpeBOXHble BXOA, BbIXOA

e AyamoBxoa, ayanoBbIXoa

o Bbibop notoka (oCHOBHOW/anbTepHATUBHLIN) Npy 3anucy Bugeo Ha FTP

o Bbibop paspelueHus kagpoB ansi 3anucu Ha FTP, kapty namatn un no E-mail

o Co3gaHve oyepenm npu yctaHoBreHHoOW nepepadve dannos Ha FTP/E-mail, ecnu ceTb
BPEMEHHO HeJOCTyMNHa.

e [lutaHue no kabento Ethernet (tTexHonorus PoE)

e [looaepxka ONVIF

e BcTtpoeHHbIi moagynb 2G/3G/4G npomblwneHHoro knacca (onuusa B10xx-4G)

PykoBoacTBo no noaksnoyeHuto IP-kamepbl B1510
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2.2. OCHOBHbIE XapaKTepPUCTUKU

o (CaetouvyBCTBUTENBLHBLIN 3nemMmeHT: 1.3 meranukcensa, KMOIT 1/3” Sony Exmor c
MPOrpeccuBHbIM CKaHNMPOBaHMEM

o OOBbekTMB: cMeHHbIN, KpenneHne C/CS, AP

o YyectBUTENbHOCTL: 0.008 Nk (aeHb) / 0.002 nk (Houb) / 0.001 nk (DSS@2k/c)

e CkopocTb paboThl 3aTBOpa: ot 1/2 ¢ go 1/8000 ¢

e PaspelweHune: 1280x960, 1280x720 — ocHoBHoM noTtok; 960x720, 640x480, 480x360,
320x240 — anbTepHaTMBHbIN NOTOK

o OpHoBpeMeHHoOe kogupoBaHue: H.264/H264, H.264/MJPEG, MJPEG /MJPEG

o CkopocCTb KagpoB: 00 25 kagpoB B CEKyHAY AS1S BCEX pa3peLLeHni

e BCTpoOEHHbIN MHOrO30HHbLIN AETEKTOP OBWXEHNSA C PErYIIMPOBKON YYBCTBUTENBHOCTH

e [lo 10 ogHOBpEMEHHbIX NOAKHYEHNI

e OTnpaBka kagpoB C BbIGOPOM paspeLleHust No aNeKTpoHHoW noyte, Ha FTP-cepeep u
KapTy namsTh MO pacnucaHuio NEPUOAMYECKM U MPU BO3HWKHOBEHUM TPEBOXHOIO
cobbITHSA.

e OrtnpaBka BMAeo C BbIOOPOM MOTOKa (OCHOBHOW/anbTepHaTuBHbIN) Ha FTP-cepsep u
KapTy NamsiTy No pacnucaHuio U Npu BO3HUKHOBEHUWN TPEBOXHOIO CODbITUS.

e [lutanme: DC 12 B, 0.2 A/ PoE (IEEE 802.3af (Class 1)): End-Span, Mid-Span

o Pabouas temnepartypa: ot -10 go +50 °C

o [lopgpepxmBaemble npotokonbl: TCP/IP, UDP, DHCP, IPv4/IPv6, ARP, FTP, SMTP,
DNS, DDNS, NTP, HTTP, HTTPS, RTSP, RTP, SSL, PPTP, UPnP, PPPoE (PAP,
CHAP), Bonjour, CamDrive

o [loppepxka oTpacnesoro ctaHgapta ONVIF Profile S

2.3. KomnnekT noctaBku

e |P-Bngeokamepa

e TepmuHanbHbIN BNOK

BHUMAHUE!
BEWARD ocTtaBnsieTr 3a cobovi npaBO Ha W3MEHeHWe KoMMiekTauum obopyaoBaHMs U ero nobbix

XapakTepucTuk 6e3 npeaBapuTeNbHOrO YBELOMITEHUS.

PykoBoacTBo no noaksnoyeHuto IP-kamepbl B1510 n
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NnaBa 3. Paamepbl U OCHOBHbLIE 3fIeMEHTbI YCTPOMCTBA

3.1. Pa3smepbl IP-kamepbl B1510

B0 ey
1 o o
L 15 J
.29«'“'5 1:"- i
o o
~ 158 _ _ al _
o o
cud caepry
i 15
o @ & ol — :|
', Boma 144"

Puc. 3.1

Pa3amepbl ykaszaHbl B MUNnMMeTpax.

3.2. OCHOBHbI€E 3/IEMEHTbI

OtBepcTnA Noa KpeneXHbIM BUHT. pe3bboBbie OTBEPCTUSI HA BEPXHEW U HWKHEN
NOBEPXHOCTM KOpryca Kamepbl NpegHasHayeHbl AN KpenneHUs KPOHLWTENHa C Lernblo MOHTaxa
Kamepbl Ha HecyLLen noBepxHOCTU. MNoapobHee MOHTaX kaMepbl onNucaH B nNyHkTe 4.3.

KpenneHue obbekTuBa: pe3bboBoe kpenneHue ctaHgapTta C/CS, npegHasHayeHHoe Ans
duKcaumMm COBMECTUMbIX OOBLEKTUMBOB kamep BuaeoHabnogeHusd. Cnocobbl perynupoBku yrna

0630pa 1 PoKyCUPOBKM 3aBUCAT OT MOLENU MPUMEHAEMOro 06BbEKTMBA M ONucaHbl B NyHKTe 4.4.

PykoBoacTBO no nogkntoyeHuto IP-kamepbi B1510
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1 2 3

W—s

Puc. 3.2

TpeBoxHble Bxoa/Bbixoa (1): npedHasHayeHbl AN MOLKIHOYEHUST BHELIHUX YCTPOWCTB

Tpesoru (Puc. 3.2).

TpeBOXHbI BXOA CMAYXWUT ONS MOAKMHOYEHMS BHELLUHUX OAaTYMKOB (Hanpumep, AaTyunka
obbema). [Ins BO3HMKHOBEHNSA TPEBOXHOIO COOLITUSI AATYMK OOIMKEH 3aMKHYTb NGO PasoOMKHYTb
(3apaeTtca B HacTpomkax kamepbl) koHTakTbl K ALARM IN» n «<ALARM G».

TpeBOXHbIV BbIXOA CAYXUT ANA NOAKMIOYEHUA UCNOMHUTENbHBIX YCTPOWUCTB (Hanpumep,
nssewartens). B cnyyae HacTynneHus TPEBOXHOro cObObITMS, MPYM MOMOLLM BCTPOEHHOrO perne
3amMblkatoTca Nnbo pasmblikatoTcs KoHTakTel KALARM 1A» n « ALARM 1B».

Pasbem RS485 (2): npegHasHayeH [Ans  NOAKMOYMEHWS BHELUHEro YCTPOWCTBA,
nogaepxuBatwowero craHgapt RS-485, Hanpumep, ¢ uenbko co3gaHus PTZ-mogudmkaumm
Kamepbl.

AyavoBxopn, ayauossbixoa (3, 4): pasbembl 3.5 MM «mini-jack» npegHasHayveHbl Ans
NOAOKMIOYEHNST BHELIHEro akTMBHOTO MMKPO)OHA W  akTMBHOTO [AuHamuka. Bbl  moxete
opraHu3oBaTb [ABYCTOPOHHWUIA KaHan CBSA3W MeXdy onepaTtopoM, YrnpasnsowuM Kamepon yepes
BeO-uHTEpdENC, N YenoBeKOM, Haxoaswumcss B 30He HabntogeHuda. lMNpu 3TOM MUKPOMOH
nogknoyaetca Kk pasbeMmy «AUDIO IN», a auHamuk — k pasbemy «AUDIO OUT» (Puc. 3.2).

Pasbewm IRIS (5): npegHasHayeH ang NnogknoyYeHnsa KOHHEKTOpa ynpasneHnsa guadgparmon
npu UMCNONb30BaHUM OO6bekTMBOB C noagepxkon AP[  (aBTomMatudeckon perynupoBku
anadparmbl).

C6poc HacTpoek (6): JaHHasa kHoMKa npegHasHaveHa gnsa cbpoca Bcex HaCTPOEK Kamepbl
B 3aBOACKMe ycTaHoBKM. [Ina cbpoca HacTpoek HeobxoAMMO B TeYeHue OeCATU CeKyHA HaxaTb

KHOMKY cbpoca Tpu pasa c npoMexyTkamu B ogHy 1 6ornee cekyHabl Mexay Haxatuamm (Puc. 3.2).

PykoBoacTBo no noaksnoyeHuto IP-kamepbl B1510 m



BE'JJ“ RD Inasa 3. Pazmepwvi u ocHOBHbLE 21eMenmbl YCmpOotucmea

Cnot kaptbl namatu (7): npeaHasHayeH AN YCTAHOBKM KapTbl namsTv copmarta

MicroSD/SDHC (Puc. 3.2). icnonb3dynTe kapTy namaTn AN 3anvcy BUAEO- U ayaMoLaHHbIX Kak B

pexume TpeBorn, Tak U B pexXunme NOCTOSAHHOM 3anucu. Takke npegycMoTpeHa BO3MOXHOCTb

DGSGDBHOVI 3anucu npun oTcyTCcTtBnUnN CoeanHeHnd C CEeTbIO.

BHUMAHUE!

lopsiyas 3amMeHa KapTbl MaMATM He MoAdepXMBAETCS KaMepoW M MOXET MPUBECTU K MOBPEXOEHUI0

obopynoBaHusa 1 notepe AaHHbIx!
He oTkniovarite kamepy BO BpemMs (hOpMaTUpOBaHNSA KapTbl MAMSATH.

Kamepa He noppepxvBaeT kapTbl namsth, npu opMaTUpPOBaHWM KOTOPbIX ObINO CO34aHO HECKOSbKO

pas3nenos.

CeteBOM pasbeM UM MHAMKATOPbl CceTeBOro nogknto4veHna (8): pasbem Aans
NOAKMIOYEHNsT Kamepbl K ceTn VIHTepHeT, poyTepy uiM KOMMyTaTopy npy NOMOLUM CTaHOAapPTHOro
8P8C (RJ-45) wTtekepa (Puc. 3.2). JaHHass mogenb Kamepbl noaaepxumeaeT TexHonornio PoE —
BO3MOXXHOCTb NMoAayun NUTaHUSA No ceTeBoMy Kabernto.

XKenTtbin nHONKATOP rOPUT MpU YCTaHOBNEHHOM MOAKMYEeHUM kamepbl kK cetn Ethernet,
3eneHbl — Npu CETEBOM aKTUBHOCTU (Mepedayve AaHHbIX).

Pa3zbem nutaHusA (9) npegHasHa4veH anAa nogadum noCtoAHHOro nuTarwero HanpsaxeHumsa

HomMuHanom 12 B, 0.2 A (Puc. 3.2). NonapHOCTb NOAKNIOYEHNS: @_G_®

BHUMAHUE!
OpHoBpemeHHasi nofava nuTaHus ¢ ncnosnb3osBaHnemM TexHonorun PoE n pasbema nutaHus sanpetyeHal

Mpn nogade nutaHna 12 B Yyepes pasbeM NCNOSb3YMUTE TOMNbKO UCTOYHUKK, pekoMeHaoBaHHble BEWARD!

UHpaukaTop nutaHus (10): KpaCHbI MHANKATOP rOPUT NPU NOSKITHOYEHUN NUTAHNSA KaMepbl.

PykoBoacTBO no nogkntoyeHuto IP-kamepbi B1510 n
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naBa 4. YcTtaHoBKa n nogkntroyeHue IP-kamepbl

4.1. O6wume cBegeHus o nogknroyveHnm IP-kamepbl B1510 k cetn

IP-kamepa B1510 moxeT nogkntovaTbCA K fokanbHOW cetu nubo cetu MHTepHeT npwm
nomow nposogHoro coeaumHeHuns (Ethernet). lMogknioyeHMe MOXET OCYLLECTBNATLCA Kak
Hanpamyto Kk TIK, Tak ©“ npu nomowm BCNOMOraTenbHOrO CeTeBoro 06OpyAOBaHUS
(MapwpyTtusatopbl, komMMyTatopbl). B HacToswee Bpemsa Haubonee nonynsipHeIM cnocobom

NOAKIMKOYEHUA K CETU MHTepHeT ABNAETCA NOAKINo4YeHNne Yepeal BblAEJIEHHYIO JIMHUIO Ethernet.

)
= L
- Tmau:r;l
‘ / i Mapaupy rusarop

Puc. 4.1
OcCHOBHbIE Warn n pekoMeHgaumm no yCTaHOBKE M HaCcTPOMKe KaMepbl OnucaHbl ganee B

[AaHHOM pyKOBOACTBE.
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4.2. PekomeHaauum no yctaHoBKe

B paHHOM pasgene npuBegeH KpaTKUMMA CNMCOK peKkoMeHOauun, KoTopble Heobxogumo

yuYnTbIBaTb NpY MOHTaxe obopyaoBaHus IP-BugeoHabnogeHus.

PekomMeHpauum no pasmeLLeHUIo KaMmepbl:

o |P-kamepa BEWARD B1510 npegHasHadeHa [Anisi MCMNOMNb30BaHUS B YCMOBUSIX C
npegensHon TemnepaTtypon akcnnyartauum ot -10 go +50 °C.

e W3berante nonagaHusa Ha Kamepy NPsIMbIX COMHEYHbIX fyYen B TedeHue ANUTEenbHOro
BPEMEHM, a TaKKe HaxoXOeHWs nobrm3ocTn OTOoNUTENbHbLIX U oborpeBaTenbHbIX
npubopoB.

e HenpaBunbHaa paccTaHOBKa Kamep BuaeoHabnwoaeHuss npuvBenéT K MNOSBMAEHMIO
HexenaTenbHbIX «CMnemnbiX» 30H, KOTopble OyaQyT OCTaBaTbCs BHE MNONSA 3peHus
onepaTtopa.

e W3beranTte 6nM30CTN C BOAOW UM UCTOYHUKAMM BNAXKHOCTW.

o |3berante ONM3oCTM C YCTPOMCTBaMU-TEHEPATOPAMM MOLLHbBIX SMNEKTPOMArHUTHbIX
BOJTH.

e Yb6egoutecb B BO3MOXHOCTW pasMeLlleHus yCTpoWcTBa C YyyeToM noAaBoda
coeavHUTENbHbIX Kabenewn.

e U3GeranTte cnocoba kpenneHus kamepbl, OOMYCKalOLWero 3HaduMTenbHylo Bubpauwmio.
[aHHoe Bo3gencTBMe CHU3UT 3(PPEKTUBHOCTb AeTekTopa [ABWKEHUS U YEeTKOCTb
n3o6paxkeHnsi B LIENOM.

e Kamepbl BuaeoHabnogeHns HeobxoaMMo pasMewiatb Tak, 4YTOObl  WUCKMHOYMTb
crnyyYyanHoe wWnu cneuuanbHoe MnoBpexaeHne U U3MeHeHWe HanpasneHuss ob3opa
Kamepbl.

e HanpaBnenne o63opa (30Ha BMAeoHabMAEHUSA) kamepbl OOMMKHO OblTb TBEPOO

onpeneneHo Ha MOMEHT YCTaHOBKMW.
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PekomeHgauuu no npoKnagke kabens Tuna «BuTan napa»:

e B «kopumpopax xenaTtenbHO MpPOKMaAblBaTb MY4YKM IMEKTPUYECKMX W CrnaboTouHbIX
kabenew no pasHbiM Kabenb-kaHanam, NPOXoasALLMM Mo pasHbIM CTEHAM.

e [lonyckaeTcsa B OAHOM kaberb-kaHane npoknagbiBaTb BUTOMAPHbIE U 3fEeKTpuyeckme
kabenn B pasHbIX OTCeKax WM CeKUuMsaX, MWMEKLWUX ChfowWwHble MpoaosibHbIe
neperopogkm € npenerioMm OrHecToMkocTM He MeHee 0,25 4 u3 Hecropaemoro
Martepuana ToNnbko B paboumx 30Hax Ha paccTtosHuM He ©onee 15-T MeTpoB, ecnu
anekTpudeckas MoLWHOCTb 6yaeTt He 6onee 5 kBA.

e OnekTpuyeckme n cnaboTtoyHble kKabenu gonyckaeTcsa NpoknagpiBaTe napannenbHo Ha
paccTosiHuM He meHee 50 MM gpyr OT gpyra B pasHbix kabenb-KaHanax unm cekumsaix
kabenb-kaHanoB. Ecnu HanpskeHHOCTb 3MeKTpuYeckoro nonsi, obpasytolierocsi oT
anektpudeckoro kabens, 6yget 6onee 3 B/M, To HeO6X0OMMO YBENUYNTL PacCTOSIHNE
MEeXOy ONeKTPU4ecKUMn u  crnaboTouyHbIMM  Kabenamm unm  CHU3UTb  YPOBEHb
3NEKTPOMarHUTHbIX MOMEX.

e BuTonapHble M anekTpuyeckne kabenu OOMmKHblI NepecekaTbCA TOMbKO Mo4 MPsiMbiM
yrnom.

e HeakpaHupoBaHHble BUTOMapHble Kabenwu [OIMKHbI NPOXOAMTb Ha PacCTOSHUM He
MeHee 125 MM OT rasopaspsigHbiX flamn AHEBHOro ceeTa (JIOMUHECLEHTHbIX namn) u
APYrnX BbICOKOBOMbTHbBIX YCTPONCTB, COAEPXaLLMX pa3paaHuKN.

e HeakpaHupoBaHHble BUTONApPHbIE Kabenu AormkHbl NPoKNaabiBaTbCA Ha PacCTOSAHUM He
MeHee 1.5 MeTpPOB OT MCTOYHWUKOB CUSbHbIX 3NIEKTPOMArHUTHbIX NOMeX, 06pasyroLmx
HaNPSYKEHHOCTb 3N1IEKTPUYECKOro noss cebiwe 3 B/m.

e PacnpegenurenbHble YCTPOMCTBA C 3a4eNaHHbIMU HE3KPAHMPOBAHHbIMU BUTONAPHbLIMMK
kabensmn [OOMKHbI pacnonaraTtbCA Ha pacCTosiHUM He MeHee 3-X MeTpoB OT
WUCTOYHMKOB CWIbHbIX 3NEKTPOMarHUTHbIX NomeX, 06pasyrolmx Hanps»KeHHOCTb
3MEKTPUYECKOro nomns cebille 3 B/m.

e [lpoknagka BUTOW nNapbl MeXQy TOYKaMW MOAKMYEHUs [OO0SPKHA NpOM3BOAUTLCS
uenbiMu Kyckamu, Npy 3TOM HarnpasfieHue Tpacchbl crnegyeT 3apaHee npogymaTtbh Tak,
4YTOObI €€ NPOTSHKEHHOCTL OblNa Kak MOXXHO MEHbLLE.

e  MuHumanbHbIN paguyc nsrmba ons kabensa — vyeTbipe gnameTpa kabensa (unu 1 gonm =
2,5 cM), HO cyLleCcTBYIOT pekomeHdauun pasmewiaTb kabenb Takmm obpasom, 4Tobbl
obecneynBaTtb n3rmb pagmycom 2 gronma (5 caHTUMETPOB).

e MakcumanbHas onvMHa cermMmeHTa gormkHa ObiTb He 6onee 100 meTpoB.
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4.3. MoHTax IP kamepsbl

Cnocob® MOHTaxa Kamepbl MOXET OTnMyaTbCA B 3aBUCMMOCTM OT BuAa BblIOpaHHOMo

KPOHLUTENHA.

BHUMAHUE!

KpOHLIJTeIZH B KOMMJIEKT NOCTAaBKN HE BXOOAUT U r|p|/|o6peTaeT09| otaenbHo!

NMPUMEYAHUE!

Kamepa nmeet aBa pe3bb0BbIX OTBEPCTUS ANSA KPenneHUst KPOHLUTENHA, CBEPXY U CHU3Y.

B obwem cnyvae, ana MoHTaxa IP-kamepbl HeobGXo4uMMoO BbINONHUTL cregyowme
aencreus:

LWar 1: onpegennTb MECTOMONOXEHNE KaMepbl U 3aoMKCMPOBaTb KPOHLUTENH Ha HecyLlen
NMOBEPXHOCTMU.

Lar 2: obecneunTtb NOABOAKY TONMbLKO Kabens «naTy-kopa», ecnv Bel ncnonb3yete nogady
nuTaHna no TexHonorun PoE, unu nogeodky kabensi «narty-kopa» u kabensa nutaHud, ecnu Bel He
ncnonb3dyete nogady nutaHue no texHonorin PoE.

B cnyyae mncnonb3oBaHus kamepbl ¢ onumen B10xx-4G Heobxogmmo obecneuntb MeCTO
ansa pasmelleHms 4G-aHTeHHbl M NOABOAKY Kabens nuTaHus (Npu 3TOM Ans NepBOHavanbHON
HaCTPOMKN Kamepa OOKHa ObITb MNOAKIIOYEHA Yepe3 NPOBOAHOM MHTEPdENC).

War 3: HagexXHOo 3ahnKeMpoBaTb KaMepy Ha KPOHLLUTENHE U OTPErynnpoBaTb HanpasfeHne
0030pa kamepbl.

War 4: ¢ nomowpto kabena «naTty-kopa» coeavHuTb ceteBon pasbem (ETHERNET) IP-
Kamepbl HanpsMylo ¢ KOMMyTaTopom/MapLupyTusatopoM ¢ nogaepxkon PoE (nubo uvepes PoE-
NHXEKTOP).

Ecnu Bbl He ncnonb3yete nogady nutaHusa no texHonormm PoE, To, kpome coepuHeHus
ceteBoro pasbema (ETHERNET) IP-kamepbl kabenem «naTty-kopg» C KOMMYTaTOpOM WM
MapLipyTMsaTtopoMm, K pasbemy nutaHus (DC 12V) IP-kamepbl HEOGXO0AUMMO NOAKMOYUTL GNOoK
NUTaHNA NOCTOAHHOIO TOKa HanpskeHnem 12 B.

Bo wusbexaHne nonoMkM obopynoBaHus, UCMNONb3YWTE TOMbKO  KOMMMEKTYoLWme,

pekoMmeHgoBaHHble BEWARD.

4.4. YcTaHOBKa U perynupoBKa o6bekTusa

[aHHasa moaenb kamepbl MoagaepXuBaeT YCTaHOBKY OOBEKTMBOB C KpenneHnem ctaHaapTa
C/CS. lMpouecchbl yCTaHOBKW, pPerynupoBkn yrrna ob3opa n oKycMpoBKku OyayT pacCMOTpPEHbI Ha
npumepe obbekTnBa BR02811AIR (Puc. 4.2).
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Puc. 4.2

War 1: cHumnte 3AlLNTHYHO N1aCTUKOBYH KPbILUKY, 3aKpblBalOLLYH pe3b6osoe oTBepcThne

AN npucoegmHeHns o6bekTuBa, NOBOpaYvMBasi €e NPOTMB YaCOBOW CTPESIKMN.

War 2: cHMMMTe 3aHIO 3alUUTHYI0 KPbIWKY C pe3bbbl 0ObekTMBa M BKpyTUTE €ro,
noBopayunBas No YacoBOW CTpesike, B OTBEPCTUE A0 ynopa.

War 3: nogkntounte KOHHEKTOp obbekTMBa Ans ynpaeneHus APL k pasbemy «IRIS»
kamepbl. CHAMUTE NEPEAHIO 3aLLMNTHYIO KPbILKY 06beKkTMBa.

War 4: yctaHoBUTE pasmep 30HblI BWAEOHAbnaeHUa nytem M3MeHeHust yrna ob3opa
kamepbl. [Onsi perynupoBku yrna ob3opa ocnabbre UKCUPYIOWUI BUMHT C Hakatkonm (1) u

nepemMeLlanTe ero BOKPYr OC BU3MPOBaHUS 06beKTUBA B HY>KHOM HanpasneHumn (Puc. 4.3).

L

Puc. 4.3

Mpu nepemelleHmn B HanpasneHun W (Wide), yron o63opa kamepbl Byaer yBenuymsaTtbes,
a n3obpaxeHne Ha aKpaHe MOHUTOpa — «OTAANATLCAY.

Mpn nepemewieHnn B HanpaeneHun T (Tele), yron o63opa kamepbl OyaeT ymeHblIaTbCa, a
n306paxkeHne Ha aKpaHe MOHMTOopa — «NPUBNXKaTLCS».

3agaB Tpebyemylo BenuuuMHy Yyrna ob3opa, 3akpyTute (UKCUPYIOWUA BUHT, 4TOObI

HacTpoKka He counace.
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War 5: otperynupynte ¢okyc obbektnBa AnNA NOMyvYeHus MakcumarbHOW AeTanusauuun

n3obpaxeHusa. [Ons atoro ocnabbre QUKCUMPYKOLWWA BUHT C HakaTkon (2) M noBopadvnBante
nepegHee KomnbLO C Hacevykamu (3) BOKpYr OocuM BM3MpOBaHMA OObekTMBa, Noka He Aobbetech

HeobxoaMMor OOKYCUPOBKK. 3akpyTuTe OUKCUPYIOLLMIA BUHT, YTOObLI HAcTpoKrKa He counace.

4.5. [lpoBOoAHOE NOAKMIOYEHMNE KaMepbl K ceTn

Mcnonb3ya coeanHuTenbHbid kabenb ¢ pasbemMom RJ-45, nogkntounte IP-kamepy Kk
nokanbHon cetu (k LAN-uHTepdeincy maplipytusatopa).

B cnyyae HeobxoanmocTn coeauHUTENbHbIM Kabenb MOXHO Nprobpectn oTAeNbHO unu,
npy HanMyYnm HeobXxoaAMMbIX MaTepuarnos, MHCTPYMEHTOB U OMbITa, U3rOTOBUTbL CAMOCTOATENBHO.

BapuaHT «npsimoro» kabens (UTP kateropum 5e) c pazbemom RJ-45

C opgHoOro KoHua C apyroro KoHua
1: Beno-opaHXeBbii 1: Beno-opaHxeBbli
1 8 2: OpaHxeBbli 1 8 2: OpaHxeBbli
TR 3: Beno-3enéHbin M 3: Beno-3enexsbiii
U 4: CvHu by 4: CyiHui
5: beno-cnHnin 5: beno-cnHun
CMEPELM: ﬁ 6: 3enéHbin CTEFELM: % 6: 3enéHbin
1.8 7: Beno-Kopu4HeBbIi 1.8 7: Beno-Kopu4HeBbIN
8: KopnyHeBbii 8: KopnyHeBbIN

[na n3rotoBneHus «npsmoro» kabens Heobxoammbl: kabenb UTP (BuTas napa kateropum
5e vnu BbiWwe), ABa pasbema RJ-45 n ycTponcteo gns obxuma pasbLemMoB (Kpumnep).

Mpn Takom nopsgke MOAKMYEeHUss nap (ykasaHHom B Tabnuue) obecneumBaroTcs
rapaHTMpOBaHHbIE NPOM3BOAUTENEM BENMYMHA W pacnpedeneHve 3adepXek pacnpocTpaHeHus
cuUrHana, a cregoBaTenbHO, U 3asiBIIEHHAs CKOPOCTb nepegayn gaHHbix 100 MouT/c.

B cnyyae ucnonb3oBaHua obopygoBaHus C nogaepkkon texHornormn PoE pgoctatouHo
NOAKMIYUTE KamMepy C MNOMOLWbI Kabensa Tuna «Butas napax». [lpu 3TomM uMcnonb3oBaTb
AONOMHUTESbHBIN UCTOYHUK MUTAHUSA HE HYXHO.

Ecnu Bbl He ncnonb3yete ob6opyaoBaHus ¢ nogaepxkon TexHonornm PoE, nogkntounte IP-

Kamepy K UCTOYHUKY nuTaHusa 12 B, pekomeHgoBaHHoMy BEWARD.
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4.6. Mopknio4yeHne kamepbl ¢ onuuen B10xx-4G k GecnpoBogHOM ceTwm.

YcTtaHoBKa aHTeHHbI U SIM-kapTbl
Mepen BkntoveHnem kamepbl ¢ onumen B10xx-4G HeobBXoouMO MOOKNIOUUTE AHTEHHY WU

BcTaButb SIM-kapTy B crorT.

BHUMAHMUE!
BkntoueHune kamepbl ¢ SIM-kapToii, Ho 6e3 aHTeHHbl CTPOIO 3AMPELLEHO!
MoBpexaeHne BbIXOOHbLIX KackagoB MoAema B pesynbTaTe MCMonb30BaHuUs kamepbl 6e3 aHTEeHHbl He

ABNAETCA I'apaHTVIVIHbIM CnyqaeM!

[nsa noaknioYeHns aHTeHHbI ucnornbayeTcsa pasbem RP-SMA.

K obecTouyeHHON kamepe NOAKITHUNTE aHTEHHY U HaAEeXHO 3aduKCUpynTe ee Npu NoOMOLLM
pe3bboBOro coeAMHeHUs pasbema.

Bo wmnsbexaHve yxydleHus KadyecTBa MNpuveMa He peKkoMeHAyeTcs pasMellaTb aHTEeHHY
B6NM3M OETOHHbLIX CTeH/mepekpbiTUn. B cnyvyae ecnu 9TO0 HEBO3MOXHO, pPEKOMEHOyeTCs
MCNONb30BaTb aHTEHHY, C YBENIMYEHHbIM KO3(PMPUUMEHTOM ycuneHus, nnbo aHTEHHY,

noaKro4aemyo Npy NOMOLLM LLHYpa.

Mepen ycraHoBkon SIM-KapTbl OTKITOUMTE NUTAHNE KaMepbl.

HaxxmuTe Ha xenTbiii TonkaTtenb angd nseneveHus notka SIM-kaptel (Puc. 4.4).

*
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Puc. 4.4

MomectuTte kapTy pasmepa mini-SIM B NOTOK KOHTaAKTHOW NIOLaAKOM BBEPX U BCTaBbTe
NoToK B crnot Ao ynopa. ObpaTute BHMMaHue, NOTOK AOSDKEH BCTaBNATbCHA B Hamnpaensiowme

cnorta.
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Puc. 4.5

[ns ganbHenwen HacTporikn 4G-NOAKMYEHN NepenguTe K NyHKTy 6.5.
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NnaBa 5. HacTponka npoBogHOro coegUHEHUA

Ins Toro 4ytobbl IP-kamepa B2710 paboTtana B Balwuen nokanbHOM CeTM COBMECTHO C APYrum
obopyaoBaHMeM, HeOOXOAMMO BbINOMHUTL €€ MOAKMYEHME B COOTBETCTBMM C  TEKYLUMMMU

HaCTDOIZKaMVI OaHHOW CeTWn, ANs Yero, B CBOKO o4epenb, HeOGXOD,I/IMO onpeaenntb 3Tn HaCTpOIZKM.

NMPUMEYAHME!
OnuncaHne yCTaHOBKM M HacCTPOWMKU COEAMHEHMS1 BbIMONMHEHO Ha npumepe Windows 7 MakcumarnbHasl.
HasBaHnsi HEKOTOPLIX MYHKTOB MEHI0 U OYHKUMA MOryT oTnndatbes ot Bawen sBepcumn Windows, ogHako

anropuTM NpuBeAeHHbIX OEVWCTBUI SBNAETCS YHUBEpPCarbHbIM.

5.1. OnpepeneHue napameTpoB NPOBOAHOM JNTIOKarIbHOW CeTU

B cny4ae nogkntoyeHnsa no kabento Ethernet HeobGxoanmo onpegenvTb TeKyLiMe HaCTPOMKM
NPOBOAHON CETH.

,D,J'IFI onpegeneHna TeKywmnx HacTtpoek I'IpOBOLI,HOI;l JIOKanbHOWM ceTun I/ICI'IOJ'Ib3yl7ITe KOMMNbKOTEP,

NOAKMIOYEHHBIN K 3Ton ceTu. Haxxmute lMyck — lMaHenb ynpaeneHus (Puc. 5.1).
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Puc. 5.1
B oTkpbiBLIEMCS AManoroBoM okHe BblbepuTe NyHKT [[IpocMOTp coCcTOosiHUA ceTu U 3apad] B

pasgene [CeTb n UHTepHeT] (Puc. 5.2).
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B oTkpbiBlUEMCS AnanoroBom OkHe HaxmuTe [[ogkntovyeHue no nokanbHou cetu] (Puc.

5.3).
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Puc. 5.3

B oTkpbiBLIEMCHA OKHE HaxmMuTe kHorky [CBoncTBa] (Puc. 5.4).

b IP-kamepy.
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Puc. 5.4
B [OwanoroBOM OKHe CBOWCTB CETEBOro MOAKMIYEHUS Heobxoanmmo BblIGpaTb MYHKT

[MpoTokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHornky [CBoncTBa] (Puc. 5.5).

7. rl-r,i:lcihnmmi.m“-::ﬂ'ﬁ'nq' “
Sl etk == 2~ el . 1Y |

Gov T |

Eprs mrs amsar

T T | T T S ) s ——g—
Chasan |

I:l L=l EF L R LR LR B ae LS PR L IR B SR TR LLoh o
= gm:-mq..w dra KDL Eriz 3 |
|

-

s s e 1 e Ao
=1 TroTia SoSTOTME SELEM ] ST Sl e
2 ez e o gy B P12

Tioe v virrt v 2 (T 7301 |
¥ I ISHME 1 Browel I
0k e B L WA 2 R RS A L T

ST Ty _ ¥t
e L

Tlmamearza TV T - cre e R A R
2ered tHoHSE L r T 0 HRULTT I PR

I B A T B LI TRAT .

Puc. 5.5
OTKpoeTCcss OKHO, B KOTOPOM oOToOpaxaeTca WHgopMaums O HacTpovkax CceTeBOro
nogknoyeHns. BoamoxHbl ABa BapuaHTa HacTponkn IP-agpeca ceteBoro nogkntoveHmsa Bawero MK:
1. Monyuutb IP-appec aBTOMatTuuyecku: |IP-agpec HasHadaeTca aBTomatmyeckm DHCP-
cepsepom (Puc. 5.6). Ecnn IP-agpec Bawemy [1K BblgaeTca aBTomatMyecku, Torga Ans

onpeferneHns napameTpos JIoKanbHON ceTn nepenaute K nyHkTy 5.1.1 aaHHoro PykosoacTea.
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Puc. 5.6
2. Ucnonb3oBaTtb cneaytowuin IP-agpec: |IP-agpec 3agaetcs nonb3oBaTenem Bpy4YHYH

(Puc. 5.7):
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Puc. 5.7

3anvwute, nnbo 3anomHUTE NapameTpbl ceTeBoro agantepa Bawero K (IP-agpec, Macka

noacetn, OcHoBHOM W03, DNS-cepsep).

BHUMAHMUE!
Ecnn Bbl He 3anucanu ceTeBble MapameTpbl KOMMbiOTepa, TO MOCMe HaCcTPOMKM Kamepbl OyaeT
HEBO3MOXXHO BEPHYTb UX B NepBOHa4arnbHOe COCTOAHME TS BOCCTAHOBMEHWA MOAKMIOYEHUA K NTOKanbHOM

ceTtun n/vnun cetn VIHTepHer.
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5.1.1. OnpepeneHue napaMmeTpoB ceTU Npu aMHamuyeckom IP-agpece

NMPUMEYAHMUE!

OaHHbii nyHKT PykoBOACTBa npeaHasHayeH AN onpedereHvns napamMeTpoB JOKanbHOM CeTu Mpu
HasHa4veHun |IP-agpeca Bawewmy MK aBTomatudeckn (DHCP-cepsepom).

[ns onpegeneHns TeKyLIMX HACTPOEK KOMMbOTEPa B NOKaNbHOW MPOBOAHOW CETU HAaXMUTE
Iyck — MaHenb ynpaeneHusi (Puc. 5.8).
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Puc. 5.8

B oTkpbiBLLEMCSA AManoroBom okHe BblibepuTe NyHKT [[IpocMoOTp cocTosHMA ceTU U 3agad] B
pasgene [CeTb n UHTepHeT] (Puc. 5.9).
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Puc. 5.10

Haxmute [MogknioyeHne no nokanbHon cetu] (Puc.

MpY HanMUuYUM HECKOMbKMX CETEBbIX MOAKMIOYEHWIA BbiGepuTe TO, K KOTOPOMY MilaHUPYeTCS MOAKIOYUTD

IP-kamepy.
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B oTkpbiBLIEMCS OKHE HaxmMuTe kHonky [CBeaeHus] (Puc. 5.11).
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Puc. 5.12

Ecnim B atom okHe Bbl yBugenun ctpokn — «DHCP BkniouveH - [a», «Aapec IPv4 -

XXX XXX XXX XXX (FOe «XXX.XXX.XXX.XXX» — 3HayeHue |IP-agpeca),— 3Hauut IP-agpec Bawemy IK

Ha3HayeH aBTomaTudeckn. Macka noaceTu

ykaszaHa B cTpoke [Macka nopcetun IPv4], agpec

ceTeBoro wnt3a — B ctpoke [LUnto3 no ymonyaHuto IPv4], agpec DNS-cepeepa — B cTpoke [DNS-

cepBep IPv4]. 3anuwute, nnbo 3anomHuTe AaHHble napameTpbl (IP-agpec, Macka nogcetw,

CeTteBon wnto3, DNS-cepsep).

PykoBoacTBO no noagkntoyeHuto IP-kamepsl B1510



BE'L-UA Inasa 4. Yemanoska ActiveX komnonenmos u asmopusayus

BHUMAHUE!

Ecnn Bbl He 3anucanu ceTeBble napamMeTpbl KOMMbiOTEpPa, TO MOCMAEe HacCTPOMKM Kamepbl Oyaet

HEBO3MOXHO BEPHYTb X B NepBOHa4YaribHOE COCTOAHUE OJ1Ad BOCCTAHOBIIEHUA MOAKITHOYEHUA K nokarnbHOn

ceTu u/unu cetu VlHTepHeT.

BHUMAHUE!

Ecnn B okHe «CBeAaeHMA o ceTeBOM nopgkntoyveHun» Bol yBugenn ctpokn — «DHCP BknroyeH - Javy,
«IPv4-appec aBTOHaCTPOMKM - XXX.XXX.XXX.XXX» (A€ XXX.XXX.XXX.XXX — 3HadeHue |P-agpeca),— 3HaumT
Bam He yganocb nogkntountecs K nposogHon cetn (DHCP-cepeep He mpuceoun IP-agpec Bawemy [1K).

MpoBepbTe NpaBMMbHOCTL MOAKIIOYEHMS K MPOBOAHOW ceTu. B cnyyae HeobxogmmocTu, obpatutecb K

Bawemy cucteMHoOMy agMUHUCTPaTOPY.

5.2. \3ameHeHUe napamMeTpoB JIOKanbHOMN CeTU AN NPOBOAHOrO NOAKMIOYEHUA K
IP-kamepe

Mo ymonuaHuto IP-kamepa B2710 mnmeet IP-agpec 192.168.0.99. YTtobbl nogknounMTbCs K

Kamepe 4s1s nepBoHavaribHOW HACTPONKN Heobxoaumo, YToObl Ball KoMnbloTep HAaXOAWUNCs B TOW Xe

noaceTn, 4to n kamepa. Npu atom IP-agpeca kamep, KOMMNbOTEPOB U MOObLIX OPYrMX YCTPOMCTB B

CeTU He JOSKHbI coBnaaaTh Mexay Coboi.

BHUMAHUE!
IP-kamepa BEWARD B2710 no ymon4aHuto umerot IP-agpec 192.168.0.99. Ecnu Bbl nnaHupyete
NOOKITOYUTb HECKOSbKO IP-kamep, TO Ans UCKIYeHns KoHpnukTa IP-agpecoB nogkntoyante kamepbl No

oAHon 1 nameHsiiTe nx IP-agpeca Ha nobble cBoboaHbIE B Ballen nokansHom ceTu.

BHUMAHUE!
Ecnn Bbl yBepeHbl, yTto Baw T[1K, nogknto4eHHbIM K npoBogHoW ceTtu, u |P-kamepa, duandecku
MOAKIIOYEHHas K TOM xe ceTu, nubo Hanpsimyto kK Bawewmy MK, Haxogatcsa B ogHon nogceTn, Bel moxeTte

cpasy nepenTu K nyHkTy 5.3 naHHoro PykoBoacTsa.

0na nameHeHus TEeKyWnx HacCTpoekK KomMnbioTepa B nokanbHom ﬂpOBO,D,HOVI CeETN HaXmMute

IMyck — MaHenb ynpaeneHusi (Puc. 5.13).
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Puc. 5.13
B oTkpbiBLLIEMCSA AnanoroBom okHe BblibepuTe NyHKT [[IpocMoTp cocTossHMA ceTU U 3agad] B
pasgene [CeTb n UHTepHeT] (Puc. 5.14).
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Puc. 5.14
B oTkpbIBLLUEMCH OKHE HaxmuTe «lMopakntovyeHne no nokanbHon cetu» (Puc. 5.15).
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Puc. 5.15
NMPUMEYAHUE!
Mpy HaNMuUUM HECKONbKMX CETEBbIX MOAKIIOYEHUI BbibepuTe TO, K KOTOPOMY MIaHMPYeTCs MOAKIIOYUTD

IP-kamepy.

B oTkpbiBLIEMCA OKHE HaxmuTe kHorKy [CBoncTBa] (Puc. 5.16).

Ty =y

| | S| | Ao |

Puc. 5.16
B oOTKpbIBLLEMCA OKHE CBOWCTB CETEBOrO MNOAKMIYEHNA Heobxoammo BbIGpaTb MyHKT

[MpoTokon UHTepHeTa Bepcus 4 (TCP/IPv4)] un HaxaTb kHonky [CBomncTBa] (Puc. 5.17).
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Puc. 5.17
B nosBuBWIEMCA OKkHe HeobxoouMMO YCTaHOBUTbL 3HadeHus |IP-agpeca u macks nogcetw.
Bbibepute nyHkT [Mcnonb3oBatb cneayrowmn IP-agpec] v BeBeaute csBobogHbii IP-agpec u3
noacet kamepbl, Hanpumep 192.168.0.20, n Macky noacetn — 255.255.255.0. OctanbHble

3Ha4yeHuns BBOOUTb HET HeobxoaumocTu (Puc. 5.18).
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Puc. 5.18
[ns npumeHeHns1 U3MeHeHNN HacTpoek HaxmuTe KHomnky [OK] Bo Bcex OTKPbITbIX OKHaX.
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5.3. NMonyyeHune goctyna K IP-kamepe ¢ nomoubto 6pay3epa Internet Explorer
Ins goctyna kK kamepe ¢ nomollbto 6paysepa Internet Explorer 3anyctute ero n B agpecHom

cTpoke BBeauTe 3anpoc: http://<IP>:<port>/,— roe <IP> — IP-agpec kamepbl, a <port> — 3HauyeHune

HTTP-nopTta. Nocne atoro Haxmute [MepenTtn] nuéo [Beoa] (Puc. 5.19).

BHUMAHUE!
IP-kamepa BEWARD B2710 no ymonyaHuto umeet IP-agpec 192.168.0.99, HTTP-nopT 80.

NMPUMEYAHME!
Ecnn gna HTTP-nopta wucnonb3yetca 3HadeHue 80, Toraa Ons Joctyna K kamepe 4epe3 6Gpaysep

[ocTaTovHO BBeCTU B agpecHon ctpoke «http://I<IP>/», roe <IP> — IP-agpec kamepsbl.

o= 5

Puc. 5.19

5.4. NMonyyeHne gocrtyna k Be6-nHTepdency IP-kamepbl
War 1: Beegute wuma nonb3oBaTens M naponb. [0 ymonmyaHuio MCMonb3yeTcs UMs

none3oarens — admin, naponke no ymonyaxuio — admin (Puc. 5.20).

BHUMAHUE!
Bbl MOXeTe M3MeHWTb UMS nornb3oBaTens U naponb B MeHw Hacmpolku — CucmeMHble —

lMonb3oeamernu. B cnyyae ytepu naponsi UM UMEeHW MNornb3oBaTensi YCTPOWCTBO MOXHO BEpPHYTb K

3aBOACKMM YCTaHOBKaM. 3TOro HeobxoaQMMo B TeYeHue OecsaTu CEeKyH[ HaXaTb KHOMKY 06poca Tpu pasa C

npomexxyTkamu 6onee 1 cekyHObl MeXAY HaXaTUAMMN.
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Puc. 5.20

Mocne ycnewHon aBTopu3aumm Bbl nonyuute goctyn k BeG-uHTepdency |IP-kamepbl (Puc.
5.22).

War 2: [Ina npocmoTpa nsobpaxeHus ¢ IP-kamepbl npu nomowm 6paysepa Internet Explorer
ncnonbe3ayotca KomnoHeHTbl ActiveX. Internet Explorer He MeeT 3TUX KOMMOHEHTOB B CBOEM COCTaBe
n 3arpyxaet ActiveX HenocpenCTBEHHO C Kamepbl. ECriv KOMMOHEHTLI elle He ycTaHOBrEeHb!, Bbl

yBUaMTE crneaytowee coobLleHue:

Pk sk e

T TR M R e W e e
E R TH

Puc. 5.21

Haxmute [OK]. B HwxHen 4actm okHa Opaysepa NOsIBUTCA BCMMblBaloLLee OMoBelleHne

cuctembl 6e3onacHocTn (Puc. 5.22).

Puc. 5.22
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HaxmuTe Ha KHonky [YcTaHOBUTBL].

War 3: cucrtema 06esonacHocTu ©Opaysepa Internet Explorer ©OygeTr aBTOMaTU4yecku
6nokmnpoBaTb yctaHoBky ActiveX. [0ns1 NpOAOMKEHNS YCTAHOBKM HaXXMUTE KHOMKY [YcTaHOBUTL] B

OKHe noaTBepXaeHus yctaHoBku (Puc. 5.23).

e 1z e 1 P
FOELRDIT SiHnesITE) . CRENVET pTErSET Wl TE MO (e, MtFarms
feral i TR

TETEE: OT EERHEEHHE & IS TS, al

Puc. 5.23

War 4: ana KoppekTHOM yCTaHOBKM KOMMOHeHTOB ActiveX 3akpounTe Internet Explorer u

HaxmuTe [OK] B okHe, npeacTaBneHHOM Ha PucyHke 5.24, ecnn TakoBoe NOABUTCS.

WTving

IE windewm murt be cioue before sl e 06

[ ] o |

Puc. 5.24

Lar 5: B okHe, npeacTtaBneHHoM Ha PucyHke 5.25, HaxmuTe kHonky [Install].

Puc. 5.25
LWar 6: nocne ycnewHon yctaHoBku Bbl yBuante coobuieHne «Register OCX success(C:\)» B

HWXHeW YyacTn aaHHoro okHa. Haxmunte kHonky [Close] ans Bbixoaa 13 okHa yctaHosku (Puc. 5.26).

Lininsial

b iCHER S Lo e Nl o

Puc. 5.26
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Bekuﬂ- Inasa 4. Yemanoska ActiveX komnonenmos u asmopusayus

NMPUMEYAHUE!

B onepauuoHHon cucteme Windows 7 n B 6paysepe Internet Explorer 9.0 Ha3BaHus mMeH0 unu

CUCTEMHbIE COO0bLLEHNS MOTyT OTNIn4aTbCA OT Ha3BaHWI MEHI0 M CUCTEMHbIX COODLLEHUI B apyrux oC

cemenictea Windows vnnu B gpyrmux 6paysepax.

NMPUMEYAHUE!

Mpn yctaHoBke ActiveX B OC Windows 7 npuv BKMOYEHHOM KOHTpOrie yYeTHbIX 3anucen byaet
[OOMNOMHUTENBHO NPOM3BOAUTLCS OMOKMpPOBKA YCTaHOBKM, O 4YeM nonb3oBaTenio OyaeT BblgaHO
AOnonHUTenNbHoe onoBelleHne. [ns paspelleHns YyCTaHOBKM HeobXoaMMO YTBEPAUTENbHO OTBETUTb B

nosABMBLLEMCA OKHe.

War 7: otkpounTe Internet Explorer n B agpecHomn ctpoke BeeauTe |IP-agpec kamepsb! .

Ba \,U.‘-'I.ED m‘ TR, T T (o —n Epra—

A m [H cerrs By s ol s f v [ v mn B e in [ e i [ e e BB [l e

Puc. 5.27
OkHO  BebG-uHTepdeiica IP-kamepbl ~ cooepXuT  NATb  BKNAZoK: [MpocmoTp],
[BocnpousBeneHue], [Hactponku], [TpeBora], [Bboixoa], kaxxgas ns kotopbix 6yaeT paccmoTpeHa

Aanee B HacTosiLem PykoBoacTse.
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B crny4dyae eCiin KOMNOHEHTbI ActiveX yCTaHOBJ1€HbI, HO HeO6XOD,I/IMO OOHOBUTb, BbIMOMHUTE
cnegywoume waru:

Inasa 5. Hacmpotika nposooHo20 coeduneHnus

War 1: B WEB-nHTepdelice, nepenante Bo Bknagky «HacTtpomkm» n 3angute B MeHIO
«JlokanbHbIe» - «kHacTponku».

BE\WARD

Morimana TR TERT, N T

Nargi

Mo awam |
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T

SR P W
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IS EERE STy
iLpcTrUR e
=l e v e g e 2

Puc. 5.28
War 2: Haxmute Ha ccbinky ActiveX B npumevaHun.

NetVideoX.exe. HaxmuTte KHOMNKY «BbIMONMHUTBY».

Be\WARD

T o kb

HauyHeTca 3arpyska anna

HiiaAn hHA # FSRTTE o

e 3 S TR T Y R T—————
Baxysu Tewerm e |
LHIn Thos mmpmn s i | e

|
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= A S e T AT D s
e ]

Trquddi A e o |
T B LT

A & T+ el A IR § T AT

L S0 E Ml B e b G 2 e e HelVidealioeon [LE <01 2 TR 1015

Earzeerm

Puc. 5.29

NMPUMEYAHUE!

Mpu yctaHoBke ActiveX B BO3MOXHO OydeT [OOMNOMHWUTENBHO MPOM3BOAUTLCA GrOKMPOBKa

YCTaHOBKKW, O 4YeM nosib3oBaTternio 6y,qu BblJAHO [OOMOMHUTENBHOE onoBeleHne. [ns paspelieHuna
YCTaHOBKU Heobxoaumo yTBEPAUTENIBHO OTBETUTH B NOABUBLLUEMCA OKHE.
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BEUJAHD Inasa 5. Hacmpotika nposooHo20 coeduneHnus

War 3: cuctema 6GesonacHocTn Opaysepa Internet Explorer Gymetr aBTOMaTtudecku

6nokvpoBaTb ycTaHoBKy ActiveX. [1na NpooomKeHNs YCTaHOBKN HaXXMUTe KHOMKY [YcTaHOBUTL] B

OKHe noaTBepXxaeHust yctaHosku (Puc. 5.30).

.H 3 ; ; —_— - | |
W T AR . AT P bt (T i T
Vee bl Corina [3711,110 4
imanTeres BEWASED T (10
: o rrmmnmen | |

Dl MY FHTERSETE HEYT ST TONESH, HO FTDT THIT s HaooaT
-F TEBLEEHTY SRR, A VBT i TArDETEATE: NN [, (WU F
« e Eeed SRCHCR

i

Puc. 5.30
War 4: ana koppekTHoM ycTaHoBKM koMnoHeHToB ActiveX 3akpownTte Internet Explorer n

Haxxmute [OK] B okHe, NpeacTaBneHHoM Ha PucyHke 5.31, ecnun TakoBoe NoOsIBUTCS.

==

WY

|E wendewm murt be clowe bedore rmdsll e O
(i | T T
L - -

Puc. 5.31

LWar 5: B okHe, npeacTaBneHHoM Ha PucyHke 5.32, HaxmuTe kHonky [Uninstall].

W Dodnstally

B~ [

Oam

Puc. 5.32
War 6: nocne ycnewHon aevHctannsuum Bbl yBuante coobuwieHne «Unregister OCX

success(C:\)» B HWKHEN YacTu AaHHoro okHa (PucyHok 5.33).
.H" Do st by

B~ [

U remguiar L% sucomiz

Oarm

Puc. 5.33
War 7. HaxxmuTe kHonky [Install], 4Tobbl ycTaHOBUTL HEOBXOAMMbIE KOMMOHEHTLI ActiveX.

Mocne ycnewHon yctaHoBku Bbl yBuauTe coobueHne «Register OCX success(C:\)» (PucyHok

5.34) Haxxmute kHonky [Close] ans Bbixoga 13 OkHa yCTaHOBKM
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BE'UUA-HD Inasa 5. Hacmpotika nposooHo20 coeduneHnus

[ Dommae |

D’ It L rarchal Oarm

| Hupetm 05 nuccez:

Puc. 5.34

NMPUMEYAHUE!
B onepauuoHHoi cucteme Windows 7 un B 6pay3sepe Internet Explorer 9.0 HasBaHNs MeHIO Mnu
CUCTEMHbIE COOOLLEHNS MOrYT OTNMYaTbCHA OT Ha3BaHWN MEHIO M CUCTEMHbIX coobweHnn B gpyrux OC

cemenictea Windows mnnu B gpyrmux 6paysepax.

LWar 8: otkpowTe Internet Explorer n B agpecHon cTtpoke BBeaute |IP-agpec kamepsbl
War 9: Nepengnte B meHio «HacTpouTb HaacTponkn» Bo Bknagke «CepBucx» 6paysepa

Internet Explorer (PncyHok 5.35)
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Puc. 5.35
War 10: B meHio «lMaHenun MHCTPYMEHTOB U pacwupeHusa» Haxmute Ha NetVideoX

Control. Y6eautech, 4To ycTaHoBNEHa akTyarnbHasa Bepcusa KomnoHeHToB Active X (PucyHok 5.36)

T30 LTne Ao T T b BT E T DA 2
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Puc. 5.36
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Inasa 5. Hacmpotika nposooHo20 coeduneHnus

Ecnu yCTaHOBJ1€EHHaA Bepcua He COOTBETCTBYET aKTyaanon, cnegyet yoanmMtb CbaVIﬂbl

BpyyHyto. [Mepengute B nanky C:\NetVideoX wn ypanute eé cogepxumoe (PucyHok 5.37).

nOBTOpI/ITe warun 1-6 rnasbl 4ng 3aBeplieHnd yCTaHOBKW.
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Puc. 5.37
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EEUJ“-HD I nasa 5. Hacmpoiika nposoonoco coedunenus

5.5. Bo3BpaTt HacTpoek noakntoyeHus MK B nepBoHavyanbHble 3HaYeHUS

YT06bl BEpHYTb 3HAYEHMS1 NMPOBOAHOIO CETEBOrO MOAKIOYEHNUSI K YCTAHOBMEHHLIM paHee
3Ha4YeHUsIM, BbINOSIHMTE CrieaytoLne OeicTBuS.

Haxwmute lMyck — lNManenb ynpaeneHus (Puc. 5.38).
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Puc. 5.38

B OTKpbIBLLEMCA OMarioroBOM OKHe Bbl6€pI/ITe NYHKT [npOCMOTp COCTOAHUA CeTU "

3apad] B pasgene [CeTb u UHTepHeT] (Puc. 5.39).
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Puc. 5.39
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I nasa 5. Hacmpoiika nposoonoco coedunenus

B oTkpbiBLIEMCA OKHE HaxmuTe [MoakntoyeHune no nokanbHoun cetn] (Puc. 5.40).
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Puc. 5.40

B oTkpbiBLIEMCS OKHE HaxmuTe kHomKy [CBoncTBa] (Puc.5.41).

[ W7 3

Thl Fes e
[l L ETLES Eon L
IE ipman ey s Bspmpyan Sinoere
BT R TR Mz i e
b L]
FEI= N

Puc. 5.41
B OTKpPbIBLLUEMCA OKHE CBOWCTB CETeBOoro nogKn4yeHuna H606X0,£|,VIMO Bbl6paTb NYHKT

[MpoTokon UHTepHeTa Bepcus 4 (TCP/IPv4)] un HaxaTb kHonky [CBomncTBa] (Puc. 5.42).
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BEUJAHD I nasa 5. Hacmpotika nposooHoco coeduneHus
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Puc. 5.42
OTKpoeTCs MeHI0, B KOTOPOM HeOoBXOAMMO YCTAHOBWUTb 3HAYEHUSA HavarnbHbIX HACTPOEK,
3anuncaHHbIX BaMu paHee (cM. nyHKTbl 5.1, 5.1.1 aaHHoro PykoBoacTsa).
Ecnn mnsHavanbHo IP-agpec Bawemy MK HasHavyancs aBTOmMaTuuyecku, Torga Bblbepute
nyHkTol [Monyuutb IP-agpec aBtomatuyecku] wn [[onyuntb appec DNS-cepBepa

aBTOMaTM4ecku], nocne yero Haxmute kHornky [OK] ons Bcex oTKpbITbiX OKOH (Puc. 5.43).

i = l.
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Puc. 5.43
Ecnu nsHavanbHo |IP-agpec Bawewmy MK 6bin 3agaH BpyuyHyto, Torda BblbepuTe MyHKT

[Mcnonb3oBaTtb cnepyrowmn IP-agpec] n 3anonHute Heobxoaumble nons (CM. NyHKT 5.1

AaHHoro PykosofcTea), nocne yero Haxmute kHonky [OK] ans Bcex oTKpbITbiX OKOH (Puc. 5.44).
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BEtUAHD Inasa 5. Hacmpoiika npoeoono2o coeouHeHnus
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Puc. 5.44

5.6. [llpoBepka npaBUNBLHOCTM HacTpoeKk noakn4vyeHusa IP-kamepbl K

foKanbHOW ceTu
[Ona KOHTpPONsi NpPaBWMbHOCTUM CeTEBbIX HACTPOEK Kamepbl W KOMMbIOTEPA HYXHO
NoAKMYNTLCS K Kamepe Yepes 6paysep Internet Explorer.
3anyctute 6paysep Internet Explorer. na atoro Haxmute lMyck — Bce lMpoepamMmbi v
BblbepuTe cTpoky [Internet Explorer].
Beeante B agpecHom cTpoke |IP-agpec, nMpuUCBOEHHbLIN kKamepe  (Hanpumep:
http://192.168.0.99) (Puc. 5.45).

4 ﬂ“ﬁ_ s
ol R B peaaeas i

Puc. 5.45
[Npn NpaBuUIibHbLIX HACTPOKMKax OTKPOETCs OKHO aBTopu3auuu. [Ons aBTopusaumm BBeguTe

UMA Nonb3oBaTensa u naposnb, nocne yero Haxmute [OK] (Puc. 5.46).

BHUMAHUE!

Mma nonb3oBaTens no ymonyaHuo: admin. Maponke no ymonyaHuo: admin.
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BEUJA-RD I nasa 5. Hacmpoiika nposoonoco coedunenus

EBusrmenocin Wirdnes e
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|:| JamCaHM Th YUETHEIE ZaHHLE

%

Puc. 5.46
Mpn npaBWbHO BbINOMHEHHBLIX AEUCTBUAX Bbl cMoxeTe 3anMTn B BeG-uHTEpdenc yepes
Gpaysep 1 yBnaeTb nsobpaxeHue ¢ Bawen IP-kamepbl (Puc. 5.47).
BeWarD
- . O e o tairs S i

Puc. 5.47

NMPUMEYAHMUE!
B cnyyae HeygadHOro CoeAMHEHWst C KamepoWr, NMpPOBEPbTE NPaBUSIBHOCTb MOAKMYEHUS K NPOBOAHOMN
CeTU, BEPHUTECH B HA4Yaro AaHHOW rnaebl M NOBTOPUTE HACTPOWKY. B cnyyae HeobxoaumocTtu obpaTutech

k Bawemy cucteMHoMy agMUHUCTpaTopy.
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BE'JJ“ RD I nasa 6. Illooknouenue IP-kamepol k cemu Unmepnem

MnaBa 6. NogkntoyeHue IP-kamepbl K ceT UHTepHeT

6.1. O6wue cBeaeHna o noaknoveHun IP-kamepbl kK cetn UHTepHeT

Mpn yctaHoBke |P-kamepbl 06blMHO TpebyeTca MMeTb K Hel [OCTyn He TOfbKo M3

nokanbHOM ceTu, HO U U3 ceTn NIHTepHerT.

B atom cnyyae ana ogHoBpemeHHOW paboTbl KOMMbOTEPOB, HOyTOykoB, IP-kamep u

Apyroro obopyaoBaHusa B cetn MIHTepHeT, Yalle Bcero, NCnosnb3yeTcs MapLupyTu3aTop.

Mpn opraHuMsaumm poctyna K IP-Bugeokamepam u3 cetn WHTepHeT, Kak npaswuno,

ncnonbe3yTca creayrolmne Tpu BapuaHTa:

1. VmeeTcs BblOeNeHHbIn npoBangepoMm BHeWHWn ctatudeckun IP-agpec nnu PPPoE-
coeauHeHue. lMpu atom, gaHHbIn IP-agpec (unn PPPoE-coeanHeHne) ucnonb3yeTtca
ANA NOAKNIOYEHUSA TONbKO OAHOW IP-kamepbl U He MOXEeT BbiTb Ha3HA4YeH eLe Kakomy-
nmnbo yCcTponcTBay.

2. WNmeeTcs BblAENEHHbIA MpoBangepoM BHELWHWW cTaTtudeckun |P-agpec, KOTopbIn
Mcnonb3yeTcsa Ans NoaKoYeHnst K ceTn MHTEepPHET foKanbHOW CeTU, K KOTOPOW, B CBOKD
oyepedb, nnaHMpyeTca NOOKMOYNTL OOHY WM Heckonbko IP-kamep. [lpu Takom
NOAKMOYEHNN UCNOoNb3yeTca MapLupyTusatop. Npu 3ToM 4nMCno NOAKMYaeMbIX Kamep
3aBUCUT, B OCHOBHOM, OT KOJIMYECTBA NepeHasHavyaeMbIX MapLLIpyTU3aTOpPOM NOPTOB.

3. lpoBangep He BbliensieT BHewWHWW ctatudeckun IP-agpec. IP-agpec HasHavaetcA
npoBangepomMm ANHAMUYECKU, TO €CTb TakK, YTO NPU KaXgoOM HOBOM MOOKMHOYEHUN 3TOT
agpec npucBamBaeTCsl 3aHOBO M M3MeHsieTcs B npouecce paboThbl (Takas cutyaums
ocobeHHO xapakTepHa npu pabote yepe3 ADSL u GPRS). B atom cnyyae, 4To6bl
obecneuntb BO3MOXHOCTb MOLKIOYEHUS OAHOW WU HECKOMbKUX KaMep K ceTu
WHTepHeT, BHe 3aBMCMMOCTM OT TOro, Kakon IP-agpec BblgerneH nposangepom B
OAHHbIA MOMEHT, HeobXOoaMMO 3afencTBOBaTb WHTEPHET-CryxObl, paboTtarowme
OVWHaAMUYECKUMU agpecamu.

[anee, aTM BapuaHTbl opraHu3aumm poctyna kK IP-kamepam u3 cetm WHTepHeT OyayT

pacCMOTpPEHbI no,u,poGHee.
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BE{U“ RD Inasa 6. llooknouenue IP-kamepol k cemu Hnmepnem

6.2. Ucnonb3oBaHue ctaTuveckoro IP-agpeca

Ona nogkntoyeHuns IP-kamepbl k cetn MHTepHET HeobXxooumMoO U3MEHUTb e€e ceTeBble

napameTpbl B COOTBETCTBUW C AaHHLIMU, NOSly4eHHbIMU OT npoBanaepa. Kak npasuno, nposangep

npegocTaBnsieT cnegywowme ceteBble HacTpouku: IP-agpec (B AaHHOM cnyyae, CTaTUYecKui),

Macka nogcetn, CeteBon wnio3 u agpec DNS-cepsepa.

[nsa nonydeHuna goctyna Kk IP-kamepe yepes ceTb VIHTepHET no ctatuyeckomy |IP-agpecy

Heo6Xx0aMMO BbINOMHUTL CrieayoLme waru:

War 1: nogkntounte IP-kamepy Hanpsamyto k Bawemy TK.

War 2: wn3smeHWTEe CeTEBbIE HACTPOWMKM

NMPOBOAHOIO  COEAUHEHUS

IP-kamepbl B

COOTBETCTBMM C HACTpOMKamu, NpegocTaBneHHbiMn Bawnm NMHTepHeT-npoBangepom (Puc. 6.1).
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Puc. 6.1

War 3: nogkntounte IP-kamepy Kk BblaeneHHon cetu Ethernet.

Ecnu Bce napameTpbl yka3aHbl BEPHO, kamepa AoMmkHa ObITb 4OCTYNHA B ceTh VIHTepHeT.

B npvBeaeHHOM npumepe npoBanaep npeaocTaBun creayolwme AaHHble:

o IP-appec: 173.194.122.202

e Macka noacetu: 255.255.255.252
e OcHoBHOWM Wt3: 173.194.122.211
o DNS-cepBep 1: 173.194.122.1

e DNS-cepBep 2: 173.194.122.2
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B obwem cny4vae, anga obpaweHus K IP-kamepe vyepes ceTb VIHTEpHET B agpecHOn CTpoke

Opaysepa BBogutca cnegywowmn 3anpoc: http://[<IP>:<Port>, roe <IP> — IP-agpec kameptl,
<Port> — 3HayeHne HTTP-nopta. Tak kak B JaHHOM npumepe ucnonb3yetcs 3HadeHne HTTP-
noprta, 3agaHHoe no ymondauuto («80»), TO, 4TOGbLI O6paTuThCs K IP-kamepe uyepes ceTb
NHTepHeT, Heobxogumo Habpatb 3anpoc «http://173.194.122.202».

NMPUMEYAHUE!
Mpu nopkntoyeHun K kamepe 4deped HTTP-nopT, 3agaHHbIi NO ymonyaHuio (3HadeHue paBHO «80»),
3anpoc B agpecHou cTpoke b6paysepa nmeet Bua: http://<IP>,— roe <IP> — IP-agpec kamepbl.

6.3. UIcnonb3oBaHue PPPoE-coegnHeHuns

MHTepHeT-npoBangep He Bcerga MoxeT obecrneuntb NOLKIIOYMEHUEe No cratndeckomy IP-
agpecy. Yawe Bcero, npoBangep opraHuMsyeT poctyn Kk cetn WHTtepHeT 4yepe3s PPPoE-
coegvHeHune. B aTom cniyyae, oH npegocTtaBnsieT aboHEHTY UMA Nonb3oBaTens 1 Naposb.

IP-kamepa B2710 nopgepxnBaetr PPPoE-coeamHeHne. [ns ero u1cnonb3oBaHUs
Heo6xoanMO BbINONHUTL CReayoLme Wwarw:

War 1: nogkntounTte IP-kamepy k Bawlei nokansHom cetn unu Hanpsimyto K MK (cm. Masy 5).

War 2: songute B meHio PPPoE HacTtpoek IP-kamepbl: Hacmpoitku — Cemb — PPPoOE.
(Puc. 6.2).
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Puc. 6.2
War 3: B TekcToBbIX Nondx [[Monb3oBatens], [[Taponb] BBeAnTe 3HaYeHUsA, NONyyYeHHble
oT VMIHTepHeT-npoBanaepa
War 4: Bbibepute TMN wwudgposaHna “CHAP” unu “PAP” gna nposBepku MOAMWHHOCTU
coeaivHEeHUS.
War 5: Ang npuHATUA U3MEHEHUI HaXXMUTE KHOMNKY [CoxpaHuTb].

BHUMAHUE!
[ina BCTynneHuns cetesbIX NapaMeTpoB B cuUry TpebyeTcs nepesarpyska ycTponcTaa.
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War 6: nogkntounte IP-kamepy k BblgeneHHon cetn Ethernet.

BHUMAHUE!

Mocne noagkntoyeHns IP-kamepsbl k BblaeneHHom cetu Ethernet, oHa 6yaet goctynHa B ceTu VIHTEpHET noa

IP-agpecom, NpMCcBOEHHbIM et Bawimm npoBarigepomM 1 otobpaxkaembimM B none [Agpec] (cm. Puc. 6.2).

[Ons obpaweHus k IP-kamepe B ceTn NHTepHET B agpecHom CTpoke Opaysepa BBOOMTCS
cnegyowmn 3anpoc: http://[<IP>:<Port>/,— roe <IP> — IP-agpec kamepsbl, Ha3Ha4yeHHbIN Bawwmm
nposangepomMm npu yctaHoneHmn PPPoE-coeguHenunsn, <Port> — 3HayeHne HTTP-nopta (mo
yMon4yaHuio paBHoe «80»).

NMPUMEYAHMUE!

Mpu nopkntoyeHnn K kamepe 4depe3 HTTP-nopT, 3agaHHbIi MO ymMonyaHuio (3HadeHue paBHO «80»),

3anpoc B agpecHou cTpoke bpaysepa nmeet Bua: http://<IP>,— rae <IP> — IP-agpec kamepbl.
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6.4. MNoakntoyeHne 4epe3 cetb WMHTepHeT Kk IP-kamepam, Haxogsawumcsa B

nokKanbHoOu ceTu
Ecnu goctyn B ceTb VHTepHET ocyLlecTBnseTca no BolgeneHHon nuHun Ethernet nnn no

ADSL, ons nogknoYeHus okanbHON CeTU MCMNOSb3yeTcs MapLupyTmM3aTop.

BHUMAHMUE!

Ona ucnonb3oBaHWs JaHHOrO MeToda MOAKMYeHWs Heobxooumo 3apaHee npuobpectn y Bauero
nposangepa MYBMYHBIA CTATUYECKWUW |IP-agpec. MpoBaigep npegocTaBnsieT, kak npasurio,
ONHAMWYECKNI BHYTPEHHWW |IP-agpec, KoTOpbIi OOCTYNEH TOMbKO B MOACETM npoBangepa.

[MoaTomy yTouHuMTe TUN ncnons3dyemoro Bamu IP-agpeca 3apaHee.

Ana Toro, 4to6bl nogknounTbesa K IP-kamepe M3 cetn VIHTepHeT, Hago obpatutbesa no IP-
agpecy, BblgaHHOMY npoBangepom («BHeLWHUn» IP-agpec mapLupytmnsatopa), U K onpegeneHHomy

nopTy.

BHUMAHUE!
Mpn obpaweHnn n3 cetn VHTepHET Ans BCex Kamep, HaxoAsdlwmxcs B OAHOW NoKanbHOW CeTw,
cyllecTByeT Tonbko oauH IP-agpec (IP-agpec, BblgaHHbIN NpoBangepom). [Noatomy Ans goctyna K aTmm

Kamepam HeobXoaMMO Ha3HauYUTb Kaxagomn cBoe 3HadeHne HTTP-noprta.

[na aToro TpebyeTcs BbINONHUTL CreayoLimne 4eNCTBUS:

e /13meHnTb ceTeBble NapameTpbl IP-kamep B COOTBETCTBUM C HACTPOMKaMU, NPUHATBIMU
B Bawewn nokanbHom cetn (CM. nNyHKT 5.5 Ana NpoBOAHOrO MOAKMOYEHMS Kamep K
rioKarnbHou ceTn).

e Hactpoutb yHKUMIO NepeHanpaBneHuss noptoB. [aHHaa yHKUMS no3sondet
nepeHanpaenaTbe obpaweHnsa u3 cetn WIHTepHeT K KkakoMy-nnbo yCTpOWCTBY,
NOOKIMYEHHOMY K NnokansHon ceTtu, ¢ BHewHero WAN-nHTepderica mapLipytusatopa
Ha ero BHyTpeHHuMN LAN-uHTepdenc un obecneumBaeTcss npakTU4ECKM IobbiM
COBPEMEHHbBIM MapLUPYyTU3aTOPOM.

Mpn atom, cywecTtByeT ABa cnocoba HaCTPOMKM MapLipyTudauum (nepeHanpasBneHus

nopToB):

1. ucnonb3oBaHwe TexHororum UPnP B MapLupyTmnsatope u kamepe;

2. py4Has ycTaHOBKa napamMeTpoB Tabnuubl MapLIpyTU3aLmm.
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6.4.1. HacTtpounka py4yHou nepeagpecaumm NopToB MapLipyTusaropa

Paccmotpum 3apgadvy nogknioveHus IP-kamepbl kK ceTu WHTepHeT C€  nOMOLLbio
mapwpyTtmsaTopa TP-Link TL-WR2543ND (HacTpownka 60nblIMHCTBA OYHKLUMIA MapLupyTU3aTopoB
pasnMyHbIX MOAENEN BbINOMHAETCHA CXOXNUM 0b6pasom).

CuuTaem, 4TO MOAKIKOYEHME MapLupyTU3aTopa K NokKanbHOW cetn u cetn UHTepHeT yxe
HacTpoeHo. MaplpyTmsaTop UMeeT cnegyowmn nyonunyHbin ctatudecknn IP-agpec, BblgaHHbIN
NuTtepHeT-npoBangepom (IP-agpec WAN-uHTepdenca mapipytusatopa): 173.194.122.201.

JlokanbHasa ceTb umeet IP-agpeca B gnanasoHe «192.168.1.1 — 192.168.1.255», npnuem
«192.168.1.1» — «BHYTpeHHM» |P-agpec wmapwpyTtmnsatopa (IP-agpec LAN-uHTepdelnca
MapuwpyTtmnsatopa), «192.168.1.199» - IP-agpec kamepbl. [Ond HACTPOWKM UCMOMb3YEM
KOMMbIOTEP, NOAKMOYEHHbIN K 3TOMN NOKaNbHOM CETMW.

Ona nogkntoyeHnsa |P-kamepbl K ceTn MHTepHeT TpebyeTca HasHauuTb MOpPTbl, vepes
KoTopble ByaeT ocyLecTBNATLCA BHELUHWUA AOCTYN K €e HAaCTPOoNKaM 1 K BUAEONOTOKY C kKamepsbl. B
noKanbHOM ceTn 3TKU NOPTbl MO YMOMYaHUIO UMELOT cnegyowme 3HadveHus: HTTP-nopt — «80»,
MopT aaHHbIX — «5000», RTSP-nopt — 554.

BHUMAHUE!
Mpn obpaweHun n3 cetn WHTepHeT Onsi BCex Kamep, HaxoOsWMxXcs B OOHOW JloKanbHOW CeTw,
cyliecTByeT Tonbko oavH IP-agpec (BblgaHHbIA npoBargepom). Noatomy onst goctyna K 3TMM Kamepam

HeobxoQMMO KaxkaoW Ha3Ha4YnTb CBOM rpynnbl NOPTOB.

[na nameHeHus nopToBs IP-kamepbl BbINONHUTE criefytolime AencTBUS:

BHUMAHUE!
MopT AaHHbLIX 0653aTeNbHO AOMKEH TPAHCNMPOBATLCSA «NOPT B MOPT». COOTBETCTBEHHO, AN BCEX Kamep

HeobxoaMMo 3a4aTb pa3rnnyHble 3Ha4YeHnd nopTta AaHHbIX.

War 1: B Beb-mHTEpPence kamepbl OTKponTe pasgen MeHwo Hacmpolku — Cemb —
OcHoesHble. (Puc. 6.3).
War 2: seeante B none [[MopT AaHHbIX] HOBOE 3HAYEHWE, OTNIMYHOE OT 3HAYEHMS MO

ymMonyaHuto. Hanpumep, nycTb B KadecTBe NopTa AaHHbIX ucnonbadyetca nopt «5001»
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Puc. 6.3
War 3: Ans npuMeHeHnst HacTpoek HaXxxmuTe KHornky [CoxpaHuTb].
Taknum obpasom, nopTbl AnNs JOCTyNa K AaHHOW Kamepe BHYTpW nokanbHOW ceTn ByayT:
HTTP-nopt — «80», MNopT aaHHbIX — «5001», RTSP-nopT — «554».
[na BTOpOM Kamepbl MOXHO BblOpaTb cnegytowme noptbl: HTTP-nopt — «80», lNopt
AaHHbIX — «5002», RTSP-nopT — «554» n T.4.

Kamepa HacTpoeHa. OcTtanocb NpaBuibHO HACTPOUTL MapLLpPYTU3ATOP.

Ona HacTponku MapLupyTusaTopa BbINONHUTE cneaytowme AeNCTBUA:
War 1: BBeguTe B agpecHon cTpoke Opaysepa IP-agpec maplipytu3aTopa (B Haliem
npumepe — «192.168.1.1»). B nosiBuBLIEMCA OKHE aBTOpU3aLUUK BBEOMTE NOTMH 1 naponb. Nocne

yOa4yHOW aBTOpM3aLnmn OTKPOETCS OCHOBHAsi CTpaHuLa HacTpoek MappyTtudaTopa (Puc. 6.4).

LS Wrmians K G ga bl Moade
i A 1AL

Puc. 6.4
LWar 2: Bbibepute nyHKT mMeHio Forwarding — Virtual Servers. B nosBuBieMCA MeEHIO

HaxkxmuTe kHonky [Add New] (Puc.6.5).
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Puc. 6.5
War 3: po6aBbTe npaBuna nepeHanpasneHns noptos ans IP-kamepsl (Puc. 6.6). 3apanTte

cnegyowme napameTpbl:
[Service Port]: ykaxuTte nopT, kKOTOpbIA ByAeT ncnonb3oBaTbCa Ana 4OCTyna K kKamepe 13

cetn VIHTepHerT.

NMPUMEYAHMUE!
Bo wusbexaHne KOHMNUKTOB He MCMONb3ynTe ANs fnepeHanpasneHns MnopToB 3aperncTpupoBaHHbIe

3Ha4veHus. PekomeHayeTcsa ncnonb3oBaHne nopTos AnanasoHa 1124-7999.

[Internal Port]: ykaxuTte nopT, ucnornb3yemsblin B JaHHbI MOMEHT Ans A0CTyna K Kamepe 13
nokansHowu ceTu.

[IP Address]: ykaxuTe IP-agpec kamepsbl, AnA KOTOPOW HacTpanBaeTCs nepeHanpasneHme.

OcTanbHble NyHKTbI HE TPEOYIOT HAaCTPOWKM.

Ho6asbTe npasuno ansa nopta HTTP (Puc. 6.6).
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Puc. 6.6
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War 4: HaxmuTe kHOMNKy [Save], 4Tobbl coxpaHuTb npasuno. Mpasuno agobaeneHo (Puc.

6.7).
R Wmmena B Teogata H ooy
Puc. 6.7
LWar 5: Tem xe cnocobom gobasbTe npasuno ans nopta RTSP (Puc.6.8).
B iwmy n Bl Gogate | Hosbey
Puc. 6.8
LWar 6: 1 ewe ogHo npasuno gnga NMopta gaHHeix (Puc. 6.9).
BHUMAHMUE!

HTTP-noptbl 1 RTSP-nopTbl Kamep MOXHO nepeHanpasnsATb C NOMOLLbIO BUPTYanbHOro cepeepa, 0OgHaKko

NOPT AaHHbIX KAMEP AOMMKEH ObITb pa3HbIM U TPAHCIMPOBATLCS «MOPT B MOPT»!
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War 7: Ecnu Bbl ncnonb3yeTte HeECKOMNbKO kamep, To Bam Heobxogmmo noBTopuTh Wwarn 2-6

Ansa octanbHbIX Kamep (Puc.6.10).
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Puc.6.10

HacTponka mapLupyTmusaTopa 3aBepLueHa.

Tenepb, 4TO6bI NOAY4YMTL AOCTYN K Kamepe U3 ceTn NHTepHeT, Hago obpaTuTbCsa K Hel no
IP-agpecy, BbldaHHOMY NpoBangepom («BHeWwHu» IP-agpec mapwpyTtusatopa), 1 HasHa4eHHOMY
en nopty HTTP.

B paccmoTtpeHHoM npumepe IP-agpec maplipyTtusatopa — «173.194.122.201». HTTP-noprT,
Ha3Ha4YeHHbIN Kamepe Ans nepeagpecaumn,— «81». 3HauuT, ons obpalweHnsa K Kkamepe u3 cetu
WHTEepHeT HeobGxoanumo B afpecHom CTpoOKe Gpay3sepa HabpaTb 3anpoc:
http://173.194.122.201:81/.
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6.5. MNMoaknroyeHue kamepbl ¢ onuuven B10xx-4G Kk OGecnpoBOAHOW cCeTW.

Hactpownka 4G-coeguHeHus
[na nogknoveHns k cetn VHTepHeT no ctaHgaptam ceasun 4G IP-kamepa B1510 ¢ onumen
B10xx-4G (manee B1510-4G) ocHaweHa cneunanbHbiM  BCTPOEHHbIM  4G-moaynem

NPOMbILLTIEHHOro Knacca.

YcraHoBuTe SIM-kapTy M @aHTEHHY COrnacHO NyHKTY 4.6.
B BeG-nHTEpderice kamepbl oTkponTe Bknaaky «Hactponkmn 4G» (Hacmpolku — Cemb —
4G).

BHUMAHUE!
Ecnn B meHo «Cetb» Bknagka «Hactpowkm 4G» OTCyTCTBYET, NMPOBEPbTE BEPCUIO MPOLUMBKM U BEOD-
nHTepdenca kamepbl (Hacmpoliku — CucmemHble — UHPopmauyusi). Bknagka «HacTtpouku 4G»

[OCTynHa, HavnHas ¢ Bepcum npowmekn 3.1.0.1.5.18.50 BKnoYMTENBHO.

Ecnn SIM-kapta yctaHoBneHa npaswibHO, TO B none «SIM-kapta» 6ygeT oTtobpaxeH
cTaTyc «YCTaHoBMEHa».

HacTponka 4G-coeanHeHns1 MOXET MMETb HECKOJbKO BapuaHToB. B nepByto oyepenb 370
3aBuUCUT OT Toro, kakasa SIM-kapTta 6ygeT 4ns aToro ncnonb3oBaHa:

- SIM-kapTa ¢ nogknt4YeHHoM onumen MobunbHbI HTEpHET 2G/3G/4G (CcM. NyHKT 6.5.2);

- SIM-kaptTa Cc nNOAKMIOYEHHOW onuMen MobunbHbIn uHTEpHeT 2G/3G/4AG u c

OOMNOSTHUTENBHO NOAKNKYEHHOW onumen ctatudeckoro IP-agpeca (cm. nyHKT 6.5.1).

6.5.1. SIM-kapTa c onuuen cratndeckoro IP-agpeca
Ecnn Bbl ucnonbsyete SIM-kapTy ¢ nogkrnodeHHoW onumen crtatudeckoro IP-agpeca,

BbIMOJTHUTE crneaywLuine DencTBus:

NMPUMEYAHME!
MpepoctaesneHne cratudeckoro |P-agpeca, kak npaBuno, §BMgeTCA NraTHOW YCryron oneparopa

MOOWIBHON CBA3W.

LWar 1: Ha Bknagke «HacTponkn 4G» 0TMETbTE ranoykon NyHKT « BKIHOYUTBLY.
LWar 2: y6epute ranoydky ¢ nyHkta «fMony4ymTb HaCTPOMKM CETU aBTOMATUYECKU» 1 B
nonsax [APN] (Access Point Name — umsa Todkm goctyna), [JlormH] u [Maponb] BBeauTe AaHHbIE,

nony4eHHble ot Bawero nposangepa 4G-coeanHenus (Puc. 6.12).
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War 3: HaxmuTe [CoxpaHuTk]. [locrne NpUMEHeHUs HacTpOeK M MOAKMIOYEHUS Kamepbl
nons ceteBblx NapameTpoB «IP-agpec», «Macka noacetu» W T.A4. 3aMONHATCA, a B none
«YpoBeHb curHana» oyaet otobpaxaTbCsl TEKYLLMIA YPOBEHb CUrHaNa CoeauHeHus.
Ecnn ©OanaHc Bawen cuM KapTbl MOMOXMUTENbHLIN U BCE HeobGXoauMmble ycrnyru
NOOKIHOYEHbI, TO Bbl CMOXETE MONy4YnTb SOCTYN K KaMepe no npeaocTaBneHHOMY npoBangepom

ctaTudeckomy IP-agpecy.

6.5.2. SIM-kapta 6e3 onuum cTtatudeckoro IP-agpeca. HacTpomnka nogknioveHus
OpenVPN

Ana nogkntoyeHnsa IP-kamepbl B1510-4G HeobsizaTenbHO npuobpetatb y onepartopa
MOOUIbHOM CBA3M onumio ctatudeckoro IP-agpeca. bBnarogaps dyHkuum kamepbl «AKTMBHOE
coefVHeHue» ee MOoAKMYeHne (UNn MOAKMYEHNE HECKOSbKMX KaMep) MOXHO OpraHvM3oBaTb
Yyepes Kakon-nnbo yaaneHHbIn cepep 1 cosgaHne BupTtyansHoun vYactHom cetn (VPN), uyto 6yget
BbIrogHEeEe 3KOHOMUYECKN 1 yAOOHEE C TOYKM 3PEHNSI CUCTEMHOIO agMUHUCTPUPOBAHUS.

Hwxe paccmMoTpeH BapuaHT nogkniodeHnst ¢ nomotlpto MO OpenVPN.

lMepeng Havanom ycTaHOBKM nporpammHoro obecnedeHna OpenVPN Heobxogmmo
HacTpouTb NybnuuHbIn cTtatudeckn IP-agpec uyenesozo [1K (komnbioTepa, KoTopbii Oyaet
BbicTynaTtb B ponn OpenVPN-cepBepa) B cetn UHTepHeT. MNpu 3TOM gonycKkaeTcsl, YTO BbIXOA4 B
NHTepHeT OGyaer opraHusoBaH yepe3 mapupytusatop (unu NAT), roe Gyger ocywecTBrneHo

nepeHanpasfeHne NopToB Ha Lenesown K.
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BHUMAHUE!

Mo ymonuyanuto npunoxenne OpenVPN ncnonesyet nopt 1194.

Ecnu no kakum-nmbo npuymHam ctaHgapTHbei nopT 1194 ucnonb3oBaTb HEBO3MOXHO, TO ero TpebyeTtcs
N3MEHUTb B HACTPOMKax aKTMBHOIO coeauHeHust kamepbl (cMm. LWar 7) m B chbanne koHdurypaumm

OpenVPN-cepBepa (npu yCTaHOBKE MPUITOXEHUS B Manky Mo yMon4yaHuio nyTb kK dawnny: C:\Program

Files\OpenVPN\config\myserver.ovpn).

Kpome Toro, 6yaem cuntatb, 4to kamepa B1510-4G yxxe nogkntoveHa k Baluen nokanbHom

cetn (cm. nasy 5), aHTeHHa n SIM-kapTa ycTaHOBMEHbI (CM. NYHKT 4.6).

War 1
3arpysute pekomeHgyemoe npunoxeHme OpenVPN Ha Baw TK. CkayaTb [JaHHoe
npunoxeHne Bbl moxeTe 3gechk: https://build.openvpn.net/downloads/releases/.

NMPUMEYAHMUE!
B ob6wem cny4yae, peanusauua OpenVPN-cepBepa MoxeT ObiTb ntobon. Hiwke npuBeaeHa HacTporka ans
NPUNoXeHns OpenVPN Bepcumn 2.3.14 (ccbinka ans CKayMBaHus:

https://build.openvpn.net/downloads/releases/openvpn-install-2.3.14-1601-i686.exe).

LWar 2
YcraHosuTe npunoxernne OpenVPN Ha ueneson MNK.

War 3
Pacnakyiite cogepxmmoe apxmBa OpenVPN_Server.zip B KOpPHEBYH nanky c

YCTaHOBJIEHHbIM MPUNOXEHNEM.

NMPUMEYAHUE!
ApxuB OpenVPN_Server.zip Haxoautca B OOHOW narnke BMecTe C AaHHbIM PyKoBOACTBOM, KOTOPYHO
MOXHO CKa4daTb C caunTa, B kapTouke onuum B10XX-4G:

https://www.beward.ru/katalog/ip-kamery/ip-kamery-serii-b1000/ip-kamera-opciya-b10xx-4g/

WNN HANTWN Ha OUCKE M3 KOMMNMEeKTa NOCTaBKn cpean AOKyMeHTauun Ha kamepy B1510/B2710.

LWar 4
3anyctute npunoxernne OpenVPN GUI (ecnn OoHO He 6bino 3anyweHO No OKOHYaHuu
YCTaHOBKM) C MOMOLLBIO spribika Ha Paboyem ctone unu B MeHo «llyck». Mpn atom B obnactu

yBegoMreHnn Ha NMaHenu 3agay AomKeH NoOABUTLCHA COOTBETCTBYOLLNA 3HAYOK.

PykoBoacTBO no nogkntoyeHuto IP-kamepbi B1510
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War 5

3anyctute cepeep OpenVPN uepes npunoxeHve OpenVPN GUI. [Ons aToro wenkHuTe no

3Ha4yky OpenVPN GUI B obnacti yBegoMneHun gBaxabl fIEBON KHOMKOW MbIUW WU OAMH pas

npaBouv U B KOHTEKCTHOM MeHI0 BblbepuTe NyHKT «[loaknounTeca» (Puc. 6.13).

ETRNHGTEES

OTOLEEEHTE COmORHHE

Mokazatk wypHan
PeaaKTHpoEaTe KOHGHrYpaLMI
CHEHHTE Mapons

HacTpofkm. ..
Belxon

Puc. 6.13

LWar 6
Mpn ycnewHom nogkntodeHnn npunoxeHne OpenVPN HasHaunt uenesomy (K IP-agpec

Buaa 10.2.1.x. B gaHHoM cnyyae ato agpec 10.2.1.1 (Puc. 6.14).
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War 7

B Beb-mHTEpderice kamepbl, B MeH0 Hacmpoliku — Cemb — 4G, OTMeTbTE ranoykom
NyHKTbl «BKNO4YNTb» 1 «Pa3pewnTb akTUBHOE coeAAMHeHUe» 1 BBeuTe 3apaHee HaCTPOEHHbIN
ny6nuyHbIn ctatndeckun IP-agpec n nopt Bawero OpenVPN-cepsepa (uenesoro K) B nons [IP-

appec cepBepa], [[MopTt cepBepal. Haxmute [CoxpaHutsb] (Puc. 6.15):

BE\WARD
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Puc. 6.15
Ecnn Bce HacTpOWKM KOPPEKTHbI, TO B OkHe npunoxeHusi «CoeamHeHue OpenVPN
(myserver)» (NyHKT KOHTEKCTHOro mMeHiwo «OToO6pa3uTb cocTosiHMe» Ha PucyHke 6.13) nnn B
XypHane npunoXeHus (MyHKT KOHTEKCTHOro meHw «[lokasaTtb XXypHan» Ha PucyHke 6.13) Bbl
yBMauTE agpec, NpuceoeHHbIn kamepe B cetn VPN. B gaHHom cnyvae ato agpec 10.2.1.3 (Puc.
6.16).
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Puc. 6.16
C ucnonb3oBaHMEM [OaHHOro agpeca kamepa OyaeT AOCTyMHa Tak e, Kak U 13 Baluei

NoKanbHOW ceTu.
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Ilpunosxcenus

MpunoxeHus

MpunoxeHune A. 3aBoAcKue yCTaHOBKMU

Hwxe npuBeneHbl HEKOTOPbIE 3Ha4YeHNA 3aBOACKMX YCTAHOBOK.

HaunmeHoBaHue 3HauyeHue
IP-agpec 192.168.0.99
Macka noacetun 255.255.255.0
LWnto3 192.168.0.1
Mmsa nonb3osatens (agMmHucTpaTopa) admin
Maponb (agMuHMCTpaTOopa) admin
HTTP-nopt 80
MopT AaHHbIX 5000
RTSP-nopt 554
SMTP-nopT 25
ONVIF-nopT 2000

PykoBoacTBO no nogkntoyeHuto IP-kamepbi B1510
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MpunoxeHue B. NapaHTUnMHbIE 06A3aTenbCcTBa

B1. O6wue cBepgeHud

a) MNepeg nogkrtoueHnem obopyaoBaHUA HEOHXOANMMO 03HAKOMUTLCA C PyKOBOACTBOM MO
aKkcnnyaTaumm.

0) Ycnosus akcnnyataumm Bcero obopygoBaHusa gomkHel cootBeTctBoBath [OCT 15150-
69, NOCT B20.39.304-76 (B 3aBMCMMOCTW OT UCNOSTHEHWSI YCTPONCTBA).

B) [1ns noBbIlWEHNA HageXHOCTK paboTbl 060pyaoBaHUS, 3aWwmnTbl OT OPOCKOB B NUTalOLLEN
ceTn n obecneyeHnss GecnepebOMHOrO NMUTaHWS cnegyeT WUCMNoNb3oBaTb CeTeBble UNLTPbI U

ycTponcTBa 6ecnepebonHoro nnTaHus.

B2. dnekTpomarHMTHass COBMeCTUMOCTb

3710 0obopygoBaHMe cooTBeTCTBYET TPebOBaHUSAM 3reKkTpomMarHUTHonm cosmectumocTtn EN
55022, EN 50082-1. HanpsikeHne paguonomMex, cosgaBaeMblX annapaTtypour, COOTBETCTBYET
FOCT 30428-96.

B3. OnekTponutaHue

[omKHO cOOTBETCTBOBATL NapamMeTpaM, YkasdaHHbIM B PYKOBOACTBE MO 3KCnnyaTauuu ans
KOHKpPETHOro yctponctea. [ns YCTPOWCTB CO BCTPOEHHbIM WCTOYHUKOM MUTAHUA — 3TO
nepemeHHoe HanpskeHne 220 B 1£10%, vactotom 50 Iy +3%. [Ons yCTPOMCTB C BHELUHUM
NCTOYHMKOM NUTaHUS — 3TO cTabunmampoBaHHbii agantep 5 B £5% unun 12 B £10% (HanpsixeHune

nynecauun — He 6onee 0.1 B).

B4. 3azemneHue

Bce ycTponcTtea, umetolme BCTPOEHHbIM BNOK NUTaHUS, AOMKHbI ObiTb 3a3eMreHbl nyTem
NOAKIMIOYEHNss K creumanbHbiM poO3eTkaM  SMNEeKTPONUTaHUs C  3a3eMieHueM unu nytem
HenocpeacTBEHHOrO 3a3eMfieHMs Kopryca, €CniM Ha HemM nNpedycMOTpeHbl  cneumarbHble
KpenexHble SnemeHTbl. 3a3emneHve OneKTPonpoOBOAKU 34aHUSA OOMKHO ObiTb BbINOMHEHO B
cooTtBeTCcTBMU € TpeboBaHuamu MYS (Mpasuna Yctponctea AnekTpoyctaHoBok). Ob6opynoBaHme
C BbIHOCHbIMW OrioKamMu nNUTaHWs WM aganTepamMu TakkKe AOMMKHO OblTb 3a3eMneHo, ecnv 3To
nNpeayCMOTPEHO KOHCTPYKUMEN Kopryca WM BUMKM Ha LWHype nuTaHusa. MOHTax BO3AYLUHbIX
NVHUIA 3nekTpornepesayn n INUHWUA, NPOKNaAbliBaeMbliX MO HapPYXXHbIM CTeHaM 30aHui M Ha
Yyepakax, JOIPKeH BbITb BbIMNOSTHEH 3KPaHMPOBAHHbLIM Kabenem (Mnv B MeTannopykase), U IMHUN
OOIMKHbI ObITb 3a3eMneHbl ¢ ABYX KOHUOB. [lpyyem, ecnu oamMH KOHeL, aKpaHa nofkntoyaeTcs
HEMNOCPEeACTBEHHO K LUMHE 3as3eMfeHusi, TO BTOPOM — MOAKMYaeTCs K 3a3eMeHuo yepes

paspsgHUK.

PykoBoacTBo no noaksnoyeHuto IP-kamepbl B1510
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B5. MonHue3awumTa

MonHuesawuTa gomkHa cootBeTcTBoBaTb P 34.21.122-87 "VIHCTpyKUMA NO YCTPOUCTBY
MOMHWe3aLnTbl 3gaHni n coopyxennn" n FTOCT P 50571.18-2000, TOCT P 50571.19-2000, TOCT
P 50571.20-2000. Mpn npoknagke BO3QYLUHbIX AWHUA N NUHWUA, UOYLLUMX MO HApPY>KHOW CTeHe
3[0aHUN 1 NO YepAayHbIM NMoMeLleHUsIM, Ha BXxogax obopynoBaHUS AOSMKHbI ObITb YCTAHOBMEHDI

yCTPOWCTBA MOMTHME3ALLUTDI.

B6. Temnepartypa 1 BNaxHoOCTb

MakcumanbeHble 1 MUHMMarbHblE 3HAYEHUs1 TemrepaTypbl SKCnyaTauunm U XpaHeHusi, a
Takke BNaXHOCTW, Bbl MoxeTe nNocMOTpeTb B TEXHUYECKOM OMUCAHUM  KOHKPETHOro
obopynoBaHusi. MakcumanbHas pabodvas Temnepartypa — 3TO TeMnepaTtypa, Bbille KOTOPOW He

[AOIMKEH HarpeBaTbCsl KOPyC YCTPOMCTBA B NpoLiecce ANUTeNbHOM paboThl.

B7. PasmelueHue

[Ana BeHTUNSAUMM yCTpoMCcTBa HEOOXOAMMO OCTaBWUTb Kak MUHMMYM No 5 cm cBOGOAHOroO
npocTtpaHcTBa no 6GokamM W CO CTOPOHbl 3agHen naHenu ycTtponctBa. [lpu ycTtaHoBke B
TENEeKOMMYHMKALUMOHHBLIN  WwKad wunuM  CTonKy JommkHa OblTb obecnedeHa Heobxogumas
BeHTUnAuuA. [na 3TOro pekoMeHAyeTCs YyCTaHaBnMBaTb B WKady cneumanbHbid 6ok
BEHTUNATOPOB. TemnepaTypa OKpy)KalLlero Bo3gyxa W BEHTUNAUMSA LOMKHbl obecnevmBaTtb
HeobxoauMbIA  TemnepaTypHbii  pexum obopyaoBaHuMs (B COOTBETCTBUM C  TEXHUYECKMMU
XapakTepuCTUKaMm KOHKPETHOro 060pya0oBaHMS).

MecTo ansa pasmeLleHnss 060pyaoBaHNs LOMKHO OTBeYaTh Creayowmm TpeboBaHNsaM:

a) OTcyTCcTBME 3anbINIEHHOCTU NOMELLEHWS.

6) OTcyTCcTBME B BO34yXe NapoB BMaru, arpeccuBHbIX cpes.

B) B nomewleHun, roe ycrtaHaenvBaeTca oOOpyAoBaHWE, He OOMKHO ObiTb OGbITOBbIX
HaCEeKOMbIX.

r) 3anpewaerca pasmewaTb Ha 060pyAOBaHUN NOCTOPOHHME MpeaMeTbl U NepeKkpbiBaTb

BEHTUNALMOHHbIE OTBEPCTUA.

B8. O6cnyxuBaHue
O6opyaoBaHne HeobxoomMMo obcCrnyxmBaTb C NEPUOAMYHOCTBIO HE MEHee OAHOro pasa B
rog C Uenbt yaaneHus M3 Hero nbinv. ATo no3Bonut obopygoBaHuio paboTtaTb 6e3 cboeB B

TeyeHune npoaosnKUTESNIbHOro BpemMeHu.

B9. NMoakntovyeHne nHtepdencos
O06opyaoBaHne AOMKHO NOAKNOYATLCA B CTPOrOM COOTBETCTBUM C Ha3HaAY€HUEM U TUMOM

YCTaHOBJIEHHbIX NHTEP(ENCOoB.

PykoBoacTBo no noaksnoyeHuto IP-kamepbl B1510
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B10. MNapaHTUiHbIe 06A3aTenbLCTBa

OO0O «HIIMN «beBapg» He rapaHTupyeT, 4YTo 0bopyaoBaHne GyaeT paboTaTb AOMKHLIM
006pa3om B pasnmyHbiX KOHUrypaumsx n obnactax NpUMMEHEHUs, U He AaeT HUKAKOW rapaHTum,
4yTO 0bGopyaoBaHune obs3atenbHO OyaeT paboTaTb B COOTBETCTBUM C OXMAAHMAMM KIMEHTa npu
ero NpMMeHeHun B crneunguyecknx Lensx.

OO0 «HIIM «beBapg» He HeceT OTBETCTBEHHOCTM MO rapaHTUIHbLIM 0bs3aTENLCTBAM NpU
NOBPEeXOEeHUN BHELWIHUX WHTepdencoB obopyaoBaHUs (CeTeBblX, TeNeOHHbIX, KOHCOSbHbIX W
T.M.) U camoro o6opyaoBaHusl, BO3HUKLLEM B pe3yrbTaTe:

a) HecobnogeHnst NpaBuIlT TPAHCNOPTUPOBKM M YCINOBUIN XpaHEHWS;

0) dhopc-mMaxkopHbIX 06CTOATENBCTB (TaKNX Kak NnoXkap, HAaBOOAHEHME, 3EMIETPSACEHNE 1 Ap.);

B) HApPYLLUEHUS TEXHUYECKNX TpeboBaHW MO pa3MeLLEHMIO, NOAKMIOYEHNIO U SKCMyaTaumm;

r) HEMpPaBUITbHbIX OENCTBUIA NMPY NEPENPOLLNBKE;

[) NCNONb30BaHNS He NO Ha3HaYeHWIo;

€) MEeXaHVWYECKUX, TEePMUYECKMX, XMMMUYECKUX W WHbIX BMOAOB BO3OEWCTBUM, €CNU UX
napameTpbl BbIXOAAT 3@ paMKM OOMYCTUMbIX SKCMNyaTauMOHHbIX XapaKTepucTuk, nmbo He
NnpeayCcMOTpPEeHbl TEXHMYECKON crieumdukalmen Ha gaHHoe obopyaoBaHue;

X) BO3OENCTBMSA BbICOKOTO HanpshkeHus (yoap MOSHMKM, CTaTU4ecKoe 3neKTpU4YecTBO WU

T.M.).

PykoBoacTBo no noaksnoyeHuto IP-kamepbl B1510 m
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MpunoxeHue C. lNMpaBa 1 noaaepxka

C1. ToproBasa mapka

Copyright © BEWARD 2023.

HekoTopble nNyHKTbI HacTosiwero PykoBoacTBa, a Takke pasfgenbl MEHK YnpaBrieHus
obopynoBaHus MoryT 6biTb M3MeHeHbl 6e3 NpeaBapUTENbHOIO YBELOMIMEHUS.

BEWARD sBnsietca 3apernctpmpoBaHHon Ttoprosoin mapkon OOO «HIIM «beeapa». Bece

OCTallbHble TOProBble€ MapKn npuHaanexart Ux sBragenbuam.

C2. OrpaHu4yeHne OTBETCTBEHHOCTHU

OO0 «HIMM «beBapg» He rapaHTUpPyeT, YTO annapaTHble cpegcTtBa OyayT paboTaTb
OOIMKHBIM 06pa3oM BO BCEX cpedax M MPUMOXEHUsX, U He OaeT rapaHTMn M NpeacTaBreHUun,
noapasymeBaeMbiX WU BbIPaXEHHbIX OTHOCUTENbHO KayecTBa, paboymx XapakTepucTuk, Wnu
paboTtocnocobHOCTM Npu ucnonb3oBaHun B crneundudecknx uenax. OO0 «HIMM «besapg»
NpUNoXnno Bce ycunusa, 4tobbl caenatb 370 PyKoBOACTBO MO akcnnyaTaumm Hanbonee TOYHbIM U
nonHeiM. OO0 «HIIM «beBapg» oTkasbiBaeTCs OT OTBETCTBEHHOCTM 3a Ntobble onevatkn vnu
NPonycKu, KOTOpble, BO3MOXHO, NPOU3OLLIAN NpY HanMcaHnn gaHHoro PykosoacTtaa.

MHdpopmauua B nobon yactn PykoBoacTBa No aKcnsiyataumm N3MeHseTca U OOMNosHseTcs
OO0 «HIMMN «beBapa» 6e3 npeaBaputensHoro yeegomnenus. OO0 «HIM «besapa» He Gepet
Ha cebs HMKAKON OTBETCTBEHHOCTM 3a NtoOble NOrpeLlHOCTHN, KOTOPble MOTYT COAEPXKaTbCA B 3TOM
Pykoeogctee. OO0 «HIIM «beBapa» He 6epeT Ha cebss OTBETCTBEHHOCTM U HE OAET rapaHTui B
BbiMycke OOHOBMEHWUA WITM COXPAHEHUN HEU3MEHHOW KakoW-NMOO WHGOpMaLMM B HACTOSILLEM
PykoBoacTtBe no akcnnyatauumn, U ocTaBngeT 3a cobon npaBO BHOCUTb M3MEHEHMS B AaHHOE
PykoBoacTtBo w/unu B usgenus, onvcaHHble B Hem, B noboe Bpemss 6e3 npenBapuTenbHOro
yBegomMmneHus. Ecnn Bbl obHapyxute B aTOM PykoBoacTBe MHGOPMauuio, KOTopasa siBNseTcs
HenpaBWNbHONW WNW  HEMOMHOW, wWnu BBOAUT B 3abnyxaeHue, mbl Oyaem Bam «kpawnHe

Nnpu3HaTesibHbl 3a Bawu KOMMEHTapun n npeainoxeHuns.

C3. Npeaynpexaennsa FCC

3710 060pyaoBaHMe ObIfNO NPOTECTUPOBAHO U NPU3HAHO YOOBMETBOPAOLWNM TpeboBaHNAM
NoNoOXeHUs O LMPOBLIX YCTPOMCTBAX, NpuHagnexawmx K knaccy A, 4dactu 15 [lpasun
®epepansHon komuceun no ceasm (FCC). Otn orpaHuyeHus 6binv paspaboTaHbl B Liensix
obecrneyeHns 3aWmTbl OT BPeAHbIX MOMEX, KOTOpble MOryT BO3HUKATb MNPW MCMOSb30BaHUN
obopyaoBaHNsA B KOMMepYecKkux Lenax. 3To obopygoBaHWe MOXeT u3nyyvaTb, reHepupoBaTb U
MCnonb3oBaTb SHEPrui B pagmovacToTHOM AuanasoHe. Ecnn pgaHHoe obopypoBaHve 6yaer
YCTaHOBIIEHO W/Unn ByaeT MCnonb3oBaTbCA C OTKMNOHEHMSIMU OT HacToswero PykoBoacTsa, OHO

MOXeT OKa3biBaTb BpeaHoe BO3OENCTBME Ha Ka4yeCTBO paanoceA3n, a npu yctaHoOBKE B Xunom

PykoBoacTBo no noaksnoyeHuto IP-kamepbl B1510
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30He, BO3MOXHO, — Ha 340poBbe ntogen. B aTtom cnyyae Bnageneu 6yaet o6a3aH mMcnpaBnsTb

nocnencTtena speaHoro BO3OENCTBMS 32 CBOWM CYET.

C4. NpepynpexaeHne CE
OTO yCTPONCTBO MOXET Bbl3blBaTb PagnoNOMEXM BO BHELUHEM OKpyeHuu. B aTom cnyvae

nonb3oBaTesib MOXeT ObITb 06513aH NPUHATbL COOTBETCTBYIOLLNE MEPDI.

C5. NMoppepxka
Ons uHopMaumnm OTHOCUTENBHO CepBUCA U NOAOEPXKKW, MOXanyncra, CBSXKUTECb C
cepBucHbIM LeHTpom OO0 «HIMIM «beeapay». KoHTakTHble AaHHble Bbl MoXeTe HaWTh Ha cante

http://www.beward.ru/.

Mepen obOpaweHueM B Ccnyxby TexXHWYECKOW NOAOEPXKW, MNOoXKarnywucra, noarotoBbTe
cneayoLyo nHpopmMaumio:

e To4yHoe HammeHoBaHue un IP-agpec Bawero obopygoBaHusi (B cnyyae npuvobpeTeHus
IP-o6opynoBaHus), 4ata nokKynku.

e CoobLieHuns 06 owmnbkax, KOTOpble NOABMAANNCL C MOMEHTA BO3HUKHOBEHUSI NPOBNEMbI.

e Bepcua npowwvBkM n 4yepe3 kakoe obopygoBaHue paboTano YCTPOMCTBO, Koraa
BO3HMKMNa npobnema.

e [lponsBeneHHble Bamu gencteusa (No waram), npeanpuHsaTble Ans CaMOCTOSATENbHOro
peLlueHnst npobnemsl.

e  CKpUVHLUOTbLI HAaCTPOEK U NapaMeTpbl MOAKITHYEHWS.

Yem nonHee OyaeTt npeacrtaeneHHas Bamu mHopmaums, Tem ObicTpee cneunanucTbl

CEePBUCHOrO LieHTpa CMoryT nomo4yb Bam pelumnTs npobnemy.
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Ipunoocenus
MpunoxeHue D. CoBmecTtumoe PoE o6opyaoBaHue
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Ol z| Zz| Zz| Z| m| | m| 0| 0| M| 0| 0| M| M| M| M| 0| | O] O] @O| @
B2 D-Link DWL-P200 + + + + + + + + + + + + + + + + + + + + + + +
V4 TP-Link TL-SF1008P - - + + + + + + + + + + + + + + + + + + +
V2.5 TP-Link TL-SG3424P - - + + + + + + + + + + + + + + + +
V3/ .
2148895002278 TP-Link TL-PoE150S + + + + + + + + + + + + + + + + + + + + + + +
AF00453500979 Planet POE-173 + + + + + + + + + + + + + + + + + + + + + + +
Vv2/
AF00094100032 Planet POE-2400 S T O T O O A S e e I o A O I S R O
V3/
A310114400490 Planet FSD-804P + + + + + + + + + + + + + + + + + + + + + + +
A310124200070 Planet FSD-804PS + + - + + + + + + + + + + + + + + + + + + + +
V2 Planet FNSW-1608PS + + + + + + + + + + + + + + + + + + + + + + +
Planet FGSW-
A920431700088 2612PVM + + | + + + | + + | + + |+ |+ | + + | + + | + + | + + |+ |+ | + +
Planet FGSW-
A920424400021 2620PVM + + + + + + + + + + + + + + + + + + + + + + +
N13196541103443 Beward PD9501G - - - - - + + + + + + + + + + + + + + = - + +
2415000211 Beward STL-11XP + + + + + + + + + + + + + + + + + + + + + + +
1500100213 Beward STL-11HP + + + + + + + + + + + + + + + + + + + + + + +
1500100066 Beward STL-01P + + + + + + + + + + + + + + + + + + + + + + +
1400102594 Beward ST-8HP + + + + + + + + + + + + + + + + + + + + + + +
1100103439 Beward ST-5HP4 + + + + + + + + + + + + + + + + + + + + + + +
1400101877 Beward ST-810HP + + + + + + + + + + + + + + + + + + + + + + +
1500100027 Beward STP-811HP + + + + + + + + + + + + + + + + + + + + + + +
1400100675 Beward STW-1622HP & + i + + + + + + + + + + + + + + + + + + + +
1400100200 Beward STW-02404HP | + + + + + + + + + + + + + + + + + + + + + + +
Beward STW-
1400100141 02404HPF + + + + + + + + + + + + + + + + + + + + + + +
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MpunoxenHue E. MMoccapun

3GP - mynbTUMeannHbI KOHTENHep, onpeaendembln NapTHEpckMM [poekTom TpeTbero
nokonenus (Third Generation Partnership Project (3GPP) ons mynetumeannHbeix cnyx6 3G UMTS.
MHorne coBpemeHHble MOGUIbHbIE TenedoHbl MMEKT (OyHKUMM 3anMcuM M NpocMoTpa ayauo u

Bugeo B hopmate 3GP.

ActiveX — 310 cTaHgapT, KOTOpbI paspellaeT KOMMNOHEHTAM NPOrpaMMHOro obecneveHuns
B3aMMOAENCTBOBaTb B CETEBOW Cpede He3aBUCUMO OT 4A3blka(-0B), UCMONb3yemMoro Ans ux
co3gaHus. Beb-Opaysepbl MOryT ynpaendTb anemeHTamu ynparieHust ActiveX, OokyMeHTammu
ActiveX wn cueHapusimmn ActiveX. 3OnemeHTbl ynpaBneHus ActiveX u4acTo 3arpyxawTcs Wu
WHCTanNNupyTCa aBTOMaTUYeCKn, Kak 3anpawuvBaembl. Cama no cebe gaHHas TexHonorus He
ABNSAETCH KpoccnnatopMeHHOM 1 noaaepXxmBaeTcsa B NOSIHOM o6beme Tonbko B cpeae Windows

B 6paysepe Internet Explorer 8.0.

ADSL (Asymmetric Digital Subscriber Line / AcummeTpuyHaa uudpoBas
aboHeHTCKasA NWHUA) — MOAEMHas TEXHONOorus, npeBpaljalollasl aHanoroBble CuUrHanbl,
nepefaBaemMble NOCPEACTBOM CTaH4APTHOM TeNegOHHON NMHUK, B LMAPOBbIE CUrHanbl (nakeTbl

Ll,aHHbIX), no3BONAA BO BpemMA pa6OTbI COBeEpPLUATb 3BOHKW.

Angle / Yron o63opa — 3T0 yros, KOTOpbI 00pasyoT ny4n, CoeguHALLME 3a4HI0K TOYKY
00bekTMBa 1 guaroHarnb Kagpa. Yron 3peHus nokasbiBaeT CbEMOYHOE pPacCTOsiHME U Yalle BCero
BblpaxaeTca B rpagycax. OObIMHO Yyron 3peHus WU3MepsieTCsl Ha nuH3e, (OKyC KOTOpou
yCTaHoBreH B 6eCKOHeYHOCTb. B 3aBMcMMOCTM OT yrna 3peHusi, o6bekTuBbl AeNSAT Ha TpU Tuna:
LUMPOKOYrOfbHblE, HOPMaribHble N ANUHHOMOKYCHbIE. B LUMPOKOYronbHbIX 06BbEKTMBAX, KOTOpbIe
Yyale Bcero Mcnonb3ylTcsa A4S NnaHOPaMHOro HabnaeHus, yron 3peHns coctaBnsaeT 75 rpagycos
n 6onbwe. HopmanbHble 06bEKTUBLI MMEKT yron 3peHna ot 45 o 65 rpagycoB. Yron 3peHus

ANMHHOGOKyCcHOro o6bekTmnBa coctasnsaeT 30 rpagycos.

ARP (Address Resolution Protocol / T[lpotokon onpegneneHua appeca) -—
NCNONb3YIOLWMNCA B KOMMbIOTEPHbLIX CETAX MPOTOKOST HMU3KOrO YPOBHSA, MpefHa3HayeHHbl Ans
onpegeneHns agpeca KaHanbHOro ypoBHS N0 M3BECTHOMY apecy CeTeBOro ypoBHs. Hanbonbluee
pacnpocTpaHeHne 3TOT MPOTOKOMN Mnony4un Grnarogapsa noBceMecTHOCTU ceTen IP, noCTpoeHHbIX
nosepx Ethernet. 3TtoTr npotokon wucnonbdyetca ans cedasm IP-agpeca ¢ MAC-agpecom
ycTponcTBa. 1o nokanbHOW ceTu TpaHcnupyeTcs 3anpoc gnst noucka y3na ¢ MAC-agpecowm,

cooTBeTCTBYOWMUM IP-agpecy.

Aspect ratio / ®opmaT aKkpaHa — 9TO popMaTHOE OTHOLLUEHME LLUMPUHBI K BbICOTE KaapoB.
O6bwwmn dopmat kagpa, WUCMOMb3YEMbIA ONS  TENEBU3NOHHBIX 3KPAHOB U KOMMbIOTEPHbIX
MOHUTOpPOB, cocTaBndeT 4:3. TenesngeHne Bbicokon YyeTkoctn (HDTV) ucnonssyet oopmaT kagpa
16:9.
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Authentication / AyteHTUduKauma — npoBepka NPUHAANEXHOCTU CyObekTy [ocTyna

NpeabsaABNEHHOrO UMM  MAEHTMdUKaTopa; noaTBepxaeHne noanuHHoctn. OgvH M3 cnocobos
ayTeHTUMKaLMmM B KOMMbIOTEPHOM CUCTEME COCTOMUT BO BBOAE Ballero Mosib30BaTenbCKOro
naeHTudumkaTopa, B NPOCTOpPEYUN HasbiBaeMoro «forMHom» (logink — perucrpaunoHHoe ums
nonb3oBaTensd) W Napond — HEKOW KoHduaeHUManbHOW WHOPMauMM, 3HaHME KOTOpOW
obecneynBaeT BnageHne onpeaeneHHbIM pecypcoMm. NonyymB BBEAEHHbIV NOMb30oBaTeNeM JIorvH
N Naponb, KOMMbIOTEP CPaBHUBAET MX CO 3HAYeHMEM, KOTOPOe XpaHUTCA B crneumanbHon Gase

OaHHbIX, U, B Clly4ae coBnageHuns, nponyckaeT noJjib3oBaTesid B CUCTEMY.

Auto Iris / AP[] (ABTOoperynupyemasa ganacdparma) — 9T0 aBTOMaTUYECKOE perynnpoBaHme
BENWYUHbI guadparMbl O KOHTPONSA KONMMYecTBa CBeTa, Monajatwollero Ha marpuuy.
CywectByeT OBa BapuwaHTa aBToMaTudeckon perynupoBku guadpparmbl: Direct Drive n Video

Drive.

Biterate / Butpent (CkopocTb nepega4v gaHHbIX) — GykBanbHO, CKOPOCTb NPOXOXAEHNSA
6uToB MHOPMaUnN. BUTpenT NpMHATO Mcnonb3oBaTb MpU M3MEepPeHUn 3APdEKTUBHON CKOPOCTU
nepegayn mvHoOpmMauun Mo KaHamy, TO eCTb CKOPOCTU Mepefaynm «nonesHow MHgopmaunm»

(noMMMO TaKoBOMW, MO KaHany MoOXeT nepeaasaTbcsi Cry»ebHas HdopMauus).

BLC (Back Light Compensation / KomneHcauusa ¢oHOBOM 3acBeTKU, KOMMNeHcauus
3agHero cBeTa). TUNWYHLIA NpUMep HEOBXOAMMOCTU MCMNOMb30BaHMSA: YenoBek Ha (poHe OkHa.
ONeKTPOHHbIN 3aTBOP KaMepbl OTpabaTbiBaeT MHTerparnbHyto, T.e. OOLLYl0 OCBELLEHHOCTb CLEHbI,
«BUOUMOW» Kamepoun Yepe3 06bekTB. COOTBETCTBEHHO, Manas curypa yYenoseka Ha 60nbLIOM
CBEeTNOM (pOHE OKHa BbINbLETCH B UTOre "3acBeTkon" BCcen KapTuHKW. BkroyeHne dyHkummn «BLC»

MOXET B NOAOBHbIX cny4yasax ncnpaButb pa60Ty aBTOMATUKN KaMepbl.

Bonjour — npoTokon aBTomaTnyeckoro obHapyxeHusi cepBmcoB (cryx6), ncnonb3yembin B
onepaumoHHon cucteme Mac OS X, HadmHasa ¢ Bepcun 10.2. Cnyx6a Bonjour npegHasHayaeTcs
ANS UCMONb30BaHUA B JOKarnbHbIX CETAX U UCMOMb3yeT CBeAeHUs (3anncu) B cryx6e AOMEeHHbIX
nmén (DNS) ansa obHapyXeHust gpyrmx KOMMbIOTEPOB, PABHO KakK U MHbIX CETEBbIX YCTPOWCTB

(Hanpumep, NPMHTEPOB) B BrivXKaNLLEM CETEBOM OKPY>KEHWUN.

CIDR / becknaccoBas agpecauums (aHrn. Classless Inter-Domain Routing, aHrn. CIDR) —
meTop IP-agpecaunn, no3BonsAwLwmn rmbko ynpaensaTe NpocTpaHcTBOM IP-agpecos, He ncnonb3ys
XKECTKME paMKK KraccoBon agpecauunn. Kcnonb3oBaHMe 3TOr0 MeToda MNo3BofdeT 3KOHOMHO
NCNonb3oBaTb OrpaHUYEHHbIN pecypc IP-agpecoB, NOCKOMNbKY BO3MOXHO NMPUMEHEHME Pa3fMYHbIX

MacoK NMoaceTen K pasnnyHbIM nNoaceTAM.

CCD / N3C-maTpurua — 370 CBETOYYBCTBUTESbHBIA 3NEMEHT, UCNOMNb3YHLNNCS BO MHOIMX

UMpPOBLIX KaMmepax M NpeacTaBnsaloWUn cCOBON KPYMHYK WHTErparbHyl0 CXeMy, COCTOSLLY U3
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COTEH ThbICAY 3apAnoB (I'IVIKCGJ'IGVI), KOTOpble npeo6pa3y+0T CBETOBYIO 3HEPIrnid B IJ1€KTPOHHbIE

curHanel. Pasmep matpuubl MoxeT coctaBnate 1/4", 1/3", 1/2" nnn 2/3".

CGl (EavHbin wnw30BbIM  UHTepdenc) — cneumdukaumsi, onpegensioLlas
B3anmopencTene web-cepsepa ¢ gpyrumm CGl-nporpammamu. Hanpumep, HTML-cTpaHuua,

cogepxawasn gopmy, MoxeT ucnonb3osaTtb CGl-nporpammy ansg o6paboTkmn AaHHbIX HOPMbI.

CMOS / KMOIN (Complementary Metal Oxide Semiconductor / KomnnemeHTapHbIn
MeTanfIoOKCUAHbIA MNONYNPOBOAHUK) — 3TO LUMPOKO WCMONb3yeMbld TUM MNONYNPOBOAHMKA,
KOTOPbIA MUCNONb3yeT Kak oOTpuUaTenbHyl0, TaK W MNOMNOXUTENbHYK 3NEeKTPUYECKY0 Lenb.
[MockonbKy TONbKO OfHa M3 3TUX TUMOB Lienen MoXeT ObiTb BKoYeHa B noboe AaHHOe Bpems, TO
Mukpocxembl KMOIla noTpebnsatoT MeHbLUe 3fIeKTPOSHEPTrMK, YeM MUKPOCXEMBbI, UCNOoNb3yoLme
TONbKO OOMH TWM TpaH3ucTopa. Takke gatymkn nsobpaxeHns KMOIT B HEKOTOPbIX MUKpOCXeMax
cogepxaTt cxembl 06paboTkM, OOHAKO 3TO NMPEUMYLLECTBO HEBO3MOXHO ucnonb3oBatb ¢ [13C-

AaT4ynkamun, KoOTopble ABNAKTCA TakKe bonee OopormMuy B nNpon3BoacTBe.

DDNS (Dynamic Domain Name System, DynDNS) — TexHonorusi, npumeHsemasa nns
Ha3Ha4YeHUs1 NOCTOSIHHOIO AOMEHHOIO UMEHM YCTPOMUCTBY (KOMMbIOTEPY, CETEBOMY HAKOMUTENMIO) C
AnHamnyeckum IP-agpecom. 31o MoxeT 6biThb IP-agpec, nonyyeHnHbin no DHCP vnn no IPCP B
PPP-coeanHeHnsax (Hanpumep, npyv yoanéHHoM [ocTyne 4vepe3 mogem). [pyrue MalluHbl B

MHTepHeTe MOryT yCTaHaBnnBaTb coegunHeHne C 3TOM MaLUMHOM NOo OOMEHHOMY UMEHWN.

DHCP (Dynamic Host Configuration Protocol / T[lpotokon AuHamMuyeckown
KOHcUrypaumm ysna) — 3T0 CeTeBOW MPOTOKOS, MO3BONSIOWNA KOMMbOTEPaAM aBTOMaTUYECKU
nonyyatb IP-agpec v gpyrue napametpbl, Heobxoaumble ona pabotel B cetn TCP/IP. daHHbI
NPoOTOKON paboTaeT no MoLenun «KNueHT-cepBep». [ns aBTOMaTMyYeckonW KoHdurypaumm
KOMMbIOTEP-KNNEHT Ha 3Tane KoHdurypauum ceTeBOro YCTpoucTBa obpaiwjaetca K Tak

Ha3blBaemomy cepsepy DHCP 1 nonyyaeT OT Hero Hy>Hble napameTpbl.

DHCP-cepBep — 91O nporpamma, KoTopas HasHadaeT knueHtam |P-agpeca BHyTpu
3a[@aHHOro AmManasoHa Ha ornpeferieHHbl nepuog BpeMeHu. [aHHylo YyHKUUIO NOAAEepXKMBaOT

NnpakTU4Yeckn BCe COBPEMEHHbIE MapLLpPYTU3aTopbI.

Digital Zoom / LiuchpoBoe yBennuyeHue — 370 yBenuyeHne pasmepa kagpa He 3a cuyeT
ONTWUKK, @ C NOMOLLbIO KaappOBaHWs NOMYy4YEHHOrO C MaTpuubl n3obpaxeHns. Kamepa Hu4ero He
yBENVYMBAET, a TOMbKO Bblpe3aeT HYXHYH 4YacTb Wu300paxeHuss u pacTarmBaeTr ee Ao

nepBOHaYanbHOro paspeLleHys.

Domain Server / CepBep AOMEHHbIX UMEH — TaKkKke AOMEHbI MOTyT BbITb UCMOMb30BaHbI
opraHuMsaumsiMn, KoTopble XOTAT LEHTpanu3oBaHHO YNpaBnsTb CBOMMM KOMMbkOTEpamun (Ha
KOTOpbIX YyCTaHOBMeHbl onepaumoHHble cuctembl Windows). Kaxabii nonb3oBaTenb B pamMkax

AOOMeHa noflydaeT Yy4eTHy 3anuncCb, KOTOpas 06bIYHO paspewiaeT 3aperncTtpmpoBatbCA Wu
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ncrnonb3oBaTb tobon KOMMNbOTEP B OJOMEHE, XOTA OAHOBPEMEHHO Ha KOMMbKOTEP MOIyT ObITb

HalnoXXeHbl orpaHn4eHuA. CepBepOM OOMEHHbIX MMEH ABnAeTCA cepsep, KOTOprVI

ayTeHTVId)I/ILI,MpyeT nonb3oBaTeneun B ceTu.

Ethernet — nakeTHasi TexHonorusi nepegadn AaHHbIX MPEVMYLLECTBEHHO B JTOKaNbHbIX
KOMMNbloTEPHbIX ceTsx. CrtaHaapTel Ethernet onpepensitoT npoBogHble  COEAMHEHUS U
3MeKTpUYeckme curHanbl Ha uandeckoMm ypoBHe, hopmaT kaapoB W MPOTOKOSbI yrnpaBneHus

OOCTYMNOM K cpefie — Ha kaHarnbHoM ypoBHe mogenu OSI.

Factory default settings / 3aBoackne yctaHOBKM MO YMOJYaHUIO — 3TO YCTaHOBKW,
KOTOpbl€ M3Ha4YanbHO UCMONb30BaHbl ANs YCTPONCTBA, KOrga OHO OTIPY>KaeTCsi C 3aBoAa B NepBbIf
pa3. Ecnu BO3HMKHET HEOOXOOUMOCTb NepPeyCcTaHOBUTbL YCTPOMCTBO A0 €ro 3aBOACKMX YCTaHOBOK
MO YMOSYaHuIo, TO 3Ta (PYHKUMA NpUMMEHMMa Anst 6onbLUMHCTBA YCTPOWCTB, M OHA MOJTHOCTbLIO

nepeycraHasnnBaeT niobble YCTaHOBKW, KOTOpPbIE ObIN N3MEHEHbBI MOSib30BaTENEM.

Firewall / Bpanamayap — 6paHgmayap (MexceTeBor akpaH) paboTaeT Kak 6apbep Mexay
ceTaAMM, Hanpumep, Mexay rnokanbHou ceTblo U WHTepHeToM. BpaHamayap rapaHTupyeT, 4To
TONbKO 3aperncTpmpoBaHHbLIM Nonb3oBaTensMm OyaeT paspelleH JOCTyn U3 OAHOW CeTU B APYryto
ceTb. bpaHamayapom MoxeT 6bITb nMporpaMmmHoe obecrieveHune, paboTalollee Ha KOMMblOTEpPE,

nnn 6paH,1:|,M3y3p0M MOXET ObITb aBTOHOMHOE anrnapartHoe yCTpOIZCTBO.

Focal length / ®okycHoe paccTtosiHue — wusmepsiemMoe B MuANUMeTpax ¢OKyCHoe
paccTosiHne 06beKTVBA Kamepbl, onpeaensioLlee LWMPUHY ropu3oHTanbHOM 30Hbl 0630pa, KOTopoe
B CBOIO ovepedb naMmepsieTca B rpagycax. Onpegensietcsl Kak paccTosiHue OT nepeaHen rnaBHom
TOYKM [0 nepegHero dokyca (ans nepegHero YOKyCHOrO pacCTOsiHUA) U KakK pacCTosiHue oT
3aJHen rnaBHOM TOYKM A0 3agHero cokyca (4ns 3agHero okycHoro pacctosiHus). NMpu atom, noa
rMaBHbIMKM  TOYKaMM MOAPA3yMeEBAlOTCH TOYKM MepeceyvyeHus nepegHen (3agHen) rnasBHOM

MIMOCKOCTU C ONTUYECKON OChbIO.

Fps / KagpoBas 4yacToTta — KONMYeCcTBO KagpoB, KOTOpoe BuaeocucteMa (KOMMbloTepHast

urpa, Tenesusop, DVD-nneep, Bugeodarn) BblAa€T B CEKYHAY.

Frame / Kagp — kagpom sBnsieTcs nonHoe BuaeousobpaxeHune. B dopmate 2:1
YyepeccTpoyHOM  pas3BépTkM uHTepderica RS-170 wm B dopmatax MexgyHapogHoro
KOHCYNbTaTMBHOrO KOMUTETa MO paguoBeLLaHuio, Kagp co3gaeTca u3 AByxX OTAeNbHbIX obnacren
NNHWIA YepecCTpOoYHON pasBepTkn 262.5 nnn 312.5 Ha vactote 60 unu 50 My anga Toro, YToObI
cchopmupoBaTtb MOMHbLIA Kagp, KOTOpbIi 0ToBpasntcs Ha akpaHe Ha yactote 30 wnm 25 Iy, B
BMAeOoKkamepax C MNPOrpecCuBHON pasBepTKOM KaxAdblh Kagp CKaHUPYeTCs MOCTPOYHO U He

ABNAETCH YePeCCTPOYHbIM; BONBLUMHCTBO M3 HNUX OTOBpaxaeTcsa Ha YactoTe 30 1 25 Ny,

FTP (File Transfer Protocol / lNpotokon nepepaun annoB) — 3TO NPOTOKON

NPUIIOXKEHWS, KOTOPbIN ucrnonb3yeT Habop npotokonoB TCP / IP. OH ucnonb3ayetcsa, 4ToObI
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obmeHuBaeTca pannamum Mexagy KomnbioTepamu/yctponctBamu B cetu. FTP  nossonseT

nogkntoYaTbes K cepepam FTP, npocmaTprBaTh coAepXnUMoe KaTanoroB v 3arpyxatb dpainbl ¢
cepBepa unu Ha cepsep. Mpotokon FTP oTHOCUTCA K MpOTOKONam MpuKIagHoOro YpoBHSt U ANns
nepefayv AaHHbIX UCMONb3yeT TpaHCNOPTHLIN npoTtokon TCP. KomaHabl v AaHHble, B OTNMYME OT
GonbLUMHCTBA APYrMX MPOTOKOMOB nepeaarTcsl No pasHbiM noptam. MopT 20, oTKpbIBaeMbIN Ha
CTOpPOHEe cepBepa, UCMOoNb3yeTcs ANs nepeaayn AaHHbiX, NopT 21 - ansg nepegayn komaxa. Mopt

ana npunemMa gaHHbIX KnMeHToM onpenendaeTcd B Ananore corriacoBaHuA.

Full-duplex / MNMonHbIM Aynnekc — MNOMHbLIN Aynnekc npencraBnaeT cobow nepegady
AaHHbIX OJHOBPEMEHHO B ABYX HanpaeneHusx. B cucteme 3ByKOBOCMPOU3BEOEHUS 3TO MOXHO
onucatb, Hanpumep, TenedoHHbIMM cucteMamun. Takke nonygynsiekcHas cBsi3b obecneumBaeT

OBYXCTOPOHHIOK CBA3b, HO TOJIbKO B OAHOM HanpasJfieHUU 3a OOWH pas.

G.711 — crangapT ons npeacraeneHnsa 8-outHon komnpeccun PCM (MKM) curHana c
yactoton aumckpeTtusauum 8000 kagpos/cekyHoy u 8 oGut/kagp. Takmm obGpasom, G.711 kogek

co3aaéT noTok 64 Kout/c.

Gain / Koadh¢mumeHT ycuneHmsa — KoadhpuUUNEHTOM YyCUNeHNs aBnseTcs KoaduumneHT
YCUMEHNS W OKCTEHTa, B KOTOPOM aHanoroBbld YCUNUTENb YCUNUBAeT Cuny curHana.
KoadbpmumeHTbl yemunenuns obbl4HO BbipaxatoTcs B eanHuuax mowHoctu. eumben (ob) asnsetca

Hanbonee yl'lOTpeGVITeJ'IbeIM crnocobom ans n3mepeHna ycuneHua ycunmTend.

Gateway / MexceTeBOM L3 — MEXCETEBbIM LUMIO30OM SBMSIETCA CeTb, KOTopas
OENCTBYET B Ka4yecTBe TOYKM BXoda B Apyryto ceTb. Hanpumep, B KopnopaTMBHOW CETU, CepBep
KOMNblOTEpPa, OENCTBYIOWNIA B Ka4YeCTBE MEXCETEBOro LUM3a, 3a4acTylo Takke OeWCTByeT U B
KayecTBe MPOKCU-CepBepa U cepBepa CeTeBOM 3alumTbl. MexceTeBOM LMN03 YacTo CBA3aH Kak C
MapLUpyTU3aTOPOM, KOTOPbIA pacrno3HaeT, KyAa HanpaensATb NaKeT AaHHbIX, KOTOPbLIA NPUXoauT B
MEXCETEBOW LUMO3, TaK U KOMMYTaTOPOM, KOTOPbIN MPeaoCTaBNseT UCTUHHBLIA MapLUpyT B U U3

MeXXCeTeBOoro w3a and AaHHOro nakeTra.

H.264 — 370 mMexayHapoaHbIN CTaHO4apT KOAMPOBaAHWUS ayamo M BUAEO, (Apyroe Ha3BaHue
'MPEG-4 part 10' unu AVC (Advanced Video Coding)). [lJaHHbI cTaHOApT COOEPXUT pag HOBbIX
BO3MOXHOCTEN, MO3BOMSAKLINX 3HAYUTENBHO MOBLICUTL 3PPEKTMBHOCTL CXaTusi BMOEO MO
cpaBHeHuto ¢ 6onee paHHumn ctaHgaptamu (MPEG-1, MPEG-2 n MPEG-4), obecneunBas Takke
6onbLuyto MMBKOCTb NMPUMEHeHUs B pa3HOObpas3HbiX ceTeBbIX cpedax. Vicnonb3yeTtcs B LMPOBOM

TenesnaeHun Bbicokoro paspewenus (HDTV) n Bo MHOrMx gpyrmux obnacrsx umgpoBoro Bugeo.

HTTP (Hypertext Transfer Protocol / MpoTokon nepeaayn runeprekcra) — 310 Habop
npasun no obmeHy annamu (TEKCTOBbIMW, rpaduyeckumu, 3BYKOBbIMW, BUOEO- U APYrMMU

MynbTumMeama cavnamn) B cetu. lNpoTtokon HTTP saBnseTca NpoTOKONOM BbICLLErO YPOBHSA B
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cemenictee npoTokonos TCP/IP. B gaHHOM npoTokone nobon nakeT nepegaerca OO NONyyYeHus

nogreepXxgeHma o ero npasuiibHOM npuneme.

HTTPS (Hypertext Transfer Protocol Secure / 3awuwéHHbIM NpOoTOKON nepeaayu
runepTekcra) — pacwumpeHue npotokona HTTP, nogaoepxusatowee wudpoBaHue. [daHHble,
nepegaBaemble no npotokony HTTP, «ynakoBbiBaloTCA» B Kpuntorpaduyeckmin npoTtokon SSL
unu TLS, Tem cambiM obecnevnBaeTcs 3almTta 3Tux gaHHblx. B otnnume ot HTTP, ana HTTPS no

ymon4aHuio ncnonbsyetca TCP-nopt 443.

Hub / CeTeBOI KOHLEHTPATOP - CETEBON KOHLEHTPATOP MCNONb3yeTcs AN NOAKNHYEHNS
MHOIOYMCMEHHbIX YCTPONCTB K ceTn. CeTeBOM KOHLEHTPaTOp nepenaeT Bce AaHHbIe B YCTPOWCTBA,
MOAKIIOYEHHbIE K HEMY, TOr4a Kak KOMMYTaTop TOMbKO nepeaaeT AaHHble B YCTPOWCTBO, KOTOPOe

cneumanbHO NpeaHa3Ha4YeHo Ans Hero.

ICMP (Internet Control Message Protocol / MexceTteBon NMpOTOKON ynpaBnsitOLWMX
coobuweHun) — ceTeBor MpPOTOKON, BXoaswmn B ctek npotokonioB TCP/IP. B ocHoBHoM ICMP
ncnonb3yetcs Ans nepegaydn coobuieHnin o6 owmbkax u APYrux UCKNIOYUTENbHbBIX CUTyauusx,
BO3HUKLLMX MpU Nepeaaye AaHHbIX, Hanpumep, 3anpalmnBaemMas ycnyra HegocTynHa unmn XocT unum

MapLpyTU3aTop He OTBEYaloT.

IEEE 802.11 / CtaHpapt IEEE 802.11 — 370 ceMeNcTBO cTaHAapToB ANsi 6eCnpoBOAHbIX
nokaneHblx ceten. CtaHgapt 802.11 nogoepxuBaeT nepedadvy AaHHbIX Ha ckopoctn 1 unu 2
M6uT/cek Ha nonoce 2.4 [Tu. Crangapt xe 802.11b 3agaeT ckopocTb nepedadn AaHHbiX 11
M6uT/cek Ha nonoce 2.4 [Tu, B To BpeMs kak ctaHgapTt 802.11a no3BonseT 3aAaTb CKOPOCTb A0

54 MowuT/cek. Ha nonoce 5 T,

Interlaced video / YepeccTpoyHasa pa3BepTka — 3TO BMAEO3anuCb CO CKOpocTbio 50
n306paxkeHnn (Ha3biBaeMbIX MOMAMN) B CEKYHAY, U3 KOTOPbIX KaXKable 2 nocnenoBaTesbHbIX Nons
(nonykagpa) 3atem obbeauHsitotcs B 1 kagp. YepecctpoyHasi passepTka 6bina paspabotaHa
MHOrO feT Ha3aj Ans aHanoroBoro TeneBuaeHuUs U 40 CUX Mop LWMPOKO npumeHsieTcs. OHa aaet
Xopowmne pesynbTaTbl NPU MPOCMOTPE ABWXKEHUS B CTaHOAPTHOM M300pakeHun, XoTs Bcerga

CYLLECTBYET HEKOTOPOE UCKaXEHNE N30BpaKeHUs.

Internet Explorer (IE) — cepus 6pay3epoB, paspabaTbiBaemas koprnopauuwen Microsoft ¢
1995 roga. BxoguT B KOMNNEKT onepauunoHHbIx cuctem cemenctea Windows. AensieTcs Hambonee

LUMPOKO MCcnonb3yemMbiM Be6-Opay3epom.

IP 66 (Ingress Protection) — 310 cTaHgapT 3awmTbl 060pyA0BaHUSA, KOTOPbIA ONUCbLIBAET
nbine- W Braro- 3awuTty kamepbl BugeoHabntogeHus. lMNepeas umdpa obo3HavyaeT ypoOBEHb
3aWnTbl OT NonagaHus TBEPAbIX YacTuy (Hanpumep, umMdpa 6 o603Ha4YaeT NOMHOE WUCKMNYeHne

nonagaHunA I'IbIJ'Il/I). BTOpaFI umq)pa obo3HavaeT YpOBEHb 3allnTbl OT MNonagaHuA XNOKOCTEN
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(Hanpumep, undpa 6 obosHayvaeT 6e3ynpedHyto paboTy kamepbl NPy BO3AENCTBMM MaCCUBHbIX

BOOAHbLIX MOTOKOB BOAbI Ui BPpEMEHHOM O6J'IVIBaHVIVI.)

IP-kamepa — uudpoBasa Bugeokamepa, OCOOGEHHOCTbIO KOTOPOW $BMSieTCA nepefava

BMaeonoToka B uncpposoM opmate no cetn Ethernet, ncnonbaytrowen npotokon IP.

JPEG (Joint Photographic Experts Group / CrtaHgapt O6beguHeHHOM rpynnbl
aKcneptoB B obnactu c¢otorpachmmn) — oamH M3 NONyNsiPHbIX rpadouyeckux opmaTos,
NPUMEHSAEMbIA O XPaHEeHUs hoTon3obpaxeHnn n NogobHbIX UM n3obpaxkeHui. NMpu cosgaHum
n3obpaxeHmsa JPEG nmeetcs BO3MOXHOCTb HAaCTPOWMKM UCMOMb3YEMOro koadduumeHTa cxaTusl.
Tak kak npun 6Gonee HM3KkOM KO3appuUMeHTe cxatuss (T.e. CaMOM BbICOKOM Ka4yecTBe)
yBenuumBaeTcs obbem painna, cywectByeT BbIOOp Mexay KayecTBOM U300paeHuss n o6beMom

danna.

Kbit/s (Kilobits per second / Kbut/cek) — 3T0 Mepa namepeHus CKOpOCTU NOTOKa AaHHbIX,

T.€. 3TO CKOPOCTb, Ha KOTOPOW onpeeneHHoe KOnM4ecTBO BUTOB NPOXOAAT 3a4aHHYO TOYKY.

LAN (Local Area Network / JlokanbHasi Bbl4MCNUTENbHAsA CeTb) — KOMMNbIOTEPHAs CETb,
nokpbIBatoLas 00bIYHO OTHOCUTENBHO HEGONbLUYIO TEPPUTOPUIO MNN HEOOMbLLYIO Tpynny 34aHWN

(aom, odouc, bmpmy, MHCTUTYT), TO €CTb ONpPeaeneHHYI0 reorpaguyeckyto 30Hy.

Lux / Jlrokc — egmHunua n3mMmepeHnsa OCBELLEeHHOCTW. Onpep,enﬂeTc;l KakK OoCBEeLLUEeHHOCTb
NOBEpPXHOCTN nnowanbio 1 KB.M. CBETOBbIM MOTOKOM 1 NIOMEH. |/|CI'IOJ'Ib3yeTCFI anda 0003Ha4eHus

YyBCTBUTEINTbHOCTU KaMep.

MAC-aapec (Media Access Control address / AnnapaTHbIn agpec YCTPOUCTBA) — 3TO
YHUKanbHbIN NOEHTUAUKATOP NPUCOEANHEHHONO K CETU YCTPOWMCTBA UMK, TOMHEE, ero nHTepdenc

OnAa NOAKMKYEeHNA K CETI.

Mbit/s (Megabits per second / M6ut/cek) — 3TO Mepa M3MepeHUs CKOPOCTM MOTOKa
AaHHbIX, T.€. 3TO CKOPOCTb, HA KOTOPON BGUTbI MPOXOAAT 3a4aHHYK TOYKY. OTOT napaMeTp 0bbIYHO
ncrnonb3yeTcs, YToObl NpeacTaBUTbL «CKOPOCTb» ceTW. JlokanbHas ceTb AorkHa paboTaTb Ha

ckopoctn 10 unu 100 M6uT/cek.

MJPEG (Motion JPEG) — nokagpoBbil MeTO4 BMAEOCXKATUS, OCHOBHOW OCOBGEHHOCTbIO
KOTOPOro SIBMSIETCS CXaTue KaXO4oro OTAEeNbHOro kagpa BWOEeonoToka C MOMOLLLI anroputMa
ckatna wusobpaxeHun JPEG. lMpm coxatum metogom MJIPEG MexkagpoBasi pasHuua He

Y4YUTbIBAETCA.

MPEG-4 — 370 MexayHapoaHbI CTaH4apT, UCNONb3yeMbli NPEUMYLLECTBEHHO ANS CKaTuA
umdgposoro ayano u Bugeo. CrtaHgapt MPEG-4 B OCHOBHOM MCMONb3yeTca ANd BellaHus
(noTokoBOE BMAEO), 3anUCKM OUNBMOB Ha KOMMAKT-AUCKW, BuaeoTenedoHun (BugeotenedoH) u

LLMPOKOBELLaHKA, B KOTOPbIX akKTUBHO NUCNONb3yeTCA CXKaTue Ll,M(*)pOBbIX BMOEO U 3BYyKa.
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Multicast / FpynnoBasa nepega4ya — cneunanbHaa oopma LUIMPOKOBELLAHUSA, NPU KOTOPOM

KOMMM MakeToB HanpaenswTca onpedenéHHoMy MOAMHOXEeCTBY afpecatoB. Hapsay c
NPUOXEHUAMW, yCTaHaBMMBAKLWUMKU CBA3b MeXOy WCTOYHMKOM W OOHUM nonyvartenem,
CYLLIECTBYIOT Takue NpunoxeHus, rae tpebyetcs, 4Tobbl MCTOYHMK Nocbinan nHdopmMaumo cpasy
rpynne nonyyatenen. [pu TpaguumoHHOW TexHonorun IP-agpecauun TpebyeTcs Kaxagomy
nony4artento MHopmauun nocraTb CBOW NakeT OaHHbIX, TO €CTb OAHa U Ta Xe MHgopmauns
nepegaeTcst MHOro pas. TexHonornsa rpynnoBon agpecaumy npeacraenset cobon paclumpenme |IP-
agpecauumm, No3BONAKLLEEe HanpaBUTb OOHY KOMUIO NakeTa cpasy Bcem nonydarensaMm. MHOXecTBO
nony4artenen onpegenseTca NPUHaANEXHOCTbIO KaXXA0ro U3 HUX K KOHKPEeTHOW rpynne. Paccbinky
ANS KOHKPETHOW rpynnbl NOMAy4atoT TOMNbKO YNeHbl 3TOW rpymnnbl.

TexHonorusa IP Multicast npegoctaBnseT psg CyLeCTBEHHbIX NPEUMYLLECTB NO CPaBHEHMUIO
C TPaavUMOHHBbIM Noaxodom. Hanpumep, gobasrneHne HOBLIX Nofib3oBaTenen He BriedeT 3a cobon
Heobxoaumoe yBenuyeHne npomnyckHOW CroCOBHOCTM ceTu. 3HaYUTENbHO COKpaLlaeTcs Harpyska
Ha nocbinawwWwun cepBep, KOTopbii Oonblle He [OOMKEeH noadepXkumBaTb  MHOXECTBO

OBYXCTOPOHHUX COoeIHEHUN.

Ana peanusauumn rpynnoBon agpecauuu B NOKanbHOW CeTu HeoOXoauMbl: MOAAepKKa
rpynnoson agpecauum ctekom npotokona TCP/IP, nporpammHas nogaepxka npotokona IGMP
OnNs OTNpaBKM 3anpoca o NpucoeguMHEHUM K rpynne 1 nofyvyeHuu rpynnoBoro Tpaduka, nogaepxka
rpynnoBon agpecaumm CETEBOM KapToW, NMPUOXeHMe, UCMOoMb3ylollee rpynnoBy0 agpecauuio,
Hanpumep, BMAEOKOHepeHUnsa. TexHonorua «MmynbTukacT» ucnonbdyet agpeca ¢ 224.0.0.0 go
239.255.255.255. TlopoepxuBaeTcs cratumyeckas UM guHamumyeckas agpecauums. [pumepom
cTatmyeckmx agpecoB sgenstotca 224.0.0.1 — agpec rpynnbl, BKMtovawowen B cebs Bce ysnbl
nokansHom cetn, 224.0.0.2 — Bce MapLUpyTU3aTopbl fokanbHoOW ceTu. [uanasoH agpecos C
224.0.0.0 no 224.0.0.255 3apesepBupoBaH [An9 MPOTOKOMOB MapLlipyTu3auum u Opyrux
HU3KOYPOBHEBLIX MPOTOKOSIOB  NogAepXku rpynnoson agpecaumun. OcTtanbHble agpeca
OVNHAMWYECKNn  UCMOMb3yITCA  NPUNoOXeHnsmMun. Ha  cerogHAWHWNn  OeHb  BOMbLUMHCTBO
MapLLPYTM3aTOPOB NOAAEPKMBAIOT 3Ty ONuUMIo (B MEHIO 0ObI4HO €CTb onuums, paspewatowas IGMP

MPOTOKOMN UKW MYJbTUKACT).

NTP (Network Time Protocol / lNpoTokon cuHXpOHU3auuM BpPeMeHU) — CeTeBON
NPOTOKOS AN CUHXPOHU3aLUMN BpeEMEHU C ncnosnb3oBaHnemM ceten. NTP ncnonb3yeTt onga cBoemn

paboTel npotokon UDP.

NTSC (National Television System Committee / Ctangapt NTSC) — ctaHgapt NTSC
SABMSIETCH TENEBM3NOHHbLIM 1 BuaeocTangaptom B CLUA. Ctangapt NTSC goctaensiet 525 cTpok B

kagpe Ha 30 k/cek.

ONVIF (Open Network Video Interface Forum) — oTpacnesown ctaHgapT, onpeaenstoLni

NPOTOKOIbI B3aMMOOENCTBUS Takux yCTpOVICTB, KaK |P-KaMepr, BunageoperncTpaTtopbl 1 CUCTEMbI
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ynpaeneHna Buageo. MexayHapodHbli ¢opyM, CO34aBLUMKA  AaHHbIA  CTaHOapT, OCHOBaH

komnaHuamm Axis Communications, Bosch Security Systems u Sony B 2008 rogy c uensto

pa3paboTkn U pacnpoCTpaHeHNs OTKPLITOrO CTaHAapTa AN CUCTEM CeTEBOro BUAEOHAONoAeHUS.

PAL (Phase Alternating Line / TeneBuanoHHbin ctaHgapt PAL) — TeneBW3WOHHbIN
ctaHgapT PAL gaBndetca npeobrnagarolimm TeneBM3MOHHLIM CTaHOApTOM B CTpaHax EBponbl.

TeneBunanoHHbIN cTaHgapT PAL goctaenseT 625 cTpok B Kagpe Ha 25 K/Cek.

PoE (Power over Ethernet / NutaHne 4yepe3 Ethernet) — TexHonorus, nossonstoLuas
nepegaBaTb YAanéHHOMY YCTPOWCTBY BMECTE C [aHHbIMU 3SMEKTPUYECKYH) 3SHEprui 4vepes

CTaHOapTHYO BUTYIO napy B ceTn Ethernet.

Port / TMopT — woeHTUPUUUPYEMBIA HOMEPOM CUCTEMHbBIN pPECYPC, BbIAENSEMbIN
NPUMOXEHMUIO, BbINONIHAEMOMY Ha HEKOTOPOM CETEBOM XOCTe, AN CBA3N C MNPUMIOXKEHUSMMU,
BbINOSIHAEMbIMW Ha APYrMX CeTEBbIX XOCTax (B TOM YMCne C APYrMMU NPUMOXKEHUSMU Ha 3TOM Xe
xocTe). B 0Bbl4HOW KNMEHT-CepBEPHON MoAenn npunoxeHne nubo oxumaaeT BXOASAWMX OAaHHbIX
UNn 3anpoca Ha coeauHeHue («cnywaeT nopT»), NMbo nocbinaet AaHHble UNu 3anpoc Ha

coeaMHEHNe Ha N3BECTHbLIN nopT, OTKprTbIVI npunoXxeHmnem-cepsepom.

PPP (MpoTtokon ABYXTOYEYHOro COeAWHEHUS) — TMPOTOKOS,  MO3BONSANOLLNIA
ucrnonb3oBaTb MHTepdENC nocrnedoBaTenbHON nepefayn Ans CBA3M Mexay ABYMsS CeTeBbIMU

ycTpouncTeamn. Hanpumep, nogkntodeHue MK k cepsepy nocpenctBoM TeNnedOHHON IMHUK.

PPPoE (Point-to-Point Protocol / lpoTokon coeauHEHUA «To4YKa - TOYKa») — NPOTOKON
ANA  nogknioveHnsa  nonb3osatened cetu craHgapta Ethernet Kk WHTepHeTy  uepes
LLIMPOKOMONOCHOE COoeaIMHEHNe, Takoe Kak NuHuA DSL, 6ecnpoBoHOE YCTPOMCTBO UNKU KabenbHbIn
mogem. C nomoulbto PPPOE 1 LUMPOKONONOCHOMO MoAema nosib3oBaTeny nokanbHOW ceTn MoryT
nony4yatb OOCTYNn C WHAMBUAOYarbHOW MPOBEPKOW MOAMMHHOCTM K BbICOKOCKOPOCTHbIM CEeTSM
AaHHbiX. O6veauHas Ethernet n npotokon PPP (Point-to-Point Protocol), npotokon PPPoE
obecneunBaeT aPEKTUBHBIN CNOCO6 CO3AaHMA OTAENbHbBIX COEANHEHWI C yAaNeHHbIM CepBEPOM

O14a KaXXgoro nosjib3oBaTersid.

Progressive scan / lporpeccuBHoe CKaHMpPOBaHME — 3TO TEXHOMOrMA NpeacTaBneHus
KagpoB B BuAeoHabnogeHuu, nNpy KOTOPOMW Kaxabl Kagp BOCNPOM3BOAUTCHA MO OOHOW fMHMK B
nopsigke WX pasMeLlleHns Kaxkayl LWecTHaguaTylo [On  cekyHabl. To ecTb cHadana
nokasbiBaeTcs NuHUA 1, 3atem 2, 3atem 3 1 Tak ganee. Takum obpasom, nsobpaxeHme He BbeTca
Ha oThernbHble nonykagpbl. B aToM criyyae nonHOCTBIO ncyesaeT adhdekT MepuaHus, nos3Tomy

Ka4eCTBO OTCHATOro BMAeo nosny4vyaetca ©onee BbLICOKM.

RJ45 — yHMPUUMPOBaHHbLIM pasbéM, UCNOMNb3YyEMbIM B TENEKOMMYHMKauuax, umeet 8

KOoHTakTOB. Mcnonbayetcs ansa co3ganus JIBC ¢ ucnonb3oBaHnem 4-napHeix kabenen BUTom napbl.
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Router / MapwpyTtnsatop — 3TO YCTPOWCTBO, KOTOPOE onpedensieT TOYKy OGnvkanwen

CeTW, B KOTOPYI MaKkeT AaHHbIX AOMKEH OblTb HanpaBneH Kak B CBOW OKOHYaTENbHbIA MYyHKT
HasHadyeHus. MaplpyTM3aTtop co3gaeT wW/wnvM  noddepXuBaeT  cneuuarnbHylo  Tabnuuy
MapLLpyTU3aLUmm, KoTopasi CoXpaHsieT MHpopMaLMio, Kak TONMbKO OHa AOCTUraeT onpeneneHHbIX
MYHKTOB HasHayeHusl. WMHorga MaplupyTv3atop BKMAOYEH B KadecTBe 4YacTU CeTeBOro

KoOMMyTaTopa.

RTP (Real-Time Transport Protocol / TpaHCNOPTHLIN MPOTOKON B peXume peanbHOro
BpeMeHU) — 3TO npoTokon IP ons nepegaynm gaHHbIX (Hanpumep, ayavo Mnu BUMAEO) B pexume
peanbHoro BpemeHu. MNMpotokon RTP nepeHocuT B CBOEM 3arofioBke AaHHble, Heobxoanmble Onis
BOCCTaAHOBIIEHMSI TOfloca UMM BUOEOoM300pakeHnss B NPUEMHOM Y3re, a Takke OaHHble O Tune
koguposanusa nHdopmauumn (JPEG, MPEG u 1. n.). B 3aronoBke gaHHOro npoTokona, B YaCTHOCTH,
nepegarTcsl BpEMEHHas METKa M HOMEP NakeTa. AT napameTpbl MO3BONSIOT NPU MUHUMAIbHbIX
3agepXkax onpegenqutb MNOPsSiAOK M MOMEHT [OEKOAMPOBaHMST KakOoro naketa, a Takke
NMHTEpPNONMpPOBaTb MOTEpPsiHHbIE MakeTbl. B KayecTBe Hmkenexailero nNpoTokona TpaHCNOPTHOro

YPOBHS, KaK npasuno, ncnonbayetcs npotokosn UDP.

RTSP (Real Time Streaming Protocol / lMpoTokon nepepayn NOTOKOB B pexume
peanbHOro BpeMeHu) — 3TO NMPOTOKOS YrpaBeHnsi, KOTOPbIN CMY>XUT OCHOBOW 1151 COrfacoBaHuns
TPaHCNOPTHBLIX MPOTOKOMOB, Taknx kak RTP, MHoroagpecHon nnn ogHoagpecHon nepegayun v ans
corrnacosaHuns nucnonb3yemblx KogekoB. RTSP MoxHO paccmaTpuBaTh Kak nynbT AUCTAHUMOHHOMO
yrnpaBneHnss NoTokaMu OaHHbIX, NpegocTaBnseMbiMy cepBepom myrnbTumeana. Cepsepbl RTSP
00blYHO wucnonb3ywT RTP B KayecTBe cCcTaHOapTHOrO npoTokona Ana nepejadv ayamo- U

BUOEOOaHHbIX.

SD (Secure Digital Memory Card/ kapta namsatu tuna SD) — dopmat kapTbl ¢naLw-
namaTn, paspaboTaHHbLIA ONS UCMONb30BaHWA B OCHOBHOM B MOPTATMBHBLIX YCTpoMcTBax. Ha
CEroAHSAWHUA [OeHb LIMPOKO WCMOMb3yeTcss B  UUMPOBbLIX YCTPOWUCTBAX, Hanpumep: B
doToannapatax, MoOMNbHbIX TenedoHax, KIK, kommyHuMkaTopax u cmapTdoHax, GPS-

HaBuUratTopax, Bugeokamepax n B HEKOTOPbIX UTPOBbIX NMPUCTaBKax.

Shutter / OnNeKTPOHHbIN 3aTBOP — 3TO 9MNEMEHT MaTpuubl, KOTOPbLIA MO3BONSET
perynupoBaTb BpPEMS HaKOMMEHWs JreKTpUYeckoro 3apsiga. OTa [fgetanb OTBeyaeT 3a
ANUTENbHOCTb BbIAEPXKKM M KONMYECTBO CBETA, MOMNABLUEro Ha Matpuuy nepes hopMMpoBaHMEM

n3obpaxeHus.

SMTP (Simple Mail Transfer Protocol / lNpocTton npoTokon nepepayn MNoOYTbl) —
npotokon SMTP wucnonb3yetcs ANa OTCbUIKA W NOMyYeHUs1 SMNEKTPOHHOW noyTbl. OgHako
MOCKOSIbKY OH SIBMISAETCS «NPOCTbIM» MO CBOEN CTPYKTYpPE, TO OH OrpaHNYeH B CBOEN BO3MOXHOCTU
No BMECTMMOCTU COOOLUEHWUA Ha Mnomny4alrowem KOoHUE, U OH 0BbIYHO MCMOMb3YeTcs C OOHUM U3

AOBYX OpPYyrnx npoTOKOJ10B, POP3 unu MNPOTOKOJIOM UHTEPAKTUBHOIO A0CTyMNa K GJ'IeKTpOHHOIZ noyrte
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(I'IpOTOKOJ'I |MAP) ChyY NPOTOKOJIbl NO3BOJIAIOT NOJIb30OBATESHO COXPaAHATb COO6LL|,€HVIF| B NMOYTOBOM

ALWUKE cepBepa 1 nepnoanveckn 3arpyxatb nx U3 cepeepa.

SSL/TSL (Secure Socket Layer / Transport Layer Security / lpoTokon 3awuLieHHbIX
cokeToB / lpoToKkon TPaHCMOPTHOro YPOBHA) — 3TN ABa nNpoTokona (npotokon SSL asndaeTtca
npueMHuUKoM npotokona TSL) saBnAwTCA  Kpuntorpauyeckumm npoTOKONamu, KOTopble
obecneunBatoT 6e3onacHyto cBA3b B ceTu. B BonblumHcTBE cnyyaeB npoTokon SSL ncnonb3yetcs
yepes npotokonn HTTP, 4yTobbl chopmmpoBaTb NPOTOKON 3aLMLLEHHON Mepedayvn runeprekcra
(npotokon HTTPS) B kayecTBe MCMNOfb30BaHHOMO, Hanpumep, B MHTepHeTe Ansl OCyLLECTBEHUS
(OMHAHCOBLIX TpaH3aKkuuin B 3nekTpoHHOM Buge. [Mpotokon SSL wmcnonb3yeT ceptudumkaThbl

OTKPbLITOro KpUNTOrpadnYecKoro Krto4a, YTobbl NOATBEPXKAATh UOAEHTUYHOCTL CEpPBEpa.

Subnet mask / Macka noacetn — GuTOBas Macka, onpegenswowlasi, kakad 4yactb IP-
agpeca y3na ceTu OTHOCUTCA K adpecy CeTu, a Kakasi — K afgpecy Camoro yana B 3TOW CeTW.
Hanpumep, y3en c IP-agpecom 192.168.0.99 n mackon nogcetn 255.255.255.0 HaxoauTcs B ceTu
192.168.0.0.

Switch / KommyTatop — KOMMyTaToOpoM S$IBRSIETCS CeTeBOe YCTPOMCTBO, KOTOpoe
COefVHAEeT CErMeHTbl CETU BMECTE N KOTOpOe BblOMpaeT MapLupyT ANA Nepecbiikn yCTPOMNCTBOM
AaHHbIX K ero 6nwkanwemy nonyyatento. OBbIMHO KOMMYyTaToOp siBNsieTca 6onee npocTbiM t
Gonee ObICTPbIM MEXAHU3MOM, YEM CETEBOW MapLUpyTu3aTop. HekoTopble KOMMyTaTopbl UMET

yHKUMIO MapLUpyTM3aTopa.

TCP (Transmission Control Protocol / lpoTokon ynpaBneHus nepenayvyen) — ogmH 13
OCHOBHbIX CeTeBbIX MPOTOKONOB WHTepHeTa, npefHasHayeHHbln ONa ynpaBneHus nepegaden
AaHHbIX B ceTsax u nogcetax TCP/IP. TCP - 370 TpaHCNOPTHLIN MexXaHW3M, npefocTaBnsAoLmmn
NOTOK AaHHbIX C NpeABapuUTenbHOM YCTaHOBKOW COeAMHEHNS, 3a CHET 3TOro AaoLLnii YBEPEHHOCTb
B AOCTOBEPHOCTU MNOJSlydaeMblX AaHHbIX, OCYyLLEeCTBNSAET MOBTOPHbIA 3anpoC AaHHbIX B Cry4vae
noTepu AaHHbIX U yCTpaHseT AybnupoBaHue npu noryvyeHun ABYX KOMMKM OAHOro naketa (Cm.
Takke T/TCP).

TTL (Time to live) — npegenbHbI Nepuog BpEMEHN UM YUCIIO UTepaunini UnNn Nepexonos,
3a KOTOpbIN Habop AaHHbIX (NakeT) MOXeT CyllecTBOBaTb 4O CBOEr0 MCYE3HOBEHUSA. 3Ha4yeHue
TTL moXeT paccMmaTpumBaTbCs Kak BEpPXHAS rpaHuLa BpeMeHU cylecTBoBaHuA IP-gentarpammel B
cetn. MNone TTL ycTtaHaBnuBaeTca oTnpasuteneM gentarpaMmmbl U YMEHbLIAETCA KaXdbIM y3r1OM
(Hanpumep,  MapLIpyTM3aTOpPOM) Ha NYTU ero CcrnefoBaHUsA, B COOTBETCTBUM CO BpeMEHeM
npebblBaHUs B [AaHHOM YCTPOWCTBE WMM COrnacHo npoTtokony obpaboTku. Ecnm none TTL
CTaHOBUTCS PaBHbIM HyrO A0 TOro, Kak gevTtarpamma npubyaeTt B MyHKT HasHayeHus, TO Takas
aentarpamma otbpacbiBaetca u  oTtnpasutento otcebinaetca ICMP-naket ¢ kogom 11 —

((npeBbILIJeHI/Ie BpEeMEHHOro nHTepBana».
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UDP (User Datagram Protocol / lpotokon pentarpamm nonb3oBaTens) — 3TO

npoTtokon obMeHa [aHHbIMA C OrpaHWYEeHWsIMA  Ha MepechbifiaemMble  AaHHble MO  CeTw,
ucnoneaytowen npotokon IP. TNpotokon UDP gaensetca anbTepHaTuBon npoTtokony TCP.
Mpeumywectso npotokona UDP coctouT B TOM, 4TO ANA Hero HeobsAsaTernbHa AoCTaBka BCEX
AaHHBIX U HEKOTopble nakeTbl MOryT 6bITb NPOMYyLLEHbI, eCrin CeTb neperpyxeHa. To 0cobeHHOo
yaobHO npu nepegaye BumgeomaTepuanoB B peXuMMe peanbHOro BPEMEHW, NMOCKOMbKY He umeet
CMbICnia MOBTOPHO MepefaBaTb YCTapeBLUyld WH(OpMauuio, KoTopas BCe paBHO He Oyget

oTobpaxeHa.

UPnP (Universal Plug and Play) — TtexHonorus,, nosBonsowasi nepcoHasnbHbIM
KOMMbIOTEPAM U MHTENNEKTyanbHbIM CETEBbLIM CUCTEMAM (HanpuMmep, OXpaHHOMY obopyaoBaHuIo,
pasBriekaTenibHbIM  YCTPOMCTBaAM WM UHTEPHEeT-LUM3aM) COoeauHATbCA  Mexay  cobon
aBTOMaTMyeckn u paboratb COBMECTHO 4vepe3 eauHyk ceTb. [lnatdopma UPnP ctpoutca Ha
OCHOBE TaKMx WHTepHeT-cTaHgaptoB, kak TCP/IP, HTTP wn XML. TexHonorms UPnP
noaaepXxunBaeT ceTeBble MHAPACTPYKTYpbl MPakTUYecKkn nboro Tuna - Kak NpoBOAHbIE, TaK U
OecnpoBoaHble. B 1Mx yncno, B YacTHOCTU, BXOAAT kabenbHbin Ethernet, 6ecnpoBoaHbie cetn Wi-
Fi, ceTM Ha ocHoBe TenemOHHbIX NUHWUA, NUHUK anekTponutaHus wu np. lMoggepxka UPNP

peanun3oBaHa B onepaunoHHbix cuctemax Windows.

URL (Uniform Resource Locator / EauHbIM yKasaTenb pecypcoB) — 3T0

CTaHOapTU3NPOBaAHHLIN cnocob 3anucu afpeca pecypca B ceTu NHTepHeT.

WAP (Wireless Application Protocol / BecnpoBoagHOM NpOTOKON nepenavv AaHHbIX) —
NPOTOKOM, CO34aHHbIn crneumanbHo ansa GSM-ceTell, roe HYXHO YyCTaHaBnvBaTb CBSA3b
nopTaTMBHbIX YCTPOUCTB C ceTbto WHTepHeT. C nomowbio WAP nonb3oBaTtens MOGUNBHOro

YCTPOMCTBa MOXET 3arpyxatb u3 cetn NHTepHeT ntobble undpoBble AaHHbIE.

Web-server /| Beb-cepBep — 310 cepBep, npuHumarowmn HTTP-3anpockl OT KIMEHTOB,
00bl4HO BeG-6pay3epoB, 1 Bbigatowmn um HTTP-otBeThl, 06blMHO BMecTe ¢ HTML-cTpaHuuen,

n3obpaxxeHnem, hannom, Meama-noTokoM Unm ApYyruMu AaHHbIMMU.

Wi-Fi (Wireless Fidelity, nocnoBHo — «6ecnpoBogHas TOYHOCTb») — TOProBas Mapka
npombiwnenHon rpynnel «Wi-Fi Alliance» ans 6ecnposogHbix ceTen Ha 6ase crtaHgapta |IEEE
802.11. Jlwboe obopyaosaHue, cooTBeTcTBylowee cTaHgapty |EEE 802.11, moxeTr ObiTb
npotectupoBaHo B Wi-Fi Alliance ona nonyyeHus COOTBETCTBYHLIEro ceptudukata M npasa

HaHeceHusa norotuna Wi-Fi.

W-LAN / bBecnpoBogHasa LAN — 310 6ecnpoBogHas nokanbHasi CeTb, UCMONb3yHoLWas B
KayecTBe HOCUTENS pagMoBOSHbI: 6ecnpoBOgHOE MOAKMOYEHMNE K CETU KOHEYHOrO NoNnb30oBaTens.

[1ns oCHOBHOWM ceTeBOW CTPYKTYpPbl 0O6bIYHO MCMOMb3yeTcs KabenbHoe coegMHEHME.
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WPS (Wi-Fi Protected Setup) — ctaHgapT, npegHasHayYeHHbIN Ans NofyaBToOMaTU4eCcKoro

co3aaHusa 6ecnpoBOHON AOMALLHEN CETMU. npOTOKOJ'I Npn3BaH OKa3aTb NMOMOLLb NOJ1Ib30BATENAM,

KOTopble He 00nagalT LMPOKMMU 3HaHUAMU O B6e3onacHOCTU B 6ecnpoBOAHbIX CETSAX, U Kak
crneacTBue, UMEKT CIOXKHOCTM MpU ocyllecTeneHnn HacTpoek. WPS aBTomatuyecku obosHavaeT
UMS ceTu n 3agaeT WwudpoBaHue, Ans 3awmTbl OT HECAHKLMOHMPOBAHHOMO AOCTyna B CETb, Npu

3TOM HeT HeobX0aUMOCTU BPYYHYtO 3a4aBaTb BCe NapameTpbl.

Anroputm cxatus Buaeo — 3TO METOAMKa YMeHbLUeHMs pa3Mmepa dranmna umnmdpoBon
BMAeO3annucu nocpeacTtBOM  yAaneHus rpaduyeckmx 3reMEHTOB, He  BOCMPUHUMaeMbIX

4yenoBe4YeCKMM rna3om.

BapudokanbHbin 06BLEKTUB — OObLEKTMB, MO3BOMSOLWMIA MCMONb30BaTb PasfiMyHble
hOKyCHble pPacCTOsiHUS B MPOTMBOMOJSIOXKHOCTL OOBLEKTMBY C (PMKCUMPOBAHHBIM  (OOKYCHBIM

pacCTOsIHUEM, KOTOPbIV UCMONb3YeT NULLb OAHO PacCTOsIHME.

Butasa napa — Bug kabens cBsi3W, npegctaBnsieT cobor ogHy MM HECKONbKo nap
N30NNPOBaHHbIX MPOBOAHUKOB, CKPYYEHHbIX MeEXAY COGOW, MOKPbLITbIX MIacTUKOBOW OGOMOYKON.
CBuBaHME NPOBOAHUKOB MPOWU3BOAUTCS C LIEMbI MOBBLILEHMS CTEMEHM CBA3U Mexay coboi
NPOBOAHMKOB OAHOM Napbl (3NEKTpoMarHUTHasi noMexa OfMHAKOBO BNUSieT Ha obGa nposoaa napbl)
N MOCNEAYLWEro YMEHbLUEHNUS 3NEKTPOMArHUTHbIX NMOMEX OT BHELUHUX WCTOYHWUKOB, a Takke

B3aMMHbIX HAGBOOOK MNMpu nepenadve nmd)d)epeHumaanblx CUrHanos.

BblAep)KKa — WHTepBalyli BpeMeEHU, B Te4eHne KOTOPOro CBeT BOS,EI,e|7ICTByeT Ha Yy4YacCToOK
CBETOYYBCTBUTENTIBHOIO Matepuana unu CBeTOHyBCTBMTeﬂbHOVI mMaTpuubl ansa COO6LL|,eHI/IFI emy

onpeaenéHHOn aKCno3nLmn.

[JeTekTop ABUXEHUSA — 3TO annapaTHbIn NMMBOo NPorpaMmHbIN MOAYb, OCHOBHOW 3adadven

KOTOpOro siBnsieTcs obHapy)XeHve nepemMeLLaroLLnxcsl B Nose 3peHnsi Kamepbl 0GbEKTOB.

[eTekTop caboTtaxa — 9TO NMPOrpamMMHbIA MOAYfb, KOTOPbIA MO3BONSeT ObHapyxuBaTb
Takne cuTyauuun, Kak: pacOoKyCupoBKa, NepeKpbiTME UM 3acBeYnmBaHMe M300paKeHusi, OTBOPOT
Kamepbl, 4YacTuyHasa noteps curHana. [NpuvHuMn OencTBMsi OCHOBAH Ha aHanu3e B pexume
peanbHOr0 BPEMEHM W3MEHEHMSI KOHTpacTa JoKamnbHbIX obracten kagpoB W3 BUAEOMOTOKA,
nony4aemMoro ¢ Ternekamepbl-getektopa. [letektop caboTaxa aBTomMaTU4eckn BblibupaeT obnactu
KagpoB, MO KOTOPbIM HEOBXOOUMO OUEHMBaTb M3MEHEHME KOHTPacTHOCTU BO BPEMEHU U, ecnuv
N3MEHEHME KOHTPACTHOCTM B 3TUX obGnacTax npesblllaeT HEeKOTOPbI OTHOCUTENbHbIN MOPOT,

NPUHUMAET peLleHne O noTepe «rnosie3Horo» BuaeocurHana.

Ovadparma (ot rpey. didphragma — neperopopka) — 310 oTBepcTne B 0ObekTuBe
Kamepbl, KOTOpOe perynupyeT KONM4YecTBO CBeTa, nonajawolwero Ha martpudy. WM3meHeHne
pasmepa guadparMbl MO3BOMSET KOHTPONMPOBaATb LEnbld psad nokasatenen, BaXHbIX A5

nony4yeHmna Ka4yeCTtBeHHOro |/|306pa>KeH n4a.
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JdomMeHHoe umMsa — 370 onpeaeneHHas 6yKBeHHaﬂ nocrnegoBaTenbHOCTb, 0003Ha4varoLLasa

nMma canTta unu ncnonbldyemMad B MMeHax 3JIEKTPOHHbIX MOYTOBbIX ALLMKOB. ﬂ,OMeHHbIe MMEHa
0aloT BO3MOXHOCTb agpecaunn MHTEepPHeT-y3rnoB U pacrofioXeHHbIX Ha HUX CeTeBbIX peCypCcoB

(Beb-canToB, cepBepOB AMEKTPOHHOM NOYThI, APYrMX cnyx06) B yaobHom anga yenoseka opme.

UK-noaceeTtka (UK-npoxekTop) — ycTponcTBo, obecneymBarollee MOACBETKY OObekTa

HabnoaeHns ¢ n3nydYeHnem B MHPaKpacHOM AuanasoHe.

Kamepa «aeHb/HOYb» — 3TO Bugeokamepa, npegHasHayeHHasa ons pabdoTbl KpyrinoCyTOYHO
B pa3sHbIX YCNOBUSAX OCBELLEHHOCTU. B yCcnoBusix ApKov OCBELLEHHOCTU M3obpaxeHue uBeTHoe. B
TEMHOE BpeMS CYTOK, Korga spKui CBET nponagaeT, M HauMHalTCs CyMEpKMW, M3obpakeHue

CTaHOBUTCA qepHo-6enoe, B pe3yJibTaTte 4ero noBbillaeTCA YyBCTBUTEJIbHOCTb.

Kopek — B cuctemax cBsA3n Kodek aTto obbl4HO Kopep/aekonep. Kogekn ncnonb3yroTca B
WHTErpMpoBaHHbIX LENsax WM MuKpocxemax Aans npeobpa3oBaHus aHanoroBbiX BUOEO- U
ayauocurHanoB B umdpoBon dopmat anga nocneytowen nepegadn. Kogek takke npeobpasyer
npuHMMaemMble UUGPOBbIE CUrHaNbl B aHanoroBbli ¢opmat. B kogeke ogHa MuKpocxema
ncnonb3yeTtcs Ansi npeobpa3oBaHMs aHaNoroBoro curHana B umdpoBon M LMdPOBOro curHana B
aHanoroBbIn. TepMuH «Kogek» Takke MOXeT OTHOCUTBCH K KOMnpeccun/gekoMnpeccun, n B aTom
crny4ae oH 06bl4HO O3HaA4YaeT anropmTM UK KOMMbIOTEPHYIO MporpamMmy AN yMeHblleHnst obbema

dhainos 1 nporpamm.

Hopmaano 3aMKHYTbIe KOHTAKTbl — TakKad KOHCTPYKUUA OaT4yuKa, KOToOpasda B NnaCCUBHOM

COCTOAHUN NMeeT 3aMKHYTble KOHTaKTbl, @ B aKTUBHOM — PAa3OMKHYTbIE.

Hopmaano Pa3OMKHYTble KOHTAaKTbl — TaKasd KOHCTPYKUMA [OaTyuKa, KOTOopad B

NacCNBHOM COCTOAHUN MMEET PA3OMKHYTbI€ KOHTAKTbl, @ B aKTUBHOM — 3aMKHYTbIE.

O6G1bLEeKTMB — 3TO YacTb ONTUYECKOW CUCTEMbI BUAEOHAONOAEHUs, NpeaHasHaYeHHas ans

¢hoKyCUpPOBKM NOTOKA CBETA Ha MaTpULie BUAEOKAMEPbI.

OTHoweHMne curHan/liym — YUCIEHHO onpeaensieT cogepkaHue napasvTHbIX LYMOB B
curHane. Mamepsetca B geunbenax (ab). Yem Gonblue 3Ha4yeHMe OTHOLWIEHMS CurHan/wym ans

BugeocurHana, TeM MEeHbLLE MOMEX N UCKAXKXEHUI nMeeT V|306pa>|<eH|/|e.

Mukcenb — 3T0 0QHA M3 MHOXECTBA TOYEK, COCTaBNAIOLWMNX Lundpooe nsobpaxeHue. Liset

N UHTEHCUBHOCTb KaXX0ro nmuKkcesna coctaBndeT KpoLleYHYyto obnactb |/|306pa>|<eHv|ﬂ.

MNMpokcu-cepsep (Proxy - npeacraButenb, YNOMHOMOYEHHbIM) — cnyxba B
KOMMNbIOTEPHbIX CETHAX, MO3BONSALWAA KIMEHTaM BbINOMNHATL KOCBEHHbIE 3anpocbl K Apyrym
ceTeBbIM crnyx6am. CHavana KnNueHT MOAKMNoYaeTCsl K NMPOKCU-CEpBEpPY M 3anpallmBaeT Kakou-
nmbo pecypc, pacrnonoXeHHbIV Ha ApYroM cepBepe. 3atem NpoKkcu-cepsep NMbo NOoAKMYaeTcs K

yKazaHHOMY CepBepy W Mony4YaeT pecypc Yy Hero, Nvbo BO3BpallaeT pecypc U3 COGCTBEHHOro
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KaLlla. I'IpOKCM-cepBep No3BOSISIET 3aWMLLATb KINMEHTCKUI KOMMbKOTEP OT HEKOTOPLIX CETEBbIX aTakK

M nomMmoraeT CoOXpaHATb aHOHUMHOCTb KIMMEeHTa.

MpoTtokon — cTaHOapT, onpedensiowMin noBefdeHWe QYHKLUMOHamNbHbIX 6GroKoB Mnpu
nepenadve pAaHHbiX. Popmanu3oBaHHble nNpaBuna, onpeaensalllMe MnocneaoBaTenbHOCTL U
dopmaT CcoOOLIEHMIN, KOTOPbIMU OOMEHWMBAOTCS CETEBblE KOMMOHEHTbI, NeXallye Ha OOHOM

YPOBHE, HO B pa3HbIX y3nax.

PaspewieHne n3obpaxeHUs — 3TO KONMYECTBO MUKCENEN (TOYEeK) Ha eanHuLy nrowagmn
n3obpaxeHus. NamepsaeTtcst B Meranukcensax unvm otobpaxaeTtcsi B BuAe ABYX BENUYUH — BbICOTbI U

LUMPVHBI N306paxeHus. BbicoTa 1 WNMPUHA Takke B JAHHOM Cllyvyae U3MepPSITCS B NUKCENSIX.

Py4yHasa anacdparma — NpoTMBOMNONIOKHOCTE aBTOMaTn4eckon anadparmel, T.e. HacTpourka
anadparMbl  Kamepbl AOMKHA BbINOMHATECA BPYYHYKO ONS PerynmMpoBKM KONM4YecTBa CBETA,

AJoCcTurarowero 4yBCcTBUTESIbHOIoO afieMeHTa.

CBeTocuna o6bLeKTUBa — 3TO XapakTepucTuka, nokasblBarolLasi, kakoe KONM4yecTBo ceeTa
cnocobeH nponyckaTb OaHHbIA 0ObEKTMB. Yem Gonblue MakcUMarnbHbIi AMaMeTp OTKPbITOW
AvadparMbl (MK, COOTBETCTBEHHO, YEM MeHblue F-yucno), Tem Gonbllee KONMMYecTBO CBeTa

MOXXET NMONacTb CKBO3b OOBLEKTMB Ha CbOKaJ'IbHyI'O NNOCKOCTb, N TEM BbllLE CBETOCUI1A obbekTuBa.

CumMmnnekc - npum CUMMMNEKCHOM CBA3N CeTeBOM KkKabenb WNM KaHamn CBSA3N MOXeT

MCNoNnb30BaTbCA AJ14 nepeaadn MHd)OpMaLl,I/II/I TOJNMbKO B OAHOM HanpasieHunn.

YnuyHaa Bupgeokamepa — 370 Kamepa BMAEOHabnoaeHNs, KOTOpan obnagaeTt Bcemu

HeobxoanMbIMUN XapakTepucTtnukamim 3alnTbl OT BITIUAHUA BHELUHeNn cpeabl ana pa6OTbI Ha ynuue.

LiBeTHas Bupeokamepa — O9TO Kamepa, KoTopas pAaeT uBeTHoe usobpaxeHue. [lo
onpeaeneHnio MaTpuubl BUgeokamep YepHo-6enble, a Ans nonyvyeHust LBETHOro mnsobpakeHus
BO3MNe KaKOoW A4Yerkn MaTpuubl POpMUPYIOTCA LBETHble hunbTpbl. MNepsbin PUNbLTP MPUBHOCUT
KpacCHY0 COCTaBISItOLLYIO LiBETA, BTOPON 3€MEHYI0, @ TPETUI CUHIOK. Taknm obpa3om, Tpu SYEnKu
CTaHOBSATCS OAHOM Toudkon B LBeToBOM dpopmate RGB. CrnegoBaTtenbHO, BMECTO TPEX MUKCENEN

Ha pe3ynbTupyroLlem I/I306pa)KeHVII/I Mbl noNly4aeM TOJ1IbKO O4UH.

AnektpomexaHuyeckun WUK-bunbTp — npeacraBnser cobon yCTPOMCTBO, KOTOpOe
CMOCOGHO B OOHOM pexume nogaensaTb MHPaKpacHbI AManasoH nNpy NomMowy MHpakpacHoro
WK-punbTpa, a B gpyrom pexmme VK-cunbTp ybrpaeTca anekTpoMexaHuyeckn, Takmm obpasom,

aenasa OOCTYNHbIM BECb CMNEKTP CBETOU3NYYEHNA.
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