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1. T'nraBHasi cTpaHuIAa.
1.1. CocTosIHHE CHCTEMBI.

s arm A PO oo

Pe:xxum pa6oTbl. B 3TOM OKHe MMOKa3aH TEKyIIHH pEXHM pabOTHI YCTpOWCTBa
(TOuka MOCTYyIMa, PEKUM PETPAHCIATOPA).

Cxopocth. Ha rpaduke oTOOpakaroTCs BXOAANIas W HCXOJMINAs CKOPOCTh
coerHEHUs OuT/cek. JlaHHbIe OOHOBJISIOTCS KX IbIe 6 CEKYHI.

HNudopmauus 06 ycrpoiicrBe. OToOpaxcatoTcst B MPOLIEHTaX 3arpy3Ka Mmporeccopa
U IIaMSITH YCTPOMCTBaA.

HNms yerpoiicTBa. B nanHOM pazniesne MOKHO MPUCBOUTH UMsI YCTPOMCTBY.
Hudopmauusa o jgoxkanbHoil ceru. [loka3aHbl OCHOBHBIE CETEBBIE MapaMeTpHI,
takue Kak: pexum [P-agpeca (crarnueckuit IP, DHCP, AC), IP-anpec ycrpoiicTsa,
Macka nojceru, uuio3, MAC-aapec.

Hudopmanus o Wi-Fi. Craryc Wi-Fi, kKon-Bo OJKITFOYSHHBIX KIHEHTOB, HA3BaHHE
Wi-Fi cetm ycrpoiictBa, HOMep KaHama, Tun wmmppoBanus, MAC-ampec
OecripoBoHOTO HHTEpdeiica. [y mpocMoTpa HHPOPMALUU O TMOAKIIOYCHHBIX
KIHEHTaX  HaXMHTE psgom ¢ momeMm  «CrtaTyc»:

Ha  HMHJAUKATOp
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2. Macrep yCTaHOBKH.

B nmanHOM pa3znmene oroOpaxkaeTcs TEKyHIHiA pekuM paboThl ycrpoiicta. Ilo
YMOJYaHHIO YCTaHOBIEH pexuM «Touka qoctymay.

2.1 Touka gocryna.

Tewm g aF
]

L e T

Jln1st n3MeHeHus ceTeBbIX apaMeTpoB HeoOxouMo BbIOpaTh «Touka nocryna (AP)»

Pesxkum IP. B nanHoM nmyHKTE MOXHO BeIOpath T [P-anpeca:

4



www.optimus-cctv.ru

e  Craruueckuit [P-anpec — ceTeBple mapaMeTphl Ha3HAYAIOTCS BPYUHYIO;

e [lomyuuts IP-agpec ot AC — moydeHHe CeTEeBBIX MapaMeTpPOB OT KIIMEeHTa
B PEXHMME MOCTA;

e [lomyuutrs IP-ampec mo DHCP - mnomydeHue ceTeBBIX HACTPOEK OT
MapuIpyTu3aTopa.

2.2 Pe:kum perpaHciasiTopa.

2.2.1. HacTpoiika peTpaHciasTopa.

Jiis mepeBoja TOYKHM IOCTYTA B PEKUM PETPAHCIATOPA (KITHEHT) HEOOXOANMO
BEIOpATh COOTBETCTBYIOIINI ITYHKT, Jajiee MPOU3BECTH MOIKIIoueHU kK WB-24350,
paboraromieii B pexxume «Touka nocryna (AP)» B pydHoM pexume, 1udo
MPOM3BECTH CKAaHUPOBAHUE CETH C TIOMOIIBIO KHONKU «CKaHHPOBATHY.

P T P

B Ferpraao sorpocosTopa

SSID. Has3Banme OecnpoBOAHOM ceTH ycTpoiicTBa, K KOTOpoMy Oyner
MIPOM3BOIUTHCS MoAKIIoueHnss WB-24350 B kauecTBe peTpaHCIATOpa CUTHATA.
BSSID (Basic Service Set Identifier) — 370 yHUKaJIBHBIA HACHTH(HUKATOP, KOTOPBIN
MPUCBAaMBAETCsA KaXXIOW TOUKe JocTyma B OecmpoBomHoil cetrn. OH cocTouT U3 6
0aiiToOB M ABIIETCS PU3NIECKUM a/I[pecOM TOUKH JOCTYIIA.

Indposanne. Beidop Merona mmdppoBaHus JaHHBIX, IEPEAaBACMBIX 110
0ecIpoBOTHOM CETH.
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Mapoas. Kirou mig mnomxmodeHHss K OSCIPOBOJHONH CeTH  YCTPOHCTBA,
paboratomiero B pexume AP.

IMupuna kanaja. Beibop mporryckHo# crioco6HOCTH OectipoBonHON cetH, 20MI'1
wiu 40 MI .

P2P. Point-to-point — Mo3BOJIIET OOOPYIOBAHUIO OIHOW MOJCIU OOHAPYKHUBATH
Ipyr Ipyra B CETH W 0O0ecmedyMBaeT JIydIIyl0 Iieperady IaHHBIX IS DTHX
YCTPOMCTB.

2.2.2. Hacrpoiika 2G Wi-Fi.

B arrpniieH A5 WAL

Bkarouurs Wi-Fi. Brmtouenune unu otkmodenne Wi-Fi cetu perpancuaropa.
SSID. Hazsanue Wi-Fi cetu petpancnsropa.

Mudposanue. Beioop MeTona mmdpoBaHus JaHHBIX, IEPEIABACMBIX MO
0ecIpoBOTHOM CETH.

Mapoas. Knrou s noaxmodenus k Wi-Fi cetu perpancnsTopa.
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2.2.3. HacTpoiiku JIOKaJbHOM ceTH.

FRCFE TR SH LT O

&8

B 3T oaioH AcaasnH CETU

Pexxum IP. B nanHoM myHKTE MOKHO BBIOpaTh THIl [P-aapeca:

Crarunueckuit IP-anpec — cereBble mapamMeTpbl Ha3HAYAIOTCS BPYUYHYIO;
Ionyuurs IP-anpec or AC — moJjiyueHUe CeTeBbIX MapaMeTpPOB OT TOUKH
JIOCTYyTIA (XOCTa);

Ionyuurs IP-agpec mo DHCP — mnonydeHue ceTeBbIX HACTPOEK OT
MapuIpyTu3aTopa.

Ilocnme ycTaHOBKHM CeTEBBIX MapaMeTpoB HaxkmuTe «Jlamee» s

MPUMEHEHHUS BCEX HACTPOECK M MEPEBO/Ia TOYKH JOCTYIIA B PEKUM PETPAHCIIATOPA.
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3. Hacrpoiiku Wi-Fi.
3.1. Wi-Fi.

OcHoBHOIi. B manHOM pa3zzgerne HaxoIsaTca OCHOBHBEIE HacTpoiika Wi-Fi cetn Toukn
JIOCTyTa, TAKUE KaK:
e  SSID — umst 6GecripoBOIHO¥M CeTH;
e [Iupuna kanana - BeiObop nporyckHO#H ciocoOHOCTH OecITpOBOAHON
cetu, 20MTI'1y mnu 40 MIw;
e Kanan — ans wacrotsl 2,4 I'Tn goctynabl kKaHais! ¢ 1-13;
o Illudposanue - Bei6op MeTona mmppoBaHus JaHHBIX, IEPEIABAEMBIX 110
OecIpoBOTHOM CceTH;
e Tlapoas - xnrou anst noakmodenus k Wi-Fi cetu ycrpolicTsa.
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Ilouck Wi-Fi ceru. C mnomomplo [JaHHOW KHONKH MOXHO TPOU3BECTH
CKaHHpOBaHME NOCTYyNHbIX Wi-Fi cerell u ompeneiauTs HauMeHee 3arpy>KeHHBIN
6ecrpoBOTHOM KaHaJI.

VAP 1, VAP 2, VAP 3. B pazgene «VAP» BEITIONHSAETCS] HACTPOIKA BUPTYATBHBIX
Touek goctyna Ha Wi-Fi uaTepdeiice. MoxeT OBITh CKOHPUTYPUPOBAHO JI0 3 TOUYCK
Joctyna
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3.2.MAC ACL.

Ha crparmnme MAC ACL Bwer moxere ompenenuts cnucok MAC-aapecoB
YCTPOUCTB, KOTOpHIE OyOyT MMETh HocTym kK Bameir cerw, mubo 3amate MAC-
azpeca YCTPOWCTB, KOTOpBIE HE CMOTYT MOIKIIOYaThcs K Bameit GecrpoBomHOM
cetr. YtoOs1 mobaBute MAC-anpec, Ii1st KOToporo OyneT AelCTBOBAaTh BEIOpaHHBIN
Bamu pexxuM orpaHuueHni, HaXMUTE KHONKY «Jlo0aBUTHY», Nnanee BBEJHUTE alpec
YCTPOMCTBA Yepe3 ABOCTOUHE, YKAKHTE KOMMEHTAapHil (P HEOOXOUMOCTH), ajiee
BbIOepuTe «COXPaHUTEHY.

MAC ACL

W WAL AC]

ITo ymonuaHuIO pexxuM orpaHuueHuil, ocHoBaHHbIX Ha MAC-agpecax ycTpoHCTB,
HE aKTUBEH (MepeKyoyaTenb PeKUMa OINpPaHHMUCHUH HAXOIUThCA B HUXKHEH 4acTu
OKHa):

10
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TRARE T

Yt1o0bl OTKpHITH Bamry OecnpoBomHYIO ceThb Uil YCTpOMCTB, aapeca KOTOPBIX
yKa3aHbl B CIHCKE, U 3aKPBITh OECIPOBOJHYIO CETh JUIA BCEX APYIMX YCTPOWCTB,
YCTaHOBHTE MEpPEKIIoYaTeNlb B MONOKeHUe «Pa3zpelmaromuil CIHUCOK» M HaXXKMHTE
KHOTIKY «IIpuMeHuTB». UTOOBI 3aKphITh Bamry GecripoBoHyO ceTh ATl YCTPOICTB,
ajZipeca KOTOPBIX yKa3aHbl B CHHCKE, YCTAHOBHTE IEPEKIIOYATENIb B MOJ0)KECHHE
«3arnpemaromuil CIICOK» U HAXMUTE KHOTIKY «[IpuMEeHNTHY.

3.3. Pacnucanue orkiaouenusa Wi-Fi.

Ilo ymonYaHurO AaHHBIA (YHKIMOHAT BBIKIOYEH. JIJI1 HACTPOHKH pPACIUCAHUS
otkmoueHuss Wi-Fi HeoOxomumMo mepeBecT NMepeKiIouaTesb B MPaBoe MOJ0KEHNE,

3aTeM yKa3aThb BPEMEHHOH WHTEpPBAJI, B KOTOPHIH HEOOXOAMMO OTKIIFOUYEHHE
OecripoBoHOM ceTu. [ nprMeHeHNsT HACTPONKH HaXXMHUTE KHONIKY «IIpUMEHHTHY.

11
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3.4. lonoTHUTEIBHO.

Crpana/peruon. OT BEIOPAaHHOTO PErHOHA 3aBHCUT KOJ-BO JOCTYITHBIX KaHaJOB (1-
13) mst gactotsr 2,4 ['T1. [To ymomrganuto - bpazmmws.
2G Pexum. Bribop crargapra 6ectipoBoaHoii cetn 2,4 [T

e 802.11b - obecreunBaeT moaaep KKy ckopoctu 11 Mout/c;

e 802.11g - moamepKUBaeT CKOPOCTh CoenuHEeHUs 54 Mout/c;

e 802.11n - obecrieunBaeT cKOPOCTh coeuHeHus yxe 150 Mowur/c;
Multicast. [lauHbplii (yHKIIMOHAT MpeJHA3HAYeH [ TIOBBIIICHHS CKOPOCTH
nepeaayn JaHHBIX TP MHOT0AIPECHON pacCchUIKe MO OECTIPOBOHOMY MOCTY.
MakcuMyM JJIsl OIHOM TOYKH AocTynma. MakcuManbHOE KOJI-BO IOAKIIOYEHHBIX
KIMEHTOB (uamna3oH 1-64).

WLAN Partition. Bxirouenne/soikmouenue ¢pynkiponasa VLAN.

Short GI. DTo crenuanbHBI HHTEpBAJ] MEXAY IOOYEPEIHO IepeaBacMbIMU
NaKeTaMH JaHHBIX, IO3BOJIIET YBEJIUYUTH IPOIYCKHYIO CIIOCOOHOCTH 3a CYET
CHIDKEHUS JUTUTEIEHOCTH T10JIOCH PAcUIBTPOBKH.

3HayeHHe MOKPBITUSI. DTO MOPOT JOMYCTUMOTO YPOBHS CHTHaja. YKa3bIBaeTCs
MUHHMaJIBHOE 3HA4YCHHE, TP KOTOpOM OyneT paboraTh coennHeHne. Uem BhIme
3HadeHne dBm — TeM cuibHee CHTHAI M TeM OOJbIee PACCTOSHHE OH MOXKET
IIPOMTH.

12
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3navenne RTS. 31ece BoI Moxere ycraHoBuTh mopor RTS (3ampoc Ha oTmpaBky).
Ecmu maker Gonpine pa3smepa, yctaHoBiIeHHOro moporoM RTS | To mapmpyTtuzatop
Oymer HampaBiaTh Onoku RTS Ha onpexenéHHyr0 NpPUHUMAIONIYIO CTAaHIHIO H
COIJIACOBBIBAThH OTIPABKY OJIOKOB JaHHBIX. [10 yMOIYaHUIO YCTaHOBJIEHO 3HAYCHHE!
2346.

MomHocTh 6ecIpoOBOIHOTO CUTHAJA. 37€Ch MOXHO YKa3aTh MOIIHOCTh Iepeiadn
CHTHaJa MaplIpyTu3aTopoM. MoxxHO BbIOpaTh: «MakcuManbHas», «OddexTuBHaN,
«Ynyumennas», «CraHgaptHas», «MuHuManeHas». [lo ymonuaHMIO BBIOpaHO
"MaxkcumMaipHas", peKOMEHTyeTCs] OCTABUTH 3TO 3HAUCHUE.

2G Paccrosinue. Brpibop paccTosHUS MEXAy TOYKaMH JJIs YCTaHOBKH Oolee
CTaOMIBHOTO COCTUHEHHUS.

4. CeTb.
4.1. HacTpoiika J10KaJbHOM CeTH.

Pe:xxnm IP. B nanHoM nmyHKTE MOXHO BbIOpath THH IP-anpeca:

e  Craruueckuii [P-aapec — ceTeBbie MapaMeTphl HA3HAYAIOTCS BPYIHYIO;
e [lomyuuts IP-agpec or AC — moiy4eHne CeTeBBIX IapaMeTpoB OT TOYKU
Joctyna (xocTa);

13
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e [lomyuutrs IP-ampec mo DHCP — mnoxydeHme ceTeBBIX HACTPOEK OT
MapIIpyTu3aTopa.

IP-aapec — mo ymomuanmro 192.168.188.253.
Macka noacern — o ymonuanuro 255.255.255.0.
Ilar03 — no ymomuanuro 192.168.188.1.
DHCP-cepBep — BrimtoueHue/Boikmoucane DHCP-cepBepa Ha ycTpoiicTBe.
Havanbublii anpec - Ilepreni ampec HactpoeHHoro myna [P-agpecoB DHCP-
cepBepa yCTpoucTBa.
MaxkcumaJsibHOe Ko1u4ecTBO - [locnennuii agpec HacTpoeHHoro nyna IP-anpecos
DHCP-cepBepa ycTpoicTBa.
Bpems apenast DHCP (u4) - Cpok, Ha xotopeiii DHCP-cepBep npucBauBaer IP-
aZipec KIIUEHTY.
B nynkre Cmnmucok DHCP oroGpaxaercs crnucok kimenroB DHCP-cepsepa

poyTepa.

4.2. Cratnueckuit DHCP.

31eck MOXKHO co31aTh cratudeckue cBs3ku [P-MAC nia npenoctaBieHus

ykazanHoro [P-anpeca onpenenennomy kinueHty cepsepa DHCP :

14
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4.3. Hacrpoiika VLAN.

B manHOM paszerne MoxkHO npou3BecTy HacTpoitky VLAN st 6ecripoBoIHOTO
uHTepdeiica.

5. YupasJienue.
5.1. Hacrpoiika.

Jkenopt  KoHpurypammm — coxpaHeHune (aina  KoHurypaumum s
MOCJI/TIONIEr0 MMIIOPTa HACTPOEK NpH cOpoce YCTPOHCTBA B  3aBOJCKHUE
YCTaHOBKH.

HWmnopTt koHpUTypamun - 3arpy3ka HaCTPOEK U3 BRIOpaHHOTO (aiina.

Copoc HacTpoek - cOpoc BCeX HAcTpOeK J0 M3HAYAIBHO YCTAHOBJIEHHBIX
3aBOJCKHX ITapaMeTpPOB.

ITaposs o ymomganuto - admin.

IP-anmpec mo ymomganuto - 192.168.188.253

15
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Macka mozceTs Mo ymordanuio - 255.255.255.0
Telnet — axTmBanmms KomMmoHeHTa telnet mys ympamieHHs 00OpyIOBaHWEM depe3
TepMHUHAIL.

5.2. Ilepe3arpy3ka.

Haxxmure kHomnky Ilepe3arpy3uThb, 4ToOBI Iepe3arpy3uTh yCTPOUCTBO.
Pacnincanue — 103BOJISIET HACTPOUTSH MEPE3arpy3Ky yCTPOKWCTBA 0 PaCIIMCAHUIO.

5.3. U3meHnTH NAPOJIb.

W3menenne napoins agmuaHcTpaTopa. [lo ymorganuio — admin.

16
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5.4. OonoBJenue.

Bepcus - 31ech ykaspiBaeTes TeKkymas Bepcust BecrpoeHroro I10.
Urobsl mpomsBecTH oOHOBIeHHE BceTpoeHHoro IIO, HeoOxommmo crenaTh
ciieyromniee:

e B mome ¢aitn ¢ nomompio kHokr Q030p yKakuTe IMyTh K (paiimy, rae

OH ObLI COXpaHEH BaMU Ha KOMIIBIOTEPE.

e  Haxwmure kHOnKy OOHOB/IeHHe.
[Tocme 3aBepmieHust mpolenypbl OOHOBJEHHMSI YCTPONCTBO aBTOMATUYECKH
nepe3arpy3urcs.

5.5. Bpems.

CucreMHoe Bpemsl — TEKyIlee BpeMsi, yCTAHOBJIIEHHOE Ha yCTPOICTBE.
Bkarounte NTP — aBromarnueckas CHHXPOHM3alMUM BpeMeHU U jgatel ¢ NTP

CEPBEPOM.
Bb160op 4acoBoro mosica — yKaKUT€ 4acOBOH MOSIC B COOTBETCTBUHU C TEKYIIHM
MECTOIOTI0KEHHEM.

17
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3agate NTP cepBep — mo3Bomser BpyuHyto mpomucath agpec NTP cepsepa, k
IIPUMEpY, B CIIydae €ro HaCTPOHKHU B JIOKAJIbHOU CETH.
Cepsep NTP — Bri6epute NTP cepBep U3 crimcka TOCTYITHBIX.

5.6. KypnaJ.

B JAAHHOM pa3ficyi€¢ MOXKHO BKIIFOYUTH WJIM BBIKIIFOYHTH 3aIIUCh COOBITHI B JKypHa

YCTPOMCTBA, MPOU3BECTH IKCIOPT, yAaJCHUE W OTNPaBKy log Qaiina coObTHH Ha
yKa3aHHBIH ajapec.

18
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