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OcodeHHOCTH YCTpOiicTBA:

1. HanexxHOCTh M1 COBMECTUMOCTb.

2. CoBpeMeHHBIN CTaHAAPT CKaThs TaHHBIX H.264.

3. Hu3K0CKOPOCTHOM TIOTOK M BBICOKOE Pa3pelieHIe BUIIEO.

4. Tloanepskka JBOMHOTO MOTOKA JaHHBIX.

5. Momnmepxka ymaneHHOTO HaOMOmeHUs Ha 0a3e OmepalMoHHBIX cucteM iPhone,
Android.

6. [Tonneprxka Bcex Tumnos Opay3epos: IE, Chrome, Firefox u Safari.

7. onnepxxka ONVIF 2.4.
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1. Beenenne: Uutepdeiic
1.1 Kopnyc IP kamepsI

Puc. 1.1 Kopmryc IP kamepst

1.2 UaTepPeiicbl Kamephl

Puc. 1.2 Unrepeiicer IP xamepsr

1 — Pazsem nutanus kamepsl DC 12B (2A)

2 — Pazpem RJ-45

3 — Knonka copoca Kamepsl

4 — Crnot aiist yCTaHOBKH micro-SD

[pumeyanne: s ycTaHOBKM micro-SD KapTel HEOOXOAMMO CHSTH KPBIIIKY Ha

HIDKHEH CTOPOHC KaM€PhI.


http://www.optimus-cctv.ru/

WWWw.optimus-cctv.ru

1.3 UHCTpYKIUHU K uHTep dpelicam

Pa3zbem nmuTaHus mocTosiHHbI TOK 12B! HempaBuiibHO BHIOPAHHBII HCTOYHHK
MUTAHUSI MOKET MPUBECTH K NMOBPEKIEHNIO yCTpolicTBa!
2. Pabora cetn
2.1 MMoakaouenne IE-6paysepa
Jns mepBUYHOrO BKJIIOYEHHMSI Kamephl U ompeneneHus [P-anpeca, pexomengyercs
HCIIOJIB30BATh MPSAMOE MOAKIIOUEeHHUE. 1 IPSAMOTO TTOAKIIIOUEHHSI TOHAI00ATCS:
e Kamepa
e  biok nuranus
e Kabenb BuTas mapa
e [Iporpammuoe obecneuenue «Search Tool»
IIpumeuyanue: mnporpaMMmHoe obecrieueHue «Search Tool» HaxomuTcs Ha

caiite www.optimus-cctv.ru B paznene «[Ipommsku u I[1O».

IIpu mpssMOM TOAKITIOUEHWUH OEpyT TaTd-KOpA C pacimuHOBKOW — 568B. Psmom c
TOYKOHM pa3MemieHnss KaMephl Hy)KHa OIHAa CBOOOIHAs pPO3eTKa I MOAKIIOYCHHUS
Onoka muTaHus (M3 pacdeTa MPOKJIAIKU IPOBoJa 0e3 HATSKECHHUS).

IIpumeuaHue: Tmepen HadajloM HACTPOWKM Hajo yoOemuThcs, 4to mopt LAN
BkmodeH B BIOS, a B omepamMoOHHONW CHCTEME YCTAHOBJICHBI ApaiBepbl (HET
KOH(i)J'lI/IKTOB, OTO6pa)KaeMBIX BOCKJIMLIATCJIBHBIM 3HAKOM BO3JIC€ Ha3BaHUSI B

Hucrietuepe ycrpoiicts). Ecim Bce B mopsake, MOXKHO MPHUCTYTATh K IIPOIEType.

LEIETHHI]

o Hd

B Frarza i

MHTZHAR
IERTE

Lo naTaHas

Puc. 2.1 CxeMa psIMOTO TIOAKITIOYCHHS


http://www.optimus-cctv.ru/
http://www.optimus-cctv.ru/

£

i)

Nl

WWWw.optimus-cctv.ru

e YOeaurech, 4TO yCTPOHCTBO HAXOMUTCS B OJHO# JoKanbHOU cetu ¢ TTK.
o ][yt moncka kaMephl BaM HY)KHO ycTaHOBUTH «Search Tool».

e 3anyctute «Search Tool», HaxmMuTte «Next». B BepxHell cTpouke IporpaMMel

«Network Card» BbIOepeTe ceTeByI0 KapTy U HaxkMuTe KHONIKY «Refresh».

OxkHo mporpammsl «Search Tool»

o Jlanee BeiOepute [P-ampec B okHe moucka i HaxXMuTe «Nexty i mepexonia B
CETEBBIC HACTPOMKH KaMepbl. Yoenurecs, yTo ycTpoiicto u [1K HaxomsaTcs B
OJHOH MOJICETH.

o Haxmute «Next» g TeHepUpOBaHUs CChUIKK Ha Web-unTepdeiic ycrpoiicTpa.

IIpumeuanne: Web-unrepdeiic HeoOxomuMo oTkpbBaTh npu nomomy IE

Opay3sepa.

BHUMAHMHE!!! IJISA YBEJIMYEHUSA BE3OITACHOCTHU
OBOPYIOBAHUSI U CHUKEHUS PUCKOB BO3JIENCTBUM B
PE3VIIBTATE XAKKEPCKHUX ATAK OBA3ATEJIBHO UBMEHUTE
IMAPOJIb K YYETHOM 3AITUCU AJIMAHUCTPATOPA!

IP agpec 192.168.%*.** (onpenensiercst o Search Tool)
Macka noncern 255.255.255.0

o3 192.168.#* **

Wwmst none3oBarernst: admin

[Mapons: admin
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2.1.2 llogx/1049eHHe C MOMOIIbIO CETEBOT0 060y 0BaHUSA

[Ipy noaKIFOYeHUH Yepe3 poyTep BaM HEOOXOAUMO yOEAUTHCS, YTO afpeC YCTPOHCTBA

B TOU K€ JIOKAJIbHOU CETH, YTO U POYyTEP.

I i _!r:j
WS e Flof W mesine
" . f; R e e
i L Poyrep

i BETROHET B

IF - Hamepa —
* ] I

Puc. 2.2 TlogkitoueHNe yepes poyTep

3amyctute nporpammy «Search Tool» u mpoBeanTe Ty e MOCIIETOBATEIIEHOCTD

JIeHCTBUH I J0OaBICHHS, KaK ONMMCAHO B IMyHKTE 2.1 TaHHOTO PyKOBOJICTBA.

2.2 Pa6ora B IE 6pay3epe

e Orkpoiite nnTepHeT-Opaysep IE, BBemure IP anmpec kamepsl, BodauTte mpu
TTOMOIII IMEHU TONB30BaTeNs W Mapois, cM. m3o0paxenue Hrke. Jlornn admin,

napoib admin.

Az A sapEE s SALLEE DO L e e HAUA TEORICEETERA DiNERLTE
Sprrs nzoiipen oreH e ) cnsgera s rd = horl

TeapTietaifacd ekt 150RRETRES & e I D™ TRIRERRC IR
SEEMCrETHIE CSR N E T T B ] N T H TSR R

[ SRresdTe faTER R Rd Fe

[oee ]| gmma

Puc. 2.4 Beb6-unTepdeiic nmocne perucTpalyu B CUCTEME, IEPEX0 K HHTepQecy,
n300paXKCHHOMY Ha PUCYHKE HHKE.
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Puc. 2.5 Beb-unTepdeiic mocne perucTpalyun B CHCTEME

3. Pa6oTra B Web-unrtepdeiice, Bkaaaka «IIpocmorp»

B Web-untepdetice noctymnno 2 Bkiagku: «I[Ipocmorp» u «Hactpoiikm»

Paccmorpum Braaaky «IIpocMoTp»:

Puc. 3 CMS unrepodeiic
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T !
:I HH - BriOpath pazmep ceTku nmpocMoTpa (KOJI-BO 3KPaHOB)

NESEEOTR: Mazeaadnmes W BBIGOp HOTOKA.

W s0cars
r_l_‘] - Pazgen mpoBonnuka o SD kapte
[m] - Cnenarb CHUMOK

| -ﬁﬂlmd
L — . - Hauars 3ammce

| (£}Playback | y
- Pazgen BocnpounsBeieHns 3arMcanHbIX (I)aHJIOB

:_J_:
Ta e
s
| e B e
===1===| - Paszien ynpasinenus PTZ kamep
ey [+
TL w2 i I |

- IlpenycTaHnoBKH U CKOPOCTh

4. Bxaaaka «Hacrpoiikn»

4.1 Menua - Bugeo
Ilepeiinute Bo BKiaaky «Hacrtpoiiku» - «Menua» - «Buaeoy». Jlanublil pa3nen
MO3BOJISICT HACTPOUTH CIIEYIOINE IMapaMeTphl MOTOKOB BUIeo (Bcero u3 3). U3

OCHOBHBIX TIAPaMETPOB:
KonupoBanue - mo3BonsieT BbIOpaTh THUI KoaupoBaHus Buzaeo (baseline,
mainprofile, highprofile);

Paszpemenue — Pa3penienue Bujieo JuIsl IOTOKA;

Burpeiit - or 32 g0 6144 kbps (xom-Bo OWT mepemaBaeMbIX [UIs

nepenadn/o0pabOTKH JaHHBIX, T.€. YEM BBIIIE 3HAYCHUE TEM JIy4IIIe).

9
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KoaunuectBo kaapos — ot 1 1o 30 k/c.

HurtepBan kiaioyeBoro xagpa — ot 2 mo 150 (4em MeHbIIe 3Ha4Ye€HHE TEM
JydIie).

Tun Outpeiita — cbr/mocTOsIHHOE 3HAYCHUE OWTpeWTa, Vbr/U3MEHSIOIIEeCs
3HaueHHe OuTpeiTa.

Kau-Bo u3o0pazkeHust — Uem MeHbIIe 3HaU€HHE 3TOrO MapaMeTpa TEM BBIIIE
KauecTBO BUJEO.

[locne m3meHnenns mapameTpoB Haxmure «[IpuMEHHTH» 4TO OBl M3MEHEHHS

BCTYNHIH B cUiIy!

Puc. 4 Hacrpoiiku Buaeo

4.2 Menua - OSD

Pazmen «Memua - OSD» oTBewaeT 3a HACTPOIKY IIOKa3a BpeMEHH, JaThl 1 IMEHH Ha
9KpaHe MOHUTOPHHIA KaMepbl. B 1aHHOM pasjienie Bbl MOXKETe HACTPOUTh

oTOOpakeHUe JaHHbBIX U 33]1aTh UMsI KAMEPbI, TaK Kak TpeOyeTcs BaM.

10
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Puc. 4.1 Pa3nen Meaua - OSD
4.3 Menua — U306paxenne

Paznen «Menua - M300paskeHne» MO3BOJSET HACTPOUTH CICIYIOIINE TAPaMETPHI:
SIPKOCTb, HACBIIIEHHOCTb, KOHTPACT, PE3KOCTh, KCIIO3UIIMA, TaMMa U UCKaKEHHE.
Bce 3Tu mapaMeTpbl JOCTYIHBI 711 HACTPOUKH H300paXeHUs ISl HY>KHOTO Bam
oToOpaykeHHs Ha dKpaHe MOHUTOpUHTA. Takke JjIsl HaCTPOMKU B 3TOM pasjelne
JOCTYIIHBI CIEIYIOLIUE TapaMeTphL:

IlepeBopoT — 1IEPEBOPOT TEKYLIETO N300PAYKEHHUSL.

3epkajio — mapameTp IS OT3EPKATUBAHUS TEKYIIIETO H300paXKeHUSI.

WDR - BKII./BBIKI. paCIITUPESHHOTO THHAMUYECKOTO JHana3oHa.

MUK LED KontpoJs — HacTpoiika BkiItodeHus: U BoikroueHuss MK monceerku
(Taxoke MOKHO TIOCTaBUTH ABTO.)

3aTBOp — peryaupoBKa 3JIEKTPOHHOI'O 3aTBOPA.

UK-¢puasTp — Bpems nepekmoucans UK dunbrpa.

11
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IRCAMERA

Puc. 4.2 Paznen Menua - M306paxenue

I[J'lﬂ TOr0 4YTO ObI H3MEHEHUS BCTYIIMJIX B CHJIy HAXKMUTE <<HpﬂMe]-lﬂTb»!

4.4 Cetb - CeThb

B paznene «Cetb - CeTb» BBl MOXeTe HacTpouTh KoHpurypanuio IP anpeca n tvn

rkoH(purypanuu DNS, a Tak ke nponucare Homepa noptos it HTTP, RTSP, RTMP.

Puc. 4.3 Pasnen Cetb - CeTb

12
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4.5 Cerb — Wi-Fi

Paznen «Cerb — Wi-Fi» mo3BoiseT HaCTPOUTH COCAMHEHHE C OECIPOBOTHON
cetslo. s HacTpolku HeoOXonuMo Hakath «Ilonck» Hanpotus crpouku SSID.
[Tocie yero B HOBOM ITOSBUBIIEMCS] OKHE MOSBHUTCS CIIMCOK CeTel A BBIOOpa.
Haxmute «lIpucoenuHuThCS» B CTPOUKE C HYKHOH BaM CETHIO, MOCIE YEro
BBEIUTE HEOOXONMMBIE MaHHBIE JUIA BXOa: TUN INH(POBAHUS M TApOIb.
Haxmure «IIpoBepuTb» 4dTOOBI YyOEIWTHCS, UYTO MOAKIIOYEHHE IIPOILIO
YCIIEIIHO.

Puc. 4.5 OxHo BbIOOpa OECIIPOBOHON CeTH

JlJ1s Toro 4ro Obl MapaMeTpbl BCTYNHIN B CHIIy HaxMuTe «[IpumMeHuTHY.

13


http://www.optimus-cctv.ru/

|
i

Cﬂ" optimus

WWWw.optimus-cctv.ru

4.6 Cern - P2P

B nanHOoM pasmene Bbl Moxere BKIIOUMTH (yHKimioo P2P u ysmare UID

TEKYILEr0 yCTPOUCTBA.

[y (R

m' My
e AT M U
, e AR
iy
EEHZ

u‘:f:" MoHEEHKTS CrmeHa |
e

“Tewmom

W
Curmmua

Puc. 4.6 Paznen Cetb — P2P
4.7 TpeBora — J/leTeKTOp ABM:KEHUS

Paznen «TpeBora - I[eTeKTOp ABWIKCHHS» MO3BOJISIET HACTPOUTH 30HBI
OIIPCACTIAONINE NBMIKCHUE B KaAPE U YYBCTBUTCIBHOCTb 3TUX 30H. Kamaﬂ us3

30H HACTPAMUBACTC, BCCTO UX 4. ITocne HaCTpOfIKH HaXXMUTC «HpI/IMeHI/ITB».

1 Ol

IHIE
IEIE
i
!

Puc 4.7 Paznen TpeBora — JleTekTOp IBUKEHUS
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4.8 TpeBora — TpeBora

Paszpen «TpeBora - TpeBora» naeT BO3MOXHOCTb HACTPOUTh IPUBSI3KY
TpeBoXKHBIX omoBemieHnit kK FTP u E-mail. [{ns 3Toro HeoOXomuMo MOCTaBUTH

(1)J1a>1<1<1/1 HAIIPOTUB TEX NAPaAMETPOB, KOTOPHIC Bbl XOTUTC BKIIOYUTD.

i1 remay

Inew wemgosaini

oy L G 1T 5
L v TCARRER

L L L,
T rmece Dame BL S i

! ot rRST e

SO

L immmwan e 35

e

e cma _-IFI .

-ﬁtliuu'_ [Toma w1l an v
My
bl e BES
T peessa =M SiTeeH

Puc. 4.8 Paznen TpeBora — TpeBora
4.9 TpeBora — Pacnucanue

Paznen «Tpesora - Pacricanue» 1mo3BoJIIeT HACTPOUTH BpeMs paboThl TPEBOTH
O THSAM M TO BpeMeHH. /Iy HACTPOHKH 3a)KMHUTE JICBYIO KHOIKY MBIIHN U
OpoTsHUTE (WM chenaiite KOpOTKOE HakaThe) 1O HYKHBIM BaM JHAM U

BpeMeHH. [ BeTyIieHus B cuily Haxkmure «IIpuMeHnTh».

e Easgirn o iram ey
Puc. 4.9 Paznen Tpeora - Pacriucanue
4.10 IIponBunyThIe — IloB30BaTETB
B aToMm paznene Bbl MOXETe U3MEHHUTh UM U TTAPOJIh TEKYIIEH YI€THOH 3aIiCH.

el dum Fawns RETET T s
mar | [—

[eemee
M Th CrreasHa
Puc. 4.10 Paznen [IpoaBunyThie - [Tonp3oBarens
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Paznen «[IponBuHyThle — ABTO CHam» JaeT BO3MOXXHOCTb HACTPOUTh BpeMs
aBTOMAaTUYECKOI0 CHHMKA U 3aJaTh MHTEPBal BpeMeHH a1 ornpaBku Ha FIP u
SD xapty. Tak xe kak u B paszaene «Ipesora - Pacnucanue» HacTpoiiTe Bpems U
JIeHb HEJelId aBTOMaTHYECKOTO CHUMKA.

ITocne naxxmure «IIpuMeHUTEY.

Puc. 4.11 Paznen [IpoasunyThie — ABTO CHaml

4.12 ponBunyTshie — TaliMep 3anucu

B aTOM paznene MOKHO HacTpPOWTb pAcIMCaHWE 3allUCH M ee JUIMHY. Tak xe
MOXHO YCTAaHOBUTH HEOOXOAUMBIN IMOTOK, €CIIH 3TO TpeOyeTcs. Tak ke Kak U B

pasaeie «TpeBora - Pacniucanue» HaCTpOfITe BpEMs U ICHDb HECACIHN 3aIlIUCH.

Tt e
Eat LR 1] an

HE TR, oAy | e

Tl LTI L | B sl QfAReiHiY |

Puc. 4.12 Pasznen IIponBunytsie — Talimep 3anucu

16


http://www.optimus-cctv.ru/

WWWw.optimus-cctv.ru

4.13 IlponBuHyThIe — Email

B sToM paszzmene Bbl MOXKETE€ HACTPOUTH MOYTOBBIA SIIMK ISl OMOBEHICHUN O
TpeBore. 3anoiHUTE (HOPMY, TIPEACTABICHHYIO B pasaene. UToOsl yOSAUTHCS, UTO
BC€ 3amoJIHEHO mpaBwibHO HaxmutTe «Tect». llocne 3amonmHeHuss U TecTa

HaXXMHUTC <(HpI/IMeHI/ITI>» IJIs1 COXpaHCHH HACTPOCK.

E LU gt e s 1 Tl indom— -

L S el = W

T N R e 1@ e I Ll ek w et d L 00 H

fp TR CriuEsa

Puc. 4.13 Panen [IponBunyteie — E-mail
4.14 TIponBunytbie — FTP
B aToM paznene Bel MoxkeTe HacTpouTh FTP cepBep i1 onoBeieHuii o TpeBore.
3anonHUTE (OpMY, MPEACTABICHHYIO B pasnenc. UToObl yOemuThbCs, 9TO BCe
3ar0THEHO MPaBWIIbHO HaxkmuTe «Tecty». [locne 3anmomHeHus U TecTa HaXMUTE

«HpI/IMeHI/ITL» JJIs1 COXpaHCHHA HACTPOCK.

T

e CHpR
[1ots. CRpape 1
Az
T ap0ne:
|aETHA Baa 5 Tew L i Teen
1§1a
- T O SR T H S T ¥ ErT E+en
[ R R R | ICH

| PAFSINEE A A RASE TTOASIEC I A 34 R e

MipEsCHHTE CrTraEH

Puc. 4.14 Paznen [IponBunyteie - FTP
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4.15 ponBunyTsie — Macka

B paznene «IIpoaBunyThie - Macka» MOXHO HacCTpOUTh 00nacThb (4-e obnactu)
KOTOPYIO HE HYXXHO OTOOpakaTh Ha HM300paxkeHWH (T.e. 3aKpbITh). s 3TOTO
IOCTaBbTe (PIAKOK HAMPOTHUB ONHOW W3 YeThIpeX obactedl W 3amaiite IBET

macku. [Tocne HaxMuTe «HpI/IMeHI/ITB».

Lt =] P =
- — Y =

Puc. 4.15 Paznen IIponsunyTsie — Macka
4. 16 IlpoaBunyTtbie — Taiimep mepe3amycka
B sToM pasznmene Bbl MOKeT€ YCTaHOBUTH TalMep HJisl Iepesamycka KaMepsbl,
yKa3aB JIeHb HeJleNu (WK Kaxabli neHp) U BpeMsa. Haxmure «[IpuMeHUTEY 1iis

COXpaHCHMUA.

Taiimep nepesanycka

Talimep nepesanycka: ® Brn. ) Buikn.

OEHB: | nT W

Bpemn: Yachl

NpuMmeHUTE OTmeHa

Puc. 4.16 Pasznen [IponBunyteie — Taiimep nepesamycka
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Paznen «CHcremMa» II03BOJISIET H3MEHHTH HaCTpOfIKH BpEMCHHU, C6POCI/ITB

HaCTPOWKHM KaMephl Ha 3aBOJICKHUE, POCMOTPETh HH(OpMannio 00 yCTpOHCTBe, a
TaK)Xe MPOCMOTPETH KypHaJl CUCTEMBL.

5. O6mmue Bonpockl
5.1 Bonpocsl no ycranoske IE activeX.

Veranoska IE activeX mist WIN7

(1) YmeHbluuTe YpOBEHb 3aIMTHI KOMITbIoTepa: System: Cucrema -> Run: 3amyck,

Beequte "'msconfig", 3aTrem Haxkmute Enter. CM. M300pakeHUE HIKE.
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@ optimus

YcranoBHTE MUHMMAJIbHBIN KOHTPOJIb, KaK ITOKa3aHO Ha PUCYHKE HUIKEC.
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(2) Ycranosure ypoBeHs 3amuts Gpaysepa [E

Internet options: CBoiicTBa 0603peBares
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Security Level: YpoBens 6e3omacHOCTH
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B mynkre [pyroii BeiOepute "enable" BKIIOUMTH MW HpeAyiarath Ui CIEAYIOMINX
MMyHKTOB: 3arpy3ka HENOANHCAaHHBIX »JIeMeHToB ActiveX u Hcmonp3oBaHue
aneMeHTOB ActiveX HE IIOMEUEHHBIX Kak 0€30MacHbIe ATl UCTIOIb30BaHNUS.
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Veranoska IE ActiveX mst XP
IMpu ycranoBke mis XP HEOOXOAMMO HACTPOUTH TOJIBKO YPOBEHb 3alMTHI

Opay3sepa. HacTpoiiki oCyIIecTBISIOTCS aHAIOTHYHO ¢ Win7.
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