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HIKVISION

INITIATIVES ON THE USE OF VIDEO PRODUCTS

Thank you for choosing Hikvision products.

Technology affects every aspect of our life. As a high-tech company, we are
increasingly aware of the role technology plays in improving business efficiency
and quality of life, but at the same time, the potential harm of its improper usage.
For example, video products are capable of recording real, complete and clear
images. This provides a high value in retrospect and preserving real-time facts.
However, it may also result in the infringement of a third party’'s legitimate rights
and interests if improper distribution, use and/or processing of video data takes
place. With the philosophy of “Technology for the Good", Hikvision requests that
every end user of video technology and video products shall comply with all the
applicable laws and regulations, as well as ethical customs, aiming to jointly
create a better community.

Please read the following initiatives carefully:

Everyone has a reasonable expectation of privacy, and the installation of video
products should not be in conflict with this reasonable expectation. Therefore, a
warning notice shall be given in a reasonable and effective manner and clarify
the monitoring range, when installing video products in public areas. For non-
public areas, a third party’'s rights and interests shall be evaluated when
installing video products, including but not limited to, installing video products
only after obtaining the consent of the stakeholders, and not installing highly-
invisible video products.




-

The purpose of video products is to record real activities within a specific time
and space and under specific conditions. Therefore, every user shall first
reasonably define his/her own rights in such specific scope, in order to avoid
infringing on a third party’s portraits, privacy or other legitimate rights.

Ouring the use of video products, video image data derived from real scenes will
continue to be generated, including a large amount of biological data [such as
facial images), and the data could be further applied or reprocessed. Video
products themselves could not distinguish good from bad regarding how to use
the data based solely on the images captured by the video products. The result
of data usage depends on the method and purpose of use of the data
controllers. Therefore, data controllers shall not only comply with all the
applicable laws and regulations and other normative requirements, but also
respect international norms, social morality, good morals, common practices
and other non-mandatory requirements, and respect individual privacy, portrait
and other rights and interests.

The rights, values, and other demands, of various stakeholders should always
be considered when processing video data that is continuously generated by
video products. In this regard, product security and data security are extremely
crucial. Therefore, every end user and data controller, shall undertake all
reasonable and necessary measures to ensure data security and avoid data
leakage, improper disclosure and improper use, including but not limited to,
setting up access control, selecting a suitable network environment (the
Internet or Intranet) where video products are connected, establishing and
constantly optimizing network security.

Video products have made great contributions to the improvement of social
security around the world, and we believe that these products will also play an
active role in more aspects of social life. Any abuse of video products in violation
of human rights or leading to criminal activities are contrary to the ariginal intent
of technological innovation and product development. Therefore, each user
shall establish an evaluation and tracking mechanism of their product
application to ensure that every product is used in a proper and reasonable
manner and with good faith.




User Manual oNetwork Speed Dome iii

User Manual

COPYRIGHI2023 Hangzhou Hikvision Digital Technology Co., Ltd.

ALL RIGHTS RESERVED.

Any and all information, including, among others, wordings, pictures, graphs are the properties of
Hangzhou Hikvision Digitalechnology Co., Ltdor its subsidiaries(hereinafter referred to be
“ Hi k v.iThis$ wser 'manual (hereinafter referred to behe Manual) cannot be reproduced,
changed, translated, oristributed, partially or wholly, by any means, without the prior written
permission ofHikvision Unless otherwise stipulated, Hikvision does not make awgrranties,
guarantees or representationsxpress or implied, regarding to the Manual

About this Manual

This Manual is applicable tdetwork Speed Dome

The Manual includsinstructionsfor using and managing the produéctures, chartsimages and all
other informationhereinafter arefor description and explanationnly. The information contained in
the Manual is subject to change, without notice, due to firmware updates or othemresaslease

find the latest version in the company websitgtp://overseas.hikvision.com/er)/

Please use this user manual under the guidance of professionals.

Trademarls Acknowledgement

HIKVISION and other Hikvi®n's trademarks and logos atke properiesof Hikvisionin various

jurisdictions. Other trademarks and logos mentioned below are the properties of their respective

owners

Legal Disclaimer

TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, THEESRBIBED WITH ITS
HARDWARE, SOFTWARE AND FIRMWARE, IS PREAYIBBENITH ALL FAULTS AND ERRORS, AND
HIKVISION MAKES NO WARRANTIES, EXPRESS OR IMPLIED, INCLUDING WITHOUT LIMITATION
MERCHANTABILITBATISFACTORY QUALIFMNESS FOR A PARTICULAR HJRRRES
NONINFRINGEMENT OF THIRD PARITXO EVENT WILL HIKVISION, ITS DIRECTORS, OFFICERS,
EMPLOYEES, OR AGENTS BE LIABLE TO YOU FRECHYONSEQUENTIAL, INCIDENTAL, OR
INDIRECT DAMAGHRCLUDIS, AMONG OTHERSAMAGES FOR LOSS OF BUSINESSSPROFIT
BUSINESS INTERRUPTION, OR LORF PR DOCUMENTATIDNCONNECTION WITH THE

OF THIS PRODUEVEN IF HIKVISION HAS BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.
REGARDING TO THE PRODUTH INTERNET ACCESS, THE USE OF PRODUCT SHALLAE WHOLLY
YOUR OWRISK. HIKVISION SHALL NOT TAKE ANY RESPONSIBILITES FOR ABNORMAL OPERATION,
PRIVACY LEAKAGE OR OTHER DAMAGES RESULTING FROM CYBER ATTACK, NERGKER ATTACK,
INSPECTION, OR OTHER INTERNET SECURITY RISKS; HOWEVER, HIKVISION WILL PROVIDE TIMELY
TECHNICAL SUPPORT IF REQUIRED.

VURVEILLANCE LAWS VARY BY JURISDRIHASE CHECK ALL RELEVANT LAWS IN YOUR
JURISDICTION BEFORE USING THIS PRODUCT IN ORDER TO ENSURE THAT YOUR USE CONFORMS TH
APPLICABLE LAW. HIKVISION SHALL NOT BE LIABLE IN THETEVEISTPRODUCT IS USED WITH
ILLEGITIMATE PURPOSES.
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IN THE EVENT OF ANY CONFLICTS BETWEEN THIS MANHBAPRNDABLE LAW, THETTER
PREVAILS

0506120221222
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Regulatory Information

FCC Information

Please take atintion that changes or modification not expressly approved by the party
responsible for compliance could void the user
FCC complianc&his equipment has been tested and found to comply with the limits for a Class
A dpital device, pursuant to part 15 of the FCC Rules. These limits are designed to provide
reasonable protection against harmful interference when the equipment is operated in a
commercial environment. This equipment generates, uses, and can radiate eglieficy

energy and, if not installed and used in accordance with the instruction manual, may cause
harmful interference to radio communications. Operation of this equipment in a residential area
is likely to cause harmful interference in which case the usk be required to correct the
interference at his own expense.

FCC Conditions

This device complies with part 15 of the FCC Rules. Operation is subject to the following two
conditions:

1. This device may not cause harmful interference.

2. This device nai accept any interference received, including interference that may cause
undesired operation.

EU Conformity Statement

'S

This product andif applicable- the supplied accessories too are marked with
c E "CE" and comply therefore with the applicable harnaaci European standards
listed under the Low Voltage Directi2®1535EU the EMC Directive 201430/EU,
the RoHS Directive 201165EU.

201219 EU(WEEE directive): Products marked with this symbol cannot be
disposed of as unsorted municipal waste in Exwropean Union. For proper
recycling, return this product to your local supplier upon the purchase of
equivalent new equipment, or dispose of it at designated collection points. For
more information seewww.recyclethis.infa

200666/EC (battery directive): This product contains a battery that cannot be
disposed of as unsorted municipal waste in the European Union. See the product
documentation for specific battery information. The battery is marked with this
symbol, which may include lettering to indicate cadmium (Cd), lead (Pb), or
mercury (Hg). For proper recycling, return the battery to your supplier or to a designated
collection point. For more informatigrsee: www.recyclethis.info.
Industry Canada ICE®)3 Compliance
This device meets the CAN I€E3)/NMB3(A) standards requirements.

- © Hikvision
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Safety Instruction

These instructions are intended to ensure that the user can use the product correaioio
danger or property loss.

The precaution measure is dividednt o * War ni ngs and * Cautions
Warnings Serious injury or death may be caused if any of these warnings are neglected.

Cautions Injury or equipment damage may be caused if any of these cautions are neglected.

A\ JAN

WarningsFollow these safeguards to prent | Cautions Follow these precautions to prevelr
serious injury or death. potential injury or material damage.

A Warnings:

Adopt the power adapter which can meet the safety extra low voltage (SEM)ard The
power consumption cannot be less than treguired value.

Do not connect several devices to one power adapter as an adapter overload may cause
overheating and can be a fire hazard.

When the product is installed on a wall or ceiling, tleice should be firmly fixed.

To reduce the risk of fire @lectrical shock, do not exposiee indoor usecdproduct to rain or
moisture.

This installation should be made by a qualified service person and should confornthie all
local codes.

Install blackouts equipment into the power supply circuit for convenseqiply interruption.

If the product does not work properly, contact your dealer or the nearest service center.
Never attempt to disassemble theroductyourself. (We shall not assume any responsibility

for problems caused by unauthorized repaimaaintenance.)

A Cautions:

If the camera fails to synchronize local time with that of the network, you need to set up
camera time manually. Visit the camera (via web browser or client software) and enter
system settings interface for time settings.

Make sure the powr supply voltage is correct before using fhreduct

Do not drop theproduct or subject it to physical shockDo notinstall the product on
vibratory surface or places.

Do not expose it tdhighelectromagnetiaadiating environment

- © Hikvision
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Do not aim the lenstahe strong light such as sun or incandescent lamp. The strong light can
cause fatal damage to theroduct

The sensor may be burned out by a laser beam, so when any laser equipment is being used,
make sure that the surface of the sensor not be exposedtiedaser beam.

For working temperature, refer to the specification manual for details.

To avoid heat accumulation, good ventilation is required for a proper operating environment.
While shipping, th@roductshould be packed in its original packing

Use the provided glove when open up thgroduct cover Do not touchthe product cover

with fingersdirectly, because the acidic sweat of the fingers may erode the surface coating of
the productcover.

Use a soft and dry cloth when clean inside and outsideasedf of thegproduct cover Do not

use alkaline detergents.

Improper use or replacement of the battery may result in hazard of explosiea. the
manufacturer recommended battery type.

- © Hikvision
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Chapter 10verview

1.1 System Requirement

System requirement of web browser accessing is as follows:

Operating SystemMicrosoft Windows XBNVin7 Win&Win10

CPUIntel Pentiun IV 3.0 GHz or higher

RAM:1G or higher

Display:1024x 768 resolution or higher

Web Browserinternet Explorer 8.0 to 11.0, Apple Safari 11.0 and above version, Mozilla Firefox
30.0 and above version, Google Chrome 31.0 and above version, and Micogoft&16299
and above version.

Note:

If you are using Google Chrome 57 and its above version or Mozifaxts2 and its above
version,you need toclick to download and install plua (only for Windows
operation systemjor normal device operation.

1.2 Functions

Note:
The functions vary depending dlifferent camera models.

PTZ Limits
Thecameracan be programmed to move within tHeTZ limitgleft/right, up/down).

ScanModes
Thecameraprovides 5 scamodes:auto scan, tilt scan, frame scarandomsan and panorama
scan.

Presets
A preset is a predefined image positidthenthe preset is called, theamerawill automatically
move to the defined positionThe presets can be added, modified, deleted and called.

Label Display
The onscreen label of the qeset title, azimuth/elevation, zoontime and cameranamecan be
displayed on the monitoiThe displays of time anthmeraname can be pgrammed.

Auto Flips
In manual tracking mode, when a target object goes directly beneatltdhgerg the video will
automatically flips 180 degrees in horizontal direction to maintain continuity of tracking. This
function can also be realized byto mirror image depending on different cam@memodels.

Privacy Mask
This function allows you to block or mask certain area etene,for prevening the personal
privacy from recording or live viewing. masked area will move with pan and tilt functions and
automatically adjust in size as the lens zooms telephoto and wide.

3D Positioning

- © Hikvision
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In the client software, se the left key b mouse to click on the desired position in the video
image and drag a rectangle area in the lower right direction, thencmerasystem will move
the position to the center and allow the rectangle area to zoom in. Use the left key of mouse to
drag a retangle area in the upper left direction to move the position to the center and atheaw
rectangle area to zoom out.

Proportional Pan/Tilt
Proportional pan/tilt automatically reduces or increases the pan and tilt spaedsrdingto the
amount of zoom. Atelephoto zoom settings, the pan and tilt speeds will be slotlvan at wide
zoom settings. This keeps the image from moving too fast ofivberiew imagevhen there is a
large amount of zoom.
. Auto Focus
The auto focus enables the camera to focus autacadit/to maintain clear video images.

Day/Night Auto Switch
The camera deliver color images during the day. And as light diminishes at nightcahesra
switchto night mode and deliver black and white images with high quality.

SlowShutter
In slow shuer mode, he shutter speed will automatically slodown in low illumination
conditions to maintain clear video images by extending the exposure time. The featureecan b
enabledor disabled.

Backlight Compensation (BLC)
If you focus on an object againstatg backlight, the object will be too dark to be seen clearly.
The BLC (Backlight Compensation) function can compensate light to the object in the front to
make it clear, but this causes the oveposure of thebackgroundvhere the light is strong.

Wide Dynamic Range (WDR)
The wide dynamic range (WDR) function helps the camera provide clear images even under back
light circumstances. When there are both very bright and very dark areas simultaneously in the
field of view, WDR balances the brightness lafelhe whole image and provide clear images
with details.

White Balance (WB)
White balance can remove the unrealistic color ca$tite balance is the white rendition
function of the camera to adjust thecolor temperature according to the environment
automatically.

Patrol
A patrol is a memorized series ife-defined preset function.The scanning speed between two
presets and the dwell time at theresetare programmable.

Pattern
A pattern is a memorizeseries of pan, tilt, zoom, and preset functioBy default the focus and
iris are in auto status during ¢hpattern is being memorized.

PowerOff Memory
Thecamerasupports the powenff memorycapability with the predefinedesumetime. It allows
the camerato resume its previous position after power éstored.

Scheduledrask
A time task is a preconfigured action that can be performed automatically at a specific date and
time. The programmable actions include: auto scan, random scan, pa&gbdttern 14, preset
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1-8,frame scanpanorama scan, tilt scaday, night, reboot, PT adjustui Output,etc.
, Park Action
This feature allows theeamerato start a predefined action automatically after a period of
inactivity.
., Usa Management
Thecameraallowsyouto edit userswith different levels of permissiqiin the admin login status
Multiple users are allowed to access and control the same netwankera via network
simultaneously.

3D Digital Noise Reduction
Comparing with the general 2D digital noise reduction, the 3D digital noise reduction function
proceses the noise between two frames besides processing the noise in one frame. The noise
will be much less and the video will be clearer.

- © Hikvision
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Chapter 2Network Connection

Notes:

You shall acknowledge that the use of the product with Internet access might be under
network security risks. For avoidance of any network attacks and information leakage,
strengthen your own protection. If the product does not work properly, contact with your
dealer or the nearest service center.

To ensure the network security of the network cameveée recommend you to have the
network camera assessed and maintntermly. You can contact us if you need such
service.

Before you start:

B

If you want to set thenetwork cameraviaa LAN(Local Area Networkyefer to Section2.1
Setting theNetwork Cameraover the LAN
If you want to set the networkameraviaa WAN (Wide Area Network)refer to Section2.2
Settingthe Network Cameraover the WAN

2.1 Setting theNetwork Cameraover the LAN

Purpose:

To view and configure theameraviaa LAN, you need to connect tliamerain the same subnet
with your computer, andinstall the SADP alient software tosearch and change the IP thie
network camera

Note:

Fordetailed introduction ofSADP, refer to Appendix

2.1.1 Wiring over the LAN

The following figures show the two ways of cable connectiora afetwork cameraand a
computer.
Purpose

To test the networlcamera, you can directly connect the netwodamerato the computer
with a network cable as shown kigure 21.
Refer to theFigure 22 to set the networkcameraover the LANia a switch or a router

@ —Network Cable————— Ir\.} /

Network Soeed Dome
Computer

Figure 21 Connecting Directly
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Figure 22 Connecting via a Switch aiRouter

2.1.2 Activatingthe Camera

Pupose:
You are required to activate ttmamerafirst before you can use theanera.
Activation viaveb browser,activation via SADP, aradtivation viaclientsoftwareare supported

Activation via Web Browser

Seps:

1. Power on thecamera and connect theamerato the network.

2. Input the IP address into the address bar of the vilebwser, and clickEnterto enter the
activation interface.
Note:
The default IP address of thmamerais 192.168.1.64.

UserName admin

Password

Confirm

Figure 23 Activation InterfacgWeb)

3. Create a password and input the password into the password field.

A

For your privacy and to better protect your system against security riskstomglgt
recommend thaseof strong passwords for all functions and network devices. The
password should be something of your own choosing (using a minimum of 8 characters,
including upper case letters, lower case letters, numbers and special charactadgrin

to increase the security of your product.

5
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Proper configuration of all passwords and other security settings is the responsibility of
the installer and/or endiser.

4. Confirm the password.

5. ClickOKto activate thecameraandenter the live view interfee.

5

Activation via SADP Software

SADP software is used for detecting the online device, activatingleéliee and resetting the
password.

Get the SADP software from the supplied disk or the official website, and install the SADP
according to the promptd-ollow the stepso activate thecamera

Seps:

1. Run the SADSbftwareto search the online devices.

2. Check the device status from the device list, and selratactive device.

@ saop 0] O x

Total number of online d 9 m Refresh 1 Activate the Device

| Security | 1Pv4 Address | Port | Software Version | IPv4 Gateway | HTTP Port | Device Serial No.

10.16.6.20 2000 10.166.254 20

10.16.6.21 2000 10.16.6.25:

The device is not activated

10.16.6.213 2000 10.16.6.25:

10.16.6.179 8000 10.16.6.25:

10.16.6.127 8000 10.16.6.25:

10.16.6.250 8000 10.166.254 20

| 007 Inactive 192.168.1.64

You can modify the network parameters after

009 Acti»&l e16tc 1i7n acffi Ve d eVi Céllt 6.254 80 the device activation.

Input and confirm
password.

Figure 24 SADP Interface

Note:
The SADP software supports activating the camera tohb&efer to the user manual of
SADP software for details.

3. Create a password and input the password in the password field, and confirm the password

A

For your privacy and to better protect your system against security risks, we strongly
recommend thaseof strong passwords for all functions and network devices. The
password should be something of your own choosing (using a minimum of 8 characters,
including upper case letters, lower case letters, numbers and special characters) in order
to increase theecurity of your product.
Proper configuration of all passwords and other security settings is the responsibility of
the installer and/or endiser.

Note:

5
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You can enable the Honnect service for the device during activatibliiicConnect function
varies dpending on different speed dome models.

4. ClickActivate to start activation You can check whether the activation is completed on the
popup window.If adivation failed, make sure that the password meets the requirement and
thentry again.

5. Change the devicd address to the same subnet with your computer by either modifying
the IP address manually or checking E@able DHCPheckbox

I Modify Network Parameters

[[J Enable DHCP
Enable Hik-Connect

Device Serial No.: ‘XX—)()()()()(JOO(—)OOOOOOUOOOOO(II)(I

IP Address:

192.168.1.64|

Port:

2000

Subnet Mask: |355355.255.0

Gateway:

IPv6 Address: |

IPv6 Gateway: |

192.168.1.1 |

IPv6 Prefix Length: ‘0

HTTP Port: |80 J

Security Verification

Admin Password:

Forgot Password

Figure 25 Modify the IP Address

6. Input the passworénd clickModify to activate your IP address modification.
The batch IP addressadification is supported by the SADP. Refer to the user manual of
SADP for details.

Activation via Client Software

The client software is versatile video management software for multiple kinds of devices.
Get the client software from the supplied disk thre official website, and install the software
according to the prompts. Follow the steps to activate the camera

Steps:

1. Run the client software and the control panel of the software pops up, as showigume
2-6.
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.

iVMS-4200 admin &

File n View Toaol Help

—
B=  Control Panel

Operation and Control

posoodd  Hemo E-map
e ﬁ ifying, deleting, and basic
playbacl = op f E-map.

Maintenance and Management

= Reco
k L ding schedule and

ion

isers and assigning d backup local and ral parameters.

Figure 26 iVMS4200Control Panel

2. ClickDevice Managemento enter the Device Management interface, as shawrkigure
2-7.

Hie view Tool Help % ivms-a200 admin @
B8  Control Panel ¢3,  Device Management
Organization Device for Management (0}
_ Add Device Modify Delete Remote C CA Allaca Activate Refresh All Filter
Add New Device Type Nickname = |IP Device Serial No. Security Net Status HDD Statu
Online Device (3) Refresh Every 15s
Add to Client Add All Modify Netinfo Reset Password Activate Filter

P Device Type Firmware Version | Security Server Port | Starttime Ac
192.168.1.64 XXX Vixx.xbuild xooooc Inactive 8000 2015-03-20 16:13:47 N

Encoding device 10.16.1.222 HX-XXXNHXK-XX Va.xxbuild oo Active 8000 2015-03-20 10:27:51 Ne ™

DVR/DVSINVRAPC/PDIIVME-4200

PCNVR/VIMS-4200 EncodeCard 192.0.0.64 XX-XXAHHA-XXX Vax.xbuild xeoox Active 8000 2015-03-20 07:53:43 Ne .

server .

@) & B ¥ volion Detecion Alam

Figure 27 Device Management Interface

3. Check the device status from the device list, and select an inactive device.
4. ClickActivateto pop up the Activation interface.
5. Create a password and input the password in the password field, and confirm the password.
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A

For your privacy and to better protect your system against security risks, we strongly
recommend thaseof strong passwords faill functions and network devices. The

password should be something of your own choosing (using a minimum of 8 characters,
including upper case letters, lower case letters, numbers and special characters) in order
to increase the security of your product.

Proper configuration of all passwords and other security settings is the responsibility of
the installer and/or endiser.

User Name: admin
Passward: sssssnss
Strong
Valid password range [8-16]. You can
use a combination of numbers,
[s] ase, uppercase and special
character for your password with at least
two kinds of them contained.
Confirm New Password: nnnn|
Ok Cancel

Figure 28 Activation Interface

6. ClickOKto start activation.
7. ClickModify Netinfo to pop up the Network Parameter Modification interface,smwnin
Figure 29.

Modify Network Parameter x

MAC Address: K20 0-XK Copy

Software Version: Vo x xbuild s Copy

Device Serial Mo.: K- OO OO0 Copy
DHCP

Port: 2000

+ IPv4(Enable)

IP address 192.168.1.64

Subnet Mask: 255265 2650

Gateway: 192.168.1.1
IPv{Disable)

Password:

oK Cancel

Figure 29 Modifying the Network Parameters

8. Change the device IP address to the same subnet with your computer by either modifying
the IP address manually or checking Erable DHCPheckbox
9. Input the password tactivate your IP address modification.

- © Hikvision
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2.2 Settingthe Network Cameraover the WAN

Purpose:
This section explains how to connect the netwa&merato the WANwith a static IP or a
dynamic IP.

2.2.1 Static IP Connection

Before you start:
Apply a static IP from arP (Internet Service ProvidefVith the static IP address, you can
connect the networlcameravia a router or connect it to the WAN directly.

Connecting the networlcameravia a router

Steps

1. Connect the networlcamerato the router.

2. Assign a LAN IP addseshe subnet mask and the gateway. RefeBaxtion2.1.2for detailed
IP address configuration of tleamera

3. Save the static IP in the router.

4. Setport mapping e.g., 80, 8000and 554 portsThe steps for port mapping vangpending
on different routers.Call the router manufacturer for assistance with port mapping.

5. Visit the networkcamerathrough a web browser dhe client softwareoverthe internet.

Network Network Network
Gble o Gbe -came
Network Router with Satic IP ./
Speed Dome y ]
PC\

Figure 210 Accessinghe Camerahrough Routemwith
Stdic IP

Connecting the networlcamerawith static IP directly

Youcan alscsave the static Iih the cameraanddirectly connecit to the internet without using
a router Refer toSection2.1.2for detailed IP address configti@n of thecamera

I

Figure 211 Accessinghe Camerawith Static IFDirectly

Network Network

Cable -C‘able

Network
Speed Dome

- © Hikvision
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2.2.2 Dynamic IP Connection

Before you start:
Apply a dynamic IP from an ISRith the dynamic IP address, you can connect the network
camerato a modem or a router.

Canecting the networkcameravia a router

Steps

1. Connect the networlkcamerato the router.

2. In thecamera assign a LAN IP address, the subnet mask and the gateway. R8&mtitin
2.1.2for detailed LAN configuration.

3. Inthe outer, set the PPPOE user name, password and confirm the password.

A

For your privacy and to better protect your system against security risks, we strongly

recommend thaseof strong passwords for all functions and network devices. The

password should b&omething of your own choosing (using a minimum of 8 characters,

including upper case letters, lower case letters, numbers and special characters) in order

to increase the security of your product.

Proper configuration of all passwords and other secutyiisgs is the responsibility of

the installer and/or endiser.

4. Setport mapping.e.g. 80, 800@&nd 554 portsThe steps for port mapping vary depending on
different routers.Call the router manufacturer for assistance with port mapping.

5. Apply a domain namfrom a domain name provider.

6. Configure the DDNS settings in the setting interface of the router.

7. Visit thecameravia the applied domain name.

Connecting the networlcameravia a modem

Purpose:

Thiscamerasupports the PPPoE auto digh function. Thecamera gets a public IP address by

ADSL dialip after the camerais connected to a modem. You need to configure the PPPoOE
parameters of the networkcamera Refer to Section 6.1.1 Configuring PPPoE Seitjs for

detailed configuration.

Note:

The obtained IP address is dynamically assigned via PPPoE, so the IP address always changes after
rebootingthe camera To solve the inconvenience tifie dynamic IP, yomeed toget a domain

name from tke DDNS providefe.g. DynDns.coin Follow the stepsbelow for normal domain

name resolution and private domain name resolution to solve the problem.

E  Normal Domain Name Resolution

Steps:

1. Apply a domain name from a domain name provider.

2. Configure the DDNS ttiags in theDDNS Settingiterface of the networlkcamera Refer to
Section6.1.1Configuring DDNS Settindsr detailed configuration.

- © Hikvision
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3. Visit thecameravia the applied domain name.

B © Hikvision
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Chapter 3Accessgto the Network
Speed Dome

3.1 Accessing byeb Browses

Steps:

1. Open the web browser.

2. In the addresdield, input the IP address of the netwoclamera e.g.,, 192168.164 and press
the Enterkey to enter the login interface

. Activate thecamerafor the first time usingRefer to theSection2.1.2 Activating the Camera

. Select English as the interface language on therigipt of login interface.

AW

5. Input the user namand passwaod and click Logn

The admin user should configure the device accounts and user/operator permissions properly.
Delete the unnecessary accounts and user/operator permissions.

Note:

The devie IP address gets locked if theer perforns certainfailed password attempts

Admin user can adjust the number of attempts $ecurity Servicpage Configuration >

System > Securily

e | | |
——t =%

‘ } . L
11208 | T TRE PRI 0] I | (A

Figure 31 Login Interface

6. For certain web browsers, you shodulbstall the plugin before viewing the live video and
operatingthe camem. Follow the installation prompts to instathe plugin.
Note:
You may have to close the web browser to install the {itudgreopen the web browser and
log in again after installing the phig.

- © Hikvision
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3.2 Accessing blient Software

The product CD contains thelient software. You can view the live video and manage the
camerawith the client software

Follow the installatiorprompts to install the client software and WinPcafhe configuration
interfaceand live view interfacef client softwareare shownin Figure 32.

View Tool Help A jvMs-4200 admin @ B gn 171201 @ - B x

=] : = /
:;-n Control Panel .!jT_‘ Main View &= Device Management

Operation and Control
Main View 3533 Remote Playback E-map
Vien deo, controlling PTZ ﬁ Searching thi dfile d maodifying, deleting, and basic
ctio and setiing image Bl laybac = operations of E-map

parameters.

Maintenance and Management

Event Management e )
Configuration of alarm, abnormal k ™ rding schedule and

and linkage actions of the e

SEMVers.

t Management

Aci P— Log Search System Configuration
i ity
P leting users and assigning Log ch rch, view and backup Configure general parameters
@B e permissions | local and remate logs: £

Figure 32 iVMS4200Control Panel

File System View Tool Help A jvMs-4200 admin @ 8 55 171449 @ - o x

“ . » “ o
BE Control Panel ) Wain view i3  Device Management

- B Default View

I 1-Screen

=) 9-Screen

&l 16-Screen
- BB Custom View

BB zoomcam

B New View

Camera

Search...

— _l zoom camera

PTZ Canrol

Figure 33 iVMS4200Main Interface
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Notes:

If you use third party VMS software, contactr technical supporfor camera firmware.
Fordetailedinformation about client softwar@f our companyrefer tothe user manual of
the software.This manual mainly introduces accessing to the netwearkeraby web browser.

5
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Chapter 4Basic Operations

In this and the following chaptersperationof the speed domeby theweb browserwill be taken
as an example.

4.1 Powerup Action

After power up the speed dome will perform sekst action. It beginsvith lens action and then
pan/tilt movement.

After the selftest action, the systeninformationof the speed dome including model, address,
communication, version, and othewill be displayed on screen for 40 seconds.

4.2 Configuring Local Parameters

The local configuration refers to the parameters of the live view and other operatiing the
web browser.
Steps:
1. Enter theLocal Configuration interface
Configuration > Local
2. Configure he following settings:
Live View ParametersSet theProtocol, Play Performance Rules Display POS Information
andImageFormat.
E Protocol: TCP, UDP, MULTICAST and HTTP are selectable.
TCP:Enhsures complete delivgrof streaming data and better video qitg] yet the
reaktime transmission will be affected
UDP:Provides re&time audio and video streams.
MULTCASTtt'srecommendedo selectthe protocol typeto MULTICASWhen using
the Multicast function.
HTTPAllowsthe same quality asf TCP withousettingspecific ports for streaming
under some network environmest
E Play PerformanceSet the live vievperformanceto Shortest Delay, Balance@luentor
Custom For Custom, you can set the frame rate for live view
E Rules:You can enable or disable thales of dynamic analysis for motion here.
E Display POS InformatiorEnable the function, feature information of the detected target
is dynamically displayed near the target in the live image.
E Image FormatThe captured pictures can be saved as differennfat. JPEG and BMP are
available.

- © Hikvision
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Live View Parameters

Protocol @ TCP O uoP O MULTICAST O HTTP

Play Performance () Shortest Delay (O Balanced (O Fluent (@ Custom frame
Rules () Enable (@ Disable

Display POS Information (O Enable (@ Disable

Image Format (@ JPEG ) BMP

Figure 41 Live View Parameters

Record File Setting$et the saving patbf the video files

E Record File SizeSelect the packed size of manuatigordedand downloaded video files
The size can be s&i 256M, 512M or 1G.

E Save ecord files to:Set the saving path for the manually recorded video files.

E Save downloaded files toSet the saving path for the downloaded video files in

-
interface

Picture and Clip SettingsSet the saving paths of the captured pictures atigped viago
files.
E Save snapshots in live view t&et the saving patbf the manually captured pictures in

m interface

E Save snapshots when playback t&et the saving patlof the captured pictures in

-
interface

E Save clips toSet the saving patbf the clippedvideo files in interface

You can clicBrowseto change the directory for savingdeo files, clipsind pictures.
You can clickpento directly open the video files, clips and pictures.

3. Click to save the settings.

4.3 Live View Page

Purpose:
The live vido page allows you to view live video, capture images, realize PTZ control, set/call
presesand configure video parameters.

. . . i Live View
Login the networkcamerato enter the live view page, or you can C|I- on the menu

bar ofthe main page to enter the live vienage.

Note:

The functions vary depeding on different camera moded&ethe actual interface as standard.
Descriptiors of the Live View page:
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Menu Ba Live View Playback Picture admin [+ Logout

PTZ Control

Showhide
PTZ control

Live View =
oy panel

Window

Live View
Parameters

Vi

19

Toolbar PresetPatrol Pattern

Figure 42 Live View Page

Menu Bar:

Click each tab torger Live View, PlaybacRjcture,and @nfiguration page respectively.

Click " to display the help file of theetwork camera

Click - to logout the system.

Live View Window:

Display the live video.

Toolbar:

Operationson the live view pagee.g, Count Pixel, Live View, @pture, Record Audio on/off,
Regional Exposure, Regionat#s etc.

Note:

Audio on/off is only supported by certain camera models.

PTZ Control:

Panning, Tilting, Focusing andozhing actions of thenetwork, as well aghe light, Wiper,
AuxiliaryFocus andLens hitializaion Control, etc

Preset/Patrol/Pattern:

Set and call thergset Patrol/Pattern for the camera

Live ViewParameters:

Configure thdmage &e, Stream Vpe, Plugin Type.

4.4 Starting Live View

4.4.1 LiveOperation

In the live view window as shown kxigure 43, click > on the toolbar to start theive view of
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the network.

Live View Playback Picture

Configuration [> Logout

1 Preset1
2 Preset2 |
3 Preset3
4  Preset4
5 Preset5
6 Preset6

7 Preset7

8 Preset8 |
b m B 8 @ # & &~ B N~

9 Preset9

Figure 43 Start Live View

Table 41 Descriptiors of the Toolbarand Live View Parameters

Icon Description
) Click the button to enabléPixel Counter. Draw an area in live vie
B window, and it shows the height and width of the selected area.
(78 | Start/stop Live view.
O] Manually capture the pictures.
a/He Manualy start/stop recording.
Seps:
1. Clickthe button to enable Digitalabm function
Gl/ Q 2. Draw a rectangle on the image as ttarget area, and the area wi
be zoomed in.
3. After viewing, you can click any place of the picture to get badg
normal picture.
Steps:
A 1. Clickthe buttonto enter the regional exposure operation made
2. Draw a rectangle on the image &getexposure region.
Steps:
oy 1. Clickthe buttonto enter the regional focus operation mode
2. Draw a rectangle on theanage aghe targetfocus region.
<) Mute/audio on and adjust volume
© Note:

The function is only supported by certain camera models.
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Click the button to enable quick setup of image/video related
parameters, including Specify Display, OSD and Video/Audio paramd
For detailed configuration, refer tSection0 Smooth Streaming
Purpose:
Thisfunction is used to view the live view smoothly via the client
software or Web Browser when the network is unstable ohhig
quality of video is required.
Notes:
Supported services vary according to camera models.
Before you start:
Add the device to your client software and enable the NPQ prot]
for live view via the client.
Steps:
1. Ener the Smooth Streaming interface:
Confguration > Network > Advanced Settings> Smooth
Streaming
2. Select theStream Type
3. CheckEnable Smooth Streaming
4. Selectthe mode of smooth streaming. There are three mo
selectable Auto, Resolution Priority andError Correction
Auto: The resolution ad bitrate will be adjusted
automatically, the upper limits of which will not exceed t
values you set on Video page. Go @wpnfiguration >
Video/Audio > Videopage, set theResolutionand Max.
Bitrate before you enable smooth streaming function.
Resolution Priority: The resolution stays the same as
set value in Video page, and the bitrate will be adjud
automatically. Go taConfiguration > Video/Audio > Vide
page, set the Max. Bitrate before you enable smo
streaming function
Error Correction:The resolution and bitrate stay the san
as the set values in Video page. This mode is usqg
correct the data error during transmission. You (
configure the error correction proportion within range
0-100. When the proportion is 0, the data error wilé
corrected by data retransmission. When the proportior
higher than 0, the error data will be recovered
redundant data that is added to the stream. The higher
value is, the more redundant date will be generated, §
the larger bandwidth is reqred. When the proportion is
100, the redundant data will be as large as the orig
data.
Note: Be sure the bandwidth is sufficient in Eri
Correction mode.

. B sae .
5. Click to save the settings.

B
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i v (=] : ; - -
El//@// Clik to select fron and display live video i

4:316:9/ original/original ratio/seladaptive window size.

Click ' ~ to selectfrom ® % 8 and display live video with the

1_3 o 1.'@" main/ subdthird stream.The main stream is with a relatively high
L
i resolution and needmore bandwidth. The default setting of stream

W=

type is "9,

Click ¥ to select between @ and play the live video via play{
Web @mponents or Quick Time.

/ Q Note:_ _ _ _

The live video is played via Web Components by default, and other

of players are supported for the browser, such as MJREG,VLC. Yo
are required to download and install the player to play the live video.

Steps:

1. Click® ~ and it appear‘!ﬂ. Click % to enable twoeway audio
% 1% when the icon turns int%.

2. Click the icon again to stop twway audio.

Note:

The function is only supported by certain camera models.
Notes:

Doubleclick on the ire video to switchthe current liveview into full-screen or return to
normal modefrom the full-screen.

Before usinghe two-way audio or recording with audiunctions, set the Stream Typeo
Video & Audioreferringto Section6.2.1Confguring VideoSettings.

B

4.4.2 Install Plugin

Certain operation system and web browser may restrict the display and operation of the camera
function. You should install pltig or complete cemin settings to ensure normal display and
operation.

Operation .
Web Browser Operation
System
, Internet Explorer 8+
, Google Chrome 56 and earli¢ Follow popup prompts to completd
version plugin installation.
Windows , Mozilla Firefox 51 and earlier versio
Google Chrome 57+ _
’ Je = Click EMEEAESIR 1o download and
, Mozilla Firefox 52+ ) ]
) install plugin.
, Latest Internet Edge (Windows 10)
Follow popu rompts to completq
Others . Internet Explorer 8+ . _p P p_ promp o P )
plug-in installation to obtain high quality
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display and complete functions th
camera offers.

4.5 Operating PTZ Control

Purpose:

In the live viewinterface you can use the PTZ control buttons to controhmiag, tilting and

zooning.
Note:

PTZ functions vary depending on different camera models.

4.5.1 PTZ ContraPanel

On the liveview page,click l to show the PTZ control panel or cIiI<to hide it.
Click the direction buttons to control the pan/tilt movement
Click the zooml/iris/focus buttons to contrdns

- © Hikvision

v A

« O

'S v

v

1 Preset 1
2 Preset2
3  Preset3
4 Preset 4

5 Preset 5

6 Preset6
7 Preset?
8 Preset8
9 Preset9

Q

o

0,

O o

Vv

Figure 44 PTZ Control Panel



User Manual ofNetwork Speed Dome

23

Table 42 Descriptiors of PTZ Control Panel

Button Name Description
Hold and press the directi@hbutton
YA to pan/tilt the camera
Click O , thenthe camerakeeps
« U » PTZ Control Panel _ _ _
panningwhenthe icon turns into
» v 4 O. click the icon again to stop the
camera.
. * .
- - ) Clik @ | thenthe lens zooms in
Qg Zoomout/in ) -
Qick @ | thenthe lens zooms out.
Click O, then the lens focussfar
- and theobjectfar away gets clear.
(m] Focus near/far "
Click =, thenthe lens focussnear
and theobjectnearby gets clear.
When theimage is too dark, click
Q to enlargethe iris. When the
Q0O Iris close/ open g

image is too bright, cIiclf-.-' to
stop downthe iris.

L
9
ra
Ld

Auxiliary Functions

= @
I

Referto Sectiord.5.2 Auxiliary
Functionsfor detailed nformation of

(ap) ISy g
R A, auxiliary functions
I 4 Speed Adjustment | Adjust speed of pan/tilt movemest
Refer toSectiord.5.3
\g Preset Setting/Calling a Presefor detailed
information of setting preset.
Refer toSectiord.5.4
= Patrol Setting/Calling a Rtrol for detailed
information of setting patrol.
Refer toSectiord.5.6
Setting/Calling a Rttern for
~ Pattern g g

detailed information of setting
pattern.

Buttonson the Preset/Patrol/Paterns interface:

- © Hikvision
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Table 43 Descriptiors ofButtons

Button Description

Start the selected patrol/pattern.

Stop current patrol/pattern.

Set the selected preset/patrol.

Delete the selected preset/patrol/pattern.

Start recording a pattern.

® @ x| &Y

Stop recording the pattern.

4.5.2 Auxiliary Functions

Note:
These functions may differ from different cameras. Please take the actual product as standard.
TheAuxiliay functions panel is shown Figure 45.

N e =

P
|\!I‘.1‘I.

®
| 3
'-1

Figure 45 Auxiliary Functions

Table 44 Descriptions of Auxiliary Functions

Button Name Description
> Liaht Click the buttorto enable/disable the light supplement
B g the camera
) Click the button tomove the wiper once. The functig
Lo Wiper L .
can only be realed with wiper device.
o Auxiliary Focus This function is reserved.
o Click the button and the lens operates the movements
] Lens Initialization o
initialization.
. Menu Click the button to call the OSD menu of the device

click again to close the O%iznu.

Steps:

1. Click ‘¥ on the toolbar of live view interface.

-d

Manual Tracking

r-n
1

2. Click a movingbiject in the live videoThe camera|
will track the object automatically.

Seps:

1. Click @ on the toolbar of live view interface.

3D Positioning 2. 3D positioning can be operated in three ways
Click a position of the live vide®he corresponding
position will be moved to the center of the live vide
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Hold down the left mouse button and drag th
mouse b the lower right onthe live video. The
corresponding position will be moved to the center
the live video and zoomed in.

Hold down the left mouse button and drag th
mouse to the upper left onthe live video. The
corresponding position will be moved the center of
the live video and zoomed out.

L :
Click =/ to call onetouch patrol. For detaileq

a; Onetouch Patrol _ _ : -
information of setting ondouch patrol, refer toSection
4.5.50netouch Patrol

S 1 .
i Onetouch Park Click to save the current view as the preset No.

and start park at theurrent position.

4.5.3 Setting/Calling a Preset

Purpose:
A preset is a predefined image positiétar the defined presetou can click thealling button to
quickly vew the predeterminedimage position.
Setting a Preset:
Steps:
1. Inthe PTZ control pangselect a preset number from the preset list.

Bl = -~

1 Preset1 :
2 Preset2 e i
3 Presetd
4 Preset4
5  Preset?

Figure 46 Setting a Preset

2. Use the PTZ control buttons to moveettensto the desired position.

*  Rtee namerato the right or left.

e Ti damerauphoedown.

e ZooOom in or out.

* Refocus the | ens.

3. Click ¥ to finish the setting of the current preset.

4. Edit a preset name by double clicking on the default name such as preset 1. (Tdefipesl
presets are named alreadhut not configurable Refer to the user manual for detailed
function description.)

5. You canclick * to delete the preset.

- © Hikvision



User Manual oNetwork Speed Dome 26

Note:
You can configureputo 272 presets.
Calling a Preset:

Inthe PTZ control panekelect adefined preset from the list and clic ™ to callthe preset.

Bl = ~

1 Preset 1 > 3 X

2 Preset 2

m| »

3 Preset3
4 Preset 4
5 :'—JT. J

Figure 47 Calling a Preset

Forconvenientpreset selection, refer to the following steps to navigate to the preset you want.

Steps:
1. Selectany preset fronthe list.
2. Click the preset number you need tite keyboard.
Notes:

The following presets are predefined with speciainmands.You can only call them but not

configure them. Foinstance preset 99 isthé St autod ¢ alhybu call the preset 99, the

camerastartsauto scan function.

Patternfunction variesdepending ordifferent camera models

Table 45 Special Presets
Preset Function Preset Function
33 Auto flip 92 St manual limits
34 Back to initial position | 93 Save manual limits
35 Call @trol 1 94 Remote reboot
36 Call @trol 2 95 Call OSD menu
37 Call @trol 3 96 Stop a scan
38 Call @trol 4 97 Start random scan
39 P;’:\y mode(IR cut filter 98 Start frame scan
in
40 Night mode R cut 99 Startauto scan
filter out)

41 Call mttern 1 100 Start tilt scan
42 Call @mttern 2 101 Start panorama scan
43 Call @mttern 3 102 Call @trol 5
44 Call mttern 4 103 Call @trol 6
45 Ore-touch Patrol 104 Call @trol 7
46 Day/Night Auto Mode | 105 Call @trol 8
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Bl = -~

32 Preset 32 o

33 Auto-flip

o
m

34 DBackto ori...
35  Call patral 1
36 Call patral 2
37 Call patral 3
38 Call patral 4

33 Day mode

Figure 48 Special Preset

Note:

You may need to use the OSD (On Screen Display) menu coméolling the camera
remotely. To display the OSD menu on the live view screen, you can cpleget number
95.

4.5.4 Setting/Calling a Btrol

Purpose:
A patrol is a memorized series of preset functitincan be configured andalled on thepatrol
settingsinterface. There are up to 8 patrols for customiziAgpatrol can be configured with 32
presets.
Before you start:
Make sure that the presets you want to add into a patrol have been defined.
Setting a Rtrol:
Steps:

1. Inthe PTZ control pangtlick 2 1o enter the patrol settings interface.

2. Select apatrol number from the list and clicl®*.

3. Click to enter the adding interfacef preset, as shown iRigure 49.

* NEM -

Patrol Path2 X ¥ 4

Preset  Speed Time (s)

[]

I o |
Figure 49 Adding Presets

4. Configurethe preset number, patrol time and patrol speed.
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Name Description

PatrolTime It is the duration staying on one patrol point. Te@meramoves to
another patrol pointafter the patrol time.

PatrolSpeed It is thespeed of moving from onpresetto another.

5. ClickOKto save a preset into the patrol.
6. Repeat the steps from 3 to 5 to add more presets.
7. ClickOKto save all the patrol settings.

Calling a Btrol:

Inthe PTZ control pangselect adefinedpatrol from the listand click > to callthe patrol, as

shown inFigure 410.

g & 2
Patral Path1 E|- 0O x =
Fatral Pathz

Patrol Path3

m

Patral Path4
Patral Paths
Patrol Patha

Patral Path?

Figure 410 Calling a Preset

4.5.5 Onetouch Patrol

Purpose:

Onetouch patrol is a automatically createghatrol. The system automatically add preset No.1 to
No0.32 to the patrol path 8. You can call the d@nach patrol and thecameramoves as the patrol

path 8 automatically.

Steps:

1. Set preset Nd to No.32. Refer t&ectiond.5.3Setting/Calling a Presefor detailed
information of setting preset.
2. Call preset No. 45, and tleameramoves as pabl path 8.

I~
3. Qick ™ to enter the patrol settings interfacand start/stop onetouch patol, edit the

patrol time and the speed

.
4. You can click=~ of the PTZ control panel to start oseuch patrol.
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* BEE -

Patrol Path2

Patrol Path3

Patrol Pathd

Patrol Paths

m

Patrol Pathb
Patraol Path7

Patrol Pathg » m £ X
Figure 411 Patrol Path 8

4.5.6 Setting/Calling a Bttern

Purpose:
A pattern is anemorizedseries of pan, tilt, zoom, and preset functioriscan becalledon the

pattern settings interfaceThere are up tel patterns for customizing.
Note:

Pattern function varies depending alifferent cameramodels.
Setting a Rttern:
Steps:

1. Inthe PTZ control pangtlick ~ to enter the pattern settings interface.

2. Select apattern number fromthe list as shown ifrigure 412.
¥ o
Pattern P E® @® X
Pattern2
Pattern3

Patternd

Figure 412 Patterns Settings Intéace

3. Click ® to enable recording the panning, tilting and zooming actions.

4. Use the PTZ control buttons move tte lensto the desired positiorafter the information of
PROGRAM PATTEREMAINNING MEMIRY(%)is displayed on the screen.

Pan thecamerato the right or left.

Tilt thecameraup or down.

Zoom in or out.

Refocus the lens.
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5. Click ® to save all the pattern settings.

Buttonson the Pdterns interface:

Buttons Description

Start the selected patrol/pattern.

Stop current patrol/pattern.

Set theselected preset/patrol.

Delete the selected preset/patrol/pattern.

Start recording a pattern.

@@ X &y

Stop recording the pattern.

Notes:
These 4 patterns can be operated separately and with no priority level.
When configuring and calling the pattern, proportional pan is valid; the limit stops and auto
flip will be invalid; and the 3D positioning operation is not supported.

4.6 Playback

Purpose:
This sectia explains how to viewhe video filesstored inthe network disksor memorycards.

4.6.1 Play BackVideo Fles

Steps:

] Playback )
1. Click on the menubar to enter playback interface.
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Live View Picture Configuration X admin @ @ Help [ Logout

Channel No.: 1 Status

“« < Aug 2015 r»
Sun Mon Tue Wed Thu Fri Sat
1
2 3 4 5 6 7 8
9 10 11 12 13 1
16; A7 M8 49 200 24 22
23 24 25 26 271 28 29

Set playback time

00|00 |00 ol

2015-08-15 00:00:00 (=] +]

B Command M Continuous M Alarm Manual

Figure 413 Playback Interface

2. Selecthe date and cIic.

4 Aug 2015 L

sun Maon Tue Wed Thu Fri Sat

2 3 4 5 6 7T 8

9 10 11 12 13 |14 [ 15

16 17 18 19 20 21 22
23 24 25 26 27 28 29
30 3

Figure 414 Searchvideo

3. Click > to play the video filefound on this date

The toolbaron the bottom of Playback interface can be used to control playing process

B « 11 » I B % @ ¢~ ¥

Figure 415 Playback Toolbar
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Table 46 Description of the buttons

Button Operation Button Operation
3 Play (O] Capture a picture
Start/Stop clippin
11 Pause "Eﬂ/“‘bﬂ . . P ClppIng
video files
[ | Stop o) — /% | Volumeup/down
“ Speed down hd Download
[ Speed up 12 Playback by frame
Enable/Disable
Q,Q -
digital zoom
Notes:

Volume function varies depending on different camera models.

You can choose the file paths locally for downloaded playback video files and pictures in
Local Confjuration interface Refer toSectiond.2 Configuring Local Parametefsr details.

Drag the progress bar with the mouse to locate the exact playback point. You can also input
the time and click +  to locate the playback poirih the Set playback timdield. You

can also clicd=I#] to zoom out/in theprogress bar

Set playback time

Set playback time
ou T TouToTou

o

Figure 416 Set Playback Time

2015-06-1 r 05:34:54

Figure 417 Progress Bar

Thedifferent colors of the video on the progress batandfor the different video typesis stown
in Figure 418.

M Command M Continuous M Alarm IManual

Figure 418 Video Types

4.6.2 Downloading Video FHles

Steps:

1. Click ¥, onthe playback interface. The peyp menu is shown ifrigure 419.

2. Set the start time and end time. Clilearch The corresponding video files are listed on the
right.
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Download by File

Search Conditions File List & Download || gy

E MNo. File Name Start Time End Time File Size Progress

File Type

All Type [

Start Time

2015-08-15 00:00:00 B

End Time

2015-08-15 23:59:59 ]

Total 0 tems 00

Figure 419 Video Downloading interface

3. Checkthe checkboxn front of the video files that you need to download.

4. Click & Download | v qownload the video files.

4.7 Pictures

Purpose:

This sectia explains how to viewhe captured picture filestored inthe network disksor the
memorycards and download the captured pictures

Steps:

1. Click on the menu bar to entepicture interface.
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Live View Playback Picture Configuration X admin @ @ Help B Logout

Download by File

Search Conditions File List o Download || g
[E Ne. File Name Time File Size Progress

File Type

Continuous E|

Start Time

2016-04-18 00:00:00 [

End Time

2016-04-18 23:59:59 [

Total 0 ltems oo

Figure 420 Picture Interface

2. Sded the file type.
3. Set the start time and end time. CliSkearch The corresponding picture filegll be listed.
4. Checkhe checkbox in front of thelés that you need to download.

5. Click & Download | 4o 4ownload the files.
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Chapter 5System Configuration

5.1 StorageSettings

Before you start
To configuie record settings, make sure that you have the network storage device within the
network or thememorycard inserted in youcamera

5.1.1 ConfiguringRecordng Schedule

Purpose:
There are two kinds of recording for ttiamera manual recording and scheduled recording. In
this section you can follow the instructions to configutee scheduld recording By default, the
record filesof schedulel recordingare stored in thememory card (if supported) orin the
network disk
Steps:
1. Enter the Record Schedulgettings interface:

Configuration> Storage> Schedule Settings Record Schedule

Record Schedule Capture
Enable
Alarm [=] % Delete All
. Continucus

il H 4 H g 10 12 14 18 18 20 i 21

Mon Watian
0 H 4 8 8 10 12 14 18 18 20 2z 24 | R

Tue

Mation | Alarm

i H 4 H a 10 12 14 15 18 20 2 24

Wed Motion & Alarm
n s 4 5 & 1n 12 14 18 1a 20 ez 24 Event

Thu
i H 4 H a 10 12 14 15 18 20 2 24

Fri
il H 4 H g 10 12 14 18 18 20 i 21

Sat
i z 4 E a 10 1z 14 18 18 0 2 24

Figure 51 Recordng Schedule Interface
2. Check the checkbdwr enable schedukérecording.

3. To set the advanced settings of thamera click hav to enter the advanced settings

interface.
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Advanced X

v Overwrite

Pre-record 95 |z|
Post-record 5s IE‘
Stream Type Main Stream(Normal) [~]

Figure 52 Record Parameters

Prerecord: The time you set tatart recordng before the scheduled time dhe event.

For exampleif an alam triggers recording at 10:00and the prerecord timeis setas 5
seconds, theeamerastarts torecord at 9:59:55.

Thepre-record time can be configured as No ffeeord, 5 s, 10 s, 15 5, 20 s, 283Gssor

not limited.

Note:

The prerecordtime changesccording to the video bitrate.

Postrecord: The time you set tetop recordng after the scheduled time or theevent.

For exampleif an alarm triggeed recording ends at 11:0@nd the postrecord timeis
setas 5 secondghe camerarecordsuntil 11:00.05.

The Postecord time can be configured as 5 s, 10 s, 30 s, 1 min, 2 min, 5 min or 10 min.
StreamType You can select the stream type f@cording;Main Streamand Substream

are selectablelf you selectub-stream, you can recorfbr alonger timewith the same
storage capacity.

Overwrite: If you enable his function and the HDD is full, the new record files overwrite
the oldest record files automatically.

Note:

The Prerecord and Postecord parameteryvarydepending ordifferent camera models

4. Clik OKto save the advanced setting.
5. Select a Record Type. The ratdype can be Continuous, Motip Alarm, Motion | Alarm,
Motion & Alarm, and Event.

5

Normal: If you select Continuous, the video will be recorded automatically according to
the time of the shedule.

Record Triggered by Motion Detectiofif you select Motion, the video will be recorded
when the motion is detectedBesides configuring the recording schedule, you have to
set the motion detection area and check the checkboXrajger Channeh the Linkage
Method of Motion Detectionsettings interface. For detailed information, refer to
Section5.2.1Configuring Motion Detection

Record Triggered by Alarnif you select Alarmthe video will be recorded when the
alarm is triggered via the external alarm input channdd&sides configuring the
recording schedule, you have to set the Alarm Type and check the checkibaggsr
Channel in the Linkage Method of Alarm Inputettings interface. For detailed
information, refer to Section5.2.3Configuing Alarm Input

Note:

The function is only supported by certain camera models.
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Record Triggered by Motion | Alarmif you select Motion | Alarm, the video will be
recorded when the external alarm is triggered or the motion is detected. Besides
configuring the recording schedule, you have to configure the settings on the Motion

Detection and Alarm Inpigettings interfaces.

Record Triggered by Motion & Alarnif you select Motion & Alarm, the video will be
recorded when the motion and alarm are triggered at the same time. Besides
configuring the recording schedule, you have to configure the settings on the Motion

Detecfon and Alarm Inpusettings interfaces.

Note:

The function is only supported by certain camera models.
Record Triggered bfgvent: If you select to record by eventhe video will be recorded

when any of the events is triggered.

. .
6. Click to savethe settings.

5.1.2 ConfiguringCaptureSchedule

Purpose:

You can configure the scheduled snapshot and etrégered snapshotThe captured picture

can be stored in the local storage or network storage.
Steps:
Enter the Snapshaettings interface:

Configuration >Storage> StorageSettings> Capture

1.

Delete All

B &}

B &}

Capture Schedule Capture Parameters
CnntinunusE X
o] z 4
Maon
o] z 4
Tue
o] 2 4
o] 2 4
Thu
o] 2 4
Fri
o] 2 4
Sat
o] 2 4
Sun
- L ek ad
: apture Schedule
Click L=

> to enter the Capture Schedule interface.

Select thetimeline of a certain daygnddrag the left button of he mouse to set the capture
schedule (the start time and end time of the recording jask

After you set the schedutk task you canclick EE and copy thetask to other days
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(optional).
5. After setting thecaptureschedule you can click a capture segment to display the segment
capture settings interface to edihe segment capture parametefsptional).

8 im 17 id ic 18
. Continuous E .
8 07 40 -19 :12 18
- Delete | Save

g 1 1z 14 1o 15

Figure 54 SegmentSnapshoSettings

to enter the advanced setting interface. You can select the stream type of

the capture.

7. CIick> capture PATEMELETE | 1o enter the Capture Parameters Interface.

8. Check theEnable Timing Snapshaheckbox to enable continuous snapshand configure
the schedule of timing snapshot. Check tBeable Eventriggered Snapshotheckbox to
enable eventriggered snapshot.

9. Select the format, resolution, quality of the snapshot.

10. Set the timeinterval between two snapshots.

11. Setcapture numbeifor every capture action.

. .
12. dick to save the settings.

Uploading to FTP

Notes:
Make sure that the FTP server is online.
This function is only available for certain camera models.
You can followbelow configuration instructions tapload the snapshots tBTP.

Upload continuous snapshots to FTP

Seps:

1) Configure the FTP settings and chégidoad Picturecheckbox in FTBettings interface
Refer to Section 3 ConfiguringFTPSettings for more details to configure FTP parameters.

2) Check theenable Timing Snapshoheckbox.

3) Click Edit to set the snapshotschedule Refer to Section 5.2.1 Configuring Motion
Detection

Upload eventtriggered snapshots to FTP

Seps:

1) Configure the FTP settings and chéddoad Picturecheckbox in FTBettings interface
Refer to Section 3 ConfiguringFTPSettings for more details to configure FTP parameters.

2) CheckUploadto FTPcheckboxin Motion Detection Settingsr Alarm Inputinterface. Refer
to Section 5.2.1 Configuring Motion Detection

3) Check theEnable Eventriggered Snapshotheckbox.
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5.1.3 Configuring et HDD

Before you start

The network diskshould beavailable within the network angroperly configured to store the
recorded files, log files, etc.

Steps:

Addthe network disk

5

1. Enter the NAS (NetworlAttached Storagedettings interface
Configuration >Storage> Storage Management > Net HDD

HDD Management Net HDD Cloud Storage

Net HDD

HDD No. Server Address File Path Type Delete
X
Mounting Type User Name Password
2 NAS b 4
3 NAS b4

Figure 55 SelectNet HDD Type

2. Enter the IP address and the file path of the network disk.

3. Select the mounting type. NFS and SMB/CIFS are alglleclyou can set the user name and
password to guarantee the security if SMB/CIFS is selected.
Note:

Refer to theNAS User Manu#br creating the file path.

A

For your privacy and to better protect your system against security risks, we strongly
recommed theuseof strong passwords for all functions and network devices. The
password should be something of your own choosing (using a minimum of 8 characters,
including upper case letters, lower case letters, numbers and special characters) in order
to increase the security of your product.

Proper configuration of all passwords and other security settings is the responsibility of
the installer and/or endiser.

E ave
4. Click to add the network disk.

Note:
After having saved successfully, you need to rebootctiraen to activate the settings.

B

Initialize the added network disk.

1. BEnter the HDDsettings interface (Configuration > Storage > Storage ManagementHDD
Managemen), in which you can view the capacity, free space, status, type and property of
the disk.
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HDD Management

[ HDD No. Capacity Free space Status Type Property Progress
O 9 29.27GB 28.75GB Normal NAS R/W

Quota

Max.Picture Capacity 7.00GB

Free Size for Picture 7.00GB

Max. Record Capacity 21.75GB

Free Size for Record 21.75GB

Figure 56 Storagg Management Interface

2. If the status of the disk igninitialized check thecorrespondingcheckboxto sekct the disk
and click-ormatto start initializing the disk.

3. When the initialization complett the status of disk will becomdormal as shown irFigure
5-7.

HDD Management Format
[¥] HDD No. Capacity Free space Status Type Property Progress
7| 9 20.00GB 0.00GB Formatting NAS RW

Figure 57 View Disk Status

Define the Quota for Record and Pictures

1. Input the quota percentage for picture and for record.
2. ClickSaveand refresh the browser page to activate the settings.

Quota

Max.Picture Capacity

Free Size for Picture

Max. Record Capacity

Free Size for Record

Percentage of Picture 25 %

Percentage of Record 75 %

Figure 58 Quota Setings

Notes:
Up to8 NAS disks can be connected to tteenera

B
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Toinitialize, refer to thesteps of NAS disk initialization

5.1.4 Configuring Cloud Storage

Note:
Cloud Storage is only supported for certain camera models.

HDD Management Net HDD Cloud Storage

[] Enable Cloud Storage

Protocol Version | Cloud1.0 v |
Server IP [0.0.0.0 |
Server Port [0 |
User Name | |
Password |ooooco |
Confirm [eseeee |

Picture Storage Pool ID [0 |

| Test |

Figure 59 Cloud Storage configuration

Steps:
1. Enterthe Cloud Storage settings interface:
Configuration >Storage> StorageManagement> Cloud Storage
2. Check the checkbox to enable this function.
3. Select Pratcol Version from dropdown list
4. Enter the Server IP. Server Port, User Name, Password, and Ptorage$ool ID.

. .
5. Click to save the settings.

5.2 Basic Event Configuration

Purpose:

This section explains how to configure the netwoaknerato respond toalarmevents including
motion detection, video ampeiing alarm input, alarm outputand exception. Thes events can
trigger the alarm actions, such 8end EmaiNotify Surveillance Centegic.

For exampleywhen motion detectionis triggered, the networkkamerasends a natification to an
e-mail address.
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On theevent configuratiorpage, cIickI to show the PTZ control panel or clilkto hide it.
Click the direction buttons to control the pan/tilt movement

Click the zoom/iris/focus buttons teealize lens control.

The functions vargepending on different camera models

5.2.1 Configuring Motion Detection

Purpose:
Motion detection is a feature which camigger alarm actionsand actions of recording videos
whenthe motion occuredin thevideo secuty region

Steps:

1. Enter the motion detection séing interface
Configuration>Event> Basic Event Motion Detection

2. Check the checkbox of tlienable Motion Detectiorio enable this function.
You can check thEnable Motion Detection in PTZ Controheckox and when the speed
dome is performing PTZ action, motion detection can also trigger alarm.
You can check thEnable Dynamic Analysis féfdotion checkbox if you want the detected
objectget marked with rectangle in the live view.

3. Select the configuratio mode asNormal or Expert and %t the correspondingmotion

detection parameters.

Normal
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[¥] Enable Motion Detection
[] Enable Motion Detection in PTZ Control

[#] Enable Dynamic Analysis for Motion
Arming Schedule Linkage Method

Configuration Normal E

« U » L =

A v| a D O
‘71 PRESET 1 ‘;‘

2  Preset2

3 Preset3

4  Preset4

5 Presetb

6 Preset6

7 Preset7

8 Preset8

‘ Draw Area | ’ Clear All ,

Figure 510 Motion Detection Setting®Normal
Steps:

(1) dick and drag the mousen the live video imag#o draw a motion

detection area

(2) Click to finish drawing.

Note:
You carclick to clear all of the areas
(3) Move the slide Sensitivity [ 0 to setthe

sensitivity of thedetection.

Expert

5
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["] Enable Motion Detection
Enable Motion Detection in PTZ Control

["] Enable Dynamic Analysis for Motion

Area Settings Arming Schedule Linkage Method

Configuration Expert v ]
_ . Scheduled Image Settings lScheduIed-Switch v
A v Q aq
— ==
Start Time 106:00:00 [t
O|r||F:O
End Time |18:00:00 [
v 4 Q0 Area ‘1 V|
— ,T Day
FTEser 5
o Sensitivity —_— 50
Preset 4
Night
Preset 5
Sensitivity o— 50
Preset 6
Preset 7
Preset 8
’ = Preset 9
< E - = | o
Preset 10
v
Draw Area Clear All
[; 11__ Preset 11

Figure 511 Motion Detection Setting&xpert

Steps:

(1) Setthe Schedulel Image Settingsthere areOFF Auto-Switchand ScheduledSwitch
selectablelf the schedule imge switch mode is enablegou can configure the
detection rule for the day and niglseparately
OFFDisable the day and nigktvitch
Auto-Switch: Switch the day and night mode according to the illumination
automatically.

ScheduledSwitch: Switch to theday modeand thenight modeaccording to the
configured time You need to set the start time and end time.

(2) SelectAreafrom the dropdown list to configure.

(3) Set the valuef sensitivity
Sensitivity: Thehigher the value is, the easier the alarm will biytrered.

(4) PercentageWhen the size proportion of the mowgrobject exceeds the predefined
value, the alarm will be triggered. The less the value is, the easier the alarm will be
triggered.

Note:

Percentage is only supported by certain camera models.

4. Set the Arming Scheduldor Motion Detection

Steps:

(1) Qick > Arming Schedule > tab to enter the arming schedule setting interface
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Enable Motion Detection
Enable Motion Detection in PTZ Control

Enable Dynamic Analysis for Motion

Area Settings E Arming Schedule > Linkage Method
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Figure 512 ArmingSchedule

(2) Select thetimeline of a certain daypnddrag the mouse to set the arming schedule (the
start time and end time of the arming tgsk

(3) After you set the schedutetask you carclick EE and copy thetaskto other days
(optional).

Area Settings Arming Schedule Linkage Method

X Delete I Delete &l

o] 2 4 B g 10 12 14 16 18 20 2z 24
on I
o] 2 4 B g 10 12 14 16 18 20 2z 24
Tue ] ®
o] 2 4 B g 10 12 14 16 18 20 2z 24
vies |
o] 2 4 B g 10 12 14 16 18 20 2z 24
™
o 2 4 B g 1 1z 14 16 158 20 2z 24
o
o z2 4 ] G 1 1z 14 16 15 20 2z z4
st
o z2 4 ] G 1 1z 14 16 15 20 2z z4

s

Figure 513 Arming TimeSchedule

(4) After setting the armingschedule you can click a segment to display the segment
armingsettings interface to edit the segmergcord marameters(optional).

06 :35 -11 40
Delete | Save

Figure 514 SegmentArmingSettings
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B sawe
(5) Click to save the settings.

Note:
The time of eaclperiod camot be overlappedUp to 8 periods can be configured for each
day.

5. Set theAlarm Actionsfor Motion Detection

Qick /_H"ME9=MENeY | tah to enter theLinkage Method interface

You can specify thinkage methodvhen an evenbccurs The following contents are about
how to configure the different types dihkage method

[ ] Normal Linkage [] Trigger Alarm Output [] Trigger Recording

Send Email [ A-=1 A1

Notify Surveillance Center

Upload to FTP/Memory Card/. ..

[] Flashing Alarm

[] Audible Warning

Figure 515 Linkage Method

Check the checkbox to select the linkage method. Send Bxwify Surveidince
Center andJpload to FTP/Memory/NAS are selectable.

SendEmail

Send an email with alarm information to a user or users when an event occurs.
Note:

To send the Email whean event occursyou need torefer to Section3 Configuring
Email Settinggo set theEmailparameters.

Notify Surveillance Center

Send anexception oralarm signal to remotananagement softwaravhen an eent
occurs.

Upload to FTAMemory/NAS

Capture the image whemeaalarm is triggered and upload the picture to a FTP server.
Note:

You need a FTP server and set FTP parametersRiifst. to Section6.1.2 Configuring
FTPSettings for setting FTP parameters.

Smart Tracking

Track the moving objects automaticayhen an alarm is triggered.

Notes:

To configure the smart tracking, yomeed to refer to SectionConfiguring Smart
Trackingto set the parameters.
The function is only supportedylrertain camera models.

White Light Flashing
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White light of the camera flaslsewhen alarm happens. Flashing Duration, Flashing
Frequency, and myhtness are configurablen Flashing Alarm Light Outpupage:
Configuration> Event> Basic Event
Notes:
Before usingthe function, go toConfiguration-> System> Maintenance-> System
Serviceto enabledwhite light in advance
The function is only supported by certain camera models.

Audible Warning

Builtin speaker or connected external speaker plays warniognd when alarm
happens. 8und Type and\larmTimes are configurable ohudible Alarm Outputpage:
Configuration> Event> Basic Event
Notes:
Before usinghe function, go toConfiguration-> Video/Audio-> Audioto enabled
built-in speakeiin advance
The function is only supported by certain camera models.

Trigger Alarm Output

Triggerone or moreexternal alarm outpugwhen an event occurs.

Notes:
Totriggeranalarm output when an event occyn®fer to Sections.2.4Configuring
Alarm Outputto set thealarm outputparameters.
The function is only supported by certain camera models.

TriggerRecording

Record a videahenan event occurs

Note:
You have to set the recding schedule taealizethis function. Rder to Section
5.1.1ConfiguringRecordng Scheduldor settings therecordingschedule.
The function is only supported by ¢am camera models.

5.2.2 ConfiguringVideo Tampeing Alarm

Purpose:
You can configure theamerato triggerthe alarmactionswhen the lens is covered
Steps:
1. Enter the Video Tamperingettings interface:
Configuration> Event> Basic Event Video Tampeing
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Motion Detection Video Tampering Video Loss Alarm Input Alarm Output Exception

Enable

Area Settings Arming Schedule Linkage Method

1 Preset1 > £ X
2  Preset2
3 Preset3
4 Presetd
5 Preset5
6 Presetf

7 Preset7

8 Preset8

Draw Area Clear All

Sensitivity I ]

Figure 516 Tampeing Alarm

2. (heckthe checkbox to enable theampeiing detection.
Set the tanpering area
4. SetSensitivity level. Higher level means easier to trigger.

w

5. Gick) Arming Schedule } tab to enter the arming schedule setting interfackhe arming

schedule configuration ihe sameasthe setting of thearming schedule formotion detection.
Refer to Section5.2.1 Configuring Motion Detection

6. Qick / ""M=92MENeY | ok to select the linkage method taken of tampering. Notify

surveillance center, send email and trigger alarm output are selectRelier toSection5.2.1
Configuring Motion Detection

. .
7. Click to save the stings.

5.2.3 Configuing Alarm Input

Note:
The function is only supported by certain camera models.
Steps:
1. Enter the Alarminput settings interface
Configuration> Event> Basic Event Alarm Input
2. Choose thedlarm Input No.and the Alarm Type. The alarm typan be NO (Normally Open)
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and NC (Normally Closed).

Alarm Mame {cannot copy)

3. Edit the name in to set a name for the

alarm input (optional).
Alarm InputMo. | A<-1 |z| IP Address
Alarm Type MO |E| Alarm Name (cannot copy) @

Enable Alarm Input Handling

Arming Schedule Linkage Method
X Delete All

0 2 4 B 3 10 12 14 18 13 20 22 24
Mon

0 z 4 ] 8 10 1z 14 18 13 2o 22 24
Tue

) b4 4 B 8 10 1z 14 15 18 20 22 24

1) 2 4 B 8 10 12 14 18 13 20 22 24
Thu

0 2 4 B 3 10 12 14 18 13 20 22 24
Fri

0 z 4 ] 8 10 1z 14 18 13 2o 22 24
Sat

) b4 4 B 8 10 1z 14 15 18 20 22 24

Figure 517 Alarm Input Settings

4. dick / ~rminesceaue ) tah to enter the arming schedule setting interfadéhe arming schedule
configuration is the samasthe setting of thearming schedule formotion detection. Refer to
Section5.2.1Configuring Motion Detection

5. Qick / HnaseEned | ah to select thelinkage method taken foalarminput, includingSend

Emai] Notify Surveillance Centeand Upload to FTP/Memory CamAS,Trigger Alarm
Output and Trigger Recordinefer toSection5.2.1 Configuring Motion Detectiorfor more
details
6. You can also choose the PTZ linking for the alarm irPlieck the relative checkband
select theNo.to enable Preset Calling, Patrol CallimdPattern Calling.
7. You can copy your settings to other alarm inputs.

. .
8. Click to save the settings.
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Arming Schedule } Linkage Method
Normal Linkage Trigger Alarm Output Trigger Recording PTZ Linking | A1 |z|
Send Email A-=1 Al Preset No.
Notify Surveillance Center A-=2 A
Upload to FTP/Memory Card/. .. Duration

Patrol No.

Pattern

Figure 518 LinkageMethod

5.2.4 Configuring Alarm Output

Note:

The function is only supported by certain camera models.

Steps:

1. Enter the Alarm Outpusettings interface
Configuration>Event>Basic Event Alarm Output

2. Select one alarm output channeltime Alarm Outputdropdown list.

Alarm Mame (cannot copy)

3. Setanameir for the alarm output

(optional).

4. TheDelaytime can be set tdseg 5seg 10se¢ 30se¢ 1min, 2min, 5min, 10minor Manual.
Thedelaytime refers to the time duration that the alarm output remains in effefteaalarm
occurs.

5. Qick /_~mneseheduls ;otap to enter the arming schedule setting interfadéetime schedule

configuration is the samasthe settings of the arming schedule formotion detection. Refer
to Section5.2.1Configuring Motion Detectiorfor more details
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Alarm Qutput No. | A->1 |Z| IP Address
Delay L] |Z| Alarm Mame (cannot copy)
Alarm Status OFF (cannot copy)
Arming Schedule
X Delate All
] z 4 G g 10 12 14 16 18 20 2z 24
Mon
] 2 4 3 a 10 12 14 16 18 20 2z 24
Tue
] 2 4 3 a 10 12 14 16 18 20 2z 24
Ned
] 2 4 3 a 10 12 14 16 18 20 2z 24
Thu
] z 4 3 a 10 12 14 16 18 20 2z 24
Fri
] z 4 3 a 10 12 14 16 18 20 2z 24
Sat
] z 4 3 a 10 12 14 16 18 20 2z 24

sun

Figure 519 Alarm Output Settings

6. You cancopythe settings to other alarm outputs.

7. Click to save the settings

5.2.5 Handling Exception

The exception type can be HBI, HDDE&ror, Network Disconneced, IP AddressConflicted and
lllegalLogin
Steps:
1. Enter the Exceptiorsettings interface
Configuration> Event> Basic Event Exception
2. Check the checkbox to set the actions taken for the Exception aRefer toSection5.2.1
Configuring Motion Detection
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Exception Type HDD Full E
[7] Normal Linkage [7] Trigger Alarm Qutput
7] Send Email ] A-=1
[] Motify Surveillance Center [ A-=2

Figure 520 Exception Settings

3. Click to save the settings.

Note:
Trigger alarm output is only supported by certain camera models.

5.2.6 Configuring Flashing Atm Light Output

For camera that supports flashing alarm as a linkage method, options are open to configure

flashing light parameters.

Note:

The function is only supported by certain camera models.

Steps:

1. Enter the Flashing Light Alarm Light configurafitterface
Configuration> Event>Basic Event Flashing Alarm Light Output

2. Setflashing light parameters.
Flashing Durationthe time period the flashing lasts when one alarm happens.
Flashing Frequencyhe flashing speed of the light. High, Mediuamd Low are selectable.
Brightnessthe brightness of the light.

3. Set the arming schedule for the flashing alafthe time schedule configuration is the same
as the settings of the arming schedule for motion detection. ReferSéxtion 5.2.1
Configuring Motion Detectiorfor more details.
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4. Save the settings.

5.2.7 ConfiguringAudible AlarmOutput

For camera that supports audible warning as a linkage method, options are open to configure

audible alarm parameters.

Note:

The function is only supported by certain camera models.

1. Enter Audible Alarm configuration interface:

Configuration>Event> Basic Event Audible AlarmOutput

2. Set audible alarm parameters.

Alarm Sound Typethe content of audible alarm.
Alarm Timesthe repeating times of the warning.

3. Set arming schedule for audible alarhe time schedule configuration is the same as the
settings of the arming schedule for motion detection. ReferStection5.2.1 Configuring
Motion Detectionfor more details.

4. Save the settings

5.3 Smart Event Configuration

Note:

The functions vargepending on different camera models

Before Smart Event Configuration, you need to set VCA Resource as Smart Event:
Configuration> System > System gimgs > VCA Resource

5.3.1 DetectingAudio Exception

Note:
The function is only supported by certain camera models.
Purpose:
When you enable this function and audio exception occurs, the alarm actions will be triggered.
Steps:
1. Enter thevideo audio exception dection interface
Configuration> Event> Smart Event- Audio Exception Detection
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Exception Detection ) Arming Schedule Linkage Method

Exception Detection

[[] Audio Loss Detection

[] Sudden Increase of Sound Intensity Detection
Sensitivity I 50
Sound Intensity Threshold S— ————— 50

[] Sudden Decrease of Sound Intensity Detection

Sensitivity I 50

Real-time Volume

Figure 521 Audio Exception Detection

2. (Check the checkbox dkudio Loss Detectioto enable theaudio input exception detectian
3. Checkthe checkbox ofSudden Increase of Sound IntengiDetection checkbox to enable
the sudden rise detection
Sensitivity. The smaller the value the morebvious sound change will trigger the
detection.
Sound Intensity Threshold It can filter the sound in the environment, the louder the
environment soundthe higher the value should be. You can adjust it according to the
actual environment.
4. Checkthe checkbox oSudden Decrease of Sound Intensity Detecticmeckbox to enable
the sudden drop detection
Sensitivity: The smaller the value the momvioussound change will trigger the detection.

5

5. dick /_~mneschedule 7 tah to enter theArming $hedule setting interfaceThetime schedule

configuration is the samasthe settings of the arming schedule formotion detection. Refer
to Section5.2.1 Configuring Motion Detectiorfor more details

6. Qick / n@0elEne0 | ah to select thelinkage method taken for thaudio input exception

Send Email, Notify Surveillance Center, Trigger Alarm Output and TriggerRecordingare
selectable Refer toSection5.2.1Configuring Motion Detectiorfor more details

7. Click to save the settings.
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5.3.2 Configuring Face Detection

Purpose:

After the face detectionis enableda face appears in theideo security areait will be detected

and certain actions may be triggered by the detection.

Steps:

1. Enter the face detection interface
Configuration>Event>Smart Event FaceDetection

2. Check theenale FaceDetectioncheckbox.

3. You can checthe Enable Dynamic Analysis for Face Detectareckbox if you want the
detected face get marked with rectangle in the live vieptional).

Enable Face Detection
Enable Dynamic Analysis for Face Detection

SEl'ISm'\-'itj." L | 3

Figure 522 Configuring-ace Detection

4. Configure the sensitivitior face detecin.
Sensitivity. The value of the sensitivity defines the size of the object which can trigger the
alarm, when the sensitivity is high, a very small object can trigger the alarm.

5. Qick tab to enter the Arming Schedule setting interfa¢&etime schedué
configuration is the samasthe settings of the arming schedule formotion detection. Refer to
Section5.2.1Configuring Motion Detectiorfor more details

Arming Schedule

6. Qick / Hn=eelieied | tah to select thelinkage method taken for theideo loss alarmNotify
Surveillance Center, Send Email, Upload to FTP, Trigger ChanriiggedAlarm Output are
selectable Refer toSection5.2.1 Configuring Motion Detectiorfor more details

7. Click to save the settings.

5.3.3 Configuring Intrusion Detection

Purpose:

Intrusion detection can set an area in thieleo security scenand once the area is entered, a set
of alarmaction is triggered.

Steps:

1. BEnter theintrusion detectioninterface
Configuration> Evens > Smart Eventintrusion Detection

2. Check théEnablecheckbox.
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[] Enable

Area Settings Arming Schedule Linkage Method

[1

Region

10-17-20/|: AUgd 115141465

2 Preset2
3 Preset3
4 Preset4
5 Preset5
6 Preset6
7 Preset7

8 Preset8 v

Draw Area ‘ ‘ Clear ‘

Detection Target [] Human [] Venhicle [] Other
Threshold(s) ) 0
Sensitivity 50

Figure 523 Configuring Intrusion Area
3. The event triggered and park action related PTZ movement will be Idok&80 seconds

after you enter the intrusion detection interface. Optionally, you can click the

| Unlock(&as)

| button to manually activate the movement, or lottle movement

Lock

when the button turns to| | by clicking it.

4. Selecta region.
5. Draw area

1) Selectthe Region No.idlropdown list

2) dick to draw a rectangle othe image as detection region
3) dick on the image to specify a corner of the rectangle, and+Gtjbk the mouse after
four corners are configured.
6. Configure theparametersfor eachdetection regionseparatly.

. Threshold The threshold for the time of the object loitering in the region. If you set the
value as 0, alarm is triggered immediately after the object entering the region.
Sensitivity: The value of the sensitivity defines the size of the object wbachtrigger
the alarm, when the sensitivity is high, a very small object can trigger the alarm.
Note:

For network cameras, regions can be set simultaneously before cligkireputton. For

speed domes, you need to set 1 region and save it. Then corttirsgt and save the next
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9.

region.

Qick / ~mnascnediis ) tah to enter the arming schedule setting interfaddetime schedule
configuration is the samasthe settings of the arming schedule formotion detection. Refer

to Section5.2.1Configuring Motion Detectiorfor more details

Qlick / 1020t | tah to select thelinkage method taken fontrusion detection Notify
Surveillance Center, Send Email, Upload to FTP/Me@arg/NAS, Trigger AfarOutput
Trigger Recordingsmart Tracking, White Light Flashing, and Audible Waanéngelectable.
For speed dome, you can also choose to link smart tracking. Smart Tracking should be
configured in advance.
For certain models, White Light Flashing @ndlible Warning are supporte®efer to

Section5.2.1Configuring Motion Detectiorfor detailed configuration.

Click to save the settings.

5.3.4 ConfiguringLine Crossinfpetection

Purpose:

The virtual plane detection can be adopted for th&usion detection Once the virtual plane is
detectedbeingtraversed according to the configured directi@nsetof alarm action is triggered.
Steps:

1.

Enter the Line Crossingd@ection interface
Configuration>Event> Smart Event- Line Crossing Detection

Check theEnablecheckboxo enable heline crossingletection function.

. Select thelinein dropdown listto configure

The event triggered and park action related PTZ movement vlthdked for 180 seconds

after you enter the line crossing detection interface. Optionally, you can click the

| Unlock(69s) | button to manually activate the movement, or lottle movement

Lock

when the button turns to| | by clicking it.
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["] Enable

Area Settings Arming Schedule

Linkage Method

Line |1

Unlock(160s)

Draw Area ‘ | Clear ‘

v A A

<« || »

» v 4

1 Preset1
2 Preset2
3 Preset3
4 Preset 4
5 Presetd
6 Preset6
7 Preset7

8 Preset 8

DI

o

Detection Target
Direction

Sensitivity

[] Human

[] Vehicle

[A<>B

Figure 524 Configuringd-ine

5. Draw area
4) dick to draw aline on the image
5) dickthe line to switch to the editing mode.

Drag an end to the desired place to adjust the length and angle of theAirkedragthe
line to adjust the location.

6. Configure theparametersfor eachdetection regionseparately

Direction: Select the detection direction in the dropdown list, there are>8; A>B and

B->A selectable

Sensitivity The value of the sensitivity defines the size of the object which can trigger the

alarm, when the sensitivity is high, a very smajeobcan trigger the alarm.

Note:

For network cameras, regions can be set simultaneously before cliSkwgpbutton. Fo

speed domes, you need to set one region and savédét) tcontinue to set and save the

next region.

7. Qick tab to enter the armingchedule setting interfacd hetime schedule
configuration is the samasthe settings of the arming schedulefor motion detection. Refer to

Section5.2.1Configuring Motion Detectiorfor more details

8. dick tab to select thelinkage method taken for théne crossing detectian
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Notify Surveillance Center, Send Email, Upload to FTP/MemotyN2e8, Trigger Alarm

Output, Trigger Recordingmart Tracking, White Lighasthing, and Audible Warnirzge
selectable.

For speed dome, you can also choose to link smart tracking. Smart Tracking should be

configured in advance.
For certain models, White Light Flashing and Audible Warning are suppRsgtst.to
Section5.2.1 Configuring Motion Detectioror detailed configuration.

9. Click to save the settings.

5.3.5 ConfiguringRegion Entrance Detection

Note:
The function varied depending on differesppeed domes.

Purpose:

Region entrance detection function detects people, vehicle or other objects which enter a
pre-defined virtual region from the outside place, and some certain actions can be taken when
the alarm is triggered.

Steps:

1. Enter the RegioEntran@ Detection settings interface:
Configuration>Event> Smart Event> Region Entrance Detection

2. Check the checkbox &hnableto enable theRegion Entrance Detectidanction.

[] Enable

Area Settings Arming Schedule Linkage Method

Region

Unlock(178s)

A v Q a

O|» & o

v a D O
— [
Preset 1 A

Preset 2

Preset 3

Preset 4

Preset 5

Preset 6

Preset 7

Preset 8 v

Stop Drawing i ‘ Clear ‘

Detection Target [] Human [] Vehicle [7] Other
Sensitivity o— 50

Figure 525 ConfiguringRegion EntrancBetection
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3. The event triggered and park actioglated PTZ movement will be locked for 180 seconds
after you enter the line crossing detection interface. Optionally, you can click the

| Unlock(&9s)

| button to manually activate the movement, or lottle movement

when the button turns to Lock | by clicking it.

4. Select theregion from the dropdown list for detection settings.

5. Click the button to start the region drawing.

6. Click on the live video to specify the four vertexes of the detection region, and right click to
complete drawing.

Repeat thestepto configure other regns. You can click th button to clear all
pre-defined regions.
7. Configure the parameters for eadetection regiorseparately
Sensitivity: The value of the sensitivity defines the size of the object which can trigger
the alarm, when the sensitivity lggh, a very small object can trigger the alarm.

8. Qick / ~rmnoschedlls / tap to enter the arming schedule setting interfaddetime
schedule configuration is the samsthe settings of the arming schedule formotion
detection. Refer toSection5.2.1 Configuring Motion Detectiorior more details

9. Cick /_H"=2EME08 | tah to select thelinkage method taken for theegion entrancealarm,
Notify surveillance center, send email, upload to FTP, triggannel, smart tracking/Vhite
Light Flashing, Audible Warnirand trigger alarm output are selectable.

For speed dome, you can also choose to link smart tracking. Smart Tracking should be

configured in advance.
, For certain models, White Light Flashargl Audible Warning are supporteldefer to

Section5.2.1 Configuring Motion Detectiorfor detailed configuration.

10. Click to save the settings.

5.3.6 ConfiguringRegion Exifag Detection

Purpose:

Region exiting detection function detects people, vehicle or other objects which exit from a
pre-defined virtual region, and some certain actions can be taken when the alarm is triggered.
Steps:

1. Enter the Region ExitinDetection ettings interface:

Configuration>Event> SmartEvent> Region Exiting Detection
2. Check the checkbox &hableto enable theRegion Exiting Detectidunction.
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Arming Schedule Linkage Method
Region [1 v \ Unlock(125s)
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4  Presetd
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Draw Area ‘ JEl
Detection Target [] Human [[] Vehicle [] Other

ER

Sensitivity

Figure 526 ConfiguringRegiorExitingDetection

The event triggered and park action related PTZ movemdhbeiocked for 180 seconds
after you enter the line crossing detection interface. Optionally, you can click the
| Unlock(69s)

| button to manually activate the movement, or lotle movement

Lock

when the button turns to| | by clicking it.
Select the region from the dropdawlist for detection settings.

Click the button to start the region drawing.

Click on the live video to specify the four vertexes of the detection region, and right click to
complete drawing.
Repeat thestepto configure other regions. Ujp 4 regions ca be set. You can click the

button to clear all predefined regions.

Configure the parameters for eadetection regionseparately.
Sensitivity. The value of the sensitivity defines the size of the object which can trigger
the alarm When the sensitivitys high, a very small object can trigger the alarm.

Qick /_~mneseheduls J tab to enter the arming schedule setting interfaddetime
schedule configuration is the samsthe settings of the arming schedule formotion
detection. Refer toSection5.2.1Configuring Motion Detectiorior more details

Qick /_H"ME9=HENeY | tah to select thelinkage method taken for theegion exitingalarm,
Notify QurveillanceCenter, Send Email, Upload to FTiydr Channel, Smartracking
White Light Flashing, Audible Warniagd Trigger Alarm Qtput are selectable.
For speed dome, you can also choose to link smart tracking. Smart Tracking should be

configured in advance.
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For certain models, White Light Flaghiand Audible Warning are supportdefer to

5

Section5.2.1 Configuring Motion Detectiorior detailed configuration.

10. Click button to save the settings.

5.3.7 Unattended Baggge Detection

Purpose:

Unattended baggageletection function detectdbaggagewhich is left in a predefined virtual
region, and some certain actions can be taken when the alarm is triggered.

Steps:

1. Enter theUnattended Baggageetection settings interfee:

Configuration> Event > Smart Everitnattended Baggag®etection
2. Check the checkbox &nableto enable theUnattendedBaggagdetection function.

Enable
Arming Schedule Linkage Method
Region [1 v| | Lock I

—_— [T
1 Preset 1 A
2 Preset2
3 Preset3
4 Preset4
5§ Preset5s
6 PresetB
7 Preset7
8 Preset2 v

Draw Ares | | Clear |
Threshold(s) £ [5
Sensitivity — | &0

Figure 527 ConfiguringRegionExitingDetection

3. The event triggered and park action related PTZ movement witidied for 180 seconds
after you enter theunattended baggagdetection interface. Optionally, you can click the

| Unlock(B9s) | button to manually activate the movement, or lottle movement

Lack

when the button turns to| | by clicking it.
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4. Select the region from the dropdowist for detection settings.

5. Click the button to start the region drawing.

6. Click on the live video to specify the four vertexes of the detection region,ightiatick to
complete drawing.
Repeat thestepto configure other regions. U 4 regions calbe set. You can click the

button to clear all predefined regions.
7. Configure the parameters for eadetection regionseparately.
Threshold evel If you set the value as alarm is triggered immediately after the
object entering the region.
Sensitiviy Level The value of the sensitivity defines the size of the object which can
trigger the alarm, when the sensitivity is high, a very small object can trigger the alarm.

8. Qick /_mnaschedils ) otab to enter the arming schedule setting interfaddetime
schedule configration is the sameasthe settings of the arming schedule formotion
detection. Refer toSection5.2.1 Configuring Motion Detectiorior more details

9. Qick / HMEeEENY |44 to select the linkage method taken for thanattended baggage
alarm Notify surveillance center, send email, upload to FTP, trigger channel, smart tracking
and trigger alarm output are selectabRefer toSection5.2.1Configuring Motion
Detectionfor more details

10. Click button to save the settings.

5.3.8 Object Removal Detection

Purpose:

Object removabetection function detect®bjectswhich removein a predefined virtual regin,

and some certain actions can be taken when the alarm is triggered.

Steps:

1. Enter theObjectRemovaDetection settings interface:
Configuration> Event > Smart Ever®®bject RemovaDetection

2. Check the checkbox &hableto enable theObject RemovdDetection function.

3. The event triggered and park action related PTZ movement will be locked for 180 seconds
after you enter theunattended baggageletection interface. Optionally, you can click the

| Unlock(69s)

| button to manually activate the movement, or lothe movement

Lack

when the button turns to| | by clicking it.

4. Select the region from the dropdown list for detection settings.

5. Click the button to start the region drawing.

6. Click on the live video to specify the four vertexes of the detection region, and rightcclick
complete drawingRepeat the step to configure other regions. Up to 4 regions can be set.

You can click th( button to clear all predefined regions.
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7. Configure the parameters for eadetection regiorseparately.
Threshold kevel: If you set the value @5, alarm is triggered immediately after the
object entering the region.
Sensitivity LevelThe value of the sensitivity definesettsize of the object which can
trigger the alarm, when the sensitivity is high, a very small object can trigger the alarm.

8. Qick / mnasenetule /otabh to enter the arming schedule setting interfadéetime schedule

configuration is the samasthe settings of the arming schedule for motiordetection. Refer
to Section5.2.1Configuring Motion Detectiorfor more details

9. Qick /_H"=eEMENeY | tah to select thelinkage method taken for thebject removaklarm,

Notify Surveillance Center, Send Email, Upload to FTP, Trigger Channel, Smart Tracking and
Trigger Alarm QGtput are selectable. Refer t8ection5.2.1 Configuring Motion Detection
for more details

10. Click button to save the settings.

5.4 PTZConfiguration

On theevent configuratiorpage, cIickI to show the PTZ control panel or clilkto hideit.
Click the direction buttons to control the pan/tilt movemeant

Click the zom/iris/focus buttons to realize lens control.

The functionsyarydepending on different camera models

5.4.1 ConfiguringBasic PTZ Parameters

Purpose:
You can configure the basic PTZ parametersludingproportional pan, preset freezing, preset
speed, etc.
Steps:
1. Enter the Basic Settingsterface
Configuration>PTZ> Basic Settings
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Basic Parameter
[+ Enable Proportional Pan

[1 Enable Presst Freezing

Presat Speed | 4 v|
Manual Control Speed [Auto v|
Keyboard Control Speed | Medium v|
Auto Scan Speed |28 v
Max. Tilt-angle | {0 - 90)Degres V|
Zooming Spead | 3 V|
PTZ OSD
Zoom Status [2s v|
PT Status |25 v
Position Display Format | PT V|
Preset Status [2s v|
Power Off Memory
Set Resume Time Point | 30s hd

Figure 528 Basic Settings

2. Configurethe following settings:
Basic ParametersSet the basic parameters of PTZ.

&

Proportional Pan If you enable this function, the pan/tilt speeds changeading to
the amount of zoom. When there is a large amount of zoom, the pan/tilt speed will be
slower for keeping the image from moving too fast on the live view image.
Preset FreezingThis function enables the liveview to switch directly from one scene
defined by a preseto another, without showing the middle areas between these two, to
ensure theworking efficiency. It can also reducethe use of bandwidth in a digital
network system
Note:
Preset freezing function is invalid when you calling a pattern
Preset SpeedYou can set the spdeof a defined preset from 1 to 8.
Manual Control SpeedThe manual control speed can be set as Compatible, Pedestrian,
Non-motor Vehicle, Motor Vehicle dkuto.
Compatible: Theontrol speed is same as the Keyboard ConSpeed.
Pedestrian Choose théedestrianwhen you monitor the pdegrians.
Non-motor Vehicle Choose theNon-motor Vehicle when you monitor the
non-motor vehicles.
Motor Vehicle Choose thé/otor Vehiclewhen you monitor themotor vehicles.
Auto: Youare recommended to seit as Auto when the application scene of the
speed dome is complicated.

O O Or

O Or
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E Keyboard Control Speedefine the speed of PTZ control by a keyboard as Medjum
or High.
E Auto Scan Speed:he scan speed can be $&m level 1 to 40
E Max.Tilt-angle Set the tiltangle of the speed dome from the dropdown list.
E Zooming SpeedThe zoom speed is adjustable from level 1 to 3.
PTZ OS[sBet the onscreen display duteon of the PTZ status
E Zoom Status:Set the OSD durationf zooming status as 2seconds 5 seconds, 10
secondsNC (Normally Closed), or NO (Normally Open).
E PT StatusSet theazimuthangle displayluration while panning and tiltings 2 seconds
5 seconds,10 seconds, NC (Normally Closed), or NO (Normally Open).
E Position Display Fomat: Set the position display format as PT or Direction and the
position parameter displays in corresponding format.
Note:
The function is only supported by certain camera models.
E Preset StatusSet thepreset name displaglurationwhile calling the preseds2 seconds
5 seconds,10 seconds, NC (Normally Closed), or NO (Normally Open).
Poweroff Memory: The speeddome can resume its previous PTZ status or actions after it
restarted from a powenff. You can sethe time poirt to which thedome resums its PTZ
status. You can set it to resumé¢he status of30 seconds 60 seconds 300 secondsor 600
secondsbefore power-off.

. .
3. Click to save the settings.

5.4.2 ConfiguringPTZ Limits

Purpose:
The speed domecan be programmed to move within the configural®dZlimits (left/right,
up/down).
Steps:
1. Enter the Limitonfiguration interface
Configuration>PTZ> Limit
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[C] Enable Limit

Limit Type Manual Stops |z|

Type Status

@ [Ciear\

Figure 529 Configure the PTZ Limit

2. Qick theEnable Limitheckbox and choose the limit type as manual stops or scan stops.
Manual Stops:

When manual limit stops arset,you can operate th&TZcontrol panelmanually only irthe
limited video security area

Scan Stops:

When scan limit stops are séfie random scan, frame scan, auto sctl,scan panorama
scanis performed only in the limitedlideo security area

Note:

Manual Stopsof Limit Typeis prior toScan StopsWhen you set these two limit types at the
same time Manual Stopss valid andScan Stopss invalid.

3. Click the PTZ control buttons to fittlge left/right/up/down limit stops;you can also cathe

defined preset and setthem as thelimits of the speed dome
4. ClickSetto save thdimits or clickClearto clear thelimits.

. .
5. Click to save the settings.

5.4.3 Configuring Initial Position

Purpose:
Theinitial positionis the origin of PTZcoordinates It can be thefactory default initial position
You can also customize the initdsitionaccording to your own demand.

Customize a Initial Position:

Steps:
1. Enter the Initial Positiononfiguration interface
Configuration>PTZ> Initial Position
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| set | | clear | | can |

Figure 530 PTZ Coiduration

2. Qick the PTZ control buttons to find a position as the initial position of the speed dome; you
can also call a defined preset and set it as the initial position of the speed dome.
3. (dick Setto save the position.

Call/deletean Initial Position:

You can click”™ to call theinitial position. You can clic X to delete theinitial position and

restore thefactory defaultinitial position.

5.4.4 ConfiguringPark Actions

Purpose:
This feature allows theamea to start a predefined park action (scan, preset, patterand etc)
automaticallyafter a period of inactivit (park time).
Notes:
Scheduled TaskKsinction is prior toPark Actionfunction. When these two functions are set
at the same time, onlyhe Scheluled Taskdunction takes effect.
. Parkfunctionvariesdepending on different camera models
Steps:
1. Enter the Park Actiorsettings interface
Configuration>PTZ> Park Action
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Enable Park Action

Park Time 5 5
Action Type Preset |Z|
Action Type ID 1 [~

Figure 531 Set the Park Action
Checkthe Enable Park Actiocsheckbox.

Set thePark Timeas the inactivity time of theamerabefore it starts the park actions.
ChooseAction Typefrom the dropdown list.

If you select Patrol, Pattern, or Preset as Action Type,need to select Action Type ID from
the dropdown list.

. .
6. Click to save thesettings

a kN

5.4.5 ConfiguringPrivacy Mask

Purpose:

Piivacymaskenables you to cover certain areas on the videoto preventcertain spots in the
video security arefrom beinglive viewed and recored.
Steps:
1. Enter the PrivacyMasksettings interface
Configuration>PTZ> Privacy Mask

[ Enable Privacy Masks

Q 8
ad |
Privacy Mask List Add
No. Name Type Enable Active Zoom Ratio

Figure 532 Draw the Privacy Mask
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2. Click the PTZ control buttons to fitlte area you want to set the privacy mask.

3. CIicl; drag the mouse in the live videsindowto draw the area.

4. You can drag the corners of the nettanglearea todraw a polygonmask.
5. dick to finish drawingor click to clear all of the areas you set without

savingthem.

6. dick to save the privacy mask, and it will be listed in Brevacy Mask Lisarea

7. Modify the mask settings.

Type:you can specify a desired colar the mask or set it as mosaic.

Note:

The mosaic option may not be supported by certain camera models.

Active Zoom RatioThe set mask is only valid when the camera zoom ratio is equal to
or larger than the set value. Clic®
zoom ratio values displayedn image).

B

to check or change current eam ratio (The

Privacy Mask List
Mo. Mame Type Enable Active Zoom Ratio

Figure 533 Privacy Mask List
8. Check the checkbox &nable Privacy Masto enable this function.

5.4.6 ConfiguringScheduled Tasks

Purpose:
You can configure thenetwork speed domeo perform a certain action automatally in a
userdefined time period.
Steps:
1. Enter the Scheduled Tasdettings interface
Configuratiorr PTZ> Scheduled Task
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[F] Enable Scheduled Task

OFF =] x il Delete All
| Kelza
0 2 4 B 8 10 12 14 16 18 20 22 24
Mo B Auto Scan
0 2 4 B 8 10 12 14 16 18 20 22 24 . Frame Scan
Tue
[ Random Scan
0 2 4 B 8 10 12 14 18 18 20 22 24
Wed Patrol
0 2 4 B 8 10 12 14 16 18 20 22 24 . Pattern
Thu
I Preset
0 2 4 B 8 10 12 14 16 18 20 22 24
En [ Panorama Scan
0 2 4 B 8 10 12 14 16 18 20 22 24 . Tilt Scan
Sat
[ Dome Reboot
0 2 4 B 8 10 12 14 18 18 20 22 24
Sun . Dome Adjust
. Aux Output
Park Time 5 s

Figure 534 Configure Scheduled Tasks

Check theEnable Scheduled Taskeckbox.

3. Setthe Park Time You can set the park tima period of imctivity) before the speed dome
startsthe scheduled tasks.

4. Selectthe task type fronthe dropdown list.

5. Select theimeline of a certain day, and drag the mouse to set the recording schedule (the

start time and end time of the recording task).

n

6. After youset the schedule task you carclick EBi and copy thetaskto other days

(optional).
u] 2 4 B g 10 12 14 16 15 20 22 24
S 1 |
a 2 4 -] g 10 1z 14 18 15 z0 22 24
Tee N 1 ' |
u] 2 4 B g 10 12 14 16 15 20 22 24
sl 1 |
o 2 4 -] g 10 1z 14 18 15 0 22 24
T [ 1 |
u] 2 4 B g 10 12 14 1B 15 20 22 24
i (- 1 |
u] 2 4 B g 10 12 14 16 15 20 22 24
£ 1 | |
il z 4 B g 10 12 14 18 13 z0 pea 24

sun I P .

Park Time 5 3

Figure 535 Edit the Schedule and Task Type

. -
7. Click to save the settings
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5.4.7 ClearingPTZ Configurations

Purpose:
You carclear PTZ configurations in thiigerface including all prests, patrols, privacy masks, PTZ
limits, scheduled tasks and park actions.
Steps:
1. Enter the Clearing Configuration interface:
Configuration>PTZ> Clear Config
2. Check the checkbox of the items you want to clear.

Select All

Clear All Presets

Clear All Patrols

Clear All Patterns

Clear All Privacy Masks
Clear All PTZ Limited
Clear All Scheduled Tasks

Clear All Park Action

Figure 536 Clear Config

. .
3. dick to clearthe settings

5.4.8 ConfiguringSmart Tracking

Purpose:

The speed dome tracks the moving objects automatically after you configure this function.
Note:

The VCA speed dome do not support this function.

Steps:

1. Enter the Smart Trackingeitings interface

Configuration>PTZ> Smart Tracking

Check theenable Smart Trackingheck box to enable smart tracking function.
SetDuration. The speed dome stops tracgimhen the duration time is up.

Select a target in the live image and adjust the PTZ buttons to see the target atdgsire
ClickSet Zoom RatioThe device tracks the target at a fixed zoom ratio.

ClickSave

o g A~ wN

5.4.9 Prioritize PTZ

Steps:
1. Enter the Prioritize PTiterface:
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Configuration>PTZ> Prioritize PTZ

Prioritize PTZ | Network vl

Delay [10 |s

Figure 537 Prioritize PTZ

2. Select Network or R&35 from the dropdown list
3. Setthe delay time

. .
4. Click to savethe settings

5.4.10 Position Settings

Purpose:
You carconfigure the position settings thisinterface including the position information of the
device.
Note: Position settingsnay not be supported by certain camera models
Steps:
1. Enter the Position Settings interface:
Configuration> PTZ > Position Settings

Compass
PT Mode Manual [=] | setasNorth | | Pointto North
GPS
Longitude-Latitude Mode | Manual E
Longitude East E
0 ® 0~179
0 ' 0~59
0.00 " 0.00~59.99
Latitude North E
0 0~89
0 ' 0~59
0.00 " 0.00~59.99

Figure 538 Position Settings

2. Manually find the north position for the speed dome in Live View interface, andSxickt

North to set the north direction.
3. After the speed domehanges its direction, you can cliekint to Northand the speed dome

turnsback to the north direction.
4. You can manually set GPS informatifrcertain camerancludingLongitude and Latitude.

. .
5. Click to savethe settings
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5.4.11 Rapid Focus

Purpose:
Rapid Bcus is a function to reduce time of focusing comparing with that of normal focusing. To
use the function, calibration should be done first.
Note: Rapid focus may not be supported by certain camera models.
Steps:
1. Enterthe rapid focus interface
Configuration > PTZ > Rapid Focus

Enable
03-23-2418 Tri 17:3:16] vy a v a d
| f « [|QO||» || & B
» v B Q0
— <«
e, TIESETS
~
4 Presetd
5 Preset5
6 Preset8
Tl Abb ol i
8 Presetd
9 Presetd
: 10 Preset 10
[ O] v

11 Presett1 000

Finish cslibration before you enable rapid focus. Dissbling rapid focus before you delete all scenes.

Start Calibration I l Stop Calibration

Add [ Delete

No. Scene Name Rate Calibration Point Amount
1 Scenel 28 3
2 Scene2 28 3

Figure 539 Rapid Focus

2. CheclkEnableto enable the function.
3. Calibrate the camera.
(1) Add scenes for calibration.
a. Adjust the camera to a desired scene via PTZ control buttons.
b. ClickAdd to add the scene, and inpltRate and Calibration Point Amountof the
scene.
c. Repeat above steps to add other scenes.
(2) Adjust calibration line.
a. Select an added scene, and a red line appear live image.
b. Adjust the length and position of the line by dragging its two endpoints.
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Notes:
The red line is recommended toagtin the enter of the scene and to covground
at the same time.
If the line is not in the center, use PTZ control to adjust the scene.
(3) ClickStart Calibration and alibration statusappeas on the live image.
4. Save the settings after successful calttam.
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Chapter 6CameraConfiguration

6.1 Configuring Network Settings

Note:
The functions vargepending on different camera models

6.1.1 Basic Settings

ConfiguringTCP/IPSettings

Purpose:
TCP/IPsettings must be properly configured before you opertdte cameraover nework. IPv4
and IPv6 are both supported.
Steps:
1. Enter TCP/IRettings interface
Configuration >Network >BasicSettings> TCP/IP

TCPIP  DDNS  PPPoE  Port  NAT
NIC Type Auto [~]
] DHCP
IPv4 Address 10.16.1.250 Test |
IPv4 Subnet Mask 255.255.255.0
IPv4 Default Gateway 10.16.1.254
IPv6 Mode Route Advertisement E] View Route Advertisement |
IPv6 Address

IPv6 Subnet Mask

|Pv6 Default Gateway

Mac Address

MTU 1500
Multicast Address

[#] Enable Multicast Discovery

DNS Server
Preferred DNS Server 88838

Alternate DNS Server

Figure 61 TCP/IFSettings

2. Configure the NIC settings, including tRe4IPv6)Address IPv4IPv6)Subnet Maskand
IPv4IPv6)Default Gateway

3. Click to save the above settings
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You can clickestto make sure that théP address is valid.
Notes:

If the DHCP server is available, you daeck [] DHCP to automatically obtain an IP

address and other network settings from that server.

The validvalue range oMaximum Transmission Ur(¢1TU) is 1280 to 1500

The Multicast sends a stream to thaulticastgroup address and allows multiple clients to
acquire the stream at the same time by requesting a copy from the multicast group address.
Before duilizing this function, you have to enable the Multicast function of your router and
configure the gateway dhe network camera

If the DNS server settings are required for some applications (e.g., sending email), you
should properly configure thBreferred DNS Serveand Alternate DNS server

DNS Server
Preferred DMNS Server 49.0.0.8

Alternate DNE Server

Figure 62 DNS Server Settings

Note:
The router must support the route advertisement function if you seldRbute
Advertisementas the IPv6 mode.

Configuring DDNS Settings

Purpose:

If your camerais set to use PPPoE as itdaidt network connection, yowan use theDynamic
DNS (DDNS) for network access.

Before you start

Registration on the DDNS server is required before configuring the DDNS settingsashtra

A

For your privacy and to better protect your system agaiastirity risks, we strongly
recommend thaseof strong passwords for all functions and network devices. The password
should be something of your own choosing (using a minimum of 8 characters, including
upper case letters, lower case letters, numbers padial characters) in order to increase

the security of your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or eneliser.

Steps:
1. Enter theDDNSsettings interface:
Configuration >Network >Basic Settings BDNS
2. Check theenableDDNS:heckbox to enable this feature.
3. SelectDDNS TypeTwoDDNS types are selectablzynDN&nd NOIP.

DynDNS:
Steps:
(1) EnterServer Addressf DynDNS (e.g. members.dyndns.org).
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(2) In the Domaintext field, enter the domainnameobtained from the DynDNS website.
(3) Enter the Port of DynDNS server.
(4) Enter theUser Nameand Passwordegisteredon the DynDNS website.

(5) Click to save the settings.

Enable DDNS

DONS Type DynDNS [~]
Server Address members.dyndns . org (]
Domain 123.dyndns.org (]
User Name test (]
Port

Passwaord sensnene []
Confirm sesssens (]

Figure 63 DynDNS Settings
NOIP.
Steps:
(1) EnterServer Addressf NOP.
(2) In theDomaintext field, enter the domaimameobtained from theNO-IPwebsite.
(3) Enter the Port of NOIP server.
(4) Enter theUser Nameand Passwordegisteredon the NOIPwebsite.

(5) Click to save the settings.

Configuring PPPoOE Setts

Purpose:
If you have no router bubnly a modem, you can ugeointto-Point Protocol over Ethernet
(PPPoBEunction.
Steps:
1. Enter thePPPoEettings interface:
Configuration >Network > Basic SettingsPPPoE

[F] Enable PPPoE
DynamicIP

User Mame
Fassword

Confirm

Figure 64 PPRE Settings

2. Check theenablePPPoEheckbox to enable this &ture.

3. EnterUser Name Password andConfirmpasswordfor PPPoE access.
Note:
The User Name and Password should be assigned by your ISP.
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A

. For your privacy and to better protect your system against security risks, we strongly
recommend thaseof strong passwords forldlinctions and network devices. The
password should be something of your own choosing (using a minimum of 8 characters,
including upper case letters, lower case letters, numbers and special characters) in order
to increase the security of your product.

. Proper configuration of all passwords and other security settings is the responsibility of
the installer and/or endiser.

4. Click to save and exit the interface.

Configuring Port Settings

Purpose:
You can set the port No. of the camera, e.g., HTTP port, foFS&khd HTTPS port.
Steps:
1. Enterthe Portsettings interface:
Configuration > Network > Basic Settings > Port

TCP/P DDNS PPPoE Port NAT Multicast

HTTP Port [80 |
RTSP Port [554 |
HTTPS Port [443 |
Server Port [8000 |

Enhanced SDK Service P [8443 |

Figure 65 Port Settings

2. SettheHTTRort, RTSP port and port of tloamera

HTTP PortThe default port number is 80.

RTSP PorfThedefault port numtker is 554.

HTTP®ort: Thedefault port number is 43.

Server Port Thedefault port number i8000.

Note:

When you use client software to visit the camera and you have changed the server port

number, you have to input the correct server port number inindgterface to access to the

camera.

., Enhanced SDK Service Pofthe default server port number is 8443, and it can be
changed to any port number ranges from 2000 to 65535.

B
B

B
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. B ave .
3. Click to save the settings.

ConfiguringNAT (Network Address TranslatiorSettings

Purpose:
Universal Plug and Play (UPHRs a networking architecture that provides compatibility among
networking equipment, software andther hardware devicesThe UPnP protocallows devices
to connect seamlessly and to simplify the implementatioh networks in the house and
corporate environments.
With the function enabled, you ddnneed to configure the port mapping for each port, and the
camera is connected to the Wide Area Network via the router.
Steps:
1. Enter the UPnP'settings interface.
Confguration >Network > Basic Settings NAT
2. Check the checkbox to enable the UPYiEnction.
Note:
You can edit the Friendly Name of tb@mera This name can be detected by corresponding
device, such as a router.
3. Setthe port mapping mode:
To portmappingwith the default port numbers:

Port Mapping Mode Auto
Choose pping =]

To portmappingwith the customized port numbers:

Choose PortMapping Mode Manual B

And you can customize the value of the port number by yourself.

¥] Enable UPnP™

Nicknama 490340679 (]

Port Mapping Mode Auto [~]
Port Type External Port External IP Address Internal Port Status
HTTP 80 0000 80 Valid
RTSP 554 0.000 554 Valid

Server Port 8000 0.000 8000 Valid

Figure 66 Port Mapping Mode

4. Click to save the settings.

Configuring Multicast

Purpose:

Multicast is goup communication where data transmission is addressed to a group of destination
devices simultaneoushifter seting up active multicastyou can send thesource efficiently to
multiple devices
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TCP/IP DDNS PPPoE Port NAT Multicast

IP Address 0000 |
Stream Type ‘ Main Stream V‘
Video Port [8860 |
Audio Port [8862 |

Figure 67 Setting Multicast

Steps:
1. Enter the Multicast setting ierface.
Configuration Network > Basic Settings Multicast
2. Set IP Address, Stream Type, Video Port, and Audio Port of the camera.
Notes:
IP Addresstands forthe address of multicast.
Video port and audio port of each video stream of each camera chacarelbe
specified by selecting a stream in Video Stream and inputting port number in Video Port
and Audio Port.

3. Click to save the settings.
6.1.2 Advanced Settings

ConfiguringSNMPSettings

Purpose:
You can use SNMP to getmerastatus and parametenglatedinformation.
Before you start:
Before setting the SNMRBsethe SNMP software and manage to receive taenerainformation
via SNMP port. By setting the Trap Address ciraeracansend the alarm event and exception
messageto the surveillance center.
Note:
The SNMP version you select should be the same as that &NMP software
Steps:
1. Enter the SNMPsettings interface:
Configuration >Network > Advanced Settings SNMP

- © Hikvision



User Manual oNetwork Speed Dome 82

SHNMP vine2
[E] Enable SNKMPv1
[E] Enable SHMP v2c
Read SNMP Community
Write SNMP Community
Trap Address
Trap Port

Trap Community

SNMP v3
[F] Enable SHMPv3
Read UserName
Security Level na auth, no priv
Authentication Algorithm @ MDS SHA
Authentication Password
Private-key Algorithm @ DES ) AES
Private-key paszword
Write UserName
Security Level na auth, no priv
Authentication Algorithm @ MDS " SHA
Authentication Password
Private-key Algorithm @ DES ) AES

Private-key password

SNMP Other Settings

SMMP Port 161

Figure 68 SNMPSettings

2. Check the corresponding version checkdergble SNMP yEnableSNMP v2¢cEnable
SNMP v3to enable the feature.

3. Configure the SNMP settings
Note:
Theconfigurationof the SNMP software should be the same as the settings you configure
here.

4. dick to save and finish the settiys.

ConfiguringFTPSettings

Purpose:
Youcan set a FTRes/er and configure the following parametds uploading captured pictures.
Steps:
1. Enter the FTPsettings interface
Configuration >Network >AdvancedSettings>FTP
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SNMP FTP Email HTTPS QoS 802.1x

Server Address 0.0.0.0

Port 21

User Name [[] Anonymous
Password

Confirm

Directory Structure Save in the root directory E

Picture Filing Interval OFF E Day(s)

Picture Name Default E

[] Upload Picture

Figure 69 FTP Settings

2. Configure the FTP settings, including server addresst, user name,passwod, and
directory:.
Note:
The server address supports both the domain name and IP address formats.

A\

For your privacy and to better protect your system against security risks, we strongly
recommend thaseof strong passwords for allifictions and network devices. The

password should be something of your own choosing (using a minimum of 8 characters,
including upper case letters, lower case letters, numbers and special characters) in order
to increase the security of your product.

Prope configuration of all passwords and other security settings is the responsibility of
the installer and/or endiser.

B

Setting thedirectory in FTP server for saving fites

In the Directory Structure field, you can select the&oot directory, parent directoy and

childdirectory.

E Rootdirectory: The files will be saved iie root of FTP server.

E Parent directory. The files will be saved ia folder in FTP server. The name of folder can
be defined as shown iRigure 610.

Use Device Mame -

Use Device Mumber
Use Device IP address
Custom

Figure 610 ParentDirectory

E Childdirectory: It is a sukfolder which can be created in the parent directory. Tites
will be saved ira subfolder in FTP server. The name of folder can be defined as shown
in Figure 611.
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Ise Camera Mame |-

Use Camera Name
Use Camera Mumber
Custom

Figure 611 Child Directory
Upload type:To enable uploading the captured picture to the FTP server.

3. dick to save the settings.

4. You can clicKestto confirm theconfiguration.
Note:
If you want to upload the captured pictures to FTP server, you also have to enable the
continuoussngpshot or eventriggered snapshaoin Snapshotinterface

Configuring Email Settings

Purpose:
The system can be configured to send an Email notification to all designated receivers if an alarm
event is detected, e.g., motion detection event, video loss®dmpering, etc.
Before you start
Configure the DNS Server settings un@amfiguration>Network > Basic Settings TCP/IP
before using the Email function.
Steps:
1. Enter the Emasettings interface:
Configuration>Network > AdvancedSettings> Email
SMTP Server
SMTP Port 25

E-mail Encryption Mone |Z|

[F] Attached Image

ra
@

Interval

[7] Authentication
User Mame
Password

Confirm

Receiver

Na. Receiver Receiver's Address Test

(R R

Figure 612 Email Settings

2. Configure the following settings:
Sender:The name ofhe emailsender.
Sende®Address:Theemail address othe sender.
SMTP ServeiThe SMTP Server IP address or host name (e.g., smtp.263xmail.com).
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SMTP PortThe SMTP port. The defaulL®/IP port for SMTP is 25.
Email encryption:None, SSL, and TLS are selectable. When you select SSL or TLS and
disable STARTTLSnails will be sent after encrypted by SSL or TLS. The SMTP port should
be set as 465 for this encryption method. When yoleseSSL or TLS and enable STARTTLS,
emails will be sent after encrypted by STARTTLS, and the SMTP port should be set as 25.
Note:
STARTTLS protocol must be supported by the email serverrai @ncryption with
STARTTLS. When it is not supported byethail server and the checkbox of Enable STARTTLS
is checked, the email will not be encrypted.
Attached ImageCheck the checkbox éfttached Imageaf you want to send emahwith
attached alarm images
Interval: The interval refers to the time between twaztions of sending attached
pictures.
Authentication (optional): If youremail server requires authentication, check this
checkbox to use authentication to log in to this server and enter the laggnname and
password.

A

For your privacy and to bettemrgtect your system against security risks, we strongly
recommend thaseof strong passwords for all functions and network devices. The
password should be something of your own choosing (using a minimum of 8 characters,
including upper case letters, lowease letters, numbers and special characters) in order
to increase the security of your product.
Proper configuration of all passwords and other security settings is the responsibility of
the installer and/or endiser.
ReceiverSelect the receiver to whicthe email is sent. Up t@ receivers can be configured.
ReceiverThe name ofthe user to be notified.
Receive@Address Theemail address of user to be notifie@Optional: clicklestto make sure
that the email server can send email out.)

. B ave .
3. Click to save the settings.

B

B

ConfiguringPlatform Settings

Purpose:
Platform access provides you an option to manage the devices via platform.
Note:
This function varies depending on different speed dome models.
Steps:
1. Enter the Platform settings interface:
Configuation> Network >AdvancedSettings> Platform Access
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Platform Access Mode Hik-Connect V|

[] Enable

Server IP dev.hik-connect.com [] Custom
Register Status Offline v

Verification Code sssses et

Figure 613 Platform Access

Check theEnablecheckbox to enabléhe platform access function of the device.

. Select the Platform Access Mode.

If you select Platform Access Mode as-Bldnnect,

1) dick and read "Termof Service" and "Privacy Policy" in pgpwindow.

2) Create a verification code or change the verification code for the camera.

Notes:

The verification code is required when you add the camera teGdiknect app.

For more information about the Hi&onnectapp, refer to HikConnect Mobile Client
User Manual.

B

. You can use the default server address. Or you can checkusiemcheckbox on the right

and input a desired server address.

Click to save the settings.

Note:
HikConnect is an application for mobievices. With the App, you can view live image of the
camera, receive alarm notification and so on.

ConfiguringHTTPSettings

Purpose:

HTTPSonsistsof SSL&HTTP. It is used for encryption transmission, identity authentication
network protocol which enhates the security of WEB accessing.

A

5

For your privacy and to better protect your system against security risks, we strongly
recommend thaseof strong passwords for all functions and network devices. The password
should be something of your own choosimgjr{g a minimum of 8 characters, including

upper case letters, lower case letters, numbers and special characters) in order to increase
the security of your product.

Proper configuration of all passwords and other security settings is the responsikitigy of
installer and/or eneliser.

Steps:
1. Enter the HTTPSettings interface.

Configuration >Network > AdvancedSettings>HTTPS
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2. Create the selgigned certificate or authorized certificate.
Enable
Install Certificate
Installation Method @ Create Self-signed Certificate
o Signed certificate is available, Start the installation directly.

o Create the cerificate requestfirst and continue the installation.

Create Self-signed Certificate Create

Figure 614 Create Certificate

OPTION i1Create the sel§igned certificate
(1) <elect Create SeHigned Certificate.
(2) ClickCreateto create the following dialog box.

Country *
HastnamellP *
Walidity Day...
Password

State or province
Locality
Crganization
Organizational Linit

Email

Cancel

Figure 615 Create Selfigned Certificate

(3) Enter the country, host name/IP, validity and other information.
(4) ClickOKto save the settings.
OPTION 2Start the installation whenigned certificate is availahle
(1) SelectSigned certificate is available, Start the installation directly
(2) ClickBrowseto upload the available certificate.
(3) Clickinstall button to install the certificate.
(4) ClickOKto save the settings.
OPTIONSB: Create ceiificate request first and continue the installation
(1) Select Create certificate request first and continue the installation
(2) ClickCreak to create the certificate request, and fulfill the required information.
(3) Download thecertificate request and submit to the trusted certificate authority for
signature.
(4) After receiving the signed valid certificate, import the certificate to the device.
(5) ClickOKto save the settings.
3. There will be the certificate information after you successfully create and install the
certificate.
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Certificate Details

Installed Certificate Delete

Property

Figure 616 Installed Certificate Property

Notes:
The default port number diTTP$ 443.Theport value ranges from 1 to 65535.
When the port number is the default number 443, the formatteé URL isttps://IP address
eg, https://192.1681.64.
When the port number is not the default number 443, the formattibé URL ishttps://IP
address:port numbereg, https://192.168.1.61:81

ConfiguringQoSSettings

Purpose:
QoS (Quality of Servicean help solve the network delay andtwork congestion by enfiguring
the priority of data sending.
Steps:
1. Enter the QoSsettings interface
Configuration >Network >AdvancedConfiguration >QoS

Video/4udio DSCP 0
Event'dlarm DSCP 0
Management DSCF 0

Figure 617 QoS Settings

2. Configure theQoS settings, includingided/ Audio DSCHvent/Alarm DSCP and Management
DSCP.
The validDSCP value ranges from 0 to ©8e highertie DSCP valds, the higher thepriority
is.

3. Click to save the settings.

Notes:
Make sure thatyou enable the QoS function of your network device (such as a router).
It will ask for aeboot for the settings ¢ take effect.

Configuring802.1XSettings

Purpose:
The camera support&EE 802.1X standard
IEEE 802.1) a portbased network access control. It enhances the security level of the LAN.
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When devices connect to this network witBEE 802.1X standaittie authentication is needed. If
the authentication fails, the devices doronnect to the network.
The protected LAN witB02.1Xstandard is showin Figure 618

e

—in Authenticator
Network Switch
L < %

Network
Seed Dome

5

Authentication
Server
N NN
PC\ PC\ RADI@er

Figure 618 Protected LAN

Before connecting the &work Camera to the protectedAN apply a digitatertificate
from a Certificate Authority

The network camera requests access to the protected Liis the authenticator (a
switch).

The switchforwards the identity and password to thauthentication serer (RADIUS
server).

The switcHorwards thecertificate of authentication server to the network camera.

If all the information ivalidated the switch allows the network access to the protected
network.

For your privacy and to better protect your systgainst security risks, we strongly
recommend thaseof strong passwords for all functions and network devices. The password
should be something of your own choosing (using a minimum of 8 characters, including
upper case letters, lower case letters, narstand special characters) in order to increase
the security of your product.

Proper configuration of all passwords and other security settings is the responsibility of the
installer and/or eneliser.

Steps:

1. Connect the network camera to your PC directlthva network cable.

2. BEnter the802.1Xsettings interface

Configuration >Network >AdvancedSettings>802.1X
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Enable IEEE 802.1X
Pratocol EAP-MD5
EAPOL version 1
User Mame
Password

Confirm

Figure 619 802.1X Settings

3. (Check theEnable IEEE 802.tKeckbox to enable it.
4. Select a preferred protocOEARLEAREARTLS andEARMDS are selectable.
EARLEAP and EARDS5
If you use EAREAP or EARDS5, the authentication server must be configured. Apply and
register a user name and password for 802.1X in the server.
Input the user name and password to access the server.
EARTLS
If you use EAPLS, inpt Identify, Private Key Password, and upload CA Certificate, User
Certificate and Private Key.
5. Set the EAPOL version. The EAPOL version must be identical with that of the router or the
switch.
6. Configure the 802.1X settings, including user name and padswor

7. Click to finish the settings.

Note:
The camera reboots when you save the settings
8. After the configuration, connect the camera to the protected network.

Configuring WAFi

Wi-Fi is a technology that allows an electronic device to exchange data oectaorthe internet
wireless. Please make sure your device supportéMitinction before you use this function. You
can connect to the wireless network in manage mode, or establish the wireless connection via
WPS (WFi Protected Setup), which refers tioet easy configuration of the encrypted connection
between the device and the wireless router.
Note: Wi-Fi functionis supported by certain camera models.

Wireless Connection in Manage Mode

Steps:

1. Clickehableto enable the function.

2. ClickSearchto see avdable SSIDs.

3. Click to select desire8SID from the Wireless List. SSID, Security Mode, angbEme

Type are displayed automatically. Don't change them manually.

4. Input the SSID key ey 1password field.

Easy WAFi Connection with WPS function

WPS (WFi Protected Setup) refers to the easy configuration of the encrypted connection

between the device and the wireless router. The WPS makes it easy to add new devices to an
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existing network without entering long passphrases. There are two modes of the WPS
connection, the PBC mode and the PIN mode.

E

PCB Mode

PBC refers to the PudButton-Configuration, in which the user simply has to push a
button, either an actual or virtual one (as th@onnectbutton on the configuration
interface of the IE browser), on bHothe Access Point (and a registrar of the network)
and the new wireless client device.

PIN Mode

The PIN mode requires a Personal Identification Number (PIN) to be read from either a
sticker or the display on the new wireless device. This PIN must thesnteeed to
connect the network, usually the Access Point of the network.

Steps:

1. Choose a wireless connection on the-WiList and the SSID is loaded automatically.

2. InputRouter PIN codgif the PIN code is generated from the router side.

3. ClickConnect

OR

You can generate the PIN code on the camera side. And the expired time for the PIN code
is 120 seconds.

Steps:

1. ClickGenerate And the code displays PINCodetext field.

2. Input the code to the router.

Integration Protocol

Purpose:

If you

need to acces$o the camerathrough the third party platform, you can enable

HikvisionCGl function. And if you need to access to the device through ONVIF protocol, you can
configure ONVIF user in this interface. Refer to ONVIF standard for detailed configuration rules.

Steps:

1. Enter the Integration Protocotonfigurationinterface.
Configuration >Network > AdvancedSettings> Integration Protocol
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[] Enable Hikvision-CGI

Hikvision-CGI Authenticat...| digest v

["] Enable ONVIF

ONVIF Version 17.12

User List | Add |

No User Name Level

Figure 620 Integration ProtocoBettings

2. Check theenableHikvisionCGlcheckbox and then select the authentication from the
dropdownlist. Then you can access to tt@merathrough the third party platform.

3. Check theenable ONVIEheckbox to enable the function.

4. ClickAddto add a new ONVIF user. Set the user name and password, and confirm the
password. You can set the user as media,uggerator, and administrator.

5. ClickModify to modify the information of the added ONVIF user.

6. ClckDeleteto delete the selected ONVIF user.

7. Click to save the settings

Network Service

Purpose:

You can control the ON/OFF status of certain protocdi tie camera supports.

Notes:

Supported services vary according to camera models.

Keep unused function OFF for security concern.

SDKServiceandEnhanced SDK Sergic

If you want to add the device to the client software, you should enable SDK Service or
Erhanced SDK Service.

SDK ServiceSDK protocol is used.

Enhanced SDK Servic8DK over TLS protocol is used. Communication between the
device and the client software is secured by using TLS (Transport Layer Security)
protocol.

TLS (TranspolttayerSecurity)

The device offers TLS 1.1 and TLS 1.2. Enable one or more protocol versions according

5
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to your need.

Smooth Streaming

Purpose:

Thisfunction is used to view the live view smoothly via the client software or Web Browser when

the network is unstable or higquality of video is required.

Notes:

Supported services vary according to camera models.

Before you start:

Add the device to your client software and enable the NPQ protocol for live view via the client.

Steps:

6. Ener the Smooth Streaming interface:

Configuration > Network > Advanced Settings Smooth Streaming

7. Select theStream Type

8. CheckEnable Smooth Streaming

9. Selectthe mode of smooth streaming. There are three modes selectahl&, Resolution

Priority, andError Correction

Auto: The resolution ad bitrate will be adjusted automatically, the upper limits of
which will not exceed the values you set on Video page. G&dofiguration >
Video/Audio > Videopage, set theResolutionand Max. Bitrate before you enable
smooth streaming function.
Resolutian Priority: The resolution stays the same as the set value in Video page, and
the bitrate will be adjusted automatically. Go @onfiguration > Video/Audio > Video
page, set the Max. Bitrate before you enable smooth streaming function
Error Correction:The resolution and bitrate stay the same as the set values in Video
page. This mode is used to correct the data error during transmission. You can
configure the error correction proportion within range of1l00. When the proportion
is 0, the data error wilbe corrected by data retransmission. When the proportion is
higher than 0, the error data will be recovered via redundant data that is added to the
stream. The higher the value is, the more redundant date will be generated, and the
larger bandwidth is regued. When the proportion is 100, the redundant data will be as
large as the original data.
Note: Be sure the bandwidth is sufficient in Error Correction mode.

10. Click to save the settings.

HTTP Listening

Alarm informationcanbe sent to destination IP diost via HTTP protocol.

Steps:

3. Input destination IP or host name, URL, and port number.

4. Click Test to see if the service is available.

Note: HTTP data transmission should be supported by the destination IP or Host.
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6.2 Configuring Videand AudioSettings

6.2.1 ConfguringVideoSettings

Steps:
1. Enter the Videosettings interface:
Configuration >Video/Audio >Video

Stream Type |Main Stream(Normal) V|
Video Type [Video&Audio vl
Resolution [1920*1080P v
Bitrate Type [Variable vl
Video Quality [ Medium v|
Frame Rate [50 v fps
Maz. Bitrate (4096 | Kops
Video Encoding [H 264 vl
H.264+ |OFF vl
Profile | Basic Profile vl

| Frame Interval (50 |

sVC |OFF v]
Smoothing — [50 [ Clear=—=Smooth ]

Figure 621 Configure Video Settings

2. (Optional)Check thecheckbox to enable th&tream Adaption If the function is enabled, the
live view takes the image smootly as a priority. The camera adjusts videtated
parameters automatically, and the pset videorelated configuration is invalid.

Notes:

A reboot is required for the function to take effect.

The function is only available for certain models.

3. Select theStream Typeof the camerato Main Sream (Normal), Sub-streamor Third Sream.
The main stream is usually for recording and live viewing with good bandwadth the
substream can be used for live viewing when the bandwidth is limited. Refer t&¢otion
4.2 Configuring Local Parameterfor switching the main streamand sub-stream for live
viewing.

4. You can customize the following parameterstfog selectedstream.

Note:
The parameters vargiepending on different camera models
VideoType
Select the stream type to video stream, or video & audio composite stream. The audio signal
will be recorded only when theideo TypeisVideo & Audio

B
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Resolution:

Selet the resolutbn of the videcoutput.
Bitrate Type:

Select the bitrad type to constant or variable.
VideoQuality:

When bitrate type is selectegisVariable 6 levels of/ideoquality are selectable.
Frame Rate:

The frame ratds to describe the frequency at whictie video stream is updatednd itis

measuredby frames per second (fpsA higher frame rate is advantageous when there is

movement in the video stream, as it maintains image quality throughout.
Max. Bitrate:

Set the Max. Bitrate. Higher value corresponds tdigher video qualitywhile the higher

bandwidth is required

., Video Encoding:

SelectVideo Encodindrom the dropdown list for different stream type
H.264+/H.26b6+:

Set it as ON or OFF.

E  H.264+:If you set the main stream as the stream type, and H.264awideo encoding,
you can see H.264+ available. H.264+ is an improved compression coding technology
based on H.264. By enabling H.264+, users can estimate the HDD consumption by its
maximum average bitrate. Compared to H.264, H.264+ reduces storage toy 5090
with the same maximum bitrate in most scenes.

E H.26+:If you set the main stream as the stream type, and H.265 as the video encoding,
you can see H.265+ available. H.265+ is an improved compression coding technology
based on H.265. By enabling H.26%sers can estimate the HDD consumption by its
maximum average bitrate. Compared to H.265, H.265+ reduces storage by up to 50%
with the same maximum bitrate in most scenes.

Notes:

H.265+/H.265 function varies depending on different speed dome models.

Youneed to reboot the camera if you want to turn on or turn off the H.264+/H.265+.

If you switch from H.264+ to H.265+ directly, and vice versa, a reboot is not required

by the system.

. Profile:

Basic Profile, Main Profile and High Profile are selectable.
| Fame Interval:

Set the {Frame intervalfrom 1 to 400.

, SVC:

Scalable Video Coding is an extension of th@64/AVC standard. Select OFF/ON to

disableenable the SVC function. Select Auto, and the device will automatically extract frames

from the original ideo when the network bandwidth is insufficient.

. Smoothing:

It refers to the smoothness of the stream. The higher value of the smoothing, the better

fluency of the stream, though, the video quality may not be so satisfied. The lower value of

the smoothing the higher quality of the stream, though it may appear not fluent.

B
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. B ave .
5. dick to save the settings.

6.2.2 ConfiguringAudio Settings

Note: Audio Settingsnay not be supported by certain camera models.
Steps:
1. Enter the Audib settings interface

Configuration >Video/Audio > Audio

Audio Encoding | MP2L2 V|
Sampling Rate |44.1 kHz V|
Audio Stream Bitrate [ 128kbps v|
Audio Input [Micin M
Input Volume —— W
Audio Output |Built-in Speaker v|
Output Volume —— I?
Environmental Noise Filter |OFF v|

Figure 622 Audio Settings

2. Configurethe following settings.

Audio EncodingG.7221, G.711ulaw, G.711alaw, MP2[x2726and PCM arselectable.
Audio Input: Whenan intercom is connected to theamera you need to set this option
to Lineln When amicrophoneis connected to theamerg you need to set this option to
Micln.

Mute During Pan/Tilt:For certain camera models, when you sellitin as audio input,
enable the function to mute the microphone when the camera is performing panttilt
operation.

Audio Stream BitrateWhen the Audio Encoding is selectedwi82L2 you carconfigure

the Audio Stream Bitrate in the dropdown lithe greater the value is, the better the
audio quality will be.

Sampling Rate:When the Audio Encoding is selected M&2L2or PCM you can
configurethe SamplindgRate in the dropdown list. The greater the value is, the better the
audio quality will be.

Input Volume:Slice the bar to turn up/down the volume.

Audio Output: Close LineOutand Built-in Speakerare selectable. ICloseis selected,
related audio playing function is disabled, for example the audible warning of linkage
method. SelectLineOut for connected external speaker arBuilt-in Speakerfor the
built-in speaker the device has.

Output Volume: Slice the bar to turn up/down the volume.
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Note:

Audio Output, LineOut, and Output Volume are only supported on certain cameras.
Environmental Noise FilterSelect ON or OFF in the dropdown list to enable or disable the
function. It’s recommended to enable the function wheampling rate is lower than 3&4z.

3. Click to savethe settings.

6.2.3 ConfiguringROISettings

Purpose:

ROI Region of Interedtencoding isised to enhance the quality of images which are specified
advance There are two different R@hethods: Fixed Regio and DynamicRegion WhenFixed
Regionis enabledjmage quality of ROI area will be enhanced and image quality of other areas
will be reduced. When Dynamic Regionis enabled,image quality of tackingtarget will be
enhanced.

Note:

ROI function varies epending on different camera models.

Enter the ROIsettings interface

Configuration ¥ideo/Audio > ROl

=

Figure 623 Region of Interesfl)
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Stream Type

Stream Type Main Stream(Normal) [=]
Fixed Region
Enable
Region No. 1 |z|
ROI Level 3 [~]
Region Name
Dynamic Region
Enable Face Tracking
ROI Level 3 [=]
Enable Target Tracking
ROI Level 6 [=]

Figure 624 Region of Interes?)
ROI for Fixed Region

Steps:

1. CheckEnablecheckboxo enable theFixed Regiorfunction.

2. Select a strem type.You can set the ROI function figrain Sream(Normal) Sub-stream or
Third Sream.

3. CIick andthen drag the mouse tdraw a red frame in the live view image. You
can cIick to clear it.
Note:
The number of areas supported in R@ictionvaries @pendingdifferent camera models

4. Select theRegion Nofrom the dropdown list.

5. Adjust theROI &vel. The higher the value, the better image quality in the red frame.

6. Enter aRegion Name

6.2.4 Display Info. on Stream

Check theEnable DuaVCAcheckbox, and thenformation of the objects will be marked in the
video stream.Then, you can set rules on the connected reard device to detect the events
including line crossing, intrusion, etc.

6.3 Configuring Imagé&ettings

On thelmageconfigurationpage, cIickI to show the PTZ control panel or cIiIkto hide
it.

Click the direction buttons to control the pan/tilt movement

Click the zooml/iris/focus buttato realize lens control.

The functions vargepending on different camera models
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6.3.1 Configuring Display Settings

Purpose:
Configure themageAdjustment, Exposure&ettings, Focus, Ry/Night Swvitch, BacklightSettings,
White Balance JmageEnhancementVideo Adjustment, and other parameters in display settings.
Notes:

The parameters irDisplay Settinginterface varydepending on different camera models

You cardoubleclick the live view to entefull screenrmode and double click it again to exit.
Steps:
1. Enter the DisplaySettings interface

Configuration>Image> Display Settings

2. You can select th&cendn the dropdown list with differenpredefinedimage parameters.
3. Set the imag@arametersof the speed dome.

Image Adjustment

Brightness

This feature is e to adjust brightnessf the image.

Contrast

This feature enhances the difference in color and light between parts of an image
Saturation

This feature is used to adjust color saturatmfithe image

Sharpness

Sharpness functioanhances the detail oht image by sirpening the edges in the image

ExposureSettings

ExposureMode

TheExposure Modecan be set tdAuto, Iris Priority, Shutter Priorityand Manual.

E Auto:
The iris, shutter and gain valuesill be adjusted automatically according to the
brightness of theenvironment
You can limit the changing ranges of iris and shuttekuto mode for better exposure
effect.

E Iris Priority:
The value of iris needs to be adjusted manually. Tigtsr and gain values will be
adjusted automatically according the brightness of thenvironment
You can limit the changing range of shutterliiis Priority mode for better exposure
effect.
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Exposure Mode Iris Priority |Z|
Exposure Level L IT
Max.Shutter Limit 1/30 |Z|
Min Shutter Limit 1/30000 []
Iris f1.6 E
Limit Gain [[oa”
Slow Shutter OFF |Z|

Figure 625 Manual Iris

E  Shutter Priority:
The value ofsutter needs to be adjusted manually. The aisd gain values will be
adjusted automatically according to the brightness of #&mvironment
You can limit the changing range of irisSimutter Prioritymode for better exposure

effect.
Exposure Mode Shutter Priority |Z|
Exposure Level ——— IT
Max. Iris Limit 100
Min_ Iris Linit [0
Shutter 1/30 [~]
Limit Gain [[oa
Slow Shutter OFF [~]
Figure 626 Manual Shutter
E Manual:
In Manualmode, you can adjust the values®&in Shutter, andIris marually.
Note:
Thisfunction varies depending on the camera models.
Exposure Mode Manual E
Iris 1.6 [~]
Shutter 1/30 [~]
Gain IT
Limit Gain [94”
Slow Shutter OFF E

Figure 627 Manual Mode
O Limit Gain
This feature is used to adjugain of the image. The value ranges from 0 to 100.
O Slow Shutter
This function can be used imderexposurecondition. It lengthens tle shutter time to
ensure full exposure.
O Slow Shutter_evel
When slow shutter is set as ON, you can seldw slow shutter level from the
dropdown list.The slow shuttefevercan be set t&Glow Shutterl.25, *1.5,*2, *3, *4,
*6, *8.
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Slow Shutter nljl}

[ ]

Slow Shutter Level Slow Shutter®2

Figure 628 Slow Shutter

FocusSettings

FocusMode
TheFocusMode can be set tAuto, Manual, and Semiauto.
E Auto
Thespeed domdocusesautomatically atany time according to objects in the scene.
E Semiauto:
The speed dome focuses automatically only once after panning, tiltingcamdizg.
E Manuat
In Manual mode, you need to us¢-' = on the control panel to focus manually.
. Min. Focus Disince
Thisfunctionis used to limit the minimum focudistance The value can be set to 10cm, 50cm,
1.0m, 1.5m, 3m, 6m, 10m and 20m.
Note:
The minimum focus value varies dependingdiffierent camera models

Day/Night Switch

Day/Night SwitchMode

TheDay/Night Switchmode can be set téuto, Day, Nightand ScheduledSwitch

Note:

This functionvaries depending on the models gffeed dome

E Auto:
In Auto mode,the day mode and ight modecanswitchautomaticallyaccording to the
light condition of environmentThe switching sensitivity can be setlio2, 3

Day/Night Switch Auto E

Figure 629 Auto Mode Sensitivity
E Day.
In Daymode, thespeed domadisplays color image. it used for normal lighting conditions.
E Night
In Night mode, the image is black and whitdight modecan increase the seaitivity in low
light conditions.
E  ScheduledSwitch
In Schedulel-Switchmode, you can set thetart and endime for day mode ashownin
Figure 630. The resis the time fomight mode.
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DayiMNight Switch |S[‘.I1eduled-8witch 'Y
Start Time 07:00:00 e
End Time 18:00:00 e

Figure 630 Day Night Schedule

Supplement Light

E Smart Supplement Lightlt controls the power of light autontizally to make image of
proper exposure levellf the light supplement is on and the image center is
overexposure, you can enable this function.

E IR Light ModeLaser Modeit controls the On/Offtatus of supplememt light.

E Brightness Limitit controls the the upper limit of supplement light power.

Note:

To use supplement light, you have to enable su@plementlight first.

Go toConfiguration > System > Maintenance > System Service

BacklightSettings

., BLOBack Light Compensation)

If there's a bright backlight, the subject in front of the backlight appesitsouetted or dark.
EnablingBLOback light compensatiorfunction can correct the exposure of the subjectutBhe
backlight environmenis washed out to white.

. WDR (Wide Dynamic Range)

The wide dynamic range (WDR) function helps the camera provide clear images even under back
light circumstances. When there are both very bright and very dark areas simultaneously in the
field of view, WDRbalances the brightness level of the whole image and provide clear images
with details.

You can enable or disable the WDR function as showigire 631.

WDR ON [~]

Wide Dynamic Level — 11

Figure 631 WDR

., HLC

HLC (High Light Compensationakes the cameraentify and sippress thestrong light sources
that usually flare across a scene. Trnigkes it possible to sele detail of the imagethat would
normallybe hidden.

White Balance

TheWhite Balancamode can be set téwuto, MWB, Outdoor, Indoor, HuorescentLamp Sodium
Lamp and ATW.

., Auto

In Auto mode, the camera retains color balance automatically according to the current color

temperature
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Manual White Balance:
In MWB mode, you canadjust the colortemperature manually to meet your own demand as
shownin Figure 632.

White Balance MWE E
WE Gain Circuit R o
WE Gain Circuit B o

Figure 632 Manual White Balance

., Outdoor

You can select thimodewhen the speed domes installed in outdoor environment
Indoor

You can select thimodewhen the speed domes installed in indoor environment

., HuorescentLamp

You carselect this modevhenthere are fluorescent lamps installed nehe speed dome.
SodiumLamp

You can select thimodewhenthere are sodium lamps installed nethe speed dome.

., ATW

In ATWmode, white balance is continuously being adjusted in riale accaoding to the color

temperature of the scene illumination.

Image Enhancement

Note:
The functions vary depending on different camera models.
3D Digital Noise Reduction
You can sebigital Noise Reductionfunction to Normal and adjust theNoise Reduction Leves
shown inFigure 633. Thelevelranges from 0 td.00.

Digital Noise Reduction | Normal v|

Moise Reduction Level — 50

Figure 633 3D Digital Noise Reduction

If you are a professional technician, you can set ExpertMode then adjustSpace DNR Level
andTime DNR LeveThelevelranges from Qo 100.

Digital Noise Reduction | Expert v
Space DNR Level — 50
Time DNR Level — 50
Figure 634 Expert Mode
Defog Mode
You can set th®efog Modeto Auto, ON or OFF asu need.
Defog Mode OFF [~]

Figure 635 Defog Mode
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EIS(Electronic Image Stabilizatign
You can set th&lSto ON or OFF agu need.

EIS ON [~]

Figure 636 Electronic Image Stabilization

OIS Optical Image Stabilization
You can set theDISto NORMAL, EXPERBTOFF as you need.
Note:
The function is only available for certain camera models.

ols | OFF V|

Figure 637 Opticallmage Stabilization

VideoAdjustment

Note:
The function is only available for certain camera models.
Mirror
If you turn tre MIRRORfunction on, the image will be flipped. It is like the image in the
mirror. The flip direction can be set @FF olCENTER
Video Standard
You can set th¥’ideo Standardo 50 Hz(PAL) 060 Hz(NTSC) according to the video system
in your country.
CaptureMode
You can disable this function selectthe capture moddrom thelist.

Other

. Lens Initialization
The lens operates the movemerits initializationwhenyou enableLens Initialization
. Zoom Limit
You can seZoom Limitvalue to limit the madnum value of zoominglr'he value can be selected
from thelist.
Local Output
You can select the output mode to ON or OFF.
Note:
The functions vary depending on different camera models.

6.3.2 Configuring OSD Settiag

Purpose:
OSD (Osscreen Display) refers thié camera name, time/date, customized information
displayed on the live view.
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Note:

This function varies according to different camera models.

Steps:

1. Enter the OSDsettings interface:
Configuration >mage> OSDSettings

2. Select Character Set. If Koreaneiquired to display on screen, seld8t)GKR Otherwise,
selectGBK
Note:
Changing character set requires device reboot.

3. Check the corresponding checkbox tlect the display ofameraname, date or week if
required.

4. Edit thecameraname in the text fitld of Camera Name

5. Slect from the droplown listto set the Time Format, Date Format, DisplayMode, OS[Hzée
FontColor and Alignment

6. You can use the mouse to drag the text fratRgome in the live view window to adjust the
OSD position

Figure 638 Adjust OSD Location

7. Click to activate above settirg

Configuring Text Overlay Settings

Purpose:

You can customize ¢htext overlay.

Steps:

1. Enter the Text Overlagettings interface:
Configuration>Image>OSD Settings
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2. Check the checkbox in front te#xtboxto enable the orscreen display.

Input the characters in theextbox

4. Usethe mouse to drag theed text frame in the live viewwindow to adjust the text
overlay position

. .
5. Click to save the settings

w

6.3.3 Configuringlmage Parameters Switch

Purpose:

You can configurkink to Presebr ScheduledSwitchin order to switch to linked scene in certain

time.

Link to Prese Set the time period and linked scene for thmeset and check the

corresponding checkbox to go to the linked scene in the configured time period.

ScheduledSwitch: Set the time period and linked scene and it will go to the linked scene in

the configurel time period when you check the corresponding checkbox.

Note:

This function varies depending on different camera models

Steps:

1. Enter the Image Parameters Switch interface:
Configuration>Image>Image Parameters Switch

2. Check the checkbox aink to Preseor ScheduledSwitchto enable the function. (Only one
function can be enabled in the same time.)

3. When you enable the function dfink to Preset select onepreset from the dropdown list,
check the corresponding checkbox, set the time period and thedirskene for the selected
preset. (Up to 4 periods can be configured for gneset.)

5

Link to Preset

Preset 1 |z|

[F] Period1 00:00:00 [ ~|00:00:00 Linked Scene Indoor
[£] Period2 00:00:00 [£ —00:00:00 Linked Scene Indoor
[£] Period3 00:00:00 [£t —00:00:00 Linked Scene Indoor

Linked Scene Indoor

ERENEEE
[« =] =] =]

[[] Periodd 00:00:00 [£t —|00:00-00

Figure 639 Link to Preset

Indoor -
Indoor

Outdoor

Day

Night

Morning

Mightfall

Street

Low lllumination

Custom

Figure 640 Linked Scene

4. When you enable the function &cheduledSwitch check the corresponding checkbox, set
the time period and the linked scene.
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Scheduled-Switch

[7] Period1 00:00:00 4 —|00:00:00 1 Linked Scene Indoor [=]
[7] Period2 00:00:00 4 ~|00:00:00 B Linked Scene Indoor [=]
[] Period3 00:00-00 [t —|00-00-00 ) Linked Scene Indoor |E|
[] Period4 00-00:00 [t —|00:00:00 1 Linked Scene Indoor |E|

Figure 641 ScheduleSwitch

. .
5. Click to save the settings

Note:
The two functions are not enabled by default.

6.4 ConfiguringSystem Settings
6.4.1 System Settings

ViewingBasiclnformation

Enter the Device Information interface
Configuration> System >SystemSettings >Basic Informatim
In the Basiclnformation interface, you cardit the Device Namand Device No.
Cther information of thecamera such as Model, Serial No., Firmware Version, Eng&rsion,
Web Version Plugin VersionNumber of Channels\umber of HDDs, Number of Afa Input,
Number of Alarm OutpytandFirmware Version Properigre displayed. Téinformation cannot
be changed in this menu. It is the reference for maintenance or modification in future.

Device Name

Device No.

Model

Serial No.

Firmware Version

Encoding Version

Web Version

Plugin Version

Number of Channels

Number of HDDs

Number of Alarm Input

Number of Alarm Qutput

Firmware Version Property

Figure 642 Device Information
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Time Settings

Purpose:

You can follow the istructions in this section to configure thiene which can be displayed on the
video. There are Time Zone, Timm&hronization and Daylight Saving Tim@®ST) functions for
setting the time. Time y&ichronizationconsists of auto mode by Network Time Paib(NTP)
server and manual mode.

Enter the Time Settings interface

Configuration > Systern System Settings ¥ime Settings

Time Zone (GMT+08:00) Beijing, Urumgi, Singapore E|
NTP
NTP

Server Address

NTP Port

Interval minute(s)

Manual Time Sync.
@ Manual Time Sync.
Device Time

Set Time 2017-07-03T14:18:24 E Sync. with computer time

Figure 643 Time Settings

Configuring Tine Synchronization by NTP Server

Steps:
1. Check the radio button to eable theNTPfunction.
2. Configue the following settings:
ServerAddress IP address of NTP server.
NTP PortPort of NTP server.
Interval: The time interval between the two synchronizing actidiysNTP server. It cabe
set from 1 to 10080 minutes.

NTP

@ NTP

Server Address time. windows.com

MTP Paort 123

Interval 1440 min

Figure 644 Time Sync by NTP Server

You can abk to make sure that the NTP server is connected.

Note:

If the camerais connected to a public network, you should use a NTP server that has a time
synchronization function, such as the server at the National Time Center (IP Address:
210.72.145.44). Ifhe camerais set in a customized network, NTP software can be used to
establish a NTP server for time synchronization.
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Configuring Time Synchronization Manually
Steps:
1. Checkhe Manual Time Syncadio button

[im]
2. Qick L to set the system time from the pepp calendar.

3. Click to save the settings.

Note:
You can also check ti&/nc with local timecheckbox to synchronize the time of thamerawith
the time of your computer.

“q Aug 2015 [

Sun Mon Tue Wed Thu Fri Sat

2 3 4 5 6 7

9 10 12 13 14 15
15 17 18 19 20 29 9292 Manual Time Sync.
23 24 25 26 27 28 29 @ Manual Time Sync.
3 3
A Device Time

Time|20 0 11 033 2

Set Time 2015-08-11T20:11:33 ﬂ Sync. with computer time

Figure 645 Time Sync Manually

Select the Time Zone

Purpose:

When thecamerais taken to anotler time zone, you can use thieime Zonefunction to adjust

the time. The time will be adjusted according to the original time and the time difference
between the two time zones.

From theTime Zonedropdown menu as shown iRigure 646, lectthe Time Zonén which the
cameralocates.

Time Zane (GMT+08:00) Beijing. Urumagi. Singapore |E|

Figure 646 Time Zone Settirg

Configurirg DST(Daylight Saving Time)

Purpose:

Daylight Saving Time (DST) is a way of making better use of the natural daylight by setting your
clock forward @me hour during the summer months, and back again in the fall.

If there is the habit of adjusting clocks forward in your country in certain time period of a yeatr,
you can turn this function on. The time will be adjusted automatically when the DaylighigSavin
Time(DST) comes.

Steps:

1. Enter theDSTinterfaceby Configuration > Systerm System Settings BST
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[# Enable DST
Start Time Apr E First |Z| Sun E 02 |Z|
End Time Oct E Last |Z| Sun E 02 |Z|
DST Bias 30min [~]

Figure 647 DST Settings

2. Checkthe Enable DS€theckboxo enable the DST function.
3. St the date of the DST period.

4. Click to save the settings.

GonfiguringRS232

The R&32 port can be used in two ways:
ParametersConfiguration: Connect a computer to the camera through the serial port.
Device parameters can be configured by using software such as HyperTerminal. The serial
port parameters must be the same as theiakport parameters of the camera.
Transparenthannel: Connect a serial device directly to the camera. The serial device will be
controlled remotely by the computer through the network.

Note:

RS232 function varies depending on different speed dome madels

Steps

1. Enter R&232Port setting interface:
Configuration>System> System Settings RS232

Baud Rate 115200 [~]
Data Bit 8 (]
Stop Bit 1 [~]
Parity None
Flow Ctrl None [~]
Usage Transparent Channel E

Figure 848 R$232 Settings

2. Configure the Baud Rate, Data Bit, Stop Bit, Parity, Flow Control, and Usage.
Note:
If you want to connect the camerhrough RS232 port, theparameters of the R332 should
be exactly the same with the parameters you configured here.

3. Click to save the settings.

RS485

Purpose:
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The RSI85 serial port is used to control the PTZ of the camera. The configuring of the PTZ
parameters should be dorgefore you control the PTZ unit.
Note:
RS485 function varies depending on different speed dome models.
Steps:
1. Enter R$A85Port Setting interface:
Configuration>System> System Settings RS485

Baud Rate 9600 [~]
Data Bit 8 =]
Stop Bit 1 [~]
Parity None [*]
Flow Ctrl None [~
PTZ Protocol PELCO-D [~]
PTZ Address 1
Figure 849 R$485 Settings
2. Setthe R®85 parameters and clic to save the settings.

Note:
The Baudate, PTZ Protocol arfiTZAddress parametersf the camerashould be exactly the
same ashose of the control device

About

ClickView Licensgyou can check Open Source Software Licenses.

6.4.2 Maintenance

Upgrade & Maintenace

., Rebooting theCamera
Steps:

1. BEnter the Maintenance interface:

Configuration> System>Maintenance> Upgrade & Maintenance:

Reboot

2. Click to reboot the networkcamera

Restoring Default Settings

Steps:
1. Enter the Maintenance interface:
Configuration> System> Maintenance> Upgrade & Maintenance

2. Click ezl or I to restore the default settings.
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Note:

Default

Clicking restores all the parameters to default settings including the IP

address and user informatiokise this button with caution.

Default
Restore Reset all the parameters, exceptthe IP parameters and user information, to the default settings.

Default Restore all parameters to default settings.

Figure 650 Restore DefaulBettings

Expating Configuration File

Steps:

1. Enter the Maintenance interface:
Configuration> System>Maintenance> Upgrade & Maintenace

2. (Qick Device Parametersand set the encryption password to export the current
configuration file.

3. Set the saving path to saveetltonfiguration file in local storage.

4. ClickDiagnose Informatiorto download the log and system information.

Importing Configuration File

Steps:
1. Enter the Maintenance interface:
Configuration> System> Maintenance> Upgrade & Maintenance
2. ClickBrowseto select the savedonfiguration fie.
3. Input the encryption passworgou have set when exporting the configuration file.
4. Clickimport to import configuration file.
Note:
You need to reboot theameraafter importing configuration file.

Upgrading the System

Steps:
1. BEnter the Maintenance interface:
Configuration>System> Maintenance> Upgrade & Maintenance
2. Select Firmware or Firmware Directory.
E Firmware when you selecEirmware you need to find the firmware in your computer
to upgrade the device.
E Firmware Directory: You need to find the directory where the firmware locates. The
device can find the firmware in the directory automatically.
3. ClickBrowseto select the localipgradefile and then clickdpgradeto start remote upgrade.
Note:
The upgrading processillwtake 1 to 10 minutes Don't disconnect powerof the camera
during the process. Theamerareboots automatically after upgrading.

Log Searching

Purpose:
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The operation, alarm, exception and information of ttemeracan be stored in log files. You can
also export the log files on your demand.
Before you start:
Configurenetwork storagefor the cameraor insert amemorycard inthe camera
Steps:
1. Enter the Loginterface:
Configuration> System>Maintenance> Log

Upgrade & Maintenance Log System Service

Majar Type All Types E Minar Type All Types |Z|
Start Time 2015-08-11 00-00-00 Bt EndTime 2016-05-11 23-59:59 =
Ma. Time Major Type Minor Type Channel Ma. Local/Remaote User Remaote HostIP
Total 0 ltems 0/

Figure 651 Log Searching Interface

2. Set the log sealt conditions tospecifythe search, including the MajoFype, MinorType,
Start Time and End Tinasshownin Figure 651.

3. CIick to search log files. The matched log files will be displayed onlLtg

interface.
4. To export thelog filesclickSave Lod¢o save the log fileg your computer

System Service

Steps:

1. BEnter the interfaceof configuring the remote connection
Configuration> System> Maintenance> SystemService

2. Check the checkbox to enable supplement light functidhe device supports the function.

3. Input a number in text field as the upper limit of the remote connection number.
example,when you specify the remote connection number as 10, then the 11th remote
connection cannot be established.
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Software

Live View Connection 10

Figure 652 Live View Corection Settings

4. (Optiona) Third Stream For certain models, the third stream is not enabled by default. If the
third stream is required, enable the function. Note that other function may be mutually
exclusivewith the third stream

5. Click button to actiwate the settings.

Security Audit Log

Purpose:
The Security Audit Logefers to the security operation logs. You can search and analyze the
security log files of the camera so that to find out the illegal intrusion and troubleshooting the
security events.
Security audit logs can be saved on device flash. The log will be saved every half hour after device
booting.
Due to limited saving space of the flash, you can also save the logs on a log server. Configure the
server settings at Advanced Settings.
. Searchind-ogs
Steps:
1. Enter the Security Audit Log interface

Configuration> System> Maintenance> Security Audit Log
2. Set the log search conditions to specify the search, including the Major Type, Miper

Start Time and End Time.

Log Query

Major Type ‘ All Types v | Minor Type All Types v|

Start Time 2019-01-18 00:00:00 i End Time 2019-01-18 23:59:59 [ ‘ Search |
Log List ‘ Export |
No. Time Major Type Minor Type Channel No. Local/Remote User Remote Host IP

Total 0 Items 0/0
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Figure 653 Log Query Interface

3. Click Search to search log files. The matched log files will be displayed on the Log list
interface.
4. To export the log files, click Export to save the log files in your computer.
Setting Log Server
Steps:
1. Check Enable Log Upload Server.
2. Input Log Server IP andd.Server Port.
3. Click Test to test settings.
4. Install certificates. Client certificate and CA certificate are required.
E Client Certificate
(1) Click Create button to create the certifieatrequest. Fill in the required
information in the popup window.
(2) Click Dowload to download the certificate request and submit it to the trusted
certificate authority for signature.
(3) Install the signed certificate to the device.
E CA Certificate
(1) Install the CA certificate to the device.

6.4.3 Security

Configuring AuthenticatiorSecurity

Purpose:

You can specifically secure the stream data of live view.

Steps:

1. Enter the Authentication interface
Configuratiorr System» Security> Authentication

2. Set theRTSPAuthenticatio/WEB Authenticationtype from the dropdown listDigest and
digest/basc are selectable

3. Qick to save the settings.

Configuring IP Address Filter
Purpose:
With this function on, the camera allows certain IP addresses whether to log in or not.
Steps:
1. EnterIP Address Filter interface:
Configuration> System> Security> P Address Filter
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Enable IP Address Filter

|P Address Filter Type Forbidden |Z|
IP Address Filter Add | | Modify
[l Ne. P

Figure 654 IP Address Filter

2. Check the checkbox &hnable IP Address Filter

3. Select the type b IP Address Filter in the drdpwn list, Forbidden and Allowed are
selectable.

4. Setthe IP Address Filter list.

Add an IP Address

Steps:
(1) ClickAddto add an IP.
(2) Input the IP Adreess.

Add IP Address X

IP Address 172.6.23.9 o

OK Cancel

Figure 655 Add an IP
(3) ClickOKto finish adding.
Modify an IP Address

Steps:
(1) Qick an IP address from filter list and clMkdify.
(2) Modify the IP address in the text filed.

Modify IP Address

IP Address 172.6.23.2

OK Cancel
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Figure 656 Modify an IP
(3) ClickOKto finish modifying.
Delete an IP Address
Qick an IP address from filter list and cliz&lete.
Delete all IP Addresses
ClickClearto delete all the IP addresses.

5. Click B s to save the settings.

Configuing Security Service

Steps:

1. Enter the Security Service intade
Configuratiorr System> Secuity > Security Service

2. Check the checkbox to enable thiegal Login Lodkinction.
lllegal Login LockEnablingillegal login locKunction is to automatically lock the device IP
after the user performingertainfailed password attemptsrhenumber of dlowed attemps
is configurable.

3. Click B s to save the settings.

Configuring Advanced Security

Purpose:

Advanced security offers options to managere network security settings of the device
Security Reinforce
Security reinforce is a solutida enhance network security. With the function enabled, risky
functions, protocols, ports of the device are disabled and more secured alternative functions,
protocols and ports are enabled.

Function Status
Control Timeout Settings Enabled
Digest Algoritim MDS5 is disabled. SHA256 is enabled
ONVIF Disabled
TLS TLS1.1 is disabled. TLS1.2 is enabled
SDK SDK Service is disabled. Enhanced SDK S¢
is enabled
SNMP Disabled
RTSP Authentication and HTTP . .
L Only digest is supported
Authentication
HTTPS Enablel
) Enabled. Accessing the device can only u
HTTPS Browsing
HTTPS protocol
Only EARLS (TLS1.2) is supported. The
IEEE 802.1X L
function is disabled
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Control Timeout Settings

If you enable the function and set timeout period, you will be logged out wlrenmake no
operation to the device via web browser (Viewing live image and playback are not included.)
for the set timeout period.

Algorithm

Displays the currently active digest algorithm. If Security Reinforce is enabled, MD5 is
disabled and SHA256 isahied instead.

6.4.4 UserAccount

Manage Users

Enter the User Management interface

Configuration> System>User Management

The admin user has access ta@reate modify or deleteother accounts and grant different
permission to different user level$Ve highlyrecommend administrator to manage the device
accounts and user permissions propethp to 31 useraccountscan be created.

User Management Online Users

User List ‘ Add | General ‘ | Account Security Settings
No User Name Level
1 admin Administrator

Figure 657 User Information

AddaUser

B

Steps:

1. Click to add a user

2. Input thenew User NameselectLevelandinput Password

A\

For your privacy and to better protect your system against security risks, we strongly recommesel the
of strong passwords for all functions and network devices. The password should be something of your
own choosing (Using a minimum of 8 characters, including &t lgaee of the following categories:
upper case letters, lower case letters, numbers, and special characters.) in order to increase the security
of your product.
Proper configuration of all passwords and other security settings is the responsibilityintaller
and/or enduser.

Note:

Thelevelindicates the permissi@you give to the useiou can define the user @perator

or User.

3. In the BasicPermissionfield and CameraConfigurationfield, you can check or uncheck the
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permissions for the new use

4, CIick to finish the user addition.

User Name userl []
Level Operator |Z|
Password CTTTTTTITITTY) []
Strong
Confirm CITTTTTITITTY) []
[F] Select All

[] Remote: Parameters Settings
Remaote: Log Search / Interrogate Wo..
[] Remote: Upgrade / Farmat

Remote: Two-way Audio

[[] Remote: Shutdown / Reboot

[7] Remote: Notify Surveillance Center /... |=
[7] Remote: Video Qutput Control

[7] Remote: Serial Port Control

[] Remote: Live View

[F] Remote: Manual Record

[[] Remote: PTZ Contral

[ Bamnta: Blavhark

Figure 658 Adda User

Modify a User

5

Steps:

1. dick to ®lect the user from the list andick .

2. Modify the User NameLevelor Password
3. In the BasicPermissionfield and CameraConfigurationfield, you can check or unchecketh
permissions.

4, CIick to finish the user modification.
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User Name userl
Level Operator |Z|
Password [TITTT)
Confirm seneee
[ SelectAll

[7] Remote: Parameters Settings
Remote: Log Search / Interrogate Wo...
[7] Remote: Upgrade / Farmat

Remote: Two-way Audio

7] Remote: Shutdown / Reboot

[7] Remote: Motify Surveillance Center/... |=
[7] Remote: Video Qutput Cantrol

[7] Remote: Serial Port Control

Remote: Live View

Remote: Manual Record

Remote: PTZ Control

[l Ramnta: Blavhark

Figure 659 Modify a User

Deletea User

Steps:

1. dick the usemameyou want to deleteand dick .

2. Click on the popup dialogueboxto delete the user.

RecoverAdmin Password

Pupose:
The camera allows admijpassword recovery via security question or verification code received
by configured email address.
Recovery password operation is only available to administrator.
Setup Security Question oriBail Address for Verification Code
You shold setup security gestions or Enail address to receive verification code.
Steps
1. ClickAccount Security Setting® enter setting interface.
Configuration > System > User Management > User Management
2. Select security questions and input your answers.
3. Input your Email addresdor password recovery
4. Save the settings.
Password Recovery Operation

5
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Before you start:

The PC used to reset password and the camera should belong to the same IP address
segment of the same LAN.

Steps:

1. Enter login interface via web browser.

2. ClickForget Rissword

3. Follow popup message to complete operation.

Online Users

Enter theOnline Usergsonfigurationinterface
Configuration> System> User Management Online Users

User Management Online Users

User List

Mo, UserMame Level IP Address User Operation Time

1 admin User 10.16.1.101 2015-11-12 20:53:38

Figure 660 Online Users

You can see the current users who are visiting the device througntergace.

User information, such as user name, level, IP address, and operation time, is displayed in the
User List. ClicRefreshto refresh the list.

Note:

Administrator can control th&imultaneous LoginClickGeneralon User Managemenpage,and

se desired number. Admin password is required for this operation.

General

Simultaneous Login

Figure 661 Simultaneous Login
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Appendix
SADP Softwartntroduction

Description of SADP

SADP (Search Active Devices Protas@)kind of usefriendly and installatioffree online device
search toal It searches the active online devices within your subnet and displays the information
of the devices. You can also modify the basic network informatiorhefdevices using this
software.

Search active devices online

E  Search online devics automatically
After launch the SADP software, it automatically searches the online devices every 15
seconds from the subnet where your computer locates. It displays the total number
and information of the searched devices in the Online Devices interface. Device
information includng the device type, IP addresnd port number, etc. will be
displayed.

@ seor o x

Total number of oniine d 9 Bl - 1 Activate the Device

Securi | IPvd Address | Port | Software Version | IPva Gateway | HTTP Port | Device Serial No.
i
i
i
i

10.166.20 8000 1016.6.254
1016621 8000 10.16.6.2: ﬁ
10.166213 8000 10.16.6.25 A

10166179 8000 101

The device is not activated

005 Active 10166127 8000 1016.6.25

006 Active 10.166.250 8000 10.16.6.254

W 007 Inactive 192.168.1.64

You can modify the network parameters after

009 ;m&l e}étc 1i7n aClci Ve devi Cé1.£.5 254 20 the device activation.

Input and confirm
password.

Figure A.11 Searching Online Devices

o

Device can be searched and displayed in the list in 15 seconds after it went online; it will be
removed from the list in 45 secondfter it went offline.
E Search online devices manually

. Refresh . . .
You can also clic. ' to refresh the online device list manuallfhe newly

searched devices will be added to the list.
!‘f_
NO E
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You can cIicl! or - on each column heading to order the information; you can
click * to expand the device table and hide the network parameter panel on the
right side, or click * to show the networkparameterpanel.

Modify network parameters

Steps:

1. Select the devicéo be modified in the device lisand thenetwork parametersof the device
will be displayed in thtModify Network Parametergpanelon the rightside.

2. Edit themodifiablenetwork parameters, e.g. i&dressand port number.

3. Enter the password of theadmin account of the device in th&asswordfield and click

A

For your privacy and to better protect your system against security risks, we strongly
recommend thaseof strong passwords for all functions and network devices. The
password should be something of your own choosing (using a minimurharb8ters,
including upper case letters, lower case letters, numbers and special characters) in order
to increase the security of your product.

Proper configuration of all passwords and other security settings is the responsibility of
the installer and/oenduser.

L to save he changes.

| Modify Metwork Parameters

Enable DHCP

Device Serial New 303000000 3000000000000000

16vd Prefix Length:

Admin Password: essssssssssnss

Modify

Figure Al.2Modify Network Parameters
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DeviceCommunication Matrix

Santhe following QR code to get device communication matrix.
Note that the matrix contains all communication ports of Hikvision network cameras.

Device Command

Santhe following QR code to get device common serial port commands.
Note that the command list contains the commonly used serial port commands for all Hikvision
network cameras.
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