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1. Ha3HauyeHue

Ynpaensiembin (L2+) Gigabit Ethernet kommyTtaTop Ha 26 noptoB SW-
70818/L2 npepgHasHayeH Ons 0ObeaMHEHUs] CETEBbLIX YCTPOWCTB M Nepenayu
OaHHbIX MEeXAy HAMM MO MeAHbIM 1 ONTUYECKUM Kabensm.

KommyTtatop SW-70818/L2 ocHaweH 8-t0 rmrabutHeimm (10/100/1000
Base-T) noptamm n 18-t10 rurabutHeimm SFP-cnotamm (1000Base-X) (SFP-
MOOYru 8 KOMI/IEKM riocmaeku He 8xo0sim). [ns ynpaBneHusi KOMMyTaTopoM
npeaycMOTPEH OTAENbHbIN KOHCONNbHbLIN (Console) nopT.

KommyTatop HactpavBaetca 4yepe3 WEB-uHTepdenc u wnmeer
MHOXecTBO yHkumi L2, L2+ ypoBHs, Takux kak VLAN, QOS, Static ARP,
Static Routing, IGMP snooping u gp. Kommytatop nogaepxvBaet
aBToMaTu4eckoe onpegeneHne MDI/MDIX (Auto Negotiation) Ha Bcex nopTax,
kpome SFP. B kommyTtatope SW-70818/L2 npegyCMOTpeH pexuMm M3onsaumm
nopToB MpW KOTOPOM OnokmpyetTcs nepedadya OaHHbIX Mexay nopTamu
KOMMYTaLMOHHOW MaTpuubl (4151 3alUMTbl OT CETEBOrO LUTOpMa U CeTeBbIX
aTak).

Bbicokasi HageXHOCTb CeTU MOCTPOeHHOW Ha 6ase KoOMMYTaTopOB
SW-70818/L2 pocturaetca 3a cyeT wucnonb3oBaHus EAPS, MSTP
(MpoToKkonbl OBICTPOro pasBepTbiBaHUS [OepeBa, 3aluTa OT CeTeBbIX
netenb).

MutaHne kommyTaTopa ocyuwectensetrca ot cetn AC 100-240V,
MakcumarnbHasa notpebnsemas MowHocTb 35 BT. [Ons obecneyeHus
OecnepebonHon  pabotbl, kommytatop  SW-70818/L2 obGopymoBaH
OOMONMHUTENbHLIM  Pa3beMOM AN MOOKMIOYMEHUST PE3EePBHOM0  MUTaHUS.
KoHCTpyKkumusi  kopriyca Mo3BONsieT MOHTMpoOBaTb kommyTtaTop B 19-n
OIONMOBYIO CTOWNKY (KpenneHns BXOAAT B KOMMMEKT NOCTaBKu).

KommyTtaTtopbl SW-70818/L2 ¢ ycnexom MoryT 6biTb NpUMEHeHbI ANs
peLleHNs caMbiX pasfnuyHbIX 3adad, roe TpebyeTca o6beaMHUTb Ao 26

ceTeBbIX YCTPOUCTB B OAHY CETb.
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2. Komnnekrtauua*

KommyTarop — 1wr;

Kabenb nutanua ana AC 100-240V — 2wT;
KomnnekT kpenneHun B 19” ctonky — 1wT;
PykoBoacTBo no akcnnyataumm —1wT;
PykoBoacTBo no akcnnyaTtauum Ha CD —1wT;

YnakoBka — 1.

3. OcobeHHOCTM 060pyAoBaHuUA

8 Gigabit Ethernet (10/100/1000Base-T) nopToB;

18 Gigabit Ethernet SFP-cnotos (1000Base-X) ans nogknioyeHns
SFP-moaynew (8 komrnekm rnocmasku He 8xo0sim);

Mopaepxka cdoyHkumn L2, L2+ yposHsa (VLAN, QOS, Static ARP,
Static Routing, IGMP snooping v gp.);

Hactpoiika n ynpasneHue yepe3 WEB-uHTepdelic, Console;
AsTomaTudeckoe onpegenenne MDI/MDIX;

Pasmep Tabnuubl MAC-agpecos: 8K;

Pasvep 6ydepa naketos: 4.1M

MponyckHas cnocoBHOCTb KOMMYTaLMOHHOM MaTpuubl: 128 FéuTt/c;
Mpotokonsl MSTP, EAPS;

CraHgapTbl: IEEE 802.3x full-duplex flow control;

MutaHne ot cetn AC 100-240V;

PesepBHoOe nuTaHue;

LED uHavkaTopbl pexxumoB paboThbi;

MpoyHbI MeTannunueckuit kopnyc (1P30);

MoHTax B 19" cTOWKY (KpenneHus BXOoAAT B KOMMMEKT NOCTaBKM);

HapexHocTb B aKcnnyatauyuun.



4. BHelwwHUW BUA M ONUCaHue 3NIeMeHTOB KOMMyTaTopa

Biug cnepeam

Bua czagu

Puc.1 KommyTtatop SW-70818/L2 (BHELLHWI BMA)

7 8 9 10

Pwuc.2 MaHenu nogkntoveHns kommyTtatopa SW-70818/L2



Tab.1 HaszHavyeHne pa3beMoB 1 MHANKATOPOB komMyTaTopa SW-70818/L.2

Ne

nin O603HayeHue HasHauyeHue
LED wHagmkaTtop nutaHus. lopum — nopaeTtcd
PWR nutaHne. He zopum — nuTaHWe He nogaeTcs
WM KOMMYTaTOP HE UCMPaBEH.
LED vHavkaTopbl nepegavm AaHHbIX. [opum —
1 Link/Act nogknioyeHo obopygoBaHve, wuaet nepepadva
AaHHbIX.
LED vHavkaTopbl nepefayv AaHHbIX. [opum —
1000M noeT nepefjaya AaHHbIX Ha ckopoctu 1000
MoéwuT/c.
> RET MuKkpokHomnka «cbpoc» - BO3BpaT K 3aBOACKUM
yCcTaHOBKaM.
SYS LED nHOuKaTop paboTbl npoeccopa
KommyTaTtopa. Muzaem — paboTtaeT npoueccop.
PWR LED wHavkaTop nutaHus. [opum — nopaeTcs
3 nutTaHue.
MS LED vHankaTop OCHOBHOro nutaHus. opum —
nogaeTcs NuTaHue.
SL LED wHagnkaTop pesepBHOro nutanus. fopum —
nogaeTcsa NuTaHue.
4 Console KoHconbHbIN nopt ans ynpasneHus
KOMMYTaToOpOM.
1357 Gigabit Ethernet (10/100/1000Base-T) nopThbl
5 ans nogknioyeHns IP-obopyaosaHusa (pasbemsl
2468
RJ-45).
6 9-26 Cnotbl gna nogknoyeHua SFP-mopynen (SFP-
MOOysu 8 KOMIIJIEKM 10CMasKu He 8xo05im).
79 . BuHTOBag knemma AOna nogxnodeHus kabens
’ 3a3eMrieHus.
8 m Paszbem UAC ans nogknioveHns koMmmyratopa K
cetn AC 100-240V (ocHOBHOEe NuTaHue).
10 m Paszbem UAC ans nogknioveHns koMmmyratopa K

cetn AC 100-240V (pesepBHoe nuTaHue).
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5. Cxema nogknroyeHus
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Puc.3 Tunoeas cxema noaknioveHnss kommyTtatopa SW-70818/L.2

6. MNMpoBepka paboToCnocobHOCTN CUCTEMBI

Mocne nogkntoyeHust kabenewn M Nogadv NUTaHWs Ha KOMMYTaTop MOXHO
ybeunTbca B ero pabotocnocobHoCcTH.

Moakmtounte kommytatop K ABym [1K ¢ wm3BectHbiMu IP-agpecamu,
pacnonaratmoLmMMmmnca B 0gHoN noaceTu, Hanpuvep, 192.168.1.1 n 192.168.1.2.

Ha nepsom komnbtoTepe (192.168.1.2) 3anycTute KOMaHOHYO CTPOKY
(BbIMONHMTE KOMaHAY ¢md) U B MOSIBMBLUEMCS OKHE BBEAMTE KOMaHAay:

ping 192.168.1.1

Ecnu Bce nogkntoyeHo npaBubHO, Ha 3KpaHe MOHMTOPa 0TOBpa3nTCst OTBET OT
BTOPOro KkommnbikoTepa (puc.). OTO cBMAETENbCTBYeT 006 MCnpaBHOCTU
KOMMyTaTopa.
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Puc.4 [aHHble, oToGpaxatoLmecst Ha aKpaHe MoHMTopa, nocrne
ucnonb3oBaHnsa KoMmaHapl Ping.

Ecnu otBeT ping He nony4yeH («Bpems 3anpoca UCTekno»), To
cnegyeT NpoOBEPUTb COeAMHUTENbHbIE Kabenn N KOPPEKTHOCTb BBEOEHHbIX
IP-agpecoB kKOMNbIOTEPOB.

Ecnu He Bce nakeTbl ObINW NPUHSTLI, 3TO MOXET CBMAETENbCTBOBATD:!
- 0 HM3KOM Ka4yecTBe Kabens;

- 0 HeucnpaBHOCTM KOMMYTaTopa;

- 0 MoMmexax B fIMHUN.

MpumeyaHwme.
MoTeps curHana npu nepegayve no BOJIC moryT ObITb Bbi3BaHa:
- HeucnpaBHocTbi0 SFP-moaynen
- narmbamm kabens
- 6OMbLUMM KONMYECTBOM Y3I10B CBapKM
- HEMCNPABHOCTLIO UM HEOAHOPOOHOCTLIO ONTOBOJSIOKHA.

7. NoaroTtoBKa K ynpaBfieHUI0 KOMMYTaTOpoOM Yyepes
WEB-uHTepdenc

Web-uHtepgeric nossonsietr rMbko HacTpauBaTb W OTCHEXUBaTb
COCTOSIHME KOMMYTaTopa, Ucnonb3ys 6paysepsbi:

e Internet Explorer 4.0 vnn 6onee HoBow Bepcuy;

e Netscape 4.01 unm 6onee HoBOWM Bepcuu;

Mpexge, 4eM npuUCTYNUTbL K HacTporke KommyTtaTopa udepe3 Web-
uHTepdpeiic, Heobxoaumo ybeamTbesl, 4to MK M koMMmyTaTop HaxoasTcst B
opHow ceTun. YTobbl NnpaBunbHO ckoHurypuposathb [K:

1. Yb6epgutecb, 4tO ceTeBas kapta B [1K yctaHoBneHa, paboTtaeTr wu

nogaepxveaet TCP/IP npoTtokorn.
12



2. [Mopgknounte kommyTatop k K, ncnone3ya naTty-kopa C pasbemammu
RJ45

3. [lo ymonyanwuio IP-agpec kommyTtatopa: 192.168.0.1. KommyTatop m MK
OOIMKHbI HaxoouTbCcsa B opHow noacetu. Mamennte IP agpec MK Ha
192.168.0.X, roe X-uncno ot 2 go 254. lMNMoxanywcTa, ydeantech, Yto
IP-agpec, kotopbit HasHadaeTe [1K, He coenagan c IP-agpecom
KOMMyTaTopa.

) Hrprer brocamse
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4. 3anyctute Web-6paysep.

5. Beepaute B agpecHyto ctpoky 192.168.0.1 (IP-agpec kommyTaTopa) u
HaxxmuTe Enter Ha knaBuatype.

6. T[losaBuTcAa hopma ayTeHTUDMKaLUN.
Mo ymonyanwuio noruH: admin. Maponb: admin.

|
2 - a - ‘
|

H e e

[

B panbHenwem napofnb WM JIOMMH MOXHO MoMeHsiTe yepe3 WEB
WHTEpgEenc KoMMmyTaTopa.
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8. YnpaBneHue yepe3 WEB-uHTtepdenc, ocHoBHble
aneMeHTbl
8.1 CTpykTypa AepeBa HaBUrauuu no rpynnam

MeHto web-nHTepdenc coctout us 18 pasgenos:
=
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L) it
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8.2 Onucanwme kHonok WEB unHTtepdcpernca

BonbLUMHCTBO KHOMOK AN UBMEHEHMSI HACTPOEK KOMMYTaTopa Yepes
WEB-nHTepdeic yalle Bcero BbIMOMHAKT OAHY U Ty Xe ponb. B Tabnuue
npuBeaeHbl onucaHus OYHKLUIA, KOTOPbIE KHOMKW BbIMOMHSOT.

KHonka HasHa4yeHue
O6HoBnsieT 3Ha4YeHune BCEX
Refresh (O6HOBUTDL) TEKCTOBbLIX MOMNen u napameTpoB Ha
cTpaHuue.
Uuncnosoe 3Ha4veHue Oynet

obHOBNeHo B namaTW. BBeaeHHble
3Ha4YeHMs napameTpa BCTynawT B
Cury TONbKO MOCMe HaxaTus 3TON
kHomku. Ecnu paHHble BBedeHbl He
KOpPPEeKTHO, nosBuTCs cooblieHne ob
owmnbke.

Apply
(MpuHATE/NOATBEPAUTD)

14



Delete (Ypanutb) Ypansaet Tekyllee 3HavyeHne

OTkpbiBaeT cTpaHuuy CrpaBkMu.
Help (Momowb/cnpaeka) OTpenbHas cTpaHuua cnpasku Ans
Ka)xgoro 3anpoca.

8.3 CooOLeHns 06 ombkKe

Mpn BO3HMKHOBEHMM oOWMOKM npu obpaboTke 3anpoca OT
nonb3oBaTtenss K KOMMYyTatopy (BBEAEHbl HE KOPPEKTHble 3Ha4YeHwus )

NosIBASETCS OKHO C ONMcaHneM oLINOKN.
e
Microsoft Internet Expl X|

! 5 Error: Ip address error

8.4 MNona gnsa BBoga nHdopmaumm unm sHavYeHun

HekoTopble cTpanuubl WEB-uHTepdelica kommyTtatopa cogepxat
nonsa Ana BeBoAa TOW UMM UHOW MHOpMauun unun 3HadeHuin. C noMoLLbio
3TUX MOMIEeN MOXHO MOMy4MTb AOCTYN K pasnuyHbiM CTpokam B Tabnuue
(puc.).

Ecnn noHapobutcs fobaBnTb HOBYHO CTPOKY HeEOBXoaumo BbiGpaTh
u3 Bbinagawowero cnucka NEW (HoBasi)) m HaxaTb ONs NoATBEpXOEeHUS
KHOMKY Apply (MPUHATB).

Ecnn HyXXHO M3MeHUTb YyXe CYLLEeCTBYIOLLY0 CTPOKY, Heobxoammo
BblOpaTb M3 BblNagaloLWwero CrnuMcka COOTBETCTBYIOLWMA HOMEpP CTPOKW,
BBECTW HYXHble 3HA4YeHUs U HaxaTb ONS MNOATBEPXAEHUs kHomky Apply
(NpUHATB).

Ons yganeHuss cTpoku u3 Tabnuubl, BbibepuTe M3 BbinagaloLwero
CMUCKa HY>XHbIA HOMEpP CTPOKM U HaxmuTe KHornky Delete (yoanutb).
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8.5 lNons co 3Ha4YeHMAMM TeKyLlero cratyca

HekoTtopblie ctpaHuubl WEB-uHTepderica npegHasHavyeHbl TOMNbKO
Ons  oTobpaxeHus [OaHHbIX O paboTe kommyTtatopa. Otobpaxaemble
3Ha4YeHUs Ha 3TUX CTpaHuuax npegHasHavyeHbl TOMbKO ANS YTEHUS U He
MOTYT ObITb U3MEHEHBI.
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9. OnucaHue paspenoB meHio WEB-uHtepdenca
KOMMyTaTopa
9.1 NaBHan cTtpaHnua WEB uHTepdenca

Mocne Toro, kak 6bINn BBeAEHbI KOPPEKTHbIE AaHHbIE ANt BXOAa
(norvH 1 napons),

Wirars

) gl -
Faow. 4
TERer e e

KOMMyTaTop oTobpasut rnasHyto ctpaHuly WEB-uHTepdenca
ynpaBreHns KOMMyTaTopom (puc.):
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9.2 KoHdmrypaumsa cuctemsbl (System Configuration)

9.2.1 Basic Information (O6was wHcdopmaums)

OSNOVO [ ee AEAAREAR SA-mEs A= o o h s o

2K § L R R R T I TR OO "R S

LAY 2 e Cootparsy
R
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AN freswwiy Baattttanty

Tress. v A MR

TR amde P B b 0 "

L I Ll R Pt - [ T Cemed
L R LN S s e [y

N

™ | LOPPOR=

s L e )

R e

PIEAAN ME IR gendes
Sk A el .
e ey
LA e e
R I SRR CERA

YA ytimn

It » " g

- System Description (OnucaHne cuCTEMbl) COOEPXUT  OOLLYytO
MHGOPMaLIMIO O CUCTEME;

- System Object ID (peHTndukatop cuctembl) oToOpakaeT ceTeBOM
naeHTUUKaToOp CUCTEMBI;

- System Version (Bepcuss npolmBkM) OToBpaxaeT TEeKyLlyl Bepcuto
YCTAHOBMIEHHOW Ha KOMMYTaTOp NPOLUVBKY;

- Num network interfaces (KonuuectBo nopToB B KOMMYyTartope)
oTobOpaXkaeT KONMYECTBO BCEX MOPTOB AN COEAMHEHUS C CETbIO;

- System start time (Bpemsi 3anycka cucTeMbl) oToOpaXaeT CKOSbKO
BPEMEHW MPOLLIIO C MOMEHTA BKITHOYEHUS;

- System name (VIMs kommyTaTopa) oTobOpaxkaeT MMsi KOMMyTaTopa.
Monb3oBaTtenb MOXET NepenMeHOBaTb KOMMYTATOP;

- System location (MectononoxeHne kommyTaTopa) oToOpaxaet
humanyeckoe MECTOMNONOXeHne KoMMyTaTopa. 3apaeTtcs
nonb3oBaTenemM;

- System Contact (KoHTakTHble AaHHble) oToOpaxaeT ums Bragenbua u
€ro KOHTaKTHble AaHHble. 3a4aeTcs Nosb3oBaTenem.

18



9.2.2 Serial Port Configuration (MHdopmaunsa o6 nHrepdeice
ynpaBrieHUs KOMMYTaTOpPOM)

OSNOVO
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.

HanHaa cTpaHmua WEB-nHTepdeica oTobpaxaeT napameTpbl
yrnpaBneHus KoMMyTaTopom yYepe3 nHtepdenc RS232/485, ncnonb3ysa nopt
CONSOLE. Tpwn ynpaBneHun koMmyTaTtopoMm 4epe3 HyperTerminal
y6eautech, YTO HACTPOVKM COOTBETCTBYIOT NPUBEAEHHBIM Ha 3TOW CTpaHuue
3HaYeHUAM.

- Baud rate (ckopocTb nepegayun gaHHbIX)
- Character Size (pa3amep cMMBOSOB)

- Parity code (6but yeTHOCTH)

- Stop bits (ctonoBble 6UTHI)

- Flow control (ynpaBneHue notopom).
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9.2.3 User Management (UHcpopmaums o nonb3oBaTensix)

ol

OSNOVO = wrech
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Ha aTov cTpaHuue MOXHO W3MeHWUTb/3agaTb HOBbI naponb (new
password) pna Tekywero nonb3oBaTtens, W3MEeHWTb npaBa [JocTyna K
yrnpaBneHuto kKommyTaTopoM (privilege) n ap.

Maponu HyxHO BBOAWTL C y4eTom pernctpa. OHu MoryT cogepxaTtb 0
16 cumBornos. [Ana BBOAa naponsd HeobxoaMMoO ABaxAbl BBECTU HOBbIV

naponb B none New Password w B Re-enter Password. [Ina Toro, 4to0bl

N3MEHEHUs1 BCTYNUNN B cuny, Heobxoanmo HaxaTb kHonky Apply (MpuHATb).
Mocne aToro none3oBaTento noTpedyetcsa 3aHoBo Bovitn B WEB mnHTepdeiic,
NCMNonb3ys HOBbIN Naposb.

C nomoLlpbl0 HacTpoeK Ha 3TOW CTpaHule Mofb30BaTeENb MOXET
3agaTb MHOrononb30BaTeNbCKUA PEXUM ynpaBrneHms kommyTtaTopom (multi-
user).

Ona ynpaenenusa 4depe3 Telnet 1 WEB gna nonb3oBatens gorxkeH

ObITb BbIGpaH MHOrONONb30BaTENBCKUA PEXUM.
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9.2.4 Security Management Page (ynpaBneHue 6e30nacHOCTbH0)
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Ha paHHOM cTpaHuue HaxogsaTcsl HaACTPOWKM, MO3BoNsAoLmeE
agMUHUCTPaTOPY MMOKO ynpaensTb OCTYNOM K yrpaBieHUto KOMMYTaToOpoMm
(WEB, TELNET wnn SNMP) Ha ocHoBe ACL (nMcT ynpaBneHus 4OCTYMNOM)

EcTb  BO3MOXHOCTb  MOSIHOCTbID  OTKMIOYUTbL  yrpaBrfieHue
KOMMYTaToOpoOM [5is1 KOHKpeTHoro metoaa ynpaeneHnust (WEB, TELNET wnu
SNMP). o ymonyaHuo ynpaBneHWe C MOMOLLbI0 Kaxaoro MeToaa
paspeleHo n ACL dunbTpauma He npuMeHseTCs.

AOMUHUCTPATOP  MOXET  4YacTMYHO  3anpeTuTb  ynpaBsrieHue
KOMMYTaTtopoM C MOMOLLbI0 OAHOIO WM HECKONbKMX METOAOB, UCMOMb3ys
ACL cunbTpaumtio.

Mpun npumeHeHun ACL dpunbTpauum aOns kaxgoro MeTtoaa
ynpaBneHuss HeobxoaAMMo ykasaTb 3TOT MeTon B Chucke Service type, a
3atem BbliGpate ACL ot 1 go 99. MnaeBHoe ycnoBue — BbibpaHHbIi ACL
[OIDKEH ObITb CO3[aH 3apaHee.

O6patnTe BHUMaHWE, eCnn agMVHUCTPATOP 3aKpOeT BO3MOXHOCTb
ynpaenate kommyTtatopom no WEB, aTa cTpaHuua ¢ HacTporkamu
nepectaHeT ObITb [JOCTynHa. Torga MOXHO BOCMOMb30BaTbCA  ApYrvM
MEeTOZAOM ynpaBneHus, Hanpumep Yepes Telnet unu SNMP.
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9.2.5 SNTP Configuration (CuHxpoHusauus BpemeHun)
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Ha aton ctpaHuue HaxoasTcsa HacTporiku SNTP (MpoTokon cuHxpoHm3aumm
BPEMEHN MO KOMMNbIOTEPHON CETH).

9.2.6 Current Configuration File (MpocmoTp Tekyluen koHdurypaumm)

OSNOVO

5 TW.TOSIALZ Corvemt Canligiapivm (Be
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Ha aToi cTpaHuue oToOpaxaeTcs Tekywas KoHdwurypaums
kommyTaTopa. KHonka Save (coxpaHuTb) MO3BONUT COXPaHWUTb TEKYLLYHO
KOHMrypauuo kommyTtaTopa B NnamaTb KOMMyTaTopa.

Mockonbky 3anucek danna TpebyeT yaaneHus/3anncu Ha FLASH
NamsiTb KOMMYyTaTopa, onepaumst MOXeT 3aHsATb HEKOTOPOE BPeEMS.

9.2.7 Configuration file (CtapToBas koHdurypaums, coxpaHeHue cpamna
C HacTponkamm)

o AvATOiaz Canturattne Me
TN et p e
B Ry Ihinwl » T nt o Byt T Wawhod (0% Rgahall ive o bl

ﬂ oAl a st WEs | Ve %3 |
R =

o raVmapeny

Ml MY

-

T Adie iy
i Wiwy

L

L R [
L R S
L N T
Mad QWi SR AN

A B S SR
T s Crewin
L R T 1Y
K s namcons S

CrapToBas koHurypauusi npeacraenset cobor gawn, 3anMcaHHbIN
Bo FLASH namsatn kommytaTopa. Korga kommyTaTtop 3anyckaetcsi U He
HaxoAWT 3anucaHHbIi paHee dawn koHdwurypauum Bo FLASH namsatw,
YCTPOMCTBO Mcnonb3yeT dann ¢ HacTponkammn no ymonyauuio (default).

KHonka Delete (yganutb) no3BonsieT Bbi3BaTb AMANOroBOE OKHO, rae
OymeT npeanoxeHo ypanuTb Tekywmi dawnn koHdurypaumm m3 FLASH
namatu. Ecnv Bbl nepegymanu 3TO Aenatb, HaxmuTe kHomky Cancel
(oT™meHa).

KHonka Download (ckauvMBaHue) ucnonb3dyetcs Ans CkavymBaHus
KoHdurypaumoHHoro danna Ha K u3 namatn kommytatopa. B aunanorosom
okHe BblbepuTe SAVE (coxpaHuTb), a 3aTem MyTb K KaTtanory ¢ davinamu

KoHdpmrypauuu. Mo ymonyanuto nmsa cpanna switch.cfg
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9.2.8 File upload (3arpy3ka chaina ¢ HacTporMKamm)
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Ha aTton cTpaHuue npenctaBnseTca [OOCTyn K 3arpyske paHee
CO3[1aHHbIX (hannoB KOHMUrypaumm B namaTbe KOMMyTaTopa.

Haxmute kHOnky Path (nyTb), 4TOObl BbIOpaTh HYXHbIW hann c
KoHGurypaumen Ha K. 3atem HaxmuTe kHonky Upload (3arpy3utb). dann
OOmkeH umeTtb pacwumpeHue: .cfg

Ecnm y Bac ectb obpa3 Aucka C HacTponkamu, TO Bbl MOXeTe
3arpysuTb ero. Obpas gormkeH nmeTb paclumpexuve ganna: .img

BHumaHue

Bo Bpemsa 3arpy3km davina kKoHdwurypauum B namMsTb KOMMYyTaTopa He
nepexogute Ha gpyrve ctpaHuusl WEB-nHTepdeica, He nepesarpyxante u
He OTK/OYaNTe KOMMYTATOp, MWHa4ye HacTponku OyayT 3anucaHbl C
owmbkamu, 4YTO MOXeT NnoBredb 3a cobor cboun B paboTe kKOMMyTaTopa.
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9.2.9 System reset (Mepe3arpy3ka kommyTaTopa)
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Ha pgaHHon ctpaHmue WEB uHTepdelica npegocraBnsieTcs 4OCTynN K
nepesarpyske Kkommytatopa. [Onsa aTtoro HaxmuTe KHONKy Reset
(nepesarpyska). B nosBuBlleMcA [uanoroBom OKHE MNOATBEPAWTE CBOE
penictBue kHonko OK vnn OTMEHUTE ero ¢ NoMoLblo KHonku Cancel
(oTmeHa).

9.3. Port configuration (KoHcurypupoBaHue noptoB)

9.3.1 Port Configuration (KoHdurypauus noprtoB)

Ha aToi cTpaHuue npegcTaBneHa vHgopmaums no Kaxgomy nopry
kommyTaTopa. lNonb3oBatens MOXET MeHsiTb CKOPOCTb nepedayn AaHHbIX,
BKMIOYATb MNWM OTKNIOYaTb TOT WM MHOW MOPT, mpocmatpuBaTb 6a3oByto
UHopmauumio.

[Ons HacTpowkum KOHKpPEeTHOro mnopta Heobxogumo BbIOpaTb ero
HasBaHve 13 BbinagawLero cnucka. Mo ymonyaHuio BCce NOpPThbl BKITHOYEHbI
(UP), 4TtoGbl BbIKNIOYNTL MOPT Heobxoaumo BblOpaTb nyHkT DOWN
(BbIKNIOYMTL). YUTOOLI M3MEHEHMS BCTYNMWUMM B CUMY, HaXmuTe KHomnky Apply
(npuHaTb). Takum xe o6pa3om BblIOMpaeTcs 3Ha4eHWs CKOpOCTWU Ans
BblOpaHHoOro nopta. Hanpumep, half-10 o3HadaeT, 4to Ans BbIGpaHHOro
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nopta yctaHoBneHa ckopoctb 10 M6uT/c, pexvum nepegaydv - nonyaynnekc.
lMocne BHeCEHNst UBMEHEHUI HaxKMuTe KHonKy Apply (MpuHATB).

Haxatue kHonku Refresh (06HOBUTb) OOHOBUT 3HAYeHWs1 HAcCTPOEK
ONS NopTOB.
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Ha aton cTpaHuue npencrtaBneHa nHdopmMaumsi no pabore NopTos..
[nsa BoiGopa KOHKPETHOro nopta BOCMONb3yNTECh BbiNagatowem MeHwo Port
(nopT). B Tabnuue Hmke oTobpasnTcsa BCcst AOCTYNHast MHopMaLns:

Received Total Bytes (konmyecTBO NPUHATBLIX BanT);

Received Non-Unicast Packets Num (konu4ecTBO MNPUHATBIX «HE
Unicast» nakeToB);

Received Error Packets Num (konu4ecTBO MPUHATBIX MNaKeTOB C
owmnbkon);

Send Total Bytes (konn4ecTBo OTNpaBrieHHbIX 6anT);

Send Non-Unicast Packets Num (KONMM4eCTBO OTNPaBMEHHbIX «HE
Unicast» naketoB);

Send Error Packets Num (KONU4YecTBO OTNPaBfEHHbIX C OLIMOKON
nakeToB);

Received Unicast Packets Num (konuyectBo nony4veHHbIx Unicast
nakeToB);

Received Discard Packets Num (KOnM4ecTBO «4pOMHYTbIX» MAKETOB Npu
nonyyeHun);

Received Unknown Protocol Packets Num (KOnM4ecTBO NOMYyYEHHbIX
NnakeToB C HEM3BECTHbLIM NPOTOKOSIOM Nepeaaun);

Send Unicast Packets Num (konudecTBo oTnpaBneHHbIx Unicast
nakeToB);

Send Discard Packets Num (konu4ecTBo oTOpacbiBaeMbIX NMakeToB NMpwu

oTnpaBke).
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9.3.3 Flow Control (ynpaBneHue noTokom Arsi NOPTOB)

[aHHas cTpaHuua no3BonsieT HacTpamBaTtb dyHkumio Flow Control
(ynpaBneHue noToKoM) Ans KOHKPETHOro nopTa.

Utobbl BKMHOUMTL unM  oTkmounMTb  Flow  Control  BbiGepuTte
KOHKPETHbI NOPT U3 BbiNagatLwero MeHto, a 3atem coctosiHne ON (Bkn) munm
OFF (BbIkn.)

[daHHas HacTporka MOXEeT BbINOMHATLCA AN OTnpaBkM W AN
nony4YyeHnsi NakeToB.

Bce nsmeHeHus noaresepxaatoTcsa kHonkon Apply (MpUHATS).
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9.3.4 Broadcast storm control (ynpaBneHue 3awmton ot Broadcast storm)

Ha paHHOM CcTpaHuue HaxogaTcs HacTPOWKW, Mo3Bonisowme
BKMIOYNTb WM BbIKMAKOYMTL  3alUTy OT BAWSHUS LUMPOKOBeLLaTesnbHbIX

(Multicast) naketoB n DLF nakeTtoB Ha nepegaBaeMbIin/nony4aemMbin Tpaduk.
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B Bbinapatowem cnucke PORT (nopT) BblGepUTE HYXHbIA MOPT,
Bkntounte (ON) unu Boiknounte (OFF) 3awuty AN KOHKPETHOro Buaa
naketoB Broadcast, Multicast wnn DLF. Takke MOXHO 3agaTb CKOPOCTb
(Kbut/c) ana KOHKpeTHOro Buaa nakeToB. 3HauveHusi ckopoctn DLF n
Multicast nomxHbl O6bITb OANHAKOBBLIMU.

Bce nsmeHeHua noaresepxgatotca kHonkon Apply (MpuHATS).

9.3.5 Port rate limit (OrpaHnyeHne nponyckHOM cNOCOBHOCTU Ha
noprax)

Ha paHHOM cTpaHuMue MOXHO TrMBKO oOrpaHuMymMBaTbh CKOPOCTb
npvema/nepegayn nakeToB Ha BblOpaHHOM nopTe. Ond atoro BbibepuTe
nopt B Bbinagatowem cnucke PORT, ykaxute 3HayeHune (Kb6ut/c) pns
CKOPOCTUK nepefaun AdaHHbiX (Send Packets Rate Control) v pnsi ckopoctn
npuema paHHbix (Receive Packets Rate Control). Ona nogTBepXaeHus
BbIOpaHHbIX HACTPOeK HaxmuTe KHOMKY Apply (npuHaTb). OnNsa OTMeHbI

OrpaHVYeHnst NPOMYCKHON CNOCOBHOCTN HaxmMuTe kHonKy Cancel (oTMeHa).
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9.3.6 Protected Port (3awurta noptoB)
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Ha paHHOM cTpaHuue MOXHO BblbpaTb MOPT, KOTOpbi Oyaet
N30NMPOBaH OT APYrux.

M30nnpoBaHHbIA  NMOPT He MOXeT OOMeHMBaTbCs AdaHHbIMU C
OPYrMMM M30SNTMPOBaHHbLIMUK NMOPTaMM.

M30nmnpoBaHHbIA MOPT MOXET OOMeHMBATbCA OaHHbIMU TOSbKO C
HEen30MpPOBaHHLIM MOpPTOM/NopTaMM.

9.3.7 Learn Limit (OrpaHu4yeHue makcumansHoro konuyectsa MAC ans
paboTbl)

Ha paHHOWM cTpaHuue npeacTaBneHa BO3MOXHOCTb YnpasBreHus
MakcumarnbHbiM  konmdectBom MAC apgpecoB, C  KOTOpbIMM  CMOCOGEH
pabotatb nopT. Mo ymonyaHuto 310 3HavyeHme pasHo 8191. [Ina nameHeHus
3TOro 3HayeHus BbiOepuTe NOpT B BbiNagatoliem MeHo Port (nopT), a 3atem
B ctpoke MAC Address Num Able to Learn (makc. konmdectBo MAC
agpecos) yKaxuTe CcBOe 3HayeHwe. [na nNpuMMEeHeHWs HacTpoek
ucnonb3ymnte kHonky Apply (npuHaTb), Ans oTMmeHbl — Cancel Limit

(OTMEHUTb NMUMKT).
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9.3.8 Port Trunk Configuration (KoHdurypupoBaHue trunk’oB)

Ha paHHom cTpaHuue npeactaBneHbl HACTPOWKK AN KOHduUrypaumm
trunk nopTos.

Bbl MoxeTe 06beanHATL UX B rpynnbl (arperMpoBaHue), Ha3Hayatb
ID gnst nopTta, MeHsiTb cnocob Beldopa Trunk n T.4.
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YTtobbl co3gaTtb trunk gna nopta vnu M3MEHWTb CYLLECTBYHOLLWNA,
Heobxoaumo BbibpaTth ID ot 1 go 8.

YTtobbl BHECTM u3MeHeHWs unu co3gatb trunk-rpynny BbiGepuTte
cootBeTtcTBytowmi trunk group ID (ot 1 go 8) m3 cnucka. MHdopmaumsa o
trunk-rpynne 6yaet otobpaxeHa B none member port.

Onsa cosgaHua trunk-rpynnel Beibepute ID B trunk group ID wm
HaxmuTe Create Trunk Group, B ckoDkax MNOSIBUTCA COOTBETCTBYHOLLASA
WHpopmauus).

Ons  HacTpolkm MeToda TpaHKUHra nopToB Bblibepute 1”3
BbiNafalLllero cnucka HeoOXOAMMbIA M HaXMWTe Ha KHomky Set up

aggregation method.
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Y1066l f06aBUTL NOpT B trunk-rpynny BeibepuTe COOTBETCTBYIOLLMNA
nopt u3 cnucka u Haxumute Member Port =>. Ona yganennss nopta w3
rpynnel Boibepute cOOTBETCTBYIOWNIA NOPT U Haxmute Unmember port <=.

Ons ypaneHuns cyuwlectBytowen trunk-rpynnel MCNOMb3yWTE KHOMKY
Delete trunk group (yoanutb trunk-rpynny).

KommyTaTtop nosBonsieT Mcnonb3oBaTb LEeCTb METOAOB CO34aHus
trunk’os:

- MeTtoga, ocHoBaHHbIN Ha ncxoagHoMm MAC apgpece;
- Metopa, ocHoBaHHbI HA MAC agpece HasHadeHus;
- MeToa, ocHoBaHHbIN kak Ha ucxogHom MAC, tak n Ha MAC agpece

Ha3Ha4eHus.

- MeTopn, ocHoBaHHbIN Ha ncxogHom IP agpece;
- MeTtog, ocHoBaHHbIN Ha |IP agpece HazHa4eHus;
- MeToa, OCHOBaHHbIA Kak Ha mcxogHom IP, Ttak u Ha IP apgpece

HasHa4yeHus.

KommyTatop nogaepxuBaeT makcumym 8 trunk- rpynn, go 8 noprtoB B
Kaxxgon rpynne. Trunk- rpynnbl MOryT WUCMNOMb30BaTb pasHble MeToAbl
arpermpoBaHusi.

9.3.9 Port mirroring configuration (3epkanmpoBaHue nopToB)
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Ha paHHOM cCTpaHuue [OCTynHbl HaCTPOWKWU 3epKannpoBaHus
(mirroring) noptoB. Beibupaetca oanH nopt (Mirror Porf), koTopbii byget
aybnvposatbe  Tpaduk APYrMX NOPTOB, YKa3aHHbIX B  HaCTpOMKax
3epKanupoBaHus.

- Boelbepute nopt (nopTt-3epkano), koTopbin 6yaet aybnmpoBatbe Tpaduk
APYrvx NOpTOB;

- Beibepute noptbl, Tpaduk KoTOpbIX GyaeT AyGnMpoBaTbCsi Ha NOPT-
3epkano;

- Bblbepute, Kakme UMEHHO MakeTbl OyoyT OybnmpoBaTbCA Ha MOPT-
3epkano B Bbinagawoowem wMeHw Mirror Direction (RECEIVE -
nony4yaemble naketol, TRANSMIT — oTnpaensiemble naketbl, BOTH —
nonyyaemble n oTnpaBnsemble naketol, NOT_RECEIVE — oTmeHsieT
aybnupoBaHue nonyyaembix nakeToB Ha nopT-3epkano, NOT_TRANSMIT
— OTMeHsieT OyOnvMpoBaHWe OTMpaBfsieMblX NakeTOB Ha MOPT-3epKaro,
NEITHER - oTmeHsieT oybnupoBaHue Kakux NMbo nakeToB Ha MopT-
3epkano);

- Pesynbtathl 6yayT otobpaxeHsl B none Mirror Config Info.

9.4 MAC binding (npuBsa3ka MAC apgpeca)

9.4.1 MAC binding configuration (Hactporka npuBsasku MAC agpecoB)

HaHHaa cTpaHuua npegocTaBnseT BO3MOXHOCTb npuBsask MAC
agpeca k nopty (MAC Adress) niv k VLAN (VLAN ID).

Bce u3MeHeHus Ha cTpaHuue nogTBepxaalwTcs KHomkon Apply
(MpuHATL). Ecnu npuBasky HeoOXOAMMO yAanuTb, WUCMNONb3YMTE KHOMKY
Delete (Ynanutb). KHonka Select all (BbiGpaTb Bce) N03BONUT yaanuTb cpasy

BCe NpnBA3KN, HACTPOEHHbIEe paHee.
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9.4.5 MAC Bind Configuration (ABTomaTtnyeckasn npuBsaska MAC
apgpecoB)

Ha pgaHHOM cTpaHuue Haxogdatcsa cBefeHust o6 aBTOMaTuMyecKowm
npuesaske MAC agpecoB k noptam. [NokasaHa guHamuyeckas npussaska MAC
appecos k noptam (MAC koTopble 6binm 3aHeceHbl B Tabnuuy MAC agpecos
KommyTaTtopa), a Takke k VLAN oTHocsawmumcsa K 3TuM noptam. Bel moxeTe
BbiOpaTb OAHY W3 [OMHAMWYECKUX NPUBS30K M KOHBEPTUPOBATb €€ B

NOCTOSIHHYIO NPUBSA3KY (Static binding).
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lMocne oOKOHYaHUS pefaKkTUPOBAHWUSA 3HAYEHWUWA, HaXKMUTE KHOMKY
Apply (npuHaTe). Ecnn 3anucbe HeoOXoauMO yaanuTb UCNONb3YNTE KHOMKY
Delete (Ypanutb). KHonka Select all (BbiGpaTb BCe) NO3BONUT yaanuTb cpasy

BCe 3anucu.

9.5 6. MAC filtering (dounbTpoBaHme MAC agpecoB)

9.5.1 MAC Filter Configuration (Hactpoi#ka ounbtpa MAC agpecoB)

HacTpovkn Ha 9TOM CTpaHuue MO3BONSKT  MPOU3BOAUTL
duneTpaumio MAC apgpecoB pgna noptoB. 3anvcn ¢ MAC agpecamm
ucnone3ytotca ans Bxoga B unbtp MAC appecos, a VLAN ID
ucnonb3yetca ansa unetpauum MAC agpeca cootetcTBytoen VLAN.

Onst Toro 4ToObl U3MEHEHWSI BCTYMUIN B CUIY HaXXMUTE KHOMKy Apply
(MpuHATL), ecnu 3anucb HeobxoAMMO yaanuTb, HaxmuTe kHonky Delete
(Ypanutb), kHonka Select all (BbibpaTe BCE) NO3BONUT yaanutb cpasy Bce

3anuncu.
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Ha aToli cTpaHuue npeacTaBfeHbl AaHHble 06 aBTOMaTUYECKOW
koHBepcun MAC agpecos.
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MokasaHa guHamuyeckas npuesska MAC agpecoB k noptam (MAC
KoTopble Oblnn 3aHeceHbl B Tabnvuy MAC agpecoB koMMyTaTopa), a Takke
kK VLAN oTHocawmmcss K 3Tum noptam. Bbl moxeTe BbibpaTb OfHy u3
NPVBSI30K M KOHBEPTUPOBATbL €e B MOCTOSAHHYIO NpmBA3Ky (static binding) ans
dunbTpa MAC agpecos.

Bce HacTporku Ha AaHHOW CTpaHuue NoATBEpPXOalTCA KHOMKOMW
Apply (NpyHATL), ecnn 3anMcb HEOH6XOAMMO yOanuTb UCMONb3YUTE KHOMKY
Delete (Ypanutb), kHonka Select all (BbiOpaTb BCe) NO3BONMT yaanuTb cpasy
BCE 3anucu.

9.6 VLAN Configuration (Hactpoika VLAN)

9.6.1 VLAN information (mHdopmauus o VLAN)
OSNOVD - . . 0 e

LR D )

NEE R AL A

N N
*d ot Crdgenes M T 00 St i S M e TR T S D e £ 0 ALMEE W e S LA B 00 o b
* Vel Deeeg 00 W TR R TR M0 UL I 1 e e s N AN
L WAL Tew
B RRL PP S— -
N e
B aanw Stgan
B S Lodgenm, v
DEF Gt s el
ACL Tanligu
B
T Neie e p—

o e -

S Curtgme v
FEL | e
R B COENS; Cosbge e

Ha aTton cTpaHuue npeacTtaBneHa vHAOPMaUUA O CyLeCTBYIOLUX

VLAN. [aHHble npegocTaBrieHbl TOMbKO ANS YTEHWs U He MoryT ObiTb
nameHeHbl. MiHdopmaumsa o Tekywen koHdpurypaumm VLAN BbiOGnpaeTtcs B
BbiMagaloLleM MEHIO B JIEBOM BEPXHEM Yriy W BKMNoYaeT B cebs:

- VID (VLAN ID);

- VLAN Name (msi VLAN);

- State (COCTOsIHME aKTMBHOE NN HEAKTUBHOE);

- Port member (nopTbl — y4acTHukn VLAN, moryT Bknioyatb B cebs Kak

TerMpoBaHHble nopThl (1) U He TermpoBaHHble (U)).
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9.6.2 Static VLAN Configuration (Hactpoinka VLAN)
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Ha aton ctpaHuue moxHo cosgaTb VLAN. [Ins atoro 3agavite VLAN
ID B ctpoke VID (o1 2 go 4094, 3HaveHue 1 - 3ape3epBNpPOBaHO CUCTEMOMN).

Wmsa B ctpoke VLAN Name 3apaeTtcsi aBTOMaTUYECKU U 3aBUCUT OT
VLAN ID. Ons nopTtBepxaeHus cosgaHua VLAN HaxmuTe kHonky Apply
(MpuHATB).

B TekctoBoMm none nosiButca co3gaHHad VLAN (VLAN ID+ VLAN
Name). VLAN1 Henb3a wn3MeHUTb WM yOanuTb, [JaHHOEe  WMs
3ape3epBMPOBaAHO CUCTEMOMN.

Ons ypanenuss cosgaHHon paHee VLAN notpebyetcs BbiGpatb
HYXHYIO 3anucb M3 Cnncka W panee Haxatb KHOMKy Delete (yganuts).

3anuck 13 cnucka Takke oyaeT yaanexa.
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9.6.3 VLAN Port Configuration (KoHcdurypaumsa noptos VLAN)
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Ha  otom  cTpaHmue  npeacTtaBneHbl  BO3MOXHOCTM MO
KoHdurypumpoaHuto noptos Ans VLAN, a Takke NnpocMOTpy pe3ynbTaTos.
OTa cTpaHuLla ¢ HacTporikaMu COCTOUT M3 8 pa3aenos:

- Port (Bbibop noprta);

- Mode (Pexwnm, B koTopom nopt 6yaet pabotate B VLAN. Pexum Access
nogpasymeBaeT, 4TO nopT OygoeT nomeyeH, kak untagged (He
TerMpoBaHHbI) K1 aBnaTbca  dneHom  VLAN1, Pexum  Hybrid
noapasymeBaeT, 4Tto nopT OyameT aBnsatbesa udneHom VLAN1 u Oyget
nomeveH, kak untagged (He TernpoBaHHbI). Pexum TRUNK
nogpasymeBaeT, 4to nopT Oydmer saBnsatbea uneHom VLAN1 u 6yger
nomeveH, Kak tagged (TermpoBaHHbIN));

- Current VLAN (nma VLAN. TNosBonseT BbiGpaTb OAHY WM HECKONbKO
VLAN, K koTOopbIM 6ygeT OTHOCUTCS BbIGPaHHbIV NOPT);

- Port Members (nopTbl — y4actHukn VLAN);

- Kuonku Default VLAN (po6asute 3anmck B VLAN no ymonyanuio), tagged
=> (gob6aBuTb NOPT Kak TErMpPOBaHHbIN), untagged => (4o6aBuTb NOPT Kak
He TervpoBaHHbI), unMember <= (yganuTb nopT u3 nons Port
Members).
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9.7 SNMP Configuration (Hactponka SNMP npoTtokona
ynpaBneHus)

9.7.1 SNMP Community Configuration (O6wue HacTponku ans SNMP)
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Ha oaTtom cTpaHuMue npenctaBneHbl OOLWME HACTPOWKM  Ansi
ynpaBneHus kommytatopom yYepe3d SNMP. Mo ymonyaHuio B komMMyTaTope
co3faHa ofHa 3anuck Public c npaBamu Tonbko Ha YTeHue (ReadOnly).

Bcero moxeT OblITb co3gaHo 8 3anucei. Ecnu npegnonaraetcs
ynpaBnsaTb kommyTtatopoM 4epe3 SNMP cnegyet cosgaTe 3anucbk C

npasamu Ha YteHune/3anuckb (Read/Write).
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9.7.2 TRAP Target Configuration (Hactpoinka TRAP yBegomneHui)
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HacTpokn Ha [gaHHOW CTpaHuue MOo3BONAT CKOHMUIypupoBaTh

nonydernne TRAP coobweHuii. lns aToro Heob6xoammo:

- Beibpatb B none Name ums ans nonydeHuss TRAP coobLieHui;

- Buibpatb IP apgpec (Transmit IP Address), koTopbin OygeTt -
ucnonb3oBaTb TRAP npoTokon;

- Beibpatb Bepcnio SNMP (SNMP Version);

Korgpa Bce HacTpowiku OyayT nNpov3BeOeHbl YCMEewHO B CTPOKe
coctosiHua (State) nosiButca Active. Tenepb KOMMYTaATOp CMOXET

nepecbinatb TRAP coobLieHuns Ha ykasaHHbIn IP agpec.
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9.8 ACL Configuration (Hactponka Access Control List)

9.8.1 ACL Standard IP Configuration (Hactpoinka ACL gns IP)

=2 AT L LR VO e IR

i B L T Y
e P P S LT L s -
Ll BRTUS S
n -
=l - Js o BT s Comi AT Ean
M Vo N aiee
n- Avrr ek IR P TR T Y Lo LR R L RO T b
s i N T TR ST W A e
BRI S S E ArN3ee
I Cawew
SF amew o e
S S Segber [ Pm et tmeeTalh=o | Twun Wbt
s
LA PR B yoomy o Py . e wi

A PR
Ul AIdx'amn
S I P IR
020 i ood,vm

Il WOl e

71 a0 W' e
S R T e T
L IR T P S

LA BTGy e

3pmecb npeactaBneHbl  HacTponkun ACL  ans IP npotokona.
Monb3oBatens MoxeT 3agatb camocToaTensHo ACL 6a3y ¢ npasunamu ans
IP appecoB. CtaHgapTHble npaBuria KOHTPONWPYIOT NepeHanpaBneHne
ucxoaHbix IP nakeTtos.

Monb3oBaTenb MOXeT HacTpauBaTb nMpaswuna, ucxogHbii IP agpec
JomkeH ObITb yka3aH C Mackow, MpaBWiO MOXET coBnagaTb ¢ Habopom IP
agpecoB. Kaxpgoe npaBuno AOMKHO copepxaTb napameTp unbTpauuu:
3anpetuTtb (deny) unu paspewwnTb (allow).

Monb3oBatens MoOXeT co3fgaBaTb NPaBWO B rpynne, uUMs Ans
npaBuna aBToMaTuyecku 3agaetca. [pyu yganeHunm opHOro npaswna,
ocTanbHble NpaBuna He M3MeHsOTCA. [Ons yaaneHus BCeX Npasun cpasy
ucnonb3dynte kHonky Select all (BbibpaTb Bce), a 3atem kHonky Delete
(yoanutb).
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9.8.2 ACL Extended IP Configure (PacwumpeHHas HacTponka ACL
npasun gns IP)
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3pecb npeacTtaBneHa BO3MOXHOCTb Ansi co3gaHms ACL npasun ¢
paclmpeHHbIM1 HacTponkamu |IP agpecoB. KOHTpOnb nmepechinku nakeToB
yepes ucxoaHbii IP agpec, agpec HasHavyeHusi, TUN NPOTOKONa, CNYXeBHbIN

noprT.

9.8.3 ACL Configuration (Hactpoika ACL npaBun c nomoubio MAC)
MAC IP

3pgecb npencrtaBneHbl HacTporkn ACL npaBun gna rpynnel P
appecos, ceazaHHbiMM ¢ MAC agpecamu. [NpaBuna MoryT ObITb CO34aHbl Ha
ocHoBe mncxopgHoro IP agpeca, ncxogHoro MAC agpeca, a Takke IP agpeca
Ha3Ha4eHwusl.

Bce HacTpolkum Ha QdaHHOW CTpaHuue NoATBEPXOAlTCHA KHOMKOMW
Apply (NpyHATL), ecnn 3anMcb HEOOGXOAMMO yOanuUTb UCMOMb3YNTE KHOMKY
Delete (Yganutb), kHonka Select all (BbiOpaTb Bce) NO3BONUT yaanuTb cpasy
BCE 3arucu.
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9.8.4 ACL MAC ARP Configure (Hactponka ACL npasun ansa ARP c
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Ha aton ctpaHuue npeacraeneHsl HacTporkn ACL npasun gna ARP
naketoB ¢ nomowbio MAC agpecos. lMpaBuna Moryt ObiTb CO3AaHbl Ha
ocHoBe |P agpeca otnpasutensa, MAC agpeca otnpasutensi.

Bce HacTpoWku Ha AaHHOW CTpaHuue NoATBEpPXOalTCA KHOMKOMW
Apply (NpyHATL), ecnu 3anMcb HEOBXOAMMO YAanuTb UCNOMNb3YNTE KHOMKY
Delete (Ynanuts), kHornka Select all (BbibpaTb BCe) NO3BONUT yAanuTb cpasy

BCe 3anucu.

9.8.5 ACL information (Ha6op ge#ictBytowmx ACL npaBun)
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Ha paHHOM cTpaHuue oToOpaxeHbl AEWCTBYKOLME B  TEKYLLUUIA
momeHT ACL npasuna.
VHdopmauma npenctaBrieHa TOMbKO AN UTEHUS U MOXET ObiTb

o6HoBrneHa kHonkon Refresh (06HOBUTD).
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9.8.6 ACL reference configuration (Hactponka ACL npaBun)

Ha aToi cTpaHuue npedcTtaeneHbl HacTpoiku ACL npasun ans

dunbTpaumMmM nakeToB, nonyvyaemblx noptamu. Beibepute nopT, BbibepuTe

ALC rpynny n3 cnucka u HaxmuTe Add=>. [na yaanexus Bbibepute ALC

rpynny u3 cnucka gobaBneHHbIX n HaxxmuTe Delete<=.
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9.9 QoS Configuration (Hactponka npegocraBneHus Tpaduka c

pa3HbIM NPUOPUTETOM)

9.9.1 QoS Apply (HacTpoiika npuoputeToB Tpacduka AN NOpToB)

Ha aton CTpaHuue HaxogAaTcA OCHOBHbIE

HacTponkn QoS. Bbl

MoxeTe BblOpaTb nopT B Bbinagawwem meHio PORT, 3atem QoS pexum

(QOS Type) ansa Hero (Bkn/Bblkn) 1 npuoputeT Tpaduka (User Priority). Mo

ymorn4daHmio QoS OTKITYEH Ha BCex NopTax a NpuopuTeT Tpaduvka HyneBow.

[Mocne BHeceHMs1 M3MEHEHUI B HACTPOWKK, HaXmuTe KHonky Apply

(NpUHATB).
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9.9.2 QoS Schedule Configuration (Hactpoika pacnucaHus

npumeHeHus QoS)
Ha aTon cTpaHuue npeacTaBneHbl

npumeHaTb QOS npuopuTesaumnio No pacnmMcaHmio.
lMocne BHeECEHWs U3MEHEHWU B HAaCTPOWKW, HamuTe KHONKy Apply
(MpuHATB).
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9.10 IP Basic Configuration (BasoBas HacTpowka IP)

9.10.1 VLAN Interface Configuration (Hactpoinka VLAN uHTepdeica)
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Ha aton ctpaHuue Haxogdatcs HacTtpounku VLAN umHTepderica. Bbl
moxete cos3gatb VLAN wuHTepdenc, ygmanuTb ero, U3MEHWTb.
Cyuwectytowme VLAN uHTepdeiicbl MOryT ObiTb HAaCTPOEHbI TOMIbKO €Cru
3aaHbl ocTanbHble NapaMeTpbl Takue kak IP agpec, macka, n MAC agpec.

KommyTatop no ymonyaHuto umeet VLAN1 nHTepderic, KoTopbin He

MOXeT ObITb yganeH.

9.10.2 ARP configuration and display (Hactpoika npotokona ARP u
oTtobpaxeHue Tabnuubl ARP)

CtpaHuua HacTpoek  ARP npegocraenger BO3MOXHOCTb
oTobpaxaTtb Bclo Tabnuuy ARP kommyTaTopa, meHaTh Static ARP, yganatb
ARP, meHaTb Dynamic ARP Ha Static ARP.
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Mpwn HacTpoiike static ARP Heobxoammo ykasaTb IP agpec u MAC

agpec. MAC appec gomkeH ObiTb Tuna unicast. lMocne aTtoro Haxmute

kHonky Add (go6aBuTb).
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- Mpun yganeHun ARP Bbl MOXxeTe BbiGpaTh, YTO MMEHHO yAanuTb:

- Yactb 3anucu B ARP Tabnuue kommyTatopa (4ns aToro Heob6xogMmo
ykasatb I[P agpec unu IP cermeHnTa cetu);

- Static ARP n3 tabnuubi;

- Dynamic ARP u3 Tabnuubi.

- Ana noaTBepxaeHWsA yaaneHus ucnonb3ymnte kHonky Delete (Yaanuthb).

Mpu nepeHoce Dynamic ARP B Static ARP Bbl MoxeTe BbiGpaTb

kakon nnbo cermeHT cetn unn Bce Dynamic ARP 3anncu B Tabnuue. [Ons

nepBoro criyyas crnegyert ykasatb |IP agpec cermeHTa ceTu.

lMocne BHeceHMs1 M3MEHEHUI B HaCTPOMKU HaXmu KHOMNKy Apply

(MpuHATB).
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9.10.3 Host Static Route Configuration (Hactpoika Tabnuubi Static
MapLpyTusaumm)

Bbol mMoxeTe pobaBnsatb W yganaTb 3anucu B Tabnuuy Static
MapLpyTusaumm C MOMOLLbI0 HacTpoek Ha aTon cTpaHuue WEB-
uHTepdenca. Mo ymonyaHno KOMMyTaTop HEe MMEET Kakmx Nnbo 3anucen B
Tabnuue MapwpyTuM3auun. Ytobbl  HaAcTpoWTb  MapLlpyTM3auulo Mo
ymorn4daHuto Heobxoamnmo gobasutb 0.0.0.0 / 0 3anmck B Tabnuuy.
lMocne BHeCEHNS MW3MEHEeHUn B HACTPOWKW, HaxmuTe KHomky Apply

(NpuHATB).
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9.11 AAA Configuration (HacTponka cuctemMbl ayTeHTU(pUKauum

aBTOpM3aLMU U y4yeTa CoObITUI)

9.11.1 Tacacs+ configuration (HacTpoika npotokona Tacacs+)
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CTpaHl/ILl,a HaCTpOEK AnA ncnonb3oBaHUA NPOTOKOI1a Tacacs+

npenoctaBiideT BO3SMOXHOCTbL MOoJib30BaTes1t0 BKITHOYATb U OTKIHOYaTb

Tacacs+, yctaHaBnusaTb Tacacs + server I[P agpec, Tmn ayteHTUdmkaLmm n

KNntoY rpynnbl nonb3oBatenen. lNepea BHECEHNEM U3MEHEHU B YCTAHOBKN,

y6eauTech, YTo yHKUUA Tacacs+ akTMBMpoOBaHa.

Beeaute IP agpec Tacacs+ cepsepa. Bbibepute T1n

ayteHTudmkauum (PAP nnn CHAP). BeeauTe kntod rpynnbl nons3oBaTenem

B none Shared Secret. Haxmute kHonky Apply (NpuHATB).
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9.11.2 Radius Configuration (HacTtporka Radius cuctemsl AAA)
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Ha ston ctpaHuue WEB uHTepdelica npeacrtaBneHbl HacTpomnku
RADIUS (cuctema wvcnonb3ywowas npoTokon  ANA  peanusauun
ayTeHTUdmKaumm, aBTopusaumm n cbopa cBeaeHun).

[ns koppekTHON paboTkl cnuctembl RADIUS Heobxogmmo:

- BoiTb yBepeHHbim, uTO IP agpec Radius cepsepa (Primary Server)
3ajaH npexae, YeMm BbINOMHATb ayTeHTUMKALMIO 1 aBTOPM3aLuio;

- 3apgaTb gononHutenbHbii IP agpec Radius cepsepa (Optional Server);

- Ykasate UDP nopt ayteHtudmkauun (UDP Port). Mo ymon4yaHuio 370
3Ha4eHue paBHO 1812, 0ObIYHO U3MEHSATL 3TO NoJie HET HEOBX0ANMOCTY;
- YkasaTb crniegyeT nu BbIMOMHATb ayTeHTUMKaumio 1 y4etT B Lenom B
none Accounting (3Ha4eHue Enable — Bkn, Disable — oTkn.);

- YkasaTb nopT BbinonHeHus yyeta (Accounting UDP Port). 3HaveHune no
ymonuyanuio 1813;

- Kniou (Shared key) wcnomnbsyetcss Ons ycTaHOBKM o6Liero napons
wndpoBaHnss Mexay kommyTtatopom u Radius cepepom. YbeauTtecs,
YTO HacTPoOWKM ayTeHTudmkaumm n yyeta (Accounting) vmelT Te Xe
3HayeHus, YTo 1 Ha cepeepe Radius;

- NHopmauma o noctaswmke (vendor). OBblMHO, 3TO MOMe He CTouT
N3MEHSTb;

- NAS Port, NAS port type, NAS type of service. OTn 3Ha4eHus He
MEHSI0TCS;
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- Roaming oTBevaeT 3a BKOYeHUe/OTKNOYEHE yHKUuMM Roaming
npotokona Radius.
lMocrne BHECEHWS MW3MEHEHUMn B HACTPOWKWM, HaxMmuTe KHomky Apply

(NpuHATB).

9.11.3 802.1x Configuration (HacTtpoika napameTpoB cucTeMmbl
aBTOpM3auMu 1 ayTeHTUdMKaLmm no ctaHgapty 802.1x)
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Ha ston ctpaHuue WEB uHTepdelica npeacrtaBneHbl HacTpounku
CcUCTeMbI ayTeHTUdUKauumn n aBTopusalmmn Ha ocHoBe ctaHgapTa 802.1x:
- 802.1x — Bkmovaet/Boiknovaet (Disable/Enable) npvmMeHeHne
ayTeHTMdMKauun 1 asTopmsauumn no ctaHgapty 802.1x;
- Reauthentication — Bkntoyaet/BbikntovaeT (Disable/Enable) noBTOpHYtO
ayTeHTudukaumio. o ymonyaHuo OTKMYeHo. BkroyeHne aAaHHOMW
YHKUMN coenaeT ayTeHTudumKaumio nonb3oBaTenen 6onee HagexHoOMN,

HO HE3HA4YUTEITbHO YBEITUYNUT ceTeBou Tpadwu(;
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- Reauthentication period — 3agaeTcs Bpemsi B CeKyHAax Ansi MOBTOPHOW
ayTeHTudumkaumm. AKTMBHO TOMbKO MPU  BKIOYEHHOW  (PyHKLMMK
Reauthentication,
- Quiet Period — Bpemsi B cekyHaax, He TpebyeT n3MeHeHUs;
- Tx-Period — He TpebyeT n3ameHeHus;
- Server timeout — He TpebyeT N3MEHeHUS;
- Supplicant timeout — He TpebyeT N3MeHeHMs;
- Max request users — He TpebyeT N3MeHeHus;
- Reauth Max — otobpaxaeT MaKCUMarbHOE KONMYECTBO MOBTOPHbIX
ayTeHTudmkaLumi;
- Client Version — otobpaxaeT TeKyLLy BEPCUIO KNNEHTa ANs yaaneHHon
aBTopm3aumm n ayteHTudmkauyum yepes 802.1x;
- Check Client — BKN/BblkN NPOBEPKM MPOXOXAEHMSA cepTudukara ot
KnneHTa.
lMocne BHECEHWS MW3MEHEHUn B HACTPOWKW, HaxmuTe KHomky Apply
(MpuHATB).

9.11.4 802.1x Port Configuration (Hactpoika nopToB AnNA cucTembl
aBTopM3auMu 1 ayteHTUdMKaumm no ctaHgapty 802.1x)
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C nomoubto aton ctpaHuubl WEB nHTepdeinca nonb3osartenb
MOXET W3MEeHUTb pexum paboTbl nopta Ans paboTbl CUCTEMbI
aBTOpU3aumMm n ayteHTudukauum no ctaHgapty 802.1x. MNopT moxeT
paboTaTb B 4X pexumax:

- N/A State (no ymonyanuio);

- Auto state (aBTomaTnyeckn);

- Force-authorized (npuHyanTenbHas aBTopusaums);

- Force-unauthorized (NnpvHyanTenbHbIA OTKa3 OT aBTopU3aunm).

Ecnn Ha nopte TpebyetrcA BbINONHATL ayTeHTUMUKAUMIO MO
ctangapty 802.1x Heobxooumo BbICTaBWUTb pexum Auto state. Ecnm He
TpebyeTcs penaTe ayTeHTUdMKauM Ana  JocTyna K ceTu  cnegyet
BoicTaBuTb pexum N/A. OcTtanbHble 2 pexuma pedko WCMOonb3ylTcsl B
CTaHOapTHbIX cutyauusix. MakcMmaneHoe 3HaveHue ans nons Support Host
Num — 256.

9.11.5 802.1x User Authentication Information (UHcopmaums o Bcex
npoueccax ayteHTucukaumm no craHgapty 802.1x)
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Ha aton cTpaHuue npeacTaBrneHbl cBedeHnss 060 Bcex mpoueccax
ayTeHTUduKaumMm Ha nopTax, HaCTPOeHHbIX Ana Hee. WHdopmaums
npegocTasneHa TorMbKO AN YTEeHUS.
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9.12 STP Configuration (Hactponka pa6otbl npotokona STP)

9.12.1 MSTP Configuration (OcHoBHbIe HacTporku MSTP)
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Ha panHom ctpaHnmue WEB wuHTepdeiica npeactaBneHbl
rnobaneHble HacTpowikun npotokona MSTP (Multiple Spanning Tree
Protocol):

- MSTP (Disable/Enable) — Bkn/Bbikn nogaepxky npotokona MSTP;

- Priority — HacTponka npuopuTesauun. Yctponctea ¢ 6onee HU3KUM
NprvopuTETOM NOAXOAAT 6onbLuUe Ans ponv KopHeBoro mocta(root bridge);
- Portfast BPDU Filter (Disable/Enable) — Bkn/Bbikn cunstpauuio BPDU
nakeToB Ha nopTe;

- Portfast BPDU Guard (Disable/Enable) — Bkn/Bblkn yHKLUMIO 3aLUUTbI
BPDU nakeTos,;

- Forward Time — HacTpoWka 3a4epXXKn NepPECHINIKA MaKeTOB;

- Hello Time — HacTpolika niTepsana otnpasku MSTP HELLO nakeTos;

- Errdisable Timeout (Enable/Disable) — Bkn/Bbikn dyHkumn Errdisable.
Ecnn nopt c¢ BkntoyeHHbim BPDU Guard nonyyaet naketel BPDU
3anyckaetca Errdisable Tanimep. Mo ncTevyeHUM 3a[aHHOTO BPEMEHMU
(Errdisable timeout) nopt 6ygeT nepesanyLien;

- Errdisable timeout — Bpemsi nocne KoToporo 6yaeT nepesanyLieH nopt

nonyumswni naket BPDU;
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- Max Age — Bpemsi B ceKkyHOax B TeYEeHWe KOTOpPOro KoMMyTaTop
oxugaeTt uHdopmaumio o koHdurypaumm ST(spanning tree) npexage 4yem
3anycTuTb Npouecc KOHUrypaumm 3aHoBo;

- Max Hops — konndecTBo nepexofos (xonoB) Ao otbpackiBaHns BPDU
NnakeToB B JOMEHE;

- CISCO |Interoperability (Enable/Disable) — Bkn/Bblkin COBMECTUMOCTb C
HacTponkamu STP CISCO.

lMocne BHECEHWS MW3MEHEHUn B HACTPOWKW, HaxXmuTe KHOMKy Apply
(MpuHATD).

9.12.2 MSTP port configuration (HacTtponka MSTP Ha nopTax)
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Ha panHon ctpaHuue WEB wHTepdenca npegcraBneHbl HacTpPOWKu
MSTP (Multiple Spanning Tree Protocol) ana nopTos.
- Port — BbIGOp nopTa A4Nns HaCTPOWKK;
- Portfast (Enable/Disable) — Bkn/Bblikn coctosHua Portfast pgns
BblbpaHHOro paHee nopta. B coctosHun Portfast nopt nepexoaut n3
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COCTOSIHMSA BNOKUPOBKU B COCTOsIHUE nepecbinku(forward) naketoB MuHys
coctosiHue obyyeHusi(learning) n npocnywmnsanus (listening);
- Portfast BPDU filter (Enable/Disable) — Bkn/Bbikn cunbTpaumno BPDU
nakeToB Ha BbIOpaHHOM MopTe;
- Portfast BPDU GUARD (Enable/Disable) — Bkn/Bblkn pyHKLMIO 3aLUNTbI
BPDU nakeTtoB Ha BbIGpaHHOM MOpPTE;
- Root Guard (Enable/Disable) — Bkn/Bblkn (OYHKUMM 3aLLUTbI KOPHEBOTO
mocTa (root bridge) ot npuema BPDU naketoB oT ycTtpowncts ¢ bornee
BbICOKMM MPUOPUTETOM, YEM MOCT;
- Link Type — HacTpowika Tuna nogkntodeHus. Point to Point (Touka-Touka)
no3BossieT ObICTPO MEHATb COCTOsIHME nopTa. Shared nogkntoyeHve He
nossonseTr ObICTPO MeHsITb cocTosHWe nopTa. Heobxoaumo npownTtu
802.1D npouenypebl, 4TOObI ONpeaenuTb cTaTyc NopTa;
- Priority — HacTtporika CIST npuopuTteTta, 3Ha4eHne MOXeT ObITb TONbKO
KpaTHbIM 16 B gnana3oHe ot 0-240. [No ymonyaHuto 3HayeHue paBHo 128;
- Path Cost — ot 0 — 200 000 000. Bonee Hu3kuMe 3Ha4eHWs1 OObIYHO
COOTBETCTBYIOT root’am;
- Force Version — Tun oTnpaBnsieMbIX NakeToB.

lMocrne BHECEHUSI M3MEHEHU B HACTPOWKW, HaxXMuTe KHomky Apply

(MpuHATB).

9.12.3 MSTP information (O6was nHcgopmaums o koHcdpurypauum MSTP)
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Ha paHHon ctpaHuue WEB uHTepdelica npepcraBneHa cBogHas
nHdopmaums o koHpurypauum MSTP.

VlHCbOpMaU,VIFI npegocTtaBlieHa TOJNIbKO ANA YTeHU4.

9.13 IGMP snooping configuration (HacTtpoika oTcnexuBaHus
IGMP Tpacwmka)

9.13.1 IGMP snooping configuration (Hactpownku c¢pyHkumumn IGMP
snooping)
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Ha paHHon ctpaHuue WEB uHTepderica Bbl MoXeTe BKIOYUTL UK
Bblkntountb  (Enable/Disable)  dyHkumio  IGMP  snooping  (npouecc
OTCNEeXMBaHUA ceTeBOro Tpaduka IGMP, npegoTepaLlatoLLmi
lwmpokoBeLwaTenoHyto  (broadcast) peTpaHcnauuio  multicast  Tpaduka
KOMMblOTepaM-noTpebuTensam, KOTOpbIM He HY>XHO ero obpabaTbiBaThb).
lMocrne BHECEHWS MW3MEHEHUn B HACTPOWKW, HaxmuTe KHomky Apply

(MpuHATB).
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9.13.2 Multicast Group Information (O6was nHdopmauumsa o IGMP)
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Ha panHon cTtpaHnue WEB wHTepdenica npeactaBneHa obuias
nHdpopmauns o Multicast aons sBcex VLAN oB.
WHdopmaLmsa npegocTaBneHa ToNMbKO AN YTEHUS.

9.14 GMRP Configuration (Hactponka pa6otbl npotokona GMRP)

9.14.1 GMRP Global Configuration (Tmo6anbHble HacTporiku GMRP)

Ha paHHoM cTpaHuue WEB wuHTepdhelica npencTaBneHbl
rnobanbHble HacTpoviku pabotel npotokona GMRP (GARP Multicast
Registration Protocol), npegHasHa4yeHHoro ans yrnpoLeHns
pacnpocTpaHeHUss No CceTu UWHdopMauum O Hanuuum onpeneneHHown
Multicast rpynneil.

BkntoueHue/oTknovenne nognepxkn GMRP  ocywectBnsieTcsa ¢
nomowibto Bblbopa Disable/Enable w nocnegyowero noaTBepXaeHus

kHonkon Apply (NpyHATB).
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9.14.2 GMRP ports configuration (Hactponika GMRP Ha nopTax)

Ha panHon ctpaHuue WEB wnHTepdenca npegcraBneHbl HacTpoOnku
GMRP ans otaoenbHbix nopTtoB. MopT BbibMpaeTcs B BbinagaloweM MEeHo
Port, Bkn/otkn nogaepxkn GMRP peanusyetca ¢ nomowbto GMRP Status
Disable/Enable. [Mocne BHeCEHWS M3MEHEHUI B HACTPONKW, HAXKMUTE KHOMKY
Apply (NpyHATB).
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9.14.3 GMRP State machine (O6was nHcdopmaumns o GMRP)
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Ha paHHon ctpanuue WEB wuHTepderica Haxogutcss cBogHas
nHdopmaums o pabote npotokona GMRP. Homep nopta, VLAN ID, MAC
agpec multicast rpynnel n 14.

WHdpopmauus npegoctaBneHa ToMnbKo AN YTEHMS.

9.15 EAPS Configuration (Hactponka pa6botbl npotokona EAPS)

9.15.1 EAPS Configuration (OcHoBHblIe HacTpoWku paboTbl NpoToKoNa
EAPS)

Ha paHHoi ctpaHuue WEB mHTepdeiica npeactaBneHbl HacTponKn
npotokona  EAPS  (Ethernet  Automatic  Protection  Switching),
npegHasHa4YeHHoro Ans 3aWwuThbl OT 3aUUKMBaHKs Tpaduka B CETU.

- EAPS Ring ID — Bbi6op ID ansa EAPS ring;

- Mode — HacTpoiika pexxuma paboTbl paboyero yana gnsa EAPS pomena;
- Primary Port — BbiOop kntoyeBoro nopta ans EAPS;

- Secondary Port — BbiGop BTOprYHOro nopta anst EAPS;

- Control VLAN — Bbi6op VLAN ID ansa EAPS;

- Protected VLANSs — BbIOOp OQHOrO UIn HeCKonbkux 3awmwaemslix VLAN
B noMmeHe EAPS;

- Hello Time Interval — HacTponika EAPS gomeHa ans nepuoanyeckomn
otnpasku naketoB HEALTH. 3agaBaemoe 3HadyeHue B CeKyHAAxX AOMKHO
ObITb MeHbLLE YeM BpeMsi 4o ownbkm (fail time);
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- Fail Time — Bpems 0O ucTeyeHuss cpoka gencteus B EAPS pgomene.
[omkHo 6bITb bonbLue, Yem Hello Time;
- Extreme Interoperability (enable/disable) — BKNn/Bblkin COBMECTUMOCTb C
extreme yctponcreamu.
lMocne BHECEHWS W3MEHEHU B HACTPOWKW, HaxmuTe KHomky Apply
(MpuHATB).
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9.15.2 EAPS information (CBogHas nHdopmaumsa o pabote npoTtokona
EAPS)

OSNOVO
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Ha paHHon ctpanuue WEB wuwHTepdelica npeactaBneHbl obuiuve
cBefeHus o pabote npotokona EAPS.

WHdopMaumsa npeacraBneHa TOMbKO ANS YTEHUS U HE MOXET ObITb
M3MEeHeHa C 3Tol cTpaHuubl/

9.16 RMON configuration (HacTpoMku ANCTaHLUNOHHOrO
MOHUTOPUHra ceThn)

9.16.1 RMON statistics (ctaTucTMka AMCTaHUMOHHOINO MOHUTOPUHTra
ceTn)

Ha ganHon ctpaHnue WEB nHTepderica npeacTasneHbl cBegeHus o
cTaTucTmke paboTbl NOPTOB.

Bbibepute nopT m3 BbiMagatwoLero cnuicka, copMupyniTe rpynmny
CTaTUCTUKKN Ana aToro nopta. KoppekTtHoe 3HaveHne nHaekca: 1...100, none
OWNER onuuoHanbHoe.

Haxwmunte Apply ona noatesepxaeHus. B tabnuue Statistics Data
OyneT nokasaHa ctaTtucTuka paboTbl nopTa.
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9.16.2 RMON history (chopmupoBaHue ncropum)

Ha ganHon ctpannue WEB mHTepdelica BoaMoXxXHO npocmatpmBaTh

ncToputo paboTbl NOPTOB.

Bb|6ep|/1Te nopT M3 BbiNagarLllero cnucka ana npocMoTpa Uctopun

paboTbl aToro noprta. KoppektHoe 3HayeHue uHgekca: 1...100, nons Interval,

Request Buckets n OWNER onunoHanbeHble.

- MNone Interval nokasbiBaeT 3aTpadyeHHOe BpemMsaA Ha C60p AaHHbIX B

cekyHaax (1...3600).

- MNMone Request Buckets coaepXnT KONUYECTBO COXPaHEHHbIX 3anucen
(1...100).

- B tabnwuue Historical Data copepxntcsa octanbHas MHopmauus n3

NCTOPUN C MOMEHTa (hOPMUPOBAHUSA NOCegHEN KoHUrypauuu.

Haxmute Apply ona noatBepxaeHusa. B Tabnuue History Data 6ypet

noka3aHa ncrtopua pa6OTbI nopTa.
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9.16.3 RMON alarm (MOHUTOPUHI TPEBOXHbLIX COOLITUN)
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Ha panHon ctpaHuue WEB wnHTepdenca npegcraBneHbl HacTponku
ONS CO34aHNs TPEBOXHBIX rPYNM U MPOCMOTPa TPEBOXHbBIX COBLITUN.

Bbibepute cylwecTByOLWyO rpynny u3 BbiNagatoowwero cnvucka Ans
nNpocMoTpa COObITUIN UMM BHECEHUS UBMEHEHUI B HAcTponku. [ina co3gaHus
HoBoW rpynnbl Bblbepute New. Index [OMmKeH HaxoouTbCA B Mpegenax
1...60, Interval pormkeH HaxoguTbcsa B npeaenax 1...3600 (cekyHabl).

9.16.4 RMON event (:kypHan cobbiTui)
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Ha paHHon ctpaHuue WEB mHTepdernica npeactaBneHbl HaCTPONKM
AN NPoCMOTpa U Co3AaHud XXypHana cobbITui.

Beibepute cyuwecTByowyo rpynny u3 BbiMagaloLwlero crnvicka Ang
npocmoTpa COBLITUN NN BHECEHUSI U3MEHEHU B HACTPOWKK. [nsa co3gaHund
HoBoW rpynnbl Beibepute New.

- Index pomxeH HaxoauTbes B Npegenax 1...60,

- description (onucaHve) JoMmKHO 6bITb He Bonee 0gHOW CTPOKM,

- Type (Tun onepaummn) gomkeH 6bITb BoiOpaH u3: none (6e3 onepauumm),
log, SNMP-trap vunu log-and-trap.

- MNMone last send time (BpemsA oTnpaBkM NocrneaHero CobbiTUSA) TOMbKO
Ansi YTeHUs1, none owner He o6s3aTenbHO AN 3an0oNHEHNs.

Haxmute Apply Ans noaTBepXaeHus.

9.17 Cluster configuration (ynpaBneHme knactepamm)

9.17.1 NDP configuration (NDP koHdurypauus)

Ha panHon ctpaHuue WEB wnHTepdbenca npegcraBneHbl HacTpPOWKu
NDP. Hactponkn BkntoyatoT B cebsa Boibop nopta, NDP dyHkuuto nopra,
rnobanbHyto NDP dyHkuuio, nHtepsan otnpasneHunsa naketoB NDP, Bpems
xpaHeHus NDP nakeToB Ha npvHumatowem obopyaoBaHmm.
Beibepute nopt un Bknouute dyHkumio NDP. OpgHoBpemeHHO
[OIMKHbI 6bITb BKITtodeHbl NDP nopta u rno6ansHast NDP.
- YcraHoBuTe Bpems xpaHeHnss NDP nakeTtoB Ha npuHUMatoLwem
obopynoBaHun B npegenax 1...4096 cekyHn, (MpegycTaHOBNEHHOE BpeMst
180 cekyHA).
- YctaHoBute wuHTepBan otnpaBnsemblx NDP naketoB B npegenax
1...4096 cekyHp (npenycTaHoBreHHoe BpeMsi 60 cekyHn).
Haxmute Apply ons noaTesepxaeHus.
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9.17.2 NTDP configuration (NTDP koHdurypauus)

Ha paHHoi ctpaHuue WEB nHTepderica npeactaBneHbl HacTPOnKu
NTDP. Hactpoviku BkntovatoT B cebs Bbibop nopta, NTDP dyHkumo nopTa,
rnobanbHyto NTDP dhyHkuumto, topology collection range, topology collection
time interval, Bpemsa 3agepxku oTnpaBneHns NakeToB Afs NepBOro nopra,
BpeMs 3aepKKvM OTNpaBreHns nakeToB Ans ocTanbHbIX MOPTOB.
Boibepute nopt u Bkmounte dyHkumio NTDP. OpgHoBpemeHHO
[ormkHbl 6bITb BktodeHsl NTDP nopta n rmo6ansHas NTDP.
- YcraHoBMTE  KONMMYECTBO nepexogoB B npegenax  1...6,
(MpenycTaHOBNEHHOE YMCIIO NEPEXOOOB;
- YcTtaHoBuUTEe BpeMeHHoW uHTepBan B npegenax 0...65535 muHyT
(NnpepycTaHoBrEHHbIV MHTepBan 1 MUHyTA).
- YcTaHoBUTE BpeMsi 3a4epXKU OTNpaBlisieMblX MakKeToB Afis MEpPBOro
nopta Hop-delay B npegenax 1...1000 mcek (npegycTaHOBNEHHOE BpeMs
200 mcek).
- YcTaHoBUTE BpeMs 3adepXKy OTMpPaBfeHWss NMakeToB ANs OCTalbHbIX
noptoB B npegenax 1...100 mcek (npeayctaHoBneHHoe Bpems 20 mMcek).
Haxmute Apply Ans noaTBepxaeHus.
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9.17.3 Cluster configuration (koHc¢urypaumsa knactepos)

Ha panHon ctpanuue WEB wnHTepdenca npegcraBneHbl HacTpoOnku

KOHdurypauum

HacTtpoviku BKIOYatoT B cebs

BKMOYEHNe/OTKoYeHe  knactepa, Hactpoukun VLAN, nyn apgpecos

Knactepa, vHTepBanbl oTtnpaeneHuns handshake naketoB, MMsa knacrtepa,

NyTb BKIMKOYEHUA B Knactep, 1 yganeHue Knacrepa. Bknitounte Knacrtep.

- B none management VLAN yctaHoBuTe 3HayeHue B npegenax 1...4094

(npepycTtaHoBnEeHHoe 3HayeHne 1);

- YcrtaHoBuTe nokanbHbli IP agpec Ans yCTPOWCTB BKIKOYEHHbIX B

knactep (B guanasoHe 0.0.0.0 - 255.255.255.255, gnvHa macku 0 — 32);

- YcrtaHoBUTEe WHTepBan oTtnpaBku handshake nakeToB B npegenax

1...255 cekyHp (npegycTaHoBreHHoe 3HadveHue 10 cekyH);

- YctaHoBuTe Bpems yaepxaHusa handshake naketos B npegenax 1...255

cekyHA (npenycTaHoBNeHHoe 3HaveHne 60 cekyHa).
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Ons cosganus knactepa HeobxoauMMO 3agatb eMy ums BbiOpaTb
3aNeMeHTbl Knacrtepa M nyTb ONS MNOOKMOYEHMS K Knactepy (B Py4YHOM U
aBTOMaTU4eckoM pexume). [locrne HacTpoWKM Kractepa OH  MOXeT
aBTOMaTUYECKN NEPEexXoauTb B PyYHOW pexum. PydHon pexum nossonset
U3MeHATb umsa  knactepa. [locne dopmupoBaHusa knactepa uMeeTcs
BO3MOXHOCTb MpocMaTtpuBaTh 3NeMeHTbl Knactepa W KaHAMOATOB Ha
BKITIOYEHWE B KnacTep B Tabnuue, 4o6aBnaTh HOBbIE 3fIEMEHTHI B KnacTep.

Haxmute Apply ons noaTBepxaeHus.
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9.18 Log management (YnpaBneHue 3an1cbio f1oros)

Ha panHon ctpanuue WEB wnHTepdenca npeactaBneHbl HacTpOmKu
dunbTpa BblBOAA 3anucaHHbIX noros. B nome Log Priority moryT ©ObiTb
crnegyoLme 3HayYeHns:

- Critical — BbIBOOUT MHOPMaLMIO, OTHOCSILLYIOCS TONBKO K KPUTUYECKOMY
YPOBHIO BaXXHOCTH;

- Debugging — BbIBOAMT MHGOPMaLMIO ANA OTNagKu;

- Informational — BbIBOAWUT MHOPMaLNIO ANS OTNagkM 1 ooLWwyo
WHdOopMaUmIo B fnorax;

- ALL — BbIBOANT BCIO MHGOpMALUIO.

Y1066 NPUMEHUTE PUMALTP NOroB HaXMUTe KHONKy Refresh (06HOBUTD).
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10. TexHN4YeCKue xapakTepucTukKu®

Mogensb SW-70818/L2

O6Lee Kon-Bo NopToB 26

Kon-Bo noptoB FE+PoE -

Kon-Bo noptos FE -

Kon-Bo noptoB GE+PoE -

Kon-Bo noptoB GE 8

(He Combo noptbl)

Kon-Bo noptoB Combo GE i

(RJ45+SFP)

Kon-Bo noptoB SFP (He Combo 18 GE

nopTol)

BcTpoeHHbIe onTuyeckue noprbl -
3Be3ga

Tononornn Noakn4eHnst Kackag
KomnbLO

Bydep naketos 4.1 M6

Tabnuubl MAC-agpecoB 8K

MponyckHasa cnocobHOCTbL

KOMMYTaLMOHHOW MaTpuLibl 128 Iéut/c

(Switching fabric)

CkopocTb 0b6CnyXmBaHus
nakeToB (Forwarding rate)

1000Mbps port — 1,488,000 naketos/c
100Mbps port - 148,800 nakeTtos/c
10Mbps port - 14,880 nakeTtos/c

Mopaepxka jumbo frame

YnpaBneHue

KoHconbHbIM NopT, YpoBEHb ynpaBneHus
L2 (Full managed)

KauectBo obcnyxuanus (QoS)

802.1p Port queue priority algoritm
Qos/Tos, QOS remark
WRR, SP, WFQ priority scheduling mode
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Mopenb

SW-70818/L2

CTaH,D,aprI 1 NPOTOKOJ1bI

IEEE802.3x Flow control;

IEEE802.3ab, IEEE802.3u, IEEE802.3z
IEEE802.3ad Port trunk with LACP;
IEEE802.3q, IEEE802.3q/p;

IEEE 802.1d, IEEE802.1w

IEEE 802.1p class of service;

IEEE 802.1S user authentication;

Port Based VLAN / 802.1Q;

STP, RSTP/MSTP/EAPS 802.1x;

Port mirror and bandwidth control;
DHCP Snooping;

Broadcast storm suppression;
IGMPv1/2/3 MLDv1/2 snooping, GMRP
protocol registration;

Support User port+IP address+MAC
address;

802.1p Port queue priority algoritm;
System log viewing;

Management by
Web/SNMP/SSH/RMON/Telnet/Console

. Web management — ynpaBneHue
YnpasneHue yepes Web-nHtepdeliic;

o Console port.

PWR — Hannune nutaHus;

Link/Act — nepegaya gaHHbIX;

1000M — nepenayva AaHHbIX Ha CKOPOCTU

1000 M6uT/c.;

MHaunkaTopbl

SYS - nngukatop paboThl Nnpoueccopa
KOMMyTaTopa;

MS - OCHOBHOE NuTaHueE;

SL — pesepBHOE NUTaHeE.

Pene aBapuiiHOM curHanmsaumnm

MuTtaHne AC100-240V(35W)
OHepronoTpebneHune <35Brt
BcTpoeHHas rpo3osawuTa -

Knacc 3awutbl IP30

Paamepb! (LLUxBxI") (Mmm)

440 x 45x 210
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Moaenb SW-70818/L2
Cnocob moHTaxa MoHTax B 19" cTOVMKY
Pabouas Temnepatypa 0..+50° C
OxnaxaeHue KoHBekunoHHoe (6e3 BeHTUNsITOpa)
OTHocuTenbHasa BNa)XHOCTb 0-90% 6e3 koHaeHcaTa

MOHTa)HbIN KOMMMEKT OIS KpenneHus B
[ononHuTensHO .

CTOWIKY.

* MpouasoanTENb UMEET NPaBO M3MEHSTH TEXHMYECKNE XapaKTepUCTUKN U3aenus 1
komnnekTauuio 6e3 NpeaBapUTENbLHOTO YBEAOMIIEHUSI.

11. NapaHTna

lapaHTMs Ha Bce obopygoBaHue OSNOVO — 60 mecsuesB ¢ gatbl
npogaxwu, 3a UCKIOYEHMEM aKKyMYNATOPHbIX 6aTapen, rapaHTUAHBLIA CPOK -
12 mecsiues.

B TeyeHue rapaHTUMNHOIO cpoka BbINOMHAETCA 6ecnnaTHbIN PEMOHT,
BKITIOYAs 3anyacTu, Uiy 3ameHa U3aenuin Npu HEBO3MOXHOCTM UX PEMOHTA.

MoapobHas WHopmauna o0 YCNoBmusax rapaHTUNHOrO
06CnyXMBaHMS HAXOAUTCS HA CalTe WWW.0SNOVO.ru

Coctasun: Jlebenes M.B.
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