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1. OnucaHue cuuTbiBaTensa

1.1. O6Wwme cBegeHUA

CumtbiBaTenb PR-P18 BbinonHeH B Buae OYHKUMOHANbHO 3aKOHYEHHO-
ro yCTponcTBa B MMIaCTMKOBOM KOpMyce CO CBETOAMOOAaMW U BCTPOEHHbIM
NCTOYHUKOM 3BYKOBOIO CUIMHana anga MHOMKaumMm coctoaHum. K cumtbiBaTento
npunaraetca kabenb USB 2.0 A-B anuHowm 1,8 MeTpa, 3aKkaH4YMBaloOLLMINCS CTaH-
0APTHbIM pa3beMoM 019 noakntodeHua Kk USB-nopty MK.

TexHMYeCcKMe XapaKTeEPUCTUKM NPpUBELOEHDbI B Tabnuue 1.

Tabnuua .
XAPAKTEPUCTUKA 3HAYEHUE
MaTepunan Kopnyca rnaactuk ABS
Pasmepbl kopriyca 147x81x27 MM
Bec 6pyTTO/HETTO 0,4 kr /0,2 Kr

[nanasoH pabouunx TeMnepaTyp o1 0 °C pgo +55°C
oT1 -20 °C go +60 °C

oT 0 0o 90% npwu +40 °C

[duana3oH TeMnepaTyp XpaHeHUs
JonycTumas oTHoCcUTeTbHas

B/1aXXHOCTb (6e3 KoHOeHcaTa)
Paboyag yacToTa 13,56 Ml
HanpsakeHune nuTaHune oT USB-nopta lNK
MaKcuMarsbHbIV MoTpebnaeMbln TOK 200 MA
CkopocTb 06MeHa c MK 115200 604,
Knacc 3awmhl IP 54

BHewWwHWMM BUA cUnTbIBaATENEN MpeacTaBieH Ha pucyHke 1.

PucyHokK 1. BHelwHMM BMA cumnTbiBaTena PR-P18

CumnTbiBaTeNnb Mcnonblyetca B coctaBe CKY/[ ParsecNET 3 HaumHaga C Bep-
cnm MO 3.8.xxXx 1 NpefHasHayveH ang:

* CUMUTBIBAHWSA U MNepedadyn B NPUIOXKEHUE KOOOB 6ECKOHTAKTHbLIX MOEH-
TUPUMKATOPOB;

¢ B 3alUMLLEHHOM pexknMe Ha ypoBHe SL1 (Mifare Classic) ona cuntbiBaHUA
M nepefavm kogos B CKY[ 13 3alUMLLIEHHbIX CEKTOPOB KapT;

* B 3alUMLLEHHOM peXXmMe Ha ypoBHe SL3 onda BbiMyCKa KapT, co34aHmAa
MaCTEP-KapT, a TakxXe A9 CUYMUTbIBaHUSA U nepeadn kogos B CKY[ m3
3aLUMLLEHHbIX CEKTOPOB KapThbl.

C NoMOLLbIO KOMMEeKTa pa3paboTumka 1 crneumanbHbiX YTUINT cUMTbiBaTe-
I MOTYT MCMOb30BaTbCS B MTOObIX OPYTMX CUCTEMAX B aHANOMMUHbIX LLensX.
SDK (koMnnekT pa3pabotymka B BUAE AMHAMMYecKon bubnmoTtekn PRPI18.
dll) obecneumnpaeT nogaepyKy MoaHOro GyHKLMOHaNa cCYnUTbiBaTeNa U3 CTO-
POHHUX NpUoyeHui. NMogpobHee B pasgene 3.2.

1.2. NMuTaHune

MuTaHme cunTbiBaTENsa ocyllecTBnsgeTca ot USB-nopTa MK.

2. PaboTta cumTtbiBaTend

Mo KoMaHOaM npuknagHoro MO cyuTbiBaTeNb MNony4YaeT MHbopMaLMilo C
KapTbl, Haxo4daLlewmcsa B mosie uteHud, 1 nepepaet ee B MO,

CuutbiBaTenb PR-P18 BbinaeT B CKY[L ParsecNET kof KapT, UMetoWwmx anmnHy
4 mnn 7 GauT.
2.1. CDOpMaT KOOOB CUUTbIBaTenda

Mpn pabote B cuctemMe ParsecNET dopmMaT koga maeHTUdMKaTopa, nepe-
0aBaeMbl B MPOrpamMmy, 3aBUCUT OT TEKYLLEro pexmma paboTbl (BBOL, ce-
PUMHOIo HOMEPa, SMUCCUA KapT B 3alUMLLEHHOM pexxume SL3, co3gaHue
MacTep-KapT).

2.2. UHoUKaumua paboTbl

2.2.1. CaMoTecTUpOBaHue npm BKAOYEHUN

[Mpn BKAOYEHUU CUUTbIBATENA MPOXOOAUT MpoLlenypa caMoTeCTUPOBaHUS.
Ecnwu Bce B nopsaake, 71O He 6onee uem Yyepes 1 cekyHOy B cHMTbIBaTe 1€ 3aro-



patoTca KpacHble cBeToamofabl. OTCYyTCTBME CBEYEHMA KPaCHbIX CBETOAMOOOB
roepopuT 06 annapaTHOM oLLInBKe.

Mocne oKOHYaHMA NpoLeaypPbl CAMOTECTUPOBAHMUS CUMTbIBATENb MEPEXoanT
B pabounin pexxkmm.

2.2.2. "HAMKaUumMA YTeHNa Koaa KapTbl

B coctaBe CKY[1 ParsecNET 3 npu cHMTbIBaHMW KOLA KapTbl Moc/e nepegadym
KoOa B KOMMbIOTEP CYUTbIBATENb M3OAET KOPOTKUIM 3BYKOBOM CUTHaN U OOQHO-
BPEMEHHO C 3TVIM MWIaeT CBETOAMOOAMMU.

Mpu paboTe co CTOPOHHUMMK MPUNOKEHUAMU CUMHAM NPU CYUTbIBAHUN MO-
YKET BbITb OTK/TIOUEH B yMpaBnsaloLLen nporpaMmme.

3. OKcnnyaTtauua

3.1. MoHTax
3.1.1. Mepbl 6e30nacHOCTU

[MTooknoyeHe cyuTbiBaTeENs He Tpe6yeT npnMeHeHnd cneunanbHbIX
cpecCTB 3allUTbI.

3.2. NMogkniovyeHue cunutbiBaTtend K lNK ¢ yctaHoBneHHbIM MO
ParsecNET

CuumTblBaTENb NoAkKNtoYaeTcs K USB-nopTy MK npu noMowm kabenq, nocras-
N9eMoro B KOMMieKTe. MOXKHO UCMOoMb30BaTh aHANOrMYHbIM Kabesb, HO ero
O/IVHa He OO/MKHa MpeBbllaTh ABYX METPOB.

[panBepbl Ana paboTbl HAaCTOMbHbIX CUMUTbIBaTENen BXxoaaT B cocTtas 10
ParsecNET 3 1 yCTaHaB/IMBaOTCA aBTOMaTUYECKMW.

Heobxononmoe nporpamMMHoe obecneyeHme MOXXHO HaUTK Ha
cavTe NponsBogmTend www.parsec.ru. Habepute B MOMCKOBOM
CTPOKEe Ha3BaHWEe YCTPOWCTBa, MNepenauTe Ha CTpaHuLy
YCTPOWCTBAa, @ 3aTeM Ha BKNagky “CkadyaTb MaTepuanbl”.

3.2.1. Moaknto4YeHUe cHUTbIBaATENS K APYrMM cUCTEMaM

[Mpn nogkntoyeHUM cumTbliBaTens K USB-nopTy MK, Ha KOTOPOM OTCYTCTBYET
MO ParsecNET, HEOGXOAMMO YCTaHOBUTDL ApanBepbl ANg paboTbl cUUTbIBATE-

na B OC Windows. KoMNeKT cepTUPULIMPOBaAHHbIX OpaBEpOB B BUOe yCTa-
HOBOYHbIX MakeToB Windows HaxoauTCa Ha canTe NpousBoauTens:

ftdi32_certified.msi — cepTndMUMPOBaHHLIM MaKeT ana Bepcum 3.8 U
BbllLe ang 32-6UTHOM NnaThopMbl;

ftdie4_certified.msi — cepTndmMUMpPOBaHHbIM NakKeT Onga Bepcun 3.8 U
BbllLe A9 64-6MTHOW NnaTtdopMbl.

Ha 3ToM e calnTe HaxoOaTca Bce HeobxoauMmble ans pa6OTbI CO CHUTbIBaTe-
NaMU PYKOBOLOCTBaA.

Ona paboTbl CO CUMTBIBATENAMU B UHbIX, HeXenun ParsecNET, cucteMax He-
obxogMMa cneumanbHasa guHaMuyeckaa 6ubnumoteka — PRP18.dll. BubnuoTte-
Ka obecneymBaeT MHTepdENC NPUKIaAOHOIo NporpaMMHoro obecneyeHma K
OYHKLUMAM cUMTbIBaTENA.

YTobbl cKavaTb HY>XHble MaTepWalbl C canTa npomsBoaunTesnia www.parsec.ru,
I'Iepel;I,D,I/ITe B pa3gen «CkadaTb» M YKaXXUTe B OKHE MOUCKa HaMMeHOoBaHMe
CUHUTbIBaTEe 4.

3.3. 3awmeHHbIn pexxuM B CKY[, ParsecNET

3alUMLLEHHbBIN PEXMM OCYLLECTBNAETCa TObKO MPW UCMNONb30BaHUM B
CKY[ cuuTbiBaTenem mMapkun Parsec cepuin PR-P05/09/16 (cHATbI ¢ npo-
nmssoacTea) u/mnm PNR-Pxx 1 PNR-Xxx (MynbTudopMaTHble cUMTbIBaTE-
nn).

3alUMLLEHHbBIN PEXUM MPEedyCMOTPEeH Ana cumTbiBaTensa PR-
P18 npu paboTe ¢ KapTaMu, NOLOEPKMBAOLLMMKU MPOTOKOI
Mifare Classic (wmndppoBaHme no Crypto-1, SL1) n ¢ kapTamm
Mifare Plus (undpoBaHme no anroputMmy AES-128, SL3).

CumntbiBaTenb PR-P18 nepeBoaMTCS B 3alLUMLLEHHbIN PEXKMM B HAaCTPOWKax B
MO ParsecNET 3 (noapo6bHee o HacTpoMkax HanucaHo B CripaBke uUimn PyKo-
BOACTBE Mo aKcnnyaTauum ParsecNET 3, pa3gen «PaboTa ¢ kaptamu Mifare
Plus»).

B oTnnume oT 0b6blYHOro pexkmma, Korga ong naeHTudukaumm nonb3oBa-
TeNna UCMoNb3yeTca 3aBOLCKOW CEPUMHbIM HOMEpP KapTbl, B 3alUMLLEHHOM
PeXXMMe UCMNOob3yeTcl CreHepPUPOBaHHbIM HOMEP KapTbl, XpaHALWMNCS B
3alUMLLEeHHOW obnacTu (cekTope) KapTbl. ECM nepBbl CEKTOP KapTbl He
MHULMANMU3NPOBaH ana paboThbl B 3aLUMLLEHHOM peXuMe (KapTa HaxoamTca



B TPAQHCMOPTHOM COCTOAHNIN NN MHUNLUMNANN3NPOBaHa A4 pa6OTbI apyroro
NPUNoXXeHna C CeEKTOpPOM 1), TO CHNTbIBATEJ1b Ha TaKytO KapTy He OTpearmpyert.

[Ona obecneyeHna ypoBHa 6e3onacHocTm SL1 (Mifare Classic) HazHadeHMe
CeKPETHbIX Ktoden 4oCTyrna M UCNOMb3yeMbIX CEKTOPOB MPOM3BOAMTCA af-
MUHUCTPATOPOM CUCTEMBI MPU MOMOLLM CheumanbHon yTunmnTsel SePro, fo-
CTYMHOM Ha canTe npomsBogmTend. MNocpeacTBOM YTUMKUTLI CO30at0TCA pa-
6oune KapTbl M MacTep-kKapTbl 079 MNepenporpaMMmMpoBaHmMa npoduien
6e30MnacHOCTU. TakXke Npu ee NoMoLM BefeTca 6a3a OaHHbIX KapT M BCex
npoduien 6e3onacHoOCTM.

[Onqa ypoBHA 6e3onacHOCTK SL3 cekpeTHble KtoYM SOCTyna reHepmpytoTca
CucteMom B pasgene «lNapamMeTpbl» B HacTpomnkax MO (prcyHOK 2).

CeKpeTHbIN KoY [OCTyMa — 3TO «Mapofb» AN9 AOCTYNa K CHUTbIBAHMIO MOEH-
TUdMKaTopa KapTbl, XPaHALLErocs B 3alUMLLEHHOM 3TUM MaposIeM CEKTope
KapTbl.

MacTep-kapTa MnepenporpaMMmpyeT HaCTEeHHbIM CYUTbIBATENb: U3MeHseT
CeKpeTHble KoUM OOCTyMa M HOMep CeKTopa, TO eCTb M3MeHsAeT npodusb
cymMTbIBaTENS.

Co3paHve MacTep-KapT M NPOoXoAHbIX KapT Ha ypoBHe SL1 (Mifare Classic)
npwv nomMoLmn cymtbiBaTensa PR-P18 onmcaHo B PyKOBOLCTBE MoOJSib30BaTeNd
yTunuTom SePro.
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3.3.1. 3alLMLLEHHDbIV PeXXUM B OpPYrmx cucrteMax

3almueHHbIN pexnM npnm MCrosibaoBaHMM B CUCTEME CHATbIX C MPO-

M3BOACTBa cUUTbIBaTenem PR-P0O5/09/16 MOXHO peannsoBaTb TObKO Ha

ypoBHe SL1 (Mifare Classic). Mcmonb3oBaHMe HAaCTEHHbIX CHUTbIBaTENEN
PNR-Pxx 1 PNR-Xxx (MynbTndopMaTHble CYMUTbIBATENM) MO3BONAET Op-
raHM30BaTb 3aLWMLLIEHHbBIN PEXUM ypoBHe 1 SL1, n SL3.

Pa6oTa cuuTbiBaTens PR-P18 B 3alUMUIEHHOM pe)XMMe B cucTemMax, oT-
NYHbIX OT ParsecNET, Takke TpebyeT UCMOoNb30BaHUA YTUNUTBI SePro
014 BblMYyCKa MPOXOOAHbIX KapT M CO30aHMa MacTep-KapT. HO B oTAn4ymm
oT CKY[, ParsecNET, ona nocnepytolwen paboTbl C BbiMyLWeHHbIMW Kap-
TaMM M MacTep-KapTaMM HeobxoaMMa AMHaMUYeckas 6UbnmoTeka, Ko-
Topad noctaBnaeTcsd B COCTaBe KOMMeKTa pa3paboTtymka Mifare-SDK.

Ons goctyna Ko BceM GYHKUMAM cUMUTbIBaTENs HeobxoamMma
OUHaMmnyeckasa 6UbnnoTeka, KoTopasa MoCTaBIgeTca B COCTa-
Be KoMmnekTta paspabotumka (Mifare-SDK). Mifare-SDK He
BXOAUT B CTAHOAPTHbIM KOMMNEKT MOCTaBKM CYUTbIBATENS.

3.4, O6HoBNeHue MO cumTbiBaTeNnd

Ona obHoBneHMs MO cyuTbiBaTENA TpebyeTca BCKPbITb €ro Kopnyc Aa4
poctyna kK DIP-nepekntovatenaM pexxmnmos SW3. lNpu nocTtaBke nepe-
Kao4YaTenn v nepeMbldkn XJ yCTaHOB/IEHbI KaK MOKa3aHO Ha PUCYHKe
MnjaTbl CHUTbIBATENS HUXKeE.
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[aHHOe MofoyKeHue mepektoyaTenen 1 nepembliek COOTBETCTBYET pabo-
yemy pexxnmy.



[Ona obHoBneHMa MO nepeBeauTe nepekntodatens 1 (BTL) B 6noke SW3 B
HKHee monoxeHme (ON), mocne 4yero HaXxxMmMTe Ha KHomky RESET (SW1).
CumnTbiBaTENb MEpe3arpy3unTcs B pexmme obHoBneHma MO, o yeM ByayT cBu-
0EeTENbCTBOBATb NepPeMUTMBAtOLLMECHS CBETOAMOObI.

Ona obHoneHua MO MOXHO BOCMOMb30BaTbCHa YTUNUTOW ONA MNepenpo-
WKMBKKM cumnTbiBaTena PR-P18, 0oCTynHOM Ha camTe MpOoM3BOOAUTENS WWW.
parsec.ru

Mocne o6HoBneHusa MO nepeBeanuTe nepekntodatens 1 (BTL) B 6noke SW3 B
ncxogHoe (BepxHee) COCToAaHME M BHOBb Mepe3arpy3mTe cUmMTbiBaTeNb C MNo-
MOLLbIO KHOMKWM RESET Mnu BbigepHYB, @ MOTOM CHOBa nogkntoumne USB-ka-
6enb cuMTbIBaTENS, MO KOTOPOMY MOCTYyMaeT NMTaHme.

5. PeMOHT

Ecnv y Bac BO3HUKAM NpobBrieMbl, KOTOpble Bbl HE B COCTOAHUM pellnTb ca-
MOCTOSTENIbHO AaXke Mocre nsydyeHusa PyKoBOOCTBa MO 3KCMlyaTaumm, a Tak-
e MpeXkae, YeM oTNpaBnaTb U3fefve B PEMOHT, 06paTUTeCh B CEPBUCHbIE
LeHTpbl Parsec: www.parsec.ru/service-centers, unu B Cny6y TexHude-
CKOW moaaepyKm Parsec.

+7 (495) 565-31-12 MockBa 1 06nacTb
+7 (800) 333-14-98 no Poccuu

support@parsec.ru

support.parsec.ru

Mpaduk paboTbl MH.-MT. 8:00 - 20:00
Mo MOCKOBCKOMY BpeMeHN
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