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1. Product Introduction

Congratulations on your purchasing of the 16-Port Gigabit + 4-Port Gigabit SFP L2 Managed
PoE Switch. Before you install and use this product, please read this manual carefully for full exploiting
the functions of this product.

1.1. Product Overview

The Switch is high performance the second managed gigabit switch. Provides sixteen 10/100/1000Mbps
self-adaption RJ45 ports, plus four Gigabit SFP port, it can be used to link bandwidth higher upstream
equipment. Support VLAN ACL based on port, easily implement network monitoring, traffic regulation,
priority tag and traffic control. Support traditional STP/RSTP/MSTP 2 link protection technology; greatly
improve the ability of fault tolerance, redundancy backup to ensure the stable operation of the network.
Support ACL control based on the time, easy control the access time accurately. Support 802.1x
authentication based on the port and MAC, easily set user access. Perfect QOS strategy and plenty of
VLAN function.PoE ports can automatically detect and supply power with those IEEE 802.3at/af
compliant Powered Devices (PD). In this situation, the electrical power is transmitted along with data in
one single cable allowing you to expand your network where there are no power lines or outlets, where
you wish to fix devices such as AP, IP Cameras or IP Phones, etc

1.2. Features

® Comply with IEEE802.3i, IEEE802.3u, IEEE802.3ab, IEEE802.3x, IEEE802.3z,
EEE802.3ad ,standards

Supports IEEE802.3at/af PoE standards

Supports PoE power up to 30W for each PoE port, total power up to 240W for all PoE ports
Supports MAC address auto-learning and auto-aging

Store and forward mode operates

Support SNMP/RMON/TELENT

Support IEEE802.1q VLAN,4K VLAN Table

Support IEEE802.1p Priority Queues

Support 2K+256-entry ingress and egress ACL

Support Storm Control

Support QoS. Port Mirroring. Link Aggregation Protocol

LED indicators for monitoring PSE, Link/Activity/Speed

Web-based Management Support
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1.3. External Component Description

1.3.1. Front Panel

The front panel of the Switch consists of a series of LED indicators, 1 x Reset button, 16 x
10/100/1000Mbps RJ-45 ports, 1x Console and 4 x SFP ports as shown as below.

Figure 1 - Front Panel

Reset button (Reset):

Keep the device powered on and push a paper clip into the hole. Press down the button for 5 seconds to
restore the Switch to its original factory default settings.

10/100/1000Mbps RJ-45 ports (1~16):

Designed to connect to the device with a bandwidth of 10Mbps, 100Mbps or 1000Mbps. Each has a
corresponding Link/Act/Speed and PoE indicator.

Console port (Console):

Designed to connect with the serial port of a computer or terminal for monitoring and configuring the
Switch.

SFP ports (17-20):

Designed to install the SFP module and connect to the device with a bandwidth of 1000Mbps. Each has
a corresponding Link/Act/Speed LED.

LED indicators:

The LED Indicators will allow you to monitor, diagnose and troubleshoot any potential problem with the
Switch, connection or attached devices.

The following chart shows the LED indicators of the Switch along with explanation of each indicator.

Faceplate
LED Indicator B Status Indication
Marker
Off Power Off
Power Indicator PWR

Solid green | Power On

Off System not started
System indicat SYS
ystem Incicator Blinking System is starting or the system
green starts successfully
10/100/1000 Link/Act Off The port is NOT connected.

16-Port Gigabit + 4-Port Gigabit SFP L2 Managed PoE Switgh

BASE-T adaptive /Speed The port is connected at

Ethernet port Solid green 1000Mbps.
indicators
Th i
(1-16) Solid orange e port is connected at

100/10Mbps

The port is transmitting or

Blinking receiving data.
Off The port is NOT connected.
- . . The port is connected at
SFP port indicators | Link/Act Solid
OlIdOreeN 1 4 000Mbps.
(17-20) /Speed
Blinking The lp(')rt is transmitting or
receiving data.
No PD is connected to the
off corresponding port, or no power
is supplied according to the power
limits of the port
PoE status o
indicators PoE A Powered Device is connected
(18) Solid yellow | to the port, which supply power

successfully.

The PoE power circuit may be in
Blinking short or the power current may be
overloaded

1.3.2. Rear Panel

The rear panel of the Switch contains one Grounding Terminal and AC power connector shown as below.

Figure 2 - Rear Panel

Grounding Terminal:

Located on the left side of the power supply connector, use wire grounding to lightning protection.

AC Power Connector:

Power is supplied through an external AC power adapter. It supports AC 100~240V, 50/60Hz.
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1.4. Package Contents

Before installing the Switch, make sure that the following the "packing list" listed OK. If any part is lost
and damaged, please contact your local agent immediately. In addition, make sure that you have the
tools install switches and cables by your hands.

One PoE Web Smart Ethernet Switch.

One Installation Component

One AC power cord.

One User Manual.
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2. Installing and Connecting the Switch

This part describes how to install your PoE Ethernet Switch and make connections to it. Please read the
following topics and perform the procedures in the order being presented.

2.1. Installation
Please follow the following instructions in avoid of incorrect installation causing device damage and
security threat.
® Put the Switch on stable place or desktop in case of falling damage.
® Make sure the Switch works in the proper AC input range and matches the voltage labeled on the
Switch.
To keep the Switch free from lightning, do not open the Switch's shell even in power failure.
Make sure that there is proper heat dissipation from and adequate ventilation around the Switch.

Make sure the cabinet to enough back up the weight of the Switch and its accessories.

2.1.1. Desktop Installation

Sometimes users are not equipped with the 19-inch standard cabinet. So when installing the Switch on a
desktop, please attach these cushioning rubber feet provided on the bottom at each corner of the Switch
in case of the external vibration. Allow adequate space for ventilation between the device and the objects
around it.

2.1.2. Rack-mountable Installation in 19-inch Cabinet

The Switch can be mounted in an EIA standard-sized, 19-inch rack, which can be placed in a wiring
closet with other equipment. To install the Switch, please follow these steps:

A. attach the mounting brackets on the Switch's side panels (one on each side) and secure them with
the screws provided.

Figure 3 - Bracket Installation

B. Use the screws provided with the equipment rack to mount the Switch on the rack and tighten it.
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Figure 4 - Rack Installation

2.1.3. Power on the Switch

The Switch is powered on by the AC 100-240V 50/60Hz internal high-performance power supply. Please
follow the next tips to connect:

AC Electrical Outlet:

It is recommended to use single-phase three-wire receptacle with neutral outlet or multifunctional
computer professional receptacle. Please make sure to connect the metal ground connector to the
grounding source on the outlet.

AC Power Cord Connection:

Connect the AC power connector in the back panel of the Switch to external receptacle with the included
power cord, and check the power indicator is ON or not. When it is ON, it indicates the power connection
is OK.

2.2. Connect Computer (NIC) to the Switch

Please insert the NIC into the computer, after installing network card driver, please connect one end of
the twisted pair to RJ-45 jack of your computer, the other end will be connected to any RJ-45 port of the
Switch, the distance between Switch and computer is around 100 meters. Once the connection is OK
and the devices are power on normally, the LINK/ACT/Speed status indicator lights corresponding ports
of the Switch.

2.3. Switch connection to the PD

1-16 ports of the Switch have PoE power supply function, the maximum output power up to 30W each
port, it can make PD devices, such as internet phone, network camera, wireless access point work. You
only need to connect the Switch PoE port directly connected to the PD port by network cable.

16-Port Gigabit + 4-Port Gigabit SFP L2 Managed PoE Switzh

3. How to Login the Switch

3.1. Switch to End Node

Use standard Cat.5/5e Ethernet cable (UTP/STP) to connect the Switch to end nodes as described
below. Switch ports will automatically adjust to the characteristics (MDI/MDI-X, speed, duplex) of the
device to which is connected.

Figure 5 - Connect PC to Switch
Please refer to the LED Indicators. The LINK/ACT/Speed LEDs for each port lights on when the link is

available.

3.2. How to Login the Switch

As the Switch provides Web-based management login, you can configure your computer’s IP address
manually to log on to the Switch. The default settings of the Switch are shown below.

Parameter Default Value
Default IP address 192.168.1.110
Default user name admin

Default password admin123

You can log on to the configuration window of the Switch through following steps:
1.Connect the Switch with the computer NIC interface.
2.Power on the Switch.

3.Check whether the IP address of the computer is within this network segment: 192.168.1.xxx ("xxx"
ranges 0~254, except 110), for example, 192.168.1.100.

4.0pen the browser, and enter http://192.168.1.110 and then press "Enter". The Switch login window
appears, as shown below.
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Figure 7- Login Windows

5. Switching language to English .Enter the Username and Password (The factory default Username is
admin and Password is admin123), and then click "LOGIN" to log in to the Switch configuration window
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4. Switch Configuration

The Web Smart Ethernet Switch Managed switch software provides rich layer 2 functionality for switches

in your networks. This chapter describes how to use Web-based management interface(Web Ul) to this
switch configure managed switch software features.

In the Web UI, the left column shows the configuration menu. Above you can see the information for
switch system, such as memory, software version. The middle shows the switch’s current link status.
Green squares indicate the port link is up, while black squares indicate the port link is down. Below the
switch panel, you can find a common toolbar to provide useful functions for users. The rest of the screen
area displays the configuration settings.
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41. Quickly Set

In the navigation bar to select "Quickly Set", can create a VLAN in this module, add the port in the VLAN,
set the basic information and modify the switch login password. The following picture:
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[ parameter description] -
| VAR wEry i BETTE
Parameter Description I
VLAN ID VLAN number i
VLAN Name VLAN mark
VLAN IP Manage the IP address of the VLAN
Management VLAN Switch’s management in use of the VLAN |
|. L2 s | et oo (e [17) s LT Tiws: ({04 Sre S P
Device Name Switch name = . i R e ) ._:,..-: i [T -
. . = - e | |
[instructions ] I
ey AN lm A CRLIE 1
Native VLAN: as a Trunk, the mouth will belong to a Native VLAN. The so-called Native VLAN, is refers [ ———— 1 e —
to UNTAG send or receive a message on the interface, is considered belongs to the VLAN. Obviously, EE Em

the interface of the default VLAN ID (PVID) in the IEEE 802.1 Q VLAN ID is the Native VLAN. At the

same time, send belong to Native VLAN frame on the Trunk, must adopt UNTAG way.
2) click "next step" button, into other settings, such as: manage ip address set as 192.168.1.11, device

Allowed VLAN list: a Trunk can transport the equipment support by default all the VLAN traffic (1-4094). name set as switch-123, default gateway with the dns server set as 172.16.1.241

But, also can by setting the permission VLAN Trunk at the mouth of the list to limit the flow of some

S

VLAN can't through the Trunk. [ T
[ Configuration example ] [ sirs v s,
1)VLAN setting: such as create VLAN 2, Sets the port 8 to Trunk , Native VLAN 2. S ik [ b R
viAM g || oo semegs | e 0 T L] B e
| : et b | [ [FE ] i e B LHT
! VLics felrgs
i Them Clwem e mp——iie
LI TN r“ S ——a &F-“'
i VAN A1 404 3 ¥
e Ii Use 192.168.1.11 to log in, set a new password for 1234 .
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4.2. PORT

In the navigation bar to select "PORT", you may conduct Basic Config, Port Aggregation, Port
Mirroring , Port Limit, Storm Control, port Isolation and Port Information.
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4.2.1. Basic Config

In the navigation bar to select "PORT>Basic Config", For panel port to port described, port speed, port

status, working mode, flow control, cross line order configuration, the following picture:
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[ parameter description]
Parameter Description
Port Select the current configuration port number
Port Description The port is described
Status Choose whether to close link port

It can choose the following kinds:

Port Speed Auto
10M

-12-

100 M
1000 M

Can choose the following kinds:

Auto
Duplex Mode
Duplex
Half duplex
Flow Control Whether open flow control

It can choose the following kinds:

Auto

Cable Type Detection

MDI
MDIX

[instructions]
Open flow control should be negotiated will close, negotiated close is to set port speed rate and working
mode. Set the port rate more than actual rate of port, the port will be up.

[ Configuration example]

Such as:

The port is set to 10 M, half duplex, open flow control and cross line sequence and port state.

FE 8 1= E 5 |

R LT

i e e L B e e o |

- U

E R L G ot St T N T G T S

L G R ek ol i m L sk O ey e
O T NI TR LIECTEITST TR R Y P~ TR B

“omDwlr mans W O eTH i | hrag [Turm -

il e TR Ihi-Hn.l.IH.l

FiS T o LN TR LG AL

e

-13-



16-Port Gigabit + 4-Port Gigabit SFP L2 Managed PoE Switch

4.2.2. Port Aggregation

In the navigation bar to select "PORT>Port Aggregation", In order to expand the port bandwidth or
achieve the bandwidth of the redundancy backup, the following picture:
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[ parameter description]
Parameter Description
Aggregate Group Switch can be set up 8 link trunk group, group_1 to group_8
Number p group, group_1 to group_;
Member port For each of the members of the group and add your own port,

and with members of other groups

[instructions ]
Open the port of the ARP check function, the port of the important device ARP, the port of the VLAN MAC
function, and the monitor port in the port image can not be added!

[ Configuration example ]
Such as: set the port 7, 8, for aggregation port 1, lets this aggregation port 1 connected to other switch
aggregation port 1 to build switch links .
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4.2.3. Port Mirroring

In the navigation bar to select "PORT>Port Mirroring", Open port mirror feature, All packets on the
source port are copied and forwarded to the destination port, Destination port is usually connected to a
packet analyzer to analyze the source port, Multiple ports can be mirrored to a destination port, the
following picture:

o |

AN
e T T L R T e e

[ parameter description]
Parameter Description
Source port To monitor the port in and out of flow

Set destination port, All packets on the source port are copied and

Destinati
estination port forwarded to the destination port

Mirror group Range: 1-4

[instructions]
The port of the aggregate port can not be used as a destination port and the source port, destination port
and source port can not be the same.

[ Configuration example]
Such as: set a mirror group for port 3 regulatory port 4, 5, 6 on and out flow conditions.

-15-
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[instructions]

Eurl Wreng
—_— 1 Mbit/s = 1000 Kbit/s = 1000 / 8 KB/s = 125 KB/s . That is, the theoretical rate of 1M bandwidth
e i ey i [ | is125KB/s

PR A B TR PR (R T E T TR B

[ Configuration example ]

F' : & _ = -. » Such as: the port 5 input rate is set to 6400 KB/s, the output rate is set to 3200 KB/s.
T : ) e
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4.2.4. Port Limit 4.2.5. Storm Control
In the navigation bar to select "PORT>Port Limit ", to port output, input speed limit, the following picture: In the navigation bar to select "PORT>Storm Control", to port storm control config, the following picture:
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[ parameter description] [ parameter description]
Parameter Description Parameter Description
Input speed limit Set port input speed Broadcast Limit Storm suppression value of the broadcast packets
- Multicast Limit Storm suppression value of the multicast packets
Output speed limit Set port output speed Unicast Limit Storm suppression value of the unicast packets

[instructions]

1 Mbit/s = 1000 Kbit/s = 1000 / 8 KB/s = 125 KB/s . That is, the theoretical rate of 1M bandwidth is
125KB/s .

-16- -17 -
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[ Configuration example ]
Such as: should be forwarded to the port 1-8 of all kinds of packet forwarding rate is 5000 KB/s .
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4.2.6. PortIsolation

In the navigation bar to select "PORT>Port Isolation ", ports are isolated. The following picture:
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[ parameter description]
Parameter Description
Source port Choose a port, to configure the isolated port
Isolated port Port will be isolated

[instructions]

Open port isolation function, all packets on the source port are not forwarded from the isolated port, the
selected ports are isolated.

Ports that have been added to the aggregate port aren't also capable of being a destination port and
source port, destination port and source port cannot be the same.

[ Configuration example ]
Such as: the port 3, 4, 5, and 6 ports isolated.

- 18-
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4.2.7. Port Information

In the navigation bar to select “PORT>Port Information”, the following picture:
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[ parameter description]
Parameter Description
Input Flow Port input flow statistics
Output Flow Port output flow statistics
[instructions]
Show port input and output streams information port connection status, belongs to VLAN.
[ Configuration Example ]
Enter port number 8 for the query.
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e mm mmr - B enmra -
e e e - Hamm 1
CEL ] e | ] b
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43. VLAN NLAN NaBwgs || Peesa FeUSei || Tre TS man || Hyew el leiegs
In the navigation bar to select "VLAN", You can manage the VLAN Settings, Access Port |
Settings, Trunk Port Settings and Hybrid Port Settings, the following picture: na 5
Hbey WLAR
[ canwap | wesriserrmers. | T TR WLk ] ok | | I
.I-|q T e = = e F | A e 1 ey e
spdr. B, i 5 \ FHETT ETE 1 A P R
i o i e e LT Y | ST Bie & 'F & v == gf
Eisisiuletaleising
4.3.1. VLAN Settings R T RO
o fp ) Mt [T e ] T, ~
In the navigation bar to select "VLAN config>VLAN Settings", Vlans can be created and set the port to - ’“H__I = i “' e 'j' R

the VLAN (port default state for the access mode) , the following picture:

cCaunpy | e | v reaep | msrmaep
| - ]
1] ol e e - rE. - _
vl Cmamarn b T ; - -.|. .;._u..- i
[ parameter description] 4.3.2. Access Port Settings
FEEITEE Bescption In the navigation bar to select "VLAN config>Access Port Settings",it can set port to Access port, the
VLAN ID VLAN number following picture:
VLAN Name VLAN mark
VLAN IP address | Manage switch IP address I_"::::' = S = e e S N S L
[instructions ] pErie rorkor i
Management VLAN, the default VLAN cannot be deleted. Add ports to access port, port access mode . :-
can only be a member of the VLAN. 1 ' |
L .
[ Configuration example] : r
Such as: connect switches pc1, pc2 couldn't ping each other, will be one of the PC connection port 5 :_
belongs to a VLAN 2 . . i
Ly -
R U

[ parameter description]

Parameter Description
Native VLAN Only set one

[ Instructions]
Native VLAN: Refers to the default Access VLAN, must be the same as the end of the VLAN Native port,
otherwise it can’t work.

[ Configuration Example ]
Such as: Port 8, Access VLAN2.
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e irm damifwbmem | e ey wvE e
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4.3.3. Trunk Port Settings

In the navigation bar to select "VLAN config>Trunk Port Setting", it can set port to Trunk port, the
following picture:

P Ty O D e T |
[ E

- e e Imrar .
e Y e e e

[ parameter description]

Parameter Description
Native VLAN Only set one
Allowing VLAN Can set up multiple

[instructions]

Native VLAN: as a Trunk, the mouth will belong to a Native VLAN. The so-called Native VLAN, is refers
to UNTAG send or receive a message on the interface, is considered belongs to the VLAN. Obviously,
the interface of the default VLAN ID (PVID) in the IEEE 802.1 Q VLAN ID is the Native VLAN. At the
same time, send belong to Native VLAN frame on the Trunk, must adopt UNTAG way.

Allowed VLAN list: a Trunk can transport the equipment support by default all the VLAN traffic (1-4094).
But, also can by setting the permission VLAN Trunk at the mouth of the list to limit the flow of some
VLAN can't through the Trunk.

[ Configuration example]
Such as: PVID=VLAN2
PC1:192.168.1.122, port 8, access VLAN2
PC2:192.168.1.123, port 7, Trunk allowed VLAN 1-2
PC3:192.168.1.124, port 6, access VLAN1(The default port belongs to VLAN1)
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Can let the PC2 PING PC1, cannot PING PC3

R T = fwmBa b | Bdbibew | DL e |

S

A EF L s L] CTRLE T
e e mr = d
= = X

A g e e B ke B

panmesgn | mmen mAseen | mmoe e fresror g

4.3.4. Hybrid Port Settings

In the navigation bar to select "VLAN config>Hybrid Port Settings", it Can set the port to take the tag
and without the tag , the following picture:

wa

[ — L R e I e
[ B

i i i cdame Eee] I e R R
ETE TR A T S Ty

[instructions]
Hybrid port to packet:

Receives a packet, judge whether there is a VLAN information: if there is no play in port PVID,
exchanged and forwarding, if have, whether the Hybrid port allows the VLAN data into: if can be
forwarded, or discarded (untag on port configuration is not considered, untag configuration only work
when to send it a message)

Hybrid port to send packet:

1, determine the VLAN in this port attributes (disp interface can see the port to which VLAN untag, which
VLAN tag)

2, if it is untag stripping VLAN information, send again, if the tag is sent directly
[ Configuration example]

Such as: create vlans 10, 20, VLAN sets the Native VLAN port 1 to 10, to tag VLAN for 10, 20, sets the
Native VLAN port 2 to 20, to tag VLAN for 10, 20 .
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This system e0/1 and the receive system e0/2 PC can be exchanged, but when each data taken from a
VLAN is different.

Data from the pc1, by inter0/1 pvid VLAN10 encapsulation VLAN10 labeled into switches, switch found
system e0/2 allows 10 data through the VLAN, so the data is forwarded to the system e0/2, because the
system e0/2 VLAN is untagged 10, then switches at this time to remove packet VLAN10 tag, in the form
of ordinary package sent to pc2, pc1 - > pc2 is VLAN10 walking at this time

Again to analyze pc2 gave pc1 package process, data from the pc2, by inter0/2 pvid VLAN20
encapsulation VLAN20 labeled into switch, switch found system e0/1 allows VLAN by 20 data, so the
data is forwarded to the system e0/1, because the system e0/1 on the VLAN is untagged 20, then
switches remove packets on VLAN20 tag at this time, in the form of ordinary package sent to pc1, pc2 at
this time - > pc1is VLAN 20 .

4.4. Fault/Safety

In the navigation bar to select "Fault/Safety", you can set Anti attack, Channel Detection and ACL
configuration.
¥ Pl Lafery
T mn Atk
¥ CramewiDwiecize

L
4.4.1. Anti Attack

4.41.1.DHCP

In the navigation bar to select "Fault/safety>Anti Attack>DHCP", Open the DHCP anti-attack function,
intercepting counterfeit DHCP server and address depletion attack packets ban kangaroo DHCP server,
the following picture:

| (ower ||| Das IP Sauros Guard
] m;m'sm’

!m Azt iz2Er In anahia Shep ananging

IF#ianiFart |

[instructions ]

DHCP trusted port configuration, select the port as a trusted port. Prohibit DHCP for address, select the
port and save, you can disable this feature for the port.

Open DHCP attack prevention function, need to set the DHCP protective vlan simultaneously, other
functions to take effect.
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[ Configuration example ] 4.Set option82 information
Such as:1.dhcp snooping open

P e

e

L e b
2.Setting dhcp snooping vian
| vtz corbprmea
SICP Tinde Py DAZF Mhaacedal ki mm_m

et ==

T ey e

3.Set the connection router 8 ports for trust, then 6 port is set to the prohibit.

I ul.n.:'\.l-.-.lﬂ

= - - e e B [ - ol
ml IHYHe Wl hd | I Ha'll g i W L ¥ ,

B L I Y im
UEFHIeeT,
Erdongd koL G T s
[T S el Nt L end 5l
T N G R SR T
T I I s e O L e i
Pl RRR Mo g ERECHeoia T Ao T Thoe 155 " st Dwe el i :
Tone ek e i gy ors oyl e b SR =l P Gl T |EI‘ I
5.The port 7 for binding
| v
S e =
= e
I | S
|rormrrmain
e ama =ma e en || ammi
Py T

[ e vt et it | i

il [ O T f el it

T o T v R C— - — | -
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4.41.2.DOS

In the navigation bar to select "Fault/Safety>Anti Attack>DOS", Open the anti DOS attack function,
intercept Land attack packets, illegal TCP packets, to ensure that the device or server to provide normal
service to legitimate users, the following picture:

EEF | B et R
[T e

[instructions]

Open the anti DOS attack function, intercept Land attack packets, illegal TCP packets, to ensure that the
device or server to provide normal service to legitimate users.

[ Configuration example ]
Such as: Open the anti DOS attack function

| ower || (BO% || wsouceCuss || wacwen
I Dok Amack Pratetion

4.4.1.3.1P Source Guard

In the navigation bar to select "Fault/Safety>Anti Attack>IP Source Guard", Through the source port
security is enabled, on port forwarding the packet filter control, prevent illegal message through the port,
thereby limiting the illegal use of network resources, improve the safety of the port, the following picture:

(P

e

o s i
BT L P T P L TR T P PR L e s
| s R
- emar " T LA ey - oy e )
LIS ) o, —Siel

e

[instructions]

Add the port that is currently being used as a IP source protection enable port, the port will not be able to
use.

[ Configuration example]
Such as: to open source IP protection enabled port first, then to binding.
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4.4.1.4.1P/Mac/Port

In the navigation bar to select "Fault/safety>Anti Attack>IP/Mac/Port", Automatically detect the port
based IP address, MAC address of the mapping relationship, and then realize the function of a key
binding, the following picture:

e e e
[-aiax =
ERaes
" = FRNL S
T
St S A AL
e
; J PERrr oyl e - -
4 - ST -

[instructions ]

A bond must be bound before the binding to enable the switch to open, And if you want to access shall
be binding and switch the IP address of the same network segment .

[ Configuration example ]
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Such as: the binding to make first can open, must be a key bindings port 7 . [ parameter description]
Fendding FM"“E Parameter Description
= Destination IP address Fill'in the IP address of the need to detect
Timeout in Seconds Range of 1to 10
Ping Count Testing number

%&. .?“'_“’J [instructions]

Use ping function to test internet connect and host whether to arrive.

Vi g ki [ Configuration example]
b L rud ey Such as: PING connect the IP address of the PC .
E C. | i ad b
E = e s i
e T o,
ey (2l
t"l!
- ki Bl il
KR L " 4.4.2.2. Tracert
9 o | g Wil
) In the navigation bar to select "Fault/Safety> Channel Detection>Tracert", Tracert detection can detect
Can check the delete option. to the destination through.following picture :
4.4.2. Channel Detection | LAl L2 ” Bake Tt |
Ledupdiem P Adlicas I
4.4.2.1.Ping [

In the navigation bar to select "Fault/Safety> Channel Detection>Ping", Use ping function to test _hw"

internet connect and host whether to arrive. The following picture :

(Ping | Tracen | Cable Test

Dusswmation P Addrass: | 3

immgul o Secunds 1810 2

I Ping Coue {1100 |: [ parameter description]

5 Parameter Description
| s E

Destination IP address | Fill in the IP address of the need to detect

[instruction]
the function is used to detect more is up to and reach the destination path. If a destination unreachable,
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diagnose problems.

[ Configuration example ]
Such as: Tracert connect the IP address of the PC .

| Fey Trotwil Cilils Taak |
Mlﬂl:llpl"ﬂhﬂ.“ll‘t: A | e I
o - e
::ﬂ:\ll ¥
[ILTTR)

Tovdnng T oda b3 187 1001 1405
1 AR N <tome =¥inn Ales

4.4.2.3. Cable Test

In the navigation bar to select "Fault/Safety> Channel Detection>Cable Test", Can detect connection

device status , the following picture:

| ey || Tl | EEE""P.-I'\-

G LR AR ]

i 1 3 ;..!\_ 1 i o
bl e e B e el e e S o |
i .i"_‘:r fvo '\-. Ligtigtilt o

] G I BT T N T

ot TR et T A s e e T e T T
sEw

[ Configuration example ]

| “rg | imsn I SR

v e Dl B g
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R ey

4.43. ACL
In the navigation bar to select "Fault/Safety>ACL", Can be applied to port ACL rules and Settings to

take effect in time.

T e | et
e
g s g e s s s e gy Tl ity iy
o m—a 1§
B
- T e <

[instruction]
The ACL rules are sequenced, row in front of the match will be priority rule. Many, if the strategy items

operating time is relatively longer.

Basic principles:

1, according to the order, as long as there is a meet, will not continue to find.

2, implied refused, if don't match, so must match the final implied refused entry, cisco default.

3, any only under the condition of the minimum permissions to the user can satisfy their demand.

4, don't forget to apply the ACL to the port.

[ Configuration example ]
such as: test time is every Monday to Friday 9 to 18 points, set port 1-6 cannot access the network .

steps: building ACL time - building ACL rules - is applied to the port .

[
LR RE L IR P T A L TES A Y 8
A AP S 1F i g
i -
i — (o) s [ TS
[ T gy WP
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s 4.5. PoE
u o E—— -
] e In the navigation bar to select "PoE", you can set to the PoE Port Config configuration.
. l\.-u—-Ill__.-\. T A |
1 ¥ ol
& MW Py Coilly

4.51. PoE Port Config

4.5.1.1. Chip information

In the navigation bar to select "PoE>PoE Port Config>Chip information", you can view chip

= information.
.
casmmim | mve
M T T R
SRR
- B el
R I'-_|- FemrrTe U T o = g : :
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Wl g e
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4.5.1.2. Poe Port Config

In the navigation bar to select "PoE>PoE Port Config>Poe Port Config", you can set Poe Port , As
follows.

[ parameter description]
Parameter Description
port enabled You can enable or disable PoE function
Port power You can configure max power of port
Port Priority You can configure Port Priority

[ Configuration example ]
Such as: The PoE function of port 8 can be enabled, the maximum Port power is 23 W,and the Power
supply priority is high.
I Sy AT I mis vl T I

fE N S BT T

-:I a - 4 [ ]
i g £ ]

1
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a2 1 PoRFEOL
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4.6. STP

In the navigation bar to select "STP", you can set to the MSTP region and STP bridge configuration.

F ETH
' STFCagis

+  ETRRIE

4.6.1. MSTP Region

In the navigation bar to select "STP>MSTP Region", Can modify the domain and domain name, add
instance is mapped to a VLAN. the following picture.

[ parameter description]
Parameter Description
Region Name Configure the region name
Revision Level Parameter configuration revision level
Instance ID Select configuration instance ID
VLAN ID Mapping of the VLAN configuration instance

[instruction]
An instance can only be mapped to a VLAN, instance and VLAN is a one-to-one relationship.
[ Configuration example ]

Such as: change the region to DEADBEEF0102, region name is 123, instance 4 is mapped to a VLAN 2,
in the first need to create a VLAN 2.

I WS P sl geiaon

[ rzn Haros: [ﬂ.ﬂ!rﬁﬁ T (Y doredeiai
Reshan Lewes | [odd | (o EEGE e
f = 1]
-‘E-u-ih-:'
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Ports are not yet received a message in the time, will initiate
I TAYMTE F BEd e Max Age
topology changes
invmanrra ila fd
— 2 : Forward Delay The state of the port switch time
ALANL: |2 R BT D 8 Higws B sl
e - Set port instance priority, defaults to 128, you must enter
Port Priority multiple of 16, the range of 0-240
4.6.2. STP Bridge Path Cost Configure port costs
In the navigation bar to select "STP>STP Bridge", Can be related to bridge, port configuration, the Port Fast Select configuration state
following picture:
Auto Edge Select configuration state
I-' e Point to Point Select configuration state
oy by |
S T . P BPDU Guard Select configuration state
[ Chpei @ paw [re— T O e & e BPDU Filter Select configuration state
e T = -y N g [ T )
Pt ot [ ] = i WAk Heet B 1o i Compatible Select configuration state
|| g e | Root Guard Select configuration state
LU
I TC Guard Select configuration state
S a [ ] " e .
i P w0 o ——— | E I S p——— TC Ignore Select configuration state
g ®iw 009 Pt P 1 D8 5 dam . .
[ LTI LY N R gEE (2 TR ] o [instruction]
s i O b o (1) (hello_time+1)x2<=max_age<=(f_delay-1)x2 , enable the switch to set instance priority.
L] s [CE N (2) Enable STP or switch mode would spend 2 times of the forward delay time.

[ Configuration example ]

Such as:1)Open the STP, configuration has to create an instance of the priority, configuration time
parameters, set the pattern to MSTP .

T o [ v o e 1] ot 1y v, [ moims wsitn vun

e - HIF il iy
e ' : :
=pEEdl 1L o | T o el
[ parameter description] eidam | B T T ety - | ¥ o Y i |
— ey | # 0k e | Eapiamy iw Do W oas
Parameter Description T T T . F— ' g
Instance Priority Whether open instance priority setting | O & T RN Sl #
il | Dok @@ sy | Dow @ pEx |
Instance ID Select the created instance id is configured T AR I —
’ LL |
Priority setting brid le, the default inst: brid SR E L
. L riority setting bridge example, the default instance bridge | [EfElermEmiu]:
Bridge Priority priority for 32768 B 48 0 & ik = &1
st e i T meiten [T oiaaiten | ] i Ty b Wi a1
Enable Whether to open the STP bridge function o
Mode The model is divided into: the STP, RSTP, MSTP
Hello Time Switches sends bpdu in packet interval
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4.7.1. DHCP RELAY

In the navigation bar to select "DHCP RELAY>Dhcp relay", Open the DHCP relay function, set up and
view the relay server IP address and its status. the following picture.

Il'lnlhlﬁlhl'rn-l

T =P R
0= Cpizn Trawr Fladd feexe -1

[ parameter description]

Parameter Description
IP address DHCP server address
status Invalid and valid

[instruction]
If open the function of relay agent, then receives the broadcast DHCP message, to be delivered in the
form of unicast to configure on the server. The DHCP server to IP and switches in the same network
segment will only take effect.

[ Configuration example]

Such as: setting DHCP server ip for 192.168.1.22

[
e e
e e e |

|rimigran
L

S ET

- e | T =

2) Set MSTP has launched port configuration, select the created instance, set priority (port configuration
is not online, on-line configuration will only take effect, can click on the "view the current configuration"
button to view the configured completed)

4.7. DHCP RELAY
In the navigation bar to select "/DHCP RELAY", you can set to the Dhcp relay and option82.

B [CF AELAT
+ Qimpfay

¥ il
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4.7.2. option82

In the navigation bar to select "Dhcp relay>option82", can set to OPTIONS2 circuit control, proxy
remote , ip address. the following picture:
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[ parameter description]

Parameter Description

VLAN ID the DHCP request message in the VLAN, value range is 1 ~ 4094

Circuit Control Circuit ID to populate the user custom content, scope of string
length is 3 ~ 63

Proxy Remote Configuration ASCII remote id string value, the length of the
range of 1 ~ 63

IP Address Decimal IP address

[instruction]

Switches, relay information to the DHCP server will take option82, VLAN ID must be configured to DHCP
message taken VLAN can bring option82 information.

[ Configuration example]
Such as: add circuit control, proxy remote, ip address information.
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48. QOS

In the navigation bar to select "QOS", you can set to the Queue Config and Mapping the Queue.

® 00%
L L it o2 ]

= Hars a7 BaCImm

4.8.1. Queue Config

In the navigation bar to select" QoS>Queue Config", Can be set up queue scheduling policy .the
following picture:

:;::::Il: L] |
e G R ) F T A )
| e |

[ parameter description]

Parameter Description

Can choose four kinds of modes:

RR round-robin scheduling

Queue mode SP absolute priority scheduling

WRR weighted round-robin scheduling
WFQ weighted fair scheduling

Set the weights of each queue, they will be in proportion to

B igh
vte weight occupy the bandwidth to send data

[instruction]
Queue 7 can not for 0.

[ Configuration example]
Such as: set the scheduling strategy for WRR, weight value respectively, 10, 11, 12, 12, 14, 15, 16, 17.

lmu

Sehmining mrmepy| WRA -
Opleweghto-7E o 0 W W © W E|
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4.8.2. Mapping the Queue

4.8.2.1.COS Queue Map

In the navigation bar to select "QoS>Mapping the Queue>COS Queue Map", Service category can be
mapped to the corresponding queue. the following picture.

;m::m.uunl.lilj || DSGE D% Kig. ¥ Pt 003 Map
|uwmﬁm S stk

s.-u-m-ln i 1 ¥ 1 i & 4 T
e
[ parameter description]
Parameter Description
Server ID COS the VLAN priority fields (0 to 7)
Queue ID Set each cosine value mapping queue number (0 to 7)

[ Configuration example]
Such as: cos 3 mapping to the queue 7, set the queue weight 7 to 10.

COEQumeMap | DBCPCOBMap || Pericosss |
searin | B | A x i i A 5 ’
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4.8.2.2. DSCP COS Map

In the navigation bar to select "QoS>Mapping the Queue>DSCP COS Map", Differential service can be
mapped to the corresponding service categories. the following picture:
aﬂa:.iltuq Il'tntl nu¢ug-1| Fe1zoa Mia I
I mu--rllum_-c:-ll

" ormit B | i 3 i [} B e | 7 - 1 w 4 u-| m
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Lo r"'ll"1rf" r oS e o b e ! o e e P e r"' T r"' T -1

Lenity -ill-\.' i - = L] £ IIIH H - o L] = FE:
il ESE N ) { 3 e |
yimmri g | e W RE a fa |Gm A ! L RS TR W S o B
v P L I R PR | O T I | £ _II.._|.'|_|
||I'hl.l -nI-l- g W FLR | = ..|:l af Fal I |
|...-_.-| I-n-1|.- & dn -! : :u"-||: i-”-'”.“" e -|n'- 1- -'1|. i -1
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[ parameter description]
Parameter Description
Server list DSCP field has seven (0-63) is divided into four tables

Map the DSCP to COS fields (0 to 7), based on the cosine is

Server ID
mapped to a queue

[instruction]
Cos priority is greater than the DSCP, DSCP priority is greater than the port.
[ Configuration example]
Such as: the DSCP value of 3, 12, 23 mapping to cos 5 .
| rhié;;lﬂ1 P e R || Pt S0 g
|'r\'— B LR TR ]
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4.8.2.3.Port COS Map —_—
| ogcesaVEp | DECFODOMED | PaniOfMep |
In the navigation bar to select "QoS>Mapping the Queue>Port COS Map", Port can be mapped to the r“;TTF'_'-'IH“l
corresponding service categories. the following picture: ha I 4
L ]
N e Tl mny e \ k|
s 1o
e E—— _ = ¥
N 7
e | EO% Gewus Map DICFCIS Wap, || P 08 M
= ) [ N o - Ip“'{ PP
P | 3 =
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il
L Wrdn | e )
R T
L e s Ere |_-,-:_|_|_
[ parameter description] 1 ECli] J . :
Parameter Description
Port Select the port number (1-10) Y & =
Service ID Mappedl to the.serwce ID, and then according to ¥ = Tia
the service ID into the queue i

[instruction] e - an
Cos priority is greater than the DSCP, DSCP priority is greater than the port.
4.9. Addr table

[ Configuration example]
In the navigation bar to select “Addr table", you can set to Address Table.

Such as: port 4,5,6 respectively cos4,cos5,cos6.
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4.9.1. MAC Management

In the navigation bar to select “Addr Table>Address table>MAC Management", You can add static
Mac and delete Mac and view to the current of the Mac address table. The following picture:

e 1 e =

faerriral Hateesd b ora

[ parameter description]

Parameter Description
Can choose to clear the multicast Mac address,
clear dynamic unicast Mac address, clear static

MAC Address unicast Mac address, clear the specified Mac
address, Mac address table
VLAN Fill in the need to add or delete VLAN id, not

create VLAN to create can only take effect

[instruction]
According to different conditions to clear Mac address, view/add/learn the Mac address, Mac address
filtering.

[ Configuration example ]

Such as: 1) the port 6 Mac set to static Mac.

| | LR PEI R T S "
e By T e e N E S
LTI U LR LR |
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e i e | e e T g e T Um FT R e T e
LT - ™ TR T
[H Mlu.l-\l".'h'ﬂ-'!.'ﬂ._-
—= = —
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2)clear port 6 static Mac addresses.
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4.9.2. MAC Learning and Aging

In the navigation bar to select “Addr Table>Address table>MAC Learning and Aging", Can be set up
port Mac address study limit and Mac address aging time . the following picture:

| Ferramiae

el - --- - [

§ R R T T A A
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[ parameter description]
Parameter Description
MAC Learning Limit Range 0-8191,default 8191

MAC Address Aging
Time

Default 300

[ Configuration example]
Such as: 1) setting port 2 address study limit for 2000 .
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A LELAITS
gl m 0 mwwm WE

Li'm.--ﬂﬁ““.ﬁ.:mw:.]'“m’“'.ﬂr“h“
WL Lk L i | 0 o P g 0
ER

2)will be dropped or learn the Mac address of the port equipment after 2 minutes disappear
automatically from the Mac address table
| e

..

(S AR el D R R P L LR RSt ]

it a-:l-urn-:.-:u:.p-lg'm';;_: i1
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4.9.3. MAC Filter

In the navigation bar to select"Addr Table>Address table>MAC Filter", Can be filtered according to the
condition does not need the Mac address. the following picture:

Joimn mnm
. . |

an j= merrew
-
P awm war | e
| L e |

[ parameter description]

Parameter Description

MAC address Can’t add multicast Mac address

VLAN VLAN number

[ Configuration example]
Such as: the Mac address for 00:20:15:09:12:12 added to the filter in the table.

| = canm
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4.10. SNMP
In the navigation bar to select “SNMP", you can set to the Snmp Config and Rmon Config.
L
¢ rnp iy

¥ RameCrafl§
4.10.1. Snmp Config

4.10.1.1. Snmp Config

In the navigation bar to select “SNMP >Snmp Config>SNMP Config", you can Snmp function enable.
The following picture:

T R e, I L L i [ e Ty S e Y e T e e e

Hl'l.l'u. Corva R Ty, rEEE el | LA CoR il Vs toming. || e oy
| s
==

[instruction]
The SNMP function must be turned on in the configuration RMON, otherwise it will be configured to fail.
[ Configuration example]

Such as: open Snmp.

e
s

4.10.1.2. Community Config

In the navigation bar to select “SNMP>Snmp Config>Community Config", Can specify group access.
the following picture.

| e Rl g - rimg Py | e |
| nm e s
5] i &1 ) dr

iy e iy . B ki e ok e fid

[ parameter description]

Parameter Description

group Community string, is equal to the NMS and Snmp agent
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communication between the password

Read-only: specify the NMS (Snmp host) of MIB variables can
only be read, cannot be modified Read-only can write: specify
the NMS (Snmp host) of MIB variables can only read, can also
be modified

Access authority

[instruction]

The upper limit of the number of groups is 8.

[ Configuration example ]
Such as: add a read-write group called public...

BT Za Za e TA Iwabony || e oy || Tiid S i i il

o e e Y
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4.10.1.3. View Config

In the navigation bar to select “SNMP>Snmp Config>View Config", Set the view the rules to allow or
disable access to some of the MIB object. the following picture.

o = G PR — e
e T o : |
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[ parameter description]

Parameter Description

View name View name

include Indicate the MIB object number contained within the view
exclude Indicate the MIB object son number was left out of view
MIB Subtree OID View the associated MIB object, is a number of MIB
Subtree mask MIB OID mask

[instruction]

Each view is best to configure a view rule, otherwise it will affect the SNMP function.

[ Configuration example ]
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such as: establish a view 123 , MIB subtree oid .1.3.6.1 contain among them.
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4.10.1.4. Group Config

In the navigation bar to select “Snmp>Snmp Config>Group Config", setting Snmp group. The
following picture.

T v Py = s ._.-:,..;. e T r-"".'-:'_"
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[ parameter description ]
Parameter Description
Group name Group name
Attestation not only encryption: this group of users transmission
of the message need to verify the data don't need to confidential

No authentication encryption: this group of users' messages
don't need to verify data transmission also does not need to be

S ity level
ecurtty leve kept secret

Both authentication and encryption: this group of users need to
verify the news of transmission and transmission of data need to
be kept secret

Read view, read and | The associated view name
write view ,study view

[instruction]
Before the cap on the number set of configuration of 8, the new group needs a new view to create a
group.

-53-



16-Port Gigabit + 4-Port Gigabit SFP L2 Managed PoE Switch

16-Port Gigabit + 4-Port Gigabit SFP L2 Managed PoE Switsh

Password
[ Configuration example ] Encrvot Mode Specified using AES encryption protocol or DES encryption
Such as: firstly, new view 123, then new group of goup1. VP protocol
|| e . Group Name A user group name
| s P . | -
: Lo - IW - A . Sy Encrypt Password Range 8-60
8 ™ i ¥
Boigrinnke M Mo ainltich s Bk s ]
[instruction]
1 "'":" b e 1002 L sp | Cap on the number configuration of 8, users need a new view and group to use, the user's security level
e must be consistent with the group level of security. Add a user authentication and encryption, and
s it ot P = configure belong to groups of users, the user will be used for Snmpv3 connection.
— =T oo b = "mlaL-atw . .
i S e T [ Configuration example ]
:,:-: ||=_: Such as: new view 123, the newly built group group1, new users user1 .
baallEl =i
. | ANNR SaTy || Sy By Form g il g ks Sl g Fiag iy meZemw |
a M
- S TR T, s | SRR
4.10.1.5. User Config o e 5
3 s ==
In the navigation bar to select “Snmp>Snmp Config>User Config", setting Snmp user. The following :_ ,__-_,::_r ] TETVETRS
picture: | e e 4
e .
= 70 b Ll P
ey | o mmeay | ow ey ety | e Ty S " )
Fhar i ey
Fi e i R i i Lt e wLal 4 an
R b e T | m
[ parameter description]
Parameter Description 4.10.1.6 Trap Config
User Name User name, range 1-16
Attestation not only encryption: this group of users transmission In the navigation bar to select “Snmp>Snr_np C_onfig>Trap Config", Can specify sent the trap
of the message need to verify the data don't need to confidential messages to Snmp host (NMS). the following picture:

No authentication encryption: this group of users' messages e S L ek
don't need to verify data transmission also does not need to be |, — s
kept secret L e e S [T

Security Level

e i "

A e b T Frre wre fier
Both authentication and encryption: this group of users need to
verify the news of transmission and transmission of data need to [ parameter description]
be kept secret
P Parameter Description

Specified use MD5 authentication protocol or SHA authentication
protocol

Authentication Mode Destination IP address Snmp host ipv4 address

Security name Snmp user name
Authentication Range 8-10
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version V1,V2,V3 owner Set the table creator, range: 1 ~ 30 characters of a string

Specified using AES encryption protocol or DES encryption [instruction]

Security mode protocol

At the time of configuration Rmon Snmp functions must be open, otherwise the prompt dialog box will

Group name User group name appear.

[ Configuration example ]

. . Such as: set up monitoring Ethernet port after 4 to check the data.
[instruction]

The Trap cap on the number configuration of 8, you can configure a number of different Snmp Trap host

| rmewimaes an wnr || Ees LEHTY B
used to receive messages. Trigger the trap message time: port Linkup/LinkDown, equipment of cold - | L
start (restart when power supply drop)/warm - start (a warm restart), and Rmon set port statistical - s - S
fluctuation threshold. e __..T-‘—?'ﬂiwr\-!uwnl
[ Configuration example] o e
Such as: setting hoset 192.168.1.30 receive trap information. | o L I [ e,
| et L " TS R ] e rww || A OsTy
| Tomar
It I.'.-|.'u‘ - pa— e Y i | -ng
e e e i e
(e H IS TE by Brein ety e - = Brrre B
b Brbms -
15 " i
gy . I is EmrE e
e - . i
N (P ey e
[ ———— m
4.10.2. Rmon Config =

4.10.2.1. Statistics Group 410.2.2. History Group

In the navigation bar to select “SNMP>Rmon Config>History Group", Record the history of an

In the navigation bar to select “SNMP>Rmon Config>Statistics Group", Set an Ethernet interface Ethernet interface information. the following picture.

statistics .the following picture:

- — —
P T R e e T | | HILUMED "W' " _' | i | o
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[ parameter description]

Parameter Description [ parameter description]
Index i'ghfingzgsnsumber, the value range of statistical information table Parametar Description

Index Historical control table item index number, value range is 1 ~
Interface Name To monitor the source port 65535
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Interface Name To record the Ethernet interface

Set the history control table item of the corresponding table
capacity, namely the Max for number of records the history
table, value range is 1 ~ 65535

Maximum Number of
Samples

Set up the statistical period, scope for 5 ~ 3600, the unit is in

Sample Period seconds

Owner Set the table creator, range: 1 ~ 30 characters of a string

[instruction]
At the time of configuration Rmon Snmp functions must be open, otherwise the prompt dialog box will
appear.

[ Configuration example]

Such as: monitor Ethernet port 4 historical information.

res

| Basimfimp || Heao T || .l'.-.'.la." || Paricamd

T Wil ey g petcs !

= Fiahe = e — —

4.10.2.3. Event Group

In the navigation bar to select “SNMP>Rmon Config>Event Group", The way in which define events
trigger and record them. the following picture.

amrxivme || iwme s s |||:mm';\.l' |
I-. e ==
e [p— - - . -

B i e v vl i e

[ parameter description]

Parameter Description

Index The index number, the value range of the event table is 1 ~
65535

Description The Trap events, when the event is triggered, the system will
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send the Trap message, Log events, when the event is triggered,
the system will log

Set the table creator, ownername for 1 ~ 30 characters of a

Owner .
string

[instruction]

At the time of configuration Rmon Snmp functions must be open, otherwise the prompt dialog box will
appear.

[ Configuration example]

Such as: create an event to trigger 345, the system sends the trap message and log .
| - sy lmsiitmn || smwivan || femirlk
= " Hl:ri.-.r swBgprmim

T b £ I+
HH g

4.10.2.4. Alarm Group

In the navigation bar to select” SNMP>Rmon Config>Alarm Group", define alarm group. The following
picture.

— e aty | ey | emse
| =i a
o B e o e T b e,
WA e B e S imemw s Lins
[ parameter description]
Parameter Description
Index The alarm list items index number, value range is 1 ~ 65535

Statistical type values :3:DropEvents. 4:0Octets. 5:Pkts.
6:BroadcastPkts. 7:MulticastPkts. 8:CRCAlignErrors.
9:UndersizePkts. 10:OversizePkts. 11:Fragments. 12:Jabbers.
12:Collisions. 14:Pkts64Octets. 15:Pkts65to127Octets.
16:Pkts128t02550ctets. 17:Pkts256t05110ctets.
18:Pkts512t010230ctets. 19:Pkts1024t015180ctets

Static Event

Set up the corresponding statistics statistical index number,

Statistical Group Index decided to statistics to monitor the port number

Sampling Time Interval | Sampling time interval, the scope for 5 ~ 65535, the unit for
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seconds

Sampling Type

Sample types for the absolute value of sampling, the sampling
time arrived directly extracting the value of a variable

Last Sample Count

Sampling type for change value sampling, extraction of the
arrival of the sampling time is variable in the change of the
sampling interval value

Upper Alarm threshold
Limit

Set the upper limit the Parameter values

Lower Alarm threshold

Set the lower limit Parameter values

Limit
Upper Alarm/Lower
Alarm threshold Limit | Upper/lower limit reached, for each event
Events
Set the table creator, ownername for 1 ~ 30 characters of a
Owner

string

[instruction]

At the time of configuration Rmon Snmp functions must be open, otherwise the prompt dialog box will

appear. This configuration need to configure statistics groups and events.

[ Configuration example ]

Such as: new statistics group of 77 and the event group 345, set up more than 12 and below the lower

limit 3, Beyond the scope of alarm .
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411. LACP
In the navigation bar to select "LACP”, you can set to the Lacp Config.
® LACHE
v Lacg Condg

4.11.1. Lacp Config

In the navigation bar to select "LACP>Lacp Config" the following picture:

LAEF fatpmy || LRGP Do
| iacn st
|y

Iiuh—_u.-ﬂ-—

T iacm, [

|
Il.l.u__...lu_u-ﬁ

O DA

o L L g Lo e
!_. ] '_' I_.._I '_ !_. : 1L =

L LR -

i [ Vil il i Wi T | Ao [T |7 Wl s Pt

EPp e p—— RIS RS S M —
P iy ¢ | rwamm
Joil VR | B 1

Agarger ekl mlr

| o

4.11.1.1. LACP Setting

In the navigation bar to select LACP>Lacp Config>LACP Setting” , the following picture:
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LACP status
| race srans
Opaniace: [

Open or close LACP.
LACP public parameter settings

I@lﬂit parueter setlings

Syslerm prionly |1

You can set to System settings, range 1-65535.

LACP activation port parameter settings
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Port priority: You can set to Port priority. Rang 1-65535

Aggregate port number: You can select the Aggregate port number.

Aggregate model: You can select the Aggregate port number. Include active and passive.

4.11.1.2. LACP Display

In the navigation bar to select “LACP>Lacp config>LACP Display”,You can see the table of lacp . the

following picture:

iy | o By
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SRR O N i | - e e
412. SYSTEM

A e e 1= Bk o L e

In the navigation bar to select “SYSTEM", you can set to the System Config, System Update, Config
Management, Config Save, Administor Privileges and Info Collect.
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4.12.1. System Config

412.1.1. System Settings 1
Eeragerrn! VAN w=[..
Naroprapwrd [P i 0. il II -

In the navigation bar to select “SYSTEM>System Config>System Settings", Basic information set
switch. the following picture: Subamul Muwy. (S35 255,300 8 ]=
Lehiah takewsy: (R0 |
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[ parameter description] A =
i —
Parameter Description Ml 8
=
Device Name Switch name
2) insert the PC interface 9 or 10 ports, set up the management IP for 192.168.2.12, device name is yoyo,
Management VLAN Switches use VLAN management .) . P P 9 yoy
timeout for 20 minutes , Jumbo frame for 5000.
Management IP Switch IP address management
Login Timeout Don't use more than login timeout after login to log in again = fnl:l:lnll- |I il b ERGAVRIE s it “
— | rciee s ommiaten
[ Configuration example ]
Pl ViAW 2 " Cwerw BRL. el 15245000

Such as: 1) set up the VLAN 2 is management VLAN, should first created vlan 2 the VLAN Settings, and

set a free port in the VLAN 2. e e ] 2

povre By [ra |

e ok ae pee 10 Tevdn pioeddan
] adiemip| ey . | me =1 L 2
[BE = 3 Nefrad qadrame 2 1 1o reeinciy
- T TE ke b e | e —
B =4 4 Ve L P oS R Iemicirw: BEd | RESRE RN Ciyieed
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T T e g R R

Ly i
fimmarirvening 50|

3) use 192.168.2.12 logging in, sets the system time .
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4.12.1.2. System Restart

In the navigation bar to select “SYSTEM>System Config>System Restart", equipment can be
restarted. the following picture:

S el b aloal o B " Fariaee FTT ~ir " FF irge sy " Py iy |
I'-.lu. -

=

[instruction]

Click the button to restart the switch. The restart process may take 1 minute. Please wait patiently. The
page will be refreshed automatically after device restart.

[ Configuration example ]
Such as: click "restart" button.

| Mo Bellmg || Byiles il B " BEEE L [T Tl Lacgm Waae i hacy
| b

Tl

4.12.1.3. EEE Enable

In the navigation bar to select "SYSTEM>System Config>EEE Enable", The password change to
equipment. the following picture:
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[instruction]
Energy Efficient Ethernet, Open the EEE features by default.

412.1.4. Password

In the navigation bar to select "SYSTEM>System Config>Password", The password change to
equipment. the following picture:
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[instruction]

1. If you set a new Web login password, then log in again after seting the new password.
2. Password can not contain Chinese, full-width characters, question marks and spaces.
3.If forget the password reset, can be reset in the console.
switch(config)# password admin
New Password:3456
Confirm Password:3456

[ Configuration example]

Such as: amend the password to 1234.
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4.12.1.5. SSH Login 4121.7. System Log

In the navigation bar to select “SYSTEM>System Config>SSH Login", SSH open. the following picture: In the navigation bar to select "SYSTEM>System Config>System Log", to view the log and set up the

. log server. the following picture:

|, e e e e R T e tE_pTEE.- e e mmeminy |

|""""l | At || e R (1P | " b img 1 |.|.|':-:|.:= B

o i -
= —

i

[instruction]

Configure the user to be able to switch through the SSH login device.
[ Configuration example ]

Such as: SSH open, you can CRT to log in.

| mocmmy  mwusnn  nwen msoum awie  ewoge || oenas LT i e S
| STEE ol [ i iy e
4.12.1.6. Telnet Login o
[ parameter description]
In the navigation bar to select "SYSTEM>System Config>Telnet Login", Telnet open. The following Parameter Description
picture: Log switch Open and close
| i e — — a2 g I Server IP Appoint to server address
Crmry ey
.E:' Send Log Level 0-7
TR L .
A Keyword Enter the required query of characters

[instruction] [instruction]

Configure the user to be able to switch through the Telnet login device. Open log switch, set up the syslog server, system log will automatically be pushed to the server.

[ Configuration example ] [ Configuration example ]

Such as: Telnet open, PC Telnet function open, you can log in. Such as: 1) the error log information in 192.168.1.110 pushed to the server

| T ';- ;,u..-'.-..u i ii ':i'-..'..'."" T - ] Tmilgs bkl | | pslam Samngs || Hystem Rasam | Passward
| II:H':F.I I Limg Comiiy = —
¥ NN T
L= 0 o et T} |
!-nl = |
L g bbb il

aﬁiﬁ—'

2)input the Mac keywords , click "query “button, click on the "clear log" button, can clear the log .
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[instruction]
Import process can not be closed or refresh the page, or import will fail!

. {1t Ee T TR S R
i el B s R DL e e N T PR I

After the introduction of configuration, to enable the new configuration, please in this page Restart
device Otherwise configuration does not take effect.

4.12.2. System Upgrade [ Configuration example]

Such as: 1) in the configuration first save the page, click save configuration to save the current

In the navigation bar to select “SYSTEM>System Upgrade", Optional upgrade file to upgrade. the configuration, then export the configuration.

following picture.

|m:ﬂm;m Filsdy Bhidl

| Syt upgrase | "
st sotrwasn viesion: vinseeTnn e ;
I File Home: | [ Ereee | e | Sommnia = =

[instruction]
1 please confirm that the upgraded version of the same model and the same model.
2 in the upgrade process, you may encounter flash to make the page is temporarily unable to respond to - 7 =y itz
the page, this time can not power off or restart the device, until prompted to upgrade successfully! .

2) import configuration.

o By
By ll-.—- | —

4.12.3. Config Management :—-——_-H'"H--- T % e = =

o B .i Lol L E-

- Hellorous f—— (=]
412.31.  Import/Export Config niin e WY i
- el = -
In the navigation bar to select “SYSTEM>Config Management>Import/Export Config", can import — E ol ke B
and export configuration files, the backup file. the following picture: Sl ‘ —— E
[ Spe——
—
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4.12.3.2. Restore Config

In the navigation bar to select “SYSTEM>Config Management>Restore Config", you can configure
backup file. The following picture:

myerpan | clrieesd T omcigeie |
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[instruction]
Operating this page should be in the current configuration page first, the backup file.

[ Configuration example ]

Such as: restore backup.

TR '-"""2"’-"" ke

[ = o
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4.12.3.3. Factory Reset

In the navigation bar to select “SYSTEM>Config Management> Factory Reset", Can export the
current configuration and restore factory configuration .the following picture:

T | (T, |
| imporvExporicontiy || RestersCestg || Factory Resat |

[instruction]

Restore the factory configuration, will delete all the current configuration. If you have any useful
configuration, the current system can lead the factory configuration again after the current configuration.

[ Configuration example]

Such as: restore configuration can be the guide before they leave the current configuration .

4.12.4. Config Save

In the navigation bar to select “SYSTEM>Config Save", you can save current configuration. The
following picture.

[instruction]

Save settings will delete all default configurations. If there are useful configurations, clickbackup
Configurations before save the settings.

[ Configuration example ]

Such as: click "save settings" button.

-73-



16-Port Gigabit + 4-Port Gigabit SFP L2 Managed PoE Switch 16-Port Gigabit + 4-Port Gigabit SFP L2 Managed PoE Switsh

[ Configuration example]

4.12.5. Administrator Privileges
Such as: click on "collect" button .

In the navigation bar to select "SYSTEM>Administrator Privileges", Configurable ordinary users. the s
following picture. 'ﬂl_".‘&
'.-ﬁ_n-h-h.-
[arna
[
b ol
2 2
g o) i

[instruction]

Only the admin of the super administrator can access this page is used to manage users and visitors.
The user can log in the Web management system of equipment for routine maintenance. In addition to
the admin and user, can add up to five users. Ordinary users can only access information system home

page.
[ Configuration example]
Such as:

ATEIRIRATATGE STlINEE

Pk samcet type: | Encrmad pasmenn - |

4.12.6. Info collect

In the navigation bar to select “SYSTEM>Info collect”, you can collect to the system debug information.
The following picture.

etlect

[instruction]
collect useful infomation, it may take a few moment .
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Appendix: Technical Specifications

Hardware Specifications

Standards and Protocols

Interface

Network Media

Transfer Method
Switching Capacity
Packet Forwarding Rate
Packet Buffer

MAC Address Table
Jumbo Frame

PoE Ports(RJ45)

Power Pin Assignment
PoE Budget

Per Device

Indicators
Per Port
Power Supply

Dimensions (LxWxH)

Environment

IEEE 802.3i , IEEE 802.3u , IEEE 802.3ab , IEEE802.3x ,
IEEE802.3z , IEEE802.3ad , IEEE802.1p , IEEE802.1q ,

IEEE802.3at , IEEE802.3af

16 x 10/100/1000 RJ45 Ports (Auto Negotiation/Auto MDI/MDIX)
4 x 1000Mbps SFP ports

1 x Console port

10BASE-T: UTP category 3,4,5 cable (maximum 100m)
100BASE-Tx: UTP category 5,5e cable (maximum 100m)
1000BASE-T: UTP category 5e,6 cable (maximum 100m)
1000Base-SX:62.5um/50pm MMF(2m~550m)
1000Base-LX:62.5um/50pm MMF(2m~550m) or 10um SMF

(2m~5000m )

Store-and-Forward

40Gbps

29.76Mbps

4.1Mbit

8K

9KByte

16* PoE ports compliant with IEEE802.3at/af
1/2(+),3/6(-)

240W

Power: Green

SYS: Green

10/100Mbps Link/Act: Orange
1000Mbps Link/Act: Green
PoE: Yellow

AC 100-240V/50-60Hz 260W internal power

4407208*44mm

Operating Temperature: 0°C - 45°C

Storage Temperature: -40°C - 70°C

Operating Humidity: 10%~90% RH non-condensing
Storage humidity: 5%~90% RH non-condensing
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Software Specification

Basic function

® Ethernet Setup

® STP/RSTP/MSTP
Storm-control
Port Monitor

Port rate-limit
MAC filtering

VLAN
® Port based VLAN
® 802.1Q VLAN

Management

e HTTP WEB
® Telnet
® SSH
°

Console

Three layers of functional The security policy

Safety features

The ARP deception, the ® ACE capacity
network cheating

® ACL
Filtering the IP port
iltering the IP po ® QoS
Static binding IP and MAC

® DAI

Arp trust port
Static routing capacity

Ping and Traceroute

Application protocol

Radius ® DHCP Relay
Tacacs+ ® DHCP snooping
Preventing DOS attacks ® DHCP Client
dot1x ® FTP/TFTP

The gateway ARP

deception

Other function

LLDP
IGMP Snooping
SNMPV1,V2c,V3

RMON (1,2,3,9)
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