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YcnoBHbIe 0003Ha4YeHus

B naHHOM pyKOBOJCTBE MIPUHSATHI CIAEAYIOIINE 0003HAUCHUS:

Oo0o3Hauenue

Y10 o3HaUaCT

3nak «O0OpaTUTEe BHUMAHHEY.

Basic Settings — Network
Settings

[Tpu onucanuu HacTpoiiku yepe3 Web-unrepdeiic,
KYPCHUBOM YKa3bIBACTCS ITyTh K Web-CTpaHHUIIe

DEFAULT

[Tomy»)upHbIM HIPUPTOB BHIIEIAETCS KAKON-THO0
3HAYalU{ apameTp, 3HaUeHHe, Ha3BaHUE KHOMKU U
T.JI.

#IPADDRESS=[192.168.0.1]

pudrom Courier New BBIIEISIIOTCS TapaMeTPhI B
daiine HacTpoek

<VALUE>

VYrinoBele CKOOKH 3aMEHAIOTCA HA 3HAUCHUE
IIEPEMEHHON B KOHCOJIbHOM KOMaHE

config syslog state <STATE>

KoHcosbHas kOMaH1a BBIICTAETCS Oy KUPHBIM
KypCUBOM

config syslog state enable

Pe3ynbrar BBITTOTHEHUSI KOHCOJIBHOW KOMaH/Ibl
BBIJICIIIETCS KyPCUBOM

Kommytaropsr TFortis. PykoBoacTBo no HacTpoiike
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1 BBeaeHue

B n1aHHOM pYKOBOACTBE [1aHO OINHCAHUE IMPOLECCA HACTPOMKU U
aIMUHUCTPUPOBAHUS yIIpaBisieMbix KoMMyTaTopoB cepurt TForis PSW u SWU. [Ins
MHOT'MX POTOKOJIOB HACTPOIKA MPUBOJIUTCS HA KOHKPETHOM MPHUMEDE.

C TOYKM 3peHHs camMoro Impoliecca HACTPOWKH, BCE KOMMYTATOPBI CXOXKHU
MEXIy CO00Oi, B CBSI3M C J3THUM B JaHHOM pPYKOBOJICTBE B KadecTBe 0a30BOTrO
ycTpoiicTBa Oyaem paccMaTpuBarh ynpasisieMblii kKoMMmyTatop PSW-2G4F. Otnuuus
OT IPyTHX KOMMYTaTOPOB cepur OYyT yYKa3aHbl OTAECIBHO.

Hactpoiika paccmotpena Ha npumepe Web-untepdeiica u telnet.

Kommytaropsr TFortis. PykoBoacTBo no HacTpoiike 5
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2 XapakTepucTHKM KOMMYTATOPOB

Kommytaropsr TFortis PSW npencrasistoT coOoi BcenoroaHbie

ympasiisiemblie TpombinuieHHbIe Ethernet-kommyTaTopsl ¢ PoE (v PoE+)
uisi cucteMm [P-BueoHab01eHUS.

Kommyrtaropsr TFortis SWU — ynpasnsiembie Ethernet-

KOMMYTATOpPBI JIJIsI MOHTa)ka B CTOMKY 19 1U.

Kommytaropsl TFortis PSW-Ex npencrasistor coboit

B3PBIBO3ANIMINEHHBIC YIIpaBiisieMble TpombiniieHHbIe Ethernet-
koMmmyTaTopsl ¢ PoE (v PoE+).

HHopnep:xxuBaemble GyHKIMU M IPOTOKOJIBI:

Kommytaropsr TFortis. PykoBoacTBo no HacTpoiike

Berpoennsiit Web-unrepdeiic

Telnet

SNMP vl1, v3

KOHTPOJIb 3aBUCaHUs BUICOKaMep
IpeIBapUTEIbHBIN MOJOTPEB TEPMOKOKYXOB
KaOeIbHBIN TecTep

nportokosbl pezepBupoBanus STP(IEEE 802.1d), RSTP(IEEE 802.1w)
Port Based VLAN

Static VLAN (IEEE 802.1q)

Flow Control (IEEE 802.3x)

Quality of Service (802.1p) (CoS, ToS(DSCP) )
ynpasienue myiabTukactoM IGMP Snooping v2
SNTP

SMTP

Syslog

LLDP

CUCTEMHBIN JKypHaJ

DNS

ynanéuusiii Ping

CUCTEMA HACTPOMKH COOBITUI MHPOPMUPOBAHUS
oonosnenue 10 uepe3 TFTP

¢unbTpanus Ha 6aze MAC aapeca

ynpasienne u MoHuTopuHr uepes [10 «TFortis Device Manager»
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3 CBeToBas nHankauus

KommyTtatopsr TForis PSW umeroT 2 ¢cBeTOIMOIHBIX HHANKATOPA,
MOKA3bIBAOIINX PEKUM PaObOTHI MpoIeccopa KOMMYTAaTopa. ITO HHIUKATOPHI
DEFAULT u CPU. (puc. 1.1, ta6n. 1.1) (Onucanue u Ha3HaYeHUE APYTHUX
CBETOJIMOIHBIX MHAUKATOPOB CM. B PYKOBOACTBE MO PKCILTyaTaluu B pasuaeine 2.7 -
DOneMeHThl KOHPUTYPUPOBAHKS I KOHTPOJIS).

Puc.1.1. Unnukaropet DEFAULT u CPU — kommyTtaTopsl PSW

KON TATOR SAU-18

Puc.1.2. Ungukaropet DEFAULT u CPU — kommyTtaTopsr SWU

CocrosiHue HHAUKATOpPA

Tabmuna 1.1 Haznauenne HHIUKATOPOB

CocTosiHue ycTpoiicTBa

Nupnkatop CPU muraer
penko (1 ')

Hopwmainbnas pabota ycTpoiicTBa

Nupukatop DEFAULT
TOPUT

VYCTpoicTBO B HECKOH(PUTYPHUPOBAHHOM COCTOSIHUH,
COCTOSIHUSI C 3aBOJICKUMHU YCTaHOBKAMH.

Nuaukatop CPU muraer
gacto (10 I'm)

WHIKAIMS 3aBUCAaHUS KaMephl (JTUOO HET JIMHKA Ha
MOPTY € BHICOKaMepoi, InOo kamepa He OTBEYaeT Ha
Ping), a Tax)ke MHAMKALIUS AKTUBHOTO COCTOSTHUS CYXUX
KOHTaKTOB.

Nuaukatopsl CPU u
Default muraror
CUHXPOHHO

JlnarHocTupoBaHa HEMCIPABHOCTD HA AIIIAPATHOM WIH
nporpaMMHOM ypoBHEe. OOpaTHTECh B CIYKOY
TEXHUYECKOU nmojaepxkku. Onucanue KoJ10B OIHOKH
npeacrasieHo B [Ipunoxenun A.
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4 KHonKu cbpoca HacTpoeK u nepesarpysKku

KommyTtatopsr TFortis PSW uMerot 2 anmapaTHbie KHOIIKH 171 cOpoca
HACTPOEK Ha 3aBOJCKHE YCTAHOBKH W JJIs Mepe3arpy3ku. PacnoioxkeHnrne KHOMOK
npeacTaBiIeHo Ha puc. 1.1.

e Jlns mepe3arpy3ku KOMMyTaTopa KpaTKOBpeMeHHO HaxkmuTe Ha kHonky CPU.
e Jlns cOpoca HACTPOEK Ha 3aBOJICKUE YCTAHOBKU HAXKMUTE U yIePKUBANTE

kHonKky DEFAULT okoo 15 cekyna. IIpu 3ToM 0JKEH 3aropeThbest
naaukatop DEFAULT.

KommyTtaTtopsr TFortis SWU umeror onny annaparayto kHonky RESET.
e Jlns nepesarpysku kommyrtaropa HaxxMuTe KHOIIKY RESET na 3-5 cexynn.
e Jlns cOpoca Hactpoek HaxmuTe kHOKy RESET nHa 15 cexynz.

Kommytaropsr TFortis. PykoBoacTBo no HacTpoiike 8
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5 YnpaBneHue KOMMyTaTopom

5.1 UlHmepgbelicbl ynpassieHusi

KommyTtatopel PSW 1 SWU uMEIOT HECKOJIBKO BAPUAHTOB yAAIEHHOTO
ynpasienusi: WEB-untepdeiic, Telnet, SNMP. Takske 10cTynHO yIipaBieHHE yepes
nokanbHy0 USB KoHCOB.

WEB-untepdeiic coaepxut Hanbosiee MmoIHbINH HAO0Op KOHTPOIUPYEMBIX
napaMeTpoB, CHAOXKEHHBIX TIOJIPOOHBIMU PA3bSICHEHUSIMH U KPATKOU CIIpaBKoii. B
KOMMYTAaTopax HHTepQeic mpeAcTaBieH Ha PyCCKOM U aHTIIMICKOM S3BIKAX.
[TonaxmroueHne K KOMMYTaTOPy BO3MOXHO IMpuU noMouiu oosiaHoro Web-0paysepa.

Telnet npencrasnsieT coO0l albTepHATUBHYIO POPMY KOH(PUTYPUPOBAHUS
YCTPOMCTBA MOCPEICTBOM KOHCOJIBHOTO MPUII0KeHUs Takoro kak Microsoft Telnet,
PuTTY, Hyper Terminal u npyrux.

VYnpasnenune nocpenctBom SNMP Ha JaHHBI MOMEHT peajJu30BaHoO B
TECTOBOM BapHaHTE, U HE BCE KOMaH/Ibl MOJACPKUBAIOTCS B TTOJIHOM 00BEME.
Pexomennyercs ucnonb3oBate SNMP 1711 MOHUTOPUHTA, a HE 171 YIIPABJICHUS.

VYnpasnenue uepe3 USB KOoHCOIb UMEET Takoi->ke KOHCOIBHBINA HHTEpEHC,
yto 1 unTepdeiic Telnet.

5.2 Ymo HyXHO 3Hamb rneped NOoOKIIr0oYeHUeM

Ooparure BHUMaHue!
KommyTtaTtopsr TFortis PSW umeror Bcrpoennsiii POE unxexrop Ha nmoprax Fast
Ethernet. D10 03Hauaer, 4YTO Ha JaHHBIE MOPTHI MOXKET MMOAABATHCS HAIIPSKEHUE
nopsinka 48~55 B.
ITepen noaxmouenuem [P kamep yoenurecs B COOTBETCTBUU
XapaKTEpPUCTUK KaMephl U mopta PSW.
Ilepen MOAKIIOYEHUEM CETEBBIX YCTPONCTB, HE MOJIEPKUBAOILINX
nutanue o PoE (Hanpumep kommbroTepa, HOyTOyKa) B opt Fast
Ethernet, orkmrounte PoE Ha aToM mopTy, cHsB niepeMbruku. [logpobree mpo
anmapaTHyro HacTpouKy PoE unraiite B «PyKOBOJICTBE 1O SKCILTyaTaluu, pa3aes
2.3»

Ooparure BHUMaHue!
DOneMeHThl OJOKOB NMHUTAHMS HAXOMASTCS IOJ BHICOKMM HaNpsSKEHHUEM.
Kareropuuecku 3amnpeiiaercs KacaTbCsi TOKOIPOBOJSIIUX 3JIEMEHTOB
OJIOKOB MUTAHUS MOJI HAIIPSKEHUEM.

Kommytaropsr TFortis. PykoBoacTBo no HacTpoiike 9
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5.3 Ynpaenernue yepe3z WEB-uHmepgelc

5.3.1 NepBoOe nogknYeHUe K KOMMyTaToOpy

[Ipu mepBOM BKIIIOUEHHH, KOMMYTAaTOP UMEET CIAEAYIOLIUE HACTPOMKH 110
YMOJIYaHUIO:

IP anpec: 192.168.0.1
Macka mojceTu: 255.255.255.0
Jlorun/ITaposipb HE 3aJ1aHbI
Vopasnsawoumiit VLAN 1

DHCP xmuent BBIKJTIOUEH
STP BBIKJIIOUCH
Telnet BKJIIOUCH
SNMP BBIKJIIOUEH

[lepen moakmroueHneM yoeIuTech, YTO CETEBast KapTa KOMIBIOTEpa HAXOAUTCS
B TO K€ mojiceTH, 4To U KommyTaTop (192.168.0.%).

3amycture Web-0paysep u B aapecHoi cTpoke BBeaute [P anpec
komMmyTaropa.(puc 5.3.1.1)

a =4 |& hitp//192.1680.1/  ~ 2 O X||@ Fort-Telecom PSW..
i

Puc. 5.3.1.1. TNogknioveHne K KoMMyTaTopy
ITocne MOAKIKOYCHM A, Mbl JOJDKHBI IIOIMACTh HA I''TABHYIO CTPAHUILY web-
unreppeiica.(puc 5.3.1.2)

Kommytaropsr TFortis. PykoBoacTBo no HacTpoiike 10
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TFortis PSW-2G4F

- — -

= CDXid cmbaksri

-

Lo o T e e e bk
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Puc. 5.3.1.2. Web-unrepdeiic

Web-unrepderic MoKHO pa3ienuTh Ha 4 30HBI - (ppeliMa, Kak OKa3aHo Ha
pucyske 5.3.1.2:

1 - OOKOBOE MEHI0, YEPE3 HEr0 OCYIIECTBISAETCS AOCTYII K Pa3IMuHbIM
rpynmnaM HaCTpOMKHU

2 - OCHOBHOM (ppeiiM, coepKaIIH TPYIITY HACTPOEK

3 - cripaBKa 1o JaHHBIM HACTpOMKaM

4 - manka ¢ coctosgHueM JinHKa 1 POE Ha moprax (aBTOMaTH4ecKH
oOHoBysieTCs Kaxkaple 10 cexyHm)

IIpumeyanue: npu 3aBOACKMX HACTPOMKAX JIOTHMH U MapoJib JUJIs AOCTyNa K web-
UHTEp(Qeicy He YCTaHOBJIEH, B MOCIEAYIOIIEM PEKOMEHYETCSI OTPAHUYUTh JOCTYII,
YCTaHOBUB JIOTHH U 1Mapoiib. [Ipu 3TOM Kaxka0€ nocieayomue NoaAKII0YeHHe K
KOMMYTaTOpy OyAET COMPOBOXKIATHCS CTAHAAPTHBIM JUATIOTOBBIM OKHOM
ayTEHTU(UKALINH.

Kommytaropsr TFortis. PykoBoacTBo no HacTpoiike 11
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5.3.1.1 Cmpameausi Hacmpouku

[Iporecc HaCTPOHKH KOMMYyTaTOpa MOKHO pa3OUTh HAa HECKOJIBKO KITFOUEBBIX
JTaIlOB:

0. MonTax, HacTpoiika PoE Ha nmopTax myTém KOH(UTypaluy epeMbIuekK.

1. YcraHoBKa ceTeBbIX HACTpOEK (3a/lanue yHukanpHoro [P anpeca B mpenenax
M0JICETH, YCTAHOBKA MACKH U IIUTI034).

2. YcTaHOBKa JIOTMHA U NIAPOJISl I OTPAHUYEHUS JOCTYNa K HaCTpOMKaMm.

3. 3anonHeHne NHPOPMAILIMOHHBIX MOJIEH O HA3BaHUU YCTPOMCTBA, €ro
MECTOIOJIOKEHUU U TIopTaxX. JTa HHPOpMaIKs B TalbHEHIIEM IOMOXKET HpU
00CTy>)KUBaHUH CETH.

4. Ecnu ucnofib3yercs 0TKa30yCTOMYMBAas TOMOJIOTH KOJIBLIO, TO HEOOXOAUMO
HacTpouTh npoTokon RSTP

5. ns pazrpannyenus Tpaduka Ha nojceTu ucnoiib3yrorcs VLAN b

6. Ecnu k koMmMyTaTopy noakitovaroTcs TepmMokoxkyxu TFortis TH, To MokHO
BKJIFOUUTDH (PYHKIIUIO MTPEABAPUTEILHOTO MTPOrpeBa KOXKYXOB.

7. Hacrpoiika monutopunra. s yno0cTBa aiIMUHUCTPUPOBAHUS MOKHO
HACTPOUTH OTIPABKY COOBITHI "epe3 mpoTokoiibl Syslog, SMTP, SNMP,
CUHXPOHU3UPOBATh BHYTPEHHUE Yachl uepe3 npotokoa SNTP. [l
ABTOMATHU3UPOBAHHOTO MOCTPOCHUS KapThl CETU UCIIOIB3YETCs MPOTOKOoJI LLDP.

Kommytaropsr TFortis. PykoBoacTBo no HacTpoiike 12
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5.3.2 CeTeBble HAaCTPOMKHU

Basic Settings — Network Settings
B nmanHowm paszerne yka3pIBarOTCSl OCHOBHBIC CETEBBIE HACTPOHKH KOMMYTATOpA.

MALC o 11 A8 4 0D D02
F 182 188 O 2

Mask 280 W I8 0

Gaeway 260 Zm 260 S5

OME 286 =% 3268 E5S

DHCP Misde Dimnbis =

Puc. 5.3.2.1 CereBble HaCTpOUKH

MAC - ®usndeckuil aipec yCTporCcTBa UCTIONB3YETCs ISl UACHTU(DUKALIUU
yCTpoiicTBa B ceTH. bes kpaiiHelr He0OX0IUMOCTH, HE peKoMeH1yeM MeHsITh MAC
aZipec, MOCKOJIbKY OH FapaHTUPOBAHO 00ECIEUNBACT YHUKAIBHOCTh KOMMYTATOPA.
[Tocneanue 2 Gaiita 3aBojickoro MAC aapeca COCTaBISIOT CEPUIHBIN HOMED
ycTpoiicta. 3aBoackoii MAC aapec HaHECEH Ha HaKJIEWKE U pa3MEIlEH Ha KOPITyce
Y Ha NIEYaTHOM IJIaTe KOMMYTaTopa.

IP - CereBoii aapec yctporictsa. [Ipu paboTe B mpenenax oqHOM MOACETH
HE00X0MMO 00€CTIeUnTh YHUKAIBHOCTh CETEBOTO ajpeca.

Mask - Macka nmoaceru

Gateway - CeteBoil aapec nuo3a. Eciu 1103 He UCTONb3yeTCs, TO OCTaBbTE
3HAYEHUE N0 YMOJMYaHUI0: 255.255.255.255

DNS - CereBoii agpec DNS pecongepa. Mcrionb3yeTcs B HEKOTOPBIX
GyHKUMAX A1 peoOpa3oBaHUsi CUMBOJIBHOIO KMEHH XOCTa B €r0 CETEBOM ajipec.
Ecnu He ucnonb3yercs, TO OCTaBbTE 3HAUYCHHUE MO YMOTYAHUIO: 255.255.255.255

DHCP Mode - Bri60p pexxuma padoTsl ¢ mpotokojgom DHCP:

1. Disable - DHCP otkitoueH. KomMyTaTop UCTIONIB3yeT CTAaTUYECKUE CETEBbIE
Hactpouiku. (IP, Mask, Gateway u np.)

2. Client - Bxmouene pexxuma DHCP knuenta. KommyTtatop momydaeT
CETeBbI€ HACTPOMKHN aBTOMAaTHUYECKH ITyTEM LIMPOKOBearenbHoro 3amnpoca k DHCP

cepBepy.
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5.3.3 HacTpouka y4e€THbIX 3anuceun nonb3oBartenen

Basic Settings — User Accounts

B nmannOM pasgene conepxarcs HACTPOWKHM YUYETHBIX 3alIMCEN ITOJIb30BaTENEH.

User list
User Name | Password | Access Right

1 Admin Edit

[

Add New User

Puc. 5.3.3.1 Cnucoxk nosib3oBaresneit

[To ymMoIUaHHIO €MUHCTBEHHON YUYETHOW 3alIUChIO SIBJIIETCS yUYETHAS 3aMHUCh
aIMUHUCTPATOPA C HEYCTAaHOBJIEHHBIMU UMEHEM I0JIb30BATEINS U napods. T.e.
noctyn k WEB- untepdeiicy u Telnet mpoucxonut 6e3 ayTeHTUDUKAIIIH.

JInst orpaHUYEeHUs 1OCTYyIAa 0053aTENIbHO CIIEYET CO3/1aTh KAK MUHUMYM
OJTHOTO TI0JIb30BaTess ¢ nmpaBamu Admin. U, mpu HE0OXOIMMOCTH OJTHOTO WITH
HECKOJIBKUX ToJIb30Barenei ¢ npaBamu User.

Paznenenue mpaB qocTyna ocyiecTBisieTcs: BbioopoM mosst Access Right

Add Felin weer
Tlser Meame user |
T Passweand [wmis

Pagzword Coafinm | sess

Access R_*.ght | m .

Aty || ol

Puc. 5.3.3.2 HacTpoiiku uMEHM MOJIb30BaTENS U Ao
[Tonp3oBarens ¢ mpaBamMu Admin UMEET MaKCUMaJIbHbIC TOJTHOMOYHS.
ITonp3oBarens ¢ mpaBamu User uMeeT OrpaHMYEHHBIE TOJTHOMOYHSI, HE MOXKET
U3MEHSATHh HACTPOWKHU, UMEET JOCTYN K CTATUCTHUKE KOMMYTAaTOpa U
nuarHoctuyeckuM uncrpymentam (Ping, Virtual Cable Tester).

[Tocne mpumeHeHus nmapamMeTpoB, €CIIU BCE MPOIUIO YCIEIIHO, 0TOOpa3UTCs
coobmienue "Parameters accepted" v moTpeOyeTcsi MPONUTH aBTOPU3AITUIO, BBEIS
JIOTUH | T1apOJIb.

[Tpu coobmennn 06 ommoOKe, MOMPoOyHTe BBECTH JIaHHBIE €IIIe Pas.

IIpumeuanue 1: J[aHHbIE MO ABIAIOTCS 00s3aTEIbHBIMU TSI 3IIOJIHEHHUS.
MaxkcuManbHast giuHa - 20 cMMBOJIOB. S3BIK BBOJA - AaHTJIMMCKHUM.

Ipumeuanmue 2: Ilons perucTpo3aBUCUMBIE, T.€. €CTh pazHula Mexay "Admin" u
"admin".

Ipumeuanmne 3: [TonnepxxuBaercs 10 4 yYETHBIX 3alUCEH.

Kommytaropsr TFortis. PykoBoacTBo no HacTpoiike
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5.3.4 OnucaHue yctpomucTBa

Basic Settings — Device Description

Device Names |
Device Location |

Service Company |

Port Descriplion

Port | Description

L

5 |

Puc. 5.3.4.1 Onucanue ycrpoiicrBa

Device Name - HazBaHue ycTpoiicTBa

Device Location - PacniosioxeHnue ycTpoiicTaa

Service Company - KontakTHas nuHpopmaIus o0CIyKUBarolel KoMIaHuu Win
OTBETCTBEHHOTO JIMIIA

Port Description — onrcanue nopTos

JlaHHBIE IO SBIISIOTCS HEOOS3aTEIbHBIMU JUIS 3aIIOJTHEHHS M CITYXKAT JIUIITh
JUTSI YIIPOIIEHUS UASHTU(UKAIIITN KOMMYyTaTopa. MakcuManbHas JIMHA 3anucel - 64
CHMBOJIA IIPU UCMOJIb30BAaHNUH AHTIIMMCKOTO A3bIKa U 32 CUMBOJIA IPU
WCMOJIb30BAHUU PYCCKOTO.
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5.3.5 HacTpouka Telnet

Basic Settings — Telnet
Telnetl Setlings

Shute Enanle W

Option Echo | [Enanis w|

TEFTP Seftings

State | [Lnable |

Port | |69 |

Puc. 5.3.5.1. Bxarouenune Telnet u TFTP

Telnet - npoToko 15 peanu3anuy yJanéHHOro YIpaBieHUs] CETEBbIM
obopynoBaHueM, OCHOBaHHbBIN Ha npoTokosie TCP mopr 23.

ITo ymomuanuto Telnet BKiItOUEH, 1O KEITAHUIO €M0 MOKHO OTKIIIOUHUTD.
Jlorus u naposs Juist focryna K Telnet Takue e, 4TO UCHOIB3YIOTCS AJIs JOCTYIIA K
web-unTepdeiicy.

Option Echo — ormms npotokona Telnet, Mo ymoraanuio omiys BKIIOYCHA.

KpoMe Toro B KOMMyTaTope CyIeCTBYET BO3MOKHOCTD IIPOU3BOAUTH
OOHOBJIEHHE TPOIINBKY KOMMYyTaTopa uepe3 Telnet, mpu 3TOM KOMMYTaTOp
ucnoas3yer nporokon TFTP.

[Tockonbky npotokon TFTP He siBnseTcs 3alUIIEHHBIM, TO OH 110 YMOJIYAaHUIO
BBIKJIIOYEH. [Ipr HEOOXOAMMOCTH MOYKHO BKJIFOUUTH, @ TAKKE U3MEHHUTD
cranaaptHeiii UDP nopt (69) Ha npyroi.

bonee noapoOHo koHpuUryprupoBanue npu nomoiuu Telnet paccMoTpeHo B
pazgene 5.4.

Kommytaropsr TFortis. PykoBoacTBo no HacTpoiike 16
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5.3.6 HacTtponka SNTP
Basic Settings — SNTP

Sleli Smwhe v

Rorver TR address | 122 [1ew [ | P

Srrear W
Tune Logw -0 W

Farind 0w

Puc. 5.3.6.1. Hactpoiika SNTP

SNTP (Simple Network Time Protocol) — mpoToko:1, ¢ MOMOTIBIO KOTOPOTO
KOMMYTATOp CHHXPOHU3HUPYET CBOM BHYTPEHHUE Yachl C BHEIITHUM CEPBEPOM
TOYHOTO BPEMCHH.

KoMMyTaTop HE COIepKUT BCTPOSHHBIX YaCOB PEaIbHOTO BPEMEHH, TI0O3TOMY
JUTSI TIOJTYYEHUS CBEJICHUN O TEKYIIIeM BPEMEHH HEOOXOIMMO HCIIOIb30BaTh
npotokos SNTP. [Ipumenenue nporokosia SNTP He siBisieTcs 00s13aTeIbHBIM,
OCHOBHBIC (DYHKIIMM KOMMYTaTOpa HUKaK He cBsi3anbl ¢ SNTP. OnnHako, s
YOPOUICHUS aIMUHUCTPUPOBAHUS KOMMYTATOP MOJIEPKUBAET 3aIlUCh KypHaa
COOBITU B «YEPHBIH STUK», OTIPaBKY syslog- u e-mail- cooOmieHnii 0 COOBITHIX
aAMUHUCTpATOpy ceTu. 1 B 3T coobiienus, npyu BKItoueHHOM nipoTokosie SNTP,
N00aBIIsETCA MITAMIT BPEMEHH, YTO B CBOIO OYEPE/Ib MOXKET ITOMOYb aIMUHUCTPATOPY
MpU OOCITY)KUBAHUH CETH.

ITapamMeTpbl HACTPONKU:
State — cocrosiHuE
Server IP address - [P anpec SNTP cepsepa
Server Name — nomenHnoe umsi SNTP cepsepa. Eciiu 3anan [P agpec cepsepa
Y JIOMEHHOE UMS OJJHOBPEMEHHO, TO IpUOpUTET oTHacTcs [P agpecy
Time Zone - yacoBoii nosic (otkiaonenue ot UTC)
Period - nepuosa BpeMeHH CUHXPOHU3AIUU C CEPBEPOM.(B MUHYTaX)
Synchronize — npuHyaUTeNbHAS CHHXPOHU3AIUS BPEMEHU (I IPOBEPKHU
HACTPOEK)

Kommytaropsr TFortis. PykoBoacTBo no HacTpoiike 17
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5.3.7 HacTpouka asblika web-uHtepcenca

Basic Settings — Language

Language | English
E h
Puc. 5.3.7.1. BeiGop s3bika

KommyTaTop nMeeT BO3MOXKHOCTB BbIOOpa si3bika i1 Web-unrtepdeiica.
[TonnepxxuBaercs 2 A3bIKa: pyCCKU ¥ aHTIMCKUl. [1o yMOI4aHuIO yCTaHOBIIEH
AHTJIMICKHM SI3BIK, OJJHAKO €r0 MOKHO IIOMEHSTh Ha PYCCKHI, HO MIPU 3TOM HY>KHO
yoeuThCs 4TOOBI HEe ObLIO MTPOOJIEM ¢ KOJAUPOBKAMH TEKCTa B Opaysepe.

B Web-unrepdeiice kommyTtaropa ucnonb3yercs kogupoka UTF-8.

Kommytaropsr TFortis. PykoBoacTBo no HacTpoiike 18
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5.3.8 HacTpouka nopToB

Ports — Port Settings

Port | State Speed/Duplex | Flow Control | PoE SFP Link Mode
1 |Enable V| |Aut|:| V| |Di5able V| |F-.L|t|:: V|

2 |Enable V|| [Auto v| | |Disable v| ||Auto V|

3 |Enable /|| |Auto v| | |Disable v| | |Auto V|

4 |Enable V|| [Auto v| | |Disable v| ||Auto V|

5 Enable V| |[1000M/Full V|| |Disable v|

6 ||Enable || [1000M/Full v||[Disable V|

Puc. 5.3.8.1. Hactpoiika noptos

JloCTynHBI ClIeAyIOIUE TapaMeTphl opTa:
1. State - CocrosiHue nopta. I1opT MOKHO IPUHYAUTENBHO BBIKIIIOUHUTH, €CIIH OH

W

He ucnoibizyercs. [Ipu 3ToM uepes mopT He OyAyT UATH JaHHBIE U HE OyIeT
MOJHUMATHCS JIMHK Ha MOPTY.

. Speed/Duplex — Ckopocts/ayminekc. [1o ymMon4aHuio yCTaHOBJIEH PEKUM

ABTOOIIPCACIICHNA, KOTOpLIﬁ ABTOMATH4YCCKU IMOACTPANUBACT CKOPOCTh U PCIKUM

nyruiekca. Bo3MoXHO B pyUHYIO0 YCTaHOBUTH CKOPOCTh U JYIUIEKC, HO HY>KHO
OBITh TIOJTHOCTHIO YBEPEHHBIM, UTO yAAJICHHAS CTOPOHA MPUMET TaKHe
Hactpoiiku. /[ SFP moptoB GigabitEthernet HemocTynHO yripaBieHue
COCTOSIHUEM TOPTa U CKOPOCTHIO.

. Flow Control - Ynpasnenue norokom nepenauu n1anubix (IEEE 802.3x)
. PoE - Power over Ethernet (muranue uepe3 Ethernet).

Bce kommyTtaropsl TFortis PSW nMeroT pa3nnunbiii Ha0op mopToB €
noanepxkkoui PoE. B 3aBucumoctn ot moaenu Hactporika PoE Ha mopty
MOXKET pazinyaThCsl.

Hns kommyTtaropoB PSW-2G4F, PSW-1G4F, PSW-2G4F-UPS, PSW-
1G4F-UPS, PSW-2G8F+ cyiiecTByeT BO3BMOXKXHOCTh yIpaBisiTh POE Toibko
no Bapuanty A (npotokosibHoe PoE). Yrpasnenue PoE no Bapuanty B
(Passive PoE) ocymiecTBisieTcst mepecTaHOBKOM COOTBETCTBYIOIIUX
nepeMbluek Ha rate. bonee moapodHo mpo Hactpoiiky PoOE mepembrukamu
cM. B PyKoBOACTBE MO 3KCIUTyaTallMu K KOHKPETHOM MOJIENIM KOMMYTaTopa B
paznene 2.7 - DeMeHThl KOHQUTYPUPOBAHUS U KOHTPOJISL.

Jlnst moptoB kommyTatopoB PSW-2G+ u myst moptoB Nel u Ne2 B PSW-
2G6F+ nocrymHa TONBKO IMporpaMMHasi Hactporika PoE Ha 3Tux moprax.

Kommytaropsr TFortis. PykoBoacTBo no HacTpoiike
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JloCcTyIHBI BapUaHThI:

Disable — PoE Ha nmopTy oTkiIt04eHO

Auto — yrnipaBienue PoE nmponcxoauT aBTOMaTUYECKH, T. €. BKIIOYAETCS
TOJILKO TIpHU noakItoueHn PoE o0opynoBanus.

UltraPoE - [lepenaya nutanusi OTHOBPEMEHHO MO BapuaHTy A u B ¢
MOBBIIEHHON MOIITHOCTBIO. AlanTaius Juisl HOAKIOYEHUS KyTOJIbHBIX
kamep Beward.

Only A - [lepenaya nuTaHus OCYIIECTBISETCSA TOJBKO MO BApUAHTY A.
Only B - Ilepenada nutanusi OCylIeCTBISIETCS TOJIBKO MO BapuaHTty B.
Passive B - Ilepenaua nutanust OCylIECTBIISETCS IO BApUAHTY A B
IPOTOKOJIBHOM PEXUME U 10 BApUAHTY B B OECIPOTOKOIBHOM pEXUME.
Pexxum 11t paboTsl coBMecTHO ¢ TepMokoxkyxamu TFortis TH-02 u
TFortis TH-03.

Forced A+B - [lepenaua nutanus oCyIiecTBISIETCS 10 BapuaHnty A u B B
6ecnpoTokosbHOM pexkume. [loakmouenue He PoE ycTpolicTB 3anperieHo.
MoaxkeT uCronbp30BaThCs TOIBKO HA JTaIle OTIAAKH, T. K. B JAHHOM PEKUME
OTCYTCTBYET 3aIllATA I10 NIEPErpy3Ke U HEMPABUIBHOMY BKIIFOUEHHIO.

5. SFP Link Mode - pexxum pa6otsl imaka SFP (ontudeckoro) mopra.

e Forced - popcupoBanHOE MOAHATHE JIMHKA IPU OOHAPYKEHUU CUTHAJIA
no ontuke (Pexxum o ymomyanuto)

e Auto - aBTOMaTHYECKUM pEXUM, PEKOMEHTyEeTCsl TP MOAKIIOYEHUIO K
000pyIOBAaHUIO CTOPOHHETO MTPOU3BOUTENS
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5.3.9 CocTosiHMe nopToB

Ports — Port Status

Port Siafe Link | Spead Dplex Flow Contral | PaE SFP

1 EBlocked | Up 1000 | Full-duplex | DHzable OFF
2 Enable |Tp 1O0% | Full-duplex | Tiiszhle OFF
3 Blocked | Thown OFF
4 Ensble |Up 100 | Full-duplex | Disshle OFF

5 Enable Diown | - - - -

o Enable Dowh | - - - .

Puc. 5.3.9.1. CoctostHue nopToB

JInst komMyTaropa JIOCTYIHBI CIIEAYIOLINE TapaMeTPhI OPTa:

1.

o~ w0 DN

o

State - CocTosiHue nopTa. (BKIIIOUEH/BBIKIIOYEH/3a010KUpOBaH(Tipu
BKJIFOUEHHOM TipoTokosie RSTP))

Link — CocrostHue nuHka

Speed/Duplex - CxopocTs/aymiekc

Flow Control - Ynpasnenue norokom nepenauu ganubix (IEEE 802.3x)
PoE - Power over Ethernet (nuranue nosepx Ethernet).

SFP — JlononHuTenpHas nuHdopmaiys o noakIoueHHbIXx SFP Moysx.
OTtoOpaxaetcs nHboOpMaIys, U3 BHyTpeHHeH namstu camoro SFP Moxys,
IIPOLINTAsl HA 3aBOJE-U3TOTOBUTEIIE, TAKKE, €CIIM MOAYJIb OJIEPKUBAET
dbynkuuo DDM(Digital Diagnostic Monitoring): HanpsbkeHHe, TeMIiepaTypy
MOJyJIsl, TOK CMELIEHHS ¥ MOILIHOCTB J1a3€pa, YPOBEHb IPUHUMAEMOTO
curHana. Kxomka «Detail» cTaHOBHTCS aKTHBHOMH TOJBKOIIPH MOIKIIOUCHHOM
MOJYJIE.

Baskno: nanHyro nHopmanuio ykasan npousogurens SFP Mmoayss, HO
MOCKOJIbKY 3Ta HH(OpManus HeoOs13aTenbHas!, IPOU3BOJIUTEIb MOKET €€ He
yKa3aTh WIH yKa3aTh HE TOUHYIO WM HEBEpHYI0 HHPopManuto. [TosTomy He
CTOUT BOCIIPUHUMATH ATy UH(POPMAIIMIO KaK OCHOBHYIO, a JIMIIb KaK
BCIIOMOTaTEJIbHYO.

Part Status

oGRS AE-LA
o fFo e (1

Loceapenenes Lisss 12400

Eosecding ooeds E2LUE
17 L ame W orm len mih FEETT]

Bouk |

Puc. 5.3.9.2. Undopmarnus uz SFP momxyns
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5.3.9.1 O6HoeneHue MO SFP modyns

B xoMmMyTaTropax ecThb BO3BMOKHOCTb OCYHIECTBIATH NepenpoinuBky SFP
Mojysiel. 1o OpIBaeT HEOOXOUMO MIPH UCIIOJIB30BAHUU «HEPOJIHBIX» MOJYJIECH B
KOMMYTaTOpax HEKOTOpbIX BeH10poB (Takux kak CISCO, HP).

SFP Reprogramming

1. Firmware “III’I"II.'I
SLE ump

2. Preloaded Flrmware Dovwnload
Preloaidad Firmwares

THEF15-0101 in el
I HSH15-1X01 Bin

3, Coslvrn Firmware Dow plpwd

Custatn Firmwae

g | pksarl |

Puc. 5.3.9.3. Uurepdeiic nepenpoumsku SFP momyns

Firmware Dump — coxpanenue tekyuei npomusku SFP monyns B daiin.
[Ipu nepenpommnBKe HACTOSATEILHO PEKOMEHIyETCS JIeJaTh JaMIl CTapOi MPOIIUBKU
JUTsl TOTO, 4TOOBI ObLJIa BOBMOKHOCTh OTKaTa, BO3BpaTa Ha CTapyl0 BEPCHUIO.

Preloaded Firmware Download — cniucok npetyCTaHOBJIEHHBIX ITPOLLIMBOK
11t Mostysiei ¢ nimHamu BoJIH 1550 u 1310 HM. B 3TOM crimcke HaxoaaTcsi caMmbie
MOCJIEIHUE TIPOLIMBKYA HA MOMEHT BbIXO/Ia MPOIIMBKH CAMOTO KOMMYTaTOpa.

Custom Firmware Download — 3arpy3ka ctopoHHero (¢aiiia npommBKy.

BakHo: BO3MOXKHOCTB IEPENPOrPaMMUPOBAHUS 3aBUCHUT TAKKE U OT
camoro SFP mMoayiis, CylecTByOT MOYJIH, Y KOTOPBIX aMSTh
paboTaeT TOJBKO B pexXuMe uTeHHs. Takue Moysu
MIEPENPOrpaMMUPOBATh HEB3SL.
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5.3.10 HacTpouka cnucka cobbITUmn

Events — Event List

KommyTtatop PSW nMeet mupokue BO3MOKHOCTH TTO OOECIIEYSHHIO yI00CTB
aIMUHUCTPHUPOBAHUS CETH U TIOJIJIEPKAHUSI €€ B paOOTOCITIOCOOHOM COCTOSHUMU.
BaxxHyto poJib B 3TOM UTpaeT MEXaHNU3M HEMEJICHHOTO YBEIOMIICHUS
aIMUHUCTPATOPA O TIPOU3ZOMISIINX COOBITUIX TTOCPEICTBOM PA3THIHBIX
MeXaHU3MOB, Takux kak Syslog, SMTP (e-mail) unmu SNMP Trap.

B xomMyTaTope numeercss BO3MOXKHOCTh THOKO HAaCTPOUTh pearupoBaHue
TOJIbKO Ha UHTEPECYIOIINE COOBITHS U MMPUCBOUTH UM COOTBETCTBYIOIIUN YPOBEHB
BaYXHOCTH (TOJIbKO 117151 IpoTokoia Syslog). YpoBuu mMenstotcst ot 0 1o 7, rae O -
HAWBBICIINM YPOBEHb BaKHOCTH.

OOGmenpuHsATa cleayromas rpaaaus ypoBHEH:

¢ (0) Emergency: cucrema HepaboTOCIIOCOOHA

e (1) Alert: cucrema TpeOyeT HEMEUIEHHOT'O BMEIIATEIbCTBA
(2) Critical: cocTosiHME€ CUCTEMBI KpUTHYECKOE

(3) Error: cooOmieHus 0 BO3HUKIINUX OIMTHOKaX

(4) Warning: npeaynpexJIeHus: 0 BO3MOXHBIX MMpo0emMax
(5) Notice: coobmieHus1 0 HOpPMAIBHBIX, HO Ba’KHBIX COOBITHUAX
(6) Informational: napopmalnioHHbBIE COOOIIIEHNUS

(7) Debug: oTitamouHbBIe COOOIICHUS

Hcnonb3ys Takoe JIOTMYecKoe pa3eieHle YPOBHEN BaXXHOCTH COOBITHM, Ha
CTOpPOHE CepBepa MOXHO M0-pa3HOMY UX 0OpabarbiBaTh. Hanpumep, coobiienus o
COOBITHAX C ypOBHEM 6,7 MOTYT IIPOCTO MHCATHCA B KYpHAJ COOBITHIA, a
coo01IeHus 0 COOBITUSIX C YpoBHEM 0-3 BBIBOISTCS ONEPATOPY.

Hacrpoiiku pa3ouTsl Ha TOATPYIIHI IO KATETOPHSIM:

o Port.link - uamenenue craryca JuHka

o Port.PoE - usmenenue craryca PoE

o STP/RSTP - usmenenue Tononoruu STP/RSTP

o Autorestart.Link - mpoman nuHk npu akTuBHON (pyHKUIKK Auto Restart

o Autorestart.Ping - ynanensoe yctpoiictBo He oTBeTWII0 Ha PING npu
akTuBHOU (pyHKIIMM Auto Restart

o Autorestart.Speed — akKTUBHOCTb Ha OPTY yNaJla HUKE 3aJJaHHOU MpU
akTuBHOU (pyHkIMM Auto Restart

o System - U3MEHEHUE COCTOSHUSA CUCTEMbI(TIepe3arpy3ka, 0OHOBIIEHHE, COPOC
Ha 3aBOJICKME YCTAHOBKH U Ap.)

e UPS - usmenenune B pabote Moysisi OecriepeOoiHOTr0 MUTaHus (TOJIBKO B
BEPCHUU C MOJTyJIeM OecriepeOOiHOTO TUTAHUS )

Kommytaropsr TFortis. PykoBoacTBo no HacTpoiike
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¢ Inputs/Outputs - cOOBITHE OT CUCTEMBI KOHTPOJIS JOCTYTIA (CyXre KOHTAKTHI U
JTATYUK BCKPBITHUSA)

e MAC Filtering - npon3onuia nomsITKa A0cTymna kK kommyraropy ¢ MAC
azpeca, KOTOPbIN HE yKa3aH B cnucke pa3peiéHHbiX ([Ipu BKItoueHHON
dbynkiuu dunsrparuu no MAC aapecam)

[To ymMOT49aHUIO aKTUBHBIMU COOBITUSIMU YCTAHOBJICHBI:
® M3MCHCHHE JIMHKA,
e 1pu akTUBHOU (pyHKIMK Auto Restart mpomnas JIMHK, UM yCTPOMCTBO HE
otBeTuiI0 HAa PING, nnu ckopocTh Ha MOPTY yIala HUXKE 3aJaHHOM
® u3MeHeHue B paboTe Moyist OecriepeOOMHOro NuTaHus (Nepexo Ha MUTaHHUe
ot AKD u ap.) (ToJIbKO B BepCcUH € MOJIyJIEM ¢ OecriepeOOHBIM TUTAHUEM )
® COOBITHSI OT CUCTEMbBI KOHTPOJISL JOCTYTIA.

[Tpu ncnonb30BaHNM KOHPUTYPALMU IO YMOTYaHUIO, BBl OIy4yaeTe TONbKO
OCHOBHYIO BaXXHYIO HH(OPMALIHIO, KACAIOLYOCsS UCIPABHOIO (yHKIHOHUPOBAHUS
CUCTEMBI, 0€3 3arpy3K1 MEHEE BaXKHBIX COOOIICHMIA.

Fururelrs Slule :I_:".'E'.
. Partlink e Miwaming !
It ok L.-; jw—qv_
| sTemsT | = [[iemg_ ~
JuboresiarLick | B | ) Waming d
...‘-.u.r.'lr.es-ar..Ji'lg. ket iy et
AunoresnmSpeed | B |[d0Wamng
. Swaleal I ] {¢1 1akig it
LIF& - LT EMangency.
I.1r.41'5.'l:1.|:1r\-'.1'n-: Ia-_" .-:_-:|-I';:":'-\..1'I-'I'I'.| T

280 Filioritn =} 14 WAy t

Puc. 5.3.10. Crucox coObiTHil
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5.3.11 Hactpouka Syslog
Events — Syslog

Syslog — cTtaHmapT OTIPaBKH COOOIIEHUN O MPOUCXOIAIINX B CHCTEME
coObITHSIX (J10r0B), Hcnoab3yromuiics B IP cetsx. [Iporokon syslog npoct: npu
HACTYIUJICHUU OTPEJETICHHBIX COOBITHH, KOMMyTaTop PSW nockuiaeT kopoTkoe
TEKCTOBOE cOO0IIeHre, pazMepoM MeHbIe 1024 6ailT nosydyaTento cooOIeHu s.
Coob6mienus otnpasisitotcs o UDP (nmopt 514). Syslog ucnions3yercs s
ya00CTBa aIMUHUCTPUPOBAHUS M o0ecrieueHus] H(OOPMAIIMOHHOM 0€30MacHOCTH.

B xomMyTaTope umeercss BO3MOXKHOCTh THOKO HACTPOUTH TOJIHKO
MHTEPECYIOIINE COOBITUS U TIPUCBOUTH UM COOTBETCTBYIOIINI YPOBEHb BaXKHOCTH.
(Bximanka Events — Event List ) YpoBau mensitorcst ot 0 10 7, rae 0 - HauBBICIIHMA
YPOBEHb BaKHOCTH.

OOGmenpuHsTa cleayromas rpaaaus ypoBHEH:

¢ (0) Emergency: cucrema HepaboTOCIIOCOOHA

e (1) Alert: cucrema TpeOyeT HEMEUIEHHOTO BMEIIATEIbCTBA
(2) Critical: cocTosiHME CUCTEMBI KPUTUYECKOE

(3) Error: cooOmieHus 0 BO3HUKIINUX OIMTHOKaX

(4) Warning: npeaynpexxJIeHus: 0 BO3MOXHBIX MMpoOiemMax
(5) Notice: coobmieHus1 0 HOpMAIBbHBIX, HO Ba’KHBIX COOBITHUAX
(6) Informational: napopmalnioHHbBIE COOOIIIEHNS

(7) Debug: oTiiamouHbIe COOOIICHUS

Hcnonb3ys Takoe JIOTMUeCKoe pa3ieieHle YPOBHEN BaXXHOCTH COOBITHM, Ha
IPUEMHON CTOPOHE MOKHO MO-pa3HOMY uX 00padarteiBaTh. Hanmpumep, cooOuieHus o
COOBITHAX C ypOBHEM 6,7 MOTYT IIPOCTO MHCATHCA B KYpHaAJ COOBITHIA, a
coo011eHus 0 COOBITUSIX C YpoBHEM (-3 BBIBOZISTCS ONEPATOPY.

dopmat Syslog coobennst
CormacHo cranaapty Syslog cooOmieHne uMeeT clieayomuin popmar:
<ypoBeHb BaxXHOCTH><1aTa U Bpems><IP anpec ormpaBurens><cooOrieHne>

IIpumeyanue: oOpaTuTE BHUMAaHUE, YTO B MOJI€ </1aTa U BPEMS> MOJICTABIISAETCS
nara v BpeMs nosrydyeHHslie o npotokony SNTP. Ecnu nanneie Bpemenu He
noydeHsl win SNTP He HacTpoeH, TO B moJie <iara U BpeEMs™> NOACTABISAETCS BPEMS
B CEKYHJaX, MPOLIEAIIEE C MOMEHTA BKIKOYEHNS KOMMYTaTOPA.

PaccmoTpum 310 Ha npumepe. [lycTs y Hac gaHO cooOlieHue, NoJTyYeHHOe
nporpammoii Wireshark:

LOCALO. WARNING: <245>192.168.0.2 Port #4 Link up
Puc. 5.3.11.1. SNTP ne nactpoen
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Kaxk BHUAUM, BPpCMA HC HACTPOCHO, ITOACTABJICHO 3HAYCHHNC C MOMCHTA CTapTa.

LOCALQ. wARNING: Sep 22 10:08:43 192.168.0.2 Port #4 Link Down
Puc. 5.3.11.2. SNTP nactpoen

A Ternepb COOOIIEHUE UMEET CTAHAAPTHBIN ITAMIT BPEMEHHU.
Hactpoiika Syslog Ha koMmMmyTaTope
Hacrpoiika Ha KoMMyTaTope He MpeacTaBiIseT ocoboil cnoxHoctu. [lepBoe, uto

HY)KHO CJIeJIaTh — 3TO BBIOpaTh HHTEPECYIONIUE COOBITUS BO BKiIanke Events —
Event List. Hanpumep, Hac nuHTEpecyeT cCOObITHE U3MEHEHUS TIMHKA.

trap:
Port. link ; {4 Warmang -
Port.PaE {71 Dty -
5TF {71 Dedoiag -

Puc. 5.3.11.3. Beibupaem coObiTHE

3atem Bo Bkiajake Events — Syslog Settings Bkiirouaem paboTy ¢ mpOTOKOJIOM
Syslog u ycranaBnuBaem IP aapec cepBepa, Ha KOTOPbIM Oy IyT MPUXOJIUTh
COOOIIECHHUS.

State Enable -

Server IP address | 192 168 0 104
Puc. 5.3.11.4. Hactpoiika Syslog
IMonyuyenue Syslog cooOmennii

[Tociie HacTpOMKKM KOMMYyTaTOpa, IEPEXOANM K HACTpOHKe cepBepa.
PaccmoTpum npumep aiist OC Windows. CyiiecTByeT O0JIbIII0€ YUCIIO TPOTPaMM st
paboThl ¢ syslog-coobmeHussiMu. BoT HEKOTOpBIC U3 HUX:

Kiwi Syslog

Syslog Watcher

Datagram SyslogServer Suite
syslogbroadband

LogZilla

Syslog Server Free Tool

OcranoBum cBoit BeiOOp Ha nporpamme Kiwi Log Viewer - ato OecriaTHas
ynporeHHast Bepcust mporpammbl Kiwi Syslog Server. Ho Tem He MmeHee oHa
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YIOBJICTBOPSIET MIOCTABJICHHBIM 3a/1a4aM.
Anpec s 3arpy3ku - http:/www.kiwisyslog.com/downloads.aspx

YcTaHOBKa MPOrpaMMBbl HE OTIIMYAETCSE 0CO00H CI0KHOCTHIO, €AMHCTBEHHOE, B
okHe Chose Operating Mode ycranosute Install as Service (B atom ciiyuae Kiwi
Syslog ycTaHoBHUTCS Kak ciryk0a: Oyaet 3amyckaThes ipu crapte OC 1 pe3uIeHTHO
CUJETh B Tpee)

i Ko ko Maereos B4R Jsialey _—'_ﬂ

- Choose Cparsiing Mods

"l Thee prrgrasn i b 1 3 & Eivics o ADpACN
o il K Tl [hpomiom 55 & 5 alvkie
Thiz apriian irwists Five Syslog Deerson o & Windervo oo, aleeang B

Do b v et the reed b e 0. gen 40 Windoes . Thes opdion 3k
minie Hw Fiwl Syalag Dearson Marager shichn umc & coim Ew aervica.

Il K it G iong Dt a5 B0 Al ofos

Thez opion rxisls M Sysiog Desrson a & fypiost Winoovwa applcekion;,
PN B W0 g 1 Wikes before nving the Sckoaton,

cBah || Hedrr s

Puc. 5.3.11.5. YcranoBka nporpamMmel Kiwi Syslog

[Tocne ycranoBkwu, 3anmyckante nporpammy. [1o ymoirqanuio B TIIaBHOM OKHE
OymyT oToOpakaThCsl BCE MIPUHSATHIE COOOIIEHUS. DTH COOOIIEHUS TTUTITYTCS B
TEeKCTOBBIN (haiiyt. Takxke ecTh BO3MOXKHOCTh HACTPOUTH MEPECHUIKY Ha email.

Fin-sat Pt Ha
Sl RS P Thale D0 Metaab] -

E T3 Thms Fikadlg Himtarawe  Besuiign a
A IELAEFINC TS DerAdliwamrgg 132101 Sap 70 RS T 16GR0T (31 127 hap prt Bnk 110D cesa 717
' ME1-2E-F01A IR 0 raosd T Dby TEF1RAA T Eap 2N TNATAN ISR 1SRN [ZF 0017 isp o iopekes hosss -7 1" T I

{3 IR Lped DWWy VB2 IR0 Barg 200 0D AT 182 ISEDCL 12 L L2 1T g pant Sk FE T sloste: = 41"

I bR 1D DEEZells

Puc. 5.3.11.6. UnTepoeiic mporpammsl Kiwi Syslog
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5.3.11.1 Cnucok coobuweHun Syslog

Port #1 Link Up/Down

T Fortis

Tabmuma 5.3.1. Coucok Syslog cooOrienuit
N3menenune nuHka

Port #1 PoE A Up/Down

HNsmenenue PoE

STP topology changed: root port 1, root

bridge MAC 01:02:03:04:05:06

Nzmenenue Tonosnoruu STP/RSTP ¢
yKazaHueM pyrosoro nopra u MAKa

STP: bridge is ROOT

N3menenne Tononorun STP/RSTP,
KOMMYTaTop cTai KopHeBbIM (Root)

STP port #1 status changed:

N3menenue craryca nopta: Forwarding,
Learning nnu Discarding

Port #1 Autorestart: no link

[Tpomnan TUHK MpH BKIIOYEHHOM KOHTPOJIE
3aBUCAHMsI KaMep MO0 KPUTEPUIO JIMHK

Port #1 Autorestart: no reply to Ping

OtcyrcTByet oTBeT Ha 3anpocsl PING npu
BKJIFOYEHHOM KOHTPOJIE 3aBUCAHMSI KaMep
no kpurepuro PING

Port #1 Autorestart: Low Speed

Huzkas ckopocThb uepes nopt npu
BKJIIOYEHHOM KOHTPOJIE 3aBHCAaHUS KaMep
no kpurepuro SPEED

Port #1 Autorestart: High Speed

[IpeBpllIcHKE IIpEnEIa CKOPOCTU Yepes
IOPT IPU BKJIFOUEHHOM KOHTPOJIE
3aBUcaHMsl kamep 1o kpurepuro SPEED

Web-interface authentication: <IP>

Bxon na WEB-unTtepdeiic kommyraropa ¢
IP agpeca <IP>

Update firmware x.x.X

Oo0OHoBieHue [10

Default settings

COpoc HACTPOEK Ha 3aBOJICKHE YCTAHOBKH

Clear ARP cash

Ouuctka ARP ka11a koMmmyTaTopa

Start after power reset

Crapt PSW nocne cHATHS TUTaHUS

Start after reset

Crapt PSW nocne nepesarpy3ku

Voltage on battery is low (below than

44V)

Huskoe nanpsokenne Ha AKbB, Hike 44B

Power souce is battery/
Power souce is external VAC

Uctounuk nutanust PSW ( AKbB nnu
CETEBOE HAIPSKEHUE)

Sensor 0 (Tamper) 1is active!

AKTuBeH naT4uK BCKpbITUA (st PSW-2G+
u PSW-2G6F+)

Sensor 1 (Dry contact) is active!

AKTHBEH BXOJI CEHCOpa (CyXOro KOHTaKTa)

Input 1 is active (Open)

AKTHBEH BbIXOJ 1 (pa30MKHYT)

Unallowed MAC: 01:02:03:04:05:06 Port 1

3anpeménnbiii MAK nHa nopry 1

Port 1 Error-Disabled

[Topt 1 6611 mepeBenén B cocrosinue Error-
Disabled

Port 1 is Up

[Topt 1 6611 mepeBeaéH B coctosinue Up
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5.3.12 Hacrtpoiika SMTP
Events — SMTP

Kpatkuii cnicoxk TepMHHOB.

SMTP — (Simple Mail Transfer Protocol) npoTokos nepeaaun e-mail
coobmienuii no cetu. SMTP ucnonb3yercs ais nepefadyn cooOIeHUI Ha MOYTOBBIN
cepsep.

ITapamMeTpbl HACTPONKU:
* State — cocrossaue SMTP
* Server IP address - IP agpec moutoBoro cepsepa
* Server domain name - JOMEHHOE UMsI IOYTOBOIO CEpBEpPA
* Port - Homep TCP nopra, uepe3 KOTOpbIA MPOUCXOAUT oTIpaBka nucem (0 -
65534). I1o ymonuanuto 25.
* Sender e-mail address - nouToBbIl aapec oTnpaBuTens. B nuceMme
otoOpaxaercs B mojic From
* Receiver e-mail address - noutoBblii anpec nonyyarensi. B nuceme
otoOpaxkaercs B noje To. [[1s 70MOMHUTENBEHBIX BO3MOXKHOCTEH
MOJI30BATEJIEH IOCTYITHO A0 3 MOoJIy4yaTenei.
* Subject - Tema nucbMma.
* Login, Password - jioruH 1 1apoJib, €CJIM IIOYTOBBIN cepBep TpeOyeT
npoLeaypy ayTeHTU(PUKAIIUU.
Ecau 3Tu nosist 3aroaHEeHbl, aBTOMAaTUYECKH BKIIFOYAETCS MEXAHU3M
ayTeHTuuKanuu ¢ cepBepoM. Eciu momst octaBieHbl MyCTHIMU, TO JEHCTBYET
MeXaHU3M 0e3 ayTeHTU(DUKAIIIH.

KommyTtaTtop momnepxkuBaet metonbl ayrentudukanuu AUTH PLAIN u
AUTH LOGIN. Ilpu nHactpoiike HEOOX0AUMO YTOUHUTH, paOOTAET JIM TIOYTOBBIN
CEPBEP C TAKUMH METOJIAMHU.

[To ymonuanuto, ecinu ykasad [P aapec cepepa, cOOOIIECHUST HAMPABIISIIOTCS HA
3TOT aapec. [{ns ucrnonb30BaHus JOMEHHOTO UMEHH, ycTaHoBuTe Server IP address
B 0.0.0.0 u ykaxxute noMeHHOE UMs B nojie Server domain name.

IIpumepsbr HacTpoiiku SMTP

I[J'IH HpOBepKI/I KOppCKTHOCTI/I HaCTpOCK €CThb BO3MO>XKHOCTH OTHpaBKI/I
TCCTOBOT'O ITMCbMaA.
Send test e-mail

Subject

Messape

[Tpu HaxxaTuu Send, MICEMO OTIIPABIIACTCS, €CIIM B TIPOIECCE BOSHUKIIA OIINOKH,
OyIeT cooOIIeHO 0 HUX
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Cy1iecTByeT HECKOJIBKO BAPUAHTOB OPTaHU3AIMH PA0OTHI AIEKTPOHHOMN MOYTHI:
e B JOKJIBHON CETH HAXOAUTCA CHEUHAIBHO BBIICICHHBIN TOYTOBBIN CEPBED.
e licrionb3yeTcs BHEIIHUI TOYTOBBIN CEPBED.

VY Kax10r0 BapraHTa €CTh CBOM JOCTOMHCTBA U HEJOCTATKU. BapuaHT ¢
BBIJICJICHHBIM IIOYTOBBIM CEPBEPOM MOKHO ITOPEKOMEH/IOBATH B TOM CITydae, €CIIH
CEeTh BHICOHAOIOACHHS (PH3UUECKH OT/IeNIieHa OT ceTH IHTEpHET U HEBO3MOYKHO
WCII0JIb30BaTh BHEIIHUE MTOYTOBBIC CEPBHCHI, TUOO B CETH YIKE CYIIECTBYECT
MIOYTOBBIN CEPBEP U HE TPEOYETCS TOMOTHUTEIBHBIX YCHUIIUH 110 CO3IaHUIO U
HOJIZIepKaHUI0 pabOThI cepBepa. Vcronb30BaHne BHEIIHUX MOYTOBBIX CEPBUCOB
JieTIaeT HACTPOUKY TPOIIEe U ObICTpee, U30aBIIsIeT OT HEOOXOIUMOCTH COICPIKATh
HIOYTOBBIN CEPBEP, OJTHAKO B TAKOM CiIydae TpeOYyeTCs MOCTOSHHOE TOAKITIOUEHHE K
cetu IHTEpHET, 4TO He BCETr/1a MOXKET ObITh BO3MOXHBIM HM3-32 MOJUTHK
0e30MacHOCTU MPEATPUSITHSL.

5.3.12.1 IIlpuMep HACTPOMKHM € MOYTOBBIM CEPBEPOM BHYTPH JIOKAJBHOM CeTH

=

SMTP client
192.168.0.3

SMTP server
192.168.0.2

e

PSW-2G
192.168.0.1

Puc. 5.3.12.1.1 Crpykrypa cetn

I[MocTaBum 3a1a4y ciaexyomumM o0pa3om:

[Tycth Tpebyetcs HacTpouth SMTP Ha kommyTtarope SW2 (PSW-2G) c IP
192.168.0.1 a5t OTCHUIKM COOOIIEHUM 00 U3MEHEHUH JIMHKA Ha MTOpTaX KOMMYyTaTopa
PSW-2G na xomnbrotep oneparopa 192.168.0.3.

[Tockonbky mpotokosn SMTP He npeanonaraeT xpaHeHUE COOOIICHHHN U BhIIAYy UX
MOYTOBOMY KJIMEHTY, B CETh HEOOXOAMMO BKIIOYUTH TTOYTOBBIN CEpBEP
(192.168.0.2).

BriOepeM 1151 Halel ceTd IOMEHHOE UMsI companyname.com
Jlnss PSW-2g BeiOepem e-mail aapec psw2g@companyname.com,
st SMTP cepepa - server(@companyname.com,

IUTSL KIIMEHTa - client@companyname.com .
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Hacrpoiika PSW

[TepBoe — 370 TpebyeTrcs ykazaTh COOBITHE, IPU HACTYILJICHMH KOTOPOTO
OyzeT BhIChIIAThCS cooluieHue. B Hamem cinydae 3To coObITHE U3MEHEHUS JINHKA.
Jlis aroro Bo Bkiaake Events — Event List craBuM rajgouky HalpoTHB HY>KHOTO
COOBITHS.

Lrap:

Lot lizis 2 1] WWarming -
Fart.Fal 14] Linizug -

HiF 17 Doty -

Puc. 5.3.12.1.2 BeIOMpaeM HyKHO€ COObITHE

Teneps Hacrpoum SMTP

[Tepexoaum Bo Bkinaaky Events — SMTP.
Pazpemaem pabory SMTP, ycranaBnupaem IP anpec cepsepa,
ycTaHaBiuBaeM e-mail aapec ornpasurens (T.e. PSW) psw(@companyname.com,
yCTaHaBJIMBaeM e-mail ajipec 0CHOBHOIO MOJy4aTels server(@companyname.com,
TaK)Ke YCTAaHOBHM 3aIlacHOM ajipec server2(@companyname.com, Kyia 0yayT
TyOIMpPOBaTHCS COOOIIEHHUS.

3aronoBok nucbma «PSW-2G logy.
[Tomnst Login u Password octaBisieM myCThIMH: MBI HE Oy/I€EM HCITOJIb30BaTh
ayTeHTU(UKALHIO.

SMTP server seltings

States

Server [P address

Port

Sender e-neail address
Receiver e-mail address |
Receiver e-mail address 2
Beceiver e-mail address 3

Subject

Login

Password

Enzola -

WE G 0 2
&

et ] KT 3 TR T 0
SEMENICOMPETNEME COm

SEvar2 i O E NYTLa T, GO

PEW-2C_log

Puc. 5.3.12.1.3 Hactpoiika SMTP B PSW

Haxumaem «Apply». Hactpoiiku npumeHstoTcs.
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Teneps nepexoauM K HaCTPOUKE IOYTOBOIO CEpBEpPa

CymiecTByeT 0O0JIBIIIOE YHUCIIO MPOTPAMM MTOYTOBBIX CEPBEPOB IO PA3TUIHBIC
OC u noanepKuBaroLIMe pa3InyHble TPOTOKOJbI. J[J11 Hac BaxHa nogaep:;kka SMTP

n POP3.

B kauectBe npumepa nouroBoro cepsepa nog Windows paccmorpum Office
Mail Server (https://www.box.com/oms) 1o OecriaTHas IporpaMma ¢ HECJI0XKHOU
HaCTPOMKOM.

TexHudeckas MogAepKKa U HHCTPYKIMH JOCTYITHBI HA CaifTe:
http://oficemailserver.livejournal.com/

YcranaBpiauBaem mporpamMmy, 1 IocCJjic 3alryCKa 6YI[CT AOCTYITHO I''TaBHOC OKHO!

& CHice mail ammar s -

Bl Caimie  Comomsnsd Helg |
lEI:IH:-'E".-"\. TETIERESHI P |l Iul,ﬁh .
Do 3T 12 ¥ SRS AT P AV Meeage DIEE BOVTS o ol ¥ oot . womn 7715 Bt | i 1ot
113 [ B1D T2 00 B R AT PR T Wi b bl Feredaed Wiw Gl ad (e
03 D 28012 1B EO ST P A - [ ooarrsecheil Wishng Toe ress asenon
el Dﬁﬂ' 3 T B 5 M PS A Dorrsrion rioesst o 15219003
1] D 2012 1595 B2 ST PSRV U s ingredn
07 D A012 T30 S T W PR AR DHisiorresil i WSinei 1 it bedtion
D 00T 1398 S0 AT P AN Carmmctaor gt Fiorn 150 1683 B
Do LD T35 ZRGWT PR U ke i
0 Dec 80 TR ST PSR Marsage DOEFESIN Tor pen i mlorre B bptec | mocenomd
IT] D M2 T3 AT SHTPS AT Thes s i baisl Farayesd i el (e
N e 2012 133040 SMTPERAYS U otarmaectad. ' sfhg o1 fasy e
W37 D TONE TiZ2 D AT P G Corwwsolion | svamsd fors THZT158. 0.
(0 D 2902 TR DS ST PE A (e nigmdin
'3-3 Diac 00D T2 O 50T PS5 HY e Metiaage [ 15D oy paa D Edormedoae (32 betea) prod-est i
1 Do B00T 1422 OFSHTPAHWS Tha rezisge i bocal, Fisrarvd ko outpl pms
0 [ 012 TZ200 ST P He Dt Wil ing I1d pess pasimn

ST cwerd o [P chare ofF

Puc. 5.3.12.1.4 I'naBHoe okHO mporpammbl Office Mail Server

B mento Options->SMTP/POP3 server options ycranoBute

Local domain name: companyname.com
U B mone Users no6aBbTe monb3oBatens client. 3aTreM ycTaHOBUTE THI TOJIB30BATEIS

[BOSS].

Office mail Server mogaepxuBaeT CiaeAyIOIUE CIICHUATU3UPOBAHHBIC TUTTHI
M0JIb30BaTENICH:

1. Postmaster — 1mosb30BaTeb, OTBETCTBEHHBIN 32 PaOOTY U COMPOBOXK/ICHUE
Office mail Server. OH nosay4daer cnernuaibHble COOOIIEHUsI, POPMHUPYyEMbIC

CUCTEMOM B clly4yae OIINOKH.

2. Daemon— ucnosnb3yeTcs Uil AUCTAaHIMOHHOIO 3aITyCKa CBSI3U C BHELIHUM
SMTP/POP3 cepBepom, 1151 OTIIPABKH U MOTYUYEHUST COOOIICHUI

3. Boss— moip30Barens KOTOPOMY MOMAAar0T KOIMH BCEX COOOIICHHH,
otnpasisieMbix uepe3 SMTP cepsep.
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S RETRERIE AR T T e e “
PRI e T L R e ey ]
Do bcormdgeac bbb Lifizacs Saacllior 4o Samra, anh [ I
Lozl dorier 1w v rcan-aweve, Ioe bbb 5
~Am Tl g s e Baboced oo U IR SREY o) 1
SO sa-a e e prd !Fl.'-' =4 TF myan ranm z e F'? |
PR a5 TF ol vimmd e, _m-'
Siecow baades -l raogan <E D n |:
T rwd e e eecsis by s Fi-, | |
Lire L — —
U = [0 sl
A s FCETwLATEF] Diae |
= 1l 'J 4] e e et
Alale B s rom I
Flagms |
_ Leswm |
i, B L

Puc. 5.3.12.1.5 Hactpoiika nporpammer Office Mail Server

Bo Britanke Options->Transaction options:
YcranoButs [P anpec cepBepa, ycraHOBUTH rajiky «Automatically send outbound
message if found», orkmounts aBTopuzanuto 1t SMTP (knonka SMTP login...)

r

Tranzaction options e e &

et

SMTP server |1EI2.1EB.D.2

SMTP login...

SMTP part |25

| o |

v automatically send outbound messages if found [checks them every 1 minuts)

—POR3 i
il ¥ Use LaN connection
Server I Login | B | Port | Deliver to | L e o o e o —
i 127.0.0.1 postmaszter 110 [SORTER] I ..1'
[T &uto dizconnect
|| I?.I = g
[T Disconnect alwaps = [t ||
Additional phone numbers:
Add
Change
Add | Change | Remove | Remaove |

Cancel |

Wialt for servers, seconds

120

Puc. 5.3.12.1.6 Hactpoiika nporpammer Office Mail Server

Tenepp Bce cooO1IEHUS, TPUXOAIINE HA CEpBep, OyAyT MepechlIaThCs
KIMEHTY client@companyname.com
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Hactpoiika KineHTa
Hacrpoiika kueHTa He MpeCTaBIseT 0COOBIX CloX)HOCTEH. [Ipumep HacTpOWKHN Ha
npumepe Mozilla Thunderbird:

i
: 5 T —
Fatipant o fsniieh s 1= ﬂ
Fetiii i ST Fal P bk, W e T O N ETOE B e
LT T T PR PET T T TE TENESS P P LRt
I bgare: %

B Tnaresare na o

1 | hrderard He yaa1ace HEAT A FECTPI KA 5T BEEcF THETTF A JiIHTA FrTEL

Vieta L cmaza Tow $5L AN L
[E- TSR R o o R P15 Faery P L1 - ; Has - FUTOR T Pl A S HHE - |
Aranmger  ShATY f Lol T B - 15 = k= = | B apmavademoms - :
| Her nomazanoes Ak
|
|
| Apranrrside e e | Mgzerecnpzaam L gpame wwinns AT Comzan |

Puc. 5.3.12.1.5 Hactpoiika noutoBoit nporpammbl Mozilla Thunderbird
[Tocne okoHYaHUsI BCEX HACTPOEK MOKHO 3aiiTu Ha Web-unrepdeiic Ha

BKianKy SMTP Settings 1 mpOKOHTPOAUPOBATH OTIPABKY TECTOBOTO COOOILIEHHUS.
3anonHuTe nojst Subject 1 Message u oTnpaBbTe NUCbMO. Eciii Bce HaCTpoeHo
npaBwibHO, Mozilla Thunderbird yBegomMut 0 HOBOM NmucbMe.

Spmell tasd o-maadl

Subject

Meszage

Seannd

Puc. 5.3.12.1.6 [IpoBepka TECTOBBIM COOOIIICHHEM

5.3.12.2. IlpuMep HACTPOMKH ¢ BHEIIHUM MOYTOBBIM CePBEPOM

WA
j—e =]
- client
B el
Salel

PEW 206G
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Puc. 5.3.12.2.1 npumMepHast TONOJIOrUs CETH

B nannom npumepe paccmMotpuM HacTpoiiky PSW B ToM ciydae, koraa
UCIIOJIb3YETCS BHEIIHUM MOYTOBBIN CEpBEP.
B npumepe paccmotpum padoTy ¢ moutoBbIM cepBucoM mail.ru. C ocTanbHbBIMU
cepBucamMu paboTa aHaJIOTMYHA, €CIM OHU NojiepkuBatoT ayreHTudukauo AUTH
PLAIN i AUTH LOGIN.

Taxke He0OX0MMO CO371aTh YUETHYIO 3aMKiCh MOYThL. U onpenenuTh
Hactpoiiku SMTP nonxmouenns. s mail.ru anpec SMTP cepepa: smtp.mail.ru u
opt 25.

Bcé, Teneps MOXKHO MPUCTYTIATh HEMOCPEICTBEHHO K HACTPOMKE.
3anoJiHsgeM KaKk Ha pucyHke 5.3.12.2.2.
Anpec 151 OTIIpaBKU COOOIIEHU companyname(@mail.ru,
aJipec MoxyvaTels MycTh OyJeT TaKUM Ke, T.€. Kak OyaTo ObI MBI OTIPaBIIsieM
ICHMO caMU ce0e.
Jlorun: companyname@mail.ru (y mail.ru JIOrTHHOM SIBIIIETCS CaM aJIpec)
[Tapons: password

IIpuMeuyaHnmne: B JaHHOM MPUMEPE MbI 3aNIOJIHWIN 110Jie Server domain
name, a noje Server IP address 3anonnwim HyassMu. B 3Tom ciiyyae KoMmmyTaTop
nosryuut [P anpec cepepa aBromatuyecku yepe3 DNS 3anpoc, HO U1l 3TOro JOJIKEH
ObITh HacTpoeH aapec DNS peconsepBa. Eciiu y Hac DNS He HacTpoeH, To B 3TOM
ciydae HeoO0xoauMo ObuTo Okl HemocpeacTBeHHO ykaszaTh [P anpec SMTP cepsepa.

Slal= Enubie =

Segvar [P addrass ] n 1 1

EeErveT CRnidlan e i el

Pt 23

Sender =-omail uiddress COMpa My nEmEE mal ru
Roseior c-mail address com iy nmedmad 1o

| Beceivar e-nsaal address 2

Recerver eamul addoes 3

Suhjart TFatis PEW-2G4F
| Login companparmead mal ri
Passwomd [IHE SR dH

Puc. 5.3.12.2.2 HactpauBaem SMTP B PSW
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[Tocne okoHYaHMs BCEX HACTPOEK MOXKHO 3aiiT Ha Web-unTepdeiic Ha
BKiIanky SMTP Settings v MpOKOHTPOIUPOBATH OTIPABKY TECTOBOTO COOOIIICHHUS.
3anonaauTe noJist Subject 1 Message u oTIpaBbTE MUCHMO.

Send test e-mail

Subject

Message

Puc. 5.3.12.2.3 OtnpaBnsem TeCTOBOE COOOITICHUE
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5.3.13 HacTtpoiika cyXuX KOHTAKTOB

Special Functions — Inputs/Outputs

KommyTtaTopst PSW B 3aBUCMMOCTH OT MOJIENIA OCHAILIEHBI pa3beMaMu IS
MOAKJIIOUEHHS] KOHTAKTHBIX TATYUKOB (CYXHUX KOHTAKTOB) U/UII BCTPOCHHBIMU
JTaTYMKaMu BCKPBITHUs. OHU MOTYT UCTIOJIb30BAThCS JIJIA LieJiel 0€30MacHOCTH,
HaIpuMep, sl KOHTPOJISI BCKPBITUSA 1IKada.

CyuiecTByeT J1Ba BapuaHTa Mepeaadynd TPEBOXKHOTO COOBITHS:

1. YUepes npotokosl Syslog, SMTP, SNMP Trap. [Ipu cpabarpiBaHuu CyXoro
KOHTaKTa (popmupyercs cooOleHne, KOToOpoe B OTIPABISETCS HA CEPBEP, Te
OpraHmsyercsi npuém, JOrupoBaHue U HHGOPMUPOBAHUE OIIEPATOpa O
BO3ZHUKIIIEM COOBITHH.

2. C ucnonn3oBanueM 0okoB uaTerparuu Teleport-1, koTopsiii umeeT
(G POPBBIE BBIXObI, MOXKHO HACTPOUTH TPAHCIIALIUIO CpabaThIBaHUS CYyXOTro
KoHTakTa B kommyTaTope PSW Ha Bbixoa B BU Teleport. [Ipyrumu cnoBamu,
€CJIM MPOU30ILIO 3aMbIKaHHE BXO/a HA KOMMYTaTOp€e, KOTOPbIM 3HAYUTEIBHO
yAaJIEH OT cepBepa, TO Ha Oyioke uHrerpauuu Teleport, KOTOPbIA MOXKET
yCTaHaBJIMBATHCA B CEPBEPHOI OJJHOBPEMEHHO 3aMbIKaeTcsl BbIxo. U1 yxe
BBIXOJT MOYKHO ITPOCTO MOJKIIOYUTH K JTt000M oXxpaHHou cucteme. [logpoOHo
Hactpoiika cBsizku PSW-Teleport paccmorpena B pazzaene 5.3.26.

Sensors (on maln board)

Stara Alarm Stare Current State
Sensor 1 |E"|E|:'|F: W || [Short ‘-"l Open Refrash
Sensor 2 | |Lnable v| | |Shor || Open

Puc. 5.3.13.1 Hactpoiika cyxux KOHTaKTOB

e State - pa3penierue padoTsl Bxo1a. ABapuitHOe cooOIIeHne Oyaer
OTIpaBJIEHO, eciu State yctaHoBieHo B Enable, u npouzonuio copnaaenue
Alarm State u Current State, a Taxxe ycraHoBieHa rasiouka Inputs/Outputs
BO BKJasike Events List.

e Alarm State - cocTOsSIHHE BX0/a, KOTOPOE CUUTACTCS ABAPUUHBIM.

e (Open - pa30MKHYTO€ COCTOSIHHUE
e Short - 3aMKHYTOE COCTOSIHUE
o Any Change — n1060€ U3MEHEHUE COCTOSHUS

e Current State - Tekyiee COCTOSIHUE BXO/IA.
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5.3.14 Hactpoiika VLAN 802.1q
VLAN — 802.1q Static VLAN

TepMuHBI U COKpaLICHUA:

VLAN (Virtual Local Area Network) — rpyrmmna ycTpoiicTB, UMEIOIIUX
BO3MOYKHOCTb B3aUMOJICHCTBOBATh MEK/y COOOI HaNpsIMyIO Ha KaHAJIIbBHOM YPOBHE,
XOTs PU3NYECKU MIPU ITOM OHU MOTYT OBITh MOJKIIFOUYEHBI K Pa3HbIM CETEBBIM
koMMyTaTopaM. M HaoGopoT, ycTpoiicTBa, Haxodsamuecs B pasHbix VLAN'ax,
HEBUJIMMBI IPYT JUIsl Ipyra Ha KaHAJIbHOM YpOBHE, Ja)K€ €CJIU OHM MOAKIIOYEHBI K
OJTHOMY KOMMYTAaTOPY, ¥ CBA3b MEXKIY ITUMH YCTPOMCTBAMHU BO3MOXHA TOJIBKO Ha
CETEBOM U 00Jie€ BBICOKHX YPOBHSIX.

VID (VLAN ID) — HoMep BUpPTyaJIbHOM CETU

VTU (VLAN Table Unit)- Tabnuna, coaepskaiias CliucoK BUPTyaIbHBIX
ceTell, CKOHPUTYPUPOBAHHBIX HAa JAHHOM KOMMYTaTOpe

Managment VLAN ID - nHomep VLAN 15 cetu ynpasnenus. Jloctyn k
WEB unTepdeiicy BO3MOKEH TOJIBKO U3 JaHHOW CETH.

VLAN List - Tabnuna, npegoctanisitoiias HHOOPMaINO 0 HACTPOSHHBIX
BUPTYaJIbHBIX CETAX HA KOMYTaTOPE, COCTOSIHUU U MIOPTaX, MPUHAICKALUX
naHHoMy VLAN.

VTU Table - VTU (VLAN Table Unit)- Tabnuna perakTUpOBaHUs

BUPTYaJIbHBIX CETEM, 3aMKCh B 3TON TA0JIUIIE COACPIKUT CIIEAYIOIIUE TOJIA:

e VID - (VLAN ID) — HOMEp BUPTYyaJIbHOI CETH.

e State - Cocrostnue. Coznanubiii VLAN MOXHO BpEMEHHO HCKIIOYUTH U3

paboThl, ycTaHOBUB cocTosiHue Disable.

e VLAN Name - ums BupTyanbHoii cetu (10 16 cumBons). Mcnonb3yercs

TOJIBKO 151 y100cTBa HacTpoiiku. Ilone siBisercs HeoOA3aTeTbHBIM JIS

3aM0JIHEHUS.

Cocrostnue nopta B gaHHOM VLAN. ITopT MokeT ObITh B 3-X COCTOSIHUSIX:

e NoMem (Not a member) - mopT He sBJIsIETCS WieHOM aaHHoro VLAN.

e UnTag (Untagged) - HeterupoBaHHBII1 IOPT (access MOPT) MO3BOISAET
00BeUHATH BbIOpaHHbIe TOPTHI B 0auH VLAN.

e Tag (Tagged) - TerupoBanHsIii nopt (trunk mopt). st TErupoBaHHOTO TTOPTa
MOYXHO YCTaHOBUTH B COOTBETCTBHE HECKOIBKO VID.

OxoHYaTeIbHOE MPUMEHEHUE HACTPOEK MPOUCXOAUT TOJIBKO MOCIIE HAXKATUS Ha
KHONIKY Apply.

KommyTtartop nogaepxusaet 10 100 pazmuunsix VLAN.
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5.3.14.1 Ilpumep HacTpoiiku VLAN

[TycTts HE0OOX0IMMO HACTPOUTH BUPTYAJIbHBIE CETH TaK, KAk MOKAa3aHO Ha CXEMe.

Puc. 5.3.14.1 TomnoJiorust cetu
I'ne VLAN 1 — cetb ynpaBiieHus1, ¢ €€ NOMOIIbI0 noAkiIoyaeMcs kK WEB
unrepdeiicy kommyraropo SW1, SW2, SW3.
VLAN 2 u VLAN 10 — noas3oBarenbckue VLANGEI

Haunem koHpuUrypaImio ¢ caMmoro yaajJieHHOro kommyrtaropa SW2.
IToptel FE1, FE2 npunannexart tojibko VLAN2 1 moaKII04€HbI K KOHEYHBIM
YCTPOWCTBAM, CIEA0BATEIBHO 3TH MOPTHl — untagged mopThl. AHATOTUYHO U IS
nopta FE3: on npunamnexur toiasko VLANI10. Ho uepes nopt GE1 npoxoast cpazy
3 VLAN: VLANI1,VLAN2, VLANI10, no3ToMy OH TETMpOBaHHBIN MOPT.
Hcxonas u3 3TOro yCTaHOBUM CIEAYIOIIUE 3HAYCHHUS:

Banagree LA I
YLAY Lint
Y FFIH WL Mo imgel Liagg=a
L b ad Liefra L] Lol
1 Frohed K Cifs| Fhsl TRAL
H | Wi L4 L] o [t
YTL Tubly
VI P WLAN Mows EEsL PES2 FEad GEYL Lt Sl
[Eaalded Lhliad, Sukdza Fulkda Rt ST Tup Motlan )
1 Fankias Wl [leTaz I14Taz “ae=kdwr Tag Mo Sl Dabia |
Fiantdes e Hawirn TrTrr Tog Hatfar EX T
.l'.r.pl'f_ 1 S Mrar 1 AR I

Puc. 5.3.14.2 Hactpoiika B SW2

Haxxmewm kHOtiKy Apply. CBA3b ¢ yCTPOWCTBOM IIPONAJIET.
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Kondurypupyem kommyrtatop SW3.
VY cTaHOBUM ClEyIOIINE 3HAYEHUS:

Napagenod WIAN D
VLAN List
VD Sate UTAN Mame Tappad Uragped
[ Frai:dal [nsiesh (AEL] (L]
: Exablzd Wi ke G
3 Fraislal Vi (3BT (L
VIL Talsle )
VID St AN Waze oy TLA TE+] ooy [ax
[ Cnabiss Defast Kebdea Fedam Halden Tx Tas ET
! Fnahine V2 Tieklem ToeAdem Nt Tag Taz |z8d| || ki
1 Frahies W] Tcheler Hekdem Mok Tag Taz T =
[ apnty | A L PN |
Puc. 5.3.14.3 Hactpoiika B SW3
HaxwmeM kHonky Apply. CBs3b € yCTpOCTBOM NMPONAJIET.
Kondurypupyem kommytatop SW1.
YCTaHOBUM CIIEIYIOLINE 3HAYCHUS:
Moz = VLA D
VLAY Lial
vin Simix YT AN Meme Toared Uninraad
I Irthd et v il st
2 Fild=! ] ETLE; FE"
H Lrohdet il Il il
YL Taake
T VLAM Newe FE FE FES GE'L BT |
L Zrebled [ TeTag Hai=n Hebdar Nedlen Tag |@
2 Zrakhal w2 Mddaz UniTes Mekdan R Tas [Fx |[Bze
i Srebbad i e Heddem [NAEL] LT Tar ||E|.ﬁ. | Cainta A
Ihnn'g I Szoiers ] Ak I

Puc. 5.3.14.2 Hactpoiika B SW1

Haxxmem kHomiky Apply. CBsi3b ¢ yCTPOUCTBOM IIPOTAJIET.

[Tocne HacTpOMKH MOCIETHEr0 KOMMYTaTopa, Mbl TOJKHBI ¢ [IK, MOAKIF0OUeHHOro K
nopty FE1 xommyTtaropa SW1 3aiitu Ha WEB unTepdeiic kommyTaTopoB
SWI1,SW2, SW3. A ¢ Apyrux nopToB 3TO CJieJIaTh HE yJaCTCs.
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5.3.15 Hacrpoiika Port Based VLAN (VLAN Hna 0a3e nopra)
VLAN — Port Based

Port Based VLAN sBisieTcst npocTeUIIMM MEXaHU3MOM OpTaHU3aluN

BUPTYQJIBbHBIX CETEH, pa3rpaHUUMBasi JOCTYIl HA YPOBHE KOMMYTAIlOHHON MAaTpPHUIIbI
koMmmyTaTopa. Port Based VLAN He ucnosb3yet TerupoBanue nmaketon. Kaxabiii
OTAEIbHBIN MOPT MOKET BXOAUTH TOJBKO B 0JuH VLAN.

Ooparure BHUMaHue!

Port Based VLAN nocTyrieH TOJIBKO Ha YIMYHBIX KOMMYTaTOpax
PSW

VLAN Ha 0a3e nopTta HacTpauBaeTcsl CJIeIyOIUM 00pa3oM:
1. Pazpemuth padoty Port Base VLAN.

2. YCTaHOBUTH TrajlOuKu B COOTBETCTBYIOIIUX SYEIKaX KOMMYTAIlMOHHOMN
MaTpPULBI.

3. IIpumenuts Hactpoiiku (Apply)
IIpumep.

Heobxoaumo Hactpouts 2 BupTyanbhbie cetu: VLANI — noptel 1 u 2, VLAN2 —
noptsl 3 u 4. PaccTaBisieM rajJodky Kak MOKa3aHO HAa PUCYHKE

Taredminm

2 3 |3 |
L R I.
L) ST ) )
W alolel=|alc
[hatzoung 4 | [ - | o |
_ I . ) S
s|o|oc|olalals

Puc. 5.3.15.1 Ilpumep HaC.TpOI\/'IKI/I Port Based VLAN
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5.3.16 Hactpoiika VLAN Trunking
VLAN — VLAN Trunking

Bxrouenue Ha mopty pynkiuun VLAN Trunking, o3Hagaer, 94To yepe3 3TOT
IIOPT pa3penracTcs: BRIXOAUTh JIFOOBIM VLAN-aMm, 3a HCKITFOUCHHUEM TEX, KOTOPBIC
3aBesieHbl cTaTuuecku (Bkiagka VLAN — 802.1q Static VLAN). [Ipyrumu cioBaMH B
nopt ¢ BkIoueHHOU ¢pyHkuueit VLAN Trunking yXoaat TOJbKO HEU3BECTHBIE
VLAN, octanibHbI€ K€ padoTalOT B COOTBETCTBUU C HACTPOUKAMHU, T.K. yKe
nponucanbl B Tabnunax VLAN u nopTos.

Ha3naueHnue 3T0il pyHKIUU CIEeAyIOLIEe - €CJIM KOMMYTAaTOpP CTOMT MEX]y
nByMs ycrpoiictBamu, popmupytomumMu VLAN'sI (Hanpumep, MOTYT
peructpupoBaTbes AuHamuyeckue VLAN'bI, KOTOpbIE HY>)KHO "TIPOBOAUTH"
IPO3PayvHO B IPYTHE YUACTKHU CETH), TO JIOCTATOYHO Ha JIBYX MOPTaX BKIIOYUTH
VLAN Trunking u o ux Bce npomyctuT. MiHade npunuiocs Obl B SBHOM BHUJIE
BBOJIUTH BCeBO3MOXKHbIe VLAN B Tabmuiry.

Stata:  Snable w|

Port | &Sizte |

Puc. 5.3.16.1 Hactpoiika VLAN Trunking

s Brmodenus pynkiuun VLAN Trunking, HeoOxoauMo nepekiitodarelis state
nepesecTy B enable 1 ycTaHOBUTH rajlouku HAIIPOTUB HEOOXOIUMBIX TTOPTOB.

Ecnu ucnonsayrores Tonbko cratnueckue VLAN (802.1q), BkintroueHue GpyHKUIUN
VLAN Trunking ne Tpedyercs!
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5.3.17 Hactpoiika QoS (Quality of Service)

Ucnonp3oBanue IEEE 802.1p QoS mo3BossieT nmpuopute3npoBath Tpaduk U
BBIJICJIUTH HEOOXOAMMYIO TIOJIOCY MTPOITYCKAHUS IS TPUJIOKEHUH, UyBCTBUTEIBHBIX
K 3amepxkamM, Bkimrodas VolP (mepemaua rosnoca o IP) u BuneokoHdepeHuto.
Heobxoanmas nosioca nponycKaHus CO3JaeTCs 32 CYET MEHBIIEH CKOPOCTH
nepeaavy JaHHbIX NPUII0KEHUN, HE UyBCTBUTEIBHBIX K 3a/ICPKKE.

KommyTtaTtop opranusyet 4 oTJieJbHbIE anmnapaTHbIE Oueped Ha KaKJIoM
(bU3UYECKOM TMOPTY, MPU ATOM TMOCTYIMAOUIME OT PAa3TUYHBIX MPUIOKEHUHN AKEeThI
MOJIy4at0T COOTBETCTBYIOIINMN MPUOPHUTET.

[Ipu 5TOM KOMMyTaTOp MOAJIEPKUBAET 3 TUIA IPUOPUTETA!

1) mo HOMepy mopTa

2) no metke CoS

3) no metke ToS (DSCP)

5.3.17.1 ba3oBas HacTpoiika

QoS — General Settings

Ha Brmanke «General settings» yka3biBaeéM OCHOBHBIE ITapaMeTpPhbl

Siale Enalie -

| Cof Scheduling mechanism | Weighted isir pricdiyy =

| Port | Poerity mode | Defzolt pricrity

1 CoS only hd Priorily & =
2 CoS anly - Friarily & =
3 Col only = Pricrity @ ™
4 Co5 only - Pricrity 3.
5 CoS anly - Friority &
[ GoS anly - Prizrity & -

Puc. 5.3.17.1.1 Hactpoiika QoS

State — BKiIroueHHe/BhIKITIOUCHHE paboThl Q0S
CoS Scheduling mechanism - Tun paGoTHI MJIAHUPOBIIUKA OUEPEICHA:

1. Weighted fair priority - makeTs! ¢ pa3HbIM IPUOPUTETOM 00pabaTHIBAIOC
KOMMYTAaTOpPOM B COOTHOLIEHUH 8:4:2:1. T.e. KOMMyTaTop B OHY €ICHHUILY
BpeMeHU OyieT 00padbaTbiBaTh 8 MAKETOB C BHICOKUM ITPUOPUTETOM, 4 TTaKeTa
CO CpEHUM IPHUOPUTETOM, 2 MaKeTa C HU3KUM IPHUOPUTETOM U | maker ¢
HUBIIUM [IPUOPUTETOM.

2. Strict priority - makeTsl ¢ 60Jiee BHICOKUM IIPUOPUTETOM OYIyT
o0OpabaTeIBaThCsl IEPBBIMMU, J0 TEX MOP MOKA OYEPEIb BBICOKOIPUOPUTETHBIX
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MAKEeTOB HE CTaHET ImycToi. [Ipu sToM nmakeTsl ¢ 00siee HU3KUM NMPUOPUTETOM
OylyT HAXOJUTHCSI B OUEPE/IH.

ITo ymonuaHnuio pekoMeHayeTcs ycTaHaBiauBath pexkxuMm Weighted fair priority.

Priority mode - npuoputet Boi6opa CoS unu ToS.

e CoS only - aktuBeH Tonbko COS ¥ MPHOPUTET MAKETA ONPEAEIIAETCS
cooTBeTcTBeHHO TObKO 1o noito CoS (Class of Service) B Ethernet ¢peiime.

e ToS only - aktuBeH Toapko ToS u npuopuTeT NakeTa onpeaensercs
COOTBETCTBEHHO TOJbKO 10 nosto ToS (Type of Service) B 3aronoske IP.

e CoS & ToS - aktuBHBI 00a Buaa oociayxkuBanust CoS u ToS, HO eciu
NPUXOJIUT TMAKET, COACPIKAIIUI 00a MOl MPUOPUTETA, TO BHIOOP MPUOPUTETA
ocy1iecTBiseTcs 1o noiro ToS.

Default priority - npuoputeT no-ymonuanuto. Korga mexannsm QoS akTUBEH U
IPUXOINT MAKET, HE COAEpKalUil B ceOe Mosi MPUOPUTETA, €My IIPUCBAUBACTCS
cooTBeTCcTBYOMMM COS MPUOPHUTET MO YMOTYAHHUIO U OH 00padaThIBaeTCs Kak
TETUPOBAHHBIN MAKET C COOTBETCTBYIOIINM IPUOPUTETOM.

CymectByer 8 npuopuretoB CoS. [Ipuopuretsl Hymepyrorcs oT () — HU3IMI
IIPUOPHUTET J10 7 — HAUBBICIIMI IPUOPHUTET.

5.3.17.2 Orpanu4eHnue CKOPpOCTH

QoS — Rate Limit
Port | X limit | TX limit
1 - 1] - i
2 0 E
3 iy E
1 0 0
5 U :
6 i 0

Puc. 5.3.17.2.1 Hactpoiika orpaHu4eHns CKOPOCTH

JlocTynmHO HacTpanBaeMO€ OrPAHUYEHUE TTO MAKCUMAJIbHOM CKOPOCTHU ITpUeMa
U Tiepefadu i Kaxao0ro nopra.

RX limit - orpannyenue Bxossmiero tpaguka B Kour/c
TX limit - orpannuenue ucxoasiiero Tpapuka B Kout/c
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IIpumeuanue 1: orpaHu4eHrE CKOPOCTH JOCTYIHO B uHTEpBaie ot 64 Kout/c no

102400 Ko6ut/c nnsa nopros FastEthernet u 7o 256000 Ko6ut/c myist mopTos

GigabitEthernet.

IIpumeuanue 2: Ecnu nopt padotaer 6e3 orpannyenus, To B moyst RX limit u TX

limit ycranosute 0

5.3.16.3 Hacrpoiika Class of Service
QoS — CoS

T'-in-i*.';'
'I'-'-ii.-."i1:.: m
T'rioTity |
DPricrity 2
Priovity 3
. Pricritv 4
Priorify 5
P:‘jofi?.:-' G

-

Drigrity

Puc. 5.3.17.3.1 Hactpoiika CoS

ITone Class of Service (CoS) — 3 6ura B Tere 802.1Q Ehernet-kaspa.

[ Lz

CeiEie 1

i i 1]

e 0

e |

Cueyge 2

Dueue 2

acue 3

Sucuc 3

[To3BonsieT pa3aenuth Tpaduk Ha § TPHOPUTETOB C PA3TIMIHON MAPKUPOBKOM HA
KaHAJIbHOM ypoBHE. KoMmMyTaTop moanepkuBaeT 4 ouepenu oOcaykuBanus: Queue
0 - Queue 3. [Ipuuem Queue 3 - ouepeap ¢ HaUBBICIIUM TPUOPUTETOM, a Queue 0 -

oucpcab C HAMMCHBIINM IIPUOPHUTCTOM.

Hacrtpolika npumenurcs, eciu yctaHoBiieHO 3HaueHue CoS State:Enable Bo

Biuaake QoS General Settings.

[To ymouanuio, IpUOPUTETHI PACIIPEIEICHBI IO OYEPEISIM TaK:
[Tpuopuret 0 npunagexut ouepeau Queue 1
[Tpuopuret 1 npunagiexut ouepeau Queue 0
[Tpuopuret 2 npunaiexut ouepean Queue 0
[Tpuoputet 3 npunamnexut ouepeau Queue 1
[Tpuoputet 4 npunaanexxut ouepean Queue 2
[Ipuoputet 5 npunamnexkut ouepean Queue 2
[Tpuoputet 6 npunaanexut ouepenu Queue 3
[Tpuopuret 7 npunaiexkut ouepean Queue 3
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5.3.17.4 Hacrpoiika Type of Service

QoS — ToS

DECE | From; O

[Bgeiy

DaCp
0
1

Cueus

Cusue O
Quenus 0
Quana 0
Cusue O
Cusue O
Cueue [
Quenus 0
Quana 0
Queus 1
Cueue 1
Quana 1
Quans |
Cueue 1
CQueus 1
Cueue 1

Quaua 1

* | Ta:

DECP

[T

(uzue

Cueue 1
Quane 1
Quene |
Cueue 1
Cueue 1
Cueue 1
Quane 1
Quaus |
CQueue 1
Cueue 1
Quaus |
Quene 1
Cueue 1
Cueue 1
Cueue 1

Quaue |

Quepe ] *

DECP | Queus | DECE

3B
g
40

41

Cueue 1 | 48
Quene 3 | 49
Quene 2| 50
Cueue 2| 31
Cueue 2 | 42
Cueue 2 | 33
Queue 2| 54
Quens 2 | 55
Cueue 1 | 34
Cueue 2 | 3%
Quens 1 | 58
Quene 3 | 59
Cueue 2 | &0
Cueue 1 | &1
Cueue 1 | 62
Quene 1 | 63

Puc. 5.3.17.4.1 Hactpoiika ToS

(ueue

Cueue 2
Quene 2
Cuene 2
(ueue 2
(ueue 2
Cueue 2
Quene 2
Quens 2
Queue 3
Cueue 3
Quens 3
Quans 3
Cueue 3
Cueue 3
Cueue 3

Quens 3

@ T Fortis

Type of Service (ToS) — none B [P-3aronoske (1 6aiit). [Ipennaznadeno ais
MapKUpPOBKH Tpaduka Ha ceTeBoM ypoBHe. KommyTaropsr PSW MoryT onepupoBath
[P makeramu, B KOTOPBIX MO/ LIEIM MAPKUPOBKHU MIPETYCMOTPEHO COOTBETCTBYIOIIIEE
nosie B 3arosioBke - [P Type of Service (ToS) pazmepom oaun 6aiit. ToS 3anonHen

kiaccupukaropom DSCP.

Hacrtpolika npumeHnuTcs, eciiv ycraHoiieHO 3HaueHue CoS State:Enable Bo
Biuagke QoS General Settings.

[To ymom4anuto, MPUOPUTETHI PACIIPEICICHBI TI0 OYEPEISIM TaK:
[Tpuopuretsl 0-7 npunamiexar ouepeau Queue 0
[Tpuoputetst 8-31 npunamnexar ouepenu Queue 1
[Tpuoputetsl 32-55 npunaanexat ouepenu Queue 2
[Tpuoputetsl 56-63 npunaanexar ouepenu Queue 3
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5.3.18 Hactpoiika STP u RSTP
STP/RSTP — RSTP Settings

']

pares STRIRSTP

T M B Tl
B
Y

Sl L L 2 Sk

Aol Erioge
ﬁa

S PR ]
—
Bl o D i T L i B

Puc. 5.3.18.1 Tomosorust Tuma «KOJIBIIO»

Jlnis obecriedeHns 3aluThl KAaHAJIOB CBSI3U OT €MHUYHOTO OTKa3a HE0OX0IUMO
UX pe3epBUpOBaTh. PezepBupoBanne HEU30EKHO BEIET K BOSHUKHOBEHUIO
KOJIBLIEBBIX YYaCTKOB CETH - 3aMKHYThIX MapuipyToB. Ctannapt Ethernet,
IIPeIyCMaTpPUBAET TOJBKO IPEBOBUAHYIO TOIOJIOTHIO U HE AOMYCKAET KOJBLEBBIX,
TaK KakK 3TO MPUBOJUT K 3aLIMKIMBAHUIO [TAKETOB.

B xommyTaTopax PSW peannzoBana nojnaepxka npotokosia Spanning Tree
Protocol (STP, IEEE 802.1d), koTOpbIil O3BOJIIET CO3/1aBaTh KOJbLIEBbIE MAPIIPYThI
B ceTsix Ethernet. IlocrosinHo ananu3upys koudurypanuto cetu, STP
ABTOMATUYECKHU BBICTPAUBAET IPEBOBUIHYIO TOMOJIOTHIO, IEPEBOAS N3OBITOUHBIE
KOMMYHUKAIIMOHHBIE JINHAU B pe3epB. B cirydae HapyleHHs LIETOCTHOCTH
IOCTPOEHHOM TakuM 00pa3zoM cetu (Hampumep, oopsiB onTuku), STP B cuntannble
CEKYH/Ibl BKJIIOYAET B pa00OTy HEOOXOANMbIE PE3EPBHBIEC IMHUU, BOCCTAHABINBAS
JPEBOBUIHYIO CTPYKTYpPY CETH.

Kpowme Toro, B kommyTtaropax PSW peannzoBana 6osee moiHas
Pa3HOBHUIHOCTH JAHHOTO MpoTOoKoJa - Rapid Spanning Tree Protocol (RSTP, IEEE
802.1w), MO3BOJISAOIIAS] CHU3UTh BPEMS IIEPECTPOMKH CETH JO HECKOJIBKUX
musucekyH . [Ipu ucnons3oBanuu RSTP 0OpbIB onTHKY TPUBOAUT K
KPaTKOBPEMEHHOMY 3aMHUPaHUIO0 KAPTUHKHU OT BHJIEOKaMephl (MeHbIIe 1 cex.) ¢
MOCJIETYIOUIUM BOCCTAHOBJIEHHUEM HOPMaJIbHOU PabOTHI.

Crnenyer yuntsiBath, 4To cTanaapT IEEE8802.w He pekoMeHayeT NpeBbIIATh
7 KOMMYTaTOpPOB B KOJIbLIe IIPU CTaHAAPTHBIX ITapaMeTpax nporokosia RSTP.
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Hacrpoiika RSTP

C nenbio ympouieHus npoiecca HacTpoiKu, OoJbIas 4acTh HapaMeTpoB CKphiTa. B
oOmieM ciayyae He TpeOyeTcsl U3MEHSTh BCE MEPEMEHHBIE, IOCTATOYHO BKIIOYUTh
RSTP u yxazate npuopuret mocta (Bridge Priority), ecnu 310 TpeOyercs.

Hridge seitings

FELP Snafte A3TF -

Bridgs Proodne {1 327658) JITEE v
ALgls | Aychyured Selbiogs S

Puc. 5.3.18.2 ba3zoBas Hactpoiika RSTP

Ecnu tpebyercst moay4YuTh JOCTYI KO BCEM JIOCTYITHBIM NIEPEMEHHBIM
Hactpoiriku RSTP, To HaxkmuTe Ha kHONIKY «Advanced Settings Show».

Crigms srfilern
EiJFikd:z I FATE =
Noider Prbr el -5 2700 ) . Wi T
R B T T N
Rk e e Ar a1
Relda Fall Tire ) 10

Termard e Thregd 52 H

T caringm
e, Sld: ....'.'ll.ll"..l\.l:.l'\- . Ao, [ L 45
’ ki - 3 |.-.- - ’ :- !-l. | '=. T Seda - g i
Cra = [ SIEWD 5 hm v AsT W
1 Croske = 131 ~ i ey = ~p1 T Ax= T
4 Erash = 123 °= Jromis e = ~p1 T Az =
Ergdly - . IR - Lo e . sy = frx: .=

ek = == = et 1 i Jed - L -

Puc. 5.3.18.1 Pacimpennas Hactpoiika RSTP

JlocTyIiHBIE 71 peTaKTUPOBAHMS TICPEMECHHBIC:
e RSTP State - pexxum padotsl BeikiroueHo, STP umu RSTP.
e BPDU Forward
e Bridge Priority - npuopurer MocTa (KOMMYTaTOpa), yCTAHABIUBAETCS C
marom 4096 (1-32768). Heo6xoaum niist onpeaesienus: Root Bridge
(kopHEBOro KOMMyTaTopa). KopHeBbIM KOMMYTaTOPOM CTAHOBUTCS TOT, Y
KoToporo 3HaueHue Bridge Priority mensbie.

e TX Hold Count - orpannueHue MakCUMallbHOT'O YKciia nockuiaembix BPDU
nakeToB B cekyHay (1-10).

e Bridge Max Age - BpeMs O)KUJaHUSI MOCTa B CEKyH/1aX, IO UCTEYEHUIO
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KOTOPOT'O OH CaM BBICBUIAET COOOIIICHUE O TIEpeCTPOCHHUH ceTH (6-40 cexyH).
e Bridge Hello Time - nepuoa pacceuiku BPDU nakeroB B cekynaax (1-2
CEKYH]I).
e Forward Delay Time - 3aepkka repexojia COCTOSIHUMA MOPTOB U3 COCTOSIHUS
npocaymuBanus (Listening) u o0yuenus (Learning) B cocTosiHue niepaadu
(Forwarding) (B cexynmax) (4-30).

Hacrtpoliku noptos:

e RSTP State - Bxitouenue nopra B npotokoi STP/RSTP. Eciu He Tpedyercs
oOecreynBath MOAAECPKKY KOJIBIEBOM TOMOJIOTMHU Ha ONPEAeIEHHOM MOPTY, TO
ATOT MOPT MOXHO BBHIKIIOUUTH U3 paboThl RSTP. Ognako, yutute, 4To eciu
IIPU 3TOM JIaHHBIA MOPT CTAHET PE3EPBHOM JIMHUEN, TO BO3MOKHO
BO3HUKHOBEHUE 3AIIMKIIMBAHUM [TAKETOB U BO3HUKHOBEHUS IITOPMA.

e Port Priority - npuoputet nopra (0-240) meHnsercs ¢ marom 16.

e Cost - croumocTts nytu nopta (1-200000000). ITpu HaMUYMK HECKOIBKUX
aIbTEPHATUBHBIX MYyTEW BCETJ]a BEIOUPAETCS TOT, Y KOTOPOTO CyMMa
CTOMMOCTEHN MyTH MUHUMaNbHA. CTOMMOCTh MOPTA 3aBUCUT OT €0
poIycKHOM criocoOHocTH, 1t mopTa FastEthernet — 200000, ans mopra
GigabitEthernet — 20000.

e Auto cost - aBTOMaTUYECKU BBIOMPATH CTOUMOCTh IMyTH 1opTa. CTOUMOCT
IyTH BBIOUPAETCS UCXOS U3 MPOIYCKHON CITOCOOHOCTH mopTa. Ecnu ramouka
HE YCTaHOBJIEHA, CTOUMOCTh TTyTH OepeTcs u3 mosst Cost .

e Edge - pyuHoe nin aBToMaTHYECKOE OIpeiesieHre rpannyHoro mopra. Edge
port — 3TO TaKOW MOPT, KOTOPBIM HANIPAMYIO COEAUHAETCSA C CETMEHTOM CETH,
IJI€ CO3/IaHUE METIIH SIBJISIETCSI HEBO3MOXKHBIM. [IpuMepoM morpaHuyHoOro
OpTa MOXKET CIY>KUTb MOPT, HAMIPSAMYIO COEAMHIEMBIN ¢ paboyell cTaHIueN.
[TopThel, KOTOpBIE CKOHPUTYPHUPOBAHBI KaK MTOTPAaHUYHbIC, IEPEXOISIT B
COCTOSIHUE TIPOJIBUKEHUS TAKETOB HEMEJICHHO, MHHYSI COCTOSIHUS
POCIyIIMBAaHUS U u3yuyeHus. [lorpaHu4HbIN NOPT TEPSET CBOM CTATyC cpaszy
&e, Kak Toyibko oH nmpuHsu1 BPDU-nakeT, craHOBACH MPU ATOM OOBIYHBIM
OPTOM spanning tree.

e PTP - pyuHoe unu aBTOMaTH4ECKOE ONPEICIICHUE COCTMHEHNS TOUKA-TOYKA,
oOecrieuynBaeT OBICTPBIN MEPEX0l B PEXKUM TPOJABMKEHUS MakeToB. P2P-
NOPT UCHOJIB3YETCS ISl COEIMHEHUS C IPYTUMH MOCTaMHU.

IIpu nactpoiike napameTpoB Forward Delay Time, Bridge Hello Time,
Bridge Max Age He0oOX0IMMO BBIMOJHEHHUE CIIEIYIONIETO YCIOBHUS:

2*( Forward Delay Time - 1) >= Bridge Max Age >= 2*(Bridge Hello Time + 1).

[Tocne nactpoitku RSTP npokoHTposupyiite pe3yabTaT (GOpMUPOBAHUS TOTOJIOTUN
BO BKIagke RSTP Status.
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5.3.19 Hacrtpoiika IGMP
IGMP — IGMP Snooping

IGMP Snooping state | Disabled

[ Apply ] [ Advanced Settings Show ]

Puc. 5.3.19.1 Cokpamennas Hactpoiika IGMP Snooping

IGMP snooping pazpaboTan 1151 IpeIOTBPAILICHHS IIIUPOKOBENIATEIBLHON
(broadcast) perpancisiuu multicast Tpadrka KOMIBIOTEPAM-TIOTPEOUTEIISM,
KOTOPBIE SIBHO HE 3asBHJIA O CBOCH 3aMHTEPECOBAHHOCTH B HEM. DTO TIO3BOJISICT
KOMMYTaTOpaM MCKITI0YaTh TaKoW TpauK U3 TMOTOKOB, HAIIPABIISIEMBIX Yepe3 MOPTHI,
K KOTOPBIM HE TIOJIKJIFOYCHO €ro MOTpeOnTeICH, TeM CaMbIM CYIIIECTBEHHO CHIIKAS
Harpy3Ky Ha CeTb.

B obmiem cnydae nns 3aaeiictoBanusi IGMP snooping HE0O6X0AUMO €ro JUIIh
BKJIFOUHUTH, B CBSI3M C 3THM OOJIbHASI 9aCTh HACTPOEK CKpbITa. |15 TOr0, 4TOOBI
0TOOpPa3UTh BCE HACTPOUKH, KIMKHUTE HA KHOTIKY «Advanced Settings Show»

LGMP Snocoing state |E|'-=L":ﬂ |

| Soud 15D Qu=y ' [Ersbled ]

. Cheery Tnrerval . t-.l_
Query Response Teterval . W]
Group Mombershap Time | 250 ]

ey Qhuimivas Presend Innerval |EE-E

Parn | Poot Stars:
i o
2 o
=4
* L

14l

Puc. 5.3.19.2 Pacminpennas nactpoiika IGMP Snooping
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e IGMP Snooping state - coctosinue nporokosa IGMP

e Send IGMP Query — noceunate General Query. (Bo3MOXHO OTKITIOUNTH
otnpaBky General Query)

e Query Interval - unTepBan BpeMeHN MEXTy OTIpaBkoii coobmenuit Query (1-
255 cexyHnn). [To ymomuanuto 60 cekyHI.

¢ Query Response Interval - MakcumManbHOE BpEMs OKHIAHUS OTBETA OT XOCTa
Ha OTHpaBKy nepuoaudeckux oommx Query. (1-25 cexynn). [To ymomyanuo
10 cexyH.

e Group Membership Interval - untepBan BpeMeHU B TEUEHUE KOTOPOTO
Mapuipytusarop oxuaaet nonydenus IGMP Report. Ecnu on He Obut
MOJIyYEH, TO MapIIPyTU3ATOP CUUTAET, YTO B JAHHOM CETH OOJIbILIE HET
XOCTOB, KOTOpbIe NpuHaiexar rpymmne.(1-255 cekynn). Ilo ymomuanuto 250
CEKYH/I.

e Other Querier Present Interval - ecniu kommyTtaTop Non-Querier, To eciii OH
B TEUCHUHU HTOTO MHTEpBaJia He nmony4yrs Query, To OH HAaUMHAET CUYUTATh ce0s
Querier. 1o ymonyanuto 255 cexyH.

e Port State - aktuBHOCT IGMP Snooping Ha BBIOpaHHOM MOPTY.
YcranoBneHHbIl yeKOoke pazpemiaet padoty IGMP Ha nopTty, a CHATHIM
NEPEBOJIUT MOPT B OOBIYHBIN pexuM paboThI (T.€. MOPT OyAeT BOCIPUHUMATD
BECh MYJIbTUKACTOBBIN TpadUK KaK MIUPOKOBEIIATEIIbHbIN)

Ipumeuanue: IGMP Snooping pabotaer Tosbko ¢ TpadhuKoM U3 management
VLAN .

[TpocMOTpETh CIUCOK TEKYIIUX TPYHIT MHOTOAJIPECHON PACCHUIKU MOMKHO
nocMmotpeTh Bo BkIagke IGMP — IGMP Group List
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5.3.20 Hacrtpoiika LLDP

LLDP — LLDP Settings

Link Layer Discovery Protocol (LLDP) — mpoTokon kaHaasHOTO YPOBHS,
MO3BOJIAIOIINN CETEBOMY 000PYIOBAaHHUIO OMOBEIIATh 000pyJ0BaHKe, paboTarolee B
JIOKaJTbHOHU CETH, O CBOEM CYIIECTBOBAHUU U MIEPEIaBaTh €My CBOHM XapaKTEPUCTHKH,
a TaK)Ke MOJIy4aTh OT HETO aHAJIOTUYHBIC CBEICHUSI.

Nudopmanus, coopannas nocpeactsom LLDP, HakanmuBaercs B yCTpOHCTBaxX
U MOET OBITh ¢ HUX 3ampoiieHa nocpeactBoMm SNMP. Takum o6pa3zoM, TOMOJIOTUs
ceTH, B KoTopoil ucnosb3yercs LLDP, MoxxeT ObITh MoJTydeHa ¢ YIpaBIISIOIIEro
KOMIIBIOTEpA MOCJIEI0BATEIBHBIM 00X0JJOM U OITPOCOM KaXKJ0To ycTpoiicTsa. [Ipu
ATOM MOTy4YaeMas HH(popMaIus COACPKUT:
* HMs YCTPOWCTBA U €r0 ONIMCAHHE
* WM NIOPTA U €r0 OIIMCAHUE
* [P-agpec ycTpoiicTBa, 10 KOTOPOMY OHO JAOCTYIHO JJIsl yIIPABICHUS
(3ampocoB) o npotokoixy SNMP;
* (yHKIUM ycTpoiicTBa — KoMMmyTarus ( switching), mapuipytuzaius (routing)

Hcnonp3ys 3Ty nHbOpMAaIUio U onpairuBas 0a3bl JaHHBIX 00HAPYKEHHBIX
ycrporicts (MIB), cuctemsl ynpaBieHHsl MOTYT THHAMHYECKH MOJEIUPOBATh U
OTCJIC)KMBATh COCTOSIHUS JIOKAJIbHBIX ceTel nepenayun ganubix (LAN), a Takxe
CTPOMTH UX BU3YaJIbHBIE CXEMBI ISl MIOJIb30BATENEH U aIMUHUCTPATOPOB.

LIDT state Enabled  -|
MMessage Transmit Interval | 30

I'= Hald Multiplior 4

Pout | Port State

L =

Puc. 5.3.20.1 Hactpoiika LLDP

e LLDP state - cocrosiuue nmporokosa LLDP. [1Io ymomuanuto npoToko
BBIKJIFOUEH.

e Message Transmit Interval — nHTEpBan oTnpaBku HHPOPMALMOHHBIX
coobmenuit LLDP. (5-120 cexynn)

e Tx Hold Multiplier - MmuoxuTens xpanenus (2 - 10), ucronb3yeTcs s
pacuéra TTL(Bpemst xpaHeHus 3anucu 00 yCTPOIHCTBE)
(TTL=Message Transmit Interval*Tx Hold Multiplier

e Port state — cocrosanue nporokosa LLDP na nopry. I[Ipu Bkiatouenuu, nopr
npuHuMaeT u otnpasisieT LLDP coobmenus
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5.3.21 Hacrtpoiika SNMP
SNMP — SNMP

SNMP (Simple Network Management Protocol) — npoTokos1, KOTopbIii
UCIIOJIb3YETCs 1711 yNPaBJIEHUS U MOHUTOPUHTIA 33 CETEBBIMU ycTpoiicTBaMu. C
nomoIpio npotokona SNMP, nporpammMHoe obecriedeHue MOXKET MOTydaTh JOCTYT
K UH(QOpMaIU, KOTOpasi XpaHUTCS Ha YIIPaBIsEMbIX YCTPONUCTBAX (Hampumep, Ha
koMMyTaTope). Ha ynpasnsiembix ycrpoiictBax SNMP xpanut unpopmainio oo
YCTPOMCTBE, Ha KOTOPOM OH paboTaeT, B 0aze JaHHBIX, KOTopas Ha3biBaeTcsa MIB.

KommyTtarop nogaepxkusaer SNMP vl u SNMP v3.

5.3.21.1 Hacrpoiika SNMP vl

State [Enable |

Traps server I address i!3.£ l16s |LI |!-_'i |
l"-.-'emn:'n [ MBI 1w

| Read Compmnity !:.n_.} :

Write Communty E-pf.'-.-.a19

Puc. 5.3.21.1 Hactpoiika SNMP vl

e State - cOCTOSHHUE.

e Traps Server IP address - IP anpec cepBepa, Ha KOTOpBII OTHPABISIOTCS
SNMP Traps.

e Version - Bepcus npotokosa SNMP.

¢ Read Community - cooO11ecTBO TOIBKO JIsl YTEHUS, CTPOKA
ucronb3yromiascs Ay ayreHtudukaruu B SNMP vI. Taxke Read
Community ncnons3yercs 11 ornpaBku SNMP Taps.

e Write Community - coo0111eCTBO J1Jisl 3aIIUCH, CTPOKA UCTIONB3YIOIIASCS IS
ayteHTu(ukanuu B SNMP v1.

SNMP Traps OyayT nochlIaThCs TOIBKO MPU HACTYIUICHUH TEX COOBITHH,
KOTOpBbIE YKa3aHHbI BO BKIagke Event List
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5.3.21.2 Hacrpoiika SNMP v3

SNMP v3 o6ecnieunBaeT 60siee BRICOKHI YPOBEHb O€30MMaCHOCTH TIO
cpaBHenuto ¢ SNMP v1.

Ziade Fnamie

Traps sereer IP nddrass E a2, |58 o [104 |
Wersien e

Serumity Leval Sl Pre o

Ernine 10 B0 MO0 TS OFTSCAICT 46
Uger Mams user

Auath Pasaword . T |

Priv Pasiword . LT I

Puc. 5.3.21.2 Hactpoiika SNMP v3

st nHactpoitku SNMP v3 ycraHoBHTE nepekiitouaTeab Version B MOJ0KEHNUE
«SNMP v3».

SNMP v3 no3BoJisier riOKO HacTpauBaTh YPOBEHb 0€30M1aCHOCTH.
Br16op ypoBHS ocyiiecTBisieTcs nepekitouarenem «Security Level»:

e NoAuth,NoPriv - aBropusanus Tonbpko no crpoke User Name u 6e3
mdpoBanus. (pexum aHanoruaeHr SNMP v1)

e Auth,NoPriv - pabota ¢ ucnoiab30BaHUEM aBTOPU3AIIMHU T10 TTAPOJIIO
Auth Password (meroq HMAC-MD5-96), Ho 6e3 mudpoBaHus.

e Auth,Priv - pa6Gora ¢ ucronp3oBaHUEM aBTOPHU3AIIUU 10 Tapoao Auth
Password (metom HMAC-MD5-96),u ¢ mudpoBaranem AES-128 mo
kitouy Priv Password.

Engine ID - unentudpukarop B SNMP v3. Jlns kaxaoro kommyraropa Engine ID
YHUKaJIeH, OH reHepupyetcs Ha 6aze MAC anpeca ycrpoiictBa. To ecTh ero He
TpeOyeTCst UBMEHSTh, HO ITPU HEOOXOJUMOCTH MOKHO YCTAHOBUTH COOCTBEHHOE
3HAaUYCHHUE.
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5.3.22 ®uastpanus no MAC-aapecam
Security — MAC Address Filtering

B xommyTtaropax TFortis ecTh BO3MOKHOCTh BKIIFOUNTH (prusbTparuio mo MAC-
aJpecaM Ha MOpTax.
Paris Seitings

Fort | State

Sacure: MALC TiRraticn
3 Seours Port shusdoam
Sacure: Tamporary port shisdoan

3 | [mormal w|
4 | |MNarmal vl
5 | [Mormal |
6 | MNamal wl

Puc. 5.3.22.1 Hactpoiika pexxuma paboTsl moprta

B pexxume Normal, nopTt pabotaer B HOpMalIbHOM pEXUME, IPOU3BOIS
KOMMYTAITUIO MAaKEeTOB Kak 00bIYHO, Mponyckast itoosie MAC ajapeca.

[Tpu nepeBojie mopTa B COCTOSHHUE Secure, I0CTYN Yepe3 3TOT MOPT OyAeT
BO3MOX€EH TOJBKO ¢ Toro MAC azapeca, KOTOpbIH BPYyUHYIO MTPOMKCAH B TAOIUIE
MAC Address Table — ctincke pazpeménasix MAC agpecoB. Takxke ecTb
HECKOJIbKO BAPUAHTOB IOBEICHHUS IIPU ITPOXOKICHUN YEPE3 TIOPT HEPAZPEIIEHHOTO
MAC agpeca:

e Secure: MAC Filtration — eciu Ha mopTy oOHapyxeH HepazpemeéHubii MAC
azapec, To O01okupyetcs Tosbko 3ToT MAC aapec, u mopT nmpoAoKaeT
paboTars.

e Secure: Port shutdown - eciu Ha nopty oOHapy>keH HepaspemeHHblii MAC
azipec, To MOPT OJIOKUpYETCs, Iepeada JaHHBIX Yepe3 HEero MpeKpaaeTcs.

e Secure: Temporary port shutdown - ecnu Ha nopTy 0OHapyx eH
Hepazpeménubii MAC aznpec, TO OpT BPEMEHHO OJIOKUPYETCSl Ha 5 MUHYT,
nepeaaya JaHHbIX Yepe3 Hero npekpamaercs. [1o ncreuenunto 3Toro BpeMeHu,
NOPT MEPEBOIUTCS BHOBb B COCTOSIHUE Tlepenaun. Ecim HepaspemeHabiit MAC
OCTaJICSl, TO MOPT CHOBA OJIOKUPYETCSI.

Jlo6aBnenue HoBoro paspeménnoro MAC aapeca npousBoautcs B Tabnuie Add
New MAC Address. /{is atoro yka3siaetca MAC agpec u Homep nopra.

Sdd MNew ALAC Addiss
5 BT Hart

I | I I | || o1~

faTHH

Puc. 5.3.22.2 Jlo6aBnenue HoBoro MAC aapeca u tabimna MAC aapecoB
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5.3.22.1 Cniucok 3a0s10kupoBanabix MAC-agpecos
Security —Blocked MAC Address

[Tpu Brirouennu pyuknun Guibrpanuu MAC aapecos, B Tabnuiie 0yayT
otobpaxkarbcss MAC aapeca yCTpOHCTB, KOTOPBIE TBITATUCH OCYIIECTBUTD JOCTYII

OJIMH W3 3alIMIIEHHBIX IOPTOB KOMMYTATOPA, U IIPU 3TOM HE OBLIM BHECEHBI C
CIIMCOK Pa3pelEHHBIX I ATOTO MOPTA.

Port | MAC address
14 LR 2R s i fid 5574

DMy 278821 C:535:R5

b
=

4 24:04:A6AB2:Th
414 00:15:70:CB:sDe33

4 O0:1AG2:6T:ARBS
& O&F00: 2T 5180
T4 St A A R
E|4 54:42:49:97 0050

21 Q00000000000

| Haligsh

Puc. 5.3.22.3 Cnucoxk 3a6nokupoBanubix MAC agpecos

J1J1s CBOEBPEMEHHOTO HHPOPMHUPOBAHUS aJIMHHUCTPATOPA CETH O TOTBITKAX
nocryna ¢ HeuzBecTHbIX MAC anpecoB, HEOOXOAMMO HACTPOUTH 3TO cOObITHE. st
storo B pazzene Events — Event List yctanosute ranouky MAC Filtering

MAC Filtering [(4)Wamning V|

Puc. 5.3.22.4 Hactpoiika coObITHS
W nanee Hactpoiite m000i npoTokos nHpopmuposanus (Syslog, SNMP-Trap
uu SMTP)
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5.3.23 Hacrpoiika 0e301acHOro cTapTa BUJeoKaMep

Special Functions — Comfort Start

Comfort Start - be3onacHslii cTapT Buaeokamepsl. Hanbonee KpuTHUHBIM
MOMEHTOM B pabOTe BUAECOKAMEPHI SIBIISETCA €€ 3aIyCK PU HU3KOM TeMneparype.
Jlnst obecneyeHust KOM(OPTHBIX YCIOBUH 3aIlyCKa BUIEOKAMEPHI B XOJIOIHOE BPEMsI
rojia peKOMEHAyEeTCs MIPEABAPUTENLHO 3alIUTATh HArPEBATEIIbHBIN JIIEMEHT
TEPMOKOXKyXa U TOJIBKO MOTOM BKIIFOUUTH BUIEOKAMEPY. Y CTAHOBIIEHHAS rajioyka
oOecreunBaeT 3a/iep KKy 1o BkiodeHuto PoE nist Buneoxkameps! Ha 1 wim 2 yaca
1ocje Nnojadyu NUTaHusl Ha KOMMYTAaTop.

OoOpaTure BHMMaHueE!

JanHast GyHKIMS TOCTYIHA TOJIBKO Ha YIUYHBIX KOMMYTaTOpax
PSW

Ooparure BHUMaHue!
JlanHast hyHKIMS paboTaeT TOJNIBKO MPU UCIIOJIb30BAHUHU
tepmokoxyxoB TFortis TH-02 u TH-03

Soft start time - BIOOp MIUTEITHHOCTH PaOOTHI MPEIBAPUTEIIFHOTO IIPOTPEBa.
Ecnu temnepatypa Bo3nyxa He onyckaercs Huxke MuHyc 30°C, pekoMeH1yeTcst
yCTaHaBIMBAaTh MporpeB | yac, npu 0oJiee HU3KOM TeMneparype yCTaHaBIUBATh
pEKOMEHAyeTCs 2 yaca.

Manual start - npyHY IUTEIBHOE BKIIOUEHUE BUICOKAMEDPBI, HE TOKUAASICH
3aBepIICHUS LHUKJIAa IPOrPEBa.

Soft start time | Hour =

Port Comfort start Pl status Manual stast
: OFF [Em

2 | | OFF | Sitart

3 OFF | e

1 | oFF | Stel

Puc. 5.3.23.1 Hactpotika 6e30macHoOro crapra kKamep
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5.3.24 HacTpoiika KOHTPOJIS 3aBHCAHUS BUIeOKaMep

Special Functions — Auto Restart

Ooparure BHUMaHue!
JlanHast (yHKLIMS TOCTYIHA TOJIBKO HAa YIUYHBIX KOMMYTaTOpax
PSW

JanHas GyHKIMS MpeHa3HaueHa ISl aBTOMAaTHYECKOTO Iepe3ammycka
BUJICOKaMePBI IPH €€ 3aBUCaHuH. [lepe3ammyck oCcyecTBISIeTCs TOIbKO B TOM
cilydae, Korjia KaMepa IUTaeTcs 1o MpoTokojibHOMY PoE. ABTOMaTHueckast
nepesarpyska He BO3MOXHA, €CJTH MMTAaHUE OCYIIECTBISIETCS 10 0€CITPOTOKOILHOMY
PoE (Passive PoE), nu6o nuranue nomaércs ot croponHero PoE urxekropa.

Sl | gy mesarmnde | Ve Sdmned resfer]
1 T T whin Sl CTTRERE Al | .-Crr\-: i

3 | Fmg v [0z wo o a [Eeman |

P dink W - | Awaml

4 | Toedim = - l Tl

Puc. 5.3.24.1 Hactpoiika KOHTpOJIS 3aBUCAHUS KaMep
Auto restart mode - kpuTepuii 3aBUCaHUS.

Cy1ecTByeT Tpu KpUTEpHUSL:
e Link - nponaganue curnana Link oT Bupeokamepsl.
e PING - orcyTcTBHE OTBETOB Ha CyKeOHBIE 3ampochl Ping.

e Speed — HU3Kasi CKOPOCTh Ha MOPTY.
[Ipu ucnonws3oBanuu kputepus Ping ykaxure [P agpec kamepsl.

[Ipn ncnons3oBanum kpurepus Speed yKa)KUTe MUHUMAIIBHBIN ITIOPOT CKOPOCTH HA
nopty. CkopocTs ycraHaBinuBaeTcsi B Kour/cek.
Manual restart - npuHyAUTENIbHAS IIEPE3ArPy3Ka BUACOKAMEDHI.
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5.3.25 ArpernpoBaHue KaHAJIOB

Ports — Link Aggregation
JanHasi pyHKUMA ellé He peain30BaHa!

KommyTtaTtopsr TFortis SWU noanepKuBaroT co3aaHue 10 5 arperupoBaHHbIX
KaHAJIOB, coJiepKalliuX oT 2 10 8 mopToB. O0beAMHEHNE (PUZHUECKHUX TOPTOB
KOMMYTaTOpa B arperupOBaHHbINA KaHaJI MO3BOJISET YBEIMUUTh MPOITYCKHYIO
CIOCOOHOCTh MeX 1y KommyTaTopamu B N pa3 (rae N — uncio nopToB B rpymnre), a
TaK)X€ YBEJIMYHUTh OTKA30yCTOMYUBOCTDh CUCTEMBI. ATPETUPOBAHUE SIBISETCS
CTaTUYECKUM, a 3HAYUT TpeOyeT pyuHOH HACTPOUKH.

Add Trumk
ID | State hWlaster Port | 1 2 3 4 5 & 7 H 9 10|11 |12 (13 |14 |15 | 1&

1 Enabded - 1 - B o
Add

Puc. 5.3.25.1 Co3nanue arperupoBaHHOTO KaHaja

Jljist 00benMHEeHUSI TPYTINBI TOPTOB B arperMpPOBaHHBINA KaHaI HEOOXOAMMO B TaOIUIE
Add Trunk BeiOpaTh 00beUHSAEMBIE TOPTHI U CPEIU HUX yKa3aTh MacTep-IOPT.

e State — cocrosHue Tpanka. [jisg aktuBanuu ycranosute Enable

e Master Port — mactep-nopt. Macrep nopTt JOJKEH IIPUHALIIEKATD CIIUCKY
BBIOPAHHBIX B IPYMITy TOPTOB

e Add — no6GaBiieHre HOBOH TPYTIIBI

[Tocne noGaBieHust HOBOM rpynibl, oHa MosgBUTCS B criucke Trunk List.

Trunk Li.-.-t_ _
Timnk 1T | State Master Port | Ports

1 Enabled | 1 1 2 Edit [ Delete

Puc. 5.3.25.2 Cnucok arperupoBaHHbIX KaHAJIOB

OkoHYaTeIbHOE MPUMEHEHNE HACTPOEK MPOUCXOAUT MOCIIE HAXKATHUS HA KHOIIKY
Apply.
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5.3.26 3epkasupoBaHue NOPTOB

Ports — Port Mirroring

KommyTtaTtop SWU nonnepxuBaeT 3epkanupoBanue Tpaduka c
ONpeAEIEHHBIX TOPTOB HA LIEJIEBOU MOPT.

Ambe | Enabded =

Torges Iail=

't

Puc. 5.3.26.1 Hacrpoiika 3epkanupoBanus Tpaduka c 2 nopra Ha 1-i

e State - BKIIIOYECHHE 3€PKATUPOBAHUS, 10 YMOTYAHHUIO (DYHKIIHS
3epKaJIMPOBAHUS OTKJIIOYEHA.

e Target Port — meneBoit mopt, Ha JaHHBIN OPT OyyT AyOIUPOBATHCA JIAaHHbBIC
C IOPTOB-UCTOUYHUKOB

e Ports — MopTHI-UCTOUYHUKH, TIOPT MOJACP>KUBAET HECKOJIBKO PEKUMOB:

© N (Normal) — mopt paboTaet B 0OBIYHOM PEKHUME, 3ePKAUTUPOBAHUE
OTKJIFOYEHO.

© R (Rx) — Ha 1eneBoi mopT NepechUIatoTCs TOIbKO IPUHUMAEMbIE 3TUM
ITIOPTOM ITAKETHI

© T (Tx) — Ha HeeBOM MOPT MEPECHUIAIOTCS TOJIBKO OTIIPABIISIEMBIE C 3TOTO
[OpTa MAKETHI

© B (Both) — Ha niesieBo#t mopT nepechUIalOTC KaKk MTPUHUMAEMbIE 3TUM
MIOPTOM, TaK ¥ OTIIPABJISEMBIC C 3TOTO MOPTA MAKETHI
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5.3.27 Tpancasiuus coObITHII Ha 0/10KkU MHTerpanuu Teleport

Special Function — Teleport

baoxk unrerpanun TFortis Teleport-1 npenHasHadeH st UHTErpauuu
koMmyTaTopoB TFortis PSW ¢ oxpaHHbIMH crucTeMaMu 0€3011aCHOCTH.

OaHo u3 npumenenunit ycrpoiicrsa Teleport-1 - 3To TpaHCIALMSA TPEBOKHBIX
curHasioB ot kommyTtatopoB TFortis PSW (BckpbsiTue mkada, oTcyTcTBHe
coenunenus ¢ IP-kamepoit u np.) B 1100Y10 OXpaHHYIO CUCTEMY, HAlpUMED B
"bonua". biok uHTErpanyu UMEET pesieHbIE BBIXObI, HA KOTOPBIE TPAHCIUPYETCS
COCTOSIHAE BXOJIOB THIIA «CYXOM KOHTAKT» U3 KOMMYTaTOpa.

HoweayTarop TRems PSW
= LKaty CroasBas-1

— HETAA NaRA
— B
[ UInefidi e CHIKANHZAILAR

Hawrnymarea TRarfis S0 16 BUICE METETRAL HE Cuarnws-10
Fomes TELEPORT-1 WO sOpaoum

Puc. 5.3.27.1 Ctpykrypa cetu

Hactpoiika cBsi3u kommyTtatop PSW «—— Onox unterpanuu Teleport
MIPOU3BOAUTCS B HECKOJIBKO I1ar0B:

1. Co3nanue cnucka ¢ yJaaEHHbBIMU yCTPOUCTBAMH.
Add New Remaole Device

Name
Type Teleport-1 ~

1P Address :

| Add Device |

Puc. 5.3.27.2 JloGaBieHne HOBOTO yJaJIEHHOI'O YCTPOICTBA

Kommytaropsr TFortis. PykoBoacTBo no HacTpoiike 61



| T Fortis

Name — TEeKCTOBOE OMUcaHue, HeoOA3aTENbHBIN MTapaMeTp, CIY>KUT JHUIIIb JIJIS
yI00CTBa HACPOUKHU

Type — Tun ynanéanoro ycrporictsa (Teleport-1 wim Teleport-2)

IP Address - IP agpec ynan€énnoro ycrporcTsa

JloGaByiieHHBIE YCTpOMCTBA Oy IyT OTOOPaXEHBI B CITUCKE YIAIEHHBIX YCTPOUCTB:

Devices List
| Name | Type IP Address

1 Telepori-1 | 192.168.0.3 | | Info | Edit | Delete
Puc. 5.3.27.3 Cnucok yaajleHHBIX yCTPOHCTB

2. [IpuBs3ka 10KaIbHOTO BXOJa WIIM COOBITHSA K BBIXOAY yAaNEHHOTO YCTPOMCTBRA.
31ech MPOUCXOAUT HACTPOITKAa COOTBETCTBUS, HA Kakoi BbIxoJ Teleport'a
TPAHCIIMPOBATH COCTOSIHUE BXO/IA.

Inputs
Achive | Remote Device | Eemote Port | Inverse | Current Sfafe
I | ¥ 192.168.0.3 = | Catl - ¥ Open

2 Oipen

Events

Active | Description = Remote Device | Remote Port | Inverse | Current S1ate
1 UPs Ot
a1 AuntoRestart 19216803 ~ | Qw2 - Open

Puc. 5.3.27.4 Caucok BXOI0OB U COOBITHI

Inputs - HacTpoiika TpaHCISAUUU BXOHOB:

* Active - akTUBHOCTb. Eciin rajnodka yCTaHOBJIEHA, TO BXOJl aKTUBEH U €T0
COCTOSIHUE PETPAHCIUPYETCS HA YAAIEHHOE YCTPOIMCTBO

* Remote Device - ynan€HHOe yCTpONCTBO

* Remote Port - HoMep BbIX0/1a YAAIEHHOTO YCTPOMCTBA

* Inverse - THBEpTUPOBATH COCTOSIHME BXOJa. T.€. KOoraga BXOJ Pa30OMKHYT,
BBIXO/Jl YIaJIEHHOIO YCTPOMCTBa OYAET 3aMKHYT U HA00OPOT.

* Current State - Texyllee COCTOSIHAE BX0/1a
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Events - HacTpoiika TpaHCISIIUNA COOBITUH :

* Active - akTUBHOCTb. Eciu rajiouka ycTaHOBJIEHA, COOBITHE PETPAHCIUPYETCS
Ha BBIXOJ| YAAJEHHOTO YCTPOMCTBA

* Remote Device - y1anéHHoe yCTpOMCTBO

* Remote Port - HoMep BbIX0J1a YIAIEHHOTO YCTPOMCTBA
* Inverse - nHBEepCUs

e Current State - TekyIillee COCTOSIHUE COOBITHUS
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5.3.28 KabeabHblii TecTep

Diagnostic Tools — Virtual Cable Tester

Kommyrtaropsr TFortis monnepkuBatoT (yHKIUIO TPOBEPKU LEIOCTHOCTH
ka0ens Ha “meanbix”’ moprax Fast Ethernet. /laHHBIN TeCcT MO3BOJISET ONPEAEIUTD
THUII OBPEKIeHUS (0OPBIB MIIM KOPOTKOE 3aMbIKAHUE) IS KaXKJI0M Maphbl, a TaKxKe
yKa3aTh pacCTOSTHUE OT KOMMYTAToOpa JI0 MECTA MOBPEXKIACHUS.

®u3nyeckuil MPUHIMUIT TECTUPOBAHKS OCHOBAH HA TOM, YTO KOMMYTATOP
NOCHIIAET MPOOHBIN ANEKTPUUECKUI HMITYJILC MO KaOelo, U Ha OCHOBAaHUU BPEMEHU
3aJIep’KKU U (paze MPUHITOr0 OTPAXKEHHOTO CUTHAA ONPEeIIAeT JUCTAHLUIO 10
NOBpeXeHus U ee Tun. [Ipu 3TOM Ha BpeMs Mponasaer CBs3b U JIMHK Ha
TECTUPYEMOM IOPTY.

Ecnu xabenb 1emnplii, 1 Ha JAPYTroi CTOPOHE MOJIKII0UEHO UCIPABHOE CETEBOE
YCTPOMCTBO, TO OIpeAeTIeHHE JUIMHBI Kabelsi HEBO3MOXKHO, T.K UCXOs U3 MPUHIUIIA
paboThI, MPOOHBIN CUTHAI OyIeT TEPMUHUPOBATHCSI KOHEUHBIM YCTPONUCTBOM U HE
OyIeT oTpakeHHsI.

TecTupoBaHue MPOUCXOAUT HAXKATUEM HA KHOIIKY I10J] COOTBETCTBYIOILIUM
noptoM B pazzaene Diagnostic. [Ipu 3ToM, ocie Tecta, B Tabauie oToopas3sTcs
pe3yabTarhl Tecta Jyis nap 1-2(6eno-opaHxeBbiii — opaHkeBbiit) u 3-6 (6eno-
3CJICHBINA — 3€JICHBIN ).

HononuurensHo B komMmyTatopax SWU tectupyrorcs napsel 4-5, 7-8.

[Tocne TecTupoBaHUsl BOBMOXHBI CIIEIYIOIINE PE3YIbTaThI:
1. Short - KopoTkoe 3aMbIkaHne MEXy MapaMmu
2. Open - OOpsIB WK Kabelb HE MOIKIII0YCH
3. Good - OTcyTCcTBHE MOBPEKIACHUS

["apaHTHpOBaHHAs TOUHOCTh ONPEIECIICHUS JJIMHBI KaOelsl TECTEPOM
cocTasiseT + 2 Merpa. [loaToMy BO3MOYKHA CUTyalHsi, KOT1a IPA TECTUPOBAHUHI
3aBeI0MO LIesI0ro Kabesns, ;ymHa nap 1-2 u 3-6 Oyner pazau4yHoi. ITO MOXKET ObITh
CBSA3aHO C Pa3IUYHBIMU (PAKTOpaMU: HEOJHOPOAHBIE XaPAKTEPUCTUKN METHBIX
IPOBOJHUKOB, Pa3IN4Hasl NIOTHOCTh CKPYYUBAHUS Map, UHAUBUAYaJIbHbIE
ocoOeHHOCTH KomMmyTaTopa PSW.

Jj1s OBBIILIEHUS] TOYHOCTH U3MEPEHUN, MOYKHO MTPOU3BECTH KAIMOPOBKY
Ka0eIpHOro TecTepa.

J1J1s 3TOro MOAKIIIOUUTE K KaTuOpyeMoMy MOpTy KOMMyTaTopa Kabesb AJITUHON
HE MeHee 2 MEeTPOB (IIPH TOM OCTaBbTE BTOPOI KOHEI] KaOess He IOIKIIOYCHHBIM),
B WEB unrepdeiice B paznene Calibrate HanpoTuB HY>XKHOTO MOPTA YKAKHUTE JUIUHY
MOAKJIIOYEHHOT0 Kadesst B MeTpax U Haxxkmute Set. [Ipu 3ToM npoxoauT TecT u
PacCUMTHIBAETCS MOMPABOYHbINA KOA()(PHUIIMEHT.
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Calibrate
Parl Aciual distamee
1 St
< s
4 et
Diagnostic
Distance Srafus
Part oo [ ' 1
Pelrl- | poird.6 | Pair 1.2 | Pair3.6 |
1 - : - | (et
- = z RiL]
‘= [ Teet
4 B X , - [Tast

Puc. 5.3.28.1 UnTtepdetic kabenbHOTO TEcTEepa

5.3.29 Ynanénubiii Ping
Diagnostic Tools — Ping

IP address O 1] 1] 1]

Puc. 5.3.29.1 Untepdetic ynanennoro PING

PING — YTunuta 1151 IpoBepKu coeuHeHui B ceTsax Ha ocHoBe TCP/IP.
JlanHas yTunuTa oTnpasiseT 4 naketa o 32 Gaiita Ha ykasanHbid [P agpec u
KOHTPOJIUPYET UX BO3BpAILCHUE.

[Ipu nomonm JaHHOW YTHIMTHI BBl MOXKETE «IIPONMHIOBATHY) KaMEPY

HEMOCPEACTBEHHO C KOMMYTAaTOpa. DTO MOXKET MOHAA00UTHCS JIIsl PEIICHUS
npo0iem.
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KoMMyTaTop mpenocTaBisieT pa3IndHyl0 CTaTUCTUYECKYIO0 HH(POpMaIIKio, OHA

MOJKET OBITH IOJIC3HA IIpHu pCHICHUU HpO6JIeM C CCThIO U €€ AaAMHUHUCTPHUPOBAHUCM.

5.3.30.1 CrarucTuka no nopram

Statistics — Port Statistics

Poat BX T

1 - 32554633 (12,5 Mbps) : B13082E41 002 Mbpsh - Wiz inio

3 . BUAOSLADD (0.2 M) [ 25850007 {12 2 Mbpa) . _Wcra ik

3 . G0 Nbps) 000 Albps) . Wicie nio

| 3000 Mbys) 0 P ik Kicra inlo
. G 0.0 Nlbys) 000 2Ibpa) Wiare nin

[} . l..'l:[l I hdbeps) Ii ekl :'..El:-p'.:: Wiora nilo

Puc. 5.3.30.1.1 Craructuka no nopram

CraTucTHKa 10 IPUHATHIM U OTHPABICHHBIM JaHHBIM O KaXKIOMY HOPTY
KOMMYTaTopa.

e RX - HenoBpex/eHHbIE TaHHbIE, IPUHATHIE HA OPT (B OalTax).

e TX - HEMOBpPEXKJICHHBIE TaHHbIE, OTIIPABIEHHBIE C MTOPTa (B OaliTax).

Ipumeuanue . Bece cueTunku 32-X paspsaHbIe, OHU OOHYJISIOTCS IO TOCTHKEHUIO
3HaueHud 4294967295.

ITo Haxxaturo kHONKU «More info» MOKHO MPOCMOTPETH OoJiee MOAPOOHYIO

CTaTUCTUKY MO KOHKPETHOMY MOPTY (CM. Puc. 5.3.24.1.2)
; - .l o e, s |

SHEord At

TEFrdprka 41227

Puc. 5.3.30.1.2 IlogpoOHas craTHCTHKA IO IOPTY
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5.3.30.2 Cratucruka PoE
Statistics — PoE Status

Port | Se=ius | MMode | Powes

1 OFF

[
=,
5
T

Uotal Power 11X ¥

Puc. 5.3.30.2.1 Cratuctuka PoE

Ha nanHoii Bkiaake oroOpaxaercs nHpopmanus o HHxeKTupoBanuu PoE u
TEKyLIeH MOIIHOCTH AJisl Kakaoro nopra. Cratyc u notpedsisieMasi MOLTHOCTH
YKa3bIBa€TCs TOJIBKO U1l IIPOTOKOJIBHOrO POE.

Ooparure BHUMaHue!
Jannast GyHKIMS TOCTYMHA TOJIbKO Ha yau4yHbIX POE kommyTtaropax PSW

e Status - craryc PoE. (ON/OFF)

e Mode - Tumn nuta"us: TAN A - IUTaHUE nepegaeTcs no napam 1-2, 3-6. Tun B
- IUTaHue nepenaercs no mnapam 4-5, 7-8.

e Power - oTmaBaemasi MOIIHOCTH MPOTOKOJILHOTO POE (BT).

e Total Power - cymmapnast MmoutHoCTh (BT), 1u1st KOppekTHOM pabOThI HE
JIOJDKHA MPEBBINIATH OFOKET MOIIIHOCTH.
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5.3.30.3 ARP Tadauna
Statistics — ARP Table

Crpanuna conepxut ARP k311 nporieccopa KoMMyTaTopa, IpeICTaBICHHBII B BUIE

TaOJINIIBI.
Ne | P address WAL sddress
1 | I¥2.165.0.101 | AU BIAT O
1| 192.168.0.166 | D27EEIC 3RS
3| 192.168.0.236 201406 BA 6189
4 | 192.168.0.235 PUYEE 15:24:TF
5 | I¥2.168.0.128 00 19257 A ES
£ | 192168079 | OO STAEAC 1 LAC
T | 1821680124 | 3mEdEAGR 4
B | I92.165.0.8 00 L9257 A B
g | I¥2.168.0.24 O0OEEA61:93:56
10 | I¥2.168.0.10 | 20CF 0TI AT

Puc. 5.3.30.3.1 ARP Ta6nuia
5.3.30.4 MAC Tabauna
Statistics — MAC Table

Bxrnaaka comepxut Tabiauily KoMmMmyTanuu: cooTBeTcTBue MAC-opT.

Puc. 5.3.30.4.1 MAC Ttabnuua

Ne | AL sddress Bogt
1 | 000ANCLEE9E 4
I I e S e 4
3 DI 1ASZIETIARAY 4
4 | MelAMZGYARR] 4
5 | e1BEFCES RIS 4
] . DTG 1R TE-RE . 4
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5.3.30.5 DNS Taoauna
Statistics — DNS Table

Bxrnanka comepxuT pe3yiabTaT padoTsl mpoTokosia DNS: cOOTBETCTBHE UMEHU XOCTa
u ero IP anpeca.

iz [F addrees Dhoirais mame

1 217 6% 139.160 aitpmsar]

Puc. 5.3.30.5.1 DNS Tabaumna

5.3.30.6 CucremMHbIi KypHaJ (J10T)

Statistics — Log

Bxrnanka comepxut jor paboTel kKommyTaTtopa. Ha ofHO#M cTpaHuUIle BEIBOAUTCS
10000 3anuceit, 1Jist NEPEKITIOYCHUS HA CIIEAYIOUIYIO CTpaHully Haxxmure Next.
Jlnst coxpanenus yiora B txt daitn, Haxxmute Download log as file.

Loz

.=i:-I| "'\.l.l.-J.I | Do ey us a

ar BUAS2: STF tepalogr chanaed
- 2030%: Elariartor rosed
2 15T UHIESCL0: Bom 2 Aurlorestart: oo rephy bo Picg
2200034 Bart aror reset

£- 20954 BTE bepal

52 15UTI0LA UHAEET: Poar 52 Aafanssoort: oo reph bo Plog
5 21423 ETF lepolany Signacd

T H1121: Wart afiar renet

Bl 1S 0T ICLY DO:5 L0l E: Dam 72 Amloncsoam: o rephy b0 Diea
20AEF RBTE bepaodnes chanond

1 #1313: $art afizr reset

11: 22151 Slartarsss reset

12: #2151 ¥1F tepalogy shange:

12: 150720104 10 LoD W'ch. aberfee s cuthemticahon: Ok

I 180772004 1003 08 Do 53 AularcsrmeT de reply o Ding

1%5: #2047 ¥larl afizr reset

T e PP Gem

Puc. 5.3.30.6.1 Jlor

5.3.31 OouoBaenune 11O
Update/Backup — Update Firmware

Kommyrtarop PSW nognep:xusaer oonosnenue [10. [Tocneansis sepeus [10
BCerjia JOCTyMnHa Ha caite tforis.ru.
st oonosienus [10 ckauaiite apxuB ¢ npomuBkoid. Pazapxusupyiite. @aiin ¢
MPOIIMBKONM UMEET PACIIMPEHHE *.1mg
| & PSW2GPLUS0LL DBOS2014.img
< PR- PLUS-mih-v1.d.milka
reacme. Lt

cpdating manualixe

Puc. 5.3.31.1. ®aiin *.img
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B Be6-untepdetice 3aiinure Ha Bkiaaky Update Firmware u Beibepute (aiin
MPOIIMBKH KHOMIKOU O030p.

Current Firmware version: 00.01.01
File:

Puc. 5.3.31.2. Haxumaem O630p

Current Firmware version: 00.01.01
File: D:\Pub\npowmeku PSW 2C
Upload

Puc. 5.3.31.3. BriGupaem daiin *.img

Haxmute knonky Upload, noxaurecs noka aitn ckonupyercst Bo
BHYTPEHHIOIO MMaMsITh YCTPOMCTBA.

Current Tirmpvare version: 00.01.01
File: DPub\npowesakn PSW 2C| Obsop
Fitmmare loadsd .

Puc. 5.3.31.4. Joxunaemcs 3arpy3ku ¢aiina

[Tocne Toro, kak ¢aiin 3arpy3uics, Haxkmute Update 111 0OHOBICHUS WU
Cancel 119 OTMEHEIL.

Firmware is loaded, press "Update" to continue

Update ][ Cancel ]

Puc. 5.3.31.5. Haxumaem Update

[Tocne naxatusa Update HauneTcs mporiecc oOHoBIeHH. [Ipu He
Iepe3arpyKanTe KOMMYTATOP U HE OTKIIFOYANWTE NMUTAHUE.

Updating firmware, please wait

Puc. 5.3.31.6. XKnem okoH4aHus npoliecca NpOIIUBKI
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IIpumeuanue: Taxke KOMMYTaTOp MOJIEpKUBaeT 0OHOBIIeHUE Yepe3 Telnet ¢
BHentHero TFTP cepepa. bonee moapo6HO cM. pazaen «Ynpasnenue uepe3 Telnety

5.3.32 CoxpaHeHHe 1 BOCCTAHOBJICHHE HACTPOEK
Update/Backup — Backup/Recovery
KommyTaTopsl PSW nonep:xuBatoT BO3MOXHOCTh COXPAHEHHS TEKYIIIMX

HACTPOEK KOMMYTaTopa B (ailil KOHPUTypaluu, ero pelakTUPOBaHHUs, a TAKKe
BOCCTaHOBJICHHSI HACTPOEK U3 (ailia.

5.3.32.1 CoxpaHeHue HACTPOEK B (a1
B 6oxoBom mento Beibeputre Update/Backup — Backup/Recovery

Backup/Recovery

L. Backup settings

Drownioad users settines as file:

rirwaniloesd | Dl

2. Recovery settings

Upload settings file

[(Cfzop. || Wplosd

Puc. 5.3.32.1.1 Hutepdelic coxpaHeHUs: U BOCCTAHOBJICHUS HACTPOEK

B nynkre 1 Haxmurte knonky «Download a file». Byner npennokeHo coXpaHUTb UK
OTKPBITH (haiisi, COXpaHsIeM.

CTepeiTe B0 conpadnTs FSW settings backup bak b2 192.168.0.17

OTRpbIT ConpaHATs ¥ OThaEHa

Puc. 5.3.31.1.2 Coxpanenue ¢aiina HaCTpOeK

5.3.32.2. BoccraHoBJ/IeHHEe HACTPOEK U3 (aiiia

Ecnu TpebyeTrcst BOCCTaHOBUTH paHee COXpaHEHHBIE HACTPOWKH U3 (paitsa, TO BO
Biiaake Update/Backup — Backup/Recovery Beioupaem B mynkte 2 (Recovery
settings) ¢aiin kondurypanuu *.bak u Haxxumaem «Upload» 11 3arpy3ku.
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COs3EHKe © BEeb-CTpadHL ﬁ

! Wliite successlul and rabsool

Tk

Puc. 5.3.32.2.1 Tlepe3arpy3ka KOMMyTaTopa

[Tocne 3arpy3ku (aiina, ycTpoiCTBO mepe3arpy3uTcs, U HaCTPOKu OyayT
MIPUMEHEHBI.

5.3.32.3 PepaktupoBanue ¢paiisia KoHpurypauuu

N3menenue daiina KOHPUTrypaluu MOXKET ObITh TTOJIE3HBIM, KOT/Ia Y TPYTIIIBI
YCTPOMCTB CXOKHE HACTPOUKH, B 3TOM CIy4ae MOKHO CO3/1aTh JJIs1 3TUX YCTPOWCTB
yHUBEpCAIbHBIN (haiiyl KOHDUTYpALIUU U Y KAXKIOTO YCTPOUCTBA MEHSTh TOJIBKO
HeOoMbII0 Habop mapameTpoB, HarpuMmep [P anpec, a npyrue napameTpsl yxe
OyyT 3amucaHbl U3 ¢aiia KOHPUTypaIuu.

®aitn koHPUTYpaIK, TEHEPUPYEMBIF KOMMYTATOPOM IIPU COXPAaHECHUHU
HAcTpoeK B ¢aiiy, mpeacTaBiseT co0oi daiin ¢ pacimmpenneM *.bak ¢ HacTpoiikamu
B TEKCTOBOM BHJIE.

JlaHHbIi Qailll MOKHO OTKPBITH JIFOOBIM TEKCTOBBIM PEIAKTOPOM.

CrpykTrypa 3anuceil UMeeT CTpOro ornpejeneHuyto Gopmy 3anucu. B obmiem Buje
OHA BBITJISIJIAT TaK:

#<ums nepemenHou>=|<3HaueHue nepemeHHOU>|
Hanpumep: #IPADDRESS=[192.168.0.1], roe nepemennoit IPADDRESS

cooTBeTcTBYeT 3HaueHue 192.168.0.1

Onucanue HaCTPOeK ¢ 1eoaTHRIMU MTapaMeTpamu npecrasieHo B Tabmure 5.3.2.
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Tabmuma 5.3.2. Ilepemennble (aitia KOHGUTYpAITUH

CHHTaKCHC KOMAH/BI

Onucanune

#IPADDRESS=[192.168.0.1] IP agpec KOMMyTaTopa
#NETMASK=[255.255.255.0] Macka 1nojiceTu
#GATEWAY=[255.255.255.255] ILUTI03 TI0 YMOJTYaHHUIO
#USER MAC=[c0:11:a26:0:0:0]

nonb3oBarenbckuit MAC aapec

#DNS=[255.255.255.255]

IP anpec DNS cepsepa

#DHCPMODE=[0]

pexum pabotsl DHCP (0 — BeIKITIOUEH, 1
— DHCP kineHT)

#LANG=[0]

s3bIK HHTEp(deiica (0-anrmuiickmid, 1 —
PYCCKHI)

#HTTP_ USERNAME= ]
#HTTP PASSWD=[]

JIOTUH Y NapoJjb AJisl yYETHOM 3alKCH 10
yMoJyaHuio (rmpasa goctyna Admin)

#USER1 USERNAME=[]

Mg nonwp3o0BaTens

#USER1_PASSWD=[]

[Taponp s yueTHOM 3anucu

#USER1_RULE=[0]

[IpaBa notyna (0-y4yeTHast 3anuCh
otrkroueHa, 1| — Admin, 2 — User )

#SYSTEM NAME=[ ]

OIIMCaHue yCTPOMCTBA

#SYSTEM LOCATION=[]

MECTOPACIIONOXKEHUE YCTPOHCTBA

#SYSTEM CONTACT=]

KOHTAKTHBIC JaHHBIC

#PORT1 STATE=[1]

cocrosinue mopta Nel (1- Bki/0-BbIKIT)
AHaIOTUYHO ISl APYTUX TIOPTOB.

#PORT1 SPEEDDPLX=[0]

CKOpOCTh U ayruiekc Ha mopty Nel. (0 -
auto, 1 — 10 half, 2 — 10 full, 3 —

100 half, 4 — 100 full, 5 - 1000 full),
aHAJIOTUYHO JJIS IPYTUX MOPTOB.

#PORT1 FLOWCTRL=[0]

Flow Control na mopty Nel (0-disable, 1 -
enable), aHAJIOTUYHO JIJIsT IPYTHUX TTOPTOB.

#PORT1 _WDT=[0]

BKJIFOUEHHE aBTOMATHYECKON
nepe3arpy3ku BUAECOKaMeEph,
MOAKIIOUEHHOU K 3TOMY mopTy (0-
BBIKJIIOUEHO, | — mepe3arpyska no
nponagaHuto curnana Link, 2 —
nepe3arpyska o HeoTBety Ha Ping),
3— nmepe3arpyska o HU3KOH CKOPOCTH),
aHAJIOTUYHO IS IPYTUX MMOPTOB.
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#PORT1 IPADDR=[0.0.0.0]

IP anpec kamepsl, MOAKIIOUYEHHON K
nopty Nel, mpu akTUBHOM (PyHKIIUH
nepe3arpysku 1o Ping'y, aHagoruyHo s
JPYTUX MOPTOB.

#PORT1_WDT SPEED=[0]

HuxHUl opor CKOpocTH Ha IOPTY IPHU
aKTUBHOU (DYHKIIMH Tepe3arpy3Ku 1mo
CKOPOCTH JJis mopTa 1, aHanoruyHo AJist
npyrux nmopto. B Kout/cek.

#PORT SOFTSTART TIME=[1]

JUTUTETHHOCTh TIPOTPEBA TEPMOKOKYXOB
Ul PYHKIIMK KOM(OPTHOTO 3amycKa
Bujeokamep (1 — 1 gac, 2 — 2 yaca)

#PORT1 SOFTSTART=[0]

BKJTFOUEHUE PYHKIIMH KOM(OPTHOTO
crapta juist mopta Nel (0 — BBIKIIIOUEHO,
| - BKJIIOYEHO), aHAJTOTUYHO JJISI IPYTUX
MIOPTOB.

#PORT1 POE=[257]

ynpasienue PoE Ha nopty Nel (257 —
BKJIFOUEHO, () - BBIKIIIOYEHO), aHAJTOTUYHO
JUISL IPYTUX TIOPTOB.

#SFP1_MODE=[0]

Pexxum padotel mopta SFP1(0- forced, 1 —
auto), anasornuHo ajs nopra SFP2.

#SMTP_STATE=[0]

BKJItOUeHue npotokona SMTP (0 —
BBIKJIIOUE€HO, 1 — BKIJIFOUEHO)

#SMTP_SERV_IP=[0.0.0.0]

IP anpec SMTP cepsepa

#SMTP_TO1=[] MIOYTOBBIN ajpec moyyaress |
#SMTP_TO2=[] HIOYTOBBIN apeC MOTydaress 2
#SMTP_TO3=[] MOYTOBBIH aJpeC MOTydaTesns 3
#SMTP FROM=]

IIOYTOBBIN aJIpeC OTIPABUTEIIS

#SMTP_ SUBJ=[TFortis PSW-2G4F]

3aroJIOBOK IIMCbMa

#SMTP_LOGIN=[]

JIOTHUH AJIA AOCTYIIA K ITIOYTOBOMY AIIUKY

#SMTP_PASS=[]

IMapoJjb A A0CTYIIA K ITIOYTOBOMY AIIHUKY

#SMTP_PORT=[25]

nopt SMTP

#SMTP DOMAIN NAME=[]

JIOMEHHOE UMsI TIOYTOBOTO CepBeEpa

#SNTP_STATE=[0]

coctostHue npotokosia SNTP

#SNTP_SETT SERV=[0.0.0.0]

IP anpec SNTP cepsepa

#SNTP_SERV_ NAME=] ]

Homennoe ums SNTP ceppepa

#SNTP TIMEZONE=[0]

yacoBoi nosic, otHocutenbHo UTC (ot
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-12 no +13)

#SNTP_PERIOD=[10]

NIEPHOJT CHHXPOHU3AIMH ¢ cepBepoM (1,
10 umu 60 MUHYT )

#SYSLOG STATE=[0]

COCTOSIHHE MpOTOKoJa Syslog

#SYSLOG SERV TP=[0.0.0.0]

IP angpec Syslog cepsepa

#EVENT LIST LINK T=[12]

COOBITHE TI0O N3MEHEHUIO JIMHKA CITHCKE
EventList (7 — BBIKJIFOUEHO)

#EVENT LIST POE T=[7]

coObITHE MO u3MeHeHuto crcryca PoE B
cnucke EventList (7 — BBIKITIOUEHO)

#EVENT_LIST STP T=[7]

Coopnitue STP B cimcke EventList (7 —
BBIKJTFOUCHO)

#EVENT LIST ARLINK T=[12]

coowrtre B ciucke EventList (7 —
BBIKJTFOUCHO)

#EVENT LIST ARPING T=[12]

cobsiThe B ciucke EventList (7 —
BBIKJIFOYEHO)

#EVENT LIST SYSTEM T=[7]

cobpiTre B ciucke EventList (7 —
BBIKJIFOYEHO)

#EVENT LIST UPS T=[12]

cooniTue B ciucke EventList (7 —
BBIKJTFOUCHO)

#EVENT LIST ACCESS T=[12]

cooniTue B ciucke EventList (7 —
BBIKJTFOUCHO)

#EVENT LIST MAC T=[12]

coowiTre B ciucke EventList (7 —
BBIKJTIOUEHO)

#DRY CONTO STATE=[1]

BKJIIOUCHHUE JIATUUKA BCKPBITHUS (111

PSW-2G+ u PSW-2G6F+)

#DRY CONT1 STATE=[1]

BKJIIOUEeHHE cyxoro koHTakTa 1 (0 -
BBIKJ., 1 - BKJ) - Sensor 1

#DRY CONT1 LEVEL=[1]

YPOBEHBb CpabaThIBaHUS aBAPUU IS
KOHTakTa |

(0 — mo pa3mbikanuio, | — 1o
3aMBIKaHHIO)

#DRY CONT2 STATE=[1]

BKJIFOUEHHE cyXxoro koHTakTa 2 (0 -
BBIKIL., | - BKJ)

#DRY CONT2 LEVEL=[1]

YPOBEHb cpabaThIBaHUS aBapUH IJIs
KOHTaKTa 2

(0 — o pa3mbikanuto, 1 — mo
3aMBIKAHUIO)
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#PORT1 RATE LIMIT RX=[0]

OTpaHUYCHHUE CKOPOCTH IpHUeMa MopTa
Nel B Kourt/cek. (0 - BBIKIIOUEHO
OTpaHUYCHHE), aHATIOTUIHO IS JPYTUX
MOPTOB.

#PORT1 RATE LIMIT TX=[0]

OTpaHUYEHHUE CKOPOCTH Mepeaun mopTa
Nel B Kout/cek. (0 - BEIKITIOUEHO
OTpaHUYEHUE)

#Q0S STATE=[0]

BKIrOUeHHEe Mexanu3ma QoS (0-
BBIKJIFOYEHO, 1-BKJIFOYEHO)

#Q0S POLICY=[0]

peXHUM paboThl IaHupoBIuKa (0 —
B3BElICHHAs IpropuTe3anus, 1 —
KECTKasi IPUOpUTE3aLH)

#QO0S_COS=[[1] [0] [0][1][2][2][3]
[31]

cootBercTBUE COS npuoputeTa u
ouepenn 00CITyKUBaHUS

cootBercTBHE TOS nmpuopurera u
ouepenn 00CITy KUBaHUS

#QOS_TOS=[[0] [0] [0] [0] [0] [0] [O]
(01017011021 02]01] 022 02T01] (2]
I A A I A A A I W IR I
(L1011 (1)) 011 (2] (2] (2] ([2][2]
(21 02] (2] [2])[2][2][2])([2][2][2]
(21 02] (2] [2])[2][2][2])(2][2][3]
(31031031 [3]1[31[3][3]]
[1

BKiroueHne CoS Ha nmopty Nel,
aHAJIOTUYHO I APYTUX TOPTOB.

#PORT1 TOS STATE=[1]

BKimroueHne ToS Ha mopty Nel,
aHAJIOTUYHO JJISI IPYTUX ITOPTOB.

#PORT1 QOS RULE=[1]

Bb1I00p npuoputeTHoctu CoS unu ToS (0
— CoS npuopurerneit, | — ToS
MPUOPUTETHEN ), AaHATIOTUYHO I IPYTHUX
MOPTOB.

#PORT1 COS_PRI=[0]

MIPUOPUTET MO YMOITYAHUIO JIJIS TIOPTA
Nel, ananoruyno aJig Ipyrux nopTos.

#VLAN MVID=[1]

VID VLAN"a ynpasnenus (Management
VLAN)

#VLAN NUM=[1]

yuciao HacTpoeHHbIX VLAN

#VLAN1=[[1][1] [default][2][2][2]
(21 02][2][2])([2][2][2]]

3anuck ¢ HacTpoitkam VLAN

#VLAN TRUNK STATE=[0]

VLAN Trunking (0 — BeIk;IIO4Y€EHO, 1 -
BKJIIOYEHO)

#VLAN PORT1 STATE=[0]

Hacrtpoiika mopra 1 VLAN Trunking

Kommytaropsr TFortis. PykoBoacTBo no HacTpoiike 76




T Fortis

(0 - VLAN Trunking Ha nopty
BBIKJIIOYEH, | - BKIIIOUEH)

#STP STATE=[0]

BKJIFOUeHUe npoTokona STP (0 —
BBIKJTIOUEHO, | — BKIJIFOUYEHO)

#STP MAGIC=[65217]

Bcerma 65217

#STP PROTO=[2]

npotokoi (0 — STP, 2 — RSTP)

#STP BRIDGE PRIOR=[32768]

Bridge Priority

#STP MAX AGE=[20]

Bridge Max Age

#STP_HELLO TIME=[2]

Bridge Hello Time

#STP_FORW DELAY=[15]

Forward Delay Time

#STP MIGRATE DELAY=[3]

Migration Delay Time

#STP_TX HCOUNT=[6]

TX Hold Count

#STP PORT1 CFG=[[1][1][128]
[200000] [10]]

3amuch ¢ HacTpolikamu nopta Nel,
AHAJIOTUYHO VISl APYTUX IIOPTOB.

#BPDU FORWARD=[1]

dbopBapauar BPDU nakeToB nipu
otkiroueHoM mporokoie STP/RSTP (0-
OTKJIFOYEHO, | — BKJIIOYEHO)

#PORT1 VCT ADJ=[100]

K03 PULIMEHT KOpPEKLINU KaOeTbHbIM
Tectepom A1 mopTta Nel, aHamorunyHo
JUISL IPYTUX TIOPTOB

#PORT1 VCT LEN=[0]

JUTMHA JIMHUY TSI KaOeJTbHOTO TecTepa
Ju1st mopta Nel, aHaIOTUYHO JUIs APYTHX.

#SNMP_STATE=[0]

BitoueHne SNMP (0 -Beikitoueno, 1 —
BKJIIFOUEHO)

#SNMP SERVER=[0.0.0.0]

IP ampec SNMP Traps cepsepa

#SNMP_VERS=[0]

Bepcust mporokosa SNMP (0 — SNMP v,
3— SNMP v3)

#SNMP COMMUNITY1l=[public]

COO6HI€CTBO YTCHHA

#SNMP_ COMMUNITY2=[private]

COOOIIIECTBO 3aIlUCH

#SNMPV3 USER1 LEVEL=[0]

YpoBens 6e3omacaocT (0 —
NoAuth,NoPriv, 1 — Auth,NoPriv, 2 —
Auth,Priv)

#SNMPV3 USER1 USER NAME=][]

Nms mons3oBateis g SNMP v3

#SNMPV3 USER1 AUTH PASS=[]

Auth Password mist SNMP v3

#SNMPV3 USER1 PRIV PASS=[]

Priv Password miss SNMP v3
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#SNMP3 ENGINE ID=[]

Engine ID nnst SNMP v3

#IGMP_STATE=[0]

Britouenne IGMP (0 — BeikitoueHo, 1 -
BKJTFOUYEHO )

#IGMP QUERY MODE=[1]

Brxrouenne ormpaBku IGMP General
Query (0 — BBIKJIIOYEHO, | - BKIIOUYEHO )

#IGMP PORT 1 STATE=[1]

BKiroueHue nopra Nel B mporokon IGMP,
aQHAJIOTUYHO JJIsI IPYTHUX ITOPTOB.

#IGMP QUERY INTERVAL=[60]

IGMP Query Interval

#IGMP_QUERY RESP INTERVAL=[10]

IGMP Query response Interval

#IGMP_GROUP MEMB TIME=[250]

Group Membership Time

#IGMP_OTHER QUERIER INTERVAL=[25
5]

Other Querier Interval

#TELNET STATE=[1]

BKiroueHue Telnet (0 — BeIkTIOUEHO, 1 —
BKJIFOUYEHO)

#TFTP_MODE=[0]

BkitoueHue TFTP (0 — Beikitoueno, 1 —
BKJTFOUYEHO)

#TFTP_PORT=[69]

UDP noprt TFTP

#PLC_EM MODEL=[0]

Mognenp cueTurKa 3JeKTPO3IHEPTUr

#PLC_EM BAUDRATE=[5]

Ckopocts nopta RS485 (0-300, 1-600, 2-
1200, 3-2400, 4-4800, 5-9600, 6-19200 )

#PLC_EM PARITY=[0]

Yérnocts RS485 (0-Disable, 1-Even, 2-
0dd)

#PLC_EM DATABITS=[8]

Yuciio OUT JaHHBIX

#PLC_EM STOPBITS=[1]

YuC10 CTOMOBBIX OUT

#PLC_EM PASS=[]

Nnentuduakrop (JTIOTUH) U1
MOJKIIFOUEHUS K CUETUUKY
AIIEKTPOIHEPTUN

#PLC_EM ID=[]

[TapoJib 15t MOAKITFOYEHUS K CUETUUKY
BJIEKTPOIHEPTUU

#PLC_OUT1 STATE=[0]

Cocrosinue Beixona | uist miaaTel
pacmmpenus (0-short, 1-open, 2-logic)

#PLC_OUT1 ACTION=[0]

[HevictBue miis Beixoaa 1 npu
cpabaTbeiBaHuU Jorudeckoro yciaonus (0-
short, 1-open, 2-impulse)

#PLC_OUT1 EVENT1=[0]

CoOsnrtre 1 mig Berxona 1 uis rraTel
pacmnpeHus
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#PORT1 MACFILT=[O0]

Bxmtouenune gpunbrpaunun MAC aapecoB
Ha opty 1 (0-Normal, 1-Secure: Mac
Filtration, 2-Secure: Port shutdown, 3-
Secure: Temporary port shutdown)

#MAC BIND ENRTY1 ACTIVE=[0]

3anuck Nel Tabnuiibl pa3penéHHbIX
MAC anpecos (1-3anuch akTUBHA)

#MAC BIND ENRTY1 MAC=[0:0:0:0:0:
0]

3anuce Nel TabiuLbl pa3pei€HHbIX
MAC aapecoB (MAC anpec)

#MAC_BIND ENRTY1 PORT=[0]

3anuce Nel Tabnuibl pa3peréHHbIX
MAC anpecor (Homep nopra)

#LLDP STATE=[1]

Bxirouenune nporokona LLDP

#LLDP_TX INT=[30]

Wurepsan orrpaBku LLDP coobmennii

#LLDP_HOLD TIME=[4]

Muoxutens xpanenus LLDP cooOiennii

#LLDP_PORT1 STATE=[1]

Bxmouenne nporokona LLDP na nopry 1
(aHAJIOTUYHO JIs1 APYTUX [TOPTOB)

#POER1 DESCR=[]

TekcToBoe onucanue nopra 1,
AQHAJIOTUYHO IS OCTAIBHBIX TTIOPTOB
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5.3.33 CoOpoc HacTpoOeK Ha 3aBOJACKHE YCTAHOBKH
Reboot/Default — Factory Default

Keep currant network settings
Eeep current username & password

[ Keep STP seliings
[ Dafault |
Puc. 5.3.33.1 COpoc HacTpoek KOMMyTaToOpa
[Tpy HEOOXOIUMOCTH BO3MOXHO OCYILECTBUTH COPOC HACTPOEK HA 3aBOJICKUE
ycTaHOBKH. [Tpu 3TOM cOpOC MOKHO OCYIIECTBIIATH BHIOOPOUHO:
Keep current Network settings — COpoc ¢ cOXpaHEeHHM CETEBBIX HACTPOEK:
IP, MAC, Gateway,Mask

Keep current username & password — COpoc ¢ coxpaHEeHHUEM HaCTPOEK

noctyna: Username, Password
Keep STP settings — C6poc ¢ coxpanenuem Hactpoek STP/RSTP.

5.3.34 Ilepe3arpy3ka
Reboot/Default — Reboot

[Ipu HEOOXOIMMOCTH KOMMYTATOP MOKHO JUCTAHIIMOHHO NIEPE3arpy3HTh.
e Reboot - I[Tonnas nepesarpyska (nmepe3arpyska npoieccopa, PoE,
KOMMYTAIlMOHHOW YacTH )

Reboot Device

Raboot

Puc. 5.3.34.1 Ilepe3arpy3ka koMmmyTaTopa
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5.3.35 lonoiHMTE IbHAA IJIATA PACIIMPEHUS

Oo6paTute Baumanme: miatsl PLC-01 u PLC-02 cHsTBI €
MIPOU3BOICTBA.

B 3aBHCHMOCTH OT KOMIUIEKTA MTOCTaBKH, B YIHUHBIX KomMyTaTopax TFortis
PSW MoxeT ObITh yCTaHOBJIEHA JAOMOJIHUTENbHAS IJ1aTa PACIIUPEHUS, KOTOpas
YBEIMYMUBAET (PYHKIIMOHAI YCTPOUCTBA.

B nactosiuit MomeHT kommyTaTophl TFortis MokeT KOMIUIEKTOBATHCSI OJTHOM U3
nByx Bepcuii mnatel: PLC-01 u PLC-02.

[Tnata pacmupenuss PLC-01 umeer cieayromue nuHTephenco:
o 2 peneinbix Boixona (250V, 10A)
o 1 Beixog RS485 mys monkimodenus kK mpubopam ydéra dJIeKTPOIHEPTUH.

[TnaTa pacmupenus PLC-02 uMmeet cieayromue nHTEPGEHCH:
o 3 BXOJa, TUIIA «CyXOW KOHTAKT»
o 1 peneiinbiit Beixon (250V, 100MA)
o 1 Boixoa RS485 nnsa noakirodyeHus: K nprubopam ydeTa 3JIeKTPOIHEPTHUU.

5.3.35.1 qugppoenie exo0bi
Special Function — Inputs/Outputs

B 3aBucumocTtu ot MOACIIN IUIATBI paCIIUPCHUSA, OHA MOZKET KOMIIJICKTOBATbCA
I_[I/I(l)pOBBIMI/I BXOJaMHM THIIA <<ny0ﬁ KOHTAaKT». BXOI[I)I MOT'YT UCIIOJIb30BATbHCA JJIA
MMOAKIIFOYCHUA PA3JIMIHBIX OATYUKOB, pa6OTaIOI]_[I/IX Ha 3aMbIKaHUC WJIN HAa
Pa3MBIKaHWC, HAIIPUMCD JaTYUK BCKPBITUA, JaTYHUK ABUXKXCHHA U JP.

J1jis Ka>K10T0 BX0/1a MOYKHO HAaCTPOUTH aBAPHITHOE COCTOSIHHUE, TIPH KOTOPOM
Ha cepBep OyIeT OTHPABIATHCS COOOILEHHUE.

Inputs (on option board)

State Alarm State Current State
Input 1 | [Enable V|| |Short V|| Open
Refresh
Input 2 | |[Enable V|| |Short V|| Open
Input 3 | |Enable || |Short V|| Open

Puc. 5.3.35.1 Hactpoiika BXo10B
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e State - pazpemenue padoTel Bxoza. JJis Toro, 4ToObI OTIPABISINCH
coo01IeHUs 00 U3BMEHEHUH COCTOSIHUSA BX0/1a, yctaHoBUTE B Enable.
Coobmienue Oyet oTmpasiieHo, eciu State ycranoiieHo B Enable, u
npousonwio coBnajaeHue Alarm State u Current State, a Tak:ke yCTaHOBJIEHA
rasiouka Inputs/Outputs Bo Bkiianke Events List.

Ecnu ctout Disable, To n3MeHeHue cocTosiHue BXOjia HE OYI€T BhI3bIBATH
reHepalnio COOBITHM.

e Alarm State - cocTosiHIE BX0/1a, KOTOpO€ cunuTaeTcsi aBapuiiHbiM( Open -
pa3zoMKHyTO€E cocTosinue, Short - 3amkHyTO€E coctosinue, Any Change —
cOOBITHE TEHEPUPYETCA MPH JIFOOOM N3MEHEHUU BXOJ1a).

e Current State - Tekyliee COCTOSIHUE BXO/1a.

5.3.35.2 PeneliHble 8bix00bl
Special Function — Inputs/Outputs

[ImaTa pacmmpeHus MOKET UMETh | WM 2 peNeHbIX BBIXOAA

OoOpaTrutre BHMMaHMe: peneiinbiil Beixo miatel PLC-02 HU3KOTOYHBIN, 15
MOAKJIIOUEHHS MOIIIHOW HArpy3Ku UCIOJIb3YWUTE BHEUTHUE PEJICITHBIE
AJIEMEHTHI.

Outputs
Output | Inital State | Current State

1 Short

Puc. 5.3.35.2 Hactpotiika peneitHOToO BbIX0oaa

JIns kax10r0 BRIXO/a MOYKHO HACTpOUTh HadalibHOe coctosiHue (Initial State), 1. e.
TO COCTOSIHHE BBIX0J1a, KOTOPOE OYJIEeT MOCIe BKIFOUSHHUS KOMMYTaTopa.

5.3.35.3 Jlozuka
Special Function — Inputs/Outputs

KoMMyTaTop MOkeT paboTaTh Kak MPOCTEUILINNA JTOTUYECKUN KOHTPOJLIEP.
[Ipu cpabaTeiBaHUU BXOJI0B, MO’KHO HACTPOUTH MTOBEJEHUE BbIXOA.

Event — coObITHE npU KOTOpOM cpabaTbiBaeT ycioBue. ['aoukaMu yCcTaHABIMBAETCS
CITUCOK COOBITHH, BIMSIONIMX HA BbIXOJI. ECiin BBITIONHSIETCS XOTS OBl OTHO U3
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BBIOpAHHBIX COOBITUH (AeHcTBYeT mpaBuiio Jorudeckoro «MJIM»), To BeIxo perne
MepeBOAUTCS B cocTosiHUE Action. Eciii HU 0/1HO U3 COOBITHI HE TIPOU30IILIO, TO
BBIXOJ] HAXOJAUTCS B MHBEPCHOM COCTOSTHUH.

Cocrosgaue Action MOXET ObITh:
e Open - BBIXOJIBI PeJi€ PA30OMKHYTHI

e Short - BBIXO/BI peiie 3aMKHYThI
e Impulse - BBIXOIBI penie U3MEHSAIOT CBOE COCTOSTHME HA HHBEpCHOE Ha 10
CEKYH/]I, 3aTEM IEPEKIIIOYAOTCsl OOPaTHO B HAYAIBHOE COCTOSTHUE.

Paccmorpum npumep:

[Tpu 3ambikanuu BxoAoB Sensor 1 u Input 1 Bo3HUKaeT coObITHE.

Sensurs (oo main board)

slale sl stale CLImesn Shabe
Sepnser L | Frakla |=r\-:":1 W e Ratrzesh |
tenscr 2 | [Frable | [Fhad w || e

Tiipuiits e aptien oy

Eiaie slamr State CrrTen Mo

=l | | Erelidls FI‘.'ll‘l W | Chpen

il 2 | Frelils » FI‘.‘ll‘l w | Chpen

Immvinl 3 | Emakle » FI‘.‘lﬂ W | D

Puc. 5.3.35.3 Hactpotika JIoruKu
Heobxoanmo, 94To0BI pesie, KoTOpoe B HOPMAIbHOM PEKUME 3aMKHYTO —
Pa3OMKHYJIOCH pu coObITHH. Y cTaHaBnuBaeM Initial State B Short (3amkHYTO)
U BbIOMpaeM ncTouHuKU coObITHi (Sensor 1 u Input 1), a Takke COCTOSIHHE BBIX0/1a
(Action)

ncpmes
e Lnial Stace | ureene Stte
| |Eﬂ:|]v| Shert
Losein
e FEverntd Actinn
EA Benenr 1
[ Sensar 2
i kA Tosal | T
| | et 2 2
O Togvat 3
L Swwiec Alamm

Puc. 5.3.35.4 Hactpotlika JIOTUKH
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5.3.35.4 Bbixo0 RS485
Special Function — RS-485

[Inata pacmmpeHust UMeeT BCTPOCHHBIN Bbixoa RS485, npennazHaueHHbIN 1714
MOJIKJIFOUEHHMSI IONOJIHUTEIBHBIX YCTPOUCTB 1o uHTepdeiicy RS485. B nanubiii
MOMEHT NOJIEPKUBAETCS OJKIOYEHHE TOJIbKO TpubopoB yueTta. [lepen
HNOJKIIIOYEHUEM YAAJIEHHOTO YCTPOICTBA, HEOOXOUMO MTPOU3BECTH HACTPOMKY

uHTEpdeiica.
R5485 Sellimgs

Baudrate | [9500 w
Barity Even W
Diata Bits | |7 w

Stop Bits | |1

| Apnly

Puc. 5.3.35.5 Hactporika RS485

5.3.35.5 ModknroyeHue npubopoe y4yéma 3siekmpoaHepauu

B xommyTtarope TFortis npu noAKIt0YEHHOM MJ1aTe PACIIMPEHUS 3aJI0KEH MEXaHU3M
MOJTyYeHHUs MOKa3aHui ¢ mpuoopoB ydeTa o uHTepdericy RS485.

[Ipouiecc nmoaktoueHus: K MpuOOpy yyeTa:
1. DnexTpuyueckoe MoJAKII0UCHUE
2. Hacrpoiika narepderica (CKOpOCTb, YUCIIO OUT JAHHBIX U T. J1.)
3. BriOop Mozenu cueTdunka U MOJIKIIOUYCHUE K HEMY JUTsl TIOJTyYeHHUS TOKa3aHui
0 CYMMapHOM pacxojie, ¥ pacxoe 1mo ogHomy u3 4 Tapudos.

IIpuMeuyanue: B HACTOSIIINI MOMEHT MOJACPKUBAIOTCS CIACAYIONTUE MOJIEIH:
e Duepromepa CE102M

Hacrpoiika noakirouenusi npudopa yuéra

Energy Meter Settings

Model | Energomera CE102M W

Identification

Password

Puc. 5.3.35.6 Hactpoiika nogkiatoueHus npudopa yuéra
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Hacrpoiika npubopa yuéra mpou3BOIUTCS 3aMOTHEHUEM CIIEAYIONINX TOJEH:
e Model - monens mpubopa yuéra

e Identification - unenTudukarop ycrporncraa
e Password - nmaposs nocryna

Ecnu unentudukaTop ycTpoicTBa M Napoib AOCTyNa HE 3aJaHbl, TO
B3aUMOJIEUCTBHUE CO CYETUUKOM OyAET MPOUCXOAUTH B O€3MAPOJIBLHOM PEKUME(ECTU
pa3pelleHo B HACTPOUKAX CaMOT0 CUETUMKA).

[Tocne noaxroueHus OyIeT JOCTyMHA HH(OPMAIIKS O MOKA3aHUSX

Loergy dleler
telovdzl [Fremameny CRIGER v Connen]
Sinte Liomneche
Tual imndicativos | 1,13

1 1.0
i 0.1z
ra [N Y

4 Q.00

Puc. 5.3.35.7 Iloka3aHust moxy4eHbl
Model - moaens npudopa yuéra
State - coCTOSIHUE MOAKIIFOUEHUS, PE3YIbTAT CYUTHIBAHUS TAHHBIX
Total indications - cymMapHbIe TOKa3aHUs pacxoja 3JIEKTPOIHEPTUn
T1, T2, T3, T4 - nokazanus no Tapudy
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5.3.36 Baiok 6ecnepedoitnoro muranuss UPS+
Special Functions — UPS
State Enabie
Power source | Battery

Battery voltage | Low
Puc. 5.3.36.1 Brurouenne noganepxkku UPS+

K kommyrtaropam PSW-2G+, PSW-2G6F+, PSW-2G8F+ Bo3M0kHO
MOIKTFOYCHHE TOMOJIHUTETHLHOTO O510Ka Oecniepeboitnoro mutanust TFortis UPS+.
[ToaknroyeHne NPOU3BOIUTCS CIAEAYIOIUM 00pa3oM:

1) Bxon pezepBHOro nutanus nojakiatouaercs k pazbemy "POWER 54V" Ha
njiaTe KOMMyTaropa

2) Curnan o0 ucrounuke nutanust (AKb uiu cereBoe HanpspKeHHe)
nepenaércsa yepe3 pazbeM, KOTOPBIM MOJKII0YAETCS KO BXO/1Y CyXOT0 KOHTaKTa
"Sensor 1"

3) Curnan o Huskom 3apsiie AKD, npu KOTOpoM BO3MOXKHO CKOpOe
OTKJIFOUEHHE MOJIKJIF0YAETCA K BXOAY CyXoro kKoHrakra "Sensor 2"

[Toce moakroueHUs] HEOOXOAMMO YCTAaHOBUTH IMepeKIrodyaTeh State B
nosioxxedre Enable.

Hacrtpoiiku cyxux kontakToB (Special Functions — Inputs/Outputs) Heo6xoaumo
yCTaHOBHTH, KaK MOKa3aHO HIKE:

Scensors (on main boaed)

State Alarm State Current State
Tamper | |Enable - Cywwid Alarm
T T : | Refresh
Scnsor 1 | |Enable ~ | |&ny Change ~ | | Open
Senzor 2 | | Enahle - |.'1.rr:,f L hange Crpran

Puc. 5.3.36.2 HacTpoliku cyXuX KOHTaKTOB

Jlunus Cocrosinue 3HayeHue
Sensor 1 3aMKHYTO Hcroynuk nutanusa — cets 230V
PazomkHyTO Nctounuk nutanus — AKb
Sensor 2 3aMKHYTO Hanpsoxenne Ha AKB B HOpMe
PazomknyTO Hampsokenune va AKb muskoe, nmpu padote ot AKb
BO3MOXHO cKopoe oTkirouenue. [Ipu padore ot
cetn — AKD He noakmtoueH.
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5.4 YnpaeneHue 4epe3 Telnet

Telnet ucnonp3yeTcs A7 yJaIEHHOTO YIIPABJICHUS CETEBBIM 000PYI0BaHUEM
nocpeACcTBOM KoMaHAHOH cTpoku. Telnet ucnonb3yer nmpotokon TCP u mopt 23.
B xommyTtaropax TFortis mo ymonuanuto Telnet Bkimtouen. Ilo xkenaHuto ero MoxHoO
BBIKJIIOYUTh: B MEHIO BbIOpaTh Basic Settings — Telnet

lefnes Settings

Sine | Enchm -

Ay |

Puc. 5.4.1 Hacrpoiika Telnet

Telnet moamepKUBaET ClIEAYIONINE AOMOJTHUTEIbHbIE PEKUMBI:

1. CoxkpameHnble KOMaHAbI. J[0CTyIIHa BO3MOKHOCTh paOOThl ¢ KOPOTKUMU
KOMaH1amMu (He TpeOyeTcsi BBOJUTh KOMaHIy /10 KOHIIA).

IIpumep: ecnu TpeOyeTcst BBECTU KOMaHAy config ports 1-2 state enable, To ee
MOKHO COKPaTUTh JO MUHUMAJIIbHBIX: €O po 1-2 st en

2.ABTOIONOJTHEHHE KOMaH1. Bo3MoXHOCTE o HaxkaTuio Kiasuinu TAB
JOTIOJIHSATH BBEIEHHYIO KOMAHIY.

ITpumep: Ecnu BBecTu con, HaxkaTh TAB, To koMaHaa 10MOJHUTCA 110 config

3. Uctopus komana. JloctynHa uctopust BBeIEHHBIX KoMaH . [lepexitoueHne
ocymectBisiercs knasuimamu BBEPX, BHU3

[ToaknroyaTbCs K yCTPOHUCTBY MOKHO IIPH IMOMOIIH JTF000 TEpPMHUHAIILHON
IPOrpaMMbl, B JAHHOM JIOKYMEHTE HAacCTpokKa OyJeT pacCMOTPEHA Ha IpUMEpPe
Microsoft Telnet. [Togkirouaemcs ucnosnb3ys koManay "open <IP adpec>"

Microsoft Telnet> open 192.168.0.1

[Tocne noaxtoueHUs: MOTpeOyeTCsl BBECTU JIOTUH U NapoJib. (JloruH u naposis
st Telnet'a Takue xe, kak u 11 noctyna kK WEB untepdeiicy) Ecnu norun u
napoJb He ObUTH 3a7aHbl, TO JIBa pa3a nmoApsa Haxmute Enter.

TFortis PSW - Industrial Switch
Command Line Interface

Copyright(C) 2014 "Fort-Telecom” Ltd. All rights reserved.
User Name>

Ipumeuanue: ecinu 30 pa3 moapsia JOTUH/TIAPOIIH ObUTA BBEACHBI HEBEPHO, TO
noctyn k Telnet'y 6iokupyercst Ha 1 yac.
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CumBou # v UM yCTpOICTBA 03HAYAIOT, YTO Ay TCHTU(UKAIIUS MPOIILIA YCIICIITHO U
KOMMYyTaTOp Tiepemien B pexkuM korpurypuposanus. ([Ipasa gqoctyna - Admin)

TFortis PSW-2G4F# _

Ecnu Obuti BBEIEHBI JJOTUH/TIAPOJIb YUETHOM 3aIMCH C OTPAHUYEHHBIMU PaBaMH, TO

MBI IEPENAEM B PEKUM HIEOCMOTE&. EHEaBa I{OCTiHa - User)

Cnucok KoMaH 1 MOXHO MOJTYYUTh UCIOJIb3YsI KOMaHAy «?» unu «help»

B kauecTBe apryMeHTOB KOMaH/ UCIIOJIb3YETCS Psijl YCIOBHBIX 0003HAYEHUM:

o <IP> - IP agpec B popmare XX. XX.XX.XX
<STATE> - coctosiHue, MOKET NpUHUMAaTh 3HaucHUs enable wiu disable
<VALUE> - m060¢€ 11e110€ 3HaKOBO€ WM O€33HaKOBOE YUCIIO
<STRING> - TekcTOBas CTpOKa
<PORTLIST> - ciucok nopTOB B BU/IE: HAYAJIbHBIA_MOPT-
KOHEYHBIH_MOPT, 1100 MOPT.
Hpumep: s nopros 1,2,3 : «1-3» ; TOIBKO AJIsI OMHOTO MOPTA 2 : «2%»

IIpouecc nacrpoiiku nocpenctom Telnet'a mpouCXOIUT B HECKOIBKO IIArOB:
1. Ilpu momornu moAMHOXKECTBa KOMaH U3 rpymnbl config ycTaHaBIMBaeTCs
Tpebyemasi KOHPUTypaIus
2. Ota KoH(UTrypalus COXpaHIeTcs B MaMsITh KOMaHJOM save, MOcJie Yero
HACTPOMKHU NMPUMEHSIOTCH

Oo0paTure BHMMAaHKE:
Ecnu nocne ycraHOBKH mapaMeTpoB YCTPOMCTBO OyIET mepe3arpyxeHo 0e3
MIPUMEHEHUSI KOMaHbl Save, TO HACTPOMKU HE COXPAHSATCS.

5.4.1 NMpumep HaCTPOUKMN

Jlnst mpumepa pacCMOTPUM IIPOLIECC HACTPOUKM KOMMYTATOpA.
[Tyctb HaMm TpeOyeTcs yCTaHOBUTH CIIEAYIONINE HACTPOUKHU:
e [P anmpec 192.168.0.100
e [llmo3 192.168.0.1
e Jlo6aBum VLAN 2 c terupoBanubsiM noptoMm Gigabit Ethernet 1 (Port 5) u
HererupoBanHbiM Fast Ethernet 1 (Port 1)
e Hacrpoum komdoptHsbIil cTapt Ha nopty Fast Ethernet 1 (Port 1)
e HacTtponm aBTOMaTHYECKYIO NIepe3arpy3Ky 3aBUCIIMX KaMep Ha opry | mo
kputepuii PING (IP agpec 192.168.0.13)
e Brxmounm nporokon RSTP Ha nedontHbIX HacTpoitkax
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Nrak, moakiarouaeMcs K YyCTPOMCTBY, €CJIM YCTPOHCTBO ellie He ObLIO
ckoHpurypuponano, To ero IP agpec 192.168.0.1 1 10oruH 1 mapoas 11l TOCTyIIAa HE

3aJaHbl.
Microsoft Telnet> open 192.168.0.1

[Iepexoaum K pexxumy ynpaBiICHUs
TFortis PSW-2G4FH _

Memnsiem IP anpec komangoii config ipif System ipaddress 192.168.0.100
TFortis PSW-2G4F# config ipif System ipaddress 192.168.0.100
System IP config: 192.168.0.100

TFortis PSW-2G4F# _

JloGaBnsem nuio3 1o ymondanuio: config ipif System gateway 192.168.0.100

Fortis PSW-2G4FH config ipif System gateway 192.168.0.1
System Gateway config: 192.168.0.1

Jlo6aBnsem VLAN 2.
Jlist aToro cuavana yaansem nopt 1 u3 VLAN 1

TFortis PSW-2G4FH# config vlan vlanid 1 add forbidden 1-1
ULAN: add forbidden ports

ITopt GEI1 (mopt 5) B VLAN 1 nenaem TerupoBaHHBIM
Fortis PSW-2G4F# config vlan vlanid 1 add tagged 5-5

LAN: add tagqed ports

Teneps nobasisiem HeterupoBanubiid mopT 1 B VLAN 2

TFortis PSW-2GY4FH# config vlan vlanid 2 add untagged 1-1
ULAN: add untagged ports

Jlo6aBnsiem TerupoBaHHbId opT 5 B VLAN 2

Fortis PSW-2G4F# config vlan vlanid 2 add tagged 5-5
LAN: add tagged ports

KOM&H}IOI/I ShOW Vlan HpOBe PDACM IIPABUJIBHOCTH KOH(PUT'YpAlLlUU:
TForkis FEWN-2G4F# show ulan
UID: 1
ULAN HNama: defaul t
ULAM Type: Skatic
Tagged Porkts
Untagged Ports: 2 3 4

IO0:

ULAW MHane :

ULAM Type:
Tagged Ports:
Untagged Forts:
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Teneps akTuBHUpYeM (HYHKIMIO KOM(OPTHOTO cTapra jyuis noprta 1
TFortis PSW-2GY4FH# config comfortstart portlist 1-1

Comfort Start: add ports

HactpouMm Ha 3TOM e mopTy 3aluTy OT 3aBucanus kamepsl (192.168.0.13) no
kputepuo PING
Fortis PSW-2G4FH# config autorestart port 1-1 state ping

Autorestart config: state ping

Fortis PSW-2GY4F# config autorestart port 1-1 host 192.168.0.13

Autorestart config: host addr 192.168.0.13

ITepeinnem k Hactporike RSTP. [TockonbKy pemmiym UCIOIb30BaTh NAPaAMETPBI 110
YMOJITYaHHIO, TO HEOOXOAMMO JIMIIIh BKJIIOUUTH TPOTOKOJI U BHIOPATh BEPCHUIO.
TFortis PSW-2G4F# config stp state enable

STP State: enable

TFortis PSW-2GY4FH config stp version rstp

STP Uersion: RSTP

Bcé, nactpoiika 3aBepiiieHa, Tenepb COXpaHsIeM HACTPOUKHU

TFortis PSW-Z2GY4FH save
Settings saved successfull

el - 2EEFE raboat
Rabaostad. . . .
canhecst elosad

TFortis PSW-2GEFHE

Negknrk-eHHs K Ya3ny YTERAHS

HamHu TS |'II'EE_I-:- EAs0Huy . . .
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5.4.2 Onuncanme komaHg Telnet

KoMMyTaTopbl moaepxuBaroT cienyomuid Habop komany ais Telnet:

1. I'pynna xomann config:

ipif — ceTeBbie HacTpoiiku (IP agpec, Mmacka nmoaceTH, MUTO3)

ports — HacTpolKa MopToB (CKOPOCTh, ayruieke, PoOE)

igmp_snooping — HacTpoiika IGMP

stp — HacTpoiika npotokosioB STP/RSTP

snmp — HacTpoiitka SNMP

syslog — HacTpoiika Syslog

vlan — HacTpoiika VLAN

sntp — HacTporika SNTP

smtp — HacTpoiika SMTP

comfortstart — HacTpoiika GyHKIIHH KOM(DOPTHOTO BKIIOYCHHS KaMep
autorestart — HaCTpolKa PYHKIIUU KOHTPOJIS 3aBHCAHUS KaMep

dry cont — HacTpoiika CyXux KOHTaTpOB

user_account — HaCTpOIlKa UMEHHU IOJIb30BATEN s/ apOJIs

tftp — mactpoiika TFTP

events — HaCTpPOMKa COOBITHIA

802.1p — Hactpoiika QoS

scheduling_mechanism — Ttun paboTs! 1aHupoBIIKKa B Q0S
dscp_mapping — nactporika npuoputera DSCP B QoS

bandwidth _control — HacTpolika orpaHuYeHuss CKOPOCTH MOPTa
description — 3aaHue ONMCAHUS YCTPONCTBA.

mac_filtering — punprpanus no MAC agpecam

inputs — HaCTpoOMKa BXOJOB IJIAThl paCIIUPEHUS

outputs — HaCTpOMKa BBIXOJOB IJIAThl PACIIUPEHUS

15485 — nactporika RS485

aggregation — HaCTpoiika arperupoBaHHbIx kaHanoB (s TFortis SWU)
mirroring — HacTpoiika 3epkanupoBanus noptos (st TFortis SWU)
teleport — HacTpoiika TPaHCISIMKA BXOIOB U COOBITUI Ha OJIOKHU MHTETPpaIIH
Teleport

1ldp — Hactpoiika npotokona LLDP

2. I'pynna kxomanj show

switch — cBogHas nHbOpManHs 00 yCTpOCTBE

ports — uHpopMaLKs MO MOpTaM

igmp_snooping — uHpopmalusg o pabore IGMP Snooping
stp — undopmarus o nporokosie STP/RSTP
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snmp— uHpopmarus o mpotokosie SNMP

syslog - uagopmanus o nporokosie SYSLOG

vlan — uadopmanus o HacTpoeHHbIX VLAN

sntp — uHdopMmanus o nporokone SNTP

smtp— uHpopmaius o nmporokoie SMTP

firmware— uHpOpMAaIUI 0 TEKYIIEH BEPCUH MPOIITUBKU

packet— cTaTHCTHKA MO MepeaHHBIM/TIOIYYCHHBIM MTaKeTaM Ha MOPTY
fdb — Tabnuia koMMyTanuu

arpentry — ARP tabnuiia kommyTtaTopa

autorestart — uHpOpManus o pyHkun Autorestart

comfortstart — undpopmarus o pyukiuu Comfortstart

dry cont — uH(OpMaIUs O COCTOSHU CyXHUX KOHTaKTOB

tftp — undopmarus o nporokosie TFTP

events — nHGOPMAIUS O HACTPOCHHBIX COOBITHIX

802.1p — undopManus o 6a30BbIX HacTpoiikax QoS
scheduling_mechanism — Tun pa®oThI maHuposiuka B QoS

dscp mapping — pacnpeaeneraue DSCP meTok o ouepensim B QoS
bandwidth control — uadopmarys 0 orpaHUYEHUH CKOPOCTH Ha TIOPTY
poe - unpopmarus o PoE

config — oToOpakeHue Bceil KOH(UTYpaIui KOMMyTaTopa
mac_filtering — nundopmanus o punsrpaunn no MAC agpecam

inputs — nH(MOpPMAIIK O BXOJaX TIATHI PACIIUPEHHUSI

outputs — mH(pOpPMAIHS O BBIXOJaX IJIAThI PACIITHPCHUS

15485 — unopmanus o HacTporike RS485

aggregation — mH(pOpMaIUS 0 HACTPONKE arperupOBAaHHBIX KAHAJIOB
mirroring — HHQOpMalus 0 HACTPOKKE 3€PKATUPOBAHUS IOPTOB
teleport — mHbOpMAIIHS O HACTPOUKE TPAHCIAIUU HA OJIOKM HHTETpaIluu
Teleport

1ldp — mpocmoTp nrdopomaluu o HacTpoiike nmpotokosa LLDP

3. OGHoBIIeHME NTPOIIMUBKYU U 3arpy3ka koHpurypauuu ¢ TFTP cepsepa
download

4. Coxpanenue HacTpoek u cuctemHoro jora Ha TFTP cepep
upload

5. YTunura Ping

ping

6. YTunura nuarHoctuku kabens (KabenbHblit TecTep)
cable_diag
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7. CoxpaHeHHE W IPUMEHEHHUE HACTPOCK
save

8. Ilepe3arpyska

reboot

9. BeIBOJI cipaBKU 10 KOMaH1aM
help wm ?

6. BBIXOJ U3 pexxumMa yrpasieHus Telnet
exit

5.4.3 I'pynna config
5.4.3.1 Cemeevie nacmpoiiku (config ipif)

1. IP agpec kommyTaropa.
config ipif System ipaddress <IP>
IMpumep: config ipif System ipaddress 192.168.0.100

2. Macka nojicetd KoMMyTaTopa.
config ipif System netmask <IP>
Ipumep: config ipif System netmask 255.255.255.0

3. Aapec nutto3a
config ipif System gateway <IP>
Ipumep: config ipif System gateway 192.168.0.1

4. Anpec DNS cepsepa
config ipif System dns <IP>
Ipumep: config ipif System dns 192.168.0.1

5. Pexxum pabotrel DHCP kiuenTa
config ipif System dhcp <STATE>
Ipumep: config ipif System dhcp enable — exniouen pescum DHCP
KAUeHma

5.4.3.2 Hacmpoiiku nopmog (config ports)

1. Cocrosinue nopra. (ITopT MOKHO TPUHYTUTETHHO BBIKIIFOUUTD )
config ports <PORTLIST> state <STATE>
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[Ipumep: config ports 1-1 state disable

2. CKopoCTh Ha OPTY

config ports <PORTLIST> speed <SPEED>
<SPEED> Mo:xeT NpMHUMATh CJeAYyIOLIHe 3HAYCHUS
auto

100_full

100_half

10_full

10_half

Ipumep: config ports 1-6 speed auto

3. Kontpons notoka (Flow Control)
config ports <PORTLIST> flow_control <STATE>
Ipumep: config ports 1-2 flow control enable

4. Yapasnenue PoE (Power ower Ethernet)
config ports <PORTLIST> poe <STATE>
Ipumep: config ports I-1 poe disable

5. Pexxum pabotsl mopta SFP. (Tonbko st moptoB ¢ SFP ciioTom)
config ports <PORTLIST> sfp_mode <SMODE>
<SMODE> M0x€eT TpUHUMATh 3HAYEHUS
e auto — pexxuM coBMecTUMOCTH ¢ obopyaoBanuem CISCO u psiom
TPYTUX
e forced — ocHOBHOI pexuM, paboTaeT ¢ OOJIBIIMHCTBOM 000PYI0BAHUS.
dopcupoBaHHHOE MOAHATHE JIMHKA MPU 0OHAPYKEHUH CUTHAJA 110
ONTHKE
Ipumep: config ports 6-6 sfp _mode auto

5.4.3.3 Hacmpoiika mynemuxkacma (IGMP Snooping)

1. Bxmouenue IGMP Snooping
config igmp_snooping state <STATE>
Ilpumep: config igmp snooping state enable

2. CIMCOK OPTOB, HA KOTOPBIX aKTUBEH CHYIIHHT
config igmp_snooping portlist <PORTLIST>
Ipumep: config igmp snooping portlist 1-6

3. Query Interval - uaTEpBa BpEMEHU MEXTYy OTIPABKOM COOOIICHUM
Query (B cexyHaax)
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config igmp_snooping query_interval <VALUE>
Ipumep: config igmp snooping query interval 60

4. Query Response Interval - makcrumanbHOE BpeMs 0KUJAHUS OTBETA OT
XO0CTa Ha OTHPaBKy nepuogndeckux oommx Query. (1-25 cekyHn)

config igmp_snooping query_response_interval <VALUE>

Ipumep: config igmp snooping query response_interval 10

5. Group Membership Interval - nHTepBa)I BpeMEHU B T€UEHHE KOTOPOTO
MapipyTuzatop oxunaer noixydenus IGMP Report. (1-255 cexkyHn)
config igmp_snooping group_membership_time <VALUE>

Ilpumep: config igmp snooping group _membership time 255

6. Other Querier Present Interval - ecniu kommyTatop Non-Querier, To eciu
OH B TE€UEHHUU HTOT0 UHTEpBaJIa HE MOIy4rs1 Query, TO OH HAUMHAET CUYUTATh
cebs Querier.

config igmp_snooping other_querier present_int <VALUE>

IIpumep: config igmp snooping other querier present int 255

7. Send IGMP Query — BO3MOXHOCTb OTKJIIOUUTH OTIIPABKY KOMMYTAaTOPOM
coob6mennit General Query

config igmp_snooping send_query <STATE>

Ilpumep: config igmp snooping send_query disable

5.4.3.4 Hacmpoiku STP/RSTP

1. Bkmrouenue STP/RSTP
config stp state <STATE>
Ilpumep: config stp state enable

2. Bwi6op Bepcuu mpotokoia STP wiu RSTP

config stp version <VERSION>

<VERSION> MOX€eT NpUHUMATH CIAEAYIOIIHNE 3HAUCHHUS:
1. stp
2. rstp

Ilpumep: config stp version rstp

3. Ilpuopurer (Bridge priority)
config stp priority <VALUE>
Ilpumep: config stp priority 32768

4. Bridge Hello Time
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config stp hellotime <VALUE>
Ipumep: config stp hellotime 2

5. TX Hold Count
config stp txholdcount <VALUE>
IMpumep: config stp txholdcount 6

6. Bridge Max Age
config stp maxage <VALUE>
Ipumep: config stp maxage 20

7. Forward Delay Time
config stp forwarddelay <VALUE>
Ipumep: config stp forwarddelay 15

8. Bxmouenue npomycka BPDU makeroB (BPDU Forwarding)
config stp forward_bpdu state <STATE>
Ipumep: config stp forward _bpdu state enable

5.4.3.5 Hacmpoiika SNMP

1. Bximouenne SNMP
config snmp state <STATE>
Ilpumep: config snmp state enable

2. IP anpec cepepa (st SNMP Traps)
config snmp host <IP>
Ipumep: config snmp host 192.168.0.1

3. Ctpoka coobiectBa ureHust (Read Community)
config snmp read_community <STRING>
Ipumep: config snmp read community public

4. Ctpoka coobmiectBa 3anucu (Write Community)
config snmp write_community <STRING>
Ilpumep: config snmp write community private

5. Bepcus npotokona (ITonnepxxuaercss SNMPv1 u SNMPv3)
config snmp version <VALUE>

rae <VALUE>: 1,3

Ipumep: config snmp version 1

6. Yposens 6e3omacHoctu (Security Level) ans SNMP v3
config snmp level <VALUE>
raie <VALUE>:
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0 - NoAuth, NoPriv

1 — Auth, NoPriv

2 — Auth, Priv
Ipumep: config snmp level 2

7. Ums nonb3oBarens st SNMP v3
config snmp user_name <STRING>
Ilpumep: config snmp user name administrator

8. Auth Password st SNMP v3 (HeoOxoaum eciiv BBIOpaH ypOBEHb
oe3omacuoctu Auth,NoPriv mimm Auth,Priv)

config snmp auth pass <STRING>

Ilpumep: config snmp auth _pass test

9. Priv Password nnst SNMP v3 (Heo6xoaum eciu BbIOpaH ypOBEHb
oe3omacHoctu Auth,Priv)

config snmp priv_pass <STRING>

Ilpumep: config snmp priv_pass test

9. Engine ID nnst SNMP v3, yHukanbHbIN UACHTUDUKATOD
config snmp engine_id <STRING>
Ipumep: config snmp engine_id 8000442303C01146050001

5.4.3.6 Hacmpoiika Syslog

1. Brmrouyenue Syslog
config syslog state <STATE>
Ipumep: config syslog state enable

2. IP agpec cepBepa
config syslog host <IP>
Ipumep: config syslog host 192.168.0.1

5.4.3.7 Hacmpouxa VLAN

1. HoOapnenue u penaktupoanre VLAN
1.1 JloGaBieHue u peJakTUpoBaHUE TErMPOBAaHHBIX TOPTOB B VLAN
config vlan vlanid <VALUE> add tagged <PORTLIST>
<VALUE> - nHomep VLAN a 1711 pe1aKTUPOBaHMS, TAKKE MOKHO
yka3ath uHtepBan VID mist penaktupoBanus Heckoiabknx VLAN 0B.
<PORTLIST> - cnucok nopToB, K KOTOPbIM 3TO IPUMEHUMO
Ipumep: config vian vianid 1 add tagged 1-3
Ipumep: config vian vianid 50-64 add tagged 1-3
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1.2 JIoGaBieHue 1 peJakTUPOBAHUE HETETMPOBAHHBIX MTOPTOB
config vlan vlanid <VALUE> add untagged <PORTLIST>
<VALUE> - nomep VLAN a 1711 pe1aKTUPOBAHMUS, TAKIKE MOKHO

yka3ath untrepBan VID miist penaktupoBanus Heckoiabkux VLAN 0B.

<PORTLIST> - ciucok nopToB, K KOTOPHIM 3TO IPUMEHHUMO
Ipumep: config vian vianid 1 add untagged 4-4

1.3 JloGaBieHue u peaakTUpoBaHUe MOPTOB, HE wieHOB VLAN
config vlan vlanid <VALUE> add not_memb <PORTLIST>
<VALUE> - nomep VLAN a 1711 pe1aKTUPOBaHMUS, TAKKE MOKHO

ykaszatb uHTepBan VID mis penaktupoBanus Heckonbkux VLAN 0B.

<PORTLIST> - cnucok nopToB, K KOTOPbIM 3TO IPUMEHUMO
Ipumep: config vian vianid 1 add not memb 5-6

2. Ynanenue VLAN

config vlan vlanid <VALUE> delete vlan

<VALUE> - nomep VLAN a 1711 peAakTUPOBAHUS, TAKIKE MOKHO
yka3ath uatepBan VID mist penaktupoBaHus HecKOIbkuX VLAN 0B.
Ipumep: config vian vianid 2 delete

3. IlepeumenoBbiBanue VLAN

config vlan vlanid <VALUE> name <STRING>

<VALUE> - nomep VLAN a 17151 peJaKTUPOBAHUS, TAKIKE MOKHO
yka3zaTtb uHTepBasl VID it penakrupoBanus Heckoiabknx VLAN oB.
Ilpumep: config vian vilanid 2 name my vlan?2

[TepeumenoBeiBaeT VLAN ¢ VID 2 B «my_vlan2»

4. YcranoBka Management VLAN

config vlan mngt_vlan <VALUE>

Ilpumep: config vian mngt vian 2

N3menser Management VLAN Ha 2

5. Hactpoiika VLAN Trunking

5.1 Brimouenne mexanusma VLAN Trunking
config vlan vlan_trunking state <STATE>
Ilpumep: config vian vlan_trunking state enable

5.1 Hactpotiika moptoB B VLAN Trunking
config vlan vlan_trunking ports <PORTLIST> state <STATE>
Ilpumep: config vlan vian_trunking ports 1-2 state enable
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5.4.3.8 Hacmpoiika SNTP

1. Bximrouenue SNTP
config sntp state <STATE>
IIpumep: config sntp state enable

2. IP anpec SNTP cepsepa
config sntp primary <IP>
Ipumep: config sntp primary 192.168.0.1

3. Hacogoit nosic (otHocuTenbHO UTC)
config sntp timezone <VALUE>
Ilpumep: config sntp timezone +6

5.4.3.9 Hacmpoiika (pynkyuu xomgpopmmuozo cmapma euodeokamep

1. Bpemst mporpesa tepmokoxkyxa (1 mwiu 2 yaca)
config comfortstart sstime <VALUE>
Ilpumep: config comfortstart sstime 2

2. Bxirouenue GyHKIMH HA TOPTaxX
config comfortstart portlist <PORTLIST> state <STATE>

Ilpumep: config comfortstart portlist 1-4 state enable

5.4.3.10 Hacmpoiika (hynkyuu 3auumost om 3a6UCAHUs

1. Bxrouenue GyHKIIMN HA TOPTAx
config autorestart port <PORTLIST> state <AR_STATE>

rae <AR_STATE> npuaumaer ciaeayronme 3Ha4CHUS:
e disable
e link
* ping
e speed
IIpumep: config autorestart port 1-4 state link

2. IP appec xameps! Ha opTy (Ipu BeIOpanHOM criocoOe o PING'y)
config autorestart port <PORTLIST> host <IP>

Ilpumep: config autorestart port 1-1 host 192.168.0.13

3. MuHuManbsHasi CKOpocTh Ha opTy (Tipu BeiOpanHoM meToje Speed) B

Kourt/cexk.
config autorestart port <PORTLIST> min_speed <VALUE>

Ilpumep: config autorestart port 1-1 min_speed 3
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5.4.3.11 Hacmpoiika cyxux kKonmaxkmoe (yughpoewie 6xoovt)
B cucreMe komaH IPUCYTCTBYIOT BXOJIbI C OPSIKOBBIMU HOMepaMu 0-2.

e Bxoa 0 — gaT4mk BCKpBITHS KpBILIKK Ha ycTporicTBax TFortis PSW-
2G+ u TFortis PSW-2G6F+ . Henb3s U3MEHUTHh YPOBEHb
cpabaThIBaHUS BXO/IA.

e Bxox 1 — oCHOBHOM BXOJ, UCIIOJIB3YETCS VISl TOAKIIOUCHHS JaTYMKOB
MOJI30BATEISl, HA MJIATE KOMMYTaTopa UMEeT MapKUPOBKY «Sensor 1»

e Bxox 2 — M0ONOJHUTENBHBIN BXO/I, MOXKET UCIIOIb30BAThCS TAKXKE JJIsI
MOAKJIIOYHMS JaTYMKOB, HO HE UMEET 3aluThl, Kak Bxox 1, Ha maTe
KOMMYTAaTOpa UMEET MapKUPOBKY «Sensor 2».

B O6HI€M ClIydac JIid BXOoAd IMMPUMCHHUMEI CIICAYIOMINUC KOMAH/IbI:

1. Pa3pemenne paboTsl BXoja (T.€. cpabaThIBaHUE BX0/1a IPUBOIUT K
BO3HUKHOBEHUIO COOBITHS, KOTOPOE MOXKET PACChUIATHCS 3aJaHHBIM CITOCOO0M,
Harpumep Syslog)

config dry cont <NUM> state <STATE>
rjae:

<NUM> - HomMep BXxoJ1a

<STATE> - cocTosiHue

Ilpumep: config dry cont [ state enable

2. Bbi0op cocTosiHUS BX0O/1a, KOTOPOE CUUTAETCSA aBapUUHBIM, U IIPU KOTOPOM
MPOUCXOAUT (POPMUPOBAHUE COOBITHS
config dry _cont <NUM> alarm_level <STATE>
re:
<NUM> - nomep Bxopa (0-2)
<STATE> - coctosinue, COCTOsIHME, CUUTAIOIICECS AaBAPUUHBIM:
e short — 3aMKHYTO€ COCTOSIHHE
® open — Pa30OMKHYTOE COCTOSIHUE

Ilpumep: config dry cont I alarm_level connected
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5.4.3.12 Hacmpouka TFTP
1. Bxkimtouenue TFTP
config tftp state <STATE>
Ilpumep: config tftp state enable

2. nactpoiika UDP nopra (ITo ymonuanuto noprt - 69)
config tftp port <NUM>

Ipumep: config config tftp port 69

5.4.3.13 Hacmpoiika coovimuii

HactpauBatorcst Te coOObITHS, KOTOPhIE HEOOXOUMO OTIPABIATH HA CEPBEP
MoHUTOpHUHTA. [Ipyn Ucnob30BaHUM MPOTOKOJA Syslog TOMOIHUTENHHO
YKa3bIBA€TCsl YPOBEHb BAXKHOCTU COOBITHUSI.

nepeMenHass <STATE> npuaumaer 3HaueHue enable/disable

nepeMeHHass <NUM> yka3bIBaeT ypoBeHb BaxHOCTH (..7

1. u3MeHeHue craTyca JIMHKa
config events port_link state <STATE> level <NUM>

Ilpumep: config events port_link state enable level 4

2. u3MeHnenue cratyca PoE
config events port_poe state <STATE> level <NUM>

IIpumep: config events port poe state enable level 4

3. u3aMeHenue tonosoruu B mpotokonax STP/RSTP
config events stp state <STATE> level <NUM>

Ipumep: config events stp state enable level 4

4. nponaJ TMHK NpH akTUBHOM (pyHKuMH Auto Restart
config events ar_link state <STATE> level <NUM>

IIpumep: config events ar link state enable level 4

5. ynanenHoe ycrpoiictBo He oTBeTHI0 Ha PING nipu aktuBHON (QyHKIMH
AutoRestart
config events ar_ping state <STATE> level <NUM>

Ilpumep: config events ar ping state enable level 4
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6. HU3Kask CKOPOCTh HA MOPTY MpU aKTUBHOU QyHKIMH AutoRestart
config events ar_speed state <STATE> level <NUM>

Ilpumep: config events ar speed state enable level 4

7. HU3Kas CKOPOCTh HA MOPTY NP aKTUBHOU (yHKIMu AutoRestart
config events ar_speed state <STATE> level <NUM>

Ipumep: config events ar _speed state enable level 4

8. COOBITHSI CUCTEMBI
config events system state <STATE> level <NUM>

IIpumep: config events system state enable level 4

9. cobwITust MOy Oecniepedorinoro nutanus (UPS)
config events ups state <STATE> level <NUM>

Ilpumep: config events ups state enable level 4

10. cpabaThiBaHUE CyXHUX KOHTAKTOB
config events dry_cont state <STATE> level <NUM>

Ilpumep: config events dry cont state enable level 4

5.4.3.14 Hacmpoiika yuemmubvix 3anuceil noniv3oeameneil

1. Co3naHre HOBOTO MOJIb30BATENS
config user_account add <USERNAME> <PASSWORD> <MODE>
rie <USERNAME> - ums nons3oBatens (Makc. 20 CHUMBOJIOB),
<PASSWORD> - naposnb (Makc. 20 CHUMBOJIOB),
<MODE?> - ypoBeHb IpaB:
e admin_rule
e user_rule
Ipumep: config user account add username password admin_rule
Co3naem y4eTHYIO 3aluch aMUHUCTPATOPA C UMEHEM «USername» U MnaposiemMm
«password»

2. PelakTpOBaHuE TAHHBIX MOJIb30BATENS
config user_account add <USERNAME> <PASSWORD> <MODE>
rie <USERNAME> - ums nons3oBatens (Makc. 20 CHUMBOJIOB),
<PASSWORD> - napoiib (makc. 20 CHUMBOJIOB),
<MODE> - ypoBeHb IpaB:

e admin_rule

e user_rule
Ilpumep: config user account add username password user rule
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VY co3maHHOM YUeTHOM 3aIluCcH «usernamey M3MEHHIIH MpaBa A0CTyIa (Ha
User)

3. Y ianenue noap30BaTeNs

config user_account delete <USERNAME>

rie <USERNAME> - ums nons3oBatens (Makc. 20 CHMBOJIOB)
Ipumep: config user account delete username

VY panunu ydeTHYIO0 3aluch «username.

5.4.3.15 Hacmpoiika QoS
1. Bkimrouenue mexanuzma QoS
config 802.1p state <STATE>
Ipumep: config 802. 1p state enable

2. Hacrpoiika npuoputera o ymonuanuto (Default priority)
config 802.1p default_priority ports <PORTLIST> <NUM>
rane <NUM> - npuopurer 0-7

Ipumep: config 802.1p default priority ports 1-3 7

3. Hactpoiika npuopuretoB CoS

config 802.1p user_priority <NUM1> <NUM2>

rae <NUM1> - nomep nipuoputeta (0-7),

<NUM2> - Homep ouepean o0cTyKuBaromuii 3ToT npuoputet (0-3)
Ipumep: config 802.1p user priority 5 2

4. Tun paboThl MJIAHUPOBIIMKA
config scheduling mechanism <MODE>
rne <MODE>:
o strict - Strict priority - maketsl ¢ 607€€ BBICOKMM MPUOPUTETOM
OyayT 00pabaThIBaTHCS MEPBHIMU
o weight fair - Weighted fair priority - maketsI ¢ pa3Hbm
MPUOPUTETOM 00pabaThIBalOCs KOMMYTAaTOPOM B COOTHOIIeHUH §:4:2:1

5. Hacrpoiika npuoputetoB ToS (DSCP)

config dscp_mapping dscp value <NUM1> queue <NUM2>

rae <NUM1> - 3pauenne metku DSCP 0-63,

<NUM2> - "omep ouepean oOcityx)uBaroliuii 3ToT npuopuret (0-3)
IMpumep: config dscp_mapping dscp _value 61 queue 3

6. Hactpolika orpaHluYeHHs] CKOPOCTH Ha IOPTAX

config bandwidth_control <PORT_LIST> <MODE> <NUM>
rae <PORT_LIST> - criucok nopros,

<MODE> - HanpaBieHue OrpaHUYCHHUS:
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erx_rate — OorpaHU4eHUE IIpUEMA
e {X rate — orpaHuycHue repegadyu
<NUM> - 3nHauenue ckopoct B Kout/c. 0 — eciu HeT orpaHuyYeHUSs.

5.4.3.16 Hacmpoiika onucanusa ycmpoiicmea
1. HacTpolika Ha3BaHUs YCTPOKCTBA

config description name <STRING>
Ipumep: config description name psw-2g4f

2. HACTPOWKA MECTOPACITOJIOKEHHS yCTPOMCTBA
config description location <STRING>

Ipumep: config description location servernaya

3. HaCTpOWKa KOHTAaKTOB 00CITyKMBAIOLIEH OpraHu3aluu
config description location <STRING>

Ilpumep: config description company superpuper-telecom

5.4.3.17 Hacmpoiixa gpunempayuu no MAC aopecam

1. Hactpolika cocTOsiHUS TTOpTa
config mac_filtering port_state <PORTLIST> <MODE>
rae <PORT_LIST> - cnucok nopros,
<MODE> - pexum paboThI 1opTa:
e normal - Normal
e mac — Secure: MAC Filtering
e port— Secure: Port Shutdown
e port temp — Secure: Temporary Port Shutdown
IMpumep: config mac_filtering port state 1-3 mac
2. No6asnenne MAC azapeca K CIIUCKY pa3peniéHHBIX
config mac_filtering add <PORT> <MAC>
rae <PORT> - nopr,
<MAC> - MAC aapec
Ipumep: config mac_filtering add 1 00:11:22:33:44:55

3. Ynanenne MAC anpeca n3 cnucka paspemeHHbIX
config mac_filtering del <PORT> <MAC>

rae <PORT> - nopr,

<MAC> - MAC agpec

Ipumep: config mac_filtering del 1 00:11:22:33:44:55
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5.4.3.18 Hacmpoiika 6x0006 niamol pacuiupeHus

1. Bxirouenue Bxonaa
config inputs <INPUT> state <STATE>
rae <INPUT> - Homep Bxoa,
<STATE> - cocTossHue BXoa:

e cnable — BXo1 akTHBEH

e disable — BX0J1 HEaKTUBEH
Ipumep: config inputs 1 state enable

2. 3a1aHre aBapuMHOTO COCTOSIHUSA

config inputs <INPUT> alarm_level <STATE>

rae <INPUT> - Homep Bxona,

<STATE> - cocrosiHue BX0Ja, Tpu KOTOPOM BO3HUKAET COOBITHE
® open — Pa3OMKHYTOE
e short — 3aMkHyTO€
e any — npu J1000M U3MEHEHUH BX0/1a

Ipumep: config inputs 1 alarm_level short

5.4.3.19 Hacmpoiika 6b1x0006 niamuol pacuiupenus

1. YcraHOBKa Ha4aIbHOTO COCTOSTHHS BBIXOAA
config outputs <OUTPUT> state <STATE>
rae <OUTPUT> - Homep BbIXOAA,
<STATE> - cocTosiHHE BRIXOA:

e short — 3amkHyTOE

® open — pPa3OMKHYTOE

e logic — moruka
IIpumep: config outputs 1 state logic

2. YcTaHoOBKa CIIMCKA COOBITHH I BBIXOJA

config outputs <OUTPUT> events <EVENTS>

rae <OUTPUT> - Homep BbIXO/aA,

<EVENTS> - ciucok coObITHH, pH cpabaThIBAHUU KOTOPBIX BBIXOJ MEHSIET
CBOE COCTOSIHUE

e sensorl — cyxoi KOHTakT 1

sensor2 — CyXOou KOHTAaKT 2
inputl — Bxogx 1
input2 — Bxox 2
input3 — Bxox 3
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JIns oTHOTO BX0J1a MOYKET OBITh YKa3aHO HECKOJIBKO COOBITHI
Ipumep: config outputs 1 events sensorl inputl input3

3. YcraHoBKa JeHCTBHS IS BBIXOA PU HACTYIUIEHUH COOBITUI
config outputs <OUTPUT> action <STATE>
rae <OUTPUT> - Homep BbIXOAA,
<STATE> - cocrosiHr€e BBIX0OJa, B KOTOPOE OH MEPEUIET NPU HACTYILICHUH
COOBITUI
® open — pa3MbIKaHue
e short — 3ambikaHue
e impulse — uMmnyabc (IUTENHHOCTH 10 CeKyH )

Ipumep: config outputs I action short

5.4.3.20 Hacmpoiika RS485

1. CxkopocTs nopta

config rs485 baudrate <BR>

riae <BR> - ckopocts, BeiOupaercs u3 300, 600, 1200, 2400, 4800, 9600,
19200

IMpumep: config rs485 baudrate 9600

2. IIpoBepka Ha YETHOCTH

config rs485 parity <PARITY>

rae <PARITY> - npoBepka Ha YETHOCTH
e disable — npoBepka oTkiIIOYEHA
e even — yer
e odd — Heuer

Ipumep: config rs485 parity even

3. Yucnno OUT JaHHBIX

config rs485 databits <DATABITS>
rae <DATABITS> - ynciio OUT JaHHBIX
Ipumep: config rs485 databits 7

4. Yucno cTOnoOBBIX OUT

config rs485 stopbits <STOPBITS>

rae <STOPBITS> - uncio cTOnoBbIX OUT
Ilpumep: config rs485 databits 1

5. Bo16op Mozenu 3neKTpocuETunKa

config rs485 model <NUM>

20e <NUM> - nomep mooenu (I — Snepeomepa CEI102M)
Ipumep. config rs485 model 1
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6. YcranoBka uneHTudukaropa

config rs485 identification <STRING>

20e <STRING> - uoenmughuxamop

Ilpumep. config rs485 identification www.energomera.ru
6. YcraHoBKa maposns

config rs485 password <STRING>

20e <STRING> - uoenmughuxamop

Ilpumep: config rs485 password 777777

5.4.3.21 Hacmpoiika azpe2upoéanus Kanaaioe

OyHKIMS TOAIEP)KUBAETCS TOJIBKO Ha KoMMmyTaTopax TFortis SWU
1. Co3naHre HOBOM IpyHIIbl ArPErUPOBAHHBIX IOPTOB

config aggregation add <NUM>

riae <NUM> - nomep 3anucu (1..5)

Ilpumep. config aggregation add 1

2. Y naneHue rpynisl arperupoBaHHbBIX TTOPTOB
config aggregation del <NUM>

rae <NUM> - Homep cymiectByronieit 3anucu (1..5)
Ilpumep: config aggregation del 1

3.1 CocrosiHME aKTUBHOCTH TPYIIIIbI
config aggregation trunk <NUM> state <STATE>
rne <NUM> - nomep 3amnucu (1..5)
<STATE> - cocTosiHHE aKTUBHOCTH T'PYIIIIbI
e enable — rpynma akTuBHA
e disable — rpynmna HeaKTUBHA
Ilpumep: config aggregation trunk 1 state enable
3.2 Hacrpoiika macTep-nopra Jyisi TpyIIIibl
config aggregation trunk <NUM> master <PORTLIST>
rae <NUM> - nHomep 3anucu (1..5)
<PORTLIST> - HoMep nopra macrepa
Ilpumep: config aggregation trunk 1 master 14

3.3 Hactpolika nopros, 4I€HOB I'PYIIIIbI

config aggregation trunk <NUM> ports <PORTLIST>
riae <NUM> - Homep 3anucu (1..5)

<PORTLIST> - HOMepa nopTOB

Ilpumep: config aggregation trunk 1 ports 10-15
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5.4.3.22 Hacmpoiika 3epranupoeanus nopmoe

DyHKIUS TOAIEP)KUBAETCS TOJIBKO Ha KomMmyTaTopax TFortis SWU.

1. BrirodyeHue pyHKIUU 3€pKATUPOBAHUS
config mirroring state <STATE>
rae <STATE> - cocTosHuEe aKTUBHOCTHU MPOTOKOJIA
e enable — 3epkanupoBaHue BKIIOYEHO
e disable — 3epxallupOBaHNE BBIKIIOUEHO
Ilpumep: config mirroring state enable

5.4.3.23 Hacmpoiixka yoanénnvix ycmpoiicme Teleport

1. noGaByeHre yAaIeHHOTO yCTPONCTBA

config teleport remdev add <IP>

<IP> - IP agpec ycTpoiicTBa

Ilpumep: config teleport remdev add 192.168.0.1

2. yJaJIeHHe yIaJICHHOT'O yCTPONCTBA

config teleport remdev del <IP>

<IP> - [P agpec ycTponicTBa

Ipumep: config teleport remdev del 192.168.0.1

5.4.3.24 Hacmpoiika mpancaauyuu éxooa uepes Teleport

1. BKJIFOYEHHME TPAHCISALUU BXO/1a

config teleport input <INPUT> state <STATE>

<INPUT> - undpoBoii BX0J1 KOMMyTaTopa

<STATE> - enable /11 BKJIIFOUEHUS TPAHCISLUKA COCTOSHUS BXOAA
Ilpumep: config teleport input 1 state enable

2. nmpuBs3ka Bxoja k [P anpecy ynanéHHoro yctpoicTsa
config teleport input <INPUT> remdev <IP>
<INPUT> - uudpoBoii BXoJ1 KOMMyTaTopa

<IP> - IP agpec ynajn€HHOro yCcTpoucTBa

Ilpumep: config teleport input 1 remdev 192.168.0.1

3. IpUBSI3Ka BXOJa K HOMEPY BbIX0J1a YAAIEHHOTO yCTPOMCTBA
config teleport input <INPUT> remport <OUTPUT>
<INPUT> - Homep 1udpoBOro Bxoja KoMMyTaTopa
<OUTPUT?> - Homep BBIXOJA YAATEHHOTO YCTPOMCTBA
Ilpumep: config teleport input 1 remport 1
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4. uHBEpCUS BBIXOJIa YIAJIEHHOIO YCTPOMCTBA

config teleport input <INPUT> inverse <STATE>

<INPUT> - HOMep nrdpoBOro BXoja KOMMyTaTopa

<STATE> - BxitoueHue naBepcuu. Ha ynanénnoe ycTpoicTBo OyaeT
TPAHCIMPOBATHCSI MHBEPCHOE COCTOSTHUE BXOJA

Ilpumep: config teleport input 1 inverse enable

5.4.3.25 Hacmpoiika mpancaayuu coovimuii uepe3 Teleport

1. BKJIFOYEHHE TPAHCISAIUU COOBITHS

config teleport event <NUM> state <STATE>

<NUM> - tun cobbiTusi: 1 — coObITHE 1O NEpexXoay KOMMYTaTOpa Ha
pesepBHoe nutanue ot AKDB, 2 — coObiTre 00HapyKEHUS 3aBUCAHUS KaMEphbI

<STATE> - enable 151 BKIIFOUCHUS TPAHCIISALIUHA COOBITHS

Ilpumep: config teleport event 1 state enable

2. npuBszka coobiTus K [P anpecy ynanénnoro ycrpoicraa

config teleport event <NUM> remdev <IP>

<NUM> - tum cobpiTusi: 1 — coObITHE MO IEPeXoay KOMMYTaTOpa Ha
pesepBHoe tutanue ot AKD, 2 — coObiTre 00HapyKEHUS 3aBUCAHUST KAMEPHI
<IP> - [P agpec ynan€HHOro ycTponcTaa

Ilpumep: config teleport event 1 remdev 192.168.0.1

3. IpUBS3Ka COOBITUS K HOMEPY BBIX0/1a YAAIEHHOIO yCTPOICTBA

config teleport event <NUM> remport <OUTPUT>

<NUM> - tun co0biTusi: 1 — coObITHE MO NEPEXOAy KOMMYTAaTOpa Ha
pesepBHoe ntutanue ot AKDB, 2 — coObiTre 00HapyKEHUs 3aBUCAHUSI KAMEPHI
<OUTPUT> - HOMEp BBIXOAA YIaJEHHOIO YCTPOMCTBA

Ilpumep: config teleport event 1 remport 1

4. “HBEpCHS BhIXOJa YAAJIEHHOIO YCTPOMUCTBA

config teleport event <NUM> inverse <STATE>

<NUM> - turn cobbiTusi: 1 — coObITHE 1O IEPeXoay KOMMYTaTOpa Ha
pesepBHoe ntutanue ot AKD, 2 — coObiTre 00HapyKEHUS 3aBUCAHUSI KaMEPHI
<STATE> - BxitoueHue naBepcuu. Ha ynanéanoe ycTpoicTBo OyaeT
TPaHCIIMPOBATHCS MHBEPCHOE COCTOSIHAE COOBITHUS

Ilpumep. config teleport event I inverse enable

5.4.3.26 Hacmpoiuixa npomoxona LLDP

1. Bxmrouenne nporokona LLDP

config lldp state <STATE>

<STATE> - enable q14 sxmouenust LLDP, disable — misa otkatouenns LLDP
Ilpumep: config lldp state enable
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2. UnrepBan ornpaBku LLDP coobmiennii

config lldp transmit_interval <NUM>

<NUM> - uHTepBaJl OTIIpaBKU cooO1eHn B cekyHaax (5-120)
Ilpumep. config lldp transmit_interval 30

3. Muoxurenb xpanenust LLDP coobmenuit

config lldp hold_multiplier <NUM>

<NUM> - muoxwutenb xpanenus LLDP coobmenunii B cekynaax (5-120)
Ilpumep: config lldp hold multiplier 4

4. Cocrosiaue nporokosia LLDP Ha nopty

config lldp port <PORTLIST> state <STATE>
<PORTLIST> - HOMep nopTa Uiu CIIUCOK OPTOB
<STATE> - cocrosinue npotokona LLDP Ha nopty
Ilpumep. config lldp port 1-5 state enable

5.4.4 I'pynna show

Bo3MmorxkHBIE KOMAHEL:

switch — cBogHas uHpopmaius o0 ycTpoiicTBe

ports — uHbOopMaIKs Mo MopTam

igmp_snooping — uHpopmanus o padbore IGMP Snooping

stp — undopmarus o nporokosie STP/RSTP

snmp— uHdopMaius o nporokosae SNMP

syslog - uadopmarnus o npotokosie SYSLOG

vlan — uadpopmanus o HactpoeHHbIX VLAN

sntp — uHpopMmanus o nporokone SNTP

smtp— uHpopManus o nporokose SMTP

firmware— uH@opManus 0 TeKyIIel BepcuH MPOIIUBKU

packet— cTaTHCTHKA MO MEPEIaHHBIM/TIOIYYCHHBIM MTaKeTaM Ha MOPTY
fdb — Tabnuua koMMyTanuu

arpentry — ARP Tabmuia kommyTtaropa

autorestart — uHpopmanus o GyHkuu Autorestart

comfortstart — undopmarus o pynkiuu Comfortstart

dry cont — uaopmanus 0 COCTOSIHU CyXUX KOHTAKTOB

tftp — undopmanus o nporokosne TFTP

events — nH(OPMAITUS O HACTPOCHHBIX COOBITHSIX

802.1p — undopMaius o 6a30BbIX HacTpoiikax QoS

scheduling mechanism — Tun pa®oTs! manupoBmuka B QoS

dscp mapping — pacnpeaeneraue DSCP meTok o ouepensim B QoS
bandwidth control — uabopMaIys 0 OrpaHUYEHUN CKOPOCTH HA TIOPTY
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poe — unpopmarus o PoE mo Bcem mopram

config — MpOCMOTp MOJTHOM KOHPUTYpaITUH

mac_filtering — undopmarnus o punbTpanuu no MAC agpecam
inputs — nHGOpPMAIHSI O BXOJIaX TUIATHl PACIIUPEHUS

outputs — uHpOpPMaIK O BbIXOAaX IJIaThl PACIIUPECHUS

15485 — uadopmanus o HacTporike RS485

teleport — ciucox noakimoueHHbIX biaokoB Tpancnsiuu Teleport
1ldp — madopmanms o HacTpoiikax nmpoTtokosa LLDP

Bce komaHIpI B 3TOM TpyIIie MOKHO Pa3eiuTh HA HECKOJIBKO IMOATPYTII:
e [Ipocmotp uHpopmanmu o kommyTtaTope (Croga BXOAST TaKue
NepeMeHHbIe, KaK cTaTucTuka moptos, ARP-tabnwuia, Bepcus
MIPOIIMBKH, BpeMs up-time)
e [Ipocmotp HacTpoek kommyTaropa (IIpocMoTp TEKyIIMX HACTPOEK
KOMMYTAaTopa.)

5.4.4.1 IIpocmomp ungpopmavuu o Kommymamope

1. BoiBo cCBOIHOM MH(MOPMAIIUU O YCTPOMUCTBE U €ro KOH(PUTyparuu

show switch
Device tiype: TFartis PSW-1GHF
MAC Address: CO:11:RA6:05:00:00
IPF Address: 192 _168.8.1
255,255 255,
Default Gateway: 235235 . 255 . 255
Firmuware Uersion: g .81 .
Booktloader Uersion: a1 .es
Serial Humber: 3
Device Description:
L Locatian:
Contack:
Uptime: Bd. Sh. @m. 14s
Lparnning Tree: disable
IGMF Znooping: disable
disable
disabhle
LULANT ., ULANZ
Comfort Start: dizable
pguto Bestart: disable

2. BoiBog undopmanuu no nopram (CocrosiHue, JIMHK, CKOPOCTh, TYIUICKC,
PoE)

show ports — 1151 Bcex nopros

show ports <PORTLIST> - TonbK0 J17151 TOPTOB U3 CIKHCKA

Kommytaropsr TFortis. PykoBoacTBo no HacTpoiike 111



T Fortis

enakble
E fpeed/Duples: 138M Full Duplex
*ort Link: U
OFf

enable

*ort Speed/Ouples: 1G8M Full Duplex
art Limk: Ups

*art PoE: Dff

*art 3

*ort State: enable

art Speed/Ouple:: ===

ark Link: DiaMr

ort FoE: Off

3. BoiBog nHGOpMAaLIMK O BCTPOCHHOM MIPOrpaMMHOM 00€eCIIeYeHU U
KOMMYTaTopa

show firmware
irmware UVersion: AR .01 .01

Bootloader Uersion: 01.00

4. BeiBog Tabnuisl kommyTaruu (FDB)

show fdb
AC Address Aging Time:

5. BeiBog MAC-Ta0munsl

show arpentr
Fortis PSW-1G4F#show arpentry

ARP Aging Time: 120

Interface IP Address MAC Address

192.168.0. 00:1D:60:1E:
192.168.0. 18:CF:5E:DT:
192.168.0. 00:0E:2E:T1:

192.168.0. OR:1A:92:67:
192.168.0. R3:00:27:DF:

6. BbIBOJ CTaTUCTHKM MO MEPEJaHHBIM/IIPUHATHIM JTAHHBIM Y€pe3 MOPThHI
(BxonsIue / UCXOSAIINE MAKETHI)

show packet — 1151 Bcex nmopros

show paket <PORTLIST> - TonbKO 17151 TOPTOB U3 CIIMCKA
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filtered packe
. Filtered

good bytes: 128041
good bytes: ToE14E
discards packets
acke
. Filtered packet

7. BeiBox cratuctuku PoE no Bcem nopram
show poe — 1151 Bcex mopToB
show poe <PORTLIST> - TonbKO 1J151 TOPTOB U3 CIIHCKA

PoE A PoE B
32.296 U

5.4.4.2 Ilpocmomp nacmpoexk Kommymamopa

T Fortis

1. BreBog uadopmanmu o padbote IGMP Snooping (akTHBHOCTB, TOPTHI)

show igmp snooping
TFortis P3SW-1G4FHshow 1gmp_snooplng

IGMP Snooping State: disable

IGMP Snooping Ports: 1 2 3 456
2. BriBog undopmaruu no nporokoiny STP

show stp

TFortis PSW-1G4FHshow stp
STP State: disable
STP Uersion: RSTP

20
2
15
B

3. BeiBog unpopmanuu no nporokoiny SNMP
show snmp
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s SNMP vl:
TFortis P3W-2GeF+Hshow snmp
Command: show snmp
State: enable

uersion: 1

Server IP: 0.0.0.0
Read community: public
Write community: private

Jns SNMP v3:

TFortis PSW-2G6F+#show snmp

Command: show snmp

SHNHMP State: ehable

SNHMP version: 3

SNMP Server IP: 0.0.90.0

SNMP Engine ID: S000A42303COT11AGASAOAT
Security Level: Auth,Priv

User Name: test

Auth Password: test

Priv Password: test

4. BeiBos nH(OpMaIuu 1o npotokomny Syslog

show syslog
TFartis PSW-1G4FHshow syslog

jyslog State: disable
iuslag Seruer: g.8.0.0

5. BeiBog HacTpoek VLAN
show vlan all — BeiBo1 cincka Bcex VID

show vlan 1 — BeiBoa nH(pOpMaIu no kKoHkpeTHomy VID
P3SW-1G4F#show vlan
: 1
ULAN Mame: Default
ULAN Type: Static

3456

ULAN Type:
Tagged Ports:
Untagged Ports:

6. BeiBo undopmaiuu o Hactpoiike SNTP
show sntp

Fortis PSW-1G4F#show sntp
SNTP State: disable

SNTP Server: 0.0.0.0
urrent Time: PO:00:00
urrent Date:
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7. BoeiBog undopmaimu o Hactpoiike SMTP

show smtp
Fortis PSW-1G4F#show smtp

State: disable
Server IP: 0.0.0.0
Server Name:

Seruer Port: 25

Sender:
Receiver 1:
Receiver 2:
Receiver 3:
Login:
Password:

8. BeiBo1 nHpOpMaIuy 0 HaCTPOMKe (PYHKITUH 3aIUTHI OT 3aBUCAHMS
show autorestart

TFortis PSW-1G4FH#show autorestart

Auto Restart: Enable

Port 1: Mode - link

Port 2: Mode - Ping, IP - 192.168.0.10
Port 4: Mode - Speed, Limit - 3 Mbps

9. BeiBoa uHdopmaluu 0 HacTpoiike PyHKINK KOM(OPTHOTO cTapTa
BHJICOKaMeEP
show comfortstart

TFortis PSW-1G4F#show comfortstart
Comfort Start Ports: 1 2
Soft start time: 1 Hour

10. BeiBoa uHpopManuu 0 HaCTPOMKE CyXUX KOHTAKTOB
show dry_cont

Fortis PSW-1G4F#show dry_cont
rensor@. State: Enable. #larm state: Connected. Current state: Conneched

vensor] . State: Enable, Alarm state: Connected, Current state: Open
sensorZ. State; Enable, Alarm state: Connected, Current state:; Open

11. BeiBoa undopmanuu o Hacrpoiike TFTP
show tftp

TFortis PSW-1G4F#show tftp

TFTP State: Enable
TFTP Port: &9
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12. BeiBoj1 nH(pOpMAITUH O HACTPOMKE CITUCKA COOBITHIA

show events
Fortis PSW-1G4F#show events

vent List:

Port.link Enable,Level 4
Disable,Level 7
STP/RSTP Disable,Level 7

Autorestart .Link Enable,Level 4
Autorestart.Ping Enable,Level 4
Autorestart.Speed Enable,Level 4
Disable,Level T
Enable,Level 4
Access control Enable,Level 4

13. BoiBox undopmaruu o QoS
13.1.Cocrosinne
show 802.1p state

TFortis PSW-1G4F#show 802.1p state
QoS State: Disable

13.2. Uadopmanust o mpuopuTeTax Mo yMOITIAHHIO
show 802.1p default priority

TFortis PSUW-1G4F#show 802.1p default_priority
1: Priority 0O
: Priority
: Priority

: Priority

2 0]
3 0]
4: Priority 0@
> 0]
6: Priority O
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13.3 Uadopmanus o npuoputerax CoS
show 802.1p user_priority

TFortis PSW-1G4F#show 802.1p user_priority
10r1 0, Queue 1
Queue

Queue

Queue
Queue
Queue
Queue
Queue

13.4 Tun pa®oThI IIAHUPOBIIUKA
show scheduling_mechanism

Fortis PSW-1G4F#show scheduling_mechanism
Scheduling mechanism: lWeighted fair priorit

13.5 Uudopmanus o npuoputerax ToS (DSCP)
show dscp_mapping

TFortis PSW-1GY4F#show dscp_mapping
0, Queue DSCP 1&6,Queue 1 DSCP
1, Queue DSCP 17,Queue 1 DSCP

, Queue DSCP 18,Queue 1 DSCP
, Queue DSCP 19,Queue 1 DSCP
., Queue DSCP 20,Queue 1 DSCP
, Queue DSCP 21.,Queue 1 DSCP
, Queue DSCP 22.Queue 1 DSCP
, Queue DSCP 23 .Queue 1 DSCP
, Queue DSCP 24 ,Queue 1 DSCP

1

1

1

1

1

1

1

- = 0000000

, Queue DSCP 25, Queue DSCP
, Queue DSCP 26, Queuse DSCP
. Queue DSCP 27, Queue DSCP
, Queue DSCP 28, Queue DSCP
. Queue DSCP 29, Queue DSCP
, Queue DSCP 30, Queue DSCP
,Queue DSCP 31, Queue DSCP

MNMNNMNMNMNNNNNMNNNNNNRNNRN
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13.6 udopmanus 06 orpaHUICHUN CKOPOCTH

show bandwidth_control

TFortis PSW-1G4F#show bandwidth_control
: RxLimit
: RxLimit
: RxLimit

,TxLimit
,TxLimit
,TxLimit
,TxLimit
,TxLimit
,TxLimit

: BxLimit
: RxLimit
: RxLimit
limit

T Fortis

14. BeiBoa mostHOM KoHPUTYparuu kommyTatopa. (BeIBo 0CyIIECTBIsSETCS B
TOM K€ BHJIC, UYTO U TIPH COXPAHCHHUH (paiiiia KOHPUTypaIuu, ONMCaHHbBIN B
pazzene 5.3.27.3)

show config

HEUENT LIST _ACCESS T=z[12]
Dry contact settings

HDRY_CONTO_STATE=[1]
HDRY_CONT1_STATE=[1]
#DRY_CONT1_LEUEL=[1]
HDRY_CONT2_STATE=[1]
HDRY_CONT2_LEVEL=[1]
QoS settings

HPORT1_RATE_LIMIT RX:=[0]

15. Uudopmarus o HacTpoiike puibtparuu mo MAC aapecam
15.1 CocrosiHue nopToB
show mac_filtering port_state

15.2 Cnucok paspeménabix MAC anpecos

show mac_filtering allowed

15.3 Crmcok 3abmokupoBanHbix MAC aapecoB
show mac_filtering blocked

16. Uudopmalus o COCTOSSHUU BXOJOB Ha TUIaTe pacIIMPCHUS

show inputs

Command: show
Input® State:
Inputl State:
Input2 State:

inputs

Enable,
Enable,
Enable,

Alarm state:
Alarm state:
Alarm state:

Kommytaropsr TFortis. PykoBoacTBo no HacTpoiike

Short,
Short,
Short,

Current state:

Current state:
Current state:

Open
Open
Open
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17. Uudopmaiiust 0 COCTOSIHUM BBIXOJIOB Ha IJIATE PACIIUPEHUS
show outputs

Command: show outputs
Outputo State: Short
18. Mudopmarus o Hactpoiike RS485 Ha nnate paciumpeHus

show rs485 settings
ommand: show rsi485 settings

Baudrate: 39600

19. Undopmarus o HacTpoiike TpaHCIALUHA BXOA0B Ha 01oku Teleport
show teleport

Comand: show telaport
[F address Ve Description

190 _1hd .15 3 elaport-1 Oporat

20. Uadopmarus o HacTpoiike LLDP

show lldp
: show 1ldp
tate:
it Interval:

Enable
Enable
Enable

le

Enable
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5.4.5 Oonosiaenue I1O yepe3 TFTP

KommyTtatopsr TFortis PSW nonnepsxuBator oOHOBIEHHE TpouBKY uepes3 Telnet,
ncnoiib3yro BHemHu TFTP cepsep.

Komanna na oonosnenue I10:
download firmware fromTFTP <IP><PATH>
rae <IP> - IP agpec TFTP cepsepa

<PATH> - nyTb 110 ¢aiina npommBKu

PaccmoTpum nporiecc oOHOBIIeHHS 60J1ee oAPOOHO.

1. Bo-niepBrix HeoOxoaumo yoeauthest, uto TFTP cepBep 3aryiieH, u 3amyCcTUTh €ro,
eciu He 3anyiieH. [Ton OC Windows 10cTaTO4HO pacnpoCTpaHEHHBIM
npuiokeHueMm sipisercs nmporpamma Tftpd32. U va nmpumepe Tftpd32 u Oyaem
paccMaTpuBaTh IPOIecC OOHOBIICHUSI.

JucTpuOyTHB JOCTYIIEH Ha cailTe:

http://tftpd32.jounin.net/tftpd32.html

3amyckaem B pexxume TFTP-cepeepa

iy TRpd32 by Ph. lownén [
Cuarerdl Dpeclosy | ISTS :I Buguase
erves irbestaces (152158 0104 =] Show Du |
Thip Servet | Log viewer |
vy il sl M pHooress
[ about | Settings | Hep |

Kaxk Buaum TFTP-cepBep Oyaet gocrymned no ajapecy 192.168.0.104, a kopHeBas
nupekTopus cepsepa D:\Pub

2. ITomemiaem (aityt MPONIMBKY B KOPHEBYIO JUPEKTOPHUIO CepBEpPa

FoAcmiiesiiepn b Jlosagceid a0 2 Pubor L

ML T oGz b o Gabmas ek - DG e g 1 S WL
i

-

IR o Faai

el T TN b = [ e Pk i) i M 1w

D B L Rl ] e
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3. Ha ctopone cepBepa y Hac BCE€ rOTOBO, MEPEXOAUM K HACTPOWKAM KOMMYTaTOpa.
ITo ymomuanuto mpotokos TFTP na kommytatopax PSW otkitouen,
BKJIIOYAEM €TI0 KOMaH/IOM:
config tftp state enable

Fortis PSW-1G4F#config tftp state enable

FTP config: state Enable
[Tonnepsxka mpoTokoJia BKIOUUTCS. J[J1 TOro, 4ToObl COXpaHUTH B
SHEPrOHE3aBUCUMON MaMSITH 3Ty HACTPOUKY BBITOJHIEM KOMaHIy Save, HHaue

II0CJIE TIepe3arpy3Ku 3Ta HACTPOWKA HE COXPAHUTCSL.
Fortis PSW-1G4F#Hsave

Settings saved successfully

[IposepsieM, uro kommyTartop «BuauT™» TFTP cepsep. s 3TOro MoxHO
IIPONIMHIOBATh

ping 192.168.0.104
TFortisz PSW=-1GY4FHping 192 .168.
Ping 192.168.90.10% with 32 byt
TFortis PSH-1G4FH

FEeply from 132, 168.0.104 bytes=32

Reply from 192.168.0.104 bytes
Reply from 192 168._0.104% byte
Reply from 152 168.0.104 bytes=32 :
Ping statistics for 192.1683.0.7084
Packets: Sent = 4 Receiuved = 4,

4. IlepexoiuM K OOHOBJICHHUIO.

BBoaum komanmy:

download firmware fromTFTP 192.168.0.104 1/PSWupdate407-013-25122014.img
Haunércs npouecc 3arpy3ku (aitia BO BHyTPEHHIOIO MMaMsITh KOMMYTAaTOpa, a 3aTeM

Y IIporecc OOHOBIIEHUSA
TFortis PRW-1G4FHdownload Firmware_fromTFTRP 122,165 _0.104 1 /P5Wupdateddv-013-251
Z2074% . 1ing
lawhlead File:1/PSlupdatedaT-a1 2-251 22014, img
Fortis PSW-1G4F#.

ownlonding compleak .
pdating start, walk...

gAgKMKmUaHMa K Uany YTapaHo,

[Tocne yero kommyTtaTop neper €T k ooHoBneHuto [10 u nepezarpy3urcs, Ipu 3TOM
Telnet coenunenmne npepBeTCA.

[Ipouecc o6HOBIIEHHS 1IUTCS 0KOJIO 1 MUHYTHI. [lociie yero MoxHO CHOBa
nojakmounTtes yepe3 Telnet u mpoBepuTh, BEPCUIO MPOIIMBKY, YOSAUBIINCH, UTO

O0OHOBJICHHE MPOIILTIO YCIEIIHO.
TFortis PSW-1G4F# show firmware
Firmware Uersion: PO.01.03

Bootloader Uersion: 01.00
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5.4.6 CoxpaHeHnue u 3arpy3ka kongurypauuu u Jjora yepe3 TFTP

KommyTtaTopsl PSW noanepkuBaroT BO3MOKHOCTh COXPAaHEHUS TEKYIIINX HACTPOEK
KOMMyTaTopa B (haiiy1 KoH(UTypaluu, ero peaaKTUPOBAHUS, a TAKKE
BOCCTAHOBJICHUS HACTPOEK U3 (paiina.

5.4.6.1 Coxpanenue kongpuzypayuu

CoxpaHeHne KOHQUTyparuu npoucxoauT Ha ykazanuelii TFTP cepsep
upload cfg_toTFTP <IP><PATH>

rae <IP> - [P anpec TFTP cepsepa

<PATH> - ums u nyTh (paitna kondurypauu

TFortis PSW-1G4F#upload cfg_toTFTP 192.168.0.104 psw_config. txt
Upload file:psw_config. txt
TFortis PSUW-1GUYF#H

Uploading. ..
Uploaded compleat.

5.4.6.2 Boccmanoenenue konguzypayuu

Boccanornenue kondurypamnuu npoucxoaut ¢ ykazanHoro TFTP cepsepa
download cfg_fromTFTP <IP> <PATH>
rae <IP> - [P anpec TFTP cepsepa

<PATH> - nyTth 110 daitna KoHPUTrypauu

Fortis PSW-1GY4FHdownload cfg_fromTFTP 192.168.0.104 psw_config. txt
Download file:psw_config. txt
Fortis PSW-1GHFH. ..

Downloading compleat.
Recovery config from file, wait, reboot...

[Tocne Toro, kak KoHGUTypalus OyIeT yCTaHOBJIEHA, KOMMYTAaTOp Mepe3arpy3uTcs ¢
HOBBIMH HACTPOMKaAMHU.

5.4.6.3 Coxpanenue cucmemnozo noza

B HexkoTophIx cityyasix ObIBaeT HEOOXOUMO COXPAHUTH JIOT pabOThl YCTPONUCTBA IS
€ro MOCJeIyIOIIEero aHaan3a.

upload log_toTFTP <IP> <PATH>

rae <IP> - IP agpec TFTP cepsepa

<PATH> - nyT1s 110 daitna KoHPUrypanuu
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5.4.7 CoxpaHeHue HACTPOEK

HpOI/ICXOI[I/IT COXpaHCHHUC HACTPOCK B SOHCPIrOHC3aBUCUMYIO IIaMATh.

Save
TFortis PSW-1GY4F#save

Settings saved successfully

5.4.8 Ilepe3arpy3ka

[Ipoucxoaut nepesarpyska KOMMyTaTopa
reboot

Fortis PSW-1G4F#reboot
Rebooted. ...
onhnect closed

Fortis PSW-1G4F#

OgKMNIoHeHHe K Y3ny YTepsAHo.

5.4.9 Bbixoa u3 pexxuma ynpaBJieHUsA

[Ipoucxoaut BeIxoa U3 pexuma ynpasienus Telnet
exit
Fortis PSW-1G4FHexit
Fortis PSW-1G4F#H

OAKMIOHeHHE K Y3y YTepaHo.

5.4.10 Inarnoctudeckue QyHKIUN

5.4.10.1 Ymunuma Ping

[T03BOJSIET «IIPONMHIOBATHY YIAJICHHBIN y3€ll
ping <IP>
rae <IP> - [P agpec y3na
B cnydae ecnu y3en 10CTyIeH:
iz PSW-1G4FH#ping 192.168.0.18%
192.1 8.104 with 32 bytes of data
TFortis PSW-1GHF#
from 132.185.8.104 bytes=32 seq
from 192.18 104 bytes=32
from 132,16 104 byte

4 from 192.1 184 bytes
5 or 192.168.0.
Receiuved =
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Ecnu y3en Hegocrynen:

TFortis PSW-1G4FH#ping 192.168.0.11
Ping 192.168.0.11 with 32 bytes of data

TFortis PSW-1G4F#Ping statistics for 192.168.0.11
Packets: Sent = 4 Received = 0, Lost = 4 (100 % loss

5.4.10.2 Kabenvnoiit mecmep
cable diag ports <PORT_LIST>
<PORT _LIST> - nopTt, Ha KOTOPOM NPOU3BOJAUTCS TMATHOCTUKA

KaGenbHbIi TecTep MPUMEHSETCS 111 KOHTPOJIS 3 IEIIOCTHOCTRIO KaOerst
UTP/FTP na noprax Fast Ethernet.

KommyTaTopsr PSW nonnepxuBaroT yHKIIMIO TPOBEPKH 1IETOCTHOCTH
kabens Ha moprax Fast Ethernet. JlaHHBIN TeCT MO3BOISAET ONPEACIUTH THIT
MOBpEXEHUS (0OPBIB MIIM KOPOTKOE 3aMbIKaHUE) JJIS KAXJ0M mapbl, a TAKXKE
yKa3aTh PaCCTOSHUE OT KOMMYTATOpa 10 MECTa MOBPEKICHUS.

®u3nyecKkuil MPUHLMUIT TECTUPOBAHMS OCHOBAH HA TOM, YTO KOMMYTATOP
MOCBUIAET MPOOHBIN ANEKTPUUECKUN HMITYJIbC MO KaOelo, U Ha OCHOBAaHUU
BPEMEHU 33JIEPKKHU U (ha3e MPUHATOTO OTPAKEHHOTO CUTHAJIA ONPEIEISIET
JVCTaHIMIO 0 OBPEXKACHUS U €€ TUIl. [Ipu 3TOM Ha BpeMs NpomnajgaeT CBSI3b
Y JIMHK Ha TECTUPYEMOM IMOPTY.

Ecnu xaGenb 1ienplif, 1 Ha JAPYro CTOPOHE MOAKITIOYSHO UCIIPABHOE CETEBOEC
YCTPOWCTBO, TO OMpEICICHUE JITMHBI KaOessi HEBO3MOXKHO, T.K UCXOJIS U3
MPUHITUIA paOOThI, TPOOHBIN cUrHa OyJET TEPMUHUPOBATHCS KOHEYHBIM
YCTPOUCTBOM U HE OYIET OTPaKCHHS.

[Tocne TecTupoBaHUS BOZMOXHBI CIEAYIOIINE PE3YIbTaThl:
Short - KopoTkoe 3aMbIKaHuE MEXKly TapaMu

Open - OOpbIB uiu kKabelb HE MOJKIII0YEH

Good - OtcyTcTBUE TOBPEKAEHUS
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IIpumepsl pe3yJbTaToB padoThl Ka0eJIbLHOIO TECcTepa

PesynbTaT B cityuae oOpbiBa KaOes:

TFortis PSW-2G+#cable_diag ports 1-1
Start cable diagnostic on port 1
TFortis PSW-2G+#

Type

FE Link Down pair 1-2: Open
pair 3-6: Open

Pe3ynbTaT B Cilyuyae KOPOTKOTO 3aMbIKaHUS:

Fortis PSW-2G+Hcable_diag ports 1-1
Start cable diagnostic on port 1
Fortis PSW-2G+#

Type

FE Link Down pair 1-2: Short 3 M
pair 3-6: Short 3 M

Start cable diagnostic on port 1
TFortis PSW-2G+#

Type

pair 1-2: Good
pair 3-6: Good
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5.5 YnpaeneHue yepe3 USB-KkoHcOb

B xommyTtaropax TFortis SWU Ha nuiieBoii maHenu crpaBa pacrioaraeTcs
USB Type-B pa3zbem. JlanHblil pazbEM MOKET UCIIOIB30BATHCA JJ1S1 TOAKITIOUCHHUS
KOHCOJIH.

st aTOrO AJ1s1 HAvYasila HEOOXOAMMO YCTAaHOBUThH COOTBETCTBYIOIIIEE JIpaiiBepa,
JOCTYIHBIC Ha caifTe http://tfortis.ru

[Tocre yero mpu NOAKIIOUEHUH K KOMIIBIOTEPY B CUCTEME OOHAPYKUTCSI HOBOE
yCTpOUCTBO — BUpTyaibHbli COM-1opT.

4 oz MopTsl (COM u LPT)

------ « STMicroelectronics Virtual COM Port (COM18)
------ wz [opT npuHTepa (LPT1)
Lo <« NocnenoeatensHeid nopt (COMI)

o e I_Ihf'\l [Falararal sl iyl

Puc. 5.5.1 — oOHapykeHO yCTpOHCTBO
Teneps MoxkHO noakIOUNTECT K COM 18 mo0biM TEpMHUHAIOM, HATIPUMEDP
PuTTY, BbICTaBUB HACTPOUKHU:

CKOPOCTB: 115200
OUT TaHHBIX: 8
CTOII-OUTOB: 1
YETHOCTD: HET
e K|
B Hacrpoien PuTTY -
Paansmp
ClBkL HAcTpnie NncrsoossT B0 s-OnD DR
Tif:; Bt fimpums nprnsgoesr & nb-y NHERE
FnamH ATy Murnnonn noosmEessem o3
YRsOorina HiA
10 EoDmmig i e T Hacrpofes ceperd-osd THHHH
- e D -~
Bites HHA Saill X RoRees T (50 115200
MNomadsHdE Gumns . E
B i
Bl (1 o GH T 1
Lis=T R BA CadE : 3
ThAnpe e BLhis ol Her -
o+ COREOEHIE ¥npaaneHue nor oo HORLRT =
a2 T
Mpoesse
Tiread
Rlzegn
= 53H
Zhkzedaam
Cyrghedmm

Puc. 5.5.2 — HacTpoiiku coeAMHEHUS
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[Tocne nmogkmtoueHus epea HaMmu OyAeT «4€pHOE OKHOY». TepMHUHAIl HAXOIUTCS B
TaK Ha3bIBAEMOM «IUArHOCTUYECKOM» PEKUME.

- [ L = - —— - e Ll -

Puc. 5.5.3 — okHO TepMuHaia
Jlist mepeBojia B peKUM KOHCOJIM HE0OXO0IMMO Ha)KaTh Ha KJIaBUATYype JaTHHCKYIO
KJIaBUIIYy «c». [Tociie 4ero KOHCOIb NEPEUIET U3 JUATHOCTUUECKOTO PEXKUMA B
PEKUM KOMaHIHOU CTPOKH.

o ouTTY — | T S
TFartis PS5 - Industrial Switch 2
Copyright{C) 2018 “"Fort-Telecom™ Ltd. All rights reseruved. |
User Mame>admin
Uzser Passuword:
PSW-2G+Hconfigl]

Puc. 5.5.4 — okHo Tepmunaina B pexxume CLI
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6 TexHUYecKasa noanepxkKa

TexHuyeckas moIepKKa Mo MPOEKTUPOBAHUIO CUCTEM BHJICOHAOIIOICHMUS,
BOITPOCAaM PKCIUTyaTallMi ¥ HACTPOUKH 000pYI0BaHUS OKa3bIBACTCS:

e 10 tenedony (BpeMs ajis 3B0HKOB 8-00 — 16-00 mo MOCKOBCKOMY BpeMEHH)
8 800 100 112 8
+7 (342) 260 20 30

e 0 e-mail:
cd@fort-telecom.ru
oparin@fort-telecom.ru

Bes TexHudeckast JOKyMEHTalus JOCTYIIHA HA CAUTeE:
tfortis.ru

Ecnu y Bac ecte noskenanus 1o 10paboTKe, a MOXKET ObITh M UJIEU O
CO3JaHUI0 HOBBIX YCTPOMCTB, BBl MOKeTe OTHPaBUTH HAM 3aMpoc
https://tfortis.ru/contacts/svyazhites-s-nami/
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NMpunoxeHue A.

Koap! annmapaTHbIX olIM00K M UX pacmin@poBKa

KommyTtatopel PSW 1 SWU uMeroT BCTpOEHHBIE CPEICTBA CAMOAUATHOCTUKH.
[Ipu Bo3HHMKHOBEHMH HenoNanok, nHaukaTopsl CPU u Default HaunHatoT cuHXpOHHO
MUTraTh. YUCII0 MUTAaHUM UHAUKATOPOB A0 3aJEPKKU 3CEKYHIbI COOTBETCTBYET KOy
OIIUOKH.

Puc.A.1. Unaukatopst DEFAULT n CPU — kommyTtaropsl PSW

KOMMYTATOR SAU-16

i
Ecn R R

Puc.A.2. Ungukaropst DEFAULT u CPU — xommyTtaropsr SWU

Kon ommbku Onucanue

1,4 Ommbku Mukpocxemsl flash mamstu. B sTom
cilydae MOXeT He pabotaTth oOHOBieHHE 110,
3aMKCh JIOTOB U KOH(UTypaLIH.

2,5,16,20 Oun6ku PoE xonTposiepa. B atom ciyuae
MOXKET He ToAaBaTbcest nutanue no PoE, nmudo
OTCYTCTBYET MHAuKauus PoE.

21,29 Ommbxka Switch-kouTposuiepa. B aTom ciydae
MOXKET He paboTaTh nepeaada JaHHBIX U
naaukanms Link.
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