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1. BBEOEHUE

1.1 Obwue cBegeHus

Mbl 6naropapuM Bac 3a Bblibop npogykumm komnaHum DSSL (Digital Security Systems Lab).
Lindpoeas MHorokaHanbHasi cucteMa BugeoHabntogeHms TRASSIR™ npepcrasnset cobov annapaTHoO-
NPOrpaMMHbIA KOMMIEKC, UCMONb3YIOWMI B KavyecTBe nnathopMbl NepcoHanbHbI KoMMbioTep. M3penve
KOMMIEKTYeTCS nepupepuinHbiMM  YCTPOMCTBAMM B COOTBETCTBMM C  TpeboBaHMSMM  3aKa3uumka
(MokynaTtens).

MNporpammHoe obecneuveHue, noctaBnsemoe C cucteMamm TRASSIR™, pabortaeT nop
onepaLMoHHOM cucTeMor Linux n npegHasHavyeHo ansg 06paboTku BUAEOAAHHbIX M paboTbl C apxXuBaMM.
Mpn HanuuMmM NoKanbHOM ceTn unu cetu MHTepHeT cucteMa MoOXeT paboTatb B pexume «KnueHT-
CepBep».

HacTtosilwee TexHMYeckoe OMuCaHMe WM MHCTPYKUMS MO 3KCNIyaTalMu COAEpXKAT OCHOBHble
TEXHUYECKME XapaKTEPUCTUKKM M 0OlMe npaBuna paboTbl C M3AENMEM, @ TaKXKe YKazaHus Mo ero
YCTAHOBKE, 3aMyCKy, 06CNY>KMBAHWUIO U XPAHEHMIO.

[aHHag WHCTpyKUMS NO 3KCniyatauMuM MOXeT OblTb MCMOMb30BaHa [Afig BCEX Mopenen
Buaeopermctpatopos TRASSIR, nocTtpoeHHbix Ha 6a3e onepaumoHHon cuctembl TRASSIR OS.

2 Bupoeoperucrtpatop TRASSIR
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1.2 Mepbl NpefoCTOPOXHOCTH

Bupeoperucrtpatop u3rotoBneH c cobnwogeHveM Bcex HOpM 6e30MacHOCTM M 3alMTbl OT
NOBPEXAEHUI, HO Bbl LOMKHbI COBNOAATE ONpefeneHHble Mepbl AN UCKIHYEHUS OMACHbIX CUTYauui B
nepuon ero 3kcnayatauuMu. BHMMaTenbHO 03HAKOMbTECh C [AaHHbIM PYKOBOACTBOM M CO BCEMM
WHCTPYKLMSAMU, NPUNAraeMbiM1 K BULEOPErncTpaTopy, COXpaHUTe UX AN9 AaNbHENLLErO MCMOJb30BaHMS.
Cnepyiite MHCTPYKUMSM M MpeaynpexneHusM B npouecce 3Kcnayataumu. He yctaHasnusante
BMEOPErnCTpaTop Ha HEYCTOMYMBbIE MOBEPXHOCTU, OTKYAA OH MOXET ynacTb. ITO MOXET NMpPUBECTU K
BbIXOLY €ro W3 CTpos M TpaBMMpOBaHuio ntogen. OTBepctus B Kopnyce BuAeoperucrpatopa
npefHasHa4YeHbl A8 BEHTUAAUMM, HUMKOTAA HE 3aKpblBaWTe M He 3ac/ioHsaiTe ux. He nomewanTte
BMOEOPErMcTpaTop psaaoM C UCTOYHMKOM Tenna. He ponyckarTte nonafaHus nobbix NpeaMeToB BHYTPb
Kopnyca W NbbIX >KMOKOCTEM BHYTPb M Ha MOBEPXHOCTb BuaeoperucrtpaTopa. [logkniovante
BMOEOPErMCTPATOp TOMBKO K CETM 3NEeKTPONMUTaHMsa C HanpskeHuem 220B wu wvactoton 50ML.
lNpon3BoguTe TOMBKO T HACTPOMKM W PEryiMpoBKM, KOTOpble MpefyCMOTPEeHbl MHCTPYKLUUEN.
BbikntoyariTe BMOEOPErncTpaTop M OTKKYANTE €ero OT MCTOYHMKA MNUTaHUS nepen YMCTKOM, He
MCNONb3yNTE XUAKME U a3PO30/bHblE OYMCTUTENW, AN NPOTUPAHWUS WMCMONb3YHTE MArKY TKaHb. He
BK/IOYaWTe BUAEOPErMCTPATOP B MECTAX C MOBbILEHHOM BAAXKHOCTbLIO.

BHMMAHMUE!

HemMenneHHo OTKIOUMTE  BMOEOPErUCTPATOP OT  MCTOYHMKA  HaMpsBKEHMS UM obpaTuTech B
CepBUCHbIN LEHTP B C/IyYae, eciiu:

- Kabesib MUTaHUA UMK Pa3beMbl MOBPEXAEHbI MU UMEKT AedeKTbl;

- KOpNyC BUAEOPErNCTPaTOpa NOABEPTCS 3HAYMUTENbHOMY NMOMNaLaHMI0 BNaru;

- BUAEOpErncTpaTop He paboTaeT, Npu COGOAEHUM BCEX MHCTPYKLMIM MO IKCMyaTaLMm.

PyKOBOACTBO MO 3KCMJyaTaumm 3
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2. YCTAHOBKA CUCTEMBbI

2.1 Mopanok OencTsmn Npu yCTaHOBKE BUAEOPErNCTPATOPa

1. MNepep ycTaHOBKOM BHUMATENbHO NpouTuTe pasgen «[1oAroToBka K yCTaHOBKe».
2. MoarotoBbTe MECTO AN YCTAHOBKW BUAEOPErncTpaTopa.
3. ObecneybTe HaNUUME UCTOYHUKA HAMPSHKEHUS U CETEBOMO MOAK/OUYEHUS.

BHMMAHMUE!

B cBA3M C TeMm, 4YTO MOAENM BWAEOPETNMCTPAaTOPOB MOIYT MMETb PasfiMyHble KOHMWIypaumu,
HEKOTOPbIe U3 KOMMOHEHTOB, YNOMSHYTbIE B 3TOM PYKOBOACTBE, MOFYT OTCYTCTBOBATb WM OTAMYATLCS OT
OMUCaHHBbIX.

Mpon3BoanTeNb OCTaBNSiIeT 3a COOOM MNpPaBO BHOCUTb M3MEHEHUS U YCOBEPLUEHCTBOBAHWS B
KOHCTPYKLMIO M KOMM/IEKTHOCTb MOCTAaBKM BUAEOperncTpatopa 6e3 npeaBapuTeNbHOTO YBEAOMIEHUS.

2.2 lNoarotoBka K yCTaHOBKe

BHMMAHMUE!

MpUHECEHHbIM C MOpo3a BMAEOPErUcTpaTop Heob6X0AMMO BblOEpXKaTb He MeHee 6 YacoB Mpu
KOMHaTHOM TeMnepaType nepes BKIOUYEHUEM.

Bo u3bexaHue MopaxkeHMsl 3NEKTPUMYECKUM TOKOM Mepen MOAKIUYEHMEM NHOBbIX YCTPOWCTB K

BUOAEOPErNCTpaTopy Y6EJJ,I/ITECb, 4YTO N BUOEOPETNCTPATOpP, U NoaKIKYaemMoe yCTpOﬁCTBO OTKNKOYEHDbI OT
cetm BJ'IeKTpOI'Il/ITaHMﬂ!

2.2.1 PacnakoBka

Buoeoperncrtpatop noctaBnseTcs ynakoBaHHbIM B KAPTOHHYH KOPOOKY. AKKypaTHO pacrakyinTte
ero. Ecnm Bbl 06Hapy>XuiM BHELHWE NOBPEXAEHUS UM OTCYTCTBME YEro-Mbo B KOMMIEKTE MOCTaBKM,
HemMenLNneHHO 0bpaTUTeCh K NpoaaBLy.

B TMNOBOI KOMNAEKT MOCTaBKU BXOAAT:

® CUCTEMHbIN ONOK;
e kabenb NuTaHus;
® KJ/1aBMaTypa;
® MbILIKa;
® PYKOBOACTBO MOb30BATENS (HACTOSLLMI AOKYMEHT).
Bce kopobkM M ynakoBOYHble MaTepuanbl cneayeT coxpaHuTb. OHM MpUrogsaTcs BaM B C/ly4vae

BO3BpaTa BMAEOPErUCTPATOpa B TEYEHUM FAPAHTUIIHONO CPOKa, NPV NEPEBO3KE HA PEMOHT UAM HOBOE
MecTo.

4 Bupoeopermncrtpatop TRASSIR
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2.2.2 MNopgknioyeHne MOHUTOpPA

MoaknounTe pasbeM MHDOPMALMOHHOTO Kabens MOHWMTOpPA K COOTBETCTBYHOLLIEMY pa3beMy Ha
3aflHEN NaHeNu BMAEOPErncTpaTopa. 3aKpenuTe pasbeM LITATHbIMKU BUHTAMKU A9 NPEAOTBPALLEHUS ero
BbINAAEHMS.

MNpumeyanue.
Mpy NOAKAYEHMM HECKONbKMX MOHWMTOPOB ClieayeT pyKOBOACTBOBATbCS MHPOPMAUMEN, YKA3aHHOW B
TEXHMYECKOM NacnopTe Ha cepBsep.

2.2.3 loakunioyeHne KinaBuaTypbl U MbIlLn

MoaknunTe KNaBMaTypy M Mblllb K COOTBETCTBYWOLWIMM pasbeMaM Ha 3adHel nNaHenu
BMOEOperncTpaTtopa.

MpumeuaHue.
B 3aBucMMOCTM OT Mogenen BMAEOPErncTpaTopa, KNaBMaTypbl U MbIlUM, Bbl MOXETE MOAKIHUMTL UX K
noptam PS/2 nnan USB.

2.2.4 Toaknio4eHne aKyCTUYeCcKoW CUCTEMbI

MonknoumTe pasbeM KOMIOHOK MAM MMKPOMOHA B COOTBETCTBYHILLMI Pa3beM CUCTEMHOMO Gn0Ka.
(rHe3ga minijack 3eneHoro 1 po30BOro LBeTa).

2.2.5 lMoaknioyeHne K NoKanbHOW CeTn

[Ona nopknwyeHus Buaeoperncrtpatopa K nokanoHon cetn (J1IBC wnm JIC) noaknwouute
BOCbMMKOHTAKTHbIW  pasbeM RJ-45 B cootBetctBytowmn nopt JIBC Ha 3agHen naHenwu
BMOEOperucTpaTopa.

MpumeuaHue.
[aHHoe nopkntoyeHne o6sa3atenbHO Ans paboTel ¢ IP-ycTpoiicTBamu, a Takke [ANS MOAKIHYEHUS
TRASSIR™ Client kK LaHHOMY BMAEOPErUCTPaTOpY.

2.2.6 lMopkrovyeHne XeCcTKUX AUCKOB

BHUMAHMUE!

yCTaHOBKy M noaknwyeHne XKeCTkKnx [OUCKOoB cnenyet npousBoamMTb NMpu BbIKNKYEHHOM MUTAHUU
BMAEOpEerncTparTopa.

MNpumeyanue.

HekoTopble Monenv BWAEOPErncTpaTopoB MOALEPXKMBAIOT «rOpSUYYl0 3aMeHy» XeCTKMX [MCKOB. B
3TOM Cly4yae OTKHOYEHME NUTAHUS A9 YCTAHOBKM MM 3aMEHbI KECTKOTO AMCKa He TpebyeTcs.

[ng noaKkItUYeHUs XeCTKoro AMcka HeobXo0aMMO OTKPbITh KOPMYC BUAEOPErucTpaTopa, yCTaHOBUTb
ECTKUI OUCK B CMeuuanbHO NpefHa3HayeHHoe A8 Hero MecTo, 3aKpenuTb KPenexXHbIMU BUHTaMU U
NOAKMIOUNTb K CUCTEMHOWM MnaTte BuaeopernctpaTopa. [anbHelwme onepaunn no HacTponke paboTbl €
XeCTKMMK auckamm npomssoaatcs HenocpeacteeHHo B TRASSIR OS (cm. pasgen «[MogkntoyeHmne HOBOro
YKECTKOro AMCKa»).

PykoBOOCTBO MO 3KCnyaTauum 5
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2.2.7 Moaknio4yeHne 3neKTponuTaHus

Mocne TOro, Kak Bbl NOAKAYMAN BCE MHTEP(dENCHbIE Kabenn K cucteMHOMY 610Ky, HE0BX0AMMO
NOAKMIOUYNTL CUCTEMHBIA ONOK K CETU 31eKTponuTaHuMa C HanpskeHneM 220B w vactotor 500
MNMopcoeguHuTe Kabenu 3nekTponuTaHMsa K pa3bemMam O/10KOB MUTAHMS, PacrnonOXeHHbIM Ha 3a4HUX
naHensx BCeX YCTPOWMCTB. B ToM cnydyae, ecim GAOK MUTAHWMA UMEET Mepekayatesb HanpsXeHus,
ybeoutecb, UTO OH nepeBefeH B nonoxeHue «220B». lNocne 3Toro noaknwyMTe BWUAKM Kabenew
3N1EeKTPONUTaHUS B PO3ETKM 3NIEKTPONUTaHUS. PekomeHayeTcs AN9 NOAKIIOUYEHUS HECKOJIbKUX YCTPOWCTB
MCNONb30BaTb CeTeBble (PUNLTPbI, KOTOPble MOMMMO (YHKUMM OObIYHOrO yanuHuTENs obecneumsatoT
GUNBLTPALUMIO MUTAIOLWLENO HAMPSXKEHMS OT MOMEX W MpenoTBpallaloT cbom B pabote obopyaoBaHMS U
BbIXOZ, €r0 U3 CTPOSi.

BHUMAHUE!

Bo u3bexaHune nopakeHus 3MeKTpUYECKMM TOKOM nepen MNoAKAl4veHneM kabens K 6GM0Ky MuTaHUS
ybenuTech, YTo BUIKA Kabens aNeKTPOnNUTaHUS He BKJIKOUEHA B po3eTKy!

He crubavite n He ckpyumBaTe Kabenb 3nekTponuTaHus!

Mpu nooknyeHUn K 60Ky NMUTAHMA He OKa3blBaWTe UYpe3MepHbIX YCUAWMK Ha Kabenb, BCTaBnsguTe U
n3BNeKanTe ero TONbKO YCUIMEM pyKu!

[ins BKOUEHMS BUAEOpErncTpaTopa HeobxoAMMO BKIHOUUTb BCE YCTPOMCTBA, BXOAALLME B €0 KOMMIEKT U
NOACOEAMHEHHbIE K CETU INEKTPOMNUTAHUS.

BknoueHne Bcex YCTPOMCTB BUAEOperncTpatopa MNpoU3BOAMTE B Clefylolel Moc/iefoBaTebHOCTH:
CHayana BK/IOYAETCS CUCTEMHbIN 610K, 3aTEM BHELIHME YCTPOMCTRA.

Ecnn Bce ycTponcTBa MOAKMOYAKTCS Yepe3 CeTeBOM (WAbTP, CHayana HeobXOAMMO BK/IOYUTH
nepeknwuartesb MNUTaHUS ceTeBOro @unbtpa. [lpM 3TOM  MHOMKATOP 3NMEKTPOMUTAHUS  [OKEH
3acBeTUTbCA. BoiknoueHne nponssoaute B 06paTHOM NociesoBaTeNbHOCTH.

6 Bupoeopermncrtpatop TRASSIR
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3. PABOTA C CUCTEMOWM

lNocne BbINOHEHUS BCEX MYHKTOB NMNOAKMKYEHNA MOXHO NPUCTYNNUTDb K pa60Te CNCTEMDI.

3.1 lNepBoe BKMIOYeHUEe

[ng BKAKOYEHMS NUTaHMS CMCTeMHOro 6noka HaxxmuTe kHonky POWER, ctapasch He npuknaabiBaTb
YypesMepHbIX YCUAuiA. [1py 3TOM A0MKEH 3aCBETUTLCS MHAMKATOP Ha NepeaHen naHenu.

Mocne ycnewHoW 3arpysku Bbl

yBUOMUTE OKHO C wu30bpaxkeHunem norotuna TRASSIR wu

aBTOMaTMyecku 3anyctutcsa Mactep HacTpoviku Tpaccup OC.
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[ns Havana HaCTpOVIKM Bbl6epMTe A3bIK U HAXKMUTE KHOMKY Danee >.
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= Pabora ¢ cucremomn

B oTtkpbiBlueMcS OkHe HacTpoiika MOHMTOpPOB MNpPOM3BOAMTCA HACTPOMKA MOAKAYEHHbIX K
BMAEOPErUCTPATOpy MOHUTOPOB.
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Ons Kaxporo noAKAKYEHHOro MOHUTOpPAa aABTOMATMUYECKMU 6y,El,€T npeanoXxeHo ontuMasabHOe
pa3peLleHNE 3KpaHa. ﬂpw HeobXx0AMMOCTU MOXKETE U3MEHUTb 3TOT napaMeTp.

Ecnmn MOHUTOPOB HECKO/1bKO, TO HaCTPOﬁTe pa3peleHne Kaxnoro u Bbl6epMT€ OCHOBHOW. [Ons
OCTa/IbHbIX YKaXXUTE€ paCnonoXeHne OTHOCUTENIbHO OCHOBHOTO.

[ns npopomkeHns HACTPOMKKM HaXXMUTE KHOMKY danee >.

B okHe HacTpoitka KnaBuaTypbl MpOM3BOAMTCS BK/KOYEHWE TpebyeMbiX Ppacknafok u
HACTPamMBaETCs COYeTaHME KNAaBULW A1 UX NePeKYEHUS.
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[ng BKAOYEHMS 3KPAaHHOM KNnaBUaTypbl ycTaHoBuTe dnar Ucnonb3oBaTb SIKPaHHYIO KnaBuaTtypy.

[lnga npopomKeHUs HaCTPOMKK HaXkMuTe KHonky Hdanee >,
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B okHe CeTteBble MHTepdeicbl MPOM3BOAMTCS  HACTPOMKA  CETEBOr0  MOAKNHOYEHMS
BMOEOpErMcTpaTopa.
=i el LT R R
Cav ek HHTap el
i
.|r|Eu FumezeTy (ZrPPreeT cud rapaenal traseir b A st
_'_ﬁ"’:,'ll.l"- CETOR i TS R
Lt} _".lc'!"jJ
L pigoliin Retanerk confectiog i R Sl
kel Jamzacaa Loz ug ms AmjHENE
SRE ACCTAR L T vspipera.
SrequzeT- 109 Fhpe
BV e L e T Dy )
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MacEm Twarca~H 3T IR
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Ons nameHeHns TeKyWero MMeHn cepeepa Ha>XMUTeE KHOMKY UsmeHuTb U B OTKpbIBLLIEMCA OKHE

BBEOAUTE HOBOE NM4.

Macrs AreEHeFm BeEH A BYE e sa B et nepenimsTare

SRpguTE HIEIE HEA

R VA

X

YT06bI COXPaHUTbL HaXXMuKTE KHONKy OK.

Ecnn B nokanbHOW ceTu, B KOTOPYK NOAKAK4YeH Buaeopeructpatop, ectb DHCP-cepeep, 10O
TRASSIR OS aBTOMaTMyeckn NpousBeneT HaCTPOMKY CETEBOro nHTepdelica.

BHMMAHMUE!

B npouecce HacTpoiku ceteBoro uHtepderica TRASSIR OS 6ynet 3 pasa obpawartbcs kK DHCP-cepsepy u
B C/ly4ae Heyaaum ceTeBon MHTepdenc NonyumT cneaytolime HacTPOMKH:

IP-apepc: 192.168.13.37
Macka nogcetn: 255.255.255.0

PYKOBO,D,CTBO no aKcriyataumnm



L]
TrRASS]~. Pabora ¢ cuctemoi

MNpu HeobxoaMMOCTM npom3BeaMTe HACTPOMKY CeTeBOro WHTepderca BpydHyr. [ng 31oro
HaxxmuTe KHONKy UsmeHuTb B 610ke CeTeBble MHTEpdENCHI.

® 0 ‘aqunfr:-h uHTERhedca eralwil

QUTPELENATE HACTPRA A ABETIMATA=8CHd © NaMsles DECF
W Jagate SUyMHR
P TRF158,201.111

MBCHE TOOCeTE 255 235.40,0

L 9xl8a.l.C
DREL: I9Xxl6a.LL
Ji] (- gt

#f!--c' x OTrMESA

Boibepute 3apatb BpY4YHYH W YKaXuTe HeoOXoOuMble napaMeTpbl MNOAKAHYEHUS. YToObI
COXPaHMTb HACTPOMKM HaxkmMmuTe KHonky OK.

[ns npopomkeHns HACTPOMKKU HaXXMUTE KHOMKY danee >.

10 Bupoeopermncrtpatop TRASSIR
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3. Paborta ¢ cnctemon TASS ]~

B okHe CucreMHoe BpeMsi Bbl MOXeTe HacTpouTb aaty u Bpemsa TRASSIR OS un BbibpaTtb
BPEMEHHYIO 30HY BUAEO0pErncTpaTopa.

=i el LT R R
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- E" FETZN AT A& CHHJT =HER .M
O Y TH TS U TR T T T L P S TR [ S Tu Tt T
Carhsz 1 sarwzezoz clpag

Cashwe 2

Fomnmanii Th b0k WP cAsein

@ -+ Sy
15: 1022
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AR e 3l 5 H LRI

SPOE A G

Uzuw wn- e azim w1 A 0 uvpaara | e salbusors -

= =710 II_i'l"l""--

[lna aBTOMaTMYECKOW CUHXPOHM3aLMKM BpeMeHu BeBeaute A0 AByx NTP-cepsepos npu 3TOM
NpOM30MAET NOMNbITKA CMHXPOHM3aLMKM OaTbl U BPEMEHM BUAEOpPErncTpaTopa ¢ ogHum u3 NTP-cepeepos.

,ﬂ,ﬂﬂ py4yHOIro U3MeHeHUa Oatbl U BPEMEHU HAXMUTE KHOMKY U3meHUTb AaTy U BpeMA4....
ol = | g Aa Vv R HpEEH

dEEsi 18 HUEYR: LE 1y W HpERS

Jure 20032017 2

dperr Lol é:.E &

H CEpEHET x OTMEHa

BeenuTe TekyLlyto AaTy U BPEMSI U HAXMUTE KHOMKY COXpaHUTD.

[ns npopomkeHns HACTPOMKKU HaXXMUTE KHOMKY danee >.
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B okHe O6nako Tpaccup Bbl MOXeTe HACTPOUTb MOAK/IKYEHME K CUCTEME MOHMTOPMHrA
BuaeocepsepoB TRASSIR Cloud.

=i el LT R R

PaboTa c cuctemom

Ofinars Tpaccp
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[na 3toro Heob6xoanMo YKa3aTb Umsa nonb3oBatens u Tuker.

MpuMeyvaHue.
MoakntoueHne kK TRASSIR Cloud Bbl MOXeTe MpoM3BECTM B NAHENM aAMUHUCTPATOpPA.

MNMoopo6Hoe onucaHue npouecca noakntoveHns cepeepa k TRASSIR Cloud Bbl MOXeTe HaliT pyKOBOACTBE
aMUHKUCTpaTOpa.

[lnga npopomKeHUs HaCTpOMKK HaXkMuTe KHonky danee >,

12 Bupoeopermncrtpatop TRASSIR
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B otkpbiBweMca okHe [o6aBneHue IP-kamep nob6aBbTe Kamepbl, C KOTOpbIMM ByaeT paboTaTb
OaHHbIW BUAeoperncrpaTop.

il Uiy (s | Ryl tar A
Oobamnaide IP-EamMap
i
T CT T S
J
oprp-w = S A e o BT FoopsiR i E L
e ==
b Aulivean & activecam
b Malw _ﬂms-
ok D-Link
i Ll {_ﬁﬂ]‘lﬁﬂ
HiWaich
[k et § SEZLEMCLILE LUIEH b
[ses e E | 1H.0m T 21 FTALEEH "
[ e | LA rEF ] FrtarH=r
v 1 Hkdwiun HIH Ffsl*ﬂm
-1 L
,::u:nu [WE]
1.:'1'.1 Il_l'r'r\-'.-

B okHe 6ymyT BbiBeAeHbl aBTOMATMYeCKM HalAaeHHble, Yyepe3 UPnP-3anpoc, B nokanbHOM ceTu
Kamepbl.

MNpumeuaHue.
Hactpoviky 1 nobaBneHue KamMep Bbl MOXETE NPOU3BECTU B NMAHENM aMUHUCTpaTOpa.
MNonpobHoe onMcaHue npouecca NOAKIOYEHNS KaMep Bbl MOXETE HAalUTU PYKOBOACTBE afiMMHUCTPATOpa.

PykoBoLcTBO Mo 3KcnnyaTauum 13
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B otkpbiBlieMcs okHe CoeamHeHus K cepsepam Tpaccup NOAKAUMTECH K CEpBepaM, C KOTOPbIMU
6yneT paboTaTb AaHHbIN BUAEOPETrMCTPATOP.

i Maiir] irata 1 vERiEa
| CosoHHEHAR K ceppepan T pAcCH
| tIF JINE PRAFUAT S Y ITECACTA HanREn [ PHs 0Tl asnRt Thasam
- - Poram =T i s e
Hun FrzT mssecwi-Ha) = Gl LT FezrHY a
a7 i 1 L a0
1= E @i A=A
witaleae I TN IPTEREAT
fecktoa D mr i a1 R g3
T o CHEH CIER Tanu=R 2
calym kea, ElH s IR
flecareiEl jooZ ML Tage =" 0
Herkmam Aalal =t Thant LA
Vanlal =L duEl T Tsa s = i)
oaz 202 ] e g =0
niersorizm aral et Tandn
LS~ SR diss R Faearail
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o pesnsks Jazles i ans = FaR s
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L-il.-r.nr:.-m Bt [ W11 1Fns e Furrl st ﬁr iz
Hilzg cosgH-wH 5 TR Fab | HiE W
T AR T T SR TETL PR A0 | T T
[0 A B | Fre wmamidal e
Fopr dyporen | Sl .l Cana
10T g o L L
T O T
=2 ATy Z0RILLAT
MNpumeuanue.

MoAK/YeHMe K CEPBEPAM Bbl MOXKETE MPOU3BECTM B MaHEU aAMUHUCTPATOPA.
MoapobHoe onMcaHue NpoLecca NoaKIYEHNS CEPBEPOB Bbl MOXKETE HaMTU PYKOBOLCTBE
aAMUHKUCTpaTOpa.

YT1obbl 3aBepLIMTb NEpBUYHYIO HAacTpoiky TRASSIR OS HaxmuTe KHOMKY 3aBepLUMTb.

BHMMAHUE!

Bce nocnepywowme 3anycku TRASSIR OS 6ymyT conpoBoxaTbCs BBOAOM JIOTMHA M napons
nonb3osatens. [10 yMon4aHuio, B CUCTEME YXKe CYLLeCTBYeT nosb3oBaTeNb ¢ uMeHeM Admin v naponem
12345.

MNMocne aBTOpM3auMW HACTOSTENbHO PEKOMEHALYEM WM3MEHWTb Mapofib afMMHUCTPATOpa B HACTPOMKaXx
TRASSIR.

14 Bupeoperncrpatop TRASSIR
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3.2 Hactporka nogknioyeHus K 6ase gaHHbIX

B TRASSIR OS yxe ycrtaHoBneHa 6a3a paHHbix PostgreSQL, koTtopas

HaCTpoeHa TakK, YTO BCe

cobbiTus, pernctpupyembie B TRASSIR, 6yayT XpaHUTbCS NOKaNbHO.

MNpu HeobxoaMMOCTW, Bbl MOXETE WMCMOMb30BaTb 6a3y [AaHHbIX, HAXOASALWLYHOCS HA YOANEHHOM
cepsepe. [1nsg 3Toro usMeHuTe napaMeTpbl coegmMHeHmns B HacTporkax TRASSIR.

MpuMeyvaHue.

Appec: localhost

MopT: 5432

Mms 6a3bl faHHbIX: postgres
Monb3oBatesb: trassir
Maponb: oTcyTcTBYET

Mo YMOJ/THaHUIKO NapaMeTpbl coeguHeHUna C NIOKaNbHOM 6a30iM [OaHHbIX MMERT cnegywoume 3HavyeHuda:

3.3 lNogknioyeHne HOBOro XecTkKoro Aucka

HoBbi anck, nepen ncnonb3oaHmMeM ero B TRASSIR OS ans coxpaHeHus BUAe0apXmBa, OOIKEH

ObITb OTGOPMATUPOBAH.
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Ins 31oro Haxmute kHomky MopmatupoBaTtb. [10 OKOHYAHMM GOPMATUPOBAHUS BKIHOUMUTCS
ABTOMATMYECKOE MCMOMb30BAHME €ro Ansl CoxpaHeHus Buaeoapxusa TRASSIR.
PykoBOOCTBO MO 3KCnyaTauum 15
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3.4 be3onacHoe OTK/IoYeHME XECTKUX AUCKOB

HeKOTOPbIe MoOeNnn BUOEOPErnMCTpaTopoB NoanEPXKUBAKOT ropgayee OTK/II0YEHUE XKECTKUX OANCKOB,
TO €CTb UX MOXXHO OTCOE€AUHUTb, HE OTK/1IKOYasa NUTaHMe U HE OCTaHaB/INBas pa60Ty Buaoecepsepa.

[lns Toro, 4ToBObI OTKNIOUYUTD KECTKMUIA AUCK, BbINIONHUTE CeayoLLee:

1. OtkponTe HacTpoiku apxusa TRASSIR (Hactpoiku — Hactpoiiku cepsepa — Apxus).
2. CHumuTe dnar BKAoueHo ¢ XXeCTKoro AMCKa, KOTopbli cobupaeTech OTCOEAUHUTD.
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3. BbIHbTE XXECTKMIM ANCK U3 BUAEOperncTpaTopa.

MNpumeyanue.

Ha anck, noMeyeHHbI *, COXpaHSATCS He TONIbKO BUAEOLaHHble, HO M 6a3a aaHHbIXx TRASSIR.

MNepep ero oTkntoYeHUeM, BbibepuTe B HacTporke XpaHuUTb 6a3y AaHHbIX HA APYron AWCK UK YCTaHOBUTE
3HayeHune ABTO.
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3.5 MNpocmoTp apxmea Ha MK ¢ OC Windows

Xectkuit anck ¢ apxmom otdopmaTupoBaH ana pabotel B TRASSIR OS. MNMoatomy ang npocmotpa

ero cogepxmmoro ycraHoeute Ha K ¢ OC Windows pgpaieep ¢&annoBbiit CUCTEMDI

(www.ext2fsd.com).

MNpumeyanue.

Ext2Fsd

Hpansep darinoson cuctembl Ext2Fsd Bbl HaaeTe Ha amcke ¢ apxmom B pasgene WINCOMPAT.

[anee BbinonHUTE cnepywoulee:

1. 3anyctute npunoxenune Ext2 Volume Manager.
2. BbibepuTte xecTkui amck ¢ danoson cuctemont EXT3.
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PaboTa ¢ cucremom

4. Haxmute kHonky Add. B oTkpbiBluemcs okHe BbibepuTe OyKBY, Nof KOTOpOM AMCK Bynet

nogKat4veH K

OC Windows. Bce octanbHble HaCTpOMKM OCTaBbTE 6€3 U3MEHEHUN.
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5. Haxmute OK.
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6. HaxxmuTe Done v 3akpoiTe npunoxeHue.
7. NMepesarpysure MK.

MNMocne nepe3sarpysku MK guck ¢ apxnsom byaet goctyneH B8 OC Windows.
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3. PaboTa ¢ cucreMoit TASS ]~

[na Toro, ytobbl NpPoCMOTpeTb copepxnmoe apxuea, 3anyctute TRASSIR-Client. Apxus bynet
otobpaxeH TRASSIR B Buae MoTepsiHHbIX KaHANoB.
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v, BoccraHoBneHWe cncrembl

4. BOCCTAHOBJIEHNE CUNCTEMDI

B cnyyae BO3HMKHOBEHMSI HeucCrnpaBHOCTM B paboTe Buaeopeructpatopa B TRASSIR 0S
npeaycMoTpeHa CMCTEMA BOCCTAHOBNEHMS, KOTOPas NpeanaraeT cneaytowme cnocobbl BOCCTAHOBNEHUS:
® BOCCTaHOBJ/IEHWE HAaCTPOEK U3 pe3epBHOMN KOMWK;
e cHpoc HacTpoek MOHUTOPOB;
e cOpoc TekyLwen KoHduUrypauum;
e cHpoc A0 3aBOACKMX HACTPOEK.

4.1 BocCTaHOBMEHNE HACTPOEK M3 pPe3epBHOM KOMUM

Pe3epgHble KoMK HEOOXO0ANMBI A1 BbICTPOro BOCCTaHOBAEHUS napaMeTpoB pabotbl TRASSIR OS
Mocie HeynayHO BbIMOJHEHHbIX HAcTpoek. Mbl  peKOMeHAyeM (C03[4aBaTb Pe3epBHble  KOMUU

KoHpurypaumi (63kanbl) nepen BbINOAHEHUEM NMOOOrO CyLECTBEHHOTO M3MEHEHMS HACTpoek paboTbl
TRASSIR OS.

Takxe, CMCTeMY CO3[aHMSI PE3EPBHbLIX KOMUIA MOXHO MCMOMb30BaTb A1 3KOHOMUKU BPEMEHU MpU
HaCTPOMKe OAHOTUMHbIX BULEOPErUCTPATOPOB.

Co3paHue (annoB pesepBHbIX KOMUI KOHPUIYpaLMM U BOCCTAaHOB/IEHME HACTPOEK MPOU3BOAMUTCS
B OKHE OCHOBHbIX HacTpoek TRASSIR:
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Mpumeuanue.

[ng coxpaHeHus n BocCTaHoBNeHUs HacTpoek TRASSIR, B KaueCTBe CETEBOro XpaHWAMLLA MOXET ObiTb
ucnonbzoBaHo O6nako TRASSIR.
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4. BoccTtaHOBNeHUEe CUCTEeMbI

TrRASS]

o o

4.1.1 Co3gaHne pe3epBHOM KOMUWU HACTPOEK

LN co3paHms pe3epBHOI KOMUK BbINMOAHUTE Cleaytolme AerCTBUS:

1. Haxxmute kHonky Caenatb 63kan KOHGUrypauum....

=

2. YKaxkuTe [OMpeKTopulo M UM darna M Haxmute KHonky CoxpaHutb. B BbIGpaHHOW

LMPEKTOPUM COXPAHUTCA Palin HACTpoek C pacwmpeHneM *.settings-backup.
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4.1.2 BoccTaHOBNEHME HACTPOeK U3 pe3epBHOM KoM

[ng BOCCTaHOBMEHWS HACTPOEK M3 pEe3epBHOWM KOMUM HEOOXOAMMO BbINOAHUTL Cleaylolme
OEeNCTBUS:

1. HaxmuTte kHonky BocctaHoBUTL 63Kan....
2. YKaxkuTe pUpeKTOpuIo, BbibepuTe MMa Gaiina HaCcTPoeK U HAXMUTE KHOMNKY OTKpbIThb.
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3. B oTkpbiBweMcs okHe «BocctaHOoBneHMe HACTpoek» HaxmuTe KHonky BoccraHoBuTb ¢
coxpaHeHHbiMu ID, ecnv  Bbl  NpouM3BOAMTE  HACTPOMKY Tekyllero cepBepa.
M Hosble ID, ecnv Bbl NpousBoaMTe KOMMPOBAHME HACTPOEK Ha ApYroi BuaeoperncTpartop,
3T0 NO3BOMUT UCKNOUUTL KOHDIMKTbI B paboTe 3TUX YCTPOMCTB B OAHOM N1OKAIbHOW CETH.
ﬂ W0 g T STl o T it ey R (e bt A OO T i 0B ]
F i s e 1o ) w1 el e e

Hidtiod B dRHTH ACH TR HyO6THos AN DRI L O RS

BOsDC TR BT O i i bl D Hisai [0 i

Mocne 3arpy3ku KoHdUrypaumm HeobxoamMmo npoussectu nepesarpysky TRASSIR OS.

B cnyyae nossnenus owwnbok caenante cOpoc Tekywen KoHbUrypaumm (CM. HUXKe) M noBTopuTte
BOCCTAHOB/IEHME HACTPOEK M3 pe3epBHOM KOMUM.
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4. BoccTtaHOBNeHUEe CUCTEeMbI —

4.2 COpoc HaCTPOEK MOHUTOPOB

C6poc HacTpoeK MOHMTOPOB NPOU3BOAMT COPOC NapaMeTPOB NOAK/IYEHUS MOHUTOPOB.

[na cbpoca BbINONHUTE CNeayloLlmMe AeNCTBUS:

1. Mepe3arpy3uTe \ BKIKOUKUTE BUAEOPErUCTPATOP.
2. [oxauTtecb NOSBAEHUS OKHA C HAAMMUCHIO
Normal boot
Integrated automatic rescue system
[0 ncteyeHus npennioxeHHbIX 3 cekyHn BblbepuTe nyHKT Integrated automatic rescue
system 1 HaxxMuTe N0y KHOMKY Ha NOAK/IYEHHOM KNaBuaTtype.
. Yepes HekoTOpoe BpeMs 3anyCTUTCS MEHIO BOCCTAHOBIEHUS CUCTEMBI:

Welcome to the rescue systenm.

I can help you to fix your device.

1) FACTORY RESET

2) CONFIG RESET

3) MONITORS RESET

4) REBOOT

Enter action number:
[ng Boibopa cbpoca TekyLLen KOHOUIypaLmum HaxmuTe 3.
lNocne nosiBneHMs Ha 3KpaHe HaANUCK

MONITORS RESET requested.

Are you sure? y/n
Haxmute kHonky Y ans noateepxaeHus Bolbopa nnn N ong otkasa.
5. lMNocne ycnewHOro OKOHYaHWS BbIOPAHHOW Mpoueaypbl BOCCTAHOBAEHUS HAa 3KpaHe

nosaBUTCA HaaAMUCb:

Rebooting, please wait.

M BbinonHuTCS nepesarpyska TRASSIR OS.
6. lMocne nepesarpysku cepsepa nosisutcs Mactep Hactpoiku Tpaccup OC.

H # Macrap wacTpoiiku Tpaccup OC
l| |""

CSUST HEITER IRES HE T HEL T390 Te UIHS TSPe o SHEORVNHLAY
SAATHTTECH

Dl S AT ML Ml #
-||i'i.-|

e
FA = LikE R

Bbibepute g3bIK U HAXXMKTE KHOMKY Janee >.
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BoccTtaHoBNneHue cuctemMbl

7. B otkpbiBlieMcs okHe HacTpoiika MOHMTOPOB MPOM3BOAMTCS HACTPOMKA MOAK/IOYEHHbIX K
BMOEOPErUCTPaTopy MOHUTOPOB.

.3 LT G TIEAH P B T e

HuLrpEHEd FIHI R
TARCR R RO AT R RATT Eid Tk b S E A P B S e T

L Lot be s e HiH ]
LRI ERTLU R LR E S IR L DL R LRI e b s B o] =
S pel MIHIE

L UEIEL e R -

NEIRNE- NS BTE HEHFHTRRRI S e @Sl af-0fsarn

s | Lares =

[lns Kaxporo nofKIlYEHHOr0 MOHMTOpA aBTOMATMUYECKM ByAeT NPeaNoXeHO ONTUManbHoe
paspelueHue 3kpaHa. Mpu HeobX0AMMOCTU MOXKETE U3MEHMUTb STOT NapaMeTp.
Ecnv MOHMTOPOB HECKONBKO, TO HACTPOMTE paspelleHue KaXAoro W BblGepuTe OCHOBHOM.

[lns oCcTanbHbIX YKAXKMUTE pacnonoXeHUe OTHOCUMTENIbHO OCHOBHOTO.
[lns NpofonKeHMs HaCTPOMKM HaXKMUTE KHOMKY fanee >.

8. B okHe Hactpoiika KnaBuaTypbl MpOM3BOAMTCS BK/IOYEHWE TpebyembiX packnafok M

HaCTpanBaETCA COYETAHME KNaBULL O UX NEPEKTHOYEHNA.

Faoipoiid RAUMHUI P P

Fis WEEATE & TAPHTE SOMITHITAE=HAE DATTTARF S 485 HE "W TR
EATHIAREW
o Fyrcoma

FLpAIFEENT

SeroIpzven

HEpr s saS L pabaisaeo g
@ ek —=hfi

=i = Shif

o) PR TR AT 5 5 R TSR AT T

’ o8t B ||1.'|.-l\.':|_m 5 |

[Ona BKAOYEHMS 3KpPAHHOM KnaBuaTypbl YycTaHoBuTe dnar WMcnonb3oBath 3KPaHHYH

KNnaBuaTypy.
[lnsi OKOHYAHWUA HACTPOMKM HAXKMMUTE KHOMKY 3aBepLUUTb.
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4. BoccTtaHOBNeHUEe CUCTEeMbI —

4.3 COpoc TeKyLuen KoHhUrypaumm

C6poc Tekywei KoHurypauum npomsBoamT NonHbIM cOpoc Hactpoek TRASSIR OS, Takmx Kak:
napameTpbl NOAKJIIOYEHHbIX YCTPOMCTB, HACTPOMKM KaHanoB, WabnoHoB, NpaB nonb3osatenei u ap. Mpu
cbpoce Tekywen KOHPUIrypaunm yctaHoeneHHbole o6HoBneHmns TRASSIR OS coxpaHstoTca.

Mpumeuanme.
MNocne BbinonHeHusi cbpoca Tekyllen KOHUrypaumu 3anyCcTUTCS MacTep NEepBMYHOrO 3anycka (Cm.
pasgen 3.1).

[nga cbpoca Tekylien KOHUrypaumm BbiNONHUTE Cleayowme AeicTBus:

1. Mepe3arpy3uTe \ BKIOUYKUTE BUAEOPErUCTPATOP.
2. JoxauTtecb NOSBNEHUSA OKHa C HaAMUCbIO

Normal boot
Integrated automatic rescue system

[0 wncteyeHus npennioxeHHbIX 3 cekyHn BblbepuTe nyHKT Integrated automatic rescue
system 1 HaxMuTe N0y KHOMKY Ha NOAK/YEHHOM KNaBuaTtype.
. Yepes HekoTOpOe BpeMs 3anyCTUTCS MEHK BOCCTAHOB/IEHWUS CUCTEMBI:
Welcome to the rescue system.
I can help you to fix your device.
1) FACTORY RESET
2) CONFIG RESET
3) MONITORS RESET
4) REBOOT
Enter action number:
[na Boibopa cOpoca TekyLen KOHOUIrypaumm Haxmure 2.
MNocne nosSBNEHUS HA 3KPaHEe HALMUCK
CONFIGURE RESET requested
Haxmute kHonky Y ans noatsepxaeHus Boibopa nnn N ong otkasa.
5. Haxmute kHonky Enter. Bce octanbHble genctemsa cucteMa BocctaHoBneHms OC BbINOAHUT
aBTOMATUYECKM.
6. MNocne ycnewHoOro OKOHYaHWS BblIOpaHHOM npoLeaypbl BOCCTAHOBJEHMS HA 3JKpaHe
NosIBUTCS HaAMMUCh:

SUCCESS
Rebooting, please wait.

M BbinonHuTCs nepesarpyska TRASSIR OS.
B cnyyae nosiBnenns owmnbok NOBTOpMTE MpoLesypy BOCCTAHOBMEHUS WAW BbINOMHUTE
cbpoc [0 3aBOACKMX HACTPOEK.

4.
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4.4 COpoc Ao 3aBOACKMX HACTpOeK

B nmamatu Bupeopeructpatopa cogepxutcs nonHbii 06paz TRASSIR OS B ee w3HayanbHOM
coctosHun. C nomowpbto  GyHKUMM cO6poC A0 3aBOACKMX HACTPOEK Bbl MOXeTe BOCCTAHOBUTb
NepBOHAYaNbHY KOHPUIypaLmMIo cucTeMbl. [py 3TOM AaHHble, XPAHSALLMECS HA NOAKIHOUYEHHbIX XKECTKMX
LMCKaX, TaKMe KaK apXmB, CKPUHLWWOTbI U Ap. ByayT COXpaHeHbI.

MNpumeyanue.
MNMocne BbiNnoNHeHUs cbpoca [0 3aBOACKMX HACTPOeK 3amyckaeTcss MacTep MEepBMYHOrO 3amycka
(cm. pazpen 3.1).

Ons c6poca 40 3aBOACKMX HACTPOEK BbINOMHUTE Cegyrume OencTeus:

1. MNepe3arpysuTe \ BKAOUYUTE BUAEOPErMCTPATOP.
2. [oxanTecb NOSBAEHUS OKHA C HAAMMUCBHIO

Normal boot
Integrated automatic rescue system

[0 ncteyeHus npenfioXeHHbIX 3 cekyHn BblbepuTe nyHKT Integrated automatic rescue
system 1 HaxxMuTe N0y KHOMKY HA NOAK/OYEHHOM KNaBuaTtype.
Yepes HeKoTOpoe BpeMs 3anyCTUTCS MEHI0 BOCCTAHOBNEHWUS CUCTEMBI:
Welcome to the rescue system.
I can help you to fix your device.
1) FACTORY RESET
2) CONFIG RESET
3) MONITORS RESET
4) REBOOT
Enter action number:
[nsa Bbibopa c6poca [0 3aBOACKMX HACTPOEK HaxmuTe 1.
lNocne nosiBneHMs Ha 3KpaHe HaANUCK
FACTORY RESET requested
WARNING: ALL DATA WILL BE ERASED

Are you sure? y/n
Haxmute kHonky Y ans noateepxaeHuns soibopa unu N gna otkasa
5. Haxxmute kHonky Enter. Bce octanbHble penctemsa cucteMa BocctaHosneHns OC BbINOAHUT
aBTOMaTUYECKMU.
6. MNocne ycnewHoOro OKOHYaHWS BbIOpaHHOM npoLeaypbl BOCCTAHOBJEHMS HA 3JKpaHe
NosSIBUTCA HaaMuChb:

SUCCESS
Rebooting, please wait.

M BbinonHuTCs nepesarpyska TRASSIR OS.
B cnyyae nossneHuns owmnboK NoBTOpMTE NpOLEAypY BOCCTAHOBNEHMUS.
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5. MoncK 1 ucnpaeneHne HemcnpaBHOCTEN
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5. MOUCK N UCMNPABJTIEHUE HEMCMNPABHOCTEN

HeucnpasHocTb

PeweHune HeucnpaBHOCTH

BM,D,EOpeFM CTpaToOp HE BK/KOYaETCA.

- npoBepbTe NOAKIHOYHYEHUE K BHEKTDMHECKOI;I ceTu,
- cunoBoM Kabenb NoBpeXAEH U NMOANEXUT 3aMEHE;
- BbIK/IlOYaTENb Ha B10Ke NUTAHUS HE BK/HOYEH;

- 610K NUTaHKS HEnUCnpaBeH U NOANEXUT 3aMEHE.

Bupeopeructpatop  BkNtOYaeTcs, HO
3arpyxaetcs, BIOS Bbipaer coobuweHue
OTCYTCTBUM KNaBUATYPbI.

He

npOBepMTb HaAEXHOCTb NOAKNKYEHNA KNaBMaTypbl K CUCTEMHOMY

6510KYy.

BMp,eoperMCTpaTop BK/NKOYaeTcd, HO
MOHUTOPE HET M306pa)KEH na.

Ha

HPOBEDMTb HaAEXHOCTb NOAKMKYEHUA MOHUTOPa K CUCTEMHOMY

6noky.

Bupoeopeructpatop  BKJHOYAETCs, HO
paboTaeT MblLLKa.

HE

HDOBEDMTb HaAEXHOCTb MNOAKIHYEHUA MbIWKKU K CUCTEMHOMY

6510KYy.

Pa6orta TRASSIR

B TRASSIR He noakntoyvatoTtcs
YyCTPOMCTBA.

IP-

MpoBepuTb ceTeBOE COEANHEHME:
- BUE0operncTpaTop AomKeH BbiTb MOAK/OYEH K CETH;
- |IP-ycTpOMCTBO AOMKHO ObITb MOAK/IOYEHO K CETH;

- IP-ycTpoicTBy BomkeH 6biTb 3aaaH KOppeKTHbIN IP-agpec.

B TRASSIR HeT curHana c IP-kamep.

MpoBepuTb HaNUUMe COEAMHEHMS C YCTPOMCTBOM.

B TRASSIR HeT curHana c IP-peructpatopom

Lanser.

- NpOBEPUTb HACTPOIKM NoaKtoueHus IP-peructpaTopa;

- NPOBEPUTbL HaNMYME COEAMHEHMSA C YCTPOIUCTBOM.

BugeocurHan ¢ IP-ycTtpoictB npuxogut ¢

Masnon YaCToTOM.

MpoBepuTL MPOMYCKHYO CMOCOBHOCTL M HarpysKy CeTy.

PYKOBOD,CTBO no aKcriyataumnm
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6. MPABUJIA XPAHEHUA N TPAHCITOPTUPOBKU

6.1 [paBuna xpaHeHus

MN3penve LOMKHO XpaHUTLCS B YNAKOBKE B OTAM/MBAaEMOM NOMELLEHUM MPU TeMNepaType BO3ayxa
ot +5°C go +40°C 1 oTHOCMTENbHOM BRAXHOCTM Bo3ayxa Ao 80% B coorBetctBum ¢ TOCT B9.003 1 NOCT
21552. B noMeleHnax, roe XpaHATca M3Oenusi, He AOMKHO OblTb MapoB KMUCJIOT, WENOYER U OpYrux
XMMMUYECKM aKTUBHbIX BELLECTB, NMapbl UM rasbl KOTOPbIX MOTYT Bbi3BaTb KOPPO3MUIO.

6.2 MNpaBuna TpaHCNOPTUPOBKU

M3penve v HOCUTENM [aHHbIX B YNaKOBKE MOFYT TPaHCMOPTMPOBATbCS B COOTBETCTBUM C
TpeboBanmammu TOCT B 9.001 n NOCT 21552 aBTOMOOUABLHBIM, Xene3HOA0POXKHbBIM U aBUALMOHHbLIM (B
repMeTM3MPOBAHHbIX OTCEKAX) BUAAMM TpaHCNoOpTa Ha Ntoboe paccTosHue, Npu yCIoBUM 3alUTbl UX OT
rpsiau M aTMochepHbIX OCaAKOB. TPaHCMOPTUPOBKA MO XENe3HOW [opore AOMKHA OCYLEeCTBAATLCS B
KpbITbIX BAaroHax, a Npu nepeBO3Ke B OTKPbITbIX BaroHax — B KOHTEMHepax. PasmelueHne v KpenneHue
TPAHCMOPTHOM Tapbl C YNAaKOBAHHbIMU U3AENMAMMU B TPAHCNOPTHbLIX CPEeACTBAX AOMKHbI obecneynBaTth ee
yCTOMYMBOE MONOXEHUE M HE AOMNYCKaTb NMepeMelleHns BO BpemMs TPaHCNOpTUPOBKM. [pu norpyske u
pasrpyske u3aenus LOMKHbI CTPOrO BbINOMHATLCA TPEOOBAHMS MAHUMYNSLMOHHBIX 3HAKOB U HaAMNuUCeNn
Ha ynakoBkKe.

6.3 MHCTpyKums no 6e30nacHOCTK 3KCnyaTaumm

OTKnKoYaiTe BUAEOPErUCTPATOP OT CETU, MPEXAE YEM MPOM3BOAMTb €ro YMCTKY. He npumeHsiite
ANS 3TOT0 XMAKUE, a3p030JibHble, abpa3nBHbIE YUCTALLME CPEACTBA. MCNoNb3yiTe AN YMCTKU MATKYHO
TKaHb. He nbiTaliTeCcb CaMOCTOATENbHO PEMOHTMPOBATbL BuAeoperncTpaTop. [pu 3aMeHe 371eMeHTOB
BMIEOpErMcTpaTopa YCTaHaB/AMBAMTE TOMbKO KOMIMOHEHTbl, PEKOMEHAYEMble Wu3roToButenem. He
LONyCKanTe BO3AEWCTBMS HA BWMAEOPErUCTPATOP KPUTMUYECKMX TeMMepaTyp, He YCTaHaBAMBAWTE ero
BOM3KM oborpeBatenbHbix NpubopoB.. NpenoxpaHainTe OT NOBpPeXAEHUM Kabenu anekTponuTaHus. He
[0MyCKaiTe nonajaHus BNarv BHYTpb BUAEOpErucTparTopa.

Bupoeopeructpatop npepHasHayeH [Ans 3KChayaTauMM B YCNOBMSX, COOTBETCTBYHOLWIMX BUAY
KnumaTtnyeckoro ucnonHeHuns YXJ1, kateropum 4.2 no FOCT 15150. Bupeoperncrpatop npegHasHayeH
ANS 3KCMAyaTauum B 3aKpbITbiX OTAMJIMBAEMbIX NOMELLEHUSX B YCIOBUSAX KPYrNOCYTOYHOM, CMEHHOM MK
nepuogmyeckort paboTbl B HOPMasbHbIX KAMMATUYECKMX YCNIOBUSX, ONpepensieMbiX Cneaylwumm
napameTpamu:

e TeMmnepartypa okpyxawluero sosgyxa (20£5) °C

® OTHOCUTENbHAs BNAXXHOCTb OKpYyxKatowwero Bo3gyxa (60£20) %.

e aTtMmocdepHoe aasnenune ot 84 po 107 klMa (630 — 800 mm pT. cT.)
INeKTPOMarHUTHble BO3AENCTBMS He [OMKHbI NPEBbIWATL CIEAYOWNX 3HAYEHUN:

e HaHocekyHaHble UMNyNbCHble NOMeXM B Lensx anektponutanus, FTOCT 29156 - 0,5 kB;
o MukpocekyHAHble UMMNYNbCHbIE NOMEXU B Lensax anektponutanus, FTOCT P 50007 - 0,5 kB;

OnHaMmnyeckmne n3MeHeHus HanpskeHus cetu anekTponutanmus, FTOCT P 50627:

® MpOBasbl NO OTHOLWEHMIO K HOMUHAIBHOMY HanpskeHuto anektponuTanus 0,3 UH, 200 mc;
e npepbiBaHus 1,0 UH, 20 mc;
e Bbibpockl 0,2 UH, 200 mc.
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MaccoBasi KOHLEHTpauuMs Mbiiv B BO3AyXe MpPM 3KCNyaTauuM BUAEOPErMcTpaTopa LOMKHA ObiTb
He 6onee 0,75 Mr/mM*3.

CopepxaHue B aTMochepe KOPPO3MOHHO-aKTUBHbLIX areHTOB He bonee:
® CepHUCTbIn ra3 — 20 mr/mM”*2 cyT.
e xnopuabl — 0,3 Mr/mM"2 cyr.
Pabouee ™MecTto [OMKHO obecrneunBaTb XOPOLWYK UMPKYIAUMIO BO3A4yXa [ANS OXNaXLEeHUS
BMAEoperucTpaTopa.

6.4 3awmTa OT CTaTUYECKOro 3MeKTpuYecTBa

Mpu TEXHMYECKOM OBCNYXMBAHWMM M 3SKCMayaTauuMuM BUOEOPErMcTpaTopa AOMKHbI NPUHUMATLCS
Mepbl, NPeaynpexaatolmne CKONNEHUE CTaTUYECKUX SNEKTPUYECKMX 3apALOB HAa CMCTEMHOM 6/oKe U
COEMHEHHDBIX C HMM YCTPOWCTBAX, @ TAKXKE NepCcoHane 1 cepBUCHOM 060pya0BaHUM.

6.5 DnekTpuyeckme xapakrepuctuku

e BxopHoe HanpskeHne 6noka nutaHua: 220B+10%
e Yacrora: 50Mu*1%

JNeKkTponuTaHUMe BUAEOpErncTpaTopa AO/KHO OCYLECTBAATLCS OT TPEXMNPOBOAHOM OAaHOda3HOWM
3N1eKTPOCEeTM MepeMeHHOro Toka HanpsbkeHuem 220B wu vactotor 50 i ¢ npoBogom 3azemneHus.
PekomeHayeTCs BKAOYATb BMAEOPErMCTPATOp Yepe3 ceTeBor GuabTp. HopMbl KayecTBa 3NEKTPUYECKOM
uenu pomkHbl cootBeTcTBoBatb TOCT 13109. XapakTepUCTUKM 3a3eMNEHUSI AOMKHbI COOTBETCTBOBATb
TpebosaHuam MOCT 12.1.030.
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ALpeca CepBUCHbIX LIeHTPOB

ALPECA CEPBUCHbIX LIEHTPOB

Poccus:

r. MockBa

MNepeBeneHoOBCKUM Nep, a. 17, k. 1
+7 (495) 783-72-87 po06.1295
r. BopoHex

MockoBckui np-1, 4. 53, 00. 111
+7 (473) 204-51-12

r. lpochaenb

yn. MonywkuHa Powg, a. 16, ctp. 81, nut. B-HO
+7(4852) 69-53-75

r. Cankr-leTep6ypr

yn. bobpyickas, o. 5

+7(812) 339-89-29

r. KpacHopap

yn. MonopgexHas, 4. 25

+7(861) 203-38-68

r. PoctoB-Ha-[loHy
byneHHoBckui np-T, 4. 103 A
+7 (863) 303-36-84

r. Bonrorpap

np-T XXykoBa, a.110,k. 1

+7 (8442) 78-01-35

r. CraBpononb

yn. Josatopues,a. 30 b

+7 (8652) 75-11-66,75-11-65
r. Hwxxuuint Hosropop,

yn. Mpemypposa, o. 31 A, od. 21
+7 (831) 228-64-51

r. bkeBck

yn. Bapuma Cuskosa, a. 112

+7 (3412) 50-23-02

r. KasaHb

np-T iMawweBa, 4. 36, 0¢. 9

+7 (843) 205-36-57

YKkpauHa:

r. Knes
yn. BepxoBuHHas, o. 80A
+380 (68) 135-99-01

r. OpeHGypr

yn. MoTtexuHa, 4. 40, od. 10

+7 (3532) 59-31-00

r.Mepmb

yn. Ykanosa, A. 9 nut. N od. 211
+7 (342) 205-83-42

r. Camapa

MockoBcKoe wwocce, A. 51, LoKOMbHbIMA 3Tax
+7 (846) 207-43-68

r.Yoga

yn. bpatbes Kagomuesbix, 4. 8 A, od. 225
+7 (347) 214-90-31

r. Ekatepun6ypr

Odwumc 1:yn. Yanaesa, o. 23

+7 (343) 318-24-94

Odwc 2: yn. DypmaHoBa, 4. 35 A
+7 (343) 257-26-43

r. UpkyTck

yn. HmkHss HabepexHas, o. 12 A
+7 (3952) 34-15-03, 33-58-33

r. HoBocubupck

Odwuc 1:yn. Onbru Xunuuon, o. 33
+7 (383) 227-86-50

Odwmc 2: yn. Kotosckoro, 4. 3/2

+7 (383) 349-55-88

r. XabapoBck

yn. KupnuyHag, a. 36 b

+7 (4212) 46-44-50,93-13-79

r. BhnaguBocTok

yn. CemeHoBckas, a. 7 I

+7 (423) 249-28-29

r. Kanunurpap,

yn. MognonkoeBHuka EMenbsHoBa, 4. 88
+7 (4012) 72-23-21

KasaxcraH:

r. Anmartbl
yn. Abuwa Keknnbaesa 270/4
+7 (727) 350-52-46
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BbI>)XMW BCE u3 kamep TRASSIR
C3KOHOMb BPEMS B pa3bl HA HACTPOMKE U 0OCNYXXMBAHMUM CUCTEMDI

* MO TRASSIR nogpaepxusaet Bce dyHKuum IP kamep TRASSIR: oT SD KapTbl 0 annapaTHON aHaIMTUKK

B ToM yucne cucrtemsl

cocTtosiwme u3 bonee yem
YBenuuuaiite npubbinb % gggg ;ePBepOB
> n 3¢pdekTMBHOCTL paboThbI - - Kamep
Illl§ﬁ BblbepuTe N3 0ecaTKoB onepartopos
aHaNUTUYECKMX Moaynemn

peweHna ond CBOEM 3343a4u

Ypo6Ho:
p CKayauTe
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