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1. Ha3HauyeHue

Ynpaensemble (L2+) Gigabit Ethernet kommyrtatopbl Ha 10/18/26
noptoB SW-70802/L2, SW-71602/L2, SW-72402/L2 npegHasHa4eHbl AOnis
06beanHeEHNs CeTEBbIX YCTPONCTB M Nepeaayy AaHHbIX MexXay HUMU.

Kommytatopbl SW-70802/L2, SW-71602/L2, SW-72402/L2 ocHaLleHbI
8/16/24 Gigabit Ethernet (10/100/1000Base-T) nopTamMu COOTBETCTBEHHO K
Ka)KOOMY M3 KOTOPbIX MOXHO MOAKII0YaTh CETEBbIE YCTPOMCTBA HA CKOPOCTU A0
1 I'éur/c.

Kpome ToOro, kaxpasi u3 npeacTaBfeHHbIX MOAEMNen KOMMYTaTopoB
ocHawleHa 2vsi 1000Base-X SFP noptamu (nog SFP mogynu 1,25 Mout/c) ans
obecneyveHns cBA3M Mo ONTOBOSIOKOHHOMY kabernto Ha ckopocTtu Ao 1 [eut/c

KommyTatopbl HactpauBatTtcs 4depe3 WEB-uHTepdenc n mmerot
MHOXecTBO pyHkumi L2, L2+ ypoBHs, Takux kak VLAN, QOS, Static ARP,
Static Routing, IGMP snooping, Link Aggregation u 1A4.

Kpome TOro, KomMMyTaTopbl MOOOEPXKMBAKOT  aBTOMaTUYECKOE
onpegenexne MDI/MDIX (Auto Negotiation) Ha Bcex nopTtax, kpome SFP.

KommyTaTtopbl pacno3HaroT TN NOAKIOYEHHOrO CETEBOMO YCTPOWCTBA
M Npu HeOOXOAMMOCTM MEHSIIOT KOHTaKTbl nepeaadn AaHHbIX, YTO MO3BOSsSET
ncnonb3oBaTtb kabenu, obxatble MobbiM cnocobom (KpoccoBble 1 NPSMbIE).

Kommytatopbl mogenen SW-70802/L2, SW-71602/L2, SW-72402/L2
MOryT ObITb C YCNEXOM WCMONb30BaHbl B CaMblX pPasnuuHbIX cdepax
npumeHeHus, rae Tpebyetca obbeanHUTb A0 24X CeTeBbIX YCTPOWCTB B OAHY
ceTb.

2. Komnnekrauusa*

SW-70802/L2
1. KommyTtaTtop SW-70802/L2 — 1wwT;
2. Kabenb nutaHma ana AC 100-240V — 1wT;
3. KpenneHue B 19” cTonky — 1wT;
4. PykoBOACTBO NO aKcnnyataummn —1Lwr;
5. ¥YnakoBka — 1WT.

SW-71602/L2
1. KommyTtaTtop SW-71602/L2 — 1wT;
2. Kabenb nutaHma ana AC 100-240V — 1wT;
3. KpenneHne B 19” cTonky — 1WT;
4. PykoBOACTBO NO aKcnnyatauun —1Lwr;
5. YnakoBka — 1.



SW-72402/L2
1. KommyTtaTtop SW-72402/L2 — 1wT;
2. Kabenb nutaHma gna AC 100-240V — 1wT;
3. KpenneHue B 19” cToiky — 1wT;
4. PykoB0oACTBO Mo akcnnyaTaumm —1wT;
5. YnakoBka — 1.

3. OcobeHHOCTM OGOpyAoBaHUSs

e 8/16/24 xommyTupyembix Gigabit Ethernet (10/100/1000Base-T)
nopToB;

e 2 Gigabit Ethernet SFP-cnoTa (1000Base-X) ons nepegayn Ethernet
no ontuke ¢ noMmoLlbto SFP-moaynew (B KOMNNEKT HE BXOASAT);

e [loggepxka yHkumi L2, L2+ yposHsi (VLAN, QOS, Static ARP,
Static Routing, IGMP snooping, Link Aggregation n 14);

e Hactpovika n ynpasneHue yepe3 WEB-uHtepdelic;

e AeTOmaTu4eckoe onpeaenenne MDI/MDIX;

e Pasmep Tabnumubl MAC-agpecos: 8K;

e [lopgaepxka Jumbo-dpenmvos: 16 Kb.

4. BHelwHun BUA n onncaHue 3remMeHToB

4.1 BHelwwHnn BUA

Puc.1 Kommytatop SW-70802/L2, BHELWIHWI BUA



Puc. 2 KommytaTop SW-71602/L2, BHELIHWUI BUA,

EIJEE] -i.-‘..J[_J

Puc. 3 Kommytatop SW-72402/L2, BHeLLIHUI BUA

4.2 OnncaHue 3NeMeHTOB KOMMYTaTOpOB

Puc. 4 Kommytatop SW-70802/L2, pazbembl U MHAMKATOPLI HA NepeaHen
naHenu



Tab. 1 HasHauyeHne pasbeMoB 1 MHOMKATOPOB Ha NepenHen naHenm
kommyTaTopa SW-70802/L2

Ne

/n O6o3Ha4yeHne HasHnaueHne

LED vHankaTop nutaHus. FopuT — nutaHue Ha
1 PWR KOMMYTaTop NodaeTcs, He ropuT — NMTaHne He
nogaeTcs UM KOMMYTaTop He UcnpaBeH

2 4 6 8 Link/Act | LED nHamnkaTopbl ceTeBon akTMBHOCTU noptoB RJ-

2 1357 Link/Act | 45¢ 1 no 8n
3 10 Link/Act LED vHaukaTopbl ceTeBon aktmBHocTu SFP nopTos
9 Link/Act 9n10
2468 Pasbembl RJ-45 ¢ 1 no 81 ans nogknioveHus
4 ceTeBbIX yCTponcTB Ha ckopoctn 10/100/1000
1357
M6ut/c
5 Console KoHCOmMbHbIN NOPT, NCMOMNb3yeTcs A58 ynpaBneHus

KOMMYTaTtopoM

11 n 2n SFP cnoTtbl Ans noakno4YeHus
KOMMyTaTtopa K ceTu/ceTeBbIM YCTPONCTBaM

6 9 10 OMNTOBOMOKOHHbLIM Kabenem ¢ nomouubto SFP
Moaynewn ( He BXo4s B KOMMIEKT MOCTaBKN) Ha
ckopocTu 1Iréut/c

1 2 3

Puc. 5 Kommytatop SW-70802/L2, pazbembl U KHOMKW Ha 3agHen naHenm
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Tab. 2 HazHayeHne pa3beMoB M KHOMOK Ha 3a4HeN NaHenu KoMMmyTaTopa
SW-70802/L2

Ne
/n O6o3HayeHune HasHaueHune
1 KHomMka BK/BbLIKMIOYEHUS MATAHUS KOMMYyTaTopa.
. Pasbem UAC ans nogknioyeHus komMmyTaTopa K
2 INPUT: cetn AC 100-240V c nomolLblo Kabens nutaHns ns
100-240VAC
KOMMNieKTa NnocTaBkm .
3 T BuHTOBas knemma Ans 3a3emneHus kopnyca

= KomMmyTaTopa.

Puc. 6 Kommytatop SW-71602/L2, pazbembl 1 MHAWKATOPbI HA NepegHen
naHenu
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Tab. 3 HazHayeHne pa3bemMoB U UHAMKATOPOB Ha NepeaHel NaHenm
kommyTatopa SW-71602/L2

Ne

/n O6o3Ha4yeHne HasHnaueHne

LED vHankaTop nutaHus. FopuT — nutaHue Ha
1 PWR KOMMYTaTop NodaeTcs, He ropuT — NMTaHne He
nogaeTcs UM KOMMYTaTop He UcnpaBeH

LED wHaukaTopbl ceTeBon akTMBHOCTM nopTtoB RJ-

2 1-16 Link/Act 45 ¢ 1 o 164

3 17 Link/Act LED uwHgukaTopbl ceTeBom akTmBHOCcTM SFP nopTtos
18 Link/Act 17n18

Pasbembl RJ-45 ¢ 1 no 161 ana nogknoyeHus

4 1-16 ceTeBbIX yCTpoONCcTB Ha ckopoctn 10/100/1000
M6ut/c
5 Console KoHconbHbIN nopT, UCNnonb3yeTcda ANnA ynpaesneHnsa

KOMMYTaTopOM

1 1 2 SFP cnoTbl Ans nogknoyeHms kommMmyTaTopa
6 17 18 K ceTn/ceTeBbIM YCTPOMCTBaM ONTOBOMOKOHHbIM
kabenem c nomolbio SFP moaynen ( He Bxoas B
KOMMNIIEKT NOCTaBKM) Ha ckopocTtu 1Mut/c

1 2 3

Puc. 7 Kommytatop SW-71602/L2, pazbembl U KHOMKW Ha 3aHEW NaHenu
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Tab. 4 HasHavyeHMe pa3beMOB U KHOMOK Ha 3aHel NaHenu KoMMmyTaTopa
SW-71602/L2

Ne
/n O6o3Ha4yeHne HasHnaueHne
1 KHomMka BK/BbLIKMIOYEHUS MATAHUS KOMMYyTaTopa.

Pasbem UAC ans nogknioyeHus komMmyTaTopa K
2 cetn AC 100-240V c nomoLubto kabensi nuTaHms u3
KOMMIeKTa NOCTaBKX .

BuHTOBas knemMma Ans 3aseMneHus kopnyca
KOMMyTaTopa.

Puc. 8 Kommytatop SW-72402/L2, pazbembl U MHAMKATOPLI HA NepeaHen
naHenu
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Tab. 5 HazHayeHne pa3beMoB U MHOUKATOPOB Ha NepeaHer naHenu
kommyTaTtopa SW-72402/L2

Ne

/n O6o3Ha4yeHne HasHnaueHne

LED vHankaTop nutaHus. FopuT — nutaHue Ha
1 PWR KOMMYTaTop NodaeTcs, He ropuT — NMTaHne He
nogaeTcs UM KOMMYTaTop He UcnpaBeH

LED wHaukaTopbl ceTeBon akTMBHOCTM nopTtoB RJ-

2 1-24 Link/Act 45 ¢ 1 o 24

25 Link/Act LED uwHgukaTopbl ceTeBom akTmBHOoCcTM SFP nopTtos
26 Link/Act 251 26

Pasbembl RJ-45 ¢ 1 no 241 onsa noaknioyeHus

4 1-24 CETEBbIX YCTPOWCTB Ha ckopocTth 10/100/1000
MowuTt/c

5 Console KoHConMbHbIN NOPT, NCMOMb3yeTcs A58 ynpaBneHus
KOMMYTaTopoMm
1 1 2 SFP cnoTbl Ang nogknoyeHns kommyTaTopa

6 o5 26 K ceTu/ceTeBbIM YCTPONCTBAM ONTOBOJIOKOHHBLIM

kabenem c nomowbto SFP mogyneii ( He Bxoasi B
KOMMNIIEKT NOCTaBKM) Ha ckopocTtu 1MouT/c

1 2 3

Puc. 9 KommyTtaTtop SW-72402/L2, pa3beMbl 1 KHOMKW Ha 3aHEN NaHenm
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Tab. 6 HasHavyeHMe pa3beMoB 1 KHOMOK Ha 3aJHen naHenu KommyTtartopa

SW-72402/L.2

Ne
/n O6o3Ha4yeHne HasHaueHune
1 KHomMka BK/BbLIKMIOYEHUS MATAHUS KOMMYyTaTopa.
Pasbem UAC ans nogknioyeHus komMmyTaTopa K
2 cetn AC 100-240V c nomolLblo Kabens nutaHns ns
KOMMEeKTa NoCTaBKu .
3 BuHTOBas knemma Ans 3a3emneHus kopnyca

KomMmyTaTopa.

5. Cxema nogknro4eHus
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6. lMpoBepka paboToCNOCOBHOCTN CUCTEMbI

MNocne nogkntoyeHus kabenen K pasbEémMam M MNodaun NUTAHUA Ha
kommytatop SW-70802/L2 / SW-70802/L2 / SW-72402/L2 moxHO ybeoutbea
B €ro paboTocrnocobHOCTW.

Mopkntounte kommyTatop Mexay nasymst K ¢ umsBecTHbimn IP-
agpecamu, pacnonaralowmMmmnca B ogHon noaceTtn, Hanpumep, 192.168.1.1 u
192.168.1.2.

Ha nepsom komnbtoTepe (192.168.1.2) 3anyctute KOMaHAHY CTPOKY
(BbINONHUTE KOMaHAy cmd) U B NOSBUBLLEMCS OKHE BBEAUTE KOMaHAY:

ping 192.168.1.1
Ecnun Bce nogkntoyeHO npaBuIibHO, HA 3KpaHe MOHUTOpa OTOGpasnTcst OTBET
oT BTOporo komnbtotepa (Puc.13). 310 cBuaeTenscTByeT 06 MCMPaBHOCTU
KOMMyTaTopa.

ST Ay IO s

Puc.13 [aHHble, oTOGpaxatrLmecsa Ha akpaHe MOHUTOpa, nocre
nucnonb3oBaHna koMmaHgel Ping.

Ecnu otBeT ping He nony4yeH («Bpems 3anpoca UCTEKNO»), TO
cnepgyeT NpoBepuTb coeanHUTenbHbIn kabenb 1 IP-agpeca KOMNbIOTEPOB.
Ecnn He Bce nakeTbl ObINM NPUHATBI, 3TO MOXET CBMAETENbCTBOBATD:

- 0 HM3KOM Ka4yecTBe kabens;
- 0 HeucnpaBHOCTM KOMMYTaTopa;
- 0 Momexax B JIMHUN.

MpumeyvaHue:
MpUYMHBI NOTEPU B ONTUYECKON NNHMN MOTYT OblTb BbI3BaHbI:
- HencnpaeHocTbio SFP-mogynen
- n3rmbamm kabens
- BOMbLUMM KONIMYECTBOM Y3I10B CBapKM
- HENCMNPAaBHOCTbIO UM HEOAHOPOAHOCTbLIO ONTOBOJSIOKHA.
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7. NMogroToBKa nepepn ynpasfieHWEM KOMMYTaTOPOM 4yepes
WEB-uHTepdcenc

Web-nHTepdeic nossonsger rMbko HacTpauBaTb W OTCNEXMBATb
COCTOsIHME KOMMYyTaTopa, ucronb3ysi 6paysep (Google Chrome, Opera, IE 1 10)
13 nobOoM TOYKN B CETU.

Mpexge, Yem NpuUCTyMUTb K HacTpomke kommyTatopa 4depe3 Web-
uHTepdeic, Heobxoanmo ybeauTtbest, uto Baw MK 1 kommyTaTtop HaxoaaTcs B
ogHon ceTn. YToBbl nmpaBunbHO ckoHdurypuposatb Baw [MK wncnonb3ynte
CrneayoLLYyI0 NOLIAroByK UHCTPYKLMIO:

1. Yb6egutecb, 4TO ceTeBasd kapTa B Bawlem 1K yctaHoBneHa, pabotaeTt u
nopaepxveaet TCP/IP npotokon.

2. Togknounte mexagy cobon kommyTatop m Baw [1K, ucnonb3ys narty-
kopa RJ-45

3. [llo ymonyaHuio IP-agpec kommyTtatopa: 192.168.0.1. KommyTtatop u

Baw K pgormkHbl HaxoauTbes B ogHol noaceTtun. Mamenute IP agpec

Bawero lNK Ha 192.168.0.X, rae X-uucno ot 2 o 254. lMNoxanyincTa,

ybegutech, uto IP-agpec, koTopbii Bbl HasHavaeTe Bawemy (1K, He

coBnagan c IP-agpecom kommyTartopa.
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4. 3anyctute Web-6paysep (IE, Firefox, Chrome) Ha Bawem NK
5. Beepgute B agpecHyto cTpoky 192.168.0.1 (IP-agpec kommyTaTopa) u
HaxxmuTe Enter Ha knaBuatype.
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6. T[ossuTca dpopma ayteHTudmKaumm. [No ymonyaHuio norvH admin.
Maponb nycTomn.

T ot o iy

I

B panbHenwem napofnb M FIOTMH MOXHO nomeHsTb yepe3 WEB
UHTepdenc kKommyTaTopa.

8. YnpaBsneHue yepe3 WEB-uHtepdenc, ocCHoBHbIe
3NeMeHTbI

8.1 CTpykTypa AepeBa HaBUrauuu no rpynnam

Becb web-nHTepdenc BusyansHo pasgeneH Ha 17 rpynn:
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8.2 Onucanume kHonok WEB uHTtepdpenca

BOMbLWMHCTBO KHOMOK ANA W3MEHEHUS TeX WM WMHbIX HacTpoek
kommyTtaTtopa Yepe3s WEB uHTepdenc yalle Bcero BbINMOMHSOT OOHY U TY Xe
ponb. B Tabnuue Hwke paHo obuwee onucaHve YHKUURW, KOTOpble

BbIMOJTHAKOT T€ UITN UHbIE KHOMKW.

KHonka

HasHayeHne

Refresh (O6HOBUTDL)

OOGHoBNSAET 3Ha4YeHMEe BCEX TEKCTOBbIX
nonemn Ha CTpaHuue

Apply (MpuHaTs/nogTBEPAUTD)

Yucnoeoe 3HaveHne 6yaet o6HOBMEHO B
namsaTu. MNMockonbky NpoBepka ownbok
BbINOSHAETCS Ha CTOPOHE cepBepa
(kommyTaTOpa) NpoBepka owmnbkn byget
BbINOSIHEHA TOJIBKO MOCHe TOro, Kak
nosb3oBaTesb BbIbepeT 3Ty KHOMKY.

Delete (Yganutb)

YaansieT Tekyllee 3HavyeHme

Help (Momowwb/cnpaska)

OTKpbIBaET CTpaHWLYy CrnpaBku, Ans
KaXKpgoro crnyyas cyuectsyeT
VHAMBMAYanbHas CTpaHuLa cripaBku.

8.3 CooOLeHns o6 owmnbke

Ecnu npousowna owwnbka npm obpaboTke 3anpoca oT Nonb3oBaTens
K cepBepy (KOMMyTaTopy), TO NOSIBUTCH OUArnoroBOe OKHO C KOHKPETHbIM

onncaHmeMm oLLINOKN.

Microsoft Internet B x|

Error: Ip address error
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8.4 Nonsa ansa BBoAaa nHdopmaumnm nnm aHa4eHumn

HekoTopble cTpanunubl WEB uHTepdelica kommyTatopa cogepxar
nons Ana BBoda TOW UMW WMHOM WMHdOPMauUn unm 3HadeHun. C nomMoLLbo
3TUX NONEN MOXHO MONYYMTb AOCTYN K pasnuyHbiM CTpokam B Tabnuue (cm.
PUCYHOK HUXE).

Ecnn noHapobutcs nobaButb HOBYHO CTPOKY Heobxoaumo BbibpaTb
u3 Boinagatowero cnucka NEW (HoBasi) u noateBepauTb kHOnkom Apply
(MpuHATB).

Ecnn  HeoOXxogMMO M3MEHUTb  YKe  CYLECTBYIOLYI  CTPOKY
HeobxoaMMo BbIOpaTb M3 BbiMagatoLero Cnucka COOTBETCTBYIOLLUA HOMEP
CTPOKM, 3aTeM OTpedaKkTMpoBaTb [O/KHbIM 0OOpa3oMm U noaTBepauTb
nameHeHust kHonkorn Apply (MpUHATB).

Onsa ypoaneHua cTpoku u3 Tabnuubl BbiGepuTe M3 BbinagaroLero
crnucka HoMep CTPOKM Ans ydaneHus, a 3ateM HaxmuTe kHonky Delete
(yoanuts).
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8.5 Nonsa co 3Ha4yeHMAMM TeKyLlero cratyca

Ha HekoTopbix cTpaHnuax WEB uHTepdgenca cywecTBytoT nons, rae
oToBpakeH Tekylui cTatyc (CM. PUCYHOK Hwxe). Takue nons
npegHasHa4eHbl TONMbKO AN YTEHUSI U HE MOTYT ObITb NU3MEHEHbI.

i B o
1 4 & = L T nx om
f1 0 f1faorfa e firl f1 B EE E:;;
FR¥ERRRR RERR 9 B midki
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T et Sywlaan Curmgpineim
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= Smk ricrudor Fpoma rmpamn L LY
= rgdllvdwTrasa Bmmahor N EEL R = e 1
o Simkbrmael B mad i ] iR
IH ‘tll'lll'.:'"'-l'- W ks W T M
.JE“"'.A"":JFF." Fpmacbilw Ik} s Sl rde B amk
H R S ] dmarn, sy
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=N T T e ]
T Fawn Rl |
= B B e -
= et AMETCTEND
T R T
i Toed ReEr [
=) THAY T Corlia nbke
| S o gara
WL L
O_ g8 e themepmd
M rrarn ey maee-
»
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9. OnucaHue oCHOBHbIX rpynn u anemeHtoB WEB
MHTepcenca kKommyTaTopa
9.1 NnaBHanA ctpaHnua WEB uHTepdenca

Mocne Toro, kak ObinnM BBEeAeHbl KOPPEKTHble AaHHble AN BxoAda
(norMH wn naponb), KommyTatop oToGpasuT rnasHyw cTpaHudy WEB
UHTepdenca ynpaBneHns (CM. pUCYHOK HUXKE)
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9.2 KoHdurypauumsa cuctembl (System Configuration)

9.2.1 O6was nHcpopmauus (Basic Information)
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v' System Description (OnucaHue cuctembl) COAEpPXUT 0OLLYLO
WHpopmaLmio 0 cucTeme;

v System Object ID (VgeHTndukatop cuctembl)  oTobpaxaet
CceTeBOW UOEHTUMKATOP CUCTEMDI;

v'  System Version (Bepcusi npolumBkM) 0TOOpaxaeT TEKYLLYIO BEPCUIO
YCTaHOBJSIEHHOW Ha KOMMYTaTOp NPOLUMBKY;

v" Num network interfaces (KonuuectBo noptoB B KOMMYyTaToOpe)
oTObpaxaeT KOMMYeCTBO MOPTOB [Afsl COEOMHEHUS C CeTblo B
KOMMYTaTope;

v/ System start time (Bpems 3anycka cuctembl) oTobpaxaeT CKOMbKO
BPEMEHU NPOLLSIO C MOMEHTA 3anycka KOMMyTaTopa;

v System name (Mma kommyTatopa) oTOOpaxaeT Tekywiee uMs
kommyTaTopa. Monb3oBaTenb MOXET U3MEHATb 3TO 3HAYEHWE;

v’ System location (MecTtononoxeHve komMMmyTaTopa) oTobpaxaeT
husnyeckoe MECTOMNONOXEHNE KoMMmyTaTopa. 3apaeTcs
nonb3oBaTenemM;

v' System Contact (KoHTakTHble faHHble) oToOpaxaeT Bnagenbua u
KOHTaKTHble AaHHble. 3adaeTcs Nonb3oBaTenem.

9.2.2 Serial information (MUHcopmauus o RS 232/485 nopTte ansa
ynpaBrieHnsi KOMMyTaTOpOM)
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OanHas ctpaHvua WEB uHTepcberica cogoepxuT psg napameTpos,
KOTopble HeobGXooMMbl ANs ynpaBreHUss KOMMYTaTOpPoOM 4Yepes3 MHTepdelc
RS232/485 ucnone3ys nopt CONSOLE. lMpu ynpaBneHnn koMMyTaTopoM
yepesa HyperTerminal ybeguTecb, 4YTO HACTPOWKM  COOTBETCTBYHOT
NpVBEAEHHBIM HA 3TOW CTPaHULLE 3HAYEHNSM.

Baud rate (ckopocTb nepegayun gaHHbIX)

Character Size (pasmep cumsonos)

Parity code

Stop bits (ctonoBsblie 6uThI)

Flow control

9.2.3 User Management (UHcpopmauus o nonb3oBaTtensx)

= I e T
."E‘ E. T
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Ha aton cTpaHuue MOXHO 3adaTb HOBbIM Maponb (new password)
051 TeKyLero nonb3oBaTtensi, UAMEHUTb POJib B YNPaBleHNM KOMMYTaTOPOM
(privilege) n TA.

Maponu 4yBCTBUTEmMBHBI K PErucTtpy M MOryT cogepxatb Ao 16
cumBonoB. [Ans cMeHbl napons BblOpaHHOro nonb3oBaTens HeobxooMmo
OBaabl BBECTU HOBbLIM Naponb B nonsax New Password u Re-enter
Password. [1ns noaATBEpXXAEHUSA HOBOIO Naposis HeobXoAUMO HaxaTb KHOMKY
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Apply (MpuHaTs). MNocne atoro nonb3oBaTento NoTpebyeTcst 3aHOBO BONTU B
WEB nHTepdeiic, ncnonb3yst HoOBbIM NAposb.

C nomoLb0 HacTpOeK Ha 3TOM CTpaHuue Mnofb3oBaTeflb MOXET
3agatb Tak HasblBaeMbl multi-user (MHOrononbL30BaTENbCKMIN) PEXUM ANA
yrnpaBneHns KOMMYTaTOPOM.

Ons ynpaBnexus yepes Telnet 1 WEB ans nonb3oBatens OOSKeH
ObITb BbIOpaH MHOrOMONBb30BaTENBCKUA PEXUM.

9.2.4 Safe management (ynpaBneHune 6e3onacHocTbIO)
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Ha paHHOM CTpaHuue HaxogaTCcs HacTpoWviku, MNO3BOMsoLMe
agMuHUCTpaTopy rMMBKO ynpaBnsiTb JOCTYNOM K yNpaBfieHU0 KOMMYTaTopoMm
(WEB, TELNET unun SNMP) Ha ocHoBe ACL (nnMcT ynpaBneHust 4OCTYMNOM)

EcTb  BO3MOXHOCTb  MOMHOCTBID  OTKNIOYUTL  yrpasreHue
KOMMYTaTopoM Ansi KOHKpeTHoro metoda ynpasnenuns (WEB, TELNET wnu
SNMP). Tlo ymonuyaHuWio ynpaBfeHWe C MOMOLLbI Kaxdoro mertoaa
paspeleHo n ACL cdunbtpauma He npuMeHsSeTCs.

AOMUHMCTPATOP  MOXeT  YaCcTMYHO  3anpeTuTb  ynpaBreHue
KOMMYTaToOpoOM C MOMOLLbIO OHOMO UMM HECKOMNbKUX MEeTOAOB, WUCMOSb3ys
ACL cunbTpauutio.
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Ons npumeHeHnuss ACL cunbTpaumm Ons KOHKpeTHOro metoga
ynpasneHus Heobxoaumo BbibpaTb cam MeTon B CrMcKe service type, a
3atem Bbibpate ACL ot 1 go 99. naBHoe ycnoBue — BbibpaHHbIi ACL
JOMKeH ObITb CO3aH 3apaHee.

O6patnTe BHUMaHWE, eCnn agMVHUCTPATOP 3aKpOeT BO3MOXHOCTb
ynpaBnsaTe KommyTtatopom no WEB, ata crtpanvMua c HacTponkamu
nepectaHeTr ObITb [JOCTynHa. Torga MOXHO BOCMOMb30BaTbCA  ApPYrvM
MEeTOAOM yrnpaBneHusi, Hanpumep Yepes Telnet unu SNMP.

9.2.5 Current Configuration (MpocmoTp TekyLuen koHhUrypaumm)
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Ha aToi cTpaHuue MOXHO NPOCMOTPETb TEKYLUY KOHUrypauuio
KOMMyTatopa B BuAe TEKCTOBOM MHAopMauuun. KHorka Save (coxpaHuTb)
NMO3BOMIUT COXPaHWUTb TEKyLLyl KOHdUrypauuio komMmyTaTopa B NamsiTb
KOMMyTaTopa.

Mockonbky 3anuck davina TpebyeT yaaneHws/sanucn Ha FLASH
namsiTb KOMMYyTaTopa, onepaumst MOXeT 3aHATb ONpeaerieHHoe BpeMms.
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9.2.6 Configuration file (CtapToBas koH¢urypaums, coxpaHeHue canna
C HacTpounkamm)

i
sl
e

oo~
(o] e}

e R |
[

g Swimh Lonligun alivn Fil

g e ey Farrm icdracia Mied Imalmd i dovard o Tex roar b o malr-
fs WU EILE T
Bl il v rmica
Hia damenal
o idiky ammn
B AT kil
N Carmrs Sz ke
Bl CobmnibiF
= T
& Hyd wams

B R S anked

BT URCTT adiey

e Lt

L W e ey

L ey | f -y

Ml o pdon
= TS
R e L TR T
=D PEm: Crlkuaks -

i FE L B S

CrapToBas koHurypauust npegcrtasnset coboi dann, 3anucaHHbIN
Bo FLASH namsatn kommytaTopa. Korga komMmyTaTtop 3anyckaetcsi U He
HaxoOWT 3anucaHHbIi paHee dawn KoHdwurypauum Bo FLASH namsatwy,
YCTPOMCTBO Mcnonb3yeT dann ¢ HacTponkammn no ymonyaxuio (default).

KHonka Delete (yganutb) no3BonsieT Bbi3BaTb AManoroBoe OKHO, rae
Oynoet npeaonoXeHo ydanuTb Tekywuii dainn koHdurypaumm us FLASH
namatu. Ecnv Bbl nepegymanu 39TO genatb, HaxmuTte kHonky Cancel
(oT™meHa).

Knonka Download (ckaumBaHue) wucnonb3yeTcs AN CKayvMBaHUs
KoHurypaumoHHoro daina Ha K u3 namatu kommytatopa. B ananorosom
okHe BblbepuTe SAVE (coxpaHuTb), a 3aTem MyTb K KaTtanory ¢ davinamu
KoHdpurypauuu. Mo ymonyanuto nmsa cpanna switch.cfg
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9.2.7 File Upload (3arpys3ka caina c HacTpokamu B KOMMyTaTop)
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Ha aToi cTpaHuue npeacTaBneHa BO3MOXHOCTb 4151 3arpy3ku paHee
CO3[aHHbIX (hannoB KOHMUrypauumn B namsaTbe KOMMyTaTopa.

Haxwmunte kHonky Path (nyTb), uTOObI BbIOpaTh HYXHbIN dhann c
KoHdurypauuen Ha [1K. [danee, nocne Bbibopa Heobxoammoro dawnna
HaxkmuTe kHonky Upload (3arpyautb). ®ann gormkeH umetb pacumpenue .cfg

Ecnn y Bac ecTb oBpa3 gucka € HacTpoWKkamu, TO Bbl MOXETe
3arpysuTb ero Takke. Obpas 4OmKeH nMeTb pacumpeHune danna .img

.ﬁ. Bo Bpems 3arpysku danna KoHdwurypauum B NaMsTb
KoMMmyTaTopa He nepexoaute Ha apyrue ctpanuusl WEB uHTepdeinca, He
nepesarpyxante U He OTKMYanTe KOMMYyTaTop, MHa4e HacTPoWku OyayT
3anuMcaHbl C owwubkamMu, 4YTO MOXEeT noBneyb 3a cobonm cbom B paboTe
KOMMyTaTopa.
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9.2.8 System reset (Mepe3arpy3ka kommyTaTopa)
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Ha panHon ctpaHuue WEB uHTepdenca moxet 6biTb nponssegeHa
nepesarpyska koMmmyTaTopa. [na aToro Haxmuite kHonky Reset
(nepesarpyska). B nosiBuBLIEMCSA OManoroBom OKHe MOATBEPAMTE CBOE
nenctBue kHonko OK unmM oTMeHuUTe ero ¢ nomolubio kHomku Cancel
(oT™meHa).

9.3. Port configuration (KoHcurypuposaHue noptoB)

9.3.1 Common configuration (BazoBasi kOHdUrypaums nopToB)

Ha aTton cTpaHuubl npegctaBneHa WH@oOpMaunMs MNo Kaxaomy K3
noptoB koMMyTaTopa. [lonb3oBaTenb MOXeET MeHATb CKOPOCTb, BKMYaTb
UNK OTKMNYaTb TOT UK MHOW MOPT, NpocMaTpmBaTh 6a30By0 MHOPMaLUO.

[Ons HacTpowmknm KOHKpPEeTHOro mnopta Heobxogumo BbIOpaTb ero
HasBaHve 13 Bbinagarwowero cnucka. 1o ymonyaHuio BCce NopTbl BKITHOYEHbI
(UP), 4TtobGbl BbIKNIOYMTE MNOPT Heobxogumo Bbibpate nyHkT DOWN
(BBIKMIOYMTB) U NPUMEHUTL U3MEHeHNsT kKHonkon Apply (NpuHATL). Takum xe
obpa3om BbIOMpaeTcs W 3HaAYeHUs CKOPOCTU Ans BblOpaHHOro nopTa.
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Hanpumep, half-10 o3Ha4aeT, 4TO Ans BbIOpaHHOrO MopTa YCTaHOBIEHa
ckopocTb 10 M6uTt/c nonygynnekc. BHe nsameHeHns HEOGXOOUMO COXPaHSITb
kHonkon Apply (NpyHATB).

Knonka Refresh (oBHOBUTL) OGHOBWT 3HaYeHUss HaCTpoeKk Ans
NOpPTOB Ha JAaHHOW CTpaHuLe.
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Ha aTon cTpaHuue npegcTtaBneHa cBoOgHas nHdopMaums no pabote NopToB.
[ns Bbibopa KOHKPETHOrO MopTa BOCMONb3yWTECH Bbinagatowem meHwo Port
(nopT). B Tabnmue Hwke oTobpasnTcs Bcs OCTYNHas MHdopMaums:

- Received Total Bytes (konn4ectBo NpuHATEIX 6anT);

- Received Non-Unicast Packets Num (KommM4ecTBO MpPUHATBLIX «HE
Unicast» nakeToB);

- Received Error Packets Num (KkonMyecTBo NpuHATBIX MaKeToOB C
owmnbkon);

- Send Total Bytes (konn4ecTBO OTNpaBneHHbIX 6anT);

- Send Non-Unicast Packets Num (konu4ecTBo OTNpaBrieHHbIX «He
Unicast» nakeToB);

- Send Error Packets Num (KkonuyecTtBo OTMpaBreHHbIX C OLUMGKOM
nakeToB);

- Received Unicast Packets Num (konmuectBo nmonydeHHbix Unicast
nakeToB);

- Received Discard Packets Num (konuuectBo «ApOMnHYTbIX» MNakeToB
npu nNony4eHum);

- Received Unknown Protocol Packets Num (konu4ectBo nomny4eHHbIx
NakeToB C HEWM3BECTHbIM NMPOTOKOSIOM Nepeaayn);

- Send Unicast Packets Num (konuyectBo otnpaBneHHbix Unicast
NnakeToB);

- Send Discard Packets Num (konnuectBo oTbpacbiBaeMbix NakeToB
npw oTnpaeke).

9.3.3 Flow Control (ynpaBneHue notokom Ans NOpPTOB)

HaHHas cTpaHuua no3BonsieT HacTpavBaTtb yHkumio Flow Control
(ynpaBneHue NoTOKOM) ANsi KOHKPETHOrO nopTa.

Ytobbl BKNtouMTE wnmM  otkmoumTb  Flow  Control BbiOepute
KOHKPETHbI NOPT U3 BbiNagarLwero MeHio, a 3atem coctosiHue ON (Bkn) munm
OFF (BblIkn.)

[aHHas HacTporKka MOXeT BbINOMHATLCA Ans OTnpaBkA W Ans
NnonyyYeHns NakeToB.

Bce nsmeHeHna noaresepxgatotca kHonkon Apply (MpuHATS).
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9.3.4 Broadcast storm control (ynpaBneHue 3awmton ot Broadcast storm)
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Ha paHHOW CTpaHuue HaxoAasaTcs HaCTPOWKM, MO3BONSOLME
BKIMIOYMTb WUNWU  BbIKNIOYMTL 3aWUTY OT BIUSIHMS  LUMPOKOBELLATENbHbIX
(Multicast) naketoB n DLF nakeTtoB Ha nepegaBaeMbIin/nony4aemMbin Tpaguk.

B Bbinagatowem cnucke PORT (nopT) Bbibepute Heobxoaumbln
nopt, Bknounte unm Boiktoumte (ON unu OFF) 3awmty ons KOHKpeTHOro
Buaga naketoB Broadcast, Multicast unu DLF. Takke MOXHO 3agaTb CKOPOCTb
B Kbut/c ansa koHkpeTHoro Buaa naketoB. DLF n Multicast ckopocTu AormkHbI
ObITb OANHAKOBLIMU.

Bce nsmeHeHus noaresepxgatotcs kHonkon Apply (MpuHATS).

9.3.5 Port speed limits (OrpaHnyeHue NnponyckHOM CNOCOGHOCTU Ha
nopTax)
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Ha paHHOM cTpaHuMue MOXHO T[MBKO orpaHuymBaTb CKOPOCTb
npvema/nepegayn nakeToB Ha BblOpaHHOM nopTe. Ond atoro BbibepuTe
nopt B Bbinagatowem cnucke PORT, a 3atem ykaxuTte 3HadeHune B Kbut/c
ans ckopoctn nepepavn panHbix (Send Packets Rate Control) n gns
ckopoctn npuema pgaHHbix (Receive Packets Rate Control). [Ons
NPUMEHEHUs1 HacTpoek HaxmuTe KHorky Apply (NpuHATb). Ong OTMeHb!
OrpaHVYeHnst NPOMYCKHON CNOCOBHOCTH HaxkmuTe kHonky Cancel (oTmeHa).
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9.3.6 Port protection (3awmTa noptoB)
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Ha paHHOM cCTpaHuue MOXHO BblbpaTb MOPT, KOTOpbIM OygeT
N30MMpoBaH OT APYruX.

M30nMmMpoBaHHbIA  NOPT He MOXeT obMeHuBaTbCA AaHHbIMU C
OPYrMY M30NNPOBaHHBIMK NOpTaMMu.

M3onupoBaHHbI NMOPT MOXET OOMeHMBaTbCA LaHHbIMW TOMbKO C
HEN30IMPOBAHHBLIM MOPTOM/MOPTaMM.

9.3.7 Learn limit (OrpaHnyeHune makcumanbHoro konudectea MAC gns
paboTbl)

Ha paHHOM cTpaHuue npeacTaBreHa BO3MOXHOCTb ynpaBreHust
MakcumarneHbiM  konmdectBom MAC apgpecoB, € KOTOpbIMM  CMOCOOEH
pabotatb nopt. Mo ymonyaHuto 3To 3HadeHue paBHo 8191. [ina nameHeHus
3TOro 3Ha4yeHus BbldepuTe NOPT B BbiNagatowem MeHto Port (mopT), a 3aTem
B ctpoke MAC Address Num Able to Learn (makc. konmmyectsBo MAC
agpecos) YKaXUTe CcBOe 3HayeHue. [ns npuMMEHEeHUs HacTpoek
ucnone3ynte kHomky Apply (npuHaTb), Ans oTtmeHbl — Cancel Limit
(OTMEHNTb NMUMKT).
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9.3.8 Port trunking (KondurypuposaHue trunk’oB)
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Ha gaHHOW cTpaHuue npeAcTasneHbl HACTPOMKK AS1s KOHdurypaumm
Trunk nopToB.
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Bbl MOxeTe 06beauHATE MX B rpynnbl (arpermpoBaHne), HasHayaTb
ID ansa nopta, MeHsTb cnocob Bbibopa Trunk u TA.

YTtobbl co3gaTh trunk ans mopta vnv U3MEHUTb CyLLECTBYHOLLMN
Heobxogumo BbibpaTh ID o1 1 go 3. Ytobbl co3gath trunk rpynny Beibepute
COOTBETCTBYIOLWUA nAeHTUdUKaTop W HaxmuTe kHomky Trunk ID Settings
(hactporka ID pgnsa trunk). [Ons HacTpoWKM MeToda TpaHKMHra MnopToB
BblOepuTe U3 BbiNagatoLero cnvcka HeobXOOUMbBIA U HAXMUTE Ha KHOMKY
Polymerization Settings.

Ons yoaneHus cywecTByowen rpynnbl trunk ncnonb3ynTe KHOMKY
Delete trunk group (yganutb trunk rpynny).

B npouecce HacTpoliku, No KpamHen mepe oauH trunk gomkeH ObiTb
yCcTaHoBneH, 4Tobbl Polymerization Settings Bctynunu B cuny. BeibpaHHble
MeToabl co3gaHmsa Trunk’oB NPMMEHSAOTCA KO BCEM rpynnam.

KommyTatop no3BonsieT ucnonb3oBaTb TpM MeToda Cco3daHust
trunk’os:

- Metopa, ocHoBaHHbIN Ha ncxogHom MAC agpece;
- Metopn, ocHoBaHHbI HA MAC agpece HasHadeHus;
- MeTopa, ocHOBaHHbIM Kak Ha ncxogHom MAC, Tak n Ha MAC agpece

Ha3Ha4eHwus.

KommyTatop nogaepxvsaet makcumym 3 rpynnbl trunk’os. Trunk1 n Trunk2
He wMoryT cosgaBatb trunk u3 rmrabutHblx noptoB. Trunk3 mMoxeT
06beanHATL MakcumyM 2 rurabutHelx nopta. Metog arpernpoBaHus obLimmn
ans scex trunk’oB.

9.3.9 Port mirroring (3epkanMpoBaHue NOpTOB)

Ha paHHOM cTpaHuue npeacTaBneHbl  BO3MOXHOCTM — ONd
3epkanupoBaHus (mirroring) nopToB. Bbibupaetca oguH nopt (Mirror Port)
KoTopbin OymeT AybnupoBatTb Tpaduk ApYrux MOPTOB, YKa3aHHbIX B
HaCTpONKax 3epkanupoBaHusl.

Bbibepute nopT (MopT-3epkano), koTopbin OygeT aybnuposatb
Tpaduk Apyrnx nopTos;

- Bbibepute noptel, Tpaduk kOTOpbIX ByaeT oybnmpoBaTbCa Ha MOPT-
3epkarno;

- Bbibepute, kakme MMeHHO nakeTbl 6ygyT AybrvpoBaTbCs Ha MOPT-
3epkano B Bbinagawowem wmeHo Mirror Direction (RECEIVE -
nonyyaemble naketbl, TRANSMIT — otnpaBnsiemblie naketsl, BOTH
— nonyvyaemble u otnpaBnsiemble naketbl, NOT_RECEIVE -
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OTMeHsieT OyOnvMpoBaHME Morfy4yaemblX MakeToB Ha MOPT-3epkarso,
NOT_TRANSMIT — oTmeHsieT AaybnupoBaHue OTNpaBnsieMbIX
naketoB Ha nopT-3epkano, NEITHER - oTtmeHsieT gybnupoBaHue
Kakux Nnbo nakeToB Ha MOPT-3epKaro);

- PesynbTathl 6ygyT otobpaxeHsl B none Mirror Config Info
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9.4 MAC binding (npuBs3ka MAC agpeca)

9.4.1 MAC binding configuration (Hactpoiika npuesasku MAC agpecoB)

HaHHasa cTpaHuua npegocTaBnseT BO3MOXHOCTb npuesskm MAC
appeca k nopty (MAC Adress) nnm k VLAN (VLAN ID).

Bce u3MeHeHus Ha cTpaHuue nogTBepxaalTcs KHomkon Apply
(MpuHATB), ecnn NpUBA3KY HEOOXOAMMO YyAanuTb WCMONb3yWTE KHOMKY
Delete (Yganutb), kHonka Select all (BbiOpaTb BCe) NO3BONUT yaanuTb cpasy
BCE NMPUBSA3KN, HACTPOEHHbIE paHee.
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9.4.5 MAC Auto Bind (ABTOomMaTu4eckas npuBsaska MAC agpecoB)
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Ha paHHOW cTpaHuue HaxogaTca [faHHble 00 aBTOMaTM4eckow
npuesiske MAC agpecoB k nopTtam. MNokasaHa anHamudeckasi npuesiska MAC
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appecos k noptam (MAC koTopble 6binm 3aHeceHbl B Tabnuuy MAC agpecoB
KommyTartopa), a Takke Kk VLAN oTHocsawmumcsa K 3TuM noptam. Bel moxeTte
BblOpaTb OA4HY W3 AMHAMWYECKUX MPUBA30K W KOHBEPTMpPOBaTb €€ B
nocTosiHHYO NpmBsA3Ky (static binding).

Bce HacTpoWkum Ha AaHHOW CTpaHuue NoATBEpPXOalTCA KHOMKOMW
Apply (NpyHATL), ecnv 3anMcb HEOOXOAMMO YAanuTb UCMONb3YNTE KHOMKY
Delete (Yganute), kHonka Select all (BbIOpaTe BCce) NO3BONMT yaanuTb cpasy
BCE 3anucu.

9.5 MAC filter (dounbTp MAC agpecoB)

9.5.1 MAC filter Configuration (Hactponka comnbtpa MAC agpecoB)
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HacTporkn Ha aTol cTpaHuue no3sonsT dunbTpaumio MAC
agpecoB ansa noptoB. 3anmcn ¢ MAC agpecamu Ha 3TOW CTpaHuue
ucnonb3ytotcs anss Bxoga B ¢unetp MAC apgpecoB, a VLAN ID
ucnonebayetcs ansa punbtpauum MAC agpeca cootBeTcTBytowen VLAN.

Bce HacTpolku Ha QdaHHOW CTpaHuue MnoATBEpP)KOAAlTCA KHOMKOW
Apply (NpyHATL), ecnu 3anMcb HEOOXOAMMO YyAanuTb UCMONb3YNTE KHOMKY
Delete (Yganutb), kHonka Select all (BbiOpaTb BCe) NO3BONUT yaanuTb cpasy
BCE 3anucu.
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9.5.2 MAC Auto Filter (ABTomaTtnueckun unbtp MAC agpecoB)
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3aecb npeacTaBneHbl AaHHble 06 aBTomaTnyeckon koHBepcun MAC
agpecos.

MokasaHa guHamuueckas npussska MAC agpecos k noptam (MAC
KoTopble 6binn 3aHeceHbl B Tabnmuy MAC agpecoB koMMyTaTopa), a Takke
kK VLAN oTHocsawmmca Kk aTum noptam. Bbl mMoxeTe BbibpaTb OgHy WM
NPVBSI30K 1 KOHBEPTUPOBATL ee B MOCTOSAHHYIO NpmBA3KY (static binding) ans
dunbTpa MAC agpecos.

Bce HacTpolku Ha QdaHHOW CTpaHuue NoATBEPXOAlTCHA KHOMKOMW
Apply (npuHATB), ecnn 3anncb HeobXOAMMO yAanuTb WCMONb3YWTe KHOMKY
Delete (Ypanuts), kHonka Select all (BbIGpaTb BCe) NO3BONUT yaanuTb cpasy
BCE 3anucw.

9.6 VLAN Configuration (HacTtpomnka VLAN)

9.6.1 VLAN information (nHcdopmauus o VLAN)
Ha aTton cTtpaHuue npeacTaBneHa MHOPMaUusa O CYLLEeCTBYHOLMNX

VLAN. [aHHble npenocTaBneHbl TOMbKO ANA YTEHUSs U He MOryT ObiTb
N3MEHEHDI.
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WHdopMaumsa o Tekywen koHdpurypaumm VLAN BbiOupaeTtca B
BbINafaloLLeM MEHIO B TEBOM BEPXHEM YIiy U BKMOYaeT B ceds:

- VID (VLAN ID);
- VLAN Name (Mmsa VLAN);
- State (cocTosiHne akTMBHOE MM HEeaKTUBHOE);

- Port member (nopTel — yyactHukn VLAN, moryT Bknoyatb B cebs

TerMpoBaHHble NopThl (1) U HeTermpoBaHHbIe (U)).
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9.6.2 Static VLAN Configuration (Hactpowka VLAN)
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Ha aton ctpaHuue Bbl moxeTte cosgatb VLAN. [na atoro 3agawnte
VLAN ID B ctpoke VID (oT 2 po 4094, 3HayeHve 1 3ape3epBMpOBaHO
cucTemon).

Mmsa B ctpoke VLAN Name 3agaeTtcsi aBTomMaTnyecku U 3aBUCUT OT
VLAN ID. Ona noatBepxaeHus co3gaHus VLAN Haxmwute kHonky Apply
(MpuHATDL).

B TekctoBom none nosiButcsa cosganHass VLAN (VLAN ID+ VLAN
Name). VLAN1 Henb3sa W3MEHUTb unNuM  yaanutb, QaHHOE UMS
3ape3epBMpPOBaAHO CUCTEMON.

Ona ypaneHua cosgaHHou paHee VLAN noTtpebyetca BbiGpaTb
HY)XXHYIO 3anucb M3 cnucka u danee Haxatb kHonky REMOVE (yoanwutb).
3anuck 13 cnucka Tarke byaeTt yaaneHa.

9.6.3 VLAN Port Configuration (KoHcdurypaumsa noptos VLAN)
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Ha  atom  cTpaHuue NnpeacTaBreHbl BO3MOXHOCTH no
KoHGurypuposaHuto noptoB aAng VLAN, a Takke NpocMoTpy pe3ynbTaToB.

OTa cTpaHuua C HacTporikaMu COCTOUT M3 8 YacTeln:

- Port (Beibop nopra);

43



- Mode (Pexum, B kotopom nopt 6yaet pabotate B VLAN. Pexum
Access nogpasymeBaeT, 4To nopT OyaeT nomedeH, kak untagged
(HeTermpoBaHHbIN) n aBnATbeA yneHom VLAN1, Pexum Hybrid
nogpasymeBaeT, 4YTo nopt oyaeT sinaTbes uneHom VLAN1 u 6yget
nomeyeH, kak untagged (HeTermpoBaHHbIM). Pexum TRUNK
nogpasymeBaeT, 4YTo nopt oyaeT siBnaTbes uneHom VLAN1 u 6yget
nomeyeH, kak tagged (TerMpoBaHHbIN));

- Current VLAN (smma VLAN. TlossonsieT BbiGpaTb OAHY wunu
Heckonbko VLAN, Kk koTopbiM ByaeT oTHOCUTCS BblIGpaHHbIN NOpPT);

- Port Members (noptbl — y4actHukm VLAN);

- Knonku Default VLAN (no6asutb 3anucs B VLAN no ymonuyaHuio),
tagged => (pobaBuTb nNOpPT Kak TerMpoBaHHbIN), untagged =>
(nobaBuTb MOPT Kak HeTermpoBaHHbIN), unMember <= (yganuTtb nopt
u3 nonga Port Members)

9.7 SNMP Configuration (Hactponka SNMP npoTtokona
ynpasneHus)

9.7.1 SNMP Community Configuration (O6wme HacTtporku ans SNMP)
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Ha 9aTom cTpaHuue npeacTaBneHbl oOWMe HAcTpomku ans
ynpaeneHusi kommytatopom yepe3 SNMP. Mo ymonyaHuio B kommyTaTope
co3gaHa ogHa 3anuck Public ¢ npaBamu Tonbko Ha yteHne (ReadOnly).

Bcero moxeT OblITb co3gaHo 8 3anucein. Ecnu npegnonaraetcsi
ynpaBnsaTe kommyTtatopoM 4epe3 SNMP cnegyetr cosgaTb 3anmcbk C
npaBamu Ha YteHune/3anuck (Read/Write).

9.7.2 TRAP Target Configuration (Hactpoinka TRAP yBegomneHui)
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HacTpovikn Ha [aHHOW cTpaHuue MnOo3BOMAIT CKOHMUIypupoBaTh

nonydernne TRAP coobweHuii. ins aToro Heob6xoammo:

- BbibGpatb B none Name ums gns nonyyeHunss TRAP coobLueHniz;

- Bbibpate IP apgpec (Transmit IP Address), koTopbii 6yget

ncnonb3oBatb TRAP npoTokon;

- BbibpaTtb Bepcuio SNMP (SNMP Version);
Korga Bce HacTporkn GygoyT npov3BefeHbl YCMELWHO B CTPOKE COCTOSIHUSA
(State) nosButca Active. Tenepb kommyTaTop cMoxeT nepecbinatb TRAP
coolLeHus Ha ykasaHHbii IP agpec.
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9.8 ACL Configuration (Hactponka Access Control List)

9.8.1 ACL Standard IP Configuration (Hactpoinka ACL gns IP)
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3pecb npepctaBneHbl  Hactponikm ACL pgna IP npotokona.
Monb3oBaTtenb MOXeT 3agaTe camoctosATensHo ACL 6a3y ¢ npaBunamu ans
IP apgpecoB. CrtaHgapTHble npaBuna KOHTPOMUPYKOT MepeHanpaBneHne
ncxogHbix IP nakeTtos.

Monb3oBaTens MOXeT HacTpauBaTb MpaBuna, ucxodHbl IP agpec
[omkeH OblTb yKasaH C MacKow, NMpaBuio MOXeT coBnagatb ¢ Habopom IP
agpecoB. Kaxgoe npasBuno AOMKHO cofepXaTb napameTp gunbTpauuu:
3anpeTuTb (deny) unu paspewwnts (allow).

Monb3oBaTenb MOXeT co3gaBaTb MNpPaBUIO B rpynne, umsa Ans
npaBwna asBTomMaTuyecku 3apjaeTcs. [lpM yganeHum ofHOro mnpasumna
ocTalnbHble MpaBuna He u3MeHsaTcda. [ns yaaneHus Bcex npaBwui cpasy
ucnonb3ynte kHonky Select all (BbiOpaTb Bce), a 3atem kHonky Delete
(yoanutb).
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9.8.2 ACL Extended IP Configure (PacwumpeHHas HacTponka ACL
npasun gns IP)
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30ecb npeacTtaBrieHa BO3MOXHOCTb Ans cosganus ACL npasun ¢
paclUMpeHHbIMKU HacTpokamun |IP agpecoB. KoHTponb Mepechinikiu nakeToB
yepes ncxogHolit IP agpec, agpec HasHa4YeHus, TUN NPOTOKONA, CNY)XeGHbIN
nopT.

9.8.3 ACL MAC IP Configure (Hactpowka ACL npaBun c nomoLibo
MAC)

3pneck npeactaBneHbl Hactponku ACL npasun gnsa rpynnel 1P
agpecos, cBsA3aHHbIMM ¢ MAC agpecamu. MpaBuna MoryT ObiTb CO34aHbl Ha
ocHoBe ncxopgHoro IP agpeca, ncxogHoro MAC agpeca, a Takke IP agpeca
HasHayeHwus.

Bce HacTpolku Ha QdaHHOW CTpaHuue NoATBEPXOAlTCHA KHOMKOMW
Apply (NpyHATL), ecnu 3anMcb HEOOXOAMMO YyAanuTb UCMONb3YNTE KHOMKY
Delete (Ypanuts), kHornka Select all (BbibpaTb BCe) NO3BONUT yaanuTb cpasy
BCE 3anucw.
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9.8.4 ACL MAC ARP Configure (Hactponka ACL npasun ans ARP c

nomowbio MAC agpecoB)
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Ha aton cTpaHuue npeacraeneHsl HacTporikn ACL npasun gna ARP
naketoB ¢ nomowbto MAC agpecos. lMpaBuna moryT ObiTb co34aHbl Ha
ocHoge IP agpeca otnpasutens, MAC agpeca otnpasutens.

Bce HacTporku Ha AaHHOW CTpaHuue NoATBEpPXOalTCA KHOMKOMW
Apply (NpuHATL), ecnv 3anMcb HEOOXOAMMO YAanuTb UCMONb3YNTE KHOMKY
Delete (Yganute), kHonka Select all (BbiOpaTe BCce) NO3BONMT yaanuTb cpasy
BCE 3anucu.

9.8.5 ACL information (Ha6op ge#ictBytowmx ACL npaBun)
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Ha paHHOM cTpaHuue oTobpaxeHbl AeNCTBylOLWME B TeKyLUU
momeHT ACL npasuna.

WHdpopmauus npeactaBrneHa TONMbKO AN YTEHUS U MOXET OblTb
obHoBneHa kHonkow Refresh (06HOBUTB).
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9.9 QoS Configuration (HacTponka npegocraBneHus Tpaduka c
pa3HbIM NPUOPUTETOM)

9.9.1 QoS Apply (HacTtpoika npuoputeToB Tpacdumka Ansa NOopToB)
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Ha aTol cTpaHuue HaxogsaTcs OCHOBHble HacTpouikum QoS. Bebl
MoxeTe BblbpaTb nopt B Bbinagatowem meHtio PORT, 3atem QoS pexum
(QOS Type) ona Hero (Bkn/Bbikn) 1 npuoputeT Tpadwmka (User Priority). Mo
ymonyaHuio QoS OTKIIOYEH Ha BCex nopTax a npuopuTeT Tpadmka HyneBow.

Bce HacTpolkum Ha QdaHHOW CTpaHuue NoATBEPXKOAlTCHA KHOMKOMW
Apply (NpuHATB).

9.9.2 QoS Schedule Configuration (Hactpoiika pacnucaHus
npumeHeHus QoS)

Ha aTol cTpaHuue npeacTaBrneHbl HacTPOWKA MO3BONSOLLNE
npuMeHaTb QoS npuopuTesauuio No pacnmcaHuio.

Bce HacTpouku Ha AaHHOW CTpaHuue NoATBEepXOalTCA KHOMKOMW
Apply (NpuHATL).
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9.10 IP Basic Configuration (baszoBas HacTpouka IP)
9.10.1 VLAN Interface Configuration (Hactpoika VLAN uHTepdeiica)
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Ha aton ctpaHuue HaxogsTtcs Hactpounkm VLAN uHTepdperica. Bbl
Moxete co3gatb VLAN  wuHTepdenc, yganutb €ro, WU3MEHUTb.
Cyuwecteytowme VLAN mHTepdencbl MOryT 6biTb HACTPOEHbI TOMIbKO €Crnv
3ajaHbl ocTanbHble NapameTpbl Takue Kak |IP agpec, macka, n MAC agpec.

KommyTaTtop no ymonuyanuto nmeet VLAN1 nHtepdenc, kotopbii He
MOXeT ObITb yoaneH.

9.10.2 ARP configuration and display (Hactpouka npotokona ARP u
oTtobpaxeHue Tabnuubl ARP)
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CtpaHunua  Hactpoek ARP  npepoctaBnsieT  BO3MOXHOCTb
oTobpaxaTtb Bclo Tabnuuy ARP kommyTaTopa, meHsTb Static ARP, yoanate
ARP, meHatb Dynamic ARP Ha Static ARP.

Mpun HacTpovike static ARP Heobxogumo ykasatb IP agpec n MAC
agpec. MAC appec gomkeH ObiTb Tuna unicast. NMocne 3Ttoro Haxmute
kHoMnKy Add (no6aBuTb).

Mpun yoanenun ARP Bbl MOXxeTe BbiOpaTb, YTO UMEHHO yOanuTh:

- Yactb 3ammen B ARP Tabnuue «kommyTtatopa (ana  aToro

Heobxonummo ykasaTb |IP agpec nnu IP cermeHTa ceTn);

- Static ARP n3 tabnuubi;
- Dynamic ARP n3 Tabnuubl.
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[ns noareepxaeHus yoaneHus ncnonb3ynte kHonky Delete (Yoanuts).

Mpu nepeHoce Dynamic ARP B Static ARP Bbl MoxeTe BbIOpaTb
kakow nubo cermeHT cetn unn Bce Dynamic ARP 3anucu B Tabnuue. Ons
nepBoro criyyasi cnegyet ykasaTb I[P agpec cermeHTa cetw.

Bce HacTporku Ha AaHHOW CTpaHuue NoATBEpPXOalTCA KHOMKOMW
Apply (NpyHATL).

9.10.3 Host Static Route Configuration (Hactpoika Tabnuubi Static
MapLpyTusaumm)
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Bl MoxeTe pobaBnsTe M ydanaTb 3anucu B Tabnuuyy Static
MapLIpyTU3auuMm C MOMOLLbD HacTpoek Ha atonm cTtpaHuue WEB-
uHTepdeiica. Mo ymonyaHuio KOMMyTaTop He MMEeeT Kakux Nnbo 3anucen B
Tabnuue mapwpyTmMsauun. Ytobbl  HaAcTpoWTb  MapLIpyTM3auulo Mo
ymonyaHuo Heobxoamnmo fobasutb 0.0.0.0 / 0 3annce B Tabnuuy.

Bce HacTpoWku Ha AaHHOW CTpaHuue NoATBEepXOalTCA KHOMKOMW
Apply (NpyHATL).
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9.11 AAA Configuration (HacTponka cuctemMbl ayTeHTU(pUKauum
aBToOpU3aLIMKM U yYeTa COObITUI)

9.11.1 Radius Configuration (HacTtporka Radius cuctemsl AAA)
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Ha aton ctpanuue WEB uHTepdenica npegcraBneHbl HaCcTPOWMKM
RADIUS (cuctema wucnonb3ywlas MpoTokon  Ans  peanusauum
ayTeHTUdmKaumm, aBTopusaumm n cbopa cseaeHun).

[nsa koppekTHon paboTbl cucteMmbl RADIUS Heobxoammo:

1) BbITb yBepeHHbIM, uTO IP agpec Radius cepsepa (Primary Server)
3aaH npexae, YeM BbINONHATb ayTeHTUMMKALMNIO U aBTOPU3aLMIo;

2) 3apatb pononHutenbHbil IP agpec Radius cepsepa (Optional
Server);

3) Ykaszatb UDP nopt ayteHtudukaumm (UDP Port). Mo ymonyaHwuio
3TO 3HayeHue paBHO 1812, OObIMHO M3MEHATb 3TO MOne HeT
HeobXxoaMMOoCTH;

4) YxasaTb cneflyeT Nu BbINONHATbL ayTeHTUMUKaLUIO U y4YeT B LIENOM B
none Accounting (3Ha4yeHue Enable — Bkn, Disable — oTkn.);

5) VYkasatb nopt BbINnonHeHus ydyeta (Accounting UDP Port). 3HaveHne
no ymonyaxwuo 1813;
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6) Kntou (Shared key) ncnonb3yetcsa ons ycraHoBku obuiero napons
wndgpoBaHnss  Mmexagy Kommytatopom u  Radius cepsepom.
Y6eoutechb, 4TO HacTponku ayteHTudukaumm n ydeta (Accounting)
UMEIOT Te Xe 3HayeHwus:, 4To n Ha cepeepe Radius;

7) WHdopmaumsa o noctaswumke (vendor). OBbIYHO, 3TO Mone He CTouT
U3MEHSATH;

8) NAS Port, NAS port type, NAS type of service. 3Tn 3HayeHus He
MEHSItoTCS;

9) Roaming oTBevaeT 3a BkMtoYeHUe/oTkNYeHne yHkumm Roaming
npoTtokona Radius.

Bce HacTpolkum Ha QOaHHOW CTpaHuue NnoATBEpPXOaloTCH KHOMKOMN
Apply (NpuHATB).

9.11.2 802.1x Configuration (Hactponka napameTpoB CUCTEMbI
aBTopM3auMu 1 ayteHTUdMKaumm no ctaHgapty 802.1x)
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Ha aton ctpannue WEB wuHTepdenca npencraBneHbl HacTPOWMKM
CUCTEMbI ayTeHTUdUKaLUMK U aBTopu3aL MM Ha ocHoBe ctaHaapTa 802.1x:
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802.1x — Bknioyaet/BbikntovaeT (Disable/Enable) npumeHeHne
ayTeHTUmKaunm n asTopmusaumm no ctaHgapty 802.1x;
Reauthentication — Bknwovaet/Boikniovaet (Disable/Enable)
MOBTOPHYO ayTeHTudpmkaumo. Mo  ymMoOnyaHuio OTKIIHYEHO.
BknioyeHne gaHHOM OyHKUMKM coenaeT  ayTeHTUdMKauumio
nonb3oBaTtenen bonee HagexHOW, HO HE3HAYUTENbHO YBENUUNT
ceTeBou Tpadvk;

Reauthentication period — 3agaetca Bpemsa B cekyHaax Aans
NMOBTOPHOW ayTeHTUdUKaLUN. AKTUBHO TOMbKO NPU BKMHOYEHHOM
dyHkunn Reauthentication;

Quiet Period — Bpemsi B cekyHAax, He TpebyeT nsMeHeHus;
Tx-Period — He TpebyeT n3ameHeHus;

Server timeout — He TpebyeT n3amMeHeHus;

Supplicant timeout — He TpebyeT nameHeHwus;

Max request users — He TpebyeT n3aMeHeHus;

Reauth Max — oToOpaxaeT MaKCcMManbHOEe KONMMYeCcTBO
MOBTOPHbIX ayTeHTUUKaLuii;

10) Client Version — oTobpaxaeT Tekyllyl Bepcuio KnueHTa Ans

yAaneHHow aBTopusaummn n ayteHtudukaumm yepes 802.1x;

11) Check Client — Bkn/BbIkI NPOBEPKN MPOXOXAEHUS cepTudmkaTa

OT KIMeHTa.

Bce HacTpolkM Ha [aHHOW CTpaHuue MNOATBepXOarTca KHomkon Apply

(MpUHATB).

9.11.3 802.1x Port Configuration (Hactponka nopToB AnfA cuctembl
aBTOopu3auuu u ayteHTudumkaumm no ctaHaapty 802.1x)

C nowmowbto ator cTpaHuubl WEB wuHTepdelica nonb3oBatenb
MOXET U3MEHUTb pexuM paboTsl nopTa Ans paboTbl CMCTEMbI aBTOpPU3aLmm
n ayteHTMdwukauum no ctaHgapty 802.1x. lMopT moxeT paboTtatb B 4x
pexvmax:
N/A State (no ymonyaHuio);
Auto state (asTomaTnueckn);

Force-authorized (npyHyauTensHas asTopusaums);
Force-unauthorized (npvHyauTENbHLIA OTKa3 OT aBTopM3auun).
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Ecnu Ha nopTte TpebyeTcA BbLINOMHATL ayTeHTUdMKaumio no
craHgapty 802.1x Heobxogumo BbicTaBuTb pexmm Auto state. Ecnm He
Tpebyetca pgenaTb ayTeHTUdMKauuMioo Ans JocTyna K ceTu cnegyet
BoicTaBuTb pexum N/A. OcTanbHble 2 pexvma peako WUCMoMb3ylTcs B
CTaHOapTHbIX CUTYyaLmsX.

MakcmmanbHoe 3HaveHve ans nomna Support Host Num — 100.

9.11.4 802.1x User Authentication Information (MUHcopmaums o Bcex
npoueccax ayteHTucukaumm no craHgapty 802.1x)

=
=
i
iV

a

0
™
¥
i

B =Nl ]

B Pl

=01

SDDee

H il e .

ool

ippt
[l

FEEE
]

i !
ok

B D
-
BB

_‘l_-'iﬂ'-:l-'- 17 'z it farh Trmimmmiar

T Wi 2 iy e 44 Pl = | T3 T

1ol ol e P T TR R Y T ST
Lt 1 o R ] Jes  dirkramd s dds cmoalbas | aate
e U i -3 +3
B T
LI iR e il
[ L [P
S AR L e
& Tremn Temile s
T
M g e
R Moty
& &k Sl ey
LW g r
[ T

| Ere mam i I R E L el e

57



Ha aToii cTpaHuue npeacTaBneHbl cBedeHUs 060 Bcex npoueccax
ayTeHTUdMKaLUMM Ha nopTax, HaCTPOeHHbIX AnA Hee. WHdopmaums
npegocTaBneHa TOMNbKO ANS YTeHUs.

9.12 MSTP Configuration (Hactponka pa6otbl npotokona MSTP)

9.12.1 MSTP Configuration (OcHoBHble HacTporku MSTP)
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WEB wuHTepdoenica npeacTaBneHbi

rnobanbHble HacTponkn npoTokona MSTP (Multiple Spanning Tree

Protocol):

1) MSTP (Disable/Enable) — Bkn/Bbikn nogaepxky npotokona MSTP;
2) Priority — HacTponka npuopuTesauun. YcTponctea ¢ 6onee HU3KMm
nNprMopuTETOM NOAXOASAT Oomnblue ANs ponu KOpHeBOro mMocta(root

bridge);

3) Portfast BPDU Filter (Disable/Enable) — Bkn/Bbikn ¢unbTpauuio

BPDU nakeToB Ha nopTe;

4) Portfast BPDU Guard (Disable/Enable) — Bkn/Bblkn yHKLMIO

3awmTel BPDU nakeTos;

5) Forward Time — HacTpoVika 3agepXKu nepechinkn NakeTos;
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6) Hello Time — HacTponka uHTepBana otnpaskn MSTP HELLO
nakeToB;

7) Errdisable Timeout (Enable/Disable) — Bkn/Bbikn  yHKUMK
Errdisable. Ecnn nopT ¢ BknoyeHHbiMm BPDU Guard nonyyaet
naketel BPDU 3anyckaetcs Errdisable Tanimep. Mo ucteveHun
3agaHHoro  BpemeHu  (Errdisable  timeout) nopt Oygert
nepesanyLleH;

8) Errdisable timeout — Bpemsi nocne koToporo ByaeTt nepesanylueH
nopT nony4usLumn naket BPDU,;

9) Max Age — BpeMsa B CeKkyHOax B Te4eHue KOTOpOro KommyTtaTop
oxugaetr uHdopmaumo 0 KoHdurypauum ST(spanning tree)
npexae 4em 3anycTuTb NpoLecc KoHdUrypaLmm 3aHoBO;

10) Max Hops — konmyecTBO nepexofdoB (xonoB) 4o oTbpacbiBaHWA
BPDU nakeToB B IOMEHE;

11) CISCO Interoperability (Enable/Disable) - BKI/BbIKN
COBMECTMMOCTb ¢ HacTponkamu STP CISCO.

Bce HacTpoWkM Ha [aHHOW CTpaHuue MOATBEPXKOATCH KHOMKOMW
Apply (NpuHATB).

9.12.2 MSTP port configuration (HacTpoiika MSTP Ha nopTax)
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9)

Ha paHHon ctpanuue WEB uHTepdperica npeacraBneHsl HaCTPOMKU
MSTP (Multiple Spanning Tree Protocol) ans nopTos.

Port — BbIOOp nopTa Anst HACTPOWKY;

Portfast (Enable/Disable) — Bkn/Bbikn coctosiHus Portfast gns
BbIOpaHHOro paHee nopta. B coctosanum Portfast nopt nepexogut mn3
COCTOSIHMSA GIIOKMPOBKU B COCTOsIHME nepecbinku(forward) naketos
MUWHYS cocTosiHne oby4veHusd(learning) n npocnywmsanus (listening);
Portfast BPDU filter (Enable/Disable) — Bkn/Bbikn ¢unbTpaumio
BPDU nakeToB Ha BbibpaHHOM nopTe;

Portfast BPDU GUARD (Enable/Disable) — Bkn/Bblkn yHKLMIO
3awmtbl BPDU nakeTtoB Ha BbIGpaHHOM MOpPTE;

Root Guard (Enable/Disable) — Bkn/Bblkn yHKUMM  3aWUTHI
kopHeBoro MocTa (root bridge) ot npuema BPDU naketoB oT
YCTPONCTB C Boree BbICOKMM NPUOPUTETOM, YEM MOCT;

Link Type — HacTponka Tuna nogkmtoveHus. Point to Point (Touka-
TOYka) no3BonisieT ObICTPO MeHATb cocTosHMe nopTta. Shared
NOAKITIOYEHNE He MO3BONAET ObICTPO MEHSATb COCTOsIHME MopTa.
Heobxogumo npontn 802.1D npoueaypbl, 4TOObI onpegenutb
cTaTyc nopTa;

Priority — Hactporka CIST npuoputeTta, 3HadeHUMe MOXeT ObiTb
TONMbKO KkpaTHbIM 16 B AmanasoHe ot 0-240. Mo ymonyaHuio
3Ha4eHue paBHO 128;

Path Cost — ot 0 - 200000000. Bonee Hu3kuMe 3HayYeHUs OOLIYHO
COOTBETCTBYIOT root’am;

10) Force Version — Tun oTnpaBnsiembiX NaKeToOB.

Bce HacTpolkM Ha [aHHOW CTpaHuue MNOATBepXAarTca KHomkon Apply
(MpuHATB).

9.12.3 MSTP configuration information (O6wasn nHdopmauus o
koHdurypaumm MSTP)

Ha panHon ctpaHuue WEB wuHTepderica npeacrtaBneHa cBogHas

uHdopmaums o koHurypauum MSTP.

WHdopmaLuma npegocTaBneHa TorbKo AN YTEeHNS.
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OSNOVD

9.13 IGMP snooping configuration (HacTtpoika oTcnexvBaHus
IGMP Tpacwmka)

9.13.1 IGMP snooping configuration (Hactponkn dbyHkunm IGMP
shooping)

{ ¢ o T T T T
GSNOVO N L S
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Ha paHHon ctpanunue WEB uHTepdenca Bol MOXeTe BKMOUYUTL UMK
Bolkntounts  (Enable/Disable) dyHkumio  IGMP  snooping  (npouecc
oTCnexuBaHus CeTeBoro Tpaduka IGMP, npegoTspaLlatoLLnn
wupokoBewaTenoHyto (broadcast) peTpaHcnauuio multicast  Tpadmka
KOMMblOTepam-NoTpedbuTensM, KOTOPbIM HE HY>KHO ero obpabaTbiBaTh).

Bce HacTporku Ha AaHHOW CTpaHuue NoATBEpPXOalTCA KHOMKOMW
Apply (NpyHAT).

9.13.2 Multicast Group Information (O6wasn nHdopmauumsa o IGMP)
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Ha paHHow ctpannue WEB wHTepdbenca npepctasneHa obwias
uHdopmaumsa o Multicast ansa scex VLAN'oB.
WHdpopmaums npegoctaBneHa TOMbKO ANst YTEHUS.
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9.14 GMRP Configuration (Hactponka pa6otbl npotokona GMRP)

9.14.1 GMRP Global Configuration (Tmo6anbHbie HacTporiku GMRP)

Ha panHoM cTpaHuue WEB wuHTepdphelica npepcraBrieHbl
rnobanbHble HacTpoviku pabotel npotokona GMRP (GARP Multicast
Registration Protocol), npegHasHayYeHHoro ans ynpoLeHus
pacnpocTpaHeHuss No CceTu MHPOPMaLUM O HanmuMuun onpeaeneHHoN
Multicast rpynnbi.

BknioueHue/oTknioveHne nopaepxkn GMRP  ocywecTtBnserca ¢
nomowbto Bblbopa Disable/Enable n nocnegyowero noareepxaeHus
kHonkon Apply (NpuHATB).
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9.14.2 GMRP ports configuration (Hactporka GMRP Ha nopTax)

Ha panHon ctpaHuue WEB wnHTepdenca npegcraBneHsl HacTpoviku
GMRP gns otoenbHbix nopToB. [NopT BbiOMpaeTcs B BbiNagatlowemM MeHH
Port, Bkn/otkn nogaepxkn GMRP peanusyetca ¢ nomowbto GMRP Status
Disable/Enable.

Bce HacTpolku Ha QdaHHOW CTpaHuue NoATBEPXOAlTCA KHOMKOMN
Apply (NpuHATB).
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USNOVD

L

(SNOVOD

Ha paHHoM cTpaHuue WEB wuHTepdgerica Haxogutcs cBogHas
uHdpopmauns o pabote npotokona GMRP. Homep nopta, VLAN ID, MAC

appec multicast rpynnsl 1 14.
MHdopMaLmsa npefocTaBneHa TonbKo Ans YTeHUs.
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9.15 EAPS Configuration (Hactponka pabotbl npotokona EAPS)

9.15.1 EAPS Configuration (OcHOBHbIe HacTpoWku paboTbl NpoTOKONa

EAPS)
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Ha panHon ctpanuue WEB wnHTepdenca npeactaBneHbl HacTpomku
EAPS  (Ethernet  Automatic  Protection  Switching),

npegHa3Ha4YeHHOoro AnAa 3awnTbl OT NeTeslb B CETU.

EAPS Ring ID — Bbibop ID anst EAPS ring;
Mode — HacTpoika pexuma paboTbl pabodero ysna gna EAPS
JOMEH3;
Primary Port — BeiGop kntoueBoro nopta ansa EAPS;
Secondary Port — BbIGop BTOopuyHoro nopta ans EAPS;
Control VLAN — Bei6op VLAN ID gna EAPS;
Protected VLANS — BbIGOp OOHOrO MM HECKOMNbKUX 3alluLLiaeMblX
VLAN B nomene EAPS;
Hello Time Interval — HacTporika EAPS gomeHa ansg nepuoamnyeckon
otnpaBku naketoB HEALTH. 3apaBaemoe 3HadeHuve B cekyHOax
OOIMKHO ObITb MeHbLUE YeM Bpemsi Ao owundku (fail time);
Fail Time — BpeMsi 0o ncteveHus cpoka gencteus B EAPS gomeHe.
JormkHo bbITb bonbLue, Yem Hello Time;
Extreme Interoperability (enable/disable) — Bkn/Bbikn cOBMECTUMOCTb
C extreme ycTponcTBamu.
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Bce HacTpoviku Ha [aHHOW CTpaHuue NoATBEpPXOAalTCs KHOMKOW
Apply (NpuHATB).

9.15.2 EAPS information (CBogHas nHdopmauumsa o pabote npoTtokona
EAPS)
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Ha paHnHonm ctpanuue WEB wuHTepderica npeactaeneHbl obuue
cBefieHns o paboTe npoTokona EAPS.

WHdopmaums npeactaBneHa TOMbKO ANS YTEHUSI U HE MOXET ObiTb
M3MEHEHa C 3TOW CTpaHULibI.

9.16 RMON Configuration (HacTtpomnka paboTbl npoTokona
RMON)

9.16.1 RMON Statistics (Hactpoiika rpynn cratuctuku gnsa RMON)

Ha panHon ctpanvue WEB wnHTepdenca npeactaBneHsl HacTPOWKK
roynn cratuctukm (Statistics) ana pabotei  RMON  (AucTaHUMOHHBIN
MOHUTOPUHT CETMN).

BbiGepute nopTt u3 Bbinagatowiero cnucka Port, 4yTobbl HacTpouTb
rpynnbl - gaHHbIX ctatuctukn. WMHaekc 0  o3HavaeT, 4TO NOPT He
ckoHdurypmposaH anss RMON. NHaekc moxeT 6biTb B npegenax ot 1-100.
3anonHenue nona Owner (Bnagenew) He siBNsieTCA 00A3aTeNbHbIM.

66



EHDK Sterinkee

]

= ”ﬂb’iﬂ‘i 1
Awidid ngma k. T IR, . T
WA l:l-ll‘l'.ﬂ.ﬂtﬂ nfia El
T T £ = M
prwgh iy yiE g ok eshbmtim b il

H‘I"J.H.I'ﬂE'I.I ey TH
Aw Fd s = I IEELEC T s

L bl VT | ey | L Ths i Ve et J |
e T LE Tl g P ol o S e T Lo ek S i TV
Amhah " b LR A e

domiFa Rkl Ledednsin Sresnfa |'l'llll+l:ﬂ{

bed | i) [CRGE [ e
Ay oy Yew e P Ve 1

Ha panHon ctpaHuue WEB nHTepdernica npeactaBneHbl HaCTPONKM
rpynn npeabictopun  (History) pna pa6otsi RMON  (amcTaHuMOHHBIN
MOHUTOPWHTI CETK).
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BbibepuTe nopT u3 packpbiBatoLLerocs cnucka Port ons HacTponku.
Ecnu nopT He ckoHdurypuposaH ans RMON, B none INDEX otobpasutcs 0.
3HaueHne Index moxeT ObITb B npegenax ot 1 go 100. MNone Bnagenbua
(Owner) He obsasaTenbHO K 3anonHeHuto. B none Interval ycranaBnmBaetcs
Bpems oT 1-3600 B TeyeHue KoToporo cobupatotca gaHHble. Bucket — ato
BblgeneHHoe xpaHunuile ans céopa sanucen. 3HayeHne moxeT 6biTb OT 1 —

100.

9.16.3 RMON Alarm (Hactpowka rpynn aBapuMiHbIX CUrHanoB gns

RMON)
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Ha paHHoi ctpaHuue WEB nHTepderica npeacTaBneHbl HacTPONKM
rpynn aBapuiiHbix curHanos (Alarm) gna pa6otel RMON (amMctaHumoHHbIN

MOHWTOPWHT CETH).

9.16.4 RMON Event (Hactpownka rpynn co6biTun anss RMON)

Ha panHon ctpanvue WEB nHTepdenca npeactaBneHsl HacTpOWKM
rpynn cobbitnii (Event) gna pabotel RMON (GncTaHUMOHHBIA MOHUTOPUHT

cetn).
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M3 Bbinagatollero cnmcka BblGepute rpynny cobbiTun, 4TOGLI
npocMoTpeTb unn Hactpoutb ee. Haxmute (NEW), ecnn xotute cospatb
HOBYIO rpynmny.

[nanasoH BO3MOXHbIX 3HaveHuMn B none Index 1-60. B none
Description (onucaHve) 3agaeTcsi TEKCTOBOE ONmMcaHue rpynnbl COObITUN.
Tun cobbITMn MoxeT ObITb None (He pearmpoBaTh), 10g (COXpaHWUTbL 3anuchb),
snmp-trap, log and trap. [lMome Bnagenbua (owner) 3anonHATb He
obsasatenksHo.

Mone Last time sent (nocnegHee Bpems oTNpaBkuM) AOCTYMHO
TONbKO ANS1 YTEeHUS U MoKasbiBaeT, Koraa B nocnegHuin pas cobbitne 6bino
OTNpaBneHo.
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9.17 Cluster configuration (Hactponka knacrepa)

9.17.1 NDP Configuration (HacTtponka pa6otbl npotokona NDP)

Ha paHHoi ctpaHuue WEB nHTepdernica npeactaBneHbl HaCTPOMKM
paboTbl npotokona «obHapyxeHusi cocegen» NDP (Neighbor Discovery
Protocol). [OaHHbIn npoTOKON UCNonb3yeTcs coBMecTHO ¢ IPv6 n
OTBETCTBEHEH 3a OOHapyxeHue KOH(IMKTa agpecoB, OPYrnx Y3noB B
knactepe, nouck goctynHeix DNS cepsepos n 14.
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JocTynHbl cnefyroLme HacTPONKU:
1) Port — BbIGOp NopTa;

2) Port Enable (enable/disable) — Bkn/Bbikn noggepku npoTokona

NDP Ha BbibpaHHOM nopTe;

3) Global Enable (enable/disable) — Bkn/Bblkn rnobanbHON NOAAEPXKKM

npoTtokona NDP;

4) Hello Time - wuHTepBan otnpaBkm NDP naketoB, 1-4096 cek,

3Ha4eHue no ymonyaHuo 60cek;

5) Aging time — nHTepBan «ctapeHus» otnpasneHHbix NDP naketoB He

NPUHATBLIX YyAaneHHbIM YycTponcTtBoM, 1-4096 cek, 3HayeHne no

ymonyanumio 180 cek.

Bce HacTpouku Ha OaHHOW CTpaHuue MOATBEpXOalTCA KHOMKOMW
Apply (NpuHATB).

9.17.2 NTDP configuration (Hactpoinka paboTtbl npotokona NTDP)

Ha panHon ctpanuue WEB wHTepdenca npeactaBneHbl HacTpOMKK
pabotbl npotokona NTDP (Network Topology Discovery Protocol). JaHHbIn

NPOTOKOJT UCMOJIb3YyeTCA AJ1A NOCTPOEHMNA TONOJSIONMKN B KinacTtepe.
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JlocTynHbl crneaytoLme HacTPOKU:

Port — BeIGOp nopTa;

Port Enable (enable/disable) — Bkn/Bbikn nogaepXku npoTokona
NTDP Ha Bbl6paHHOM nopTe;

Global Enable (enable/disable) — Bkn/Bbikn rnobanbHOM NOAAEPKKM
npotokona NTDP;

Hops — pocTtynHbii guanasoH Tononorun 1-6. Mo ymonyaHuto
3HavyeHue pasBHo 3. KonuyecTtBo nepexofoB (XOMOB) OT caMoOro
yAaneHHoro YCTpPOWCTBaA OO YCTPOWCTBA, KOTOPOE KOHTpOonupyeT
BCIO TOMOMOrIo;

Interval Time — Bpemsi cbopa Tormonornm B MUHyTax. 3Ha4YeHue no
ymon4yanuio 1;

Hop delay — gonycTumbIi MHTEpBan 3adepXkn Mexay nepexogamu.
HocTtynHble 3HayeHusa 1-1000mc. 3HadeHune no ymondaxuio 200mc;
Port delay — gonyctumbin nHTepBan 3agepXXku nepeq nepechbinikon
nakeToB Ha nepBbIn NopT. JocTynHble 3HavYeHusa 1-100mc. 3HaveHne
no ymonyaxuio 20mc.

Bce HacTpolkum Ha QaHHOW CTpaHuue MOATBEPXKOAKTCHA KHOMKOMW

Apply (NpuHATB).
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9.17.3 Cluster Configuration (HacTpowka knacrtepa)
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Ha panHon ctpanuue WEB wnHTepdenca npeactaBneHbl HacTpOmKu
Ans knacTepa.

Bbl MOXeTe NMpoCMOTPETb U OTpeaaKkTMpoBaTh Tabnuuy C YneHamm
knactepa. BoamMoxHble HaCTPOMKM BKIHOYalOT B cebs:
Cluster enable (enable/disable) — Bkn/BbIkn KnacTepa;
Management VLAN — ananasoH goctynHeix VLAN'oB oT 1-4094. 3HayeHune
no ymorn4yaHuio 1;
IP pool — guanasoH (nyn) IP appecoB uneHoB knactepa. [OCTYNHbIN
aunanasoH ot 0.0.0.0 po 255.255.255.255. fonyctumasa gnuHa mackn 0 oo
32;
Handshake time — uHTepBan otnpaBku handshake nakeTtoB. [JonycTumbin
OunanasoH 3HaveHun 1-255. 3HayeHne no ymonyanuio 10;
Handshake hold time — Bpemsa «ygepxvBaHua». [onycTUMbI Auana3oH
3HayeHun 1-255. 3HayeHne no ymonyaHuio 60.

YTtobbl HacTpouTb Knactep Bam Heobxogumo BblbpaTb UMS
knactepa u BblbpaTb coeauHeHune c knactepom. CyllecTBYHOT py4yHble U
aBTOMaTUYecKne MeTobl COeAMHEHUS C KnacTtepom. lNMocne noaTeepxaeHus
co3[aHnsa Kractepa Bbl MOXETe aBTOMaTUYeCKU NEepPEeKioYnTCs Ha py4HON
mMeToAd. Bbl HE MOXeTe B py4HYIO NEPEKIIOYUTCH Ha aBTOMaTUYECKUA METOA.
Py4Hol meToa no3sonseT MeHATb UMSA KnacTepa.

[Mocne noaTeBepXxaeHWs co3faHMA KracTepa YCTPOWCTBa — UYNEHbI
Knactepa u ycTponcTBa-kaHanAaTbl  MOryT OblTb MPOCMOTPEHbI B Tabnuue.
Bbl MOxeTe ymanaTb 4neHOB knactepa wnu pobaBnsTb yCTpoucTBa-

KaHauaaTbl COrnacHo crnvcka pornemn.
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9.18 Log management (YnpaBneHue 3anucbio 5ioros)
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Ha paHHoi ctpaHuue WEB mnHTepdeiica npeactaBneHbl HacTponkn

dunbTpa BbIBOAa 3anucaHHbIX noroB. B nmome Log Priority moryt ObiTh

cnenywo

LLNe 3HAYEHUS:

Critical — BbIBOAMTb MHOPMaLIMIO, OTHOCSILLYHOCS TOMBKO K
KPUTUYECKOMY YPOBHIO BXXHOCTMU;

Debugging — BbIBOAUTbL MHGOPMALUIO A58 OTNaOKu;
Informational — BbIBOANTL MHDOPMaLMIO AN OTnagky n obLyyto
WHdOpPMaLMIo B norax;

ALL — BbIBOOUTb BCHO MHCDOpMALNIO.

YT106bI NPUMEHUTL hunbTp noros Haxxmute kHornky Refresh (o6HoBUTBL)
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10. TexHu4eckmne xapakTepucTuKu*

Mogenb SW-70802/L2
O6Lee Kon-Bo NopToB 10
Kon-Bo noptoB FE+PoE -
Kon-Bo noptos FE -
Kon-Bo noptoB GE+PoE -
Kon-Bo noptoB GE 8
(He Combo noptbl)
Kon-so noptoe Combo GE i
(RJ45+SFP)
Kon-so noptoB SFP 2 GE
(He Combo noptsl)
BcTpoeHHbIe onTu4eckue noprbl -
3Be3ga
Tononornn Noakn4eHnst
Kackag
Bydep nakeTos 1 Mb
Tabnuubl MAC-agpecos 8K
MponyckHas cnocobHOCTb
KOMMYTaLMOHHON MaTpuLibl 20 éut/c

(Switching fabric)

CkopocTb obcnyxusaHus
naketoB (Forwarding rate)

1000Mbps port — 1,488,000 naketos/c
100Mbps port - 148,800 nakeTos/c
10Mbps port - 14,880 nakeTos/c

Mopaepxka jumbo frame

16 Kb

CTaHﬂ,aprl 1 NPOTOKOJ1bI

e Support standard IP/ Extend IP /
MAC IP / ARP ACL;

¢ IGMP snooping and IGMP
Query mode for Multi-media
application;

e Port mirror and bandwidth
control;

e GVRP function;

e |EEE802.3x Flow control;

e Port Based VLAN /802 .1Q Tag
VLAN;

o |EEE802.3ad Port trunk with
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LACP;
e Spanning tree protocol IEEE
802.1d;
e |EEE 802.1p class of service;
IEEE 802.1x user
authentication;
Broadcast storm filter;
DHCP server and client;
System event log;
Command line interface
management;
e Management by
Web/SNMP/Telnet/Console

¢ Web management — ynpasneHue
YnpaeneHue yepes Web-nHtepdelic;
¢ Console port.

SPD — ckopoCTb MeAHOro nopra,
ACT — nuHk megHoro nopTa,
PWR — Hanuuune nutaHus,
MHankaTtopbl nnHka SFP crnoTtos

WHavkaTopsl

Pene aBapuiiHOM curHanmsaumnm -

MutaHne AC100-240V(20W)

OHepronoTpebrneHue

(6e3 Harpysku PoE) <208t

BCTpOGHHaﬂ rposo3awiuTa -

AKTUBHOE (BEHTUNATOP Ha 3agHen
OxnaxaeHune

naHenwu)
Knacc 3awmnThbl -
Paamepbl (LLUXBxI") (Mm) 266x44x220
Cnocob MoHTaxa MoHTax B 19" cTOMKY
Pabouas Temnepartypa 0...+40 °C
OTHOCUTENbHAas BNaXXHOCTb 0-95% 6e3 koHaeHcaTa

[ononHuTensHoO -




Mopenb SW-71602/L2
O6Lee Kon-Bo NopToB 18
Kon-Bo noptoB FE+PoE -
Kon-Bo noptos FE -
Kon-Bo noptoB GE+PoE -
Kon-Bo noptoB GE 16
(He Combo noptbl)
Kon-so noptoe Combo GE i
(RJ45+SFP)
Kon-Bo noptoB SFP 2 GE
(He Combo nopTbl)
BcTpoeHHble onTuyeckue noprbl -
3Be3ga
Tononornn Noakn4eHnst
Kackag
Bydep nakeTos 1 Mb
Tabnuubl MAC-agpecos 8K
MponyckHas cnocoBHOCTb
KOMMYTaLMOHHON MaTpuLibl 36 out/c

(Switching fabric)

CkopocTb obcnyxusaHus
naketoB (Forwarding rate)

1000Mbps port — 1,488,000 nakeTtos/c
100Mbps port - 148,800 nakeTos/c
10Mbps port - 14,880 naketos/c

Mopaepxka jumbo frame

16 Kb

CTaHﬂ,aprl 1 NPOTOKOJ1bI

Support standard IP/ Extend IP /
MAC IP / ARP ACL;

IGMP snooping and IGMP
Query mode for Multi-media
application;

Port mirror and bandwidth
control;

GVRP function;

IEEE802.3x Flow control;

Port Based VLAN / 802 .1Q Tag
VLAN;

IEEE802.3ad Port trunk with
LACP;

Spanning tree protocol IEEE
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802.1d;
e |EEE 802.1p class of service;
IEEE 802.1x user
authentication;
Broadcast storm filter;
DHCP server and client;
System event log;
Command line interface
management;
¢ Management by
Web/SNMP/Telnet/Console

Web management — ynpaenexune

YnpaeneHue yepes Web-nHtepdeiic;
e Console port.
SPD — ckopocCTb MeaHOro nopra,
ACT — nuHk megHoro nopTa,
WHavkaTopsl

PWR — Hannuune nutaHus,
WHankaTtopbl nuHka SFP cnotos

Pene aBapuinHon curHanusauum

MNutanue

AC100-240V(20W)

OHepronotpebneHune
(6e3 Harpysku PoE)

<20Bt

BcTpoeHHasi rpo3osawuTa

OxnaxageHve

KoHBekuunoHHoe (6e3 BeHTUNsITOpA)

Knacc 3awmnThbl

Pa3mepb! (LLUxBxI") (Mm)

440x44x220

Cnocob MoHTaxa

MoHTax B 19" cTOMKY

Pabouas Temneparypa

0...+#40 °C

OTHOCUTENbHAs BNAXXHOCTb

0-95% 6e3 KoHaeHcaTa

[ononHutensHo
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Mogenb SW-72402/L2
O6Lee Kon-Bo NopToB 26
Kon-Bo noptoB FE+PoE -
Kon-Bo noptos FE -
Kon-Bo noptoB GE+PoE -
Kon-Bo noptoB GE o4
(He Combo noptbl)
Kon-so noptoe Combo GE i
(RJ45+SFP)
Kon-Bo noptoB SFP 2 GE
(He Combo nopTbl)
BcTpoeHHble onTuyeckue noprbl -
3Be3ga
Tononornn Noakn4eHnst
Kackag
Bydep nakeTos 1 Mb
Tabnuubl MAC-agpecos 8K
MponyckHas cnocobHOCTb
KOMMYTaLMOHHON MaTpuLibl 52 out/c

(Switching fabric)

CkopocTb obcnyxusaHus
naketoB (Forwarding rate)

1000Mbps port — 1,488,000 nakeTtos/c
100Mbps port - 148,800 nakeTos/c
10Mbps port - 14,880 naketos/c

Mopaepxka jumbo frame

16 Kb

CTaHﬂ,aprl 1 NPOTOKOJ1bI

Support standard IP/ Extend IP /
MAC IP / ARP ACL;

IGMP snooping and IGMP
Query mode for Multi-media
application;

Port mirror and bandwidth
control;

GVRP function;

IEEE802.3x Flow control;

Port Based VLAN / 802 .1Q Tag
VLAN;

IEEE802.3ad Port trunk with
LACP;

Spanning tree protocol IEEE
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802.1d;
e |EEE 802.1p class of service;
IEEE 802.1x user
authentication;
Broadcast storm filter;
DHCP server and client;
System event log;
Command line interface
management;
¢ Management by
Web/SNMP/Telnet/Console

¢ Web management — ynpasneHve

YnpaeneHue yepes Web-nHtepdeiic;
e Console port.
SPD — ckopoCTb MeaHOoro nopTa,
ACT — nuHk megHoro nopTa,
WHavkaTopsl

PWR — Hannuune nutaHus,
WHankaTtopbl nuHka SFP cnotos

Pene aBapuinHon curHanusauum

MNutanue

AC100-240V(20W)

OHepronotpebneHune
(6e3 Harpysku PoE)

<20Bt

BcTpoeHHasi rpo3osawuTa

OxnaxageHve

KoHBekuunoHHoe (6e3 BeHTUNsITOpA)

Knacc 3awmnThbl

Pa3mepb! (LLUxBxI") (Mm) 440x44x220
Cnocob MoHTaxa MoHTax B 19" cTOMKY
Pabouas Temnepatypa 0...+40 °C

OTHOCUTENbHAs BNAXXHOCTb

0-95% 6e3 KoHaeHcaTa

[ononHutensHo

* npOVI3BO,EI,I/ITeJ'Ib MMEET NpaBoO U3MEHATb TEXHNYECKNE XapPaKTepUCTUKAN
n3genus u Komnnekrauumto 6es npenBapuTernibHOro yseaoMneHu4.
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11. MNapaHTnAa

lapaHTMs Ha Bce obopygoBaHue OSNOVO — 60 mecsueB ¢ gatbl
NpoAaxu, 3a UCKIIOYEHNEM aKKYMYNATOPHbLIX OaTtapei, rapaHTUIAHbIA CPOK -
12 mecsiues.

B TeuyeHune rapaHTUMHOIO CpoKa BbIMOMHSAETCS OeCcnnaTHbI PEMOHT,
BKIOMasa 3an4actu, Uin 3aMeHa M3genuin npyu HEBO3MOXXHOCTU MX PEMOHTA.

Mogpo6Has WMHopmauna 00 YCIOBUSIX rapaHTUNHOrO
obcny>MBaHMA HaXOAUTCH Ha canTe WWW.0SNovo.ru

CoctaBun: Enarnn C.A.
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