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1. Ha3HauyeHue

Ynpaensiemble (L3) kommyTatopbl ¢ 10G noptamu SW-48G4X-1L un
SW-48G4X-2L Ha 52 nopTta npegHasHadeHbl ANs OObEAMHEHMSI CEeTeBbIX
YCTPOWNCTB, Nepefayn AaHHbIX U nutanus (PoE, Tonbko ans mogenu SW-48G4X-
2L) K HUM.

KommyTatopbl noctpoeHbl Ha 6a3e  BbICOKONPOU3BOAUTEMBLHBIX,
HageXHbIX  KOMMAMEeKTylowmx.  KOHCTpyKuusi ~ KOMMYTaTopoB  MO3BONSAET
OCYLLEECTBNATb MOHTaX B 19” cToViKy/Wkad. AKTMBHas cUCTEMa OXMaXOeHus C
WHTENMEeKTyarnbHbIM  ynNpaBreHneM obopoTamy  BEHTUMSATOPOB  NO3BONSIET
[0BUTBCA NPMEMIEMOrO YPOBHS LUyMa B MPOLEecce aKCnyaTauum.

KommyTaTopbl OCHaLLEHbI CNeayowmumMmn nopTamu:

SW-48G4X-1L SW-48G4X-2L

v' 48 ocHoBHbIX nopTa Gigabit
Ethernet (10/100/1000Base-T) ¢
v' 48 ocHoBHbIX nopTa Gigabit noaaepsxkoi PoE cranaapTos
Ethernet (10/100/1000Base-T) IEEE 802.3af/at/bt
Makc.mowHocTs PoE — 90BT (1-4
nopthbl), 30BT (5-48 nopThl)

v' 4 SFP+ 10G nopTta v' 4 SFP+ 10G nopTta

MopTbl kommyTaTopa mogenu SW-48G4X-2L noppepxwmsatotr POE no
craHpapty |IEEE 802.3 af/at/bt ¢ makcumanbHon mowHocThio Ha nopT — 90 BT (1-4
noptbl) 1 30 BT (5-48 noptbl). CymmapHein PoE Grogker kommyTaTopa Ha 48
noptoB — 800 BT (no 16.6 BT Ha nopT npu 3agelCTBOBaHWM BCEX MOPTOB).
KommyTatop SW-48G4X-1L He nogaepxuBaeT dyHKumto PoE.

[na nogknioYeHnst KOMMYTaTOPOB C MOMOLLBHO ONTOBOJIOKOHHOTO Kabens
npegycmoTpeHo 4 SFP+ nopta, koTopble paboTtatoT Ha ckopocTsix go 10G wm
cnocobHbl 6e3 3agepxek nepefaBaTb BeCb 0ObeM Tpadmka Ha cepBep Wnu
apyroe yctponcteo. SFP+ Moaynm He BXOAAT B KOMMMEKT MOCTaBKM.

Bce wmegHble noptel  (RJ-45) kommyTatopoB noggepXvBaroT
aBTomaTunyeckoe onpegeneHne MDI/MDIX (Auto Negotiation) Ha Bcex nopTax.
KommyTaTopbl pacno3HalT TuMn MOAKIHYEHHOro CETEBOro YCTPOMCTBA M Mpu
HeODXOAMMOCTM MEHSOT KOHTaKTbl Mepefayn [AaHHbiX, Y4TO MNo3BondeT
ucnonb3oBaTb Kabenu, obxaTble MobbIM CNOCO60M (KPOCCOBLIE U NPSIMbIE).

B 06enx mogensix KOMMyTaTOpOB peanu3oBaHa rpo3osalumTa MmegHbiX
NnopToB, a Takke 3aliuTa Ux oT cTaTudeckoro anektpuyectea (ESD).
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KommyTtatopbl SW-48G4X-1L 1 SW-48G4X-2L umetoT 3Ha4MTENbHbIN
3anac no Mpou3BOAMTENbHOCTM Gnarogapsi yHvBepcanbHbIM WHTepdelicam K
HeBNOKNPYEMON KOMMYTALIMOHHON MaTpumue C NPOMNYCKHOM CNocoBHOCTLIO Ao 512
Gut/c.

KommyTaTtopsl obnagalT  BO3MOXHOCTbHO  TMOKOW  HACTPOWMKM
napameTpoB 4yepe3 WEB-vHTepdeinc, umMerT MHOXeCTBO dyHKuun L2/L2+
ypoBHsi (VLAN, IGMP snooping, Link aggregation n 14.) n L3 ypoBHsA
(static/ldynamic ARP, Routing RIP V1/V2, OSPF V1/V2, DHCP client/server n
T7A.) Ewe OGonbwe dyHKUMA M TMOKOCTM WMX HACTPOWKM AOCTYMHO 4epes
uHTepdenc komaHgHom ctpoku CLI.

Kpome Toro kommyTatopbl MNOAAEPXMUBAKOT paboTy B KOMbLEBON
Tononorun (Ring) ¢ BbICOKON OTKa30yCTOMYMBOCTLIO Gnarogapst nogaepxke
npotokonos |IEEE 802.1s (MSTP), IEEE 802.1w (RSTP), G. 8032 (ERPS) u
EAPS.

KommytaTopbl SW-48G4X-1L un SW-48G4X-2L MOryT ObITb
MCMoNb30BaHbl Ha NPeanpuATUSX Manoro, cpegHero u kpynHoro 6usHeca, B
onepaToOpPCKMX CETSAX B KAYECTBE KOMMYTaTopa YPOBHS arperauuy panoHa mnm
TPaHCMOPTHOrO KOMMYyTaTtopa, a Takke B  BbICOKONPOM3BOAMTENBHbIX
cuctemax |IP BugeoHabnogeHus (B Tom yucne ¢ nutanmnem IP kamep no PoE).

2. Komnnekrauusa*

SW-48G4X-1L

1. KommyTtarop — 1wT;

2. KpenneHue B 19” cToiky — 1wT;

3. Kabenb ans nogkntoyeHus k cetn AC230V — 1wT;
4. KpaTkoe pykOBOACTBO NO 3KchnyaTauumn — 1wr;
5. YnakoBka — 1.

SW-48G4X-2L

1. KommyTtaTtop — 1wT;

2. KpenneHue B 19” cToiky — 1wT;

3. Kabenb ans nogkntoyeHus k cetn AC230V — 1wT;
4. KpaTKoe pykOBOACTBO MO 3KChnyatauumn — 1wr;
5. YnakoBka — 1.



3. OcobeHHOCTM 06OpyAoOBaHUSA

BeicokonpoussogutensHblie Uplink-noptel 10G (4 x 10G SFP+);
BonbLwoe konm4yecTBo ocHOBHbIX NopToB — 48 x GE RJ-45 (1000Base-
X) B TOM umncne ¢ nogaepxkon PoE (Tonbko gns SW-48G4X-2L);
Hebnoknpyemas koMMyTauUnoHHas Matpuua Ha 512 ouTt/c;
Moppepxka dyHkumn L2/L2+ (VLAN, QOS, LACP, LLDP, IGMP
snooping) u L3 (static/dynamic ARP, Routing RIP V1/V2, OSPF
V1/V2, DHCP client/server n 14.);

Onsa mogenun SW-48G4X-2L — mowHocTb Ha nopT o 90 Bt (1-4
nopthbl), 30 BT (5-48 nopthbl). 3HaumTenbHbii POE 6iogxeT — 800BT;
®yHKUMA onpeneneHus 3aBuclumx yctponcts PoE WatchDog;
Bo3moxxHOCTb nepegaym aaHHbix Ha 250m npy 10 Méut/c ans
MeHbIX NOPTOB;

Ynpasnexuve yepe3 WEB nHtepdeiic, CLI;

Mopaepxka KonbLeBon Tononorun nogknioveHns (STP, RSTP, MSTP,

ERPS, EAPS).

4. BHelwHWWX B4 1 onucaHue aneMeHToB

4.1 Kommyrtatop SW-48G4X-1L

Puc. 1 Kommytatop SW-48G4X-1L, BHewHWn B1a
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Puc.2 KommyTtaTtop SW-48G4X-1L, pa3beMmbl, KHOMKA U MHAWKATOPbI Ha

nepeaHer naHenu

Tab. 1 KommytaTop SW-48G4X-1L, HasHavyeHWe pa3bemMoB, KHOMOK U
WHAMKaTOPOB Ha nepeaHei naHenu

Ne

/n O6o3HayeHune HasHayeHune
LED uHOukamopbl cemesoli akmugHocmu

1 . BE  J | CopuT 3eneHbIM — yCTaHOBMEHO COeAVHEHME, UAEeT

Alw nepegava gaHHbIX

He roput — coeanHeHvne Ha NopTe OTCYTCTBYET
Pasvembl RJ-45 ¢ 1 no 484

2 1-48 MpenHasHaveHbl ANs NOAKMIYEHNS CETEBbIX YCTPOWCTB
Ha ckopocTtun 10/100/1000 M6uT/c
SFP+ nopmei

3 495051 52 | MNMpegHasHayeHbl Ans NOAKMIOYEHUSt KOMMYyTaTopa K

ONTUYECKON NUHUK CBA3M Ha ckopocTu go 10 Méut/c,
ncrnonb3ya SFP+ mogynu (npnobpeTatoTca oTAENbHO).

10




O6o3Ha4yeHne

HasHaueHne

RET

MukpokHorika

MpegHasHaveHa ansa cbpoca KoMmyTaTopa K 3aBOACKUM
HacTpomnkam (TpebyeTcs yaepxaHue B TeueHne ~10 cek)

SYS

LED uHdukamop pabombl KOMMymamopa.
Muraet — paboTa B LUTaTHOM pEXUME;

[CopuT — aBapuiiHasi cuTyauus (3aBucaHme
KoMmyTaTopa);

EbICTQO MUraeT — naetT 3arpyska npoLnBKn

PW

LED uHOukamop numaHus
CopuT — nuTtaHue nogaetcs

He roput — nutaHvne He nogaeTcs, NpoBepbTe
nopaknoveHne kommyTartopa k cetn AC 230V

CONSOLE

Pasbvem RJ-45

lMpenHasHaveH ons NoAKMOYEHUS YITMYHOTO
kommyTatopa k COM nopty. No3BonsieT 3arpyxartb B
YINWYHBIA KOMMYTaTop MPOLLUBKY B CNyvyae aBapuiHon
CUTyaLun, a Takke ynpaBnsaTb HACTPONKaMum
KomMmyTaTopa.

10G
Giga
49 50 51 52

LED uHAukamops! nodkroyeHust u ckopocmu SFP+
rnopmos (6)

Coput 10G — coeanHeHne nNo onTuke yCTaHOBMNEHO.
CkopocTb nepegayun gaHHbeix go 10 out/c

Coput Giga — coeguHeHmne No ONTUKE YCTaHOBIEHO.
CkopocTb nepeaayun ganHbeix go 1Mout/c

He roput — coeauHeHus HeT, npoBepbTe SFP+
MoAynb/onTnyYeckmin kabenb

11




Pwnc.3 Kommytatop SW-48G4X-1L, pazbembl M KHOMKM Ha 3agHEV NaHenu

Tab. 2 KommyTtaTop SW-48G4X-1L, HasHayeHne pa3beMoB, KHOMOK U Ha

3agHen naHenm

Ne

/n O6o3HayeHne HasHauyeHne
Buxnmosasi knemma

1 @
MpepHasHaveHa Anst NOAKMYEHUS 3a3EMIEHMS.
Pasvem UAC

2 MpenHasHaveH ons NoaKmnioYeHs KOMMyTaTopa K CeTh
AC 230V kabenem 13 KOMMMeKTa NocTaBKMy.
lNepekudHol ebiKno4Yamerib

3 ON

OFF MpepnHasHayveH Ans BK/BbIKN KOMMyTaTopa.

4.2 KommyTtatop SW-48G4X-2L

Pwuc. 4 Kommytatop SW-48G4X-2L, BHelwHWN BUA

12
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Puc.5 Kommytatop SW-48G4X-2L, pazbembl, KHOMKA U UHAMKATOPbI Ha

nepeaHer naHenu

Tab. 3 KommyTtaTop SW-48G4X-2L, HasHavyeHWe pa3bemMoB, KHOMOK U
WHOMKaATOPOB Ha NepeaHel naHenm

Ne
n/n

O6o3Ha4yeHne

HasHaueHne

| SN
Ay

LED uHOukamopsi PoE u cemesoli akmusHocmu

CopuT xenTtbim — k NOpTY nogkntoveHo PoE yctponctso,
PoE nopaetcs

[opuT 3eneHbIM — YCTaHOBMEHO CoeanHeHne, naet
nepegava gaHHbIX

He ropuT — coegnHeHmne Ha nopTte OTCyTCTByeT

1-48

Pasbembl RJ-45 ¢ 1 no 48

MpepHa3HayveHbl ANa NOAKMHYEHNS] CETEBBLIX YCTPOWUCTB
Ha ckopocTtn 10/100/1000 M6uT/c B TOM Yncne ¢ PoE

1-4 nopTel — 90 BT (IEEE 802.3af/at/bt) no metooy A+B
5-48 noptbl — o 30 BT (IEEE 802.3af/at) no metoagy A
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O6o3Ha4yeHne

HasHaueHne

49 50 51 52

SFP+ nopmei

MpeaHasHaveHbl NS NOAKNIOYEHUS KOMMYTaTopa K
ONTUYECKOW NHUN CBA3N Ha ckopocTn go 10 Mout/c,
ncnonb3ys SFP+ mogynu (npnobpeTtatoTcs OTAENbHO).

RET

MukpokHorika

MpegHasHaveHa ans cbpoca KOMMyTaTopa K 3aBOACKUM
HacTporkam (TpebyeTcs yaepkaHue B TeveHne ~10 cek)

SYS

LED uHdukamop pabombl KOMMymamopa.
MwuraeT — paboTa B LUTAaTHOM pPeXUME;

Coput — aBapunHas cuTyaums (3aBucaHme
KoMmyTaTopa);

BbiCTpO MuraeT — naeT 3arpyska npoLUVBKM

PW

LED uHOukamop numaHusi
CopuT — nuTaHne nogaetcs

He roput — nutaHvne He nogaeTcs, NpoBepbTe
nopaknoYeHne kommyTartopa k cetn AC 230V

CONSOLE

Pasbem RJ-45

lMpegHasHaveH ons NoAKMOYEHNS YIIYHOTO
kommyTtaTopa k COM noprty. No3Bonser 3arpyxatb B
YNUYHBLIN KOMMYTaTOP NPOLUUBKY B Crly4yae aBapuiHON
cuTyauun, a Takke ynpaBnaTb HACTPOWKamu
KOMMyTaTopa.

10G
Giga
49 50 51 52

LED uHOukamopb! nodknoyYeHus u ckopocmu SFP+
rnopmos (6)

Coput 10G — coeagnHeHne No onTuke yCTaHOBMEHO.
CkopocTb nepegauun ganHbeix go 10 out/c

CopuT Giga — coeguHeHMe Mo ONTUKE YCTaHOBIEHO.
CkopocTb nepeaayun gaHHbix go 1rout/c

He roput — coeguHeHus HeT, npoepbTe SFP+
MoAyrnb/onTnyeckmn kabenb
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Puc.6 Kommytatop SW-48G4X-2L, pazbembl U KHOMKW Ha 3agHel naHenm

Tab. 4 KommyTtaTop SW-48G4X-2L, HasHayeHne pa3bemMoB, KHOMOK U Ha
3agHen naHenm

rrl\;gn O603HayeHne HasHayeHune
BuHmosas knemma

1 [@] MpepHasHaveHa ANst NOAKMYEHUSA 3a3EMIEHMS.
Pasvem UAC

2 MpegHasHaveH ong nogkniyYeHns KoMMyTaTopa K ceTu
AC 230V kabernem 13 komnnekTa NocTaBKu.

ON lNepekudHol ebiknoYamerss
3 OFF MpegHasHaveH Ang BKM/BbIKN KOMMyTaTopa.

5. Mopkno4yeHue

5.1 Cxema noaknovyeHus
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Puc.7 Tunosas cxema NogknioveHnst Ha npumepe kommytaTopa SW-48G4X-1L
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Puc. 8 Cxema nogknoyeHust Ha npyMepe NoCTPOEHMS CUCTEMBI
BUAEOHabMNoAeHUs Ha npeanpuaTuK ¢ ncnonb3oeaHmem SW-48G4X-1L
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5.2 NoaknioyeHne NUTaHUA

Pwuc. 9 MNogkntodeHne kommyTtaTopa k cetn AC 230V

MopsaoK NOOKIIYEHUS MUTaHUS:

1) TlogknoynMTe KOMMYTaTOp K LUMHE 3a3eMNeHns BHYTpU 19”
wkacdpa/ctoviku (1);

2) [MogknioynTe KOMMNNEKTHBIN LWHYP NMTaHMS B COOTBETCTBYIOLLUIA
pasbeM Ha kommyTaTtope (2);

3) T[MoakniounTe BUNKY WHypa nutaHus (3) K po3eTke ceTu NepemMeHHOro
Toka AC 230V;

4) TMepeeguTte nepekntoyartens nuTaHust B nonoxeHue ON (])

6. lNMpoBepka paboTocnocobGHOCTU

Mocne nogkntoyeHusi kabenen K pasbémMamM M NOAAYN NMUTAHUS MOXKHO
ybeanTbcsa B paboTocnocobHOCTN KOMMYyTaTopa.

Mogkmtounte  kommyTatop mexay Asymsi MK ¢ wusBecTHbimu IP-
agpecamu, pacnonaralowmmmca B ogHol noacetw, Hanpumep, 192.168.1.1 un
192.168.1.2.

Ha nepsBomM komnbioTepe (192.168.1.2) sanyctute KOMaHAHYK CTPOKY
(BbINOMHMTE KOMaHAy cmd) 1 B NOSIBUBLLEMCS OKHE BBEAUTE KOMaHAay:

ping 192.168.1.1

17



Ecnu Bce noaknto4eHo npaBuUIbHO, Ha 3KpaHe MOHUTOpPAa 0T06pa3I/ITC$| OTBEeT OT
BTOPOro KoMnbroTEPA. 310 cBmnaeTenbCcTByeT 06 MCcnpaBHOCTU KOMMYTaTOpa.

ping 192.165.1.1

"nging IVZ.148.1.)

* Moz, Haxipun »

Puc.10 JaHHble, oTOGpaxatowmecsa Ha akpaHe MOHUTOpa, nocre
ncnonb3oBaHuA koMaHabl Ping.

Ecnn oteBetr ping He nonydyeH («Bpems 3anpoca ucTekno»), TO
cnepgyeT NpoBepuUTb coeanHUTENbHbIN kKabenb 1 IP-agpeca KOMNbIOTEPOB.
Ecnn He Bce nakeTbl ObINM NPUHATBI, 3TO MOXET CBMOETENbCTBOBATD:

- 0 HM3KOM KayecTBe kabens;
- 0 HENCMNpPaBHOCTM KOMMYTaTopa;

- O nomMexax B JINHNW.

MpumeyaHue:
MpuYmMHbBI NOTEPU B ONTUYECKON NNHMUN MOTYT OblTb Bbl3BaHbI:
- HeucnpasHocTblo SFP+ mogynen (Bbibupante mogynu ¢ nogxogsiien
CKOPOCTbI0 Nepeaayn AaHHbIX);
- un3rmbamu kabens;
- 6onbLIMM KONMYECTBOM Y310B CBapKW;

- HeuncnpaBHOCTbIO UMM HEOOHOPOOHOCTBLIO ONMTOBOJIOKHA.
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7. MoaroToBKa nepea ynpaBrieHWEM KOMMYTaTOPOM
yepe3 WEB.

3pnecb OypeT nokasaHa [JetanbHasi Hactponka cetu ana K nog

ynpasneHvem Windows 8 (noxoxun mHtepdenc y Windows 10, Windows 7 u
Windows Vista).

1. Otkponte «LleHTp ynpaBnenus cetamm u obwmm goctynom» (Network

and Sharing in Control Panel) n Haxmute «/3mMeHeHVe napameTpoB
agantepa» (Change adapter setting) kak Ha pucyHke Huxe.

+ OB Mmoot asdiaees o Hwzd ied e v Caovs

- -
re el 1w [l oo s Db tesenen Rl nmaive anad antop cannadiiae
Bmoprasac e ke i
A n T RS
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s 4] Mk HE

Corpmbear k& [daw

Clagrpa ooy ol ag

i

= ' "'5.. FLT HRE DOT W Ml HEaE

Eorbeas g b s el U e T M s e e e R e
Herw v

rxTshipd 1m ;‘:l: R R T

e A Digronwre i weowkprsbl o gL du bt ypniarardks

2. B noseumBwemca okHe «CeteBble nogkntoydeHus»  (Network

Connections) oTobpaxeHbl BCe CETeBble MNOAKMYEHUS, LOCTYMHbIE
Bawemy K. Coenarite ABOMHOWM KWK Ha NOAOKIMOYEHUUN, KOTOPOE Bbl
ucnonb3yete ansa cetn Ethernet

frE s Hwetird vaad b RasCea o FTTR 1 PR RS S ]
HE T o == 1l &
C o Chgisody VeeucCorwd m ._| dwTH l:- il kel -Drip g
L oo i i el e T N TR
= Fi A e p iy ol A — = ey T NSRRI FPSRE T ol Tl S LT R | ) R e PRy
vEdi el =} #ih
.. -
g LAz waemd 2 ke
B Wi e K5 k.4 A T T e R TS
HEE T = F
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3. B nossusliemcs okHe «CocTosiHue - NogknodeHne rno nokanbHoOm cetu»

(Ethernet Status) Haxkmute kHoOMKy «CBoOMCTBa»

NOKa3aHO HXe.

P Drcmn e LR R LR
Tt e s " PR A
L TR Fodhied
Loy LLS R 0
Syeel e
i a—
L.
Bd=iy

(Properties)

Kak

4. B nosiBuBLUemMcs okHe «[logkntodeHne no nokanbHon cety — CBoncTBa»
caenante OBOWHOM KIMK Ha «MpPOTOKON WHTepHeTa Bepcun IP V4

(TCP/IPv4)» kak nokasaHo HWXe

Hapawrars  Couing

Fowdd wad
E S M BSE TLAIS AT FSpab Blera

fedgpoe

1F sgrmeerden e b bl e g B

=3 mbhmiﬂ‘ﬂ'\ﬂ' -
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B i L i Tl Py, B s LY
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| il | Vrrtpal [ Frmte

Tewvviam i Toaind el T ecwd Frova Tl ddas
#s v rebeet peizm e ki s
Frvmdr o koo rdebo

| & G
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no6on

B nosiBuBLLEMCst okHe «[TpoTokon nHTepHeTa Bepcum IP V4 (TCP/IPv4)»
ckoHurypupyite IP agpec Baluero NK 1 macky noaceTu Kak nokasaHo
HVXe

CoamcTea Mpamons WMHTepseTa sepow & [TOP/APw) |l
[al ST
THpAHETGE F HOCET HI3HAUAT BT BT ORI RS0, BTN 05T b

TUDLE O A BT 5T BT & B g 1 CAFUAE NEGEeRT P [P
|| FeasHg nammHTE ¥ CETABONT BAMMHHCTDETORE

TG [P BT BT I TP 0
& BmnaLRTRaTE CARIF LA Foampec:
F-ampec; 192 .18 . 4 L]

e

FASCRA NOICETH: 3|5 055 K\E. D

Clonoeoel e

@ FnaL3IBaTE CARIRUME arpecs [HS-caparpon:
Mosanasrsanes DHS-capaeg: |

AaprapaTumEed DHS-onpeaen;

Nogreepanme MEpEHETEH N

[ o || oouesn .

Mo ymonuanuio IP agpec kommyTtaTopa 192.168.0.1 Bbl moxeTe 3agaTh
IP agpec B none «IP apgpec», B To e nogcetu 4to u IP agpec

koMmMmyTaTtopa. HaxmuTe kHorky OK, YToBbl COXpaHUTb M MPUMEHUTL HACTPOKM.

Tenepb Bbl MOXETE MCMNOMb30BaTh Nobon Gpay3ep Ans Bxoda B MEHIO

HacTpoek KoMMmyTaTopa.

Mo ymonyaHuio:

v
v

Login: admin
Password: admin
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8.MoaroToBKa nepen ynpaBrneHMeM KOMMYTaTOpPOM Yepes
nopt CONSOLE

YnpaeneHne kommyTtatopom 4Yeped COM-nopt (RS-232) moxeT
notpeboBaTbCs, €cnu Mo KakMM-nMbo npudvHam ynpaeneHnve 4epe3 WEB-
HEeLOCTYMHO.

Ckavante un ycraHoBute Ha [1K, ¢ kotoporo OygeT npoBOAUTLCA
KOH(UrypvpoBaHue KommyTaTtopa nporpammy-amynstop HyperTerminal wnn
PuTTY. Tlocne yctaHoBkM Heobxogumoro [10 uvcnonb3yhTe CrieayloLlyo
MOLLIArOBYH MHCTPYKLMIO:

1. Coeaunnute nopT Console kommytatopa ¢ COM-nopToM KOMMbOTEPA C

MOMOLLbIO kabensi.

3anyctute HyperTerminal Ha K.

3apante Ms Ans HOBOro KOHCONBHOMO MNOAKITHOYEHUSI.

m S ieerm e

b g rames ord w21 ke b e oo
Hamsi

CEPLITE

= mind

4. Bblbepyute COM-NopT, K KOTOPOMY MOAKIIOYEH KOMMYTATOP.

h T

Enar bl oty 4w thae: pibwomes- v nbes st b want bodkal

FRRNG s e 5

fpccoe [10
a et
Copract iy [T - |

: T
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Hactpovite COM-nopT cneayroLimm obpasom:

CkopocTb nepefaum gaHHbIx (Baud Rate) — 115200;
BuTbl AaHHbIX (Data bits) — 8;

YeTtHocTb (Parity) — Her;

Cron 6uTtkl (Stop bits) — 1;

Ynpasnenue notokom (flow control) — HeT.

ANENENENENES

6. Cuctema npeanoxut Bontm Bam B wmHTepdenc CLI (ynpaBneHue
yepes KOMaHOHYI CTPOKY).
Mo ymonuaHuio:

v' Login: admin
v' Password: admin

P ki e bl Ted Pm
[ T |

-----

Lawin i or weean.

Lol me smn Temmmad e Jaleed me o1 He
Tam "wls’ o 7 e gl fmle

-

-

E'I HEIL i ied DR
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9. NogroroBka nepen ynpaBrieHNEM KOMMYTaTOPOM Yepes
Telnet/SSH

Mpotokonbl Telnet 1 SSH npenocTaBnsaOT NoNb3oBaTENO TEKCTOBbLIN
WHTEPMENC KOMaHLHOW CTPOKM Ansi ynpasrneHuss kommytatopom (CLI). Ho
Toneko SSH obecneunBaeT co3gaHue 6e3onacHOro kaHana C  MOMHbIM
WwndpoBaHeM nepegaBaeMbIX JaHHbIX.

Y1066l Nnonyunte goctyn k CLI kommyTaTopa 4epes Telnet/SSH, Baww
MK 1 KommyTaTop OO0JMPKHBbI HAXOAUTbLCA B ogHoW ceTu. ogpobHee, kak 3To
chenatb paccmaTtpuBanocb B pasgene MWHCTpykuum «[llogrotoBka nepen
ynpasneHnem kommytatopom yepes WEB-uHTepdency.

Telnet uHTepdelic BCTpoeH B komaHaHyto ctpoky CMD cewmelicTBa
onepaumnoHHbix cuctem Microsoft Windows. SSH wuHTepdelic poctyneH
TONbKO C NMOMOLLBIO Nporpammbl amynsTopa SSH tepmuHana. Hwke nokasaHo,
kak nony4mTb goctyn k CLI kommyTaTopa 4Yepe3 SSH ¢ nomoLLbio nporpaMmbl
PuUTTY.

1. 3anmgute B MeHio PuTTY Configuration. Beegute IP agpec
kommyTatopa B none Mma xocta (Host Name) (nmm IP appec). Mo
ymonuyanuio IP agpec kommyTtaTtopa 192.168.0.1

2. Bbibepute Tun nogkntodeHms (Connection type) — SSH.

3. Ecnu Bbl nogknioyaeTecb K kommyTtatopy yepe3d SSH Bnepsble, Bbl
yBugute okHo PuTTY Security Alert. Haxwmute Yes (Oa) ans
NPOAOITPKEHNS.
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FUTTY Security Alert EY

The server's host kay is not cached in the regestry, You
! zee no guarantee thet the server iz the computer you

Fhink 4 is.

The server's rsa2 key fimgerprint s

ssh-rsa 1040 dob | 5:6bohes 26: | dibl0o af iaf 39 2:03: 2 Tia 727

IF o rust Lhis hest, bt Yes bo add the key to

FuTTY's cache and camy oi conmecting.

If wow want to carry on connecting just ance, without

acding tha key to the cache, hit Mo,

I g i ] Ersd ks Beosd, Inl, Carpcdd Lo abanden the

COAREL e,

s e Cancel '

4. PuUTTY obecneunT Bam JOCTYN K yrnpaBreHnio KOMMYyTaTopoM fnocrne
Toro kak Telnet/SSH nogkntoueHve ByaeT ycTaHOBMNEHO.

Mo ymonyaHmio:

v Login: admin
v" Password: admin
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10. YnpaBneHue yepe3 WEB-uHTepdenc, ocHoBHbIe
3NeMeHTbI

10.1 CTpykTypa uHtepdemnca

Ona Bxoga B WEB-nHTEepdenc kommytatopa 3anyctute Opaysep u
BBeOMTE B afgpecHylo cTpoky IP agpec kommytatopa 192.168.0.1 (no
YMOI4aHmio), nocne asTopu3aumn (umsi nonb3oBaTens: admin, naposnb: admin
MO YMOMYaHMI0) OTKPbIBAETCS rMaBHasi CTpaHMLa MEHIO:

LR cu " nJ [PRTN ST RS T - auras ox S0 EES

L LT e
L L
e

—_ et

AT

PR ERPN

ey

1A - At

B BepxHeM TEKCTOBOM Mofe rnaBHOW CTPaHWLbl HaxXoOsATCA BKNadKu
OCHOBHbIX pasgenoB meHio WEB uHTepdeinca, npu Haxatum Ha KoTopble
OTKPbIBaAOTCS COOTBETCTBYHOLLME pasgensbi.

B nesoun 4yacTtu CTpaHuubl HaXogUTCA CNUCOK noapa3nesioB OCHOBHOIO
MEHI0, COOTBETCTBYHOLLNX OTKprT0l7I BKnagke, nNpu HaxXatunm Ha KOTopble
OTKpbIBAOTCA OONONTHUTENIbHbIE Nnoapa3aesibl.
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10.2 OnucaHue kHonok WEB uHTepdeiica

BonbLIMHCTBO KHOMOK ANS U3MEHEHUs1 HACTPOEK KOMMYyTaTopa yepes
WEB-uHTepdelic vale Bcero BbIMOMHAKT OO4HY U Ty Xe ponb. B Tabnuue
npuBeaeHbl ONUcaHns OYHKLUIA, KOTOPbIE KHOMKW BbIMOMHSOT.

KHonka Ha3HauyeHune

Refresh (O6HOBI/ITb) O6HOFJ'IF|€‘T 3Ha4YeHne BCeX TEeKCTOBbIX
nonen n napamMmeTpoB Ha CTpaHuLUe.

Yuncnosoe 3HavyeHne 6yaet oGHOBNEHO B
namsiTu. BBeaeHHble 3HaYeHus
napameTpa BCTynatT B CUNY TOJbKO
nocre HaxaTtus 3Ton KHonku. Ecnu
AaHHble BBEAEHbI HE KOPPEKTHO,
nosiBUTCA coobLleHne ob oLunbke.

Apply (MpuHaTe/noaTeepanTb)

Delete (Ypanutb) YaoansieT Tekyllee 3HavyeHne

OTKpbIBaeT CTpaHULLy CrpaBKu.
Help (Momowb/cnpaska) OtaenbHas cTpaHuua cnpaBku ans
Kaxkgoro 3anpoca.

10.3 Coo6OweHunn ob owmnodkKe

Mpn BO3HMKHOBEHMM owWMBkM npu obpaboTke 3ampoca OT
nonb3oBatenss K KOMMYyTaTtopy (BBeOeHbl He KOPPEKTHble 3HavyeHus )
NMOSIBNIAETCH OKHO C ONMMCaHWUEM OLLNOKM.
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10.4 Nonsa ana BBoga uHopmMmaumm unm 3Ha4eHun

HekoTopble cTpaHuubl WEB-nHTEpdenca kommyTatopa copepxar
nons Ans BBoOAa TOW MM MHOW MHAOpMaLUn unm 3HadeHmin. C NOMOLLbI 3TUX
3HAYEHWI MOXHO MONYYUTb AOCTYM K Pa3fIMYHbIM CTPOKam B Tabnmuax.

Ecnn noHagobutcs o6aBnTb HOBYIO CTPOKY HEOBXOAMMO BbIOpaTh U3
Bblinagatowero cnucka New (HoBas) U HaxaTb AN NOATBEPXKAEHUS KHOMKY
Apply (NpuHATB).

Ecnn HyXHO W3MEHMTb YXE CYLLECTBYHOLLYI CTPOKY, Heobxogumo
BblIOpaTb 13 BbiNadaoLero cnnucka CooTBETCTBYHOLLUA HOMEP CTPOKWU, BBECTHU
HYXXHbl€ 3HAYEHUS U HaXKaTb Anst NOATBEPXAEHUS KHOMKY Apply (MPUHATB).

Ons yganeHus cTpokM u3 Tabnuupl, BbibepuTe u3 BbiNagaloLLEero
CM1CKa HY>XHbIA HOMEpP CTPOKM U HaxmMuTe KHornky Delete (yoanutb).
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10.5 NMons co 3Ha4YeHUsIMU TeKyLlero cratyca

HekoTopble cTpaHuubl (Mnv nons Ha ctpaHuuax) WEB-uHTepderica
npegHasHadeHbl TONbKO ANs oTobpaxeHus gaHHbIX 0 paboTe komMmyTaTopa.
OTobpaxxaemble 3HaYEHUs Ha 3TUMX CTpaHuUax npegHasHayeHbl TOMbKO Ans
YTeHWs M He MoryT OblTb M3MeHeHbl (Hampumep, TekctoBoe none Serial

Number Ha pucyHke Huxe).
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11. OnucaHwue pasgenoB meHto WEB-nHTepdenca
KOMMYyTaTopa

11.1 MmaBHas ctpaHuua WEB nHTtepdenca

Mocne Toro, kak 6bINY BBEAEHbI KOPPEKTHbIE AaHHblE Ans Bxoda (MMs
nonb3osatend: admin, naposnb: admin no ymonyaxumio)

182, 166, 0.1

User Name: @ aumin v
Password:

[ ox | Cancel |

oTobpa3snTtcs rnaBHas CcTpaHuua WEB-nHTepdeiica yrnpaBnenusi
KOMMYTaTOpPOM:
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11.2 KoHdmrypauumsa cuctembl (SYSTEM)

11.2.1 System > System Information (O6wasn nHcopmaums o cucreme)

m [H) " ny [P TNSRNTHE T SEE B TUS R & DD WS
‘o et s e h g ah o
, e = - oy
L A boam
— et -‘_*-:"':__' Careewa.
AT ey .o
- e Phwy =00 -
i
R v
e Prows Jd ¥
e Product Description (OnucaHne CcuUCTEMbBI) COOEPXKUT  OOLLYHO

MHOpMaUKIO O CUCTEME;

Hardware Version (Bepcus nnatbl yCTponcTBa) oToOpaxaeT TeKyLLyHo
BEPCMIO YCTAHOBIIEHHbIX B KOMMYTaTOP KOMMOHEHTOB;

Firmware Version (Bepcusi npoLLMBKM) oTOBpaxaeT TEKyLLy BEPCUIO

NPOLLUNBKW,
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e Base Mac Address (Mak-agpec);

e  Serial Number (cepwiiHbIi HOMED);

e System Uptime (Bpemsi 3anycka CWUCTEMbI) OTOOpa)kaeT CKOSbKO
BPEMEHW MPOLUIIO C MOMEHTA BKITHOYEHUS] KOMMYTATOPa;
e System Clock (Tekywee BpemMs) Takke mMokasbiBaeT dopmart
oTobpaxeHns AaTbl U BPEMEHM.
11.2.2 System > IP Address (HacTtpoiika IP agpeca)
.V‘n“. « i an “e o - s - -
& AT bt Ll RO B 0 T
i
e T LT = mm TT2ZH 1
1 Taahr i e o e
FEeWa AT e
“dbs M hhrhhal
PR I, 5 S I 1
[T e = 2 dmll JaRnMadLeEe
e VM TR o ST T T A SR e U s
B R TR et e e BT

(%)

=AERr|

[ o

LS

HaHHas ctpaHnua WEB-uHTepdeiica no3sonseT uameHsite /P address

(IP appec kommyTatopa), Subnet mask (macky nodcemu) n Gateway address

(IP adpec wnto3a). 3Tn yctaHoBku npuHagnexat Admin VLAN kommyTatopa

(no ymonyanwmio), npyn atom Homep VLAN (1) He moxeT ObiTb n3ameHeH. MNocrne

BHECEHWNSI NU3MEHEHUIN HaXXMUTe KHOMKy Apply (MPUHATB).

lMocne usmeHeHusi IP adpeca kommymamopa coeduHeHue ¢ WEB-

uHmepgheticom npepsemcs. [nss noemopHo20 rnooKYeHUsT noHadobumcs

ocyuwiecmsums 8xo0 ¢ HoebIM IP adpecom u npoldmu asmopusauyuro.

31



11.2.3 System > User Management (MHdopmaumsa o nonb3oBaTensx)
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Ha panHon ctpanHnue WEB wHTepdenca ectb BO3MOXHOCTb
n3MeHMTb/3aaaTb HOBbIN naponb (Password) gna Tekywero nonb3oBaTerns
admin (no ymon4YaHuiO), W3MEHWTb MNpaBa [ocTyna K YrnpaBneHuio
kommyTatopom (User Level) v gp.

Mapone HeobGxoguMMo BBOAWUTL C y4eToM peructpa. [Maponb moxet

cogepxaTtb 00 16 cumBonoB. [N cmeHbl Napons HeobGxoAuMo OBaXAbl

BBECTM HOBbI Naponb B none Password n B Confirm Password.
Ona Toro 4ytobbl M3MEHeHWs BCTYNUNM B Cuiy, HeobXxoaMMo HaxaTb
kHonky Apply (MpuHAaTe). Mocne aToro nonb3oBaTtento notpebyercs 3aHOBO

BonTn B WEB nHTepdenc kommytatopa, MCnonb3ys HOBbIN Naposb.
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11.2.4 System > Serial Information (HacTponkn nitepdenca RS232 ans
ynpaBneHuss KoOMMyTaTopom)
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OaHHas cTpannua WEB-uHTepdelica copepxut  napameTpbl
yrnpaBrneHnss KoMMyTaTopoM uyepe3 uHTepderic RS232, ucnonb3ys nopt
CONSOLE. Mpn ynpaBneHun kommyTaTopom 4epe3 HyperTerminal (unu
nogobHylo nporpammy) ybeaoutecb, 4YTO HacTPOMKM  COOTBETCTBYHOT

npuBeOeHHbIM Ha 3TOW CTPaHULLE 3HaYEHUAM.
e Baud rate (ckopocTb nepefayun gaHHbIX);
e Character Size (paamep CMMBOJIOB);
e  Parity code (6but yeTHOCTHN);
e  Stop bits (cTonoBble OUTHI);

e Flow control (ynpaBneHne NOTOKOM).
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11.2.5 System > SNTP Configuration (Hactpoika npotokona SNTP)
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Ha panHon cTtpaHuue WEB uHTepdpelica HaxogaTcs HacTpoOrku npoTokona

SNTP (npoTokon CMHXpPOHU3aLUM BPEMEHM MO KOMMbIOTEPHOW CETH).

e Server IP Address 1 — IP agpec cepBepa OCHOBHOrO cepBepa

CUHXPOHM3aUnNn BpEMEHU;

e Server IP Address 2 — IP agpec pe3epBHOro cepeepa CUHXpPOHU3aLUn

BpEeMEHN;

e Server IP Address 3 — IP agpec elle ogHOro pesepBHOro cepsepa

CUHXPOHM3aUnn BpeEMEHU,

e Time Interval — uHTepBan 3anpoCoOB Ha CUMHXPOHWU3ALUIO BpPEMEHU

(3HaveHue no ymonyaHuo 1800 cek);
e Time Zone — BbIGOP 4YACOBOro NOSCa;

o Enable Status — none otobpaxeHus TekyLero craTyca;

e Last Update Time — nome oTtobpaxeHus nocnegHero npouecca

CUHXPOHU3aUnn.

[nsa Toro YTOObI U3MEHEHMS BCTynunun B cuny, HeobX0aMMO HaxaTb KHOMKY

Apply (MpuHATB).
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11.2.6 System > SNMP Community (OcHOBHbIe HacTpPOMKU NpoToKona
SNMP)
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Ha paHHon ctpaHnue WEB wuHTepdenica npegcrtaBneHbl obuive
HaCTpOMKM Ans ynpaeneHusi kommyTtatopom Yepe3 SNMP. Mo ymonyaHuio B
KOMMyTatope co3fjaHa ofHa 3anucb Public ¢ npaBaMu TOMbKO Ha 4TeHue
(ReadOnly).

Bcero moxeT ObiTb co3gaHo 8 3anucen. Ecnv npepgnonaraetca
ynpaBnsTb kKommyTaTtopom Yyepe3d SNMP crnegyeT co3gaTb 3anucb C NpaBamu
Ha Ytenne/3anuce (Read/Write).

11.2.7 System > SNMP TRAP Configuration (Hactpoiika TRAP
yBeaoMIeHnmn)

m e .t was e iy ey s .- e i

o Sheen Tismreasen SVSTTISTACACT s Contyparelon
SRS G T TRl SR
L Lser Mangeeeat 100230 M Ji3szle v !
Fendc S (14
« el g -
JivAhip eraer 0
" 27 Qi pawebia Cegres Zectnt
* P famminl faxihrrtnvlans Tygne W
i Aeile v
* St TRAD it |
* TACACS+ Carfgintion RefeH Nt Mwp

"l

35



Hactpovikn Ha pgaHHon cTpaHuue WEB wHTepdienica nossonstor

ckoHdurypupoaTb nonyyeHne TRAP coobiieHun. [ina atoro Heo6xoaumo:

e BuibpaTtb B none TRAP Name vms anst nonyyenunsa TRAP coobuieHni;

e Buibpate IP appec (Transmit IP Address), kotopbin ©Oyget -
ucnonb3oBatb TRAP npoTokon;

e Bribpatb Bepcuto SNMP (SNMP Version).

Korga Bce HacTpoiiku 6yayT npou3BedeHbl YCMewHo, KoMMyTaTop
cmoxeT nepecbinate TRAP coobuweHnus Ha ykasaHHbin |IP agpec. [Ons
BHECEHUS] U3MEHEHWIA creayeT yaanuTb TEKyLLylo KOHdUrypaumio 1 cosgatb
HOBY!O.

11.2.8 System > TACACS+ Configuration (HacTpoika npoTokona
Tacacs+)
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Ha paHHon ctpannue WEB wmHTepdenca npeactaBneHbl HaCcTpPOWMKK
ansa ncnonb3oBaHus npotokonia TACACS+ lMNonb3oBatento npegoctaBnsaeTcst
BO3MOXHOCTb  BKMtovaTb/oTknoyate  TACACS+, ycraHaBnuBaTb —ajpeca
Master Server IP, Backup Server IP, Tun ayTeHTUdUKALUN U KIKOY TPYMMb
none3oBatenen. Nepen BHECEHMEM U3MEHEHMI B yCTaHOBKM, ybeanTech, YTo
dyHkuma TACACS+ BkntoveHa.
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Beeaute IP agpec TACACS+ cepBepa, 3artem Bblbepute Tun
ayteHTudmkauum (PAP  unu  CHAP)u 3apante knwod  ans  rpynnbl
none3oBaTtenen B none Shared Secret.

[nsi Toro YTo6bl U3MEHEHMS BCTYNUIN B CUIY, HEOOXOAMMO HaXaTb KHOMKY
Apply (MpuHATB).

11.2.9 System > Log (YnpaBneHue 3anucbio Noros)

Ha panHon cTtpaHunue WEB wmHTepdeica npenctaBneHbl HAaCTPOMKU
dunbTpa BbIBOAA 3anucaHHbIX noroB. B none Log Priority moryt 6bITb
crnegyowmne 3HavYeHust:

e (Critical — BbIBOOUT WHMOPMaLMIO, OTHOCALLYCA TOMbKO K
KPUTUYECKOMY YPOBHIO BXXHOCTM;

e Debugging — BbIBOANT MHDOPMALUIO ANS OTNaOKu;

e Informational — BbIBOAUT wuHOPMaUMIO AN OTnagkm w obLiyto
WHhopmaLmio B norax;

e ALL — BbiBOAUT BClO MHOPMaLMIO.
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YT106bI NPUMEHUTB PUNbTP NOroB HaxxMuUTe KHomnky Refresh (0B6HOBUTB).
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11.3 Port Configuration (KoHdurypmpoBaHue nopToB)
11.3.1 Port > Basic Configuration (KoHcdurypaumsa noptoB)

Ha panHown ctpaHuue WEB uHTepdelica npeactaBneHa nHgopmaums
no Kagomy MopTy koMMyTaTtopa. [lonb3oBaTenb MOXET MEHsiTb CKOPOCTb
nepegayvv AaHHbIX, BKIOYATb WK OTKMOYaTh TOT MMM MHOW NOPT, (PyHKUMIO
Flow Control, pasamep Jumbo Frame, npocmaTtpuBaTb 6a30Byt0 MHpopmaumio.

[na HacTpoOWKM KOHKPEeTHOro nopta HeobxoouMmo BbIOGpaTb ero u3s
cnucka (nMbo BbIGpaTh BCe nopThl). [1o ymonyaHuio BCe MOPTbl BKMIOYEHbI
(Enable), 4TobbI BbIKIIOYUTL MOPT HEOOX0AUMO BbIOpaTh OTKMIOUMTL (Disable).
YT06bl N3MEHEHUSI BCTYNWUAW B CUIY, HA&XMUTE KHOMKY Apply (MPpUHATB).

Takum xxe obpasom BbIOMpaeTcs 3HaYEeHUs1 CKOPOCTK ANs BbIOpaHHOTO
nopta. Ecnn ana kakoro-nu6o nopta BeibpaTtb Full-10 (Ckopocmb nepedayu
10 Mb6um/c, Adynnekc), TO NOPT NEPEKMIOYNTCS B PEXUM YBENNYEHUs
AanbHOCTY nepeayn curHanos o 250m (oH xxe CCTV pexum). Takke nopthbl
MaTpuLbl CMOCOOHbI aBTOMAaTUYEeCKU MEepPexoauTb B 3TOT PeXuM Mpu
noakmntoveHun K nuHumn gnivHon 100-250m, obmMeH gaHHbIMKM NoAepXMBaeTCA
Tonbko ¢ Uplink noptamu.

lMocne BHeECEHMS W3MEHEHUA HaXXMuUTe KHOMKY Apply (NpUHATBL).
Haxatne kHonkn Refresh (06HOBMTb) OOHOBMT 3HAYeHUs HacTpoek And
NnopToB.
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11.3.2 Port > Port Statistics (Ctatuctuka pa6ortbl noptoB)
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Ha panHon ctpanmue WEB wuHTepdbenca npeacraBneHa Bces

OOCTynHasi Midopmauus no paboTe NOPTOB B BuAe Tabnumubi:

e Send Packets Num - Konn4ecTBO OTNpaBfeHHbIX NaKkeToB;

e Send Octets Num - konn4ecTBO OTNpaBreHHbIX 6anT;

e Received Packets Num - konn4ecTBO NPUHSTLIX NaKeTOB;

e Received Octets Num - Konn4ecTBO NPUHSATBLIX OaNT;

e  Error Packets Num - konim4ecTBO NPUHATBLIX NAKETOB C OLUMGKOI;

e Discard Packets Num - KONMMYECTBO «APOMHYTbIX» MaKETOB Mpu

nony4yeHun.

11.3.3 Port > Storm Control (HacTpoika cdyHkuum Storm Control)

OanHaa ctpaHnua WEB wHTepdpenica nossonseTr HacTpauBaTb
yHKumio  Storm  Control (3awwMTy OT BIAMSIHAS  LUMPOKOBELLATENbHbIX
(Multicast) naketoB n DLF nakeTtoB Ha nepenaBaemeblii/nonyyaembiin Tpagouk)
AN KOHKPETHOro nopTa.

YT106bl BKMOYNTL UNKN OTKIMKOYMTL byHKumno Storm Control Beibepute
KOHKpETHble NopThbl U3 CNucKa, Aanee 3awuTy Ans KOHKPeTHOro Buaa nakeToB
Broadcast Suppression, Multicast suppression n DLF suppression, a Takke
YCTaHOBWTb YpOBEHb MHrMOUpoBaHusa (nogasneHus) B npegenax 1-1024000
Kéur/c.

Bce nameHeHusa noateepxaatoTcs kKHonkow Apply (NpuHATB).
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11.3.4 Port > Port Rate (OrpaHnyeHune nponyckHOM Cnoco6HOCTM Ha
nopTax)

Ha paHHoi ctpaHuue WEB nHTepdelica MOXHO rMbko orpaHu4mMBaTth
CKOpPOCTb NMpuema/nepenayun NakeToB Ha BbIbpaHHOM MopTe.

[nsa atoro BbIbepuTe NopT, yKkaxute 3HayeHne (Kout/c) ana ckopoctu
nepegaym paHHbix (Send Packets Rate Control) v gna ckopocTu npvema
naHHbIX (Receive Packets Rate Control).

Ons noateBepxaeHUs BbIOpaHHbIX HACTPOEK HaxXMuTe KHomnky Apply
(MpuHATL). ONs OTMEHbl OrpaHWYeHust MPOMYCKHOW CMOCOBHOCTU HaxmuTe
kHonky Cancel (oTmeHa).
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11.3.5 Port > Protected Port (3awuTta noprtoB)
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Ha gaHHon ctpaHnue WEB nHTepdelica ecTb BO3MOXHOCTb BbiIOpaTh
nopT, KOTOPLIN ByaeT M30NMPOBaH OT APYruX (3alMLLEH OH Npvemal/nepenayn
Tpadwmka)

M3onmpoBaHHbI NOPT HE MOXET OOMeHMBaTLCS AaHHBbIMU C APYruMuy
N305IMPOBaHHLIMK NMOpPTaMu.

M3onupoBaHHbIA MOPT MOXET OOMeHMBaTbCs [aHHbIMU TOMbKO C
HEN30NMPOBaHHbLIM NOPTOM/MOPTAMM.

e KHonka Protected Port— genaet nopT n3onMpoBaHHbIM;
e KHonka Unprotected Port — cHuMaeT ctaTyc U30NMpPOBaHHOIO C NOpTa;

e KHonka Refresh — 0GHOBRAAET BECb CMNUCOK NOPTOB U MX CTaTyC.
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11.3.6 Port > Port Mirror (3epkanupoBaHue nopToB)
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Ha paHHon ctpannue WEB wHTepdenca p[ocTynHbl HacTpOWKu
3epkanupoBanua (mirroring) nopToB. Bbibupaetcs oauH nopt (Listen Port),
KOTOPbIN Oynet aybnuposatb Tpaduk apyrux nopTos
(npyHMMaembl/nony4yaemblii).

e Bbibepute nopt-3epkano (Listen Port), koTopbin 6yget aybnuposatb
TpaduK Apyrux NopTos.;

e BbibepuTte nopThl, Tpaduk koTopbix OyaeT AybnmpoBaTbcs Ha NopT-
3epkano;

e Bbibepute, kakne umeHHo nakeTbl ByayT AybnupoBaTbcA Ha MOPT-
3epkano Receive (npuHMmaemble) Transmit (oTnpaBnsemble).

[ns Toro 4YTo6bl U3MEHEHMS BCTYNUNK B CUIY, HEO6XOAMMO HaxKaTb KHOMKY
Apply (MpUHATB).

YTt0o6bl yoanuTbe NpeablgyLLyto HaCTPOWKY 3epkanupoBaHus BeibepuTe B
Bbinagatoem meHto Unset n Haxmute kHonky Apply (MpuHaTs).
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11.3.7 Port > Port Trunking

B oaHHOM pasfene HaxoasaTcs HaCcTPOWKKM, MO3BOMSAOLWME co3aaBaTb
nornyeckue kaHanbl (Trunk’n)

11.3.7.1 Port > Port Trunking > Trunk Group (Co3aaHue trunk rpynnsi)

Ha panHown ctpaHunue WEB wnHTepdenca npenctaBneHbl HAaCTPOMKU
anga koHdurypauum trunk rpynn.
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Ona cosgaHua trunk rpynnel cneayeT Bbibpath B none Trunk Group
Heobxogumyto rpynny (1, 2 n T4.), @ 3aTeM BbIOpaTb OANH N3 HECKONBbKUX
BapunaHToB co3gaHug trunk’a.

e SRC-MAC - Meton, ocHoBaHHbin Ha MAC apgpece UCTO4YHMKA
(source);
e DST-MAC - Meton, ocHoBaHHbin Ha MAC apgpece HasHayeHus
(destination);
e SRC-DST-MAC - MeTton, ocHoBaHHbIn, kak Ha MAC appece
ncTouvHuka (source), Tak 1 Ha MAC agpece HasHadeHus (destination).
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e SRC-IP - MeTtoga, ocHOBaHHbIN Ha IP agpece ncroyHuka (source);

e DST-IP — Meton, ocHoBaHHbIM Ha [P agpece HasHauveHus
(destination);

e SRC-DST-IP — Meton, ocHoBaHHbIN kak Ha |IP agpece ucTouvHMKa

(source), Tak n Ha IP agpece HasHa4veHus (destination).

Ons go6asneHuns Haxmute kHonky Apply (MprHATL).

Ons ypaneHus cywecTtBylowen trunk-rpynnel ncnonb3ynite kHonky Delete
(Yaanutb).

11.3.7.2 Port > Port Trunking > Trunk Configuration (KoHcurypupoBaHue
trunk’os)

Ha pgaHHOM cTpaHuue npeAcTaBreHbl HAaCTPOMKM ANs KOHUrypaumm
trunk nopToB. Bbl MoxeTe 4o6aBnaTb MX B co3aaHHble Trunk rpynnbi.
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UTtobbl pobaBuTb nopT B BblbpaHHyto trunk-rpynny Bbibepute
COOTBETCTBYIOLLMI NOPT U3 CNMCKa.

Mocne BknoyeHus nopTtoB B trunk-rpynny Haxmute Apply (NPUHATB).
Ons ypaneHus nopta w3 rpynnbl BblbepuTe COOTBETCTBYIOLIMA NOPT U
HaxmuTte Delete (yoanuts).
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11.3.7.3 Port > Port Trunking > Trunk Information (UHcdopmauus o
Trunk’ax)

Ha panHon cTpaHnue WEB wHTepdenica HaxoguTcsa cBOAHas
WHpopmaums o trunk-rpynnax, noprax-y4acTHukax u T.4.

MHdopmaumss npegocTaBneHa TOMbKO ANS YTEHUSs U MOXeT ObITb
obHoBrneHa kHonkon Refresh (06HOBUTD).
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11.3.8 Port > DDM Information (KoHTponb napametpoB SFP moaynen)

Ha aton cTtpaHuue npeacraeneHa MHopmauusa O Takux napamerpax
paboTtbl SFP Mogynen kak HanpsbkeHue nuTaHus, TemnepaTtypa Mogyns, TOK
CMeLLeHMA U MOLLHOCTb nasepa, ypoBeHb npuHuMaemoro curHana. [daHHble
napameTpbl  MO3BOMAIOT  OMNpedenuTb  COCTOSHWE  NIUHUM B LIErOM.
(Mcnonb3yembie SFP modynu domkHbl noddepxueambs amy hyHKUUIO.)
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11.4 VLAN (Hactpouka VLAN)

11.4.1 VLAN > VLAN Configuration (Hactponka VLAN)
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Ha paHHow ctpaHunue WEB nHTepdernica npeactaBneHa BO3MOXHOCTb
cospgaHmna VLAN, a Takke npeactaBneHa nHpopMmaums O CO3OaHHbIX paHee
VLAN.

Ona cosgaHua HoBon VLAN ykaxuTte ee ID B ctpoke VLAN ID (o1 2 go
4094, 3HauyeHne 1 - 3apesepBupoBaHO cucTtemMon). [Ona nopTeBepXaeHus
cosgaHns VLAN Haxmute kHonky Apply (MpuHATS).

Ons ypaneHus co3pgaHHon paHee VLAN notpebyetcsi BbIOpathb
HY>KHYIO 3anmcb M3 Cnmncka 1 ganee Haxartb kHonky Delete (yopanutb). 3anuch
u3 cnucka Takke OyneT ypaneHa (kpome VLAN 1 3apesepBupoBaHO
cucTemon).

B cnucke nokasaHbl Bce cosgaHHble VLAN © nopTbi-y4acTHUKM
(members) kaxgoro VLAN. Port member (noptbl — y4acTHukm VLAN) moryT
BknovyaTb B ceba kak TernpoBaHHble nopThl (T - tagged) Tak u He
TermpoBaHHble (U - untagged).
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11.4.2 VLAN > Access port (KoHdurypauusa Access noptos VLAN)
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Ha panHom cTtpaHuue WEB wuHTepdelica  npeactaBneHbl
BO3MOXHOCTM MO KoHdurypmposaHuio Access noptos anst VLAN.

Bbibepute nopT, OTMETMB €ro Ha AvarpaMmme NopToB KOMMyTaTtopa, a
3aTem ykaxuTe, kakon VLAN gaHHbI nopT OyaoeT npuHaanexarsb.

Pexum Access nopgpasymeBaeT, 4To nopT OyaeT nOMedveH, Kak
untagged (He TervpoBaHHbIN). B pexume access MopT MOXeT OTHOCUTbCH
Tonbko kK ogHomy VLAN.

HaxmuTe Apply (NpyHATL), YTOOLI 3aBEPLUNTL HACTPOWKY.

11.4.3 VLAN > Trunk port (KoHdurypauusa Trunk noptoB VLAN)

Ha paHHom cTtpaHuue WEB  wuHTepdelica npeactaBneHbl
BO3MOXHOCTM MO KOHpUrypmposaHuio Trunk noptos ansa VLAN.

Pexum Trunk nogpasymeBaeT, 4To nopT byget nomeueH, kak tagged
(TermpoBaHHbIN) 1 NpuHagnexaTs BblopaHHonm VLAN.

B pexume trunk nopT MOXeT OTHOCUMTbCA K Heckonbkum VLAN
OOHOBPEMEHHO.

HaxmuTe Apply (NpUHATL), YTOOLI 3aBEPLUNTL HACTPOWKY.
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11.4.4 VLAN > Hybrid port (Kondurypauusa Hybrid noptos VLAN)

Ha aTon CTpaHuue npeacTaBneHbl BO3MOXHOCTU
KoHdurypuposaHuo Hybrid noptos ans VLAN.

Pexum Hybrid nogpasymeBaeTt, 4To nopT OygeT nomeuyeH,
untagged (He TermpoBaHHbIN) U ByaeT npuHagnexaTb BoiopaHHo VLAN.

B pexume Hybrid nopT MOXeT OTHOCUMTBLCA TONbKO K ogHon VLAN.

Haxmute Apply (NpUHATB), YTOOLI 3aBEPLLMNTL HACTPOKKY.
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e Port— Bbibop nopTta Ha AnarpamMmme NopToB KOMMYTaTopa;
o Default VLAN (no6aButb 3anucek B VLAN no ymonyanuio);
e Tagged VLAN (nob6aBuTb NOPT Kak TEMMPOBaHHbIN);

e Untagged VLAN (no6aBuTb NOPT Kak He TEMMPOBAaHHbIN).

11.5 SECURITY (HacTtpowku 6e3onacHocTu)
11.5.1 SECURITY > MAC (Hactpownkn MAC agpecoB)

11.5.1.1 SECURITY > MAC > MAC Bind (Hactpowka npusasku MAC
aapecoB)

HanHasa ctpaHnua WEB wHTepdenca npegoctaBnseT BO3MOXHOCTb
npuesasku MAC agpeca k nopty (MAC Address) unu k VLAN (VLAN ID).

Bce wusmeHeHns Ha cTpaHuue noaTBepxaalTcs KHonkom Apply
(MpuHATE). Ecnn npmBsisky HEOOXo0AMMO yaanuTb, Ucnonb3ynTte kKHonky Delete
(Yoanutb). KHonka Select all (BbibpaTb BCe) MO3BONWUT ydanuTb cpasy Bce
NPUBSA3KKU, HACTPOEHHbIE PaHee.
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11.5.1.2 SECURITY > MAC > MAC Auto Bind (ABToMaTn4eckasi npuBs3kKa
MAC agpecoB)

Ha panHon cTtpaHunue WEB wuHTepdenca HaxogoaTcs cBegeHust o6
aBTomaTunyeckon npuesiske MAC agpecoB k noptam. MNokasaHa AnHaMmmu4yeckas
npuesizka MAC agpecoB k noptam (MAC koTopble Obinn 3aHeceHbl B Tabnvuy
MAC appecoB koMMyTaTopa), a Takke kK VLAN OTHOCALMMCS K 3TUM nopTam.
Bbl mMoxeTe BbIOpaTb AMHAMWYECKYD MPUBA3KY U KOHBEPTMPOBaTb €€ B
NOCTOSIHHYIO NPUBSA3KY (Static binding).
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lMocne okoHYaHMsA pedakTMpOBaHUSA 3HaYEHUIN, HaXMuUTe KHONKY Apply
(npuHaTe). KHonka Select all (BbibpaTh BCE) no3BonsieT BbibpaTh cpasy Bce
3anucw.

11.5.1.3 SECURITY > MAC > MAC Address Filter (HacTponka cunbtpa
MAC agpecoB)

HacTpolikn Ha aTon CTpaHuue NO3BONSOT NPOU3BOAUTL hUNbTpaLnio
MAC agpecoB gns noptoB. 3anucu ¢ MAC agpecamu uvcnonb3ylTca Ans
Bxogda B dunbtp MAC agpecos, a VLAN ID ucnone3yetcs ans cwnbTpaumm
MAC agpeca cooteetctBytowlen VLAN.

Onst Toro 4to6bl M3MEHEHUS BCTYNWUNW B CUNY HaXXMUTE KHOMKy Apply
(MpuHATL), ecnu 3anucb HeobxodMMO yaanuTb, HaxmuTe kHomky Delete
(Yoanutb), kHonka Select all (BbibpaTb Bce) no3sonsieT BbibpaTb cpa3y Bce
3anucu.
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11.5.2 SECURITY > ACL (HacTtporku npaBun u cnuckos goctyna ACL)

11.5.2.1 SECURITY > ACL > ACL Based Source IP (HacTtponka ACL
npasun ¢ nomoulsio IP)
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Ha paHHon ctpaHuue WEB uHTepderica HaxoasTcs HacTporikn ACL
(cnvckun ynpaBneHus 4oCTynom) Ans ctaHgapTtHow rpynnel IP. MNMonb3oBaTtens
MoXeT 3agaTb camoctosaTensHo ACL rpynny (¢ Homepamu 1-99 unu 1300-
1999) c npasunamu anga IP agpecos. CTaHOapTHble npaBuna KOHTPONMPYOT
nepeHanpasneHne cxogHblx IP nakeTos.

Monb3oBaTene MOXET HacTpavMBaTb MnpaBuna, ucxopHoin IP appec
OOMKeH ObITb yKasaH C MacKoW, MpaBWUio MOXET coBnagaTb ¢ Habopom IP
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agpecoB. Ecnn npaBuno kacaetca |IP agpeca u3s gnanasona 192.168.0.0 -
192.168.0.255, Hanpumep 192.168.0.1, TO 9TO COOTBETCTBYET Macke
0.0.0.255. Kaxxgoe npaBuno [OIMKHO cofepXaTb napameTp unbTpauuu:
3anpeTuTb (deny) unu paspewunts (allow).

Monb3oBaTenb MOXeT co3gaBaTb NpaBuO B rpynne, ums Ans
npaBuna asTomaTudecku 3agaetcs. [lpy yganeHunm oOfHOro npasuvna,
ocTanbHble MpaBuia He Wu3MeHsATCH. [Ans yaaneHusa Bcex npasBun cpasy
ucnonb3ynte kHonky Select all (BbibpaTb Bce), a 3ateM kHonky Delete
(yoanuts). KHonka Apply (NpyvHATb) — ucnonb3dyetcs Ans MOATBEPXKOEHMWS
HaCTpOeK.

11.5.2.2 SECURITY > ACL > ACL Based Extended IP (Hactpoika ACL
npasun ¢ nomouwbio Extended IP)
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Ha paHHown cTpaHnue WEB nHTepderica npeactaBneHa BO3MOXHOCTb
anst cosgaHus ACL npaBun C paclumpeHHbIMW HacTpoikamu |IP agpecos.
Monb3oBatenb MmoxeT BoiopaTb Homep ACL rpynnel (B npegenax 100-199 vnu
2000-2699) 1 co3gaTb HECKONbKO MpaBun ANS rpynnbl.

Ons cosgaHuns npasBun HYyXHO BblbpaTb cooTBeTcTByloWwme nons, IP
appeca, tvn npotokona (ICMP, TCP, UDP, 1 T.n.), ncxogawmmn nopt n nopt
HasHa4veHus (Tonbko ansa npotokonos TCP u UDP), n TCP flag.

Mpu co3gaHum npaeun, ucxogHole IP agpeca v agpeca HasHa4yeHus
OOIMKHbI cofepXaTb Macky. Macka agpeca npeacTaBreHa B UHBEPCHOM KoAe.
Ecnn npaBuno «kacaetca I[P apgpeca w3 pguanasonHa 192.168.0.0 -
192.168.0.255, Hanpumep 192.168.0.1, TOo 9TO COOTBETCTBYeT Macke
0.0.0.255. Kaxgoe npaBuno [OIMKHO cofepXaTb napameTp unbTpauuu:
3anpeTuTb (deny) unu paspewwnts (allow).

52



Monb3oBaTenb MOXET co3gaBaTb NpaBuO B rpynne, ums Ans
npaBuna asTomaTtudeckn 3agaetcs. [lpy yganeHum OJHOro npasuvna,
ocTalnbHble MpaBura He W3MeHsTCs. [ns yaaneHus Bcex MpaBun cpasy
ucnonb3dynte kHonky Select all (BbibpaTe Bce), a 3atem kHonky Delete
(yoanuts). KHonka Apply (npyHATb) — ucnonb3yeTcs Anst NOATBEPXKOEHMWS
HacTpoex.

11.5.2.3 SECURITY > ACL > ACL Based MAC IP (Hactpownka ACL npaBun
c nomouwbio MAC)

Ha panHown ctpaHunue WEB wmHTepdenca npenctaBneHbl HAaCTPOMKU
ACL npaeun gnsa rpynnbel IP agpecos, cBasaHHbiMm ¢ MAC apgpecamw.
MpaBuna moryT GbITb CO3aaHbl Ha ocHoBe ucxopHoro IP agpeca, ncxogHoro
MAC agpeca, a Takke |IP agpeca HasHaueHus. JocTynHo BeiGpaTb Homep ACL
rpynnel B npegenax AauvanasoHa 700-799, a Tawkke co3gatb OOHO MMM
HECKOITbKO NpaBwn Ans rpynnbl.

Mpu cozganum npasun MAC agpec uctouHuka, IP agpec nctouHmka u
IP agpec HasHaveHus OOMmKHbI ObITb B 0gHOM AuanasoHe. Hanpumep, ang
AvanasoHa |IP agpecos 192.168.0.0 - 192.168.0.255, |IP agpec moxeT 6bITb
192.168.0.1 (macka 0.0.0.255). Takke ons co34aHHbIX NPaBui OOIMKEH ObITh
yctaHoBneH craTyc (filter): allow (paspewwTb) nnu deny (3anpetuTsb).

Mpn co3pgaHuM npaBuna Ans rpynnbl, MNpaBuily aBTOMAaTUYECKM
npuceavBaeTcss Homep. Korga npaBuno ygansieTcs w3 rpynnbl, ocTanbHble
npaBuna ocTalTCAd HeM3MEeHHbIMKW, [aree cucTtema aBTOMaTUYECKM
Npon3BOAUT COPTUPOBKY Mpasun B rpynne. MNpu He0OXo0AMMOCTU yaanuTb BCIO
rpynny npaswn, cnegyet BblbpaTtb All (Bce), nanee Haxatb Delete (yganuts).
Bce HacTpomkM Ha p[daHHOW CcTpaHuue noAareBepxgarwTcs kHonkon Apply
(NpuHATB).
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11.5.2.4 SECURITY > ACL > ACL Based MAC ARP (HacTpoika ACL
npaeun ¢ nomoubio MAC gna ARP naketoB)
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Ha panHon cTtpaHuue WEB wmHTepdenca npenctaBneHbl HACTPOMKU
ACL npasun gna ARP naketoB ¢ nomowbto MAC agpecos. lNMpaBuna moryt
OblTb co3gaHbl Ha ocHoBe |IP apgpeca otnpaButens, MAC apgpeca
otnpasutend. Homep ACL rpynnbl MmoxHo BbIGpaTb B npegenax AvanasoHa
1100-1199.

Mpn co3ganum npasun MAC apgpec otnpasutens, [P apgpec
oTnpaBuTensl A4OMKHbI ObITb B OOHOM AuanasoHe. Hanpumep, ons gvanasoHa
IP agpeco 192.168.0.0 - 192.168.0.255, IP agpec moxeT 6biTb 192.168.0.1
(macka 0.0.0.255). Takke Ana co3gaHHbIX NpaBun AOMKeH ObiTb yCTaHOBNEH
ctaryc (filter): allow (pa3pewunTb) unu deny (3anpeTnTsb).

Mpu cospgaHuM npaBuna Ans rPynnbl, M[paBuily aBTOMAaTUYECKM
npuceavBaeTcs Homep. Korga npaBuno ygansieTcsa w3 rpynnbl, ocTanbHble
npaBuna ocTalTCAd HEU3MEHHbIMKW, [arnee cucTtema aBTOMaTUYECKM
Npon3BOAUT COPTUPOBKY Mpaswun B rpynne. MNpu HeoOXoAMMOCTU yaanuTb BCIO
rpynny npaswn, cnegyet BblbpaTtb All (Bce), nanee Haxatb Delete (yganutsb).
Bce HacTpoMkM Ha [aHHOW cTpaHuue noAareBepXxparTca kHonkon Apply
(NpuHATB).

11.5.2.5 SECURITY > ACL > ACL Group (Hactpouka rpynn ACL)

Ha atoi ctpaHuue WEB nHTepderica npefctaeneHsl HacTponku ACL
npasun Ans unbTpauun nakeToB, Nnonyvyaemblx noptamu. Beibepute nopr,
Bblbepute ACL rpynny wm3 cnucka u Haxmute Apply=>. Ona ynaneHus
Bblbepute ALC rpynny us cnucka gobaeneHHbix 1 Haxmute Delete<=.
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11.5.2.6 SECURITY > ACL > ACL Resource (Ha6op gevcteyrowmx ACL
npasun)
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Ha paHHOM cTpaHuue oTobpaxkeHa AeNCTBYOLWAsa B TEKYLIMA MOMEHT
koHdurypauma ACL npaswun.

WHdopmMaumnsa npegctaBneHa TOMbKO ANA YTEeHUS U He MoxeT ObiTb
usmeHeHa. [na obHoBneHus uHdopmMauun mcnonb3yeTtca kHonka Refresh

(o6HoBUTL). [Inga BbI3OBa CnpaBku Mo pasgerny — Mcrnonb3yeTcs kHonka Help
(nomoLyp).
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11.5.3 SECURITY > AAA (ABTOpu3auusi, ayTeHTUUKaLNA, aKKayHTUHT)

11.5.3.1 SECURITY > AAA > AAA Global Configuration (Hactpoinka
napamMmeTpoB aBTOpu3auuu n ayteHTudukaumum - AAA)
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Ha atonn crtpannue WEB wuHTepdelica npeacrtaBneHbl HaCTPOWKK
CUCTEMbBI ayTEHTUdMKALMM 1 aBTOpM3aLmMn Ha ocHoBe cTaHgapTa 802.1x:

802.1x — Bkniovaet/BbikniovaeT (Disable/Enable) npumeHeHue

ayTeHTUdukaLmm 1 asTopusarmm no ctaHgapty 802.1x;

Reauthentication —  BknovaeTt/Boikntovaet  (Disable/Enable)
NMOBTOPHYIO ayTeHTudukaumio. [lo  ymomnyaHuioo  OTKIHOYEHO.
BkniovyeHne  paHHoM  doyHKUMKM  caenaeT  ayTeHTudukauumio

nonb3oBatenen 6onee HageXHOW, HO HE3HAYUTENbHO YBENMUYUT
ceTeBOW Tpauk;

Reauthentication period — 3apaeTca Bpems B CeKyHAaax Ans
NOBTOPHOW ayTeHTUUKauun. AKTUBHO TOMNbKO NPWU BKITHOYEHHOM
dyHKunn Reauthentication, 3HadeHne 3600 cek (N0 yMOn4YaHuto);
RADIUS Server IP — |IP agpec cepBepa RADIUS, pgomkeH 6biTb

YCTaHOBIEH AN Npoueaypbl ayTeHTUDUKaLNK;
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e Alternative RADIUS Server IP — |P apgpec anbTepHaTUBHOMO
cepeepa RADIUS, pgomkeH ObiTb yCTaHOBMEH [Ansi npoueaypbl
ayTeHTudmkaumu;

e Share Key — naponb ansi npoueypbl ayTeHTUdMKaUUU Mexay
kommyTtatopom u cepsepom RADIUS. Ha kommymamope u
cepsepe RADIUS JdomxkeH 6bimb nponucaH OOUHaKo8bIl
naporneb;

e Accounting Status — BKN/BbIKIT (MO YMON4YaHUIO BKI1.).

lMocne BHECEHWNSI U3MEHEHWUI B HACTPONKW, HAXMUTE KHOMNKY Apply (NPUHATB).

11.5.3.2 SECURITY > AAA > AAA Port Configuration (Hactpoiika AAA
Ans nopToB)

C nomoupbto aton ctpaHuubl WEB nHTepderica nonb3oBaTten MOXeT
U3MeHMTb pexum paboTbl nopta Ans paboTbl cUCTeMbl aBTopM3aunn U
ayTeHTMdmKauum no ctaHaapTy 802.1x.
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Kaxxablin nopT MOXeT paboTaTth B 4X pexunmax:
e N/A State (no ymonuaHuio);
e Auto state (aBTOMaTNYECKN);
e  Force-authorized (npuHyguTenbHas aBTopu3auus);

e force-unauthorized (NpuHyOUTENbLHLIA OTKa3 OT aBTopuU3aumn).
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Ecnn Ha nopTe TpebyeTca BbINONHATE ayTeHTUdMKaum no
craHgapty 802.1x HeobOxogumo BbICTaBUTbL pexum Aufo state. Ecnu He
TpebyeTca penatb ayTeHTUdMKauuMio, TO ANg AocTyna K ceTm crnepyet
BoicTaButb pexum N/A. OcTanbHble 2 pexunma peako MCMomnb3yrTca B
CTaHAapTHbIX cuTyauusax. MakcumanbHoe 3HaveHue ana nons Support Host
Num — 256.

11.5.3.3 SECURITY > AAA > AAA User Information (O6was nHcdopmaums
060 Bcex npoueccax AAA)

Ha paHnHou ctpaHuue WEB wuHTepdgenca npencraBneHbl cBeaeHUs
060 Bcex npoueccax ayTeHTUdUKaLMu Ha MopTax, HACTPOEHHbIX AN Hee.
Nudopmauus npegoctaBneHa TOMbKO AN YTEHMS 1 MOXeT ObiTb 0OOHOBMEHa
kHonkon Refresh (06HOBUTB).

i | BT = e ey— o mm |

11.5.4 SECURITY > Safe Management (YnpaBneHue HacTpomMKkamu
6e3onacHocTH)

Ha oaTon cTpaHuue npeactaBneHbl BO3MOXHOCTW MO HACTPOWKe
ynpaeneHunsi kommyTtatopom ¢ nomowbto Telnet, Web, SNMP, nx BkntoueHune
unu otknioveHne ot ACL rpynn, ynpaenenusi IP agpecamu, goctynamu K
XocTam.

Telnet, Web, SNMP cepBucbl OTkpbiTbl No ymonyanuo, ACL
unbTpaLmsa OTKIIOYEHA, BCE XOCTbI MEIT AOCTYN K cepBrcaM KOMMyTaTopa.
Mpn HeobxoouMMOCTM  AAMUHUCTPATOPY NPEenoCTaBNSAEeTCS BO3MOXHOCTb
0400pPUTb NN OrpaHNYNTL JOCTYN NONb30BaTENEN K 3TUM CepBMCaM.
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Tawkke agmuHucTpaTtop obnagaeT BO3MOXHOCTLIO NPefoCcTaBUTb
OOCTYN XOCTY K OOHOMY WINW HECKONbKUM cnocobam ynpasneHusi, UCnonb3ys
Bo3aMoxHocTM ACL dumnbTpauun. Ons peanusaumm HeoOXOAMMO OTKPbITb
cnoco6 ynpaBneHuss W BbiOpaTb yxe cywectByowyio ACL rpynny u3
AunanasoHa 1-99 (c yuetom IP agpecos).

B cnyyae ecnn agmunHucTpatop ynpaensiet yepe3 Web (Ha pgaHHon
CTpaHuLEe MeHI0), Apyrie nonb3oBaTenu 6yayT OTKMOYEHb! U NSt MOBTOPHOrO
NOAKITIOYEHUS NOHaZobUTCA NOBTOPHas aBTopm3auus.

e s we

11.6 MULTICAST (Hactpounku Multicast nepegaun gaHHbIX)
11.6.1 MULTICAST > IGMP Snooping

11.6.1.1 MULTICAST > IGMP Snooping > Configuration (Hactpoiku IGMP
shooping)
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Ha paHHon ctpanuue WEB wnHTepdeinca Bbl MOXeTe BKMOUUTL UMK
Bblknountb  (Enable/Disable) dyHkumio |IGMP  snooping  (KoppekTHasi
opraHusaums multicast rpynn n pacceinka multicast Tpaduka).

lMocne BHECEHUS U3MEHEHWUN B HAaCTPOWKM, HaxXmuTe KHomky Apply
(NpuHATB).

11.6.1.2 MULTICAST > IGMP Snooping > IGMP Snooping Group
Information (MHdbopmaumsa o rpynnax, cosgaHHbix ¢ nomouwbio IGMP
shooping)
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Ha panHowm cTtpanuue WEB wHTepdenca npepctaBneHa obuias
uHdopmauma o rpynnax IGMP pgna Bcex VLANoB. WHdopmauums
npedocTaBneHa TONMbKO ANs YTeHusi. [Ons oBHOBREHUSI HaXMUTe KHOMKY
Refresh (06HOBUTB).

11.6.2 MULTICAST > Multicast Routing (MapwpyTtusauusa Multicast
Tpacmka)

11.6.2.1 MULTICAST > Multicast Routing > Multicast Routing
Configuration (Hactponka mapwpytusauum Multicast Tpaduka)

Ha gaHHon cTtpanunue WEB wmHTepdieinica Bbl MOXeTE BKIHOUATE UIK
BblkNounTb (Enable/Disable) dyHkumio Multicast Routing (MapLipyTu3aums
multicast Tpacdwmka). lNMocne BHECEHMS U3MEHEHWUA B HACTPOWKMK, HaXmuTe
KHOMKY Apply (MPpUHATB).
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11.6.2.2 MULTICAST > Multicast Routing > Multicast Routing Table
(Tabnuua mapwpyTtnsauum Multicast Tpacduka)

Ha pganHonm crtpaHnue WEB  wuHTepdeiica  npeacrtaBsneHa
WHpopmauums, cogepxaiiasicsa B Tabnuue mapwpytusaumm multicast Tpacuka.
Wudopmauus npegocTasneHa TonNbko Ans YyteHus. [nsa obHOBNeHMs HaxMmmuTe
kHonky Refresh (06GHOBUTB).
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11.6.3 MULTICAST > IGMP (MpoTtokon IGMP)

11.6.3.1 MULTICAST > IGMP > IGMP Configuration (HacTpoiiku

npotokona IGMP)
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Ha gaHHon cTtpannue WEB wmHTepdiernica Bbl MOXeTe BKIIHOUNTE UIK

BbIkntounTh (Enable/Disable) paboty npotokona IGMP (npoTokon ynpaeneHus

rpynnoson (multicast) nepegaven aaHHbIX).

Hactpoiiku nossonstoT m3mMeHaTb Bepcuto IGMP, Interface VLAN,

BpeMeEHHbIEe MHTEpPBAallbl U Apyrme napamMmeTpbl:

Interface — Bbibop 13 cnuncka VLAN, k koTopomy ByaeT npumeHATbCA
pabota IGMP;

IGMP Enable — Bkn/Bbikn (enable/disable) npotokona IGMP;

IGMP Status — ctatyc pabotbl npotokona IGMP;

Query Interval — vHTepBan 3anpocoB (1-18000cek). 3HayeHue no
ymonuyanuio — 125 cek;

Query Max Response Time — MakcMManbHOE BpeMs OXWOAHWSA
oTBeTa Ha 3anpoc (1-240cek). 3HayeHne no ymonyaHuio — 10 cek;
Robustness Variable — 3HaveHune Robustness ans IGMP (2-7).
3HayeHve No ymonyaHuio — 2;

Last Member Query Interval — vHTepBan 3anpocoB OT MOCMNELHEro
yyactHuka IGMP rpynnbel (1-25 cek). 3HaveHne no ymonyaHuio — 1
cek;

Last Member Query Count — KONMMYeCTBO 3anpocoB OT MOCMEeAHEero
yyactHuka IGMP rpynnbl (2-7). 3HadeHue nNo ymon4yaHuio — 2;

IGMP Version — Bepcusi npoTtokona IGMP. 3HavyeHne no ymonyaHuo —
v3

Mocne BHECEHWUSI UBMEHEHUI B HACTPOWMKK, HAXXMUTE KHOMKY Apply (NPpUHAT).
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11.6.3.2 MULTICAST > IGMP > IGMP Interface (O6was nHcdopmauus o
nopTax ¢ Bkno4eHHbIM IGMP npoTtokonom)
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Ha panHon cTtpanmue WEB wHTepdenca npeactasBneHa obuias
cBoAHasi nHpopmaums 060 Bcex nopTtax ¢ BkmoveHHbIM IGMP npoTtokonom.

Wudopmauus npegocTtaBneHa TOMbKO Ans yTeHus (read only) n He moxeT

ObITb M3MeHeHa.
[ns o6HoBREeHNs nHdopmauum Haxmute KHonky Refresh (06HOBUTB).

11.6.3.3 MULTICAST > IGMP > IGMP Group (O6was nHcdopmaums o IGMP

rpynne)
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Ha panHown ctpanuue WEB nHTepderica npegcraBneHa uHgopmaums
O rpynne nopTtoB — y4acTHWMKOB, ucnonb3ywowmx IGMP gna ynpaBneHus

multicast nepegayen. MHdopmaLmnsa npegoctaBneHa TOMbKO ANS YTEHUSA U He

MOXET ObITb M3MEHeHa.

[ns o6HOBREeHus HaxkmuTe KHONKy Refresh (0GHOBUTB).
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11.6.4 MULTICAST > PIM-SM Configuration (Mpotokon PIM-SM)

11.6.4.1 MULTICAST > PIM-SM Configuration > PIM-SM Global
Configuration (O6wme HacTporku npotokona PIM-SM)

Ha paHHon ctpaHuue WEB wnHTepdeiica npeacrasneHa tabnuvua co
3HayeHnaAMKM napameTpoB HacTponku PIM-SM - npoTokona gna nepegayv
Multicast Tpadmka.
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HacTpovikn no3BoOnstoT BKMKOYMTE MM BblkNounTe (Enable/Disable)

dyHkumtio SPT Switch, a Takke BbIbpaTh cTaTyc:

e RP Address;

e Candidate RP;
e Candidate BSR,;
e JP Interval;

e SPT Switch.

lMocne BHeCEHWNSI U3BMEHEHWUI B HACTPOWMKMW, HaXXMUTE KHOMKY Apply (NPpUHATB).
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11.6.4.2 MULTICAST > PIM-SM Configuration > Interface Configuration
(HacTtpowkun npotokona PIM-SM gns VLAN)

Ha paHHon ctpaHuue WEB wmHTepdeiica npenctaeneHa tabnuvua co
3Ha4YeHVsAMM napameTpoB HacTpowku npoTtokona PIM-SM gnsi BeiGpaHHOro
VLAN.
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HacTpoiku no3BonsitoT U3MEHATL Crieayolmne napameTpbl: BKIIOYUTD
unu BblkNounNTb (Enable/Disable) dyHkumio SPT Switch, a Takke BbiOpaTtb
cTaTyc:

e Interface — Bbi6op VLAN (no ymonyaHuio VLAN1);

e PIM-SM Enable - Bknouutb wunu BbikNOYMTE npoTtokon PIM-SM
(Enable/Disable);

e Hello Interval - BpemeHHoN uHTepBan otnpaeku Hello coobueHusa (1-
65535c);

e Hello Holdtime - BpemeHHON WHTepBan oxugaHus nonydeHusa Hello
coobueHus (1-65535¢);

e DR Priority — npuoputet DR (0-2147483647).

lMocne BHeCEHNSI U3BMEHEHWUI B HACTPOWMKMW, HaXXMUTE KHOMKY Apply (NPpUHAT).
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11.6.4.3 MULTICAST > PIM-SM Configuration > Mroute Information
(MHdbopmaumsa o PIM-SM Mroute)
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Ha panHon ctpanuue WEB wHTepdenca npepctasneHa Tabnuua
copepxatas nicpopmaumio o PIM-SM Mroute (Static Multicast Route).

WHdopmaLuma npegoctaBneHa TONMbKO AN YTEHUS U HEe MOXeT ObiTb
n3MeHeHa.

Ons o6HoBneHus Haxmnte kHonky Refresh (06HoBUTE).

11.6.4.4 MULTICAST > PIM-SM Configuration > Interface Information
(MHbopmauma o nopTax ¢ BknoYeHHbIM PIM-SM)
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Ha panHoi ctpaHuue WEB wuHTepdeiica npeacrasneHa Tabnuvua
copepxallas nHdopMauuio o noptax ¢ BkoyYeHHbIM PIM-SM npoTtokonom.
MHdopMaumsa npegocTaBneHa TOMbKO Afs YTeHUs U He MoXeT ObiTb
n3MeHeHa.
[na obHoBneHusa HaxmuTe kHonky Refresh (06HOBUTB).
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11.6.4.5 MULTICAST > PIM-SM Configuration > Neighbor Information
(MHdbopmaumsa o PIM cocegsx)
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Ha paHHon ctpaHuue WEB wuHTepdeiica npeacrtaeneHa Tabnuua,
cogepxawas uHdgopmaumio o060 Bcex cocefsax, y4acTBYHOLUMX B CO3OaHUM
rpynnbl Ha ocHoBe PIM-SM npoTokona.

WHdopmaLuma npegoctaBneHa TONbKO ANA YTEHUS U HE MOXET ObITb
M3MeHeHa.

[na obHoBneHnsa HaxmuTe kHonky Refresh (06HOBUTB).

11.6.4.6 MULTICAST > PIM-SM Configuration > RP Information
(MHdbopmaumsa o RP ans npotokona PIM-SM)
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Ha panHon ctpannue WEB wHTepdbenca npepctaeneHa Tabnuvua
cogepxawas uHdopmaumio o Bcex RP, 3agenctBoBaHHbIX B rpynne Ha
ocHoBe npotokona PIM-SM

MHd)OpMaLI,I/Iﬂ npegocTaBlieHa TOJNbKO ANA YTEHUA U HE MOXeT ObITb
N3MEeHeHa.

[ns o6HOBREHNst HaxkmunTe KHONKy Refresh (0GHOBUTB).
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11.6.4.7 MULTICAST > PIM-SM Configuration > BSR Information
(MHdbopmaumsa o BSR ansa npotokona PIM-SM)

Ha panHon ctpaHnue WEB wuHTepdenica npepcraBneHa Tabnuua
copepxawasa nigopmaumio o scex BSR (BootStrap Router) ncnoneaytowwmxcs

B rpynne multicast paccbinku Tpaduka Ha ocHoBe npoTtokona PIM-SM.

‘ . . 4 nas LA L L3} AT - nrar e ™

e LT Bl NTEIT AP Sl s B0E W

- 1 =
vt By | BT a” W L W

LR

e e ey red
Wi varkoe e
edrhe — "omin e
M b T

*fmhere = Telirmed e
il o B O
ERR LREE e

P TR

WHdopMaumsa npegocTtaBneHa TOMbKO Afst YTEHUS U HE MOXeT ObiTb
n3MeHeHa.

[na obHoBneHusa HaxmuTe kHonky Refresh (06HOBUTB).
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11.7 RING (HacTtpoika paboTbl B KONbLIeBOW TOMOJIOrnn)
11.7.1 RING > MSTP (MpoTtokon MSTP)

11.7.1.1 RING > MSTP > Global Configuration (OcHOoBHble HacTpoWku
npoTtokona MSTP)

m e 4 na LA g L L3 AT - Nnrane ™
HAn FIRC. - FITa s Skl Cevkesale
i i R
T LEgaaish ‘TR | chika -

iy sy HEELEE HE e G R VR e e ol e B oL T

e
Tremyid Tua L= TR L R LR ey
| ——n

bl ) vu el 3 Tiesd TEM STIH iR L e M ]
Bl e ;:. 1 H
- ixa Y] 1442

W | g HH

Ha paHHon cTtpaHmue WEB wuHTepdelica npeactaBneHbl OCHOBHbIE
HacTpokm npotokona MSTP  (Multiple Spanning Tree  Protocol),
ucnoneaytolleroca aAns paboTbl KOMMyTatopa B KOMbLEBOW TOMOMOMMU U
NpefoTBPaLLEHUSA KONN3NIA:

e MSTP (Disable/Enable) — Bkn/Bblkn nogaepxky npotokona MSTP;

e  Priority — HacTpoika npuopuTesauuun. YcTponctea ¢ 6onee HU3KUM
NpYopuUTETOM MOAXOOAT Oonblle Anst pony KopHeBoro mocta (root
bridge) 3HayeHune no ymonyaxuio — 32768;

e Forward Time — HacTporika 3a4epXXKn NepechbINik1 NakeToB. 3Ha4YeHne
no ymosnyaHuio — 15 cek;

e Hello Time — HacTpoWka nHTepBana otnpaskun MSTP Hello nakeTtos.

3HayeHue No ymon4yaHuio — 2 cek;
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Max Age — Bpemsi B ceKkyHOax B TeYeHWe KOTOPOro KomMMmyTaTop
oxupgaeTt nHopmauuo o koHdpurypauum ST (spanning tree) npexae
Yyem 3anycTuTb npouecc KoHdurypaumm 3aHoOBO. 3HayeHue no
ymon4yaHuo — 20 cek;

Max Hops — konn4ecTBo nepexonos (xonos) Ao otépackisaHns BPDU

nakeToB B AOMeHe. 3HayeHue no ymondaHuo — 20;

lMocne BHECEHWSI UBMEHEHUI B HACTPOWMKMK, HaXXMUTE KHOMKY Apply (NPpUHATB).

11.7.1.2 RING > MSTP > Port Configuration (Hactponka npotokona MSTP
AnA NopToB)

m et a4 s LA 4 L 3] AT - nranzy ™
sl P R S S I
Wk A G o e e
. b d St 1
LTS
R s
A L] T
pas . dem i
LS B oA =
4 du s PR k=L ] T LIF #Hh
1 1 i AR R s [=rn i
1 i 13 - =ulF i S H N
1 B = e el I e BT
] L ] AE T B i a'm
L (e vomwoa | =3 dnifa e
1 - & o =TT | i = H
] [ = T =R | &= ]
[0 ] R - = iy
B Fl =2 o] == T it b |
] B B T =T e =g
0] [ A m K =P = n i
4 L ral LSRN 8 =i dni vl -l

Ha paHHow ctpaHuue WEB wmHTepdenca npeactaBneHbl HaCTPOWMKM

MSTP (Multiple Spanning Tree Protocol) ans noptos.

Selected Port(s) — Bbibop nopTa(nopToB) Anst HACTPOMNKY;

Port Priority — nactporika CIST npuoputeTta, 3HayeHMe MOXeT ObiTb
TONbKO KpaTHbIM 16 B ananasoHe ot 0-240. No ymonyaHuio 3HavyeHne
paBHo 128;

Path Cost — ot 0 — 200 000 000. Bonee Hu3kne 3Ha4eHUs1 OBLIYHO

COOTBETCTBYHOT root’am;
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e Force Version — Tun ncnonb3yemoro npoToKona;

o Portfast (Enable/Disable) — Bkn/Bbikn cocTtosiHua Portfast gnsa
BbIOpaHHOro paHee nopta. B coctosHumu Portfast nopt nepexoaut us
COCTOSIHMSA OMOKMPOBKM B COCTOsiHME nepecbkinikn (forward) naketoB

MUHYSA cocTosiHne obyveHuns (learning) n npocnywwmsaHus (listening).

lMocne BHECEHWNSI UBMEHEHUI B HACTPOWMKMK, HaXXMUTE KHOMKY Apply (NPpUHAT).

11.7.2 RING > ERPS (MpoTtokon ERPS)

11.7.2.1 RING > ERPS > ERPS Predefined Configuration
(MpepBapuTenbHaa HacTpoWka npotokona ERPS)
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Ha AaHHON cTpaHuue WEB WHTepdenca HaxoadaTcs
npeasapuTensHble HaCTPOWKM paboTbl npoTokona ERPS -
BbICOKO3(h (hEKTUBHON anbTepHaTMBe npoTokona STP (Bpems
BOCCTaHoBMeHus nuHka 50mc). [JaHHbIN ceTeBOW NPOTOKON UCMNOMb3yeTes And
UCKMIOYEHMS1 00Opas3oBaHWst  KOMMM3WA, MNpW  MCMNONb30BaHUM  KOJbLEBOM
TOMONOMNN NOAKMOYEHNS.

e Status (Enable/Disable) — ERPS npotokon (Bkn/BbIkn);
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e Node Type - BbiGop ponu Hopa konbua (RPL owner node, RPL

neighbor node vnin common ring node).

lMocne BHECEHWSI UBMEHEHUI B HACTPOWMKW, HAXXMUTE KHOMKY Apply (NPpUHAT).

11.7.2.2 RING > ERPS > ERPS Domain (Hactpoika gomeHa ans pa6otbl
npoTtokona ERPS)

Ha paHHown cTpaHunue WEB nHTepderica HaxogaTcs HacTponkn ERPS

OOMeHa, KOTOprVI MOXeT ObITb CO3aaH Unu yoareH.
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e ERPS Domain — Bblibop ERPS pomeHa (1-8), BO3MOXHO co3faTb
(Create) unn otmennTb (Delete) ERPS gomen;

e Domain Status — nokasbiBaeT ctatyc BblopaHHoro ERPS gomeHa;

e Node Role — BbiObOp ponu Hopa (interconnected wnu non-

interconnected).

[Mocne BHeceHUS U3MEHEHWI B HACTPOWKK, HaXKMUTE KHOMKY Apply (MPUHATB).
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11.7.2.3 RING > ERPS > ERPS Ring (Hactponka ERPS gns pa6oTbl B
KOJIbLIEBOW TONOJIOrnm)

Ha paHHon cTtpaHnue WEB wHTepdbenica HaxogaTcs HaCTPOMKK
ceTteBoro npotokona ERPS, Heobxogumble Mpuv MNPUMEHEHUU KOJbLIEBOM

TOMONorMm NOAKNKYEHNA KOMMyTaTopa.
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e ERPS ring - Bbibop ERPS konbua (1-32), Bo3amoxHo co3aatb (Create)
unun otmenuTb (Delete) ERPS konbuo;

e Ring Status - nokasbiBaeT cTaTyc BblopaHHoro ERPS konbua;

e Domain — BbIGOp JOMEHA;

e Ring mode - BbIbOp pexunma konbua (primary wnu subring);

e Node mode - BbiGop ponu Hoga konbua (RPL owner node, RPL
neighbor node wnn common ring node);

e Raps VLAN — VLAN ID, Ha xoTopbin ByaeT nepefaBaTbCs CryXeOHbIN
Tpacuk ERPS;

e Traffic VLAN — VLAN ID, xoTopble HeobxoAnmo 3aluiiatb OT NeTenb

M KONIMU3NIA;
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e RPL Port - xoHurypaumsa, otmeHa RPL nopta unu common nopTta
ERPS konbLa;

e RL Port — koHdwurypaums, otMmeHa RL nopta wnu common nopTa
ERPS konbua;

e Restore Behavior - KOHGUrypauus ERPS KonbLa
BOCCTaHaBMMBaeMoOe WM HeBOCCTaHaBnmBaeMoe (recoverable wnu
unrecoverable);

e Hold-off Time — Bpems ygepxaHnusa ERPS konbua (0-10000 mcek,
npegycraHoBneHHoe 3HayeHve 0);

e Guard Time - Bpems 3awmutbl ERPS konbua (10-2000 wmcek,
npegyctaHoBneHHoe 3Ha4veHme 500);

e Wir Time — Bpemsi 3agepXKum OO MEPEKIIIOYEHMST K MCXOOHOWM
kKoHdurypauun ERPS konbua npu BoccTaHoBneHun coeauHeHus (1-
12 MUWH, NpeayCcTaHOBINEHHOE 3HAYeHUe 5);

e Wtb Time - koHdurypaums ERPS konbua, Bpemsi wtb (1-10 cek,
npeaycTaHOBNEHHOE 3Ha4eHue 5);

e Raps-send time — BpemMs oTnpaBku nakeToB npoTokonoB ERPS
konbua (1-10 cek, npegycTaHOBMNEHHOE 3Ha4YeHne 5);

e ERPS ring Enable — BkntoyeHue/oTknioveHne ERPS konbua;

e Forced switch RPL port — npuHygutensHoe BknioyeHne nopta ERPS
KonbLa;

e fForced switch RL port — npuHygutenbHoe BkntodeHue nopta ERPS
KOonbLa;

e Manual switch port - pydHoe oTkntoyeHue nopta ERPS konbua;

e Manual recovery — py4yHoe BoccTaHoBneHue koHdurypaumm ERPS
KomnbLia Mpu HEBOCCTaHaBNMBAEMOM (unrecoverable) pexvve unu oo
ucteyeHus ycrtaHosneHHoro spemedn WTR / WTB.

lMocne BHECEHWS N3MEHEHUI B HACTPOWMKMK, HaXXMUTE KHOMKy Apply (MpUHATH).
YT106b1 06HOBUTBL MHGOPMaLMIO HaxXMUTe KHonky Refresh (o6Hosumb).
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11.7.2.4 RING > ERPS > ERPS Information (MHcpopmauus o ERPS)
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Ha paHHom ctpaHuue WEB wuHTepdgenca npeactaBneHa obuias
uHdopmaums o ERPS «konbuax. [Ons npocmoTtpa uHdopmauunm crnegyet
BbIOpaTb HoMep konbua ERPS ring.

MHdopMaLmsa npegocTaBneHa ToMbKo Anst YTEHUSI U HE MOXeT ObiTb
n3MeHeHa.

[ns o6HoBReHns Haxmute KHonky Refresh (06HOBUTB).

11.7.3 RING > EAPS (MpoTokon EAPS)

11.7.3.1 RING > EAPS > EAPS Ring (HacTtpoika EAPS ansa pa6oThi B
KONbLIeBOW TOMOMNoruun)

Ha paHHon ctpannue WEB wmHTepdenca npeactaBneHbl HaCcTpPOWMKK
npoTokona EAPS (Ethernet  Automatic Protection Switching),

npegHa3Ha4eHHoro Ana 3awnTbl OT 3auuKinBaHNA Tpad)I/IKa B CeTwn.
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e EAPS Ring ID — Bbl6op ID ans EAPS ring;

e Create Status - nokasbiBaeT BblIOpaHHbIA CTATYC;

e Mode — HacTtpovika pexuma paboTbl paboyero yana gnsa EAPS
OOMeHa;

e  Primary Port— BbiGop kntodeBoro nopta anst EAPS;

e Secondary Port— BbiGop BTOpMYHOro nopta anst EAPS;

e Control VLAN — Bbibop VLAN (2-4094) ona EAPS;

e Protected VLANs — BbIGOp OOHOrO WM HECKONbKMX 3allMLlaeMbIX
VLAN B gfomeHe EAPS;

e Hello Time Interval — HacTpoiika EAPS pomeHa gns nepuopmyeckon
otnpaBkun naketoB HEALTH. 3apaBaemoe 3HadeHMe B ceKkyHOax
OOJMKHO BbITh MeHbLLE YeM BpeMs 4o owmnbkm (fail time);

e Fail Time — Bpemsi 40 uUctedeHus cpoka gencteust B EAPS gomeHe.
[ormxHo 6bITb 6onbLue, yem Hello Time;

e Extreme Interoperability (enable/disable) — Bkn/Bbikn COBMECTUMOCTb C
extreme ycTponctsamu.

e Enable status - BknioveHne/oTknodeHne EAPS Ring.

lMocne BHECEHWSI UBMEHEHUI B HACTPOWMKMK, HaXXMUTE KHOMKY Apply (NpUHAT).
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11.7.3.2 RING > EAPS > EAPS Information (MHdopmaumsa o paboTte
npoTtokona EAPS)
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Ha panHon ctpaHvue WEB wuHTepderica npeacTtasneHbl obwive
cBefeHus o pabote npotokona EAPS.

WHdopmaLuma npeactaBneHa TOMbKO AN YTEHUS U HE MOXET ObiTb
M3MeHeHa Ha 3ToM cTpaHuue. YTobbl OBHOBWUTL MHPOpPMaUUIO HaXmuTe

kHonky Refresh (06HOBUTB).

11.8 ADVANCED (PacwumpeHHble HaCTPOWKM)
11.8.1 ADVANCED > QoS Configuration (Hactponka QoS)

11.8.1.1 ADVANCED > QoS > QoS Apply (O6wme HacTponku QoS)

Ha aton cTpaHuue HaxogaTcst OCHOBHble HacTponkn QoS. Bbl MoxeTe
BblbpaTb nopT, 3atem QoS pexum (QoS Type) Ana Hero (BKN/BbIKMA) K
npuoputeT Tpaduka (User Priority). Mo ymonyaHnio QOS OTKMOYEH Ha BCEX
nopTtax a npuoputeT Tpaduka Hyrnesoun.

lMocne BHeceHUs U3MEHEHWA B HACTPOWKW, HaxmuTe KHornky Apply

(NpUHATB).
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11.8.1.2 ADVANCED > QoS > QoS Schedule (fTm6kune HacTponku QoS gns
nopToB)

Ha panHon cTtpaHuue WEB wuHTepdenca npencrasneHa tabnuua c
HacTponkamyn QO0S npuopuTesaunn, No3BonstoLLas rmMbko HacTpamBaTb NOPThI.

[Mocne BHECEHUS U3MEHEHUN B HaCTPOWKM, HaxmuTe KHomky Apply
(NpuHATB).
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11.9 LAYER 3 (Hactpoiku L3-ro ypoBHs)
11.9.1 LAYER 3 > IP Basic

11.9.1.1 LAYER 3 > IP Basic > VLAN Interface (Hactpowka VLAN)

Ha panHol ctpaHmue WEB wuHTepdgenca HaxogaTcsi OCHOBHbIE
HacTpownkn VLAN uHTepderica. Bel moxeTe HacTpouTb IP agpec nHtepdeiica,
yaanutb IP agpec n nocmotpetb nHgopmaumio o VLAN uHtepdence.

Mo ymonuyaHuio KommyTaTop umeeT mHTepdenc vliani, koTopbin He
MOXeT 6biTb yaaneH. Ans VLAN MoxeT ObiTb CKOHPUIYpUPOBaH TONMbKO OOUH
nHTepdenc.
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11.9.1.2 LAYER 3 > IP Basic > ARP Configuration (Hactponka ARP
NpoToKona)

CtpaHuua HacTtpoek npoTtokona ARP npegocTtaBnsieT BO3MOXHOCTb
oTobpaxaTb Bcto Tabnuuy npumeHeHnss ARP (onpegenenne IP no MAC
agpecy), meHatb Tun npumeHerHnss ARP npotokona (ARP Dynamic nnn ARP
Static), ynanats ARP.

Mpu HacTporke Static ARP Heobxogumo ykasaTb IP agpec n MAC
appec. MAC agpec gomxkeH 6biTb TMna Unicast. Mocne 3Toro HaxxmmTe KHOMKY
Apply (npuHaTe). Ons yganeHus MCNonb3ymTe COOTBETCTBYHOLLYIO KHOMKY
Delete (YoanuTb) B Tabnuue.
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11.9.1.3 LAYER 3 > IP Basic > Static Routes (HacTtpoika noctosHHoMn
MapwpyTusauumm Static Route)

Ha paHHon ctpannue WEB wuwHTepderica agmuHuCTpaTtop MOXET
[00aBnsTb M yganaTb 3anucu mapLupyTtusauumn Static Route.

Mo ymonuaHuio KOMMYTaATOp He wumeeT Kakmx-nnbo 3anucen
MapwpyTtusaumm. Ytobbl  HACTpOWUTb MapLUpPYTM3aLMIO MO  YMOMYaHUIo
HeobxooMMO BHECTU agpec HasHadeHus/macky B ¢popmate 0.0.0.0 / 0 3anuck
B Tabnuuy.

lMocne BHeCEHUSA M3MEHEHWI B HAcTpPOWMKax, HaXmuTe KHomky Apply
(NpUHATB).
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11.9.1.4 LAYER 3 > IP Basic > Routing Table (Tabnuua mapwpyTtusauyum)

Ha paHHon ctpaHuue WEB-unHTepdenca HaxoouTcs BO3MOXHOCTb
npocmaTpuBatb MHGOPMaUUIO O MNPOU3BEAEHHbLIX HACTpoMkax B Tabnuue
MapLipyTusaumm. HacTtporku no3sonsaioT BbIBOAUTL B Tabnuuy MHgopmaLmio
no pasnuuHbiM npusHakam Route State (no ctatycy) u Route Type (no Tuny)
MapLupyTusauum, BbIGOp OCyLLECTBSETCS Yepes BbinagarLlee MeHHo.

Ons oTobpaxkeHns HyXHOW UHdOpMaUMM B Tabnuue HaXXMUTE KHOMKY
Display (oTobpasnTb).
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11.9.2 LAYER 3 > RIP Configuration (MpoTokon mapwpyTtnsauum RIP)

11.9.2.1 LAYER 3 > RIP Configuration > RIP Configuration (Hactponka
MapLpyTusaumm c nomouwbito RIP)

Ha paHHon ctpaHuue WEB-uHTepdenca npegcraBneHbl HacTpOWKu
npoTtokona MapwpyTtusaunn RIP. [Ina BKIYEHNST UK OTKITHOYEHMS (OYHKLNN
cnegyet Bblbpath (Enable/Disable). YTo6bl HacTpouTb MapLupyTM3auuio
HeobxogmMMo 3aHecTu uHdpopmauuto B none Network B doopmate A.B.C.D / M
(Hanpumep 2.0.0.0 / 24), agpec/macka.

lMocne BHECEHUS U3MEHEHUN B HAaCTPOWMKK, HaxXmMuTe KHomky Apply
(MpuHATB).
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11.9.2.2 LAYER 3 > RIP Configuration > RIP Interface (MHcdopmauus o6
mHtepdeice RIP)
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Ha panHon ctpaHnue WEB wuwHTepderica npefcTaBneHbl obwive
cBefeHus o6 nHtepdgeince RIP.

MHdopmauus npeacTaeneHa TOMbKO AN YTEHUS U He MOXeT ObiTb
n3MeHeHa.

Y106kl 06HOBUTL MHAOPMALMIO HAaXXMUTE KHOMKY Refresh.
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11.9.2.3 LAYER 3 > RIP Configuration > RIP Route (MHdopmauus o
mapuwpyTtusauum RIP)
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Ha paHHon cTpaHnue WEB wHTepdeinica npegcrtaeneHbl obuime
cBedeHus 0 HacTpovikax mapwpytusauun RIP.

MHdopMaumsa npedcTaBneHa TOMbKO AN YTEHUS U HE MOXET ObiTb
N3MeHeHa.

Y1066 06HOBUTL MHOPMALMIO HaXXMUTE KHOMKY Refresh.

11.9.3 LAYER 3 > OSPF Configuration (MpoTokon mapwpyTtusauum
OSPF)

11.9.3.1 LAYER 3 > OSPF Configuration > OSPF Configuration
(HacTtpowuka mapuwpytusauum OSPF)

Ha paHHon ctpaHuue WEB-uHTepdenca npegcraBneHbl HacTpOWMKu
npoTokona guHamuyeckon wmapwpytusaumn OSPF. [Ona BkAYeHus wnum
oTKMoYeHus ucnonb3oBaHns OSPF cneayet Bbibpate OSPF /D (0-65535),
aanee BKNIOUNTL/BbIKNIOYUTL (Enable/Disable).

UTtobbl HacTpouTb MapLupyTu3aumio, Heobxoaumo WHGOopMaLMIo
Network gobasutb B Tabnuuy B copmate A.B.C.D / M (Hanpumep 2.0.0.0 /
24), Area ID (0-4294967295 vnu IP Address).

lMocne BHeCceHUs U3MEHEHWA B HACTPOWKW, HaXMuUTe KHomKy Apply
(MPUHATBL).
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11.9.3.2 LAYER 3 > OSPF Configuration > OSPF Interface Information
(MHdbopmaums o6 nutepderice OSPF)

Ha panHon ctpaHvue WEB wuHTepderica npeacTtasneHbl obwive
cBefieHns o6 uHtepderice OSPF.

I/IH¢>opmau,vm npeacrtaBneHa TOJIbKO ANA YTeHUA U HEe MOXeT ObITb
N3MEHEHa.

Y1066 06HOBUTL MHAPOPMALMIO HaXXMUTE KHOMKY Refresh.

11.9.3.3 LAYER 3 > OSPF Configuration > OSPF Neighbor Information
(MHpbopmaumsa o OSPF Neighbor)
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Ha paHHon cTpaHnue WEB wHTepdeinca npencrtasneHbl obuive
ceegeHus o6 OSPF Neighbor (cocegHue ycTpowWcTBa MpU UCMOMb30BaHWM
OSPF mapLupyTtunsaumm).

MHdopmaums npeactaBneHa TONbKO ANt YTEHUS U HE MOXEeT ObITb
M3MeHeHa.

Y1066 06HOBUTL MHGOPMALMIO HAaXXMKUTE KHOMKY Refresh.

11.9.3.4 LAYER 3 > OSPF Configuration > OSPF LSA Information
(MHdbopmaumsa o OSPF LSA)
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Ha panHon ctpaHvue WEB wuHTepderica npeacTtasneHbl obwive
cBeneHusa 06 OSPF LSA (cocTosiHue kaHana).

WHdopmauus npeactaBneHa TONbKO AN YTEHUS U HE MOXeT ObiTb
n3MeHeHa.

Y1066 06HOBUTL MHOPMALMIO HaXXMUTE KHOMKY Refresh.

11.9.3.5 LAYER 3 > OSPF Configuration > OSPF Route Information
(MUHbopmaumsa o mappyTtusaumumn OSPF)
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Ha paHHon cTpaHnue WEB wHTepdeinca npencrtasneHbl obuive

CcBefeHus 0 HacTporikax MapwpyTtusauum OSPF.

MHd)OpMaLI,I/Iﬂ npeacrtaBneHa TOJIbKO ANA YTeHUA U HEe MOXeT ObITb

N3MeHeHa.

Y1066 06HOBUTL MHGOPMALMIO HaXXMUTE KHOMKY Refresh.

11.9.4 LAYER 3 > VRRP Configuration (Mpotokon VRRP)

11.9.4.1 LAYER 3 > VRRP Configuration > VRRP Configuration
(Hactpownka mapwpytusauymm VRRP)

Ha pgaHHon ctpanvue WEB-uHTepdenca npeacTtaBrneHbl HAaCTPOMKM

npoToKona BupTyansHou MmapwpyTtusauum VRRP:

Virtual Router ID — Homep BUPTyanbHOro poyTepa;

Virtual Interface — BupTyanbHbIn nHTEPdENC;

Virtual IP Address - BuptyanbHbinn IP agpec;

Priority — npnoputesaums (1-255);

Advertisement Interval — iiTepBan BpemeHun aHoHcupoBaHust (1-10c);
Preempt Mode — pexxum ynpexaenus (Enable/Disable);
Authentication — ayteHTumkaums (Bkn/Bblkn);

Simple Password — napone;

Virtual ~ Router State — CrtaTyc BupTyanbHOro poyTepa
(Enable/Disable)

lMocne BHeceHUs U3MEHEHWA B HACTPOWKW, HaXmuTe KHorky Apply

(MpuHATB).
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11.9.4.2 LAYER 3 > VRRP Configuration > VRRP Information
(MHdbopmaumsa o VRRP)
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Ha paHHon cTpaHnue WEB wHTepdeinica npegcrtaeneHbl obuime
cBeJeHMs O HacTpovikax MpOToKona BMpTyanbHown maplpyTtudaumm VRRP.

WHdopmaLuma npeactaBneHa TOMbKO AN YTEHUS U HE MOXET ObiTb
N3MeHeHa.

Y1066l 06HOBUTL MHAOPMALIMIO HaXXMUTE KHOMKY Refresh.

11.10 DHCP (HacTpounku npotokona DHCP)
11.10.1 DHCP > DHCP Client (HacTtpowka knueHta DHCP)

Ha paHHol cTpaHuue WEB wuHTepdenica HaxogsaTcsi OCHOBHbIE
HacTponkn knueHta DHCP (npotokona aBToMaTuyeckoro HasHauveHust |IP-
agpeca KrmeHTy).

MpepocTtaBneHa Bo3MOXHOCTb Bblbpate VLAN wuHTepdenc wu
BKINtOUNTL/OTKNIOUNTL (Enable/Disable) dpyHkumio DHCP.

lMocne BHeceHUS U3MEHEHWA B HACTPOWKW, HaXmuTe KHornky Apply

(NpuHATB).
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11.10.2 DHCP > DHCP Relay (Hactpoika DHCP Relay)

Ha paHHon ctpanuue WEB wHTepdenca HaxogodTcss OCHOBHbIe
HacTponkn ¢pyHkyuu DHCP Relay (npepoctaBnenme DHCP-cepBepy gaHHbIX
O Mofy4YeHHOM 3anpoce).

MpepoctaBneHa BO3MOXHOCTb BblOopaTb VLAN uHTepdenic wu
BKIIOUMTL/OTKNOuNTL (Enable/Disable) doyHkunio DHCP Relay. Master DHCP
Server IP, Backup DHCP Server IP - |P agpeca OCHOBHOIO M pe3epBHOro
DHCP cepsepos.

lMocne BHECEHUSI U3MEHEHWUI B HACTPOWMKM, HaXMuTe KHomky Apply
(NpuHATB).
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11.10.3 DHCP > DHCP Server (Hactponku DHCP cepBepa)

11.10.3.1 DHCP > DHCP Server > DHCP Global & Interface (UHTepdeic
DHCP)

T (T i L AT T ﬁ FATWAD . M= SR A
PR =T AN e ke B Rad e
QR T SR A R L T |
N e e Pl i - |
b iy e T4 Fomem Lok 0o ol i
LR R | e | BT
Ul b A i -k L | ENTTRES
EL S P 1howed e -
FTr - therdm

s

=l P R Uy W

Ha paHHon ctpaHuue WEB uHTepderica cobpaHbl 0bLime HacTpowkm
DHCP cepsepa.

e DHCP Server - Bkntountb / oTkntounTb (Enable/Disable) dyHKumio
DHCP cepsepa;

e Interface — Bbibop VLAN;

e DHCP Listen — pexum DHCP Listen BkmiOuMTb / OTKMIOYUTD

(Enable/Disable).

lMocne BHECEHWSI UBMEHEHUI B HACTPOWMKK, HAXXMUTE KHOMKY Apply (NPpUHAT).

11.10.3.2 DHCP > DHCP Server > Address Pool (Hactpoiika nyna IP
appecoB DHCP)
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Ha panHol cTpaHuue WEB wuHTepdgenca HaxogaTcss OCHOBHbIE

HacTpowiku nyna IP agpecos DHCP.

e Address Pool Name — vms co3gaBaemMoro nyna;

e Address Range — gnanasoH nyna IP agpecos (Start, End);
e  Subnet Mask — macka noaceTu;

e Default Router — PoyTep No yMOnYaHuio;

e DNS Server— DNS cepBepbl (Maser, Backup);

e [Lease Time — Bpems apeHabl |IP agpecos;

e Exclude Address - IP agpeca ncknoyeHus;

e Option82 Circuit ID — gobaeneHne naeHTUUKaLMOHHON NHOopMaLIM

lMocne BHeCEHWNSI U3BMEHEHUI B HACTPOWNKMW, HaXXMUTE KHOMKY Apply (NPUHATB).

11.10.3.3 DHCP > DHCP Server > Address Information (MHcopmauus o IP
agpecax DHCP)

Ha panHon cTtpanmue WEB wHTepdenica npepctaBneHa obuias

MHOpPMaLMSA O Ha3HAYEHHbIX NMOAKIMOYEHHbIM YCTPONCTBAM:

e |P—IP agpecy;

e MAC - MAC agpecy;

e State — CocTOsHUIO;

¢ Pool Name — HassaHuto nyna agpecos;

e lease — BpemeHn apeHpl.

WHdopmauus npeacTaBneHa TONbKO AN YTEHUS U HE MOXeT ObiTb
nameHeHa. YT1oObl OOHOBWUTL WHGOPMAaULMIO HaxXMuUTe KHomnky Refresh

(oBHOBUTB).
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11.10.4 DHCP > DHCP Snooping

11.10.4.1 DHCP > DHCP Snooping > DHCP Snooping Configuration
(OcHoBHble HacTpouku dyHkuum DHCP Snooping)
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Ha paHHom ctpaHmue WEB wuHTepdenica Haxogatcs obuwime
HacTporkn  dyHkuum  DHCP  Snooping (no3sonsieT  3anpewatb K
oTtnpaske/nonyveHnio Tpadmuk DHCP, onpepensiembin kak HenpuemnMMmbIn,
fbnokvpyeT gencreme HecaHkumoHuposaHHbIXx DHCP-cepBepoB, nbitatowmxcs

HasHauuTb IP-agpeca DHCP-knneHTam).

e Global DHCP Snooping - BkntounTb / oTKNtoumnTb (Enable/Disable);
e DHCP Server Port 1...4 — noptbl 1...4 DHCP cepsepa.

[Mocne BHeCEHUS U3MEHEHWIA B HACTPOWKM, HaXXMUTE KHOMKY Apply (MPUHATB).
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11.10.4.2 DHCP > DHCP Snooping > Interface Configuration (Hactpoiiku
DHCP Snooping ans noptoB)
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Ha paHHon ctpannue WEB wmHTepdenca npeactaBneHbl HaCTPOWMKK
DHCP Snooping, koTopble NO3BOMSAIOT BKIOYATb UMK OTKINOYaTh PYHKLMIO Ha
OTAErNbHbIX NMOpTax KOMMyTaTopa, y4uTbliBas UNM He ydunTbiBas gobasBneHve
naeHTudmrkaumnoHHon nHpopmauun (Option82, Circuit ID).

lMocne BHECEHUS U3MEHEHU B HaCTPOWKW, HaxmuTe KHomky Apply
(MpuHATB).

11.10.4.2 DHCP > DHCP Snooping > DHCP Snooping Binding Table
(Tabnuua NpMBA3KN agpecoB)
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Ha paHHoli cTpaHuue WEB wuHTepderica Haxogutcs Tabnuua c
uHdopmaunern o noctosiHHon npuBaske MAC wu IP apgpecoB. Tabnuua
Np1BS3KN NOMoOraeT nsdexaTb aTaku ¢ ucrnonb3oBaHvem npotokona DHCP.

WHdopmaLuma npeactaBneHa TOMbKO AN YTEHUS U HE MOXET ObiTb
N3MeHeHa.

YUT06bI 06HOBUTL MHDOPMaLMIO HaXMNUTE KHonKy Refresh (06HOBUTB).
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11.11 TOOLS (CoxpaHeHue KoHdUrypaumm, Bo3BpaTt K 3aBOACKUM
HacTponKam, OOHOBNEHMe NPOLUNBKN U TA.)

11.11.1 TOOLS > Save Configuration (CoxpaHeHue koHcburypauum)

Ha panHoi ctpaHuue WEB wHTepdoenca oTtobpakaetcs Tekyuias
KOHUrypaums HacTpoek koMmMmyTaTopa.

KHonka Save (coxpaHuTb) - OTBeYaeT 3a COXpaHeHue TekyLuewn
KOHUrypauum KoMMyTaTopa B namsiTb KOMMyTaTopa.

Mockonbky 3anuch dpanna TpebyeT ypanenus/zanvcu Ha FLASH

namMmATb KOMMYyTaTopa, onepauna MOXeT 3aHATb HEKOTOPOE BpeMA.

[ns moeo 4mobbl mekywas KoHghuaypauus coxpaHunacb ocre
nepesarnycka KoMMymamopa neped 3akpbimuem 3mol cmpaHuubl MEeHo

0b6s513amesibHO HaxkMume KHOMKYy Save (coxpaHums).
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11.11.2 TOOLS > Backup Configuration (Bbirpy3ska caunna c
HacTpoukamm Ha 1K)

CrapTtoBas koHurypaums npencraenset cobow darnrn, 3anncaHHbIN
Bo FLASH namatu kommyTtatopa. Korga koMmyTaTop 3amnyckaeTcs M He
Haxo4WT 3anucaHHbIi paHee ann KoHdurypauum Bo FLASH namstw,
YCTPOMWCTBO Mcnonb3yeT ann ¢ HacTponkammn nNo ymonyauuio (default).

KHonka Backup (konvpoBaHWe) Mo3BOMSET BbIPY3uTb ann ¢
TEeKyLLMMM HacTponkammn kommyTtaTopa Ha K.

B onanoroBom okHe BblbepuTe Save (CoxpaHuTb), @ 3aTeM Xenaembli
nyTb K Katanory ¢ cannamm koHdurypaumm Ha [lK. Mo ymonyaHuio mnms

cosgaBaemoro danna switch.cfg
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11.11.3 TOOLS > Restore Configuration (BocctaHoBneHne HacTpoek us
c¢anna)
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Ha paHHoi cTpaHnue WEB wuHTepdenica HaxoguTcsi MHCTPYMEHT,
No3BOMSIOWMNIA  BOCCTAHaBNMBaTb HAaCTPOWKM  KOMMYyTatopa U3 paHee
coxpaHeHHoro danna ¢ pacwmpeHvnem .cfg

Haxmute kHonKy Browse(View), 4tobbl BbiOpaTb HYXHbIA dann ¢
koHdurypaumen Ha [K. 3atemM HaxmuTe KHOMKy Restore (BOCCTaHOBUTL

HaCcTponkK 13 cpanna).

BHumaHue!

Bo Bpemsa 3arpy3ku panna koHdurypaumm B namaTb KOMMyTaTtopa He
nepexogute Ha gpyrue ctpanuubl WEB-uHTepdenca, He nepesarpyxanTte u
He OTKNoYanWTe KOMMYTaTop, MHAye HaCTPOWKM MOryT ObiTb 3anucaHbl C

owmbkamum, 4TO MOXeT noBreyb 3a cobol coboun B pabote KOMMyTaTopa
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11.11.4 TOOLS > Software Upgrade (OGHOBNEeHNe NPOLUNBKMN
KOMMyTaTopa)
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Ha gaHHon ctpanuue WEB uHTepdenca HaxoauTcsi MHCTPYMEHT Ans
0BHOBMEHNA NPOLUMBKM KOMMYTaTopa 13 danna.

Haxmute kHonky Browse (View), 4Tobbl BblbpaTb HyXHbI havn ¢
npowmnskon Ha K.

3atem HaxwmuTe kHomky Upgrade (o6HOBMTb). ®Paiin JormkeH MMeTb

paclumpeHue: .img.

BHumaHue!

Bo Bpemsa 3arpyskum avna o6HOBNeHMss B namATb KOMMyTaTtopa He
nepexogute Ha gpyrue ctpaHuubl WEB-nHTepdeinca, He nepesarpyxanTe u
He OTKM4YanTe KOMMYTaTop, MHaye 3anucb Npou3ongeT C owubkamu, 4To
MOXeT noBfeyb 3a cobon cboun B paboTe KOMMyTaTopa, BKMOYasA MOMHY ero

HepaboToCnoCOOHOCTb.
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11.11.5 TOOLS > Factory Reboot (C6poc k 3aBoaCKkMM HacTpoukam)
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Ha paHHon ctpaHuue WEB nHTepdenca HaxoamTca MHCTPYMEHT Ans
cbpoca HacTpoek KoMMyTaTopa 40 3aBOACKMX (MO YMOMYaHUIo).

Ona atoro HaxmuTe KHoOMKy Factory Reboot (COGpoc K 3aBOACKUM
HacTponkam). B nosiBMBLIEMCA [OManoroBOM OKHE MNOoATBEpAUTE CBOE
pencteue kHonko OK wnu OTMEHUTE ero C noMoLllbo KHonku Cancel

(oTmeHa).

BHumaHue !

lMocne cbGpoca Kk 3aBOACKMM HACTpoOWkaMm Mpou3ongeT aBToMaTtumyeckas
nepesarpyska kommyTtatopa. bydym cbpoweHbl IP adpec u naponb 0o
3asodcKux 3HayeHul (admin/admin). Wicnonb3ytime ux 0ns nocnedytouwezo

exoda 8 WEB uHmepdgelic kommymamopa.
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11.11.6 TOOLS > System reboot (Mepe3arpy3ka kommyTaTtopa)

Ha gaHHon ctpanuue WEB mnHTepdenca HaxoguTca MHCTPYMEHT Ans
NPUHYAMTENBHOW nepesarpys3kn kommyTtatopa. MoxeT ObiTb noneseH nocrne
BHECEHWS KakMX-NMMBO M3MEHEHUN B KOHpUrypaumio.

Ons nepesarpy3kM HaxmuTe KHONKy HReboot (nepesarpyska). B
NosiIBYBLLUEMCSI OMANlOrOBOM OKHE MOATBEpAWTE CBoe AenctBue kHomkon OK

WIIN OTMEHUTE ero ¢ NOMOLLLIO kKHoMku Cancel (0TMeHa).
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I'Iepep, TeM KaK Ha4aTb nepesarpysky Y6e,D,VITer, 4YTO TeKywune

HaCTPOMKM KOMMYyTaTopa coxpaHeHsl (cm. n. 11.11.1).

[lo okoH4yaHMs npouecca nepesarpy3km KommytaTop 6yger
HegocTyneH (06bIYHO 1-2 MUH).
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11.12 PoE (Mepeaaya nutaHusa BmecTe ¢ AaHHbIMU — POE)

11.12.1 PoE > PoE Port Configuration (Hactpoika PoE gns nopTtoB)
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Ha paHHon cTtpanvue WEB wuHTepdpenca Haxogatcs HacTpowku

dYHKLMN Nepegayun nuTaHma BMecTe ¢ gaHHbIMu — POE.

[ocTynHbl cneayowme HacTPOKK:

Selected Port(s) — none otobpaxaeT HoOmep BbIOpaHHOro NopTa;
PoE Admin Status — Bkn/Bbikn (enable/disable) PoE ons BeibpaHHoro
nopTa;

PoE Power Type — BbIGOp pexmma nutanusi. Auto — MakcumarnbHasi,
BblJjaBaemas Ha NopT MOLLHOCTb OrpaHu4eHa BbIOOpoM nNpoTokona
PoE. Manual — mowHocTb POE Ha nopTe MOXHO OrpaHuynTb B None
Port Max Power,

PoE Protocol Type — Bbibop npoTtokona PoE (AF/AT/BT) Bpy4Hyto.
OTa HacTpolika no3sonsieT JOOUTHCS MakCMMarnbHOM COBMECTMMOCTH
C NOAKIOYEHHBIM YCTPONUCTBOM;

Port Max Power (W) — none no3BonsieT 3agaTb MakCUMasbHYO
BblJaBaeMyo MOPTOM MOLLHOCTb BPY4YHYH. AKTUBHO TOMbKO €CIn

nepekntoyatens PoE Power Type ctouT B nonoxeHun Manual;
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PoE Voltage (V) — none otobpaxaeT Tekywee HanpsikeHne PoE Ha
nopte B BonbTax;

Total Power (W) — B 3TOM none MOXHO 3adaTb 00LLyl0 BblJaBaemyo
BCEMW NOpTaMu KOMMyTatopa MoLHOCTb B BaTTax — POE Grogxer.
Henb3sa ykasaTtb 6onblie BolgaBaemon molHocTn Bl kommyTaTtopa;
Power Consumption (W) — none otobpaxaeT TeKyLLyto
notpedbnsemyio NOAKMIOYEHHbIM YCTPONCTBOM MOLLHOCTb B BaTTax;
Power Usage (%) — 3arpy3ka KOMMyTatopa no MakCMMarbHON
BblJaBaeMOM MOLLHOCTM B NpoLeHTax. YunTbiBaeT napameTtp Total
Power (W).

Ons obHoBneHns Tabnuubl POE ana noptos Haxmute kHonky Refresh.

[na coxpaHeHus HacTpoek — Apply. [ns Bo3BpaTta K 3aBOACKUM HacTpoikam

napameTpoB PoE — Restore Default. Ona npuHyauTensHOro nepesanycka

nopta — Port Restarting.

11.12.2 PoE > PoE Policy Configuration

e
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Ha paHHon ctpaHunue WEB uHTepdeiica HaxoasTcss MHCTPYMEHTHI,

no3Bonidrme opraHmM3oBaTb pacrnmncaHme nogadm PoE Ha nopTtax no gHAM um

vYacam.
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Ons atoro BbibepuTte nopt B none PoE Port. Oanee Bknouute (Mnm
OTKMIOYNTE) NPUMEHEHWe pacnucanHuss nogadn PoE ¢ nomolybto
nepekntovatens Policy Status.

B tabnuue Hmxe BblbepuTte 4vackl (Clock) oT 0 go 24, a Takke OHM
Hegenun Monday ... Sunday, OTMETVB HY>XHble rankomn.

Ona obHoBneHus Tabnuubl Haxmute KHonky Refresh. [Ons
coxpaHeHus HacTpoek — Apply.

11.12.3 PoE > PD Query Configuration (®yHkumnsa aHtusaBucaHusa PoE
YyCTPOMCTB)

e =
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Ha panHon ctpaHuue WEB mnHTepdbenca npegcraBneHbl HACTPONKM OyHKLUK
aHTusaBucaHust PoE ycTpoiicte — PD Query.

MpuHUMN paboTbl 3aknyaeTcs B NEPUOANYECKOM Onpoce 3a4aHHOro
IP agpeca nogkntoveHHoro PoE ycTpoiicTBa ¢ 3agaHHbIM nHTepBanom. Ecnu
OTBET OT YCTPOWCTBA He MpUXOAWT B TeyeHWe 3aJaHHOTO BPEMEHU
KommyTaTtop nepesarpyxaer PoE Ha nopte, Tem cambiM nepesarpyxas

nogkntoveHHoe k nopTy POE ycTpowncTso.

e PoE Port — Bbibop nopTa, Ha KOTOPOM HEOOXOAMMO BKMKYUTb
dyHkumio PD Query;
e PD IP Address — IP agpec nopknitoyeHHoro Kk atomy nopTy PoE

YCTPOWCTBA;
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e PD Query Interval — nepeogm4HOCTb 3anNpocoB Ha AdaHHbin IP agpec.
[nana3oH 3HayeHuin — 2-30cek. 3Ha4YeHme No ymonyaHuo — 5;

e PD Timeout Number — konnyecTBo 3anpocoB K YCTPOWCTBY, Mocne
3aBepLUEHNsT KOTOPbIX MOAKMIOYEHHOE YCTPOWCTBO OyaeT cumTatbes
3aBucwmM [nanasoH 3HadeHun — 2-10. 3HavyeHue no ymonyaHuo — 3;

e PD Boot Time — makcumanbHoe Bpems aAng nepesarpysku PoE
obopynosaHua B npegenax 30...600 cek. 3HadyeHne NO ymMoOn4yaHuo —
120 cek.

Tabnuua oTpaxkaeT CBOAHY MHPOPMaLMIO, HA KakoM NopTe PyHKUMS
PD Query akTMBHa, ee napameTpbl, a TakkKe KONM4yecTBo nepesarpy3ok PoE
Ha nopte. Mo nocnegHemy napameTpy MOXHO CyAMTb O TOM, KaK 4acTo

YCTPOWMCTBO 3aBUCaeT U TpebyeT ANarHOCTUKM U peMOHTa.

BHumaHue!

v [Ins obecneyeHnst yHKLMOHUPOBAHUA CUCTEMbI MPO303aLLMNTbI HAAEXHO
3a3eMnmTe Koprnyc KoMMyTaTopa;
v Tpwn 0GHapyXeHUN HeUCNPaBHOCTM He pa3bupainTe KOMMyTaTop U He

PEMOHTUPYUTE YCTPONCTBO CaAMOCTOATENBHO.
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12. TexHNn4YecKue xapakTepmuCcTUKn®

Mopenb

SW-48G4X-2L SW-48G4X-1L

OO6Lee Kon-Bo NopToB

52

Kon-Bo noptos FE+PoE

Kon-Bo noptos FE

Kon-Bo noptoB GE+PoE

Kon-Bo noptoB GE
(He Combo nopThbl)

Kon-Bo noptoe Combo GE
(RJ45+SFP)

Kon-Bo noptoe SFP
(He Combo noptbl)

4x10G SFP+ (10réurt/c)

MowHocTb POE Ha ogvH 90 BT (1-4 nopTbl) )
nopT (Makc.) 30 BTt (5-48 noptbl)
CyMMapHas MOLLHOCTb )
PoE Bcex nopTos (makc.) 800 Br
IEEE 802.3af
Crtangaptbl PoE IEEE 802.3at -
IEEE 802.3bt
1-4 noptbl — A+B (1,2,4,5+
MeTtog nogaun PoE 3,6,7,8-) -
5-48 noptel — A (1,2(+) 3,6(-))

3Bes3ga
Tononoruvn nogkmnoYeHns Kackag

KonbLO
Bydep naketos 1,5 Mb
Tabnuua MAC-agpecoB 16 K
MponyckHas cnocobHOCTb
KOMMYTaLOHHOW 512 r6ut/c
maTpuLpbl
(Switching fabric)
CkopocTb 06CcnyXnMBaHUsi
naketoB (Forwarding rate) 184.64 MPPS
Moppepxka jumbo frame 16 Kb
Pa3wmep flash namsatu 64 Mb

CTaHﬂaprl 1 NPOTOKONbI

o [EEE 802.3 — 10BaseT

o [EEE 802.3u — 100BaseTX

o [EEE 802.3ab — 1000BaseT

o [EEE 802.3z — 1000 BaseSX/LX

o |IEEE 802.3ae — 10G Base-SR/LR

o |EEE 802.3x — Flow Control

e [EEE 802.1q — VLAN

o [EEE 802.1p — Class of Service

o [EEE 802.1d — Spanning Tree

o IEEE 802.1w — Rapid Spanning Tree
o IEEE 802.1s — Multiple Spanning Tree
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Mopenb

SW-48G4X-2L SW-48G4X-1L

PyHKUMM ypoBHSA L2

o [IEEE 802.1D (STP)

o [EEE 802.1w (RSTP)

o [EEE 802.1s (MSTP)

o VLAN / VLAN Group (number of VLAN — 4K)
» Voice VLAN

e Link Aggregation IEEE 802.3ad with LACP

o IGMP Snooping v1/v2/v3

« |GMP Static Multicast Addresses

« Storm Control

e ERPS, EAPS (for ring topology)

PyHKUMM ypoBHS L3

* ARP (static/dynamic)

o DHCP (relay/server/client/snooping)
e OSPF (vi/v2)

e RIP (vi/v2)

* VRRP (RFC 5798)

o Policy Route

KauecTso o6CnyxunBaHus
(QoS)

* 8 ouepenen / nopT
« WRR, RR, WDRR, SP

¢ Management System User Name/Password Protection
o |[EEE 802.1x Port-based Access Control

besonacrocte « HTTP & SSL (Secure Web)

e SSH v2.0 (Secured Telnet Session)

o Web-uHtepdeic
YnpaeneHue : gI’:lIN(Igonsole, Telnet, SSH)

« RMON

Ve « PWR
WHavkaTopsl * PoE 1-48 : Ei\r:E/Act 1-48

- Spood 148 + Speed 148

« 1G/10G SFP 49-52 * 16/10G SFP 49-52
[pososalmta 3KV, 8/20us

P w ans noptoB RJ-45

Mutaxve AC 90-253V
OHepronoTpebneHne 825BT1 — ¢ PoE <25 Bt
OxnaxpgeHne AKTVBHOE (BEHTUNATOPLI B KOpMyce)
Pasmepsbl (LUXBXI) (Mm) 440x45x360 440x45x290
Bec, kr 4,8 3,5
Cnocob MoHTaxa B 19” cToviky
Paboyas Temnepartypa -20...+455 °C

[ononHuTtensHo

¢ PoE WatchDog -
onpeaeneHne n nepesanyck
3asuclumnx PoE yctpoiicTs e UltraDistance — 250m
(10M6wT/c)

o UltraDistance — 250m

(10M6wuT/c)

* npOM3BO,EI,I/1TeJ'Ib MMeEeT NpaBO U3MEHATb TEXHNYECKNE XapaKTePUCTUKN N3aenna u
KoMnnekTaumio 6e3 npeaBapuTenbHOro yseaomMneHusa.




13. NapaHTHA

lMapaHTua Ha Bce obopynoaHne OSNOVO — 60 mecsaues ¢ gatbl npogaxm.
B TeuyeHue rapaHTUIAHOIO CpoKa BbINOMHAETCA GecnnaTHbI PEMOHT,
BKIoMas 3anyactu, Unmn saameHa u3genuin npyu HEBO3MOXXHOCTU UX PEMOHTA.
MogpobHasa uHdopmaums o6 ycnoBusax rapaHTUAHOMO obCnyXuBaHus
HaxXOAUTCH Ha canTe WWW.0SNovo.ru
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