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CeTteBas Bngeokamepa DS-2CD7153-E. PykoBoACTBO NONb30BaTENA.

bnarogapum Bac 3a mpuoOperenne Hameil npoxykuuu. Ecnmm y Bac BO3HUKHYT Kakue-nuOO BOMPOCH MUIM TPEIIOKEHHMS,
noxkayiicra, 0OpaTHTECh K IIOCTaBIIHKY.

JlanHoe pykoBOACTBO npeaHaszHaueHo s CeteBoil Buneoxamepsr DS-2CD7153-E.

[IponsBomuTens ocTaBisieT 3a coOOI NMpaBO Ha BHECEHHE M3MEHEHWI B HACTOSINEE PYKOBOJCTBO, a TAaKXKE B TEXHHUYECKHE

XapaKTEPUCTUKU YCTPOHCTB O€3 MPEeNBaAPUTEIIEHOTO YBEIOMIICHUS.



CeteBas Buaeokamepa DS-2CD7153-E. PykoBoacTBO Nosb3oBartena

UHCcTpYyKuMa 6e3onacHocTH

JlaHHBIE WHCTPYKIMU TIpEAHA3HAYCHBI IUII OOCCICUCHHSI KOPPEKTHOTO WCIIONB30BAHUS MMPOMYKIIUM ITOJE30BATEIIEM,
BO m30eXaHNE BOSHUKHOBEHUS OMACHOCTH WJIA TIOTEPU HMYIIIECCTBA.

Mepsl ipegocTopoxkHocTH pasnenensl Ha “Ilpenynpexaenus’ u “IIpenocrepesxenus”:

[penynpexnenus: [IpeneOpekeHne TOOBIM U3 TPEIYIPEKICHUN MOXKET BBI3BATh CEPHE3HYIO TPABMY WIIU CMEPTh.
[penocrepesxenus: [IpeHeOpexeHre TIOOBIM U3 TIPEIOCTEPEIKSHUN MOKET BBI3BATh TPABMY WU TIOBPEKICHUE

000pyIOBaHUS.

IIpenocrepeskenusi. CnenyiiTe TaHHBIM Mepam
Mpenynpexnenusi. CrenyidTe NaHHBIM Mepam
MPEOCTOPOXKHOCTH,  YTOOBI  NPEJOTBPATHTh
MIPEIOCTOPOKHOCTH, ~ YTOOBI  TNPEJOTBPATHTH
MOTEHIMAJIBHYI0 TpPaBMy WJIH MaTepualibHbIe
CEpPBhE3HYIO TPABMY HJIH CMEPTh.
YOBITKH.

IIpenynpesxxaenus
1. Bo Bpemsi HCTIOJIB30BaHUsI YCTPOWCTBA, CTPOrO CIEAyHTE MpaBUiIaM JIEKTPOOE30MacCHOCTH CTPaHbl U PETHOHA, B KOTOPBIX
HaXOJIUTECh.
2. Ucnonp3yiire 0110k nutanust DC 12V, coorBercTByroumii cranaapty IEC60950-1.
3. He noxkmoyaite HECKOIBKO YCTPOMCTB K OHOMY CETEBOMY aJalTepy, Tak Kak ero Ineperpy3ka MoKeT BbI3BaTh IEPErpes
WIN SIBUThCS MCTOYHUKOM BO3HUKHOBEHHWs moxapa. [Ipu ucrnonbzoBanum TexHonorun PoE ybenurech, uro PoE Cauru
MOJTY4aeT A0CTATOUYHOE TUTaHHE.
4. Y0enuTecsh, 4TO LITENCETb HAZKHO COSAUHEH C CETEBBIM Pa3beMOM.
5. Ecin ycTpolcTBO KpenuTes Ha CTEHE WM Ha TOTOJIKE, OHO JOJIKHO OBITh HAaJEKHO 3aKPEIICHO.
6. Eciiit ycTpoicTBO OBIMHTCS, IIYMHUT WX W3JAa€T HEMPUATHBIN 3amax, OTKIIOUUTE IIMTAHUE U OTCOSANHUTE CETEBOM Kabenb,
TI0CJIE YETO CBSKUTECH C CEPBUCHBIM LIEHTPOM.
7. Ecnu ycrpoiicTBO He paboTaeT JOKHBIM 00pa3oM, CBSXKHTECh ¢ BallliM MMOCTABIIMKOM WM OJMKAHIIMM CEpBHCHBIM
ueHtpoM. Hukorna He mbiTaiitech pa3o0pate kamepy camocrositenbHO. (IIpon3BoauTens cHUMaeT ¢ ceOs rapaHTHiHBbIC

0053aTeIbCTBA 32 MOBPEXKICHNS, BO3HHUKIINE B pe3y/IbTaTe HECAHKLIIMOHUPOBAHHOTO PEMOHTA WIIM OOCITYKHUBAHHA).



m CeTeBas Bngeokamepa DS-2CD7153-E. PykoBoACTBO NONAb30BaTENA.

IIpenocrepe:xeHust
1. Ybenutech B COOTBETCTBUH IIOABOIMMOTO HANPSDKEHUS U MICTIPABHOCTH MCTOYHHUKA ITUTAHMS.
2. He ponsiiTe BugeokaMepy M He IojBepraiire e€ MexaHWYeCKUM yAapaM M BO3IEHCTBUIO CHIBHOTO 3JIEKTPOMAarHUTHOTO
n3aydenust. M30eraiite ycTaHOBKH 000pYZOBaHMS Ha MMOBEPXHOCTSIX, MOJABEPKEHHBIX BHOPAIMAM WM MEXaHHYECKUM yiapam
(9TO MOXKET IPUBECTH K MOBPEXICHUIO 000pPYIOBaHNS).
3. He xacaiitechb CEHCOpPHBIX MOAyJeH maiblamMu. [Ipu HEOOXOAMMOCTH YHCTKH, UCIONB3YHTE YHUCTYIO TKaHb ¢ HEOOIBIINM
KOJIMYECTBOM dTaHOia. Ecny kamepa He HCIIONb3yeTcss B TEUEHHE UTMTENHBHOTO BPEMEHH, YCTAaHOBHTE KPBIIIKY JIMH3BI
Ha e€ MecTo, 4T0ObI yOepeub MaTpHILy OT 3arpsi3HEHUS.
4. Pabora ceHcopa MOXeT OBITh HapylleHa Jla3epHBIM JIYy4OM, IOTOMY TIPH HCIOJB30BAaHUU JIIOOOT0 JIa3epHOr0
00opy/oBaHus yOeIUTECh, YTO JIy4H HE MOMaJaloT Ha MOBEPXHOCTh JIMH3HI.
5. He nozBepraiite kamepy BO3IEHCTBHIO CIUIIKOM BbICOKUX (Oonee +60°C) mnmm Hm3kux (menee -10°C) temmepartyp.
He ncnionb3yiiTe ycTpOWCTBO B 3arpsA3HEHHBIX IIOMEHICHUSX C BBICOKOH BII@XKHOCTBIO, TaK KaK 3TO MOXET HPHBECTH
K BO3HUKHOBEHUIO ITOXKapa WIIH IEKTPHYECKOMY 3aMbIKaHHIO.
6. lns HOpMasibHOW pPabOThl KaMepbl HEOOXOIMMa XOpollas BEHTWIALMSA. YCTaHAaBIMBalWTe OOOpYIOBaHHE B XOPOIIO
MPOBETPUBAEMBIX ITOMEIICHUAX.
7. 3amperaercsi mojaBepraTth 0OOPYAOBaHWE BO3JCHCTBHIO MPSIMBIX COJHEYHBIX JIydeil, HEJOCTATOYHOW BEHTWISIMU HIIH
pacrionararth ero BOJIM3M HCTOUHUKOB TEIUIa, TAKUX Kak 000rpeBaTellb Wi PaauaTop (3TO MOXKET IPUBECTH K BO3TOPAHHMIO).
8. He HampaBJisiiiTe KamMepy Ha COJIHIIE WJIM OYEeHb SIPKUE 00JIacTH. DTO MOXET MPUBECTH K CMa3blBAaHHMIO WM Pa3MBITHIO
n300paxkeHus (4TO, OJHAKO, HE SABJIAETCS HEUCIIPABHOCTHIO), a TAK)KE COKPATUT CPOK CIIY)KObI CEHCOPOB.
9. Ilpu TpaHCHIOPTHUPOBKE BUAEOKaMepa JO/KHA ObITh MOMEIIEHA B OPUTHMHAIBHYIO YNIAKOBKY WJIM YNAKOBKY CO CXOJHBIMH
XapaKTePUCTUKaMH 0€30I1aCHOCTH.
10. Buneokamepa umeeT OorpaHMYEHHBIH CpOK CiIy>kObl. Jlnsi monaepanusi pabovero CoCTOSHHS YCTPOKWCTBA HEOOXOAMMO

MPOBOJUTD PETYJIAPHYIO NPOQUIIaKTHKY. 3a JOMONHUTENbHON HH(pOpMaLeil oopaTturech kK Bamemy nponasuy.
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m CeTeBas Buaeokamepa DS-2CD7153-E. PykoBoACTBO N0O/b30BaTENA.

l'naBa 1 MNogkntoueHne CeteBon BUAEOKamepbl

CymrecTByeT J1Ba Criocoda MOIKITFOUSHISI CETEBOM BHICOKaMephI K iepcoHansHOMY Kommbiotepy (ITK):

CeTesod Kabenb

CeTepad Hamepa HomneroTep =

PucyHok 1.1: MoaKkntoyeHne ¢ UCnosb3oBaHMEM NepPeKpecTHoro Kabens.

o
—
_F/- ."'_

—_— e

CeTeBoi Kabenb CeTepol Kabenb
CBuTy

. <

CeTeBad Kamepa HomneroTEp
PucyHok 1.2: MNoaKntoyeHme ¢ MCNoab30BaHUEM NPSMOro Kabens.

Jlns moyydeHHst IOCTyIa K CETEeBOW BHIEOoKaMepe Mo ceTH, Heooxomumo y3HaTh e€ IP aapec. IIporpammHoe obecriedeHue
SADP mnpenHazHadeHO IS aBTOMAaTH4ecKoro oOHapyxeHus ycrpoiictB Hikvision B cetm LAN u momy4yeHus Takoit
uHdopmanmm, xak I[P aapec, macka mojaceTH, HOMEp MOpTa, CEPUUHBII HOMEp YCTPOWCTBA, BEpCUsl MPOTrPAMMHOIO

obecrieueHus U T.II., cM. Pucynok 1.3.



CeTeBas Buaeokamepa DS-2CD7153-E. PykoBoAacTBO Nnonb3oBaTens

[ sape |

| Device twpe | IF addresz | Fort rumber | Device Senal Mo,

(001 | upknow | 192.0.0.64 G000 [5-2C07153-E012

Device Seral Mumber
|D S5-2C0F153-E0 201007 26BBR

zoft wersion I
|"J2.IZII:|uiI|:| 100423

zibnet mazk
|255.255.255.n "

|P addres=
| 192 . 0 . O . B4

device port

|BDDD

MALC Address
|EIEI-4EI-4E-2E=-u:IEI-E=?

---please input pazswaord---

m-:u:lif_l,ll cancel TENE |

-Rezume default pazsword-

‘4 | 1] ¢

PucyHok 1.3
Beibepure ycrpoiictBo, ycraHoBute IP aapec 1 Macky mojicets B oqHoM cereBoM cermenre ¢ [1K.
[oapobuee o SADP cwm. [Ipunoxenue 1.
Ipumeuanue: 3aBOACKUE TapaMeTPHl CETEBON BHACOKaMePHI IO YMOMYaHUIO ycTaHaBnuBatoT 1P aapec “7192.0.0.64”,

HoMep mopTa “8000”, mMs onb3oBaTens “admin’ v mapons “12345”.
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'naBa 2 CeteBoi goctyn

[locme ycraHoBKHM 00OpyIOBaHHS MOJNB30BATENb MOXET IPOCMATpUBaTh BHAEO M HACTPaWBaTh MapaMeTphl CETEBOH
BHeOKaMepsl, BKiIrodast [P anpec, macky mojcerd, HoMep mopra # T.I1. J[JIsl JOCTyma K KaMepe HCIHONB3YIOTCS CIelyIomre
CHOCOOBI:

1. Hocryn ¢ ucnonb3oBanneM Opaysepa IE.

2. J1ocTyn ¢ UCMONTb30BaHUEM KIHEHTCKOT'O IPOrPaMMHOI0 00CCIICUCHUS.

3. octym ¢ ucnons3oparueM [10 npyrux npousoaureneid (OOpaTUTECh K MOCTABIIMKY 3a IOAPOOHOH HH(OpMAITHEi).

2.1 focTtyn c ncnonb3osaHmem b6paysepa IE

[epen Tem, Kak MONXYYUTH TOCTYH K BUAEOKaMepe uepe3 Opaysep IE, HeoOX0quMo HaCTPOUTh YPOBEHb OE30MTaCHOCTH.
Ortkpoiite 6pay3ep IE u ycraHOBUTE YpOBEHB 0€30MACHOCTH 30HBI, B KOTOPOH paboTaeT kamepa, Ha Huskuii [Low]| B MeHIO
Cepsuc/CaoiictBa O603peBatens/bezonacHocts/Ipyroii.. [Tools/ Internet Options/Security/Custom Level...], u BkirounTe

ABTOMATUYCCKOC BBINIOJIHCHUEC WJIN BBIITOJIHEHUE 110 3aITPOCY 3JIEMECHTOB ActiveX u MO}IyJ'Ieﬁ MMOAKIIFOYCHH A

[ActiveX Control and Plug-in].

Cogepwanas | Deapacsens | Npopoesad | domansrens
 Diwas | RSOl  Forsnssrunanesoce

MapaseTpr GeannacHecTH

E=Sepime mory Hurem-ers, sroficl rpscsorTe 89 Yoo B S D SS0ngsHeeT i

® G0 e =
- 1 U pranssTE ~
FmepreT

[t ] Hegespar  OroesdssA.. (3 Paapernms =
g et 0 e Lkl [l.-i] e T e Ok e 1 MDAV POAK NAEH AR
MiTepHeT H OB TOHITA-EOOHE 3AEOIE 2NEHERTOS UNDSENSHS Gokies]
g ATa A0S COLEEAMT BIe EESHAIL| iWd L1 OTerRTE
KATOPRES Do FES TOASSTIATH O ARETHE %] PoopeuEnTL
il [§] Bacanaru cymep anoke mon Scbus, e e oK B
Hpmeens feaoscHacidana 3 o = ',__:: DITERHIAT 1
lh: TRRATAATE

0 Pagmunin

[§] Sorpreena menoanscasen snamr s Alpe -
ok 3 aner el scs AR HeeT ol A Iy
M 100k T b 3LOREH R T 000 H T, HA s raine =
T T R [T g Lzl Mpransame .
= (A mcasmers F Do 0 500 BSHED S § LRSI HE2 TS ¢ e ¥
Frany T e

HApyrof

Hocc Toras i e e MOETET s

| Oewee. || Mowsmoane | e e | SRS ~ | | JoccTorosiTh

[tk | [ Oraes ]| o ot | [ omewa |

PucyHok 2.1.1: HacTpolika ypoBHA 6€30MacHOCTM.
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2.1.1 OtobparkeHue

IIar 1: YcranoBure ‘Active-X Control
and Plug-in’. Beeaute IP anmpec cereBoii
BUJeoKamMepsl U Haxmure [Enter],
MOCJIe Yero KJIMKHUTE HA BCIUILIBIIEM

OKHE.

Iar 2:
Haxwmure [Run], 49roObl ycTaHOBHUTH

ActiveX Control.

IlIar 3: Bseaure uMS MOJIb30BATEIS
“Username” (mo ymomgaHuroo: admin),
mapons “Password” (mo ymomgaHuio:
12345) wu HOMep mopra  “‘Port”
(mo ymomuanmro:  8000), mocime dero

Haxkmute [Login].

[PIESSC——— o -

Ky oow

- ma AN -

PucyHok 2.1.3: YctaHoBKa ActiveX Control.

[ Po— .

[ ——— L~ AN

PucyHok 2.1.4: UHTepdelic aBTopM3aumnm



CeTeBas Bngeokamepa DS-2CD7153-E. PykoBoACTBO NONAb30BaTENA.

Tar 4: [ocire ycrenHOW aBTOPHU3AIUH TTOJB30BATEIh MOXKET MMpocMaTpuBath Buaeo. Cm. Pucyrok 2.1.5.

Parde [0l i bedbine 3 o % I

o

ME P2 T TS
...... - Bl L .‘::;...i > “““‘"’;‘Q{ s -...

i TR
Mgy v

e
== 2S

o ¥ @ i Fracachk ¥
PucyHok 2.1.5: CTpaHuLua oTobparkeHus.

MKOHKM CTpaHULbl 0OTOGpaXKeHus:

MKOHKa OnucaHue

MoNHO3KPaHHbIN peXMm oTobparkeHus
BbIxoA, U3 NOIHO3KPAHHOTO peXKMma

Hayano npocmoTtpa

OKOHYaHMe NpocMoTpa

CKonnpoBaTb U306paxkeHne B bydep obmeHa
Hayano/OKoHYaHKe 3anuncu

Lndposoe yBennyeHne

OB M EOEE E

MapameTpbl BUAEO

Undposoe ysennueHue:
[{enxanTE TEBOH KHOITKON MBIIIX B IIFOOOM MeCTe N300pa’KeHUSI H UCTIONB3YHTE KOJMIECHKO MBIIIH [T Pealn3aii (yHKITUH

MacITabupoBaHUs [PUOIIKEHIE/OTIaIeHuUE .
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MapameTpbl BUAEO:

MKOHKa Onucanue

Eﬂmmaam

ApkocTtb [0+100]
KoHTpacTHocTb [0+100]
HacblweHHocTb [0+100]
OTreHoK [0+100]
Ycunerune [0+100]
Bbiaep:kka [0+40000]

BoccTaHOBUTL NapameTpbl MO YMOAYAHUIO

PucyHok 2.1.6: NMapameTpbl BUAEO.
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2.1.2 KoHdurypauma napameTpos

Haxxmure Configuration, uto0s! Boiitn B nHTEpdeiic kondurypaunu napamerpos [Parameters Configuration].

2.1.2.1 /lokanbHaa KOHUrypauua

Lonfy geration

Y Zarassterx confipeeation

4 z o

B @ iscte comfipreation

B Bavic inSoatice Staw Lyt Main stream v
B B Thannel poararaiers 03 sg Loy ncde Full e

2 B Hermaris paracsiors

BB A un oarsasrsrx Puckuge Lily size! 2550 -

B Deloywant tims Trasxnizxion arfarmance: komal realtims and Juancy -

B8 Vsir vanopeneat

B b otely werade Save Tecord Sils ax CADCYKacordRiles
8 Uctualt

BB Letoot derice

Sxve capicred picture wxl C.\OCA’:E(APC?JP"JIG.; -

PucyHok 2.1.8: JTokanbHas KoHpUrypaums.

NokanbHasA KoHpUrypaums:

MapameTpobl OnucaHue

Twun npoTokona

TCP nan UCP
(Protocol Type)

Tun NOTOKa
OCHOBHOW MW AONO/IHUTENbHbIN MOTOK
(Stream Type)

Pexkum oTobpakeHua
MonHo3KpaHHbIN, 4:3, 16:9 nan NOACTPOMKA NOZ pa3pelleHne sKpaHa
(Display Mode)

Pasmep daiina
128M6, 256M6, 512M6
(Package file size)

MNponssoanTeNbHOCTD PexXnmbl: MMHMMAaNbHAA 3aaepkKa [shortest delay], xopoluee KayecTBo B peaibHOM
nepegauv BpemeHu [good real-time], HopmanbHOE KaYecTBO B peasibHOM BpeMEHM
(Transmission performance) [normal real-time], 6ernbii [fluency] n 6ernbin+xopoliee kadyecTteo [good fluency].
CoxpaHuTtb dhain 3anmcu Kak... KaTtanor gns 3anucu no ymondanuio: [C:\OCXRecordFiles] — peaakTupyeTca nonb3osarenem

(Save record file as)

CoxpaHuTb Kagp Kak... Katanor gns 3annucu nsobpaxkeHuin no ymondaHuio: [C:\OCXBMPCaptureFiles | —

(Save captured picture as) pefaKkTMpyeTcsa noib3oBaTenem
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2.1.2.2 YpaneHHan KOHuUrypauma

OcHoBHasA uHpopmauma:

B unTepdetice Hactpoek OcHoBHON mH(popMarmu [Basic Information] monp3oBatens mMoxker ycranoButh MMst ycrpolicTBa
[Device Name] u ero maentudukatop [Device ID], a takxke mpocMorpers mH(OpMaruio o0 [P kxamepe, BKITIOYAIOIIYIO
omucanue [Device Description], paconoxenue [Device Location], MAC anpec, Tun ycrporictBa [Device Type], cepuiiubiii
HoMep [Device SN, Bepcuro 1O [Firmware Version], u Bepcuro U-boot [U-boot Version].

RO e s R I

B licd cenfiguation vt ca Sans P CAMERA
B B Seote confsguration

I

'
"

Meviee 11

[
v

B oice Safcenting
B B harne ) geessteve
O 8 Fateork pacanncass

O Adus poweios Dzvize lacaticu

swize Jeceriyrien

Br-" U i
B Ve e
B scte iy e Usvaze Typ
B Latanl-

B Fatool davics

WE Acdrexe

Davaze SR .

Fivawors Version

U Tus. Tecaoun

PucyHok 2.1.9: OcHoBHas uHbopmaums.

MapameTpbl KaHana—> HacTpoiiku otobparkeHus

[Channel Parameters—> Display Setting]:

[To xenanuio BBl MOXKeTe BKIIOYMTH oToOpakenue J[lartel/Bpemenu [Date&Time] m JInedr Henenu [Week] ycraHoBkoi
¢naxka. Jlns BbIOOpa gocTynHbl pasHblie (opmarel oroOpaxeHus Bpemenu. [lapamerp OSD Status Moxer npuHUMATh
3HAa4YeHUs ‘TIpo3pauHblif muraromuii’ [transparent & flickering], ‘mpo3paunslit Hemuratommii’ [transparent & unflickering],
‘Hempo3pavHbIi Muraromuii’ [nontransparent & flickering], nunu ‘Hempo3payHbIil HEMUTAOITHNA

[nontransparent & unflickering].

Tuls. Exrmi KRR DY -

PucyHok 2.1.10: HacTpoiiku oTobpakeHus.
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Napametpbl KaHana—> Hactpoiiku eugeo [Channel Parameters—> Video Settings]:

Configuration

(Y Parameters configuration
i Local configuration
B @ Remote configuration

B Basic information Resolution: UXGA

Main stream

Channel pa eters ; -
B Chennel paremeter Image Quality: Highest

¥ Display setting
Y Video setting Stream type: Constant BitRate

¥ Motion detection Max. Bitrate: Custom 3072 Kbps
Y Text Owerlay

) Fetwork parameters Multicast Address: 0.0.0.0

+ ar arameters
PEHS ALern g axemates RISP Port: 554
#8 Deployment time

8 User management

B Remotely upgrade

B Default

8 Reboot device

PucyHok 2.1.11: HacTpoiiku Buaeo.

MapameTpol OnucaHue

Twun noToka
BbI6OP OCHOBHOIO MW JOMONHUTEIbHOTO NOTOKA
(Stream type)

PaspeweHue
Bbibop paspelweHusa
(Resolution)

KauectBo n3obpakeHns Bbicoualiwee [Highest], Bbicokoe [High], CpeaHee [Medium], Huskoe [Low], Hu:ke [Lower],
(Image Quality) Camoe Hu3sKoe [Lowest].
Twun noToka

Bbi6op NOCTOAHHOIO MM NEPEMEHHOro buTpeinTa
(Stream type)

MaKcumanbHbI BUTPENT
Bbl6Op cOBCTBEHHOrO 3HaYEHMA BUTPENTa B COOTBETCTBMM C pa3peLleHnem
(Max. Bitrate)

LLinpoKkoBeLLaTenbHbIN
YcTaHOBKA LWMPOKOBeELLLaTeNbHOrO aapeca. Agpec no ymondanuto: 0.0.0.0

aapec
(Multicast Address)
MopTt RTSP

YctaHoBKa RTSP nopTa. 3HayeHne no ymonyauuio: 554
(RTSP Port)



CeteBas Buaeokamepa DS-2CD7153-E. PykoBoacTBO Nosb3oBartena

MapameTpbl KaHana—> HacTpoiiku AeTeKunn ABUKEHUA

[Channel Parameters—> Motion

,(_.".;".':-'- : = bt

Detection Setting]:

fXrecores =
Ycranosure Quaxok omuu Enable motion Bian ival Bt <
Lo o Ealli miie totistine
detection, 9TOOBI BKIIFOUUTH 3Ty (YHKIIHIO. 11 1eras
BB Cranl pusinin
o . Yirgw - ] 3
Hactpoiiku 3oHbl [Zone Settings]: 1201018 [he 28361383
Haxxmure kHOmky Start draw, 4YTOOBI
Bt en -
HApHUCOBaTh 30HY JCTEKIUU JBUKCHUS & BN LG pir s

oyreM MeiI4YkKa W pacTaruBaHUs 30HBI

Ha BI/IZ[COI/I306pa)KeHI/II/I.

Ilonbp30Barenb MOXET 3a7aTh HECKOJIbKO
30H JCTCKIWH ABMXXCHHUA Ha OJHOM U TOM

ke u3obpaxeHun. Korma Bce  30HSBI

YCTaHOBJICHBI, HAXKMUTE KHOMKY Stop draw,
9TOOBI 3aBEPILIUTH JCHCTBHE.

PucyHokK 2.1.12: HacTpoiKu 30Hbl AeTeKLMM ABUKEHNUS.

YyBCTBUTENbHOCTD:

YpoBeHb YYBCTBUTEIHHOCTH MOXET
npunumath 3Hauenusa 0, 1, 2, 3, 4 u 5.

Korma YCTaHOBJICHO 3HaYEHHE 0,

(Y Twamesgrs ool
YYBCTBUTCIBHOCTDL OTKJIIOYUCHA. ®raral e
8ot conligarol Lo
B Saxie arfarsatacn
anBﬂ3Ka: 8 B Charal puwaters
¥ 0isplay sl Lisg | =elonr, i, wlgol
Crnioco0 NpUBSI3KY VIS TaHHOU ¥ Vices ze-ting

Y Matisn dadectica
Y Tezt maerlay
Email link B B Setverz purawatare
EW e joaw

B Veplogment Lo

BUACOKAMEPBI MOXKET IIPUHHUMATh 3HAYCHUE

[IIpusazka k 21eKmMpoHHOU noume.

B Jrar axrapeasnt
B 2oy g vde
B Jafanlt
!3\'.-)0. oerace

PucyHok 2.1.13: HacTpoiiku MpuBA3KKU AeTEKUUN OBUKEHUS.



CeTeBas Bngeokamepa DS-2CD7153-E. PykoBoACTBO NONAb30BaTENA.

MapameTpbl KaHana—> HacTpoiiku HanoXeHna TeKcra

[Channel Parameters—> Text Overlay Setting]:

BBemure cumBoimbel B mone  Text
Gl gasticdy

Information W omnpeneiaute TMONOKEHHE
skpanHoro MeHto (OSD) Ha nzo0paxeHnn
myreM BBoJa 3HaueHWH XPosition u R A 94-20-2818 Tue 26:53:32

YPosition, mocie 4ero yCTaHOBUTE fB2ests taf

B M0l yewetars

¢naxok omuun  OSD  Text. Tlocne

Ha)kaThsl KHOOKU Save YCTaHOBJ'IeHHHﬁ

Y Stica Setecticn
3aroJIOBOK OyIIeT OTOOpaskeH Ha SKpaHe. Y Teel Dol
<] .h‘--'l gurwatary
H BB las yu
[pumeuanue: B Tolermert in
3uauenus XPosition u YPosition Wi saugeal
B eeraly 1 Erads
COOTBETCTBYIOT OTHOCUTEIHHOMY B eEalt

PAacIONOKEHHIO OT JICBOTO BEPXHETO yria Byt

U300paKeHusl.
IPCcamera

PucyHok 2.1.14: HacTpoiMKM HaNOXKeHUs TeKCTa.

CeTeBble napameTtpbl—>Hacrtpoitku Cetn

[Network Parameters—> Network Setting]:

VYcranosure IP azxpec, macky mnoncerw,

. Carfipomatica
[Tmro3 u cepep DNS cereBoii kamepsl.

Y Tacuvsbacs cenfigaruloon

& A I7 Adkus

B8 Bara s aasaraatiar Sebast Mack.
B hvodd prweiesx
"tk [ TLE TR

Y Febdark datting b5 Sarvaer

Gatnewy

Y 2L aaturg

Y LIS setbing

Y FZaw

Y Ew X
B AT ow et

B g lavasrd ire

B Veer ~oageot

B Evotaly wmppoade
B Daswle
Brctoy Lovies

PucyHok 2.1.15: HacTtpoiiku CeTtu.



CeteBas Buaeokamepa DS-2CD7153-E. PykoBoacTBO Nosb3oBartena

CeteBble napameTpbl—~> HacTtpoitkn PPPoE

[Network Parameters—> PPPOE Setting]:

VYcranoBure (hmaxxok OTILINK
Enable PPPOE, 4to0Bbl BKIIIOYUTH
JAHHYIO (DYHKITHFO.

Beenute ums nonb3oBatenss PPPOE
U TMapoiib B TEKCTOBOM OKHE
U HAXXMUTe Save, YTOOBI 3aKOHYHTH
HAaCTPOMKY.

Ilocne mepe3arpy3ku kamepe OynmeT

npucBoeH myoanyHsli 1P anpec.

CeTeBble napameTtpbl—>Hactpoitku DDNS

[Network Parameters—> DDNS Setting]:

Ycranosure (axox ONLUH
Enable DDNS, YTOOBI BKJIFOYUTH
nanHyto ¢yHkuuio. Tun  mporokoria

MOXET MpHHUMAaTh 3HaueHuss DynDNS

wiu IPServer.

Crasiperazian

W rl. ZFOOF

8 1enle
Bl 3 sanaramant
B dempzaly eprrada

B Jakanl

PucyHok 2.1.16: Hactpoliiku PPPOE.

i e edion

Enakla JLHS

Frotucal Tepe l'l'!,In;.lf'-lf:i
Cerwei Bl s

Eertl

Ureer Hwrs

L PO

i TEREFIRS EF Tl Fo

Bl Bdlore purmaisrs

PucyHok 2.1.17: HacTtpoiikmu DDNS.



CeTeBas Bngeokamepa DS-2CD7153-E. PykoBoACTBO NONAb30BaTENA.

HpI/I HCII0JIb30BaHUN MIPOTOKOJIa

Geolt ety ol Ly

DynDNS HeoOxomumo BBecTH ajapec

cepBepa [Server Address], wamp.,

(Y FACARSIAYE ConrI TErATIar.

members.dyndns.org. Ilons User Name MLozd configeaticn Brasle LI
B B Facts canfiporatica
u Password COOTBETCTBYIOT HMEHH Wi infaresiin Trolwzel Ty
MOJB30BaTENIS i apoJo, B @ rtorel pirmet e Gz e hMroes: mambas dyades o
. 580 detmcrs parmetare
3apEruCTPUPOBAaHHBIM Ha caire ¥ Hecrark auteisg
DynDNS. TIlome  Device  Name ¥ rorom ostive

Y R
COOTBETCTBYET JOMCHHOMY HMCHH,
npuMeHuMoMY K caiiry DynDNS. Mizecting
B lcr usates
Ll ol 1
. Irsr sarapeasnd
B tewaely upoveds
[ PLETSY

B 2aboct Sevicn

PucyHok 2.1.18: Hactpovikn DynDNS.

ITpu UCIIOJIb30BAHUA MIPOTOKOJIA

Croliguraiing

IPServer HEOOXOMMMO BBECTH ajpec

cepBepa [Server Address] IPServer,

o sl
12Sanver

S AdSMaanacn

Svome Adkwua 10.11.12.°3
sewh

wssiine
Y OImeE ey
Y STreattinge
Y rwarlrstting
£ B8 rlars parswaters

B ez liovment 1ims

B9 Uzer moagenant

B Yoe ot oy appvade
B Latanit
B Fatoss demion

PucyHok 2.1.19: Hactpoiiku IPServer.



CeteBas Buaeokamepa DS-2CD7153-E. PykoBoacTBO Nosb3oBartena

CeTeBble napameTtpbl—~> Hactpoitku NTP
[Network Parameters—> NTP Setting]:

Ycranosure (axok OINuUu

Enable NTP, 9T00BI BKIIOYHTH TAHHYIO
¢ynkimio. Beemure ampec  cepBepa
[Server Address] w mopt [Port] NTP.
[Ipu wcmonp30BaHUU IMYOIHMYHONH CETH
BBE/IUTE NTP Server Address

JUTSl CeEpBUCA CHUHXPOHM3AIMH BPEMEHH, B N b R

Hamp., 210.72.145.44. v
|

[Ipu pabGore B wuacTHOW ceTH  Js o IS u._;"_..
YCTaHOBKH NTP cepBepa
Y CHHXPOHHW3AI[MH BPEMEHH MOXKET OBIThH
HCTIONB30BaHO IIpOrpaMMHOE

obecrnieuenue NTP.

PucyHok 2.1.20: Hactpoiiku NTP.
CeTeBble napameTpbl—~> HacTPOMKM 31eKTPOHHOM NOUTbI
[Network Parameters—> E-mail Setting]:

C HCTIONB30BaHUEM HACTPOEK
QJIEKTPOHHOM  MOYTHI  COOOLIEHUE
0 TPEBOI'€ MOXKET OBITH OTIIPABJICHO
Ha YyKa3zaHHBIH e-mail azpec npu ZMTF Sacva
aKTUBAllMM TPEBOKHOI'O  CHIHAaja. : ; SUTF Foee
Beemqure wumsa cepsepa SMTP, Uear Fms
SMTP mopt, wuMs TONB30BaTEN, ; e Rexeuahy
apoJb, azpeca TOTy4aTeIs ' Ewi

U OTIIPABUTEINS, MIOCIIE YETrO HAXMMUTE | ; : Briil Bucsivir:
KHOIIKY Save, 4YTOOBI 3aBEpIIUTh B-nmilatiiag

HACTpPOHKY.

LT Fe TS

Bl Datanl:
B Tadinnl darice

PucyHok 2.1.21: Hactpoiiku E-mail.



CeTeBas Bngeokamepa DS-2CD7153-E. PykoBoACTBO NONAb30BaTENA.

YnpasneHue nonb3oBatenamu [User Management]:

e R TR

HWewrylaong

BB Can rvmnine
By e sisy
™l i
ity e
Poiian

PucyHok 2.1.25: YnpasneHne nonb3oBaTeNaMm:

JDo6asneHune nonb3osarens

[Add User]:

Haxxmurte kHOmKy Add, 4TtoOBI BOHTH B . .
uHTrepdelic HacTpOeK, TIOKa3aHHBIM Ha
pd TPOCK, It Acdraxe Mpl pdirses 00.00.00.00.00.00

Pucynke 2.1.26. Beenure ums
Tawe Gy

nojp30BaTens, mapoib, IP aapec, MAC

azpec, TOCIE Yero BbIOEPUTE  THI

monp3oBarensd. Haxmure OK, 49T00BI
3aBEpIINTH JI00ABJICHUE TOJIb30BATEIIS.

PucyHok 2.1.26: [lobaBneHne nonb3osartens:

U3meHeHUe nonb3oBarens
[Modify User]:
Haxxmurte kHOmky Modify, 4TOOBI BOHTH

B MHTepdeiic  HACTpOeK,  MOKa3aHHBIN

Ha Pucynke 2.1.27. To xeJlaHUIO U3MEHUTE Usar Rue Caras Fasxwari! _
UM nonb3oBarens,  mapons, [P anpec, I rdidwax noon VAL Al wax 0007

MAC anpec, BBIOEpUTE THIT ITOJIH30BATEISL.

Uswr ype:

Haxxmure OK, YTOOBI 3aBEPIIUTD

HU3MCHCHHUC ITOJIb30BATCIIA.

IIpumeuanue: B HacTpoiiKkax NONb30BaTENS
admin MOXHO U3MEHHTH TOJIBKO MAPOIIh.

PucyHoK 2.1.27: U3meHeHuMe noab3osaTens.



CeteBas Buaeokamepa DS-2CD7153-E. PykoBoacTBO Nosb3oBartena

YaaneHHoe o6HOBneHue

[Remote Upgrade]:
Haxxmure kHOIKy Browse, 9T0o0bBI

BbIOpaTh (aiim OOHOBIEHUS U

Ha)KMUTE Upgrade, YTOOBI
3aBEPIIUTh yIaJeHHOE
0OHOBIICHHE.

BOCCTaHOBUTb NapameTpbl N0 YMONYAHUIO

[Restore Default]:
Beibepure pexxum Full Mode wnu
Basic Mode, 4T00bI BOCCTAHOBUTH

napamMeTpsl 0 yMOTYaHHIO.

Hpumeuanue: Pexum Full Mode
COOTBETCTBYET BOCCTaHOBIICHUIO
BCEX IMapaMeTpoB Ha ypPOBEHb
3aBOJICKAX YCTaHOBOK. Pexum
Basic Mode COOTBETCTBYET
BOCCTAHOBJICHHIO BCEX
napamerpoB, kpome [P anpeca,
MacKH MOACETH, LUI03a U I0pTa

Ha YpOBEHb 3aBOJICKMX YCTaHOBOK.

MNepes3anycK ycTpoiictBa

[Reboot Device]:

Haxxmure OK;, 9TOOBI IIepe3aIryCTHTh

CEeTEeBYIO BUICOKaMeEpY.

PucyHok 2.1.28: YaaneHHoe obHOBEHME.

GeaEiguratiom

PucyHoK 2.1.29: BoccTaHOBNEeHME NapamMeTpOoB NO YMOAYAHUIO.

PucyHok 2.1.30: Nepe3sanyck ycTpouncraa.



CeTeBas Bngeokamepa DS-2CD7153-E. PykoBoACTBO NONAb30BaTENA.

2.1.2.3 flononHUTeNbHAA KOHGUrypaums ' @ New Tab - Windows Internet Explorer

1: Beemure IP ampec cereBoil kKaMmephl U CIIOBO { ) |
s P P O

“config”. (Hampumep, http://192.0.0.64/config)

.7 Favorites € New Tab

2: Beegute uMs monb3oBarens B moie “Username”
(o ymomnuanuto: admin), napons B none “Password”
(mo ymomuanuto: 12345) u HOMEp mopTa B TMoje

“Port” (mo ymom4anuto: 8000), rmocie 4ero HaxxMuTe

IP Camera
[Login].
- —— e — -
3: IlosBurcs OKHO yHAIEHHOW  HACTPOHKHU Ao e .
“Remote config”, B  KOTOpOM  HPUCYTCTBYIOT

JOITOJIHHUTCIIBHBIC HaCTpOI‘;IKI/I, TaKUC KaK 3aIlliuCh

1o pacnucanuto, Hactporiku HDD u np.

——— "
o ——

O e ——



http://192.0.0.64/config

CeteBan Bugeokamepa DS-2CD7153-E. PykoBOACTBO NO/Ib30BaTeNA

2.2 loctyn ¢ UCnonb30BaHUEM K/IMEHTCKOro NporpamMmmHoOro

obecneyeHusn

2.2.1 YcTaHOBKA KIMEHTCKOro nporpamMmmHoro obecneueHus

Ilar 1: M5 -40NNYy7.0) X

3amyctute nporpamMmy ycTaHoBkH 1VMS-4000(v2.0).
. . , Weloue v the lzedd 5 ek Wiead u
IosiBurcs  amanoroBoe okHo ‘Preparing Setup’, WHS 4000¢+2.0]

nokaszanHoe Ha Pucynke 2.6 Temimote 25 ob v 2o ool ncte | RSTUS2 ] o0
prarconezdnt Lozonbros sl had

Bl [ Y3l ]l Lozl

PucyHoK 2.6: YcTtaHoBKa KnmeHTckoro MM0.

Iar 2:

Cudtveves Infiimmtinn
Fanrm snler coan mirwinn

BBenuTe nMMs moab30oBaTeNs M Ha3BaHUE KOMITAHHUH,
MoCJe Yyero HaxxmMure Next.

Fooone wrdur v oumma s arnd B ororm o Ve congeats Tond chopus v h
Lot Pz
A

Capeghure
»

Bk L‘m:) ]l Lozl

PucyHok 2.7: UHdopmaums o nonb3osaTtesne.



CeTeBas Buaeokamepa DS-2CD7153-E. PykoBoACTBO N0O/b30BaTENA.

Iar 3:
BeiGepure manky HasHaueHHs M HaXMHTE Next, 4TOOBI

MEepeiTH K ClIenyIoIeMy 1ary.

Ilar 4:

Hasxmure Install, 410061 HAYaTh YCTAHOBKY.

Iar 5:

Haxxmure Finish, 9T00bI 32aKpBITh TUAJIOrOBOE OKHO.

Chanze Decdination | ncalion
Solas g mdhiaon sab e gl | e

- lrad iz S0 e )
s COF i nF sV HE 020201

< Bk l sl ]I l.‘mc::J

PucyHok 2.8

Arady in il the Pingran
Tro vom= towe=p 1= e o sy
Chd b ad i bon b ndddon

Proovatio veomadhiogean s poaiard A oot e Bod Db Zoadned
s

<Bxh | omed || ez

PucyHoK 2.9: YcTaHOBKa.

1YNS 1000 (v2.0|

Enuinlhen b 'Woard Lanphats

Tha = Al s = '=trmrd ~nc succaob. g rode nd
PHEACTND T O Fch b sedl e st |

L &

PucyHok 2.10: lFoTtoso.

[Mocne ycranoBku kinuenTckoro [10 BBl cMoXeTe HAWTH SApIIBIK TporpaMMel B MeHIo [Tyck ->Bce nmporpaMmer

[Start-> Programs] Barero K.



CeteBas Buaeokamepa DS-2CD7153-E. PykoBoacTBO Nosb3oBartena

2.2.2 OtobparkeHue

ITocne ycranoBkm kmuentckoro I10 iVMS-4000(v2.0) Ha pabouem cronme Bamero kommbioTepa MOSBHTCS  SIPIBIK

“IVMS - 4000(v2.0)”. IBax1p! IETKHATE MBIIKOH 1O SAPIbIKY “1VMS-4000(v2.0)”, 9T00BI 3aIyCTHTh IPOTrpaMMy.

Iar 1:

[pu TIEpPBOM 3aIrycKe TIPOTrPaMMBbI HE00X0AUMO
3aperruCTPUPOBATH MONB30BATEIs, HATIP. admin.

Beenute ums nonb3oBatens B none “Tlonbp3oBaTens”’, mapoyib B
nosie “Ilapons”, moBTop mapois B noine “IlonTBepkaeHue”, 3aTeM
Haxmure OK, TIOCIE Yero MOXHO OyIeT BOWTH B MPOrpaMmy

B Ka4ecTBE aJIMUHUCTPATOPA.

Bxon nmosib3oBaresisi:
BBeaute ums monb3oBarens B none “Tlonp3oBaTens”’, mapoib B
none “Tlapons”, v HaxxMuTe Login, 9T00bI OTKPBITH rpadudecKkuit

UHTEpQEHC MPOrpaMMBL.

AR 2

Perucrpauua agMUHUCTpaTopa

T 3AperMCcTPHPYHTE 3AMHHHCTpaTopal

Monezoeatena: ||

Maponk: |

MoaTeepsaeHWe: |

8.4 OTMEHS

PucyHok 2.11: Pernctpauna agMuHUCTpaTopa.

Bxop nonk3oEaTenA

oo MonbzoeaTent: |admin j

| NMapone: |

[ AETOMATHYECEMA ExOM

HSI‘u‘IEHHTbl [ Bxon l [ Brlxon

PucyHoK 2.12: Bxoga nonb3oBaTens.

PucyHok 2.13: I'paduueckmnii nHTepdeiic nporpammuoro obecneveHuns iVMS-4000.



CeTeBas Bngeokamepa DS-2CD7153-E. PykoBoACTBO NONAb30BaTENA.

Iar 2:

| S ——————————

Haxxmure xHonky Hacmpoiiku, dYTOOBI BOWTH | 4

B PEeXHM KOH(UTYpaIyy, Mocie Yero BEIOepuTe

M

Ynpaenenue ycmpovicmeom.

| &

-

PucyHok 2.14: YnpasneHue ycTporcTBaMu.

Iar 3: || AoBaEMTE 0HY
IllenkHuTe MpaBoOi KHONKOW MBIIIX B JIEBOH 00JaCTH U A06aEHTE CepBEp NOTOKE AaHHbIX
BBIOEPUTE MyHKT . -

bepure myHKT JJobasums 301y AnfaBmTh vCTpORCTED

Beenaute «Ms 30HBI», Tocie 4ero HaxxmMuTe OK, 9ToObI - .
SKCNOPTHROEATE hafinkl KOHDMryDaLMHM BCEX YCTRORCTE
J00aBUTH 30HY. . .
MMIOPTHROESTE thafnbl KOHBHMYPALMH B0 BCE YCTROACTES

¥aanMTe

MHfopmayma zoHe

11MA Z0HEI |z|:|ne 1|

M A ERpXHER Z0HEI |

[ Ok ] [ OTMEHS

PucyHok 2.15: lo6aBnTb 30HY.



CeteBas Buaeokamepa DS-2CD7153-E. PykoBoacTBO Nosb3oBartena

I ar 4: 3

[[lenxHuTe NpaBoOl KHOIKOM MBIMIK Ha A0BEBHTE 30HY

HUMCHU 30HBbI, KOTOPYIO Bwl TOIBKO UTO ﬂ,DﬁEIBHTI:- E= PR ) ApETn =

OGABWIH 1 HAKMHTE | A0BaEMTE YCTPORCTED

Jlobasums yempoticmeo, YTOOBI IKCNOPTHROESTE fiafnel KOHGHMYPAUMK BCEX YCTRORCTE
706aBHTh CETEBYIO KAMeEpY. MMRopTHPOEaTE Garnel KOHGEHM YPaLKK B BCE YCTPOHCTES
¥ AAnKTE

Beenute «HasBanue» ycTpoiicTsa. LoBaglTe yeTpeiCTRE

Bribepure «Hopmanbheii IP» w3 crucka ey e
Peoicum. Beemure IP  azmpec cereBoit Fazaanne TFesml Pt [ oo i 1F =
Bujeokamepsl B mone «IP ycTpoiicTtBay, IFsrmafrmes | 122 . 2 .0 o Mg |
Hanp., 192.0.0.64, «Ilopt»: 8000, «Ums CehkasaaTeas | admin Mapn. -
IMonwzosarens»: admin, «[lapoms»: 12345, Fanan 42 1l LIRS |
Haxxmure OK, YTOOBI 3aBEPIINTH L= apec Al | 2ove 1 ]
HACTPOHKY. CEpRAHEA ki

| FETOCBOTaA & DeTH f. [ CE | | i DR Y

PucyHok 2.16: [,o6aBuTb YCTPOMCTBO.

FaTd S—HEL

Pafmt ol oo wmigm o A E s - henng

TS TRATE SRPRLLTT T PR TPE R TR ] m—
-
e
-
2 ol SR
1
oo L
i ] k
b ooani
| I
T Fama a0 id s

PucyHok 2.17: jobaBneHne Kamepbl 3aBEPLLEHO.



CeTeBas Bngeokamepa DS-2CD7153-E. PykoBoACTBO NONAb30BaTENA.

I ar 5: Haxxmute Ha KHOIIKY Omo6pa9fceHue, IIOCJIC YE€ro ABa>XAbl KIIMKHHUTC HAa UMCHHU yc’I‘pOﬁCTBa B JICPCBC CJICBA, YTOOBI

IPOCMOTPETH BUACOM300pakEHHE.

[EETETA
‘: D"”',
-
£ ~an

Camwern

M R
23 > Sl
¥ >
4

AL
il e i

wl
_ ,

PucyHok 2.18: OtobpaxkeHue [npeanpocmoTp].



CeteBas Buaeokamepa DS-2CD7153-E. PykoBoacTBO Nosb3oBartena

Fnasa 3 loctyn yepe3 UHTepHert

3.1 locTtyn K ceTeBOM Kamepe, nmeloLliei ctatuieckum IP

IIpu Hanuuuu cratudeckoro IP, BeimanHoro mposaitnepom (ISP), oTkpoiiTe HekoTopble mopThl (Hamp., mopThl 80 u 8000)
B Bamem poyrepe. B Takom cirydae mosip30BaTenb CMOXET MOITYYUTh JTOCTYH K CETEBOW KaMepe ¢ UCIIOIb30BaHUEM Opaysepa
win kmueHtckoro I10 yepe3 WutepHer. s pasHBIX MoJelieii pOyTEpOB CIIOCOOBI OpPTraHU3aIlK ITOPTOB Pa3IMJHEI.
Jlis modydeHuss  KOHKPETHOHW  WH(OpPMAanuu, CBSDKUTECh C  MPOU3BOIUTENIEM  pOyTepa WM  IOCETUTE  CaiT
www.portforward.com.

Ilpumeuanue: MoapodHo o kapte noptoB cM. [Ipuiioxenne 1.

CymiecTByeT BO3MOXKHOCTB IPSIMOTO TOAKIIIOUEHHST CETEBOI KaMephl K CETH MHTEpHET 0e3 MCIOIBb30BaHusI poyTepa.

- i e . .
CeTteson , Ceteson ( \ CeTeBoM ‘:
; 1,

kabeno \

—_— — - - WHTepHer )-— —
O rabenb .

kabenb ’
CeTeBan eMaeorkamepa PoyTtep co KomnbroTep
CTaTUUeCcKum IP

PucyHok 3.1: locTyn K ceTeBoi KaMepe C UCMO0/Ib30BAaHNEM POyTepa CO CTaTUYeCKUm IP.

. -
CeTeBoM 8 \ CeTeso#

UHTepHeT ) - —

O rKabenb k‘\ kabenb
~

CeTeean BMAaeoOKamepa co KomnbroTep

!
J

|

’

craTuyeckum IP
PucyHok 3.2: locTyn K ceTeBo Kamepe co cTaTuyeckum IP Hanpamyto.
[Ipu ucnonbp3oBanun kimueHTckoro [10 B KoloHKe g00aBieHus YCTpOCTB BbiOepuTe Moaens «Hopmanbheiii [Py, mocie yero

3anoiauTe nHpopmanuo o6 IP.

HOo6aBUTE yCTPOHCTED

—HHdhopmauna o yeTpokcTEe
HazeaHue | IP cam 1 Pexm |H|:|pru'|aanb||?1 IP j
IP yeTRORCTES | 192 . 0 . 0 . B4 MopT | ao0n
Monk30eaTena | admin Mapank |*“‘**
Kanan Me | 1| Anpec |
DMS-Agpec | MRHHENEHMT |I'3InE 1
CEpWAHBIA Mo |

YLTROMCTES B CETH l [ (]34 l [ OTMEHS

PucyHok 3.3: Bbibop HopmasnbHoro peskuma.
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3.1 locTtyn K ceTeBOM Kamepe, umelLiein AuHamunyecKkuim IP

i - 2
CeTeson CeTesoM 4 N, Certesoil

( |

- — - VHTepHeT ) - = .;

' |

O kabenb kabeno  \ ;° xabenp 1

\,\ A ’
CeTeBan BMaeoKamepa Moaem KomnbioTep

PucyHok 3.4: loctyn K ceTeBoi Kamepe ¢ ucnosibzosaHnem PPPoE nogkntoueHums.
JlanHass kaMepa TMOIICPKUBACT (QYHKIUIO aBTOMATHYCCKOrO IIONKIIOYCHUS C HCHONb30BaHUeM TexHOoruu PPPOE,

MTOJKJTFOYAIONIYI0 BHICOKaMepy K MOJEMY, BBINOIHSAIOIIEMY cOoequHeHHE ¢ ceThbio ADSL s momydeHus myOlIrdHOro
IP anpeca; Jlns Havana, McHonb3ys JIOKaJBHBIM JOCTYIl K CEeTeBOH kamepe, BbiOepuTe MyHKT «Hactpoiikm» [“Configure”],
LIENKHUTE TPaBOi KHOMKOW MBI O MMEHHM YCTpPOMCTBa M BBIOEpHTE NYHKT «YJaleHHas HACTPOHKa IapaMeTpoB)
[“Remote Configuration™], mocine gero Beioepute “PPPoE Settings” B nepese ‘“Network Parameters”, 4ToObI 3alOJHUTB OIS C
“MEHEM MoJb30Barens u naposieM i PPPoE (maponb HeoOX0auMoO BBECTH ABAXKIBI JJIs MOATBEpKAcHU:). [lepesanycTure
CEeTEBYIO BHJIEOKaMepy Iociie OKOH4YaHus HacTpoiiku. CereBas kamepa noxydut myoiamdnslid IP anpec ot nposaiinepa (ISP).
Opnako nomyueHHsli IP ampec nuHamumdeckn HasHaudaercs cpeactBamu PPPoE, mostomy IP Bcerma m3mensierca mocnie

repe3arpy3ku MojieMa.
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PucyHok 3.5: lnanoroeoe oKHO KoHourypaumm PPPoE.
Hcnonp3oBaHue ceTeBOH BHAEOKaMephl ¢ AuHAMUYECKUM I[P HeymoOHO, MO3TOMY MBI PEKOMEHAYeM 3aperHCTPHPOBATHCS
B CEpBHCE, TPEIOCTABIAIONIEM peleHne maHHoi mnpobimembl [Dynamic DNS service provider]. (Hamp., DynDns.com)
CymectByer nBa crocoda pa3perieHus KOHPIUKTOB TOMEHHOTO UMEHH: normal domain name resolution u private domain

name resolution.
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1. Normal Domain Name Resolution

Cepsep pa3peweHma
KOH(ANKTOB AOMEHHbIX UMEH

~

NS

°

S8
KapTta lNopTtoe

" . i .
CeTteso# Iz Cetesont \ CeTtesoM . K

- -( WntepHer ) - -

kabenb \_ . _J kabeno !
o HomnbroTep

' kabenb

CeTeBaA emageorkamepa

Poytepc
AMHaAMUYeCcKum IP

PucyHok 3.6: Normal Domain Name Resolution.

VYcTaHOBUTE B HACTpPOMKax NOMEHHOE MM, MONy4eHHOEe OT MpoBaiifepa, Mmocne 4ero nompoOyiTe MOMY4UTh HOCTYI K
BUJICOKAMEPE C MCIIOIL30BAHMEM JTOI0 JOMEHHOrO MMEHHM. Ecin KaMepa NMOAKIIOYAETCS K MHTEPHETY C HMCIONL30BAHHEM
poyTepa, HeOOXOIMMO HACTPOUTH MOPTHI poyTepa. Iloapodbree cm. [Ipunoxenue 2.

BBeaute nomenHoe ums B knueHTckoM I10 mm Opaysepe IE, uToObI MOTyduTh JOCTYH K CETEBBIM BHAeoKaMmepam. Hinke

NpUBEACH puMep HacTpoiiku kiueHTckoro I10.
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PucyHok 3.7: Bbibop perknma « HopmanbHbIi JOMEH Y.
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2. Private Domain Name Resolution

MK + IP cepsep + Ctatuyeckui IP

\\
°
N
KapTta MNopTtos
- . i § .
CeTeBoun z Cetesoi [ \ CeTesou
: — —_— ~(_ WHTepHer )— —
\ I
O kabeno Kabenb N . _J Kabeno 4

HomnbroTep
P
CeTesan Bmaeokamepa yrepe

AnHamuyeckum IP

PucyHok 3.8: Private Domain Name Resolution.
B nannom ciydae HeoOxoaum IIK co cratmueckum [P, KoTOpBIi MpOM3BOANT paspelieHre KOH(IMKTOB JTOMEHHBIX UMEH.
Kormaa cereBas Bupeokamepa MOAKIIOYAEeTCS K MHTEPHETY ¢ ucnonb3oBanueM PPPoE u momywaer IP angpec, oHa ormpasnser
cBoé¢ nmsa u anpec IP cepBepy. Korma xmmentckoe IO mopaxirouaeTcs K ceTeBOW KaMepe, OHO COEIUHSIETCS C CepBEpPOM
U TIPEIOCTaBIIsIET eMy OXugaemMoe MM KaMmepbl. CepBep HaXOIUT KaMepy Cpead 3aperuCTPUPOBAHHBIX YCTPOHCTB U
otmpasinser eé IP aapec ximentckomy I10. Ilocne nonydenus IP agpeca, knmuentckoe I1O MoXKeT MOIKIIOUUTHCS K CETEBOM

BUACOKaMEPE.
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PucyHoK 3.9: Bbibop pexknuma «puBaTHbIN OMEHY.
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NMpunoxkeHue 1 SADP

1. BeepeHue

SADP (Search Active Devices Protocol) - 3To mporpamMmmHOe o0ecIieueHre, CIoCOOHOE aBTOMATHYCCKH OCYIIECTBUTH TTOUCK
cereBoil Buaeokamepsl B cetd LAN. Ilonp3oBatens MoxxkeT u3MeHuth [P anpec, macky MoiaceT M MOPT YCTpPOWCTBA.
JlonOoHUTENBHO, TapoJh aIMHUHUCTPATOPA B 3TOM YCTPOWCTBE MOXKET OBITh BOCCTAHOBJIEH HA 3HAYEHHE 110 YMOTYAHHUIO.

SADP IIO tpebyer nomnepxxkn SADP, mostomy cHauama HeoOXoauMo ycraHoBuTh WinPcap, KOTOpbIA pacrmonaraercs

B qupektopun SADP TIO.
2. MOKUCK aKTUBHbIX YCTPOICTB B CETU

[ocne ycranoBkn WinPcap nBax /sl menkuure Ha 3Hauke sadpdlg.exe. [IporpamMmHoe obecrieyeHne HaYHET MOMCK aKTHBHBIX
ycrpoiicTB B cetd LAN, mocie dero B crnimcke OyayT oTpaxkeHbl TUN ycTpoiicTsa, IP ampec, Homep mopra, cepuiiHblli HOMEp
ycrpoiicTBa, Macka moacetn, MAC anpec, KOJIMYECTBO KaHAJOB, OCHOBHOE YIIPaBisOlIee YCTPOWCTBO, BepcHsi Koxaepa

" BpEMs MHULIUAJIU3AlIUN yCTpOﬁCTBa:

i =
SADP |25
I Device type IP address | Fort nurnbes | Device Serial Mo. Devics S sia b
Lnkniow 152.0.0.64 D5-2C07153-E 01201007 [D5-2C0D 7153 E0120100726BER;
zoft wersion
I"JE.EII::uiI::I 100423
zubnet magk
| 255 285 0 255 0 "
IF addrezz
[132. 0 0 . B I
device port
iannn I
MALC Addreszs
inn-4n-4a-28-d9-8?
---please input pazswaord--- I
modify I -'..'::r*.-':::-ll TENE | I

-Rezume default pazsword-




CeTeBas Bngeokamepa DS-2CD7153-E. PykoBoACTBO NONAb30BaTENA.

3. U3meHeHune nHpopmauymm ob ycrponcree

BeiGepure ycTpoiicTBO s M3MEHEHHS B cHHCKe ycTpoiictB. B mH(popmanmoHHOM cTonmOue cmpaBa OyaeT oroOpa)eHa
6a3oBast nH(popMarms o0 ycrpoiictse. llenkaure Ha kHOMIKE Modify, 4TOOBI aKTHBUPOBATH OKHO penakTupoBanus [P angpeca,

MacCKH IOACETH, IopTa yc’[‘pOﬁCTBa U MOATBEPIKACHUS TapOJIs.

SADP
] Device type IP address Port nurnber Device Serial Mo Dievice Seral Mumber
0 unknow 192.0.0.64 2000 D5-2C0F153-E00 200007 ]DS-EEDNES-EL’H2EI1EIEI?EEEEFH
zoft wersion
iVIZ.EII:uuiId 100423
subnet magk
]255.255.255. 0
IF addresz
] 192 . 0 . 0 . B3
device port
jannn
tAC Address
;un-an-ae-za-da-a?
--pleaze input password---
J cancel‘ ZAVE ‘
-Rezume default pazswand-
]
4 | i ol .

Beenute HOBBII [P agpec, Macky moaceTu, HOMep MOpTa, U LIENKHUTE Ha kHonke Coxpanums. Ecinm nmosBmiochk cooliieHne
Coxpanenue ycnewno, 3Ha4UT, BBl yCrIemIHO M3MEHWIM KOH(QHUIYPaLMOHHYI0 MH(OPMALHIO; €CIIH MOSBHIOCH COOOLIeHHE

Coxpanenue npepsano MWENKHATE 10 KHONKe OmMmena, YTo0BI 3aKPhITh €TO.
4. BoccTtaHOBAEHME NApPOaA NO YMOJHAHUIO

Brr Moxere cOpocHTh mMaponb aJMHUHHCTpaTopa Ha 3HadeHuwe /2345 B cimydae, ecny Brl 3a0bUIN mapois agMHHHACTPATOPA.
OO0paTHuTech K MOCTaBIIMKY IS TIOMYYEHHSI OHOPA30BOT0O Koaa cOpoca mapols aAMHUHUCTpaTopa. BBenure Koa B TEKCTOBOE
OKHO Boccmanoenenue napona DVR no ymonuanuro, v 3aTeM IENKHATE Ha KHONKe OK, 94TOOBI 3aKOHYNTH MHHUIIAAIH3ALNIO

naposist aIMUHUCTPATOPA.
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NMpunoxkeHue 2 Kaprta NMopTtos

Ilpumeuanue: Cnemyromme HacTpoiiku mpenna3Hadenbl s poyrepa TP-LINK (TL-R410) u moryT otmiam4yaTrbesi
OT HACTPOEK JIJIsl APYTHX POYTEPOB.

I ar 1: Beibepute Tin coequaenuss WAN, cootBercTByromuil poyrepy. Cm. PucyHok:

108M
Wireless Router \WAN

Model Mo
TL-WRE41 G [ TL-WRE42G

. VAN Connection Type:
) : Static IP
— Basic Setfings — User Hame: PFPoE
- 802.1X + Dynamic IP
y Password: 802 1X + Static IP :l
+ WAN BigPond Cable
* LZTP

Ilar 2: YcraHoBuTe mapaMeTpsl poyTepa, Kak IMoKa3aHo Ha pucyHke Hixke. Hactpoiiku Bkimrouatot IP agpec u macky nmozaceT.

108M
Wireless Router LAN

Model Mo.:
TL-WRE41G f TL-WRE42G

. MAC Address:  00-14-78-6A-DB-0C
. IP Address: 192 168.10.1 |
--- Basic Settings -

Subnet Mask:  [255 2652550 v

+ LAN

* Save

Ilar 3: Cozgaiite kKoH(QUTypaluio MOPTOB B HACTpOWKax BUpTyanbHoOro cepsepa Ilepenmaromero ycrpoiictBa. Hampumep,
TIOPTHI Ul ONHOM KYIIOJIbHOW BUAeOKaMephl HacTpauBaroTcs Ha 3HaueHus 80 u 8000, a ee IP ampec 192.168.1.23.
[opTe! A1t APyTOI KYMOIBHOM BUACOKaMephl HacTpanBaroTcs Ha 3HaueHus 81 u 8001, a [P 192.168.1.24. 3aTem, akTUBHpYIiTE

Bce mwin Toibko TCP mpoTokosnbl. AKTUBHPYITE KOH(PHTYPAIHIO IOPTOB HAYKATHEM KHOIIKU Save.

108M
Wireless Router Virtual Sarvers
Shoe
L ARG T T NE R G
L} Larvice Port P Bddress Proiocad Eruabbs
1 L 192 18610, 1 aLL - =
B S -
2 0] b FRETR T B BLL - H
. 1 £l 122 15E 10 = ALl w =)
Al G ST -
4 #1 192 16610, 24 AL - =
A : 192 186814 ALl w O
ML SRS
a 192 186,10 ALL -
T P ERETR D ALL W [}
: 192 168 10 ALL - O
e Common Service Port: DKSED w| [Gaprwm |1 -
[ red | [ Cearal |[_Sawe |

ITpumeuanue: TIopT ceTeBoil BbICOKOCKOPOCTHOI KYNOJILHON BHIEOKaMepbl He 10J:KeH KOHQJIUKTOBATH C APYTUMH MOPTAMH.
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MpunoxkeHue 3 CeteBoe KabenbHoe coegnHeHUue

KOPMYHEERI
Beno-KopkYHEERIH
2@ neHEIH
Geno-cHHHIA

CHHMIA
Geno-zeneHEId
CpaIHEEEEI
Beno-opaHEeEEId

KOPHMHEEEIA
Geno-KOpHMHEEEIH
zeneHE
Geno-crHKEiA
CHHKE
Geno-3eneHsId
opaHEeELEIA
Geno-opaHEesEIn

MpAuoil 0DxMM ([CoegMHEHWE KOMNLIOTEp-Xai)

(= =)
=0 5=

Kocoil o0#MM [ cOeMHEHHE KOMNEIOTEP-KOKMNBIOTER WAK Xab-xahb)

E IR =]

CraqaHo ¢ calta httptremexpert .com

Geno-opaHEeEEIR
OpaAHEREEIA
Geng-2eneHeE M
CHHMEA
Beno-cHHIE
2enEHEIR
Gano-KoOpHYHEEEIA
KOPHHHEEEIR

Geno-3eneHEI

32 NEHEIA
Geno-opaHEeEEIR
CHHMEA

G ng-cHHMEA
OpaHERERIA
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KOPHHHEERIR



CeTeBas Buaeokamepa DS-2CD7153-E. PykoBoAcTBO nonb3oBaTens

Ana 3ameToK



