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This manual is appliew the following cameranodels

Type Model
DS2CD883fE(W), DRCD855(F, DS CD854F(WEE(W),
DS2CD853fE(W), DRCD864F(WEE(W),
Box camera | | DS2CD863PF(NE(W, DS2CD893PFWD(NFWB)W),

DS2CD833E(W),
DS2CD893PF(NHEXW)

Dome camera |

DS2CD733fE(1)(Z), DECD793PE(NEX1)(2),
DS2CD793PFWD(NFWB(I)(Z), DECD763PE(NEX)(2),
DS2CD764FWIE(1)(Z), DRCD764FE(1)(Z), DECD753FE()(Z),
DS2CD758E(1)(Z), DRCD754FWIE(1)(Z)(B),
DS2CD783fE(1)(Z), DSCD755E(1)(Z)

Dome camera Il

DS2CD7233fE()Z(H)(S), EECD7253fE()Z(H)(S),
DSCD7254fE(1)Z(H)(S), BED7254FWLE()Z(H)(S),
DS2CD7255FE(1)Z(H)(S), EECD7283fE(1)Z(H)(S),
DS2CD7983PFWD(NFWBEE(I)Z(H)(S),
DS2CD7263NF(PA(1)Z(H)(S), BECD 7264FWAE(1)Z(H)(S),
DS2CD7293PF(NFB(1)Z(H)(S)

Dome camera lll

DS2CD23145, D&2CD23345

Dome camera IV

DS2CD21171), D2CD21331)

Dome Camera V

DS2CD7353fE(1)(S), DECIY393(PF)(NF)(WEX(1)(S)

Dome Camera V|

DS2CD2712fKS); DRCD2732f(S)

Bullet Camera |

DS2CD8253FE(1)(2)(S), BBCD8233E(1)(2)(S),
DS2CD8264FWIE(1)(Z)(S), DBCD8264E(1)(Z)(S),
DS2CD8254FE(1)(Z)(S), BBCD8254FWAE(1)(Z)(S),
DS2CD8288 E(1)(Z)(S), BBCD8255FE(I)(Z)(S),
DS2CD42128S, DSCD4212fiZS, DRCD4212F,
DS2CD4212F, DBECD4224ZS, DRCDA224#

Bullet Camera Il

DS2CD864EI(3)(5), DRCD85EEI(3)(5)

Bullet Camera lll

DS2CD2014, DS2CD2032

Bullet Camera IV

DS2CD2212(3)(5), DRCD2232(3)(5),

Bullet Camera V|

DS2CD2612/K(S), DRCD2632f(S)

Cube Camera |

DS2CD8133fE(1)(W), DRCDS8153 () (W)

Cube Camera ll

DS2CD8464E(1)(W), DRCD8433fE(1)(W)

Mini Dome

Camera

DS2CD7164&,DCD715&E, DSCD713-E
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Thank you for purchasing our product. If there are any questions, or requests, please
do not hesitate to contact the dealer.

This manual applies tdetwork Camera.

This manual may contain several technical incorrect places or printing errors, and the
content is subject to change without notice. The updates will be added to the new
version of this manual. We will readily improve or update the products or procedures
described in the manual.

DISCLAIMER STATEMENT

G! YRSNBNAGSNE [ | 02 nattasedNheSarformaghedr réigbllity ¢ 0 K I

of the security or signaling aspects of this produtiL has only tested for fire, shock

2NJ Ol adzr f e KIFITIFNRA |a 2dzift AySRL By ! [ Qa
Certification does not cover the performamor reliability of the security or signaling

aspects of this product. UL MAKES NO REPRESENTATIONS, WARRANTIES OR
CERTIFICATIONS WHATSOEVER REGARDING THE PERFORMANCE OR RELIABILITY O
'b, {9/}, wL¢, hw {LDb![LbD w9[!¢95 C}| b/ ¢Lhb-:
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Regulatory Information

FCC Information

FCC complianc&his equipment has been tested and found to comply with the limits
for a digital device, pursuant to part 15 of the FCC Rules. These limits are designed to
provide reasonable protection agairsarmful interference when the equipment is
operated in a commercial environment. This equipment generates, uses, and can
radiate radio frequency energy and, if not installed and used in accordance with the
instruction manual, may cause harmful interfereno radio communications.

Operation of this equipment in a residential area is likely to cause harmful
interference in which case the user will be required to correct the interference at his
own expense.

FCC Conditions

This device complies with part 15thle FCC Rules. Operation is subject to the
following two conditions:

1. This device may not cause harmful interference.

2. This device must accept any interference received, including interference that may
cause undesired operation.

EU Conformity Statemen

This product and if applicable- the supplied accessories too are
c E marked with "CE" and comply therefore with the applicable
harmonized European standards listed under the Low Voltage Directive
200605EC, the EMC Directive 2004108/EC.

200206/EQWEEE directive): Products marked with this symbol cannot
be disposed of as unsorted municipal waste in the European Union.
For proper recycling, return this product to your local supplier upon
I the purchase of equivalent new equipment, or dispose of it at
designated collection points. For more information se®iw.recyclethis.info

200666/EC (battery directive): This product contains a battery that

cannot be disposed of as unsorted municipal waste in the Eamop

Union. See the product documentation for specific battery information.

The battery is marked with this symbol, which may include lettering to
indicate cadmium (Cd), lead (Pb), or mercury (Hg). For proper recycling, return the
battery to your supplier bto a designated collection point. For more information see:
www.recyclethis.info.


http://www.recyclethis.info/
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Safety Warnings and Cautions

Please pay attention to the following warnings and cautions:
Hazardous Voltage may be preser@pecial measures and
precautions must beaken when using this device. Some potentials
(voltages) on the device may present a hazard to the user. This
device should only be used by employees from our company with
knowledge and training in working with these types of devices that
contain live circis.

Caution
The power supply in this
product contains
no user-serviceable parts.
Refer servicing only to
qualified personel.

Power Supply Hazardous VoltaghC mains voltages are present within the power
supply assembly. This device must be connected to a UL approved, completely
enclosed power supply, of the proper rated voltage and currsiotuser serviceable
parts insde the power supply.

WARNING
RISK OF ELECTRIC SHOCK

Connect only to a properly earth grounded outlet.

Apparaten skall anslutas till jordat uttag nar den ansluts till ett natverk.

System Grounding (Earthing)p avoid shock, ensure that all AC wiring is not
exposed and that the earth grounding is maintained. Ensure that any equipment to
which this device will be attached is also connected to properly wiredrgted
receptacles and are approved medical devices.

Power Connect and Disconnedihe AC power supply cord is the
main disconnect device to mains (AC power).The socket outlet shall
be installed near the equipment and shall be readily accessible.
Instalation and MaintenanceDo not connect/disconnect any
cables to or perform installation/maintenance on this device during an electrical
storm.
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WARNING
RISK OF ELECTRIC SHOCK

Do not attempt to modify or use the supplied AC power cord if it is not

the exact type and rating required.

Power Cord Requirementdhe connector that plugs into the wall outlet must be a
groundingtype male plug degned for use in your region. It must have certification
marks showing certification by an agency in your region. The connector that plugs
into the AC receptacle on the power supply must be an IEC 320, sheet C13, female
connector. See the following websiter more information
http://kropla.com/electric2.htm

Lithium Battery:This device contains a Lithium Battery. There is a
risk of explosion if the battery is replaced by an incorrect type.
Dispose ofused G § SNA Sa | OO2NRAY3 (2 GKS
and in accordance with local environmental regulations.
Perchlorate Material:Special handling may apply. See
www.dtsc.ca.gov/hazardouswaste/perchlorafEhis notice is required by California
Code of Regutmns, Title 22, Division 4.5, Chapter 33: Best Management Practices
for Perchlorate Materials. This device includes a battery which contains perchlorate
material.
Taiwan battery recycling:

E Please recycle batteries.

Thermal and Mechanical InjuryS5ome components such as heat
sinks, power regulators, and processors may be hot; care should
be taken to avoid contact with these components.

Electro Magnetic InterferenceThis equipment has not been
tested for compliance with emissions limits of F@@ similar international
regulations. This device is not, and may not be, offered for sale or lease, or sold, or
leased until authorization from the United States FCC or its equivalent in other
countries has been obtained. Use of this equipment in a regidilocation is
prohibited. This equipment generates, uses and can radiate radio frequency energy
which may result in harmful interference to radio communications. If this equipment
does cause harmful interference to radio or television reception, wbarhbe


http://kropla.com/electric2.htm
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determined by turning the equipment on and off, the user is required to take
measures to eliminate the interference or discontinue the use of this equipment.

Lead Content:

2L | Please recycle this device in a responsible manner. Refer to
local enviromental regulations for proper recycling; do not
dispose of device in unsorted municipal waste.
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Safety Instruction

These instructions are intended to ensure that the user can use the product correctly
to avoid danger or property loss.

The precauton mea dzNB A& RAGARSR Ayi2 W2 NYyAy3IaQ vy

Warnings Serious injury or death may be caused if any of these warnings are
neglected.

Cautions Injury or equipment damage may be caused if any of these cautions are

neglected.

Warnings Follow these sguards to| Cautions Follow these precautions t
prevent serious injury or death. prevent potential injury or materia

damage.
A Warnings:

Please adopt the power adapter which can meet the safety extra low voltage
(SELV}ptandard And source withDC 12Vor AC 24M(depending on mode)s
according to the IEC60980and Limited Power Source standard.

If the product does not work properly, please contact your dealer or the nearest
service center. Never attempt to disassemble the camera yourself. (We shall not
assume any responsibility for problems caused by unauthorized repair or
maintenance.)

To reduce the risk of fire or electrical shock, do not expose this product to rain or
moisture.

This installation should be made by a qualified service person and should
conform to allthe local codes.

Please install blackouts equipment into the power supply circuit for convenient
supply interruption.

Please make sure that the ceiling can support moentbO(N)Newton gravities

if the camera is fixed to the ceiling.

If the product does not work properly, please contact your dealer or the nearest
service center. Never attempt to disassemble the camera yourself. (We shall not
assume any responsibility foproblems caused by unauthorized repair or
maintenance.)


http://www.cibo.cn/?dictkeyword=supply+interruption
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A Cautions:

Make sure the power supply voltage is correct before using the camera.

Do not drop the camera or subject it to physical shock.

Do not touch sensor modules with fingers. If cleaning isegsgary, use a clean
cloth with a bit of ethanol and wipe it gently. If the camera will not be used for

an extended period of time, put on the lens cap to protect the sensor from dirt.

Do not aim the camera lens at the strong light such as sun or incagrmtdsenp.
The strong light can cause fatal damage to the camera.

The sensor may be burned out by a laser beam, so when any laser equipment is
being used, make sure that the surface of the sensor not be exposed to the laser
beam.

Do not place the camera iaxtremely hot cold temperatures (the operating
temperature should be betweefl0C ~60°C), dusty or dampgenvironment and

do not expose it to high electromagnetic radiation.

To avoid heat accumulation, good ventilation is required for a proper operating
environment.

Keep out ofvater and any liquid.

While shipping, the camera should be packed in its original packing

Improper use or replacement of the battery may result in hazard of explosion.
Please use the manufacturer recommended battery type.
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Chapter 1System Requirement

Operating SystemMicrosoft Windows XP SP1 and above version / Vista / Win7 /
Server 2003 / Server 2008 32bit

CPUintel Pentium 1V 3.0 GHz or higher

RAM:1G or higher

Display:1024x768 resolution or higher

Web Browser Internet Explorer 6.@nd above versioPApple Safa%.02 and above
version MozillaHrefox 3.5 and above versioand Google Chrongeand above
Versiors.
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Chapter 2Network Connection

Before you start
If you wantto set the network camera via LAN(Local Area Netork), please
refer to Section2.1 Settingthe Network Camera over the LAN
If you wantto set the network amera viaa WAN (Wide Area Network)please
refer to Section2.2 Setting the Network Camera over the WAN

2.1 Setting the Network Camera over the LAN

Pupose:

To view and configure the camera waalLAN, you need to connect the network
camera in the same subnetith your computer andinstall the SADP or iVM&200
software to search and change the IRt network camera.

Note: For the detailed introductin of SADP, please refer to Appendix 1.

2.1.1 Wiring over the LAN

The following figures show the two ways of cable connectioa nétwork camera
andacomputer.
Purpose
To test the network camera, you can directly connect the network camera to the
computer wih a network cable as shown kigure 21.
Refer to theFigure 22 to set the network camera over the LA a switch or a

router.
or —————————Network cable———— I./
Network Camera Computer
Figure 21 Connecting Directly
\agab‘e/ ! e,
e\‘“o‘ Ork(‘e
Ole
\ 1
|
W v ./
J
Network Camera Computer

Figure 22 Connecting via a Switch aRouter
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2.1.2 Detecting andChanging the IPAddress

You need the IP addressysit the network camera.
Steps:
1. To getthe IP address, you camoose either of the following methods
E Use SADP, a software tool which can automatically detket online
network camera in the LAN and list the device informationcluding IP
address, subet mask, port number, device serial number, device version,
etc., shown irFigure 23.
E Usethe client softwareto list the online devices. Please refer to the user
manual of client software for detailed information.
2. Change the IP address and subnet maskhe same subnet athat of your
computer.
3. Enter the IP address of network camera in the address field of the web browser

to view the live video.

Notes:
The default IP address 192.00.64 and the port number i8000 The default
user name igdmin, andpassword i92345.
For accessing the network camera from different subnets, please set the gateway
for the network camera after you lggd in. For detailed information, lgase
refer to Section5.3.1Configuring TCP/IP Settings
®

5

® onine Devices @ nvout

»
' ol mrrite ofF oniline (e @ Refresh Modiy Network Parameters

D Device Type IPv4 Address  Port Software Version  IPv4 Gateway  Serial No.
IP Address:
001  DS_2CD862WMF 172623104 8000  V20build 120312 0.0.0.0 DS-2CDB62F-E0020081008BC

Port
002 TVC-M1220-1-N 172623231 8000  V3.1.cbuild 120319 172.6.23.1 TVC-M1220-1-N012012010681

Subnet Mask [
1Pv4 Gateway: ]
1PYB Address: [ ]
1PY6 Gateway [ ]
Pveprenxengn [
Serial No ]

Note:Enter the admin password of the
device before you save the network

parameters

Restore Default Password

Gonfim

Note: Serial code is a series of characlers
€9 combined by the start time and the serial
number of the device.

I47 v

Figure 23 SADP Interface
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2.2 Settingthe Network Camera over the WAN

Purpose:
This section explains how to connect the network camera to the WhiNa static IP
or a dynamic IP.

2.2.1 Static IP Connection

Before you start:

Please pply a static IP from arSP (Internet Service ProvideY)ith the satic IP

addressyou can connect the network camera via a router or connect it to the WAN

directly.
Connecting the network camera via a router

Steps

1. Connect the network camera to the router

2. Assign a LANP address, the subnet mask and the gateway. Ref&ection2.1.2

Detecting andChanging the IP ddressfor detailed IP addressonfigurationof

the camera

Save the static IP in the router.

4. Setport mapping E.g, 80, 8000, 8200 and 554 porfBhe steps for port mapping
vary depending on different routs. Please call the router manufacturer for
assistance with port mapping.

Note: Refer to Appendix Br detailed information abouport mapping.

5. Visit the network camera through a web browsertbe client softwareover the
internet.

w

Router with Computer
Static IP

e '\
Network == Network_ I Network___ .
- e 73 —_— { nlClnCt —_—

Network Camera

Figure 24 Accessinghe Camerdahrough Router with Static IP

Connecting the network camera with static IP directly
Youcan alsosave the static I the camera anddirectly connectit to the internet
without using a routerRefer toSection2.1.2Detecting andChanging the IPAddress
for detailed IP address configuration of the camera.

~ >

or —Network cable-(\ Internet /) -Network cable— [./
@ L - b

Network Camera with Static IP Computer

Figure 25 Accessinghe Camerawith Static IFDirectly
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2.2.2 Dynamic IP Connection

Before you start:
Please pply adynamiclP from an ISRVith the dynamic IP addresgpu can connect
the network camerdo a modem ora router.

Connecting the network camera via a router

Steps

1. Connect the network camera to the router.

2. In the camera, ssign a LAN IP address, the subnet mask and the gateway. Refer

to Section 2.1.2 Detecting and Changing the IP Address for detailed LAN

configuration.

In the router, set the PPPOE user name, password and confirm the password.

4. Setport mapping.E.g. 80, 8000, 8200 and 554 poifhe steps for port mapping
vary depending on different routers. Please call the router manufacturer for
assistancevith port mapping.

Note: Refer to Appendix 2 fatetailed information abouport mapping.

5. Apply a domain name from a domain name provider.

6. Configure the DDNS settings in the setting interface of the router.

7. Visit the camera via the applied domain name.

w

Gonnecting the network camera via a modem

5

Purpose:

This camera supports the PPPoE auto-aiafunction. The camera gets a public IP
address by ADSL digh after the camera is connected to a modeMou need to
configure the PPPoOE parameters of the netwadmera. Refer to Section5.3.3

C

Configuring PPPoE Settinfm detailed configuration.
™ \ r
or —Network cable— @ —Network cable- f\ Internet ) -Network cable— /
W O et ) =

Network Camera Modem Computer

Figure 26 Accessingthe Camerawith Dynamic IP
Note: The obtained IP address is dynamically assigned via PPPoOE, so the IP address
always changes after rebootinthe camera To sdve the inconvenience othe
dynamic IP, youneed to get a doma& name from the DDNS providdE.g.
DynDns.com Please follow below steps for normédbmain name resolution and
private domain name resolution to solve the problem.

E Normal Domain Name Resalomn
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Domain Name
Resolution Server

4

3
s
Port Map

\
Network {*/ i Network Network_ ./
‘ o O‘ cable \/ cable ( Internet ) cable .

Router with Computer
Dynamic IP

Network Camera

Figure 27 Normal Domain Name Resolution

Steps:

1. Apply a domain name from a domain name provider.

2. Configure the DDNS settings in tlEDNS Settingsnterface of the network
camera. Refer to Section 5.3.4 Configuring DDNS Settingdor detailed
configuration.

3. Visitthe camera via the applied domain name.

E Private Domain Name Resolution

PC+IP Server+ Static [P

~

S
8

Port Map Network cable

C \
; _Network_ ’.:'//- i_ g _Network_ ( Imcrnct Network .
‘ or O\ cable v cable . cable

o R N
Router with Computer

Dynamic IP

Network Camera

Figure 28 Private Domain Name Resolution

Steps:

1.
2.

3.

Install and run the IP Server software in@amputerwith a static IP.

Access the network camera through thé&\Nwith a web browser orthe client
software.

Enable DDNS and seldé& Serveras the protocol type.Refer to Section5.3.4
Configuring DDNS Settindsr detailed configuration
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Chapter 3Access tdhe Network

Camera

3.1 Accessing bWeb Browses

Steps:

1. Open the web browser.

2. In the addresdield, input the IP address of the network cameeag., 192.0.0.64
and press thdnterkey to enter the login interface

3. Input the user name and passwband click Login

Note: The default user name is admin, password is 12345

English h

User Name admin

Fassword |esees

Login

Figure 31 Login Interface

4. Install the plugin before viewing the live video andperating the camera.
Pleasefollow the installation prompts to instathe plugin.
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Live View Playback Log Configuration

(s3] |[sss)| (1] (]| | SubStream | Miain Stream &

Please click here to download and install the plug-in. Close the browser when installi

Figure 32 Download and InstaPlug-in

Message from webpage \EI

::I Mew version of plug-in is detected. Update it?

| ok || cencel |

Figure 33 InstallPlug-in (1)

@ Setup - Web Components

Click Mext to continue, or Cancel to exit Setup.

[ Next > l[ Cancel

Figure 34 InstallPlug-in (2)
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== =]

@ Setup - Web Components

Setup has finished installing Web Components on your
computer.

Click Finish to exit Setup.

Figure 35 InstallPlug-in (3)
Note: You may have tealosethe web browser tanstall the plugin. Please reopen

the web browser and log in again after installing the pilug
3.2 Accessing b¢lient Software

3.2.1 Accessing bwMS4200Software

The product CD contains the iVM300 client softwargClient or PCNVRYou can
view the live video and manage the carawith the client software

Follow the installationprompts to install thesoftware The control panel and live
view interfaceof iVMS4200are shown agellow.

B File Sys View Tool Help iVMS-4200 PCNVR B N

‘ 3 ~ .57
' main view @) Piayback %A e 4% Configuration 17:57:25 CPU

20130409 Network
View
~| I8 Default View
LJ 1Screen
& 4 Screen
& 9 Screen
& 16 Screen

> B Customize View

G‘l-—99—201'~ Tue 1?:5@1?
-

Camara,

Search.

51 [ [[§¢

& Camera27
e
@& Camera29

@& Camera30
& Camera31
@& Camera32
@ Camera33
@ Camera34

@& Camera3s

| PTZ Control

s & " Motion Detection Alarm Sto
=, & o a p
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Figure 36 IVMS4200Live View

_) File System View Tool Help iVMS-4200 PCNVR

()] Playback ?ﬂ E-map & Configuration

E 4
B | rwotcamen ¥=— Camera Setings
"~~~ Adding, modifying, and advanced configuration of the camera. General configuration of the camera, including encoding par.
o,
2 Record Schedule Q‘ Event Management

M| Adding, madifying, deleting and advanced configuration of re Management and linkage method setlings of event, alarm in.

Ii0 Setlings Account Management

Management of alarm I/, including name and mode Setlings of system user and its privileges

.__) Disk Management ‘-4- System Configuration

'  Management of recording storage devices. — Configuration of general and network parameters of system,

& B % TamperngAlarm Stop

-

Figure 37 IVMS4200Configuration Panel

Note: For detailed information aboutvMS4200client software, please refer to the
user manual of the iVM8200 software.

3.2.2 Accessing biWMS4500 Software

To view the cameraith amobile phone, install the iVM&500 client software in
your mobile phoneYou can find the software in the CDtlve package

Note: For detailed information abouvMS4500client software, please refer to the
user manual of iVM8500 software

Chapter 4Wi-Fi Settings

Purpose:

By ©nnectingto the wireless network, you dd@need to use cable of any kirfdr
network connectionwhich is ery convenientfor the actual surveillancapplication
Note:

Thischapter is only applicable for the cameras with the®Vmodule buikin.
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4.1 Configuring Wi-Fi Connectionin Manage and

Ad-hoc Modes

Before you start:

A wirelessnetwork must beconfigured

Wireless Connection in Manage Mode

Steps:

1. Enterthe WtFi configuration interface.

Configuration> Advanced Configuration> Network> \Rfi

TCP/P | Port | DDNS | PPPoE | SNMP | QoS | FTP | Wi-Fi

Wireless List

No. SSID Working Mode
1 belkin54g infrastructure
2 Roy Zhong infrastructure
3 yourPC infrastructure
4 Micheal infrastructure
5 APPLE infrastructure

Security Mode
NONE
WPAZ2-personal
WPA2-personal
WPAZ-personal

WPAZ2-personal

Channel

1

Signal Strength
94
78
37
N

31

Figure 41 Wireless Network List

Search

Speed({Mbps)

54 i
54

150

150

180

2. Click\m button to search the online wireless connections.

3. Clickto choosea wireless conneatin on the list.

Wi-Fi

SSID belkins4g

MNetwork Mode @ Manager ) Ad-Hoc
Security Mode not-encrypted

=]

Figure 42 Wi-Fi SettingManage Mode

4. Check the checkbox to select thetwork modeasManage and theSecurity
modeand theEncryption Typef the networkis automatically shown when
you select the wireless network, please ddchange it manually.

Note: These parameters are exactly identical with those of the router.

5. Enter the key to connect the wireless network. The key shoulihéteof the

wireless network connection you set on the router.

Wireless Connectiom Ad-hoc Mode
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If you choose théd-hocmode, you do®need to connect the wireless camera
via a router. The scenario is the same as you connect the camera and the PC directly

with a network cable.
Steps:

1. Choose Adhocmode.

Wi-Fi

SSID camerab467wifi

Metwork Mode ) Manager @ Ad-Hoc

Security Mode not-encrypted |

Figure 43 Wi-Fi Setting Ad-hoc

2. Customizea SSID for the camera.
3. Choosedhe Security Mode of the wireles®nnection.

Security Mode not-encrypted -
WPA-personal
St WPA-enterprise
WPAZ-personal
Figure 44 [ Enahle WPS WPAZ-enterprise

Figure 45 Security Mode Ad-hocMode

4. Enable the wireless connection function for y&(.
5. On the PC sidegarchthe network and you can see the SSID of the

camera listed.

camerabdTwifi ?'._
belkin5dg o
Tenda_0A0598 M
yourPC M
HenryHu M
APPLE LI

Peter_Ma -1

Open Network and Sharing Center

Figure 46 Ad-hoc Connection Point
6. Choose the SSID andnnect.

Security Mode Description:
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Wi-Fi

SSID belkin54dg

Network Mode @ Manager () Ad-Hoc

Security Mode not-encrypted
WPA-personal

WPS WPA-enterprise

Enable WPS WPA2-personal

WPA2-enterprise

PIM Code

21 PBC connection

You can choose the Security Mode as mencrypted, WEP, WRgersonal,
WPAenterprise, WPADersonal, WPA2nterprise.

WEP mode:
Wi-Fi
SSID belkin54g
Metwork Mode @ Manager ) Ad-Hoc
Security Mode WEP E
Authentication @ Open Shared
Key Length @ B4bit 128bit
Key Type HEX © ASCI
Key 1 @
Key 2
Key 3
Key 4

. Authentication- Select Open or Shared Key System Authentication, depending on
the method used by your access point. Not all access points have this option, in
which case they probably use Open-8&m, which is sometimes known as SSID
Authentication.

. Key length This sets the length of theeit used for the wireless encripn, 64 or
128 bit. The encryption key length can sometimes be shown as 4064 and
104/128.

. Key type- The key types available depend on the access point being used. The
following options are available:

HEX Allows you to manually enter the hex key.
ASCIt In thismethod the string must be exactly 5 characters fotb@AWEP
and 13 characters for 128t WEP.

WPApersonal and WPARersonalMode:

Enter the required Prshared Key for the access point, which can be a hexadecimal

number or a passphrase
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Wi-Fi

SSID belkins4dg

MNetwork Mode @ Manager ) Ad-Hoc

Security Mode WPA-personal E
Encryption Type TKIP E
Key1 @

WPA enterpriseand WPA2enterpriseMode:
Choose the type of client/server authentication being usedthy acess point;
EAFTLS or EAPEAP

EAFTLS

Wi-Fi

SSID test

MNetwork Mode @ Manager ) Ad-Hoc

Security Mode [WPA-enterpiise B
Authentication EAP-TLS [~
Identify

Private key password

EAPOL version 1 [~]

CA certificate | Browse

|
User cerificate | Browse |
|

Private key | Browse

Identity - Enter theuserIDto present to the network
Private key password Enterthe password for your usdb.
EAPOL versiorSelect theversion used (1 or 2) in yoaccess point
CA Certificates- Upload a CAcertificate to present to the access point for
authentication
EAPPEAP

User Name Enterthe usernameto present to the network

Password Enter thepasswordof the network

PEAPR/ersion- Select the PEARrsion used at the accepsint.

Label- Select the label uselly the access point.

EAPOL version Select version (1 or 2) depending on the version used at the
access point

CA Certificates- Upload aCA certificate to present to the access point for
authentication
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4.2 Easy WHFi Connection with WPS function

Purpose
Thesetting of the wireless network connection is never easyavindthe

complex setting of the wireless connection you can enable tiRSWinction.

WPS \Vi-Fi Protected Setupefers to the easy configuration of the encrypted
connection between the device and the wireless router. The WPS nitad&sy to
add new devices to an existing network without entering long passphrabese are
two modes of the WPS connection, the PBC mode and the PIN mode.

Note: If you enablethe WPS function, you dd@need to configure the parameters
such as the encryption type and you ddneed to know the key of the wireless
connection.

Steps:

WPS

/| Enable WPS

PIN Code 48167581 Generate

@ PBC connection Connect

Use router PIN code
SSID
Router PIN code
Figure 47 Wi-FiSetthgs- WPS

PBQMode:

PBC refers to thPushButton-Configuration in which the user simply has to
push a button, either an actual or virtual ofes the| Comnect | putton on the

configuration interface of the IE browsegn both the Access Poidnd a registrar
of the network) and the new wireless client device.

1. Check the checkbox ¢ ¥ ErabeWPS {5 enable WPS.
2. Choose the connection mode as PBC.
{&i PBC connection | Connect |

Note: Support of this mode is mandatory fdyoth the Access Points anthe
connecting devices.

3. Check on the Wi router to see ithere is a WPS button. If yes push the
button and you can see the indicator near the button start flashing, which
means the WPS function of the router is enabled. For detailed operation,
please see the user guide of the router.

4. Push the WPS button to enabthe function on the camera.
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If there is not a WPS button on the camerapycan also clickhe virtual button to
enable the PBC function on the web interface

Click| Connect |pytton.

@ PBC connection Connect

When the PBC mode is both enabled in the router and the camera, the caméra a
the wireless network is connected automatically.

PIN Mode

The PIN mode requires Personal Identification Number (PIN) to be read from either
a sticker or the display on the new wireless device. This PIN must then be etdered
connectthe network, usally the Access Point of the network.

Steps:
1. Choose a wireless connection on tiet and the SSID is shown.
Wirgless List Search I
Na. 550 Working Mode Security Mode Channel Signal Strength Spesd{Mbps)
10 AP infrastructurs WPAZ-parsonal i 13 54 -
Webber infrastructurs WFAZ-personal 11 T 54

12 TP-LINK_PocketAF DFBO4E infrastructurs WPAZ-personal 8 T 150
12 AF1 infrastructurs WPRAZ-personal 11 [i] 180 =
14 TP-LINK_PocketAP_C4C2168 infrastructurs NONE i} [i] 150 o
Wi-Fi

581D AR

Metwork Mode & Manager Ad-Hoc

Security Mods WRAZ-perzanal =

Encryption Type TEIP |;|

Hey 1 @

WPS

| Enable WPE

PIN Code 48187581 Generate

PEC connection

@ Use router PIM code Connect

SSID AP

Router PIN code

Figure 48 Wi-Fi Settingg WPSPIN Mode
@ Use router PIN code
2. Choose th :

If the PIN code is generated from the router side, you should enter the PIN code you

Router PIN code

get from the puter side in the field.

3. Click| Connect | putton.

Or
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You can generate the PIN code on the camera gidé. the expired time for the PIN
code is 120 seconds.

1. Click Generate
PIN Code 45167581 | Generate |

2. Enter the code to the router, in the example, enter 48167581 to the router.

4.3 IPProperty Settingdor Wireless Network

Connection

The defaullP address of wireless network interface controller is 192.168.1\6¥n
you connect the wireless network you can change the default IP.

Steps:

1. Enter the TCP/IP configuration interface.
Configuration> Advancedonfiguration> Network> TCP/IP
or

Configuration> Basic Configuration> Network> TCP/IP

TCP/IP | Port | DDNS | PPPoE | SNMP | QoS | FTP | WiFi

NIC Settings
Select NIC wlan E
IPv4 Address 172.6.21.124
IPvd Subnet Mask 255.255.255.0
IPv4 Default Gateway 172.6.211
DHCP

Multicast Address

Figure 49 TCHP Settings

2. Select the NIC as wlan.
3. Customize the IPv4 address, the IPv4 Subnet Mask and the Default
Gateway.

The setting procedure is the same with that of LAN.
If youwant to be assigned the IP address you can check the checkbox to enable the
DHCP.
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Chapter 5Live View

5.1 Live View Page

Purpose:

The live video page allows you to view live video, capture images, realize PTZ control,
set/call preses and configure video paramets.

Log in the network camera toenter the live view page, or you can click

Live View

on the menu bar ofthe main page to enter the live view page.
Degriptions of the live view page:

Menu Bar — Live View Playback Log Configuration & admin | ¥ Logout
s [xi| |[M] Third Stream  Sub Stream Main Stream X » v & | v lachalcmn
« O »| O 3
>l w |4 © © | [TPTZcontrol
+
v o (]
*
Preset 1 ‘;‘
Live View Windo: Preset 2
= Preset 3
Preset 4
Preset 5
—Preset setting
Preset 6
Preset 7
Preset 8
Preset 9
Preset 10
Preset 11
Preset 12
Toolbar — W8, R ¢ @ a Q Preset 13

Live View Page
Menu Bar:
Click each tab torger Live View, Playback, Logda®nfiguration page respectively.
Live View Window:
Display the lie video.
Toolbar:
Operationson the live view pagee.g, live view, capture, recordawdio on/off,
two-way audio, etc.
PTZ Control:
Panning, tilting and zooming actions of the camenal the lighter and wiper control
(if it supports PTZ functioor an external pan/tilt unit has been installed
Preset Setting/Caihg:
Set and call the preset for the camerdé gupports PTZ functiomr an external
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pan/tilt unit has been installed
Live ViewParameters:
Configure thémage size andtream typeof the live video.

5.2 Starting Live View

In the live view window as shown Figure 52, click > on the toolbar to start the

live view of the camera.
N Y — ¢ @ aa &

Figure 51 Live Viewloolbar

Table 51 Descriptiors of the Toolbar

Icon Description
AW Start/Stop live view
— Manually @pture the pictures displayenh live view and ther]
saveit as a JPEG file.
ML Manually start/sop recording
®==U==_ | Audioon and adjustvolume/Mute.
[ —
LR Turnon/off microphone
Q& Turn on/off 3D zooming function.

Note: Before usinghe two-way audio function or recording with audiplease set
the Stream Typdo Video & Audioreferringto Sectiorb.4.

Fullscreen Mode
You can doublkelick on the livevideo to switchthe current liveviewinto full-screen
or returnto normal modefrom the full-screen.

Please refer to the following sectisfor more information:

Configuringemote recordingn Section 6.Zonfiguring Recording Schedule
Setting the imag quality of the live videan Section5.1 Configuring Local
Parametersand Sectiorb.4.1 Configuring Video Settings

Setting the OSD text on live vidaoSections.5.2Configuring OSD Settings

5

5

5.3 Recording and Capturingi®uresManually

In the live viewinterface click ' on the toolba to capture the live picturesr
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click ™8 to record the livevideo. The saving pathof the captured picturesand

clips can be seton the Configuration > Local Configuratiopage. To configure
remote scheduledecording, plase refer toSectiorg.2.
Note: Thecapturedimagewill be saved as a JPEG fileyour computer.

5.4 Operating PTZ Control

Purpose:

In the live view interface you can use the PTZ control buttons to realize
pan/tilt/zoom control of the camera.

Before you stat

To realize PTZ control, the camera connected to the network must support the PTZ
function or a pan/tilt unithas beeninstalledto the cameraPlease properly set the
PTZ parameters dR$485 Settingpagereferringto Sectionl0.6 RS485 Settings

5.4.1 PTZControlPanel

On the liveview page, click £ | to show the PTZ controlgmelor click | £ ”| to

hideit.
Click the direction buttons toontrol the pan/tilt movemens.

£
G
» v 4 © ©

o @

|

Figure 52 PTZ Control Panel

Click the zoom/iris/focusuttons to realize lens control.
Notes:

Thereare 8 direction arrows (£, ¥V, <%, &, WV, <, Z:\/“ &) in the live view

window whenyou clickand dragthe mouse in the relative positions
For the cameras which support lens movensonly, the drection buttonsare
invalid.

Table 52 Descriptiors of PTZ Control Panel

Button Description

£ B Zoom in/out
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Focus near/far

(+} Iris open/close
g 2 Lighton/off
L Wiper on/off
e Onetouchfocus
(0" Initialize lens

Adjust speed of panilt movemens

5.4.2 Setting / Calling a Preset

5

Setting a Preset:

1. Inthe PTZ combl pane] select a presenumber from the preset list.

Preset2

Precet3

Preset 4

Presets

Freset&

Preset7

Figure 53 Setting a Preset

2. Use the PTZ control buttons to moveetlensto the desired position.
tky GKS OFYSNI (2 0GKS NRIKDG
¢CAf 0 GKS OF YSNI dzLJ 2NJ R2gy @
%22Y Ay 2N 2dzi o

w
w
w

w wST20dz

idKS

f

Syao

3. Clck M to finish the setting ofhe current preset.
4. You can clickkd to delete the preset.
Note: You can configure pito 128 presets.

5

Calling a Preset:

2N f STl o

This feature enables the camera to point to a specified preset scamaially or

when an event takes plac

For thedefined preset, you can call it at any time to the desired preset scene.
Inthe PTZ control pangselect adefined preset from the list and clidd to callthe

preset.
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Preset2

Freset3
Preset4
Presets
Presetf
Preset?
Fresetd
Presetd

Preset10

Flemmnt 44

Figure 54 Calling a Preset

5.5 ConfiguringLive ViewParameters

Purpose:
You carselectthe stream type an@djust theimage sizen the live view page.

Click Miain Stream ’ Third Stream or | Subst=am | {gb under the menu baof the

live view interfaceto select the stream type as main stream or sileam for live
viewing.

16:3 x|

Qick each tab '~ W/ {0 set the image size to 4:3, 16:8riginal or

autofix.
Note: Please refer toSection5.4.1 Configuring \[deo Settingsfor more detailed
settings about video parameters.

Chapter 6Network Camera

Configuration

6.1 Configuring Local Parameters

Note: The local configuration refers to the parameters tbie live view record files
and captured pictures. The record files and captured pictures are the ones you record
and captured using the web browser and thus the saving paths of them are on the PC
running the browser.
Steps:
1. Enter theLocal Configuratiomterface

Configuration > Local Configuration
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Local Configuration

Live View Parameters
Protocol @ TCP upP MULTICAST HTTP

Live View Performance Least Delay Balanced @ BestFluency

Record File Settings

Record File Size 256M @ 512M 1G

Save record files to C:\Users\liuyangyf2\Web\RecordFiles Browse
Save downloaded files to C\Users\liuyangyf2\Web\DownloadFiles | Browse |
Picture and Clip Settings

Save snapshots in live view to C:\UJsersiliuyangyf2\Webl\CaptureFiles | Browse |
Save snapshots when playbackte  C:\Users\liuyangyf2\Web\PlaybackPics Browse
Save clips to C:\WUsers\liuyangyf2\Web\PlaybackFiles | Browse |

Save

Figure 61 Local Configuration Interface

2. Configurethe following settings:

Live View ParametersSet the protocol typend live view performance.

E Protocol TypeTCP, UDP, MULTICAST and HTTP are selectable.
TCP:Ensurescomplete delivey of streaming data and better video quality,
yet the reattime transmission will be affected
UDP:Provides reattime audio and video streams.

HTTP:Allows the same quality a®f TCP withoutsetting specific ports for
streaming under somaetwork environmens.
MULTCASTttQrecommendedo select MCAST type when using the
Multicast function. For detailed information about Multicastfer to Section
6.3.1TCP/IP Settings

E Live View PerformanceSet the live view performance to Least Delay
Balanced or Best Fluency.

Record File SettingsSet the saving path of the recorded video filgalid for the

record files you recorded with the web browser.

E Record File SizeSelect the packed size dhe manually recorded and
downloadal video files to256M, 512M or 1GAfter the selection, the
maximum record file size is the value you selected.

E Save record files toSet the saving path for the manually recorded video files.

E Save downloaded files toSet the saving path for the downloadi&ideo files
in playback mode.

Picture and Clip SettingsSet the saving paths of the captured pictures and

clipped video filesvalid for the pictures you captured with the web browser.

E Save snapshots in live view t&et the saving patbf the manually captured
pictures in live view mode.

E Save snapshots when playback t&et the saving pattof the captured

5
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pictures in playback mode.
E Save clips toSet the saving patbf the clipped video files in playback mode.

Note: You can click &= | to change the directory for saving ehclips and

pictures.

3. Click! ®*® | to save the settings.

6.2 Configuring Time Settings

Purpose:
You can follow the instructions in this section to configure thme synchronization
and DST settings.
Steps:
1. Enterthe Time Settings interface
Configuration > BsicConfiguration >System> Time Settings
Or Configuration > Advance@onfiguration >System> Time Settings

Device Information || Time Settings | Maintenance
Time Zone (GMT+08:00) Beijing, Urumgi, Singapore

Time Sync.

O NTP
Server Address
MNTF Port

Interval min.

@ Manual Time Syne.
Device Time

Set Time 2012-05-03T15:44:22 [ syne. with computer ime

Figure 62 TimeSettings

Select the Time Zone
Select the Time Zonshichisthe closest to thdocation of the camerarom the
drop-down menu
E SynchroizingTime by NTP Server.
(1) Check the checkbox torable theNTPfunction.
(2) Configure the following settings:
ServerAddress IP address of NTP server.
NTP PortPort of NTP server.
Interval: The time interval between the two synchronizing actions with NTP
server.
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Time Sync.

O TP
Server Address
NTF Fort

Interval rmir.

Figure 63 Time Sync by NTP Server

Note: If the camerais connected to a public network, you should use a NTP server
that has a time synchronization function, such as the server at the National Time
Center (IP Address: 210.72.145.44). If taenerais set h a customized network, NTP
software can be used to establish a NTP server for time synchronization.

E Synchronizingime Synchronization Manually

Enable thevlanual Time Synéunction and then click- to set the system time

from the popup calendar.
Note: Yau can also check th®ync withcomputertime checkbox to synchronize the
time of the camera withihat of your computer.

H 4 Feb 2012 L2
Sun DMon Tue Wed Thu Fri  Sat
1 2 3 4

5 6 T 2 9 1w 1
213 14 15 16 17 1%

JER s SR R L] & Manual Time Syne.
2% -
Devica Time
Time 15 014 012 5
Set Time 2012-05-03T15:44:22 [ sync. with computer time

Clear | Today | OK

Figure 64 Time Sync Manually

. Click the DST | tab pageto enable the DST function arféét the date of the
DST period.
DST
Enable DST
Start Time Apr First Sun nz o'tlock
End Time Oct Last gun 02 o'clock
DST Bias 30mmin

Figure 65 DST Settings

2. Click! %" | to save the settings.
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6.3 Configuring Network Settings

6.3.1 ConfiguringTCP/IPSettings

Purpose:

TCP/IRettings must be properly configured before you opertte cameraover
network. The camera supports both the IPv4 and IPv6. Both versions may be
configuredsimutaneouslywithout conflicting to each other, and at least one IP
version should be configured.

Steps:

1. EnterTCP/IFSettings interface

Configuration > Basi€onfiguration >Network >TCP/IP
Or Configuration >AdvancedConfiguration >Network >TCP/IP

Figure 66 TCP/IPSettings

2. Configure thébasic networksettings, including th&lIC Type, IPwdr IPv6Address,

IPv4or IPv6Subnet Mask, IPwdr IPveDefault Gateway, MTU settingsd
Multicast Address

Notes:

5

5

The valid value range of MT&500 ~1500,

The Multicassends a stream to the multicagtoup address and allows multiple
clients to acquire the stream at the same time by requesting a copy from the
multicast group addres&efore utilizing this function, you have to enable the
Multicast function of your rousr.








































































































































































