Z-5R (moa. Web BT) iron@Logic www.ironlogic.ru

KoHTponnep
Z-5R (moa. Web BT)

1. OBLWME CBEOEHUA

KoHnTponnep Z-5R (moa. Web BT) npegHasHadeH ans ncnonb3oBaHMs B CUCTEMaX KOHTPOSIS U
ynpaenenusa goctynom (CKYI), n obecnevnBaeT ynpasreHMe ogHOM TOYKOM LOCTyna (TOYKON
npoxopaa).

KoHTponnep nogaepxvsaet paboTy B aBTOHOMHOM M CETEBOM peEXMMaAX.

3anonHeHne 6aHKOB KMoYen B aBTOHOMHOM pPEXMME OCYLLECTBNSAETCS C NOMOLLBbIO MacTep-
Knoya.

B ceteBOM pexnme paboTa KOHTponnepa u 3anornHeHne BaHKOB KroYen OCcyLLEeCcTBNAETCH MNo
CETU C MOMOLLbI BHELLUHEeW ynpaenswowen nporpammbl. Kpome 3aHeceHWs KapT B CETEBOM
peXnuMe MOXHO CYMTbIBaTb COOLITUS, YCTaHaBNUBaATb TeKyllee BpeMsi B KOHTposnnepe u
HacTpauBaTb BpeMEHHbIe 30HbI 4151 NPoXoAa KaXaon kapTe.

Ana peanusauum ceTeBoro pexuma paboTbl KOHTpornnep obecnevMBaeTr BO3MOXHOCTb
NoAKIIoYeHns K nokarnbHoun cetn Yepes Ethernet nnu no Wi-Fi.

Mpun noTepe cBA3M C ynpasnsoLen NporpaMmmMon B CETEBOM PEXUME KOHTPOIep NpogorKkaeT
paboTaTb aBTOHOMHO, Hakannneas cobbITus B bydepe cobbITuin.

[ocTyn yepes TouKy NPOXoAa OCyLLEeCTBNAETCS Ha OCHOBE NPOBEPKN cTaTyca NpeabaBrsieMblX
naeHTudukatopos (proximity-kapT, kntoden Touch Memory unu pin-kogoB), KoTopble ganee byaem
Ha3bIBaTb KNOYaMu.

Mo dyHKUMOHANBHOMY HAa3HAYEeHUIO KOHTPOMEp pasnuyaeT KIoun, npegHasHavyeHHble ans
npoxoaa, v KIouun, npegHasHa4YeHHble Ang NporpaMMmMpOBaHNS KOHTponnepa.

Kntoum ansa npoxoaa mMoryT 6b61Tb NPOCTLIMU 11 6NIOKUPYHOLWKUMU. BRnoknpytoLLmne Koy uMetoT
©onee BbICOKWIA CTaTyC.

B wTaTHOM pexume KOHTPOMNIeEp «paspeLuaer» Npoxoq U nNo NpocTbiM, U N0 GNOKMPYOLLMM
Knovam.

B pexunme «BnoknpoBkay» Npoxoz no 6110KMpyHLLUMM KITo4am paspeLLéH, HO 3aKpbIT MPOXOA4 Mo
NpPOCTbIM KNtoYaM (Hanpumep, Npu Bblgave paboTHMKaM NPOCTbIX KITKOYEN, a COTPYAHMKaM OXpaHbl
— GrokMpyoLKX KNtoden, B pabovee BpeMsi B LUTATHOM pPeXMMeE MOXHO 06ecnevnTb Npoxoa BCEM
Kateropnsam paboTHUKOB, @ B HOMHOE BpPEMS B pexume GrnokMpoBKM npoxon OyaeT paspeLuéH
TOMNbKO COTPYAHMKAM OXpaHbl).

Kntoun pgnsg nporpamMmpoBaHWSA KOHTponfiepa HasblBaloTcs MacTep-knodamu. OHu
npeaHasHavyeHbl TONbKO AN NPOrpaMMMpPOBAHUA KOHTponsepa 6e3 KommnbkTepa M He
npeagHasHavyeHbl AnNA npoxopa. MacTtep-kntoum no3BonsT: AobaBnAaTb/yaanaTb NpPOCTble,
GnokupyoLmne n Mactep-knoym, 3agaBatb BpeMS Nogayn OTKPbIBAKOLLEro CMrHana Ha 3anopHoe
YCTPOWCTBO (pa3peLLeHns AoCTyna), BKIoYaTb/0TKYaTh pexxum npoxoaa «Accept».

B pexume «Accept» ntobon Koy BOCNPUHMMAETCA KaK pa3peLLEHHbIN U 3aHOCUTCS B NaMATb
KOHTpoOrnepa Kak MpocTon Knko4 Ans npoxoga. Pexxum ncnonbadyerca Ang oopmmpoBaHus 6asbl
kntoven npu yctaHoBke CKY[] Ha obbekTe B criydae, Korga Kno4uv And npoxoda yxe BblAaHbl.
Toraa, Haxo4sCb B TEYEHNE HEKOTOPOro BPEMEHU B pexnme «Accepty», KOHTponnep «cobmnpaeTt»
NMHpopMaLMIo O NpeabaBNEHHbIX KMNtoYax, a Nocne BKNYEHUS LWTATHOrO pexmuma npoxoa byaet
OCYLLIECTBATLCA TOMbKO MO KIK4aMm, 3anmcaHHbIM B €ro NnamsTh.
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[nsa nonyyeHnss KOQOB KIOYEN KOHTPOMep NoaaepKMBaeT NogkitodeHne 2-x cHnTbiBaTenen
(ans Bxoga v ans Beixoga) no nportokonam Wiegand (26, 34, 42, 50) vnu iButton (Dallas Touch
Memory). [Ina kaxgoro cuvTbiBaTeNs NamATb KOHTpOMfepa CoaepXuT no otaenbHoMy 6GaHKy
knoden. [locne npoBepku npaB [[OCTyna KOHTponnep BblAAaeT curHam ynpasneHus
(3aMblkaHue/pa3MblkaHne CUMOBOro TpaH3ucTopa) Ha 3anopHOe YCTPOWCTBO
(3aneKkTpoMexaHMYeCKM 3aMOK, JIIEKTPOMArHUTHbLIM 3aMOK WKW 3allénka, TYypHUKeT). Tun
3arnopHOro YCTPOWCTBA W MPOTOKOS MNOAKMIOYEHNA CYMTbIBaATENEN BbIOMPAKOTCA B pexume
KOH(OMrypmMpOoBaHUSA KOHTponsepa.

KoHTponnep nosBonsetr coxpaHaTb B namatn 8192 cobbitms B uuknudeckom Oydepe
(nonyyeHue koaa, cpabatbiBaHMe faTuvKa ABepu, Bblgada ynpasnsioLero curHanan 1.4, ).

[nsa noBbIWeHns PyHKUMOHaNbHOCTM paboTbl KOHTpoNep obecneynsaet:

* BO3MOXHOCTb NOAKNIYEHNSA JaTumMKa ABepu - Ans omkcaumm cobbiTus "npoxog coctosnca" u

COKpalleHNs BpeMeHM 3By4YaHWs 3BYKOBOW cCUrHanmsauumu, uHOpMUpylowen o

pa3bnoknpoBke ABepn (COKpaleHUss BpPeMeHW noJayM Ha 3anopHOe YCTPOMUCTBO

"OoTKpbIBatoLLero curHana");

* BO3MOXHOCTb NOAKNIOYEHMSA "KHOMKM BbixoAa" Anga oTKpbliBaHMsS ABepu 6e3 npoBepku npas
AocTyna;

* BO3MOXXHOCTb MOMyYeHUs KOHTPOSIIEPOM CUrHana oT BHELLHEro UCTOYHMKA AN aBapunHON
pa3bnoknpoBKM Npoxoaa.

2. XAPAKTEPUCTUKU

NMamaATb KAYen, LWT. 2 6aHKa no 8168

NamATb cObbITUIA, WT. 8192

Konnyecrso NoAK/to4aemMbIxX 2

cYnTbIBaTENEN

MpoTOoKOAbI cYUTbIBaTENEN Wiegand (26, 34, 42, 50) v iButton

YnpasneHue UHAMKAUMEN cYUTbIBaTENEN KPaCHbIN, 3eNEHbI U 3BYK

3almMTa NUTaHUA cuMTbIBaTENEN 200 mA

Tok cnnoBoro BbIXxoaa 5A

CurHanbHbIi Bbixod ALARM kommyTauma 50B, 100mA, 35Q;
nsonauma 1,5 kB

Tamnep MeXaHWYeCcKunit

Ethernet

NHTepdeiic RJA5 (10/100BASE-T) Auto MDI/MDIX

CoBMECTUMOCTb Ethernet Il n IEEE802.3

MpoToKoAbI IP, ARP, TCP,ICMP, UDP, DHCP, HTTP

Wi-Fi

CTraHpapThbl IEEE 802.11 b/g/n

JlnanasoH yactor 2,4-2,4835 Ty,

CKopocTb nepegayn 11n: no 150 M6ut/c
1ig: no 54  Méut/c
11b: oo 11 Méwut/c

MouiHocTb 6ecnpoBoAHOro curHana <20dBm (<100mW)

Pekvmbl paboTbl ToYKa A0CTYNa, KINEHT

3awmTa 6ecnpoBoaHO ceTu 64/128/152-6utHbiit WEP, WPA/WPA2,
WPA-PSK/WPA2-PSK

USB

Pa3bém Micro USB Tun A

Bepcus USB 2.0

Pexum Device, High Speed

[pyrve napameTpbl

Macca, r, He 6onee 150

lab6aputbl, MM 105x116x38

Kpennenue HacTeHHoe uau DIN-peiika (TH35)

HanpakeHne nutaHua, B ot 8 5o 28

MNoTtpebasembiit ToK (npu 12B DC), MA 80 300 (6e3 yuéTa cumTbiBaTeNen)
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3. NOAKNIOYEHUE KOHTPOJIJIEPA
MabapuTHble pa3mepbl KOHTpPonepa npeacTaBneHbl Ha PUCYHKE:

) 105 | 138
‘ ]

116
Y ]

32

] ]

BaxHo! Bo nsbexaHue TpaBM N3-3a OCTPbIX KpaéB B KPbILLKE KOHTpOIsiepa orBepCcTtnda and
NpoKnaakn npoBogoB peKoMeHOYETCA BbINMAITNBATL, a HE BblJ1aMblBaTb.

Pa3mepbl Anst MOHTaXa KOHTponnepa:
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Pacnonoxenue knemm Ha nnarte KOHTpOInepa.:
bnok
nepembiyek
MOAYNA CBA3N
\, [epxatenb
H ‘ﬁ SISEN 6aTapem
Pasbém B [I\l %oug o o of OdIo
i k<
MicroUSB E 3z —
\ 3 nepemblyek
moayns
Pasbém _ OHTpoO/INEpP]
Ethernet oo
o0 o
e Bnok
CUNOBbIX
KNnemm
GNDJ[ o
BAIOK Kiemm Q| o |seer O BUTTON| O
ynpasneHus @] o |rep g +12V| oo EnoK
WHAMKaLMel O_|GREEN 5 LocK| O O Kremm
cunTbiBaTENEN Q| o |pataz M EX.OPEN| O |Q) AATINKOB
©| o |pata1 A GND| O
/0 | crounp DOOR
O |DATAD ALARM| O @I Bnok
Enor;;};emm O |+12v ALARM| O T nHdopma-
nogKAyYeHna LUMOHHbIX
cumnTbiBaTENE Knemm

HasHadeHue knemm npmBeageHo B Tabnuue:

Brnok cunoBbIX KNemMmm
Ne [ O603HaueHue HasHaueHue
1 | enpD ToyKa MNOAKAOYEHMA OTpUUATeNbHOTO npoBofa OT 6n0Ka
MWUT aH WS, @ TaK XKe BTOPOTO MPOBOAA OT KHOMKM BbIX0OAa.
BxofHOM curHan — KHoMKa Bbixoga. KOHTaKT ABNAETCA MHOro-
2 | BUTTON $YHKLUMOHANBbHBIM U AOMNYCKaeT nepeHasHaYeHne BbiNoHsAe-
MOV QYHKLM M.
Mo aKknto4EeH e MO OXKUTENIBHOIO NPOBOAA OT 6/10Ka NUTAHMA.
3 | +12v Tak ke ctofa NOAKAOYAETCA MOJOXKUTENbHbIV NPOBOA, UAY-
LMY K 3aMKY.
CnnoBoit BbixoaHOW curHan. MoaxkntoueHne BToporo (oTpuua-
4 | LOCK Te/NIbHOTO) NPOBOAA K 3aMKY. BbIxo 4 ABNAETCA CTOKOM MO/eBo-
ro TpaH3ucTopa.
Briok knemm OaT4ynKoB
Ne [ O603HaueHune HasHaueHue
BXxogHOM curHan — 3aBakyauusa. 3aMblkaHWe 3TOro CUTHana Ha
1 | EX.OPEN
GROUND nepeBoauT KOHTPO/IEP B PEXKMM 3BaKyaLMW.
Obwmin («3emnaHon») nposog Ana curHanos EX.OPEN u
2 | GND
DOOR.
BxoaHol curHan - pgatuvMk asepu. [pu 3aKkpbiTol ABEpU [,0N-
3 DOOR eH bbITb 3aMKHYT Ha GROUND. KoHTaKT siBnsieTcA MHOro-
dYHKUMOHANbHBIM M A0MYCKaeT NepeHasHa4YeHne BbiMOJH se-
MO QYHKLMMN.

Bnok tHopMauNOHHbIX KNemMMm

Ne | O6o3HaueHue HasHaueHue

1 ALARM BbIXOLI,HOVI CUTHan. KoHTaKTbI raJibBaHNYeCcKun
M30/IMPOBAaHHOTO pene, UCMOJ/Ib3yeMOro ANA BKAOYEHUA B

2 | ALARM CUCTEMbI OXPaHbl KaK 4acCTb OXPaHHOro LWaeida.
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Bnok knemm anga nogknoYeHns cHnTbiBaTENEN

Ne | O603HaueHue HasHaueHune

B pexxmume Wiegand: AnbTepHaTMBHO e NoOAKAO4EHNE cUrHaNa
1 DATA2

DATAL gna cuMTbIiBaTe 1A Ha BbIXOAE .

B pexxume Wiegand: curHan DATAL ans cumTbiBaTeNsA Ha BXoae
) DATAL n curHan DATAO ana cumnTbiBaTena Ha Bbixoge.

B pexume iButton: curHanbHbI NnpoBog (TM) gnsa cuutbiBaTe-
1A Ha BbIXOAe.

3 | GROUND Mo axkntoyeH e 06 Wwero NpoBoAa CYUTLIBATE 15

B pexknme Wiegand: curHan DATAO 418 cuMTbiBaTENS HA BXoAe
n curdan DATAL ana c4nTbiBaTeN A Ha BbIXOAe.

4 | DATAO . ’
B pexume iButton: curHanbHbiit nposoa (TM) ana cumtbiBaTe-
/1A Ha BXO Je.

5 | +12v Mopnaya NUTaHMA Ha CUATbIBaTE N, BbiXxog 3alUMLLIEH OT KOpOoT-

KOTO 3aMblKaHnA o 200 mA.

MoaknoYeHne BHELLHUX cYMTbIBaTeNen no npoTokorny iButton:

T el SISES =

o oz Z| | =

B ll\l 938 |o o o| KO

g

ROT op \

w A Q \ \)

3 | *

s Ethernet H N

5| 10100 |8 e B 128

- oa -

CLR [0 7]

= |:| ADD [0 1] + «
-BT HOmMkKa
— GND[G @ o
Q[0 |eeer g BUTTON| O (@ s
Q| © |[rep M +12V| oo !
(%] Ke) GREEN)D> LocK| O |@
Q| O |pATAZ2 T EXOPEN| O |©
@| o |pata1 A0 GND| O |@
@| o |GcrouND DOOR| O |©
@ O |DATAD ALARM| O @ OxpaHHast
| O [+12v ALARM| O |@ cuctema

Bxop

MogknioyeHne BHeELWHUX cyuTbiBaTenen no nportokony Wiegand:

MoaknioyeHune cuuTbiBaTenen — 5T 15 —
KoHTponnel CuuTbiBaTenb ’g “ﬁ ® ® ® E‘
T | (Beon | Buxon EN 988 o o o KQK
DATAO DATAO | DATA1 E (51 ng ~ -
DATA1 DATA1 | DATAO m Or:E
@ 0
us]
3 J
% Ethernet N\
£l 107100 B 128
] 5]
o o] -
CLR [0 1]
ADD [0 1]
WIFI
— GND[o @
@l o |geep Py BUTTON| O |@
@] o0 |rep M +12V| o |©
QLo GREEN:(U> Lock| O |@
@| O |DATA2 [T EX.OPEN| O |@ Curnan ot noXapHom
curHanusauumn
@| o |pata1 A GN\D| O |@
= (| O |GROUND DOOR| O |@
olo o o |0
@ O [+12v ALARM| O |@ cuctema

Bxop
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brok knemm ynpaBineHus MHOVKaumeun cunTbiBaTenemn

Ne | O6o3HaueHue HasHaueHue
BbIXo4HOM CUrHaA AnAa ynpaB/ieHWA 3BYKOBOM MHAMKauMewn
1 | BEEP cumTbiBaTENEN. AKTMBHbIM  SIBAAETCA  HU3KWUWA  YPOBEHb
curHana.
BbIxo4HOM CUrHan AnA ynpasBfieHWA KPacHbIM CBETOAMOALOM
2 | RED cumTbiBaTENEN. AKTMBHbIM  SIBAAETCA  HU3KMWA  YPOBEHb
curHana.
BbixogHOM curHan AnAa ynpasieHUA 3eNeHbIM CBETOAMOA0M
3 | GREEN cuMTbiBaTENEN. AKTMBHbIM  SIBAAETCA  HU3KWUWA  YPOBEHb
curHana.

MpumedaHune: oba cumTbiBaTENs LOMKHbI ObITb MOAKNIOYEHbBI MO OAHOMY M TOMY Xe MPOTOKOSY.
YnpasneHue nHankauunen anst o0bonx cuntbiBaTenemn SBnseTca obwmm.

PacnonoxeHve nHAMKaTOPOB Ha NnaTe KoHTpornepa:

NHamuKaTop B Mﬁ 000 J NHamKaTopbI
MODE ~. ° N 83 [ooo OIS OPER, CONN #
NGO 357 X\ LSTAT
L " i\
1 \ |
e LR ]
— | |2
CLR [0 0]
ADD
|:|
WIFIQ GND S @
MHamKaTopbl o[ o |eeer T sutToN| o |@
WIFI u Bluetooth ol o [reo M +12V(5 o
(%] Kel GREEN:(D> Lock| o |@
Q| © |pATAZ2 [T] EX.OPEN| O |@
@| o |pata1 A eND| O |@©
@] O | GROUND DOOR| O |@
@| O [pATAO ALARM| O 1@
Q| O |+12v ALARM| O |@
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HasHauyeHne nHONKaTopoB NPMBEAEHO B Tabnumue:

O603Ha4veHne LiBet HasHayeHune
OtobpaxaeT cocTosiHme cetn Wi-Fi.
WIFI CrHun ["opnT NOCTOSIHHO — €CTb NOAKIMOYEHME K CETU.

MuraHve — nepegaya JaHHbIX.

BT CuHuin

OTobpaxaeT cocTosiHMe noakntodeHms Ethernet.

[opuT MNOCTOAHHO — Hanuuue duamdeckoro coeamHeHus Ethernet
LINK/ACT 3enéHbin mexay Z-5R (mog. Web BT) n ycTpocTBOM Ha Opyrom KOoHUe kabens
Ethernet (06bIMHO KOHLEHTPATOPOM).

Mwuranve — nonydyeHune naketos no Ethernet.

OT1obpaxaeT CBA3b C yNpaBnstoLLen NPOrpaMMoNn.

MODE Kéntbin FopuT nocTtosiHHO — ycTaHoBneHo TCP-coeanHeHve c ynpaBnstoLLen
nporpaMmon.
OTobpaxaeT BHEeLLUHNe CobbITUS.

STATUS KpacHbin BenbIWKM — M3MEeHeHUs COCTOSHUA JaTYMKOB: ABEpU, Tamnepa, KHOMKK

1 aBapuiiHOM pa3broKMPOBKK, @ TaKKe MoyYeHne Koaa Kroya.
OTobpaxaeT cocTositHue MoAyrsi CBA3M.
YacTto muraet — moaysnb CBA3N 0OECTOYEH.

CONN 3enéHbin "
Penko muraet — ngét 3anyck Mogyns CBA3w.
["OpuT NOCTOSIHHO — MOAYMb CBSI3M aKTMBEH.
N . OToDOpaxaeT nonyyeHne 3anpocoB OT yNpasraoLLen nporpamMmmsl.
OPER YKénTbin P Yo P ynp H porp

BenbliLky — obpalleHnst ynpasnsioLen nporpaMMbl K KOHTPOINEpY.

4. KOH®PUTYPUPOBAHUE KOHTPOIJIIJIEPA

BaxHo! Npu koHurypuposaHumn koHTposnepa Z-5R (moa. Web BT) cnenyet yunteiBaTh,
YTO OH COCTOUT U3 ABYX (PYHKUMOHAmNbHbIX Y3Mn0B: cobcTtBeHHO kKoHTponnepa CKY n moayns
CBSI3M C NTOKasibHOW KOMIMbIOTEPHOW CEThIO.

Mogaynb cBsi3u obecnevnBaer:

1) nogknoyYeHne KoHTponsepa K JIoKanbHOW CeTU, UMetoLLencs Ha obbekTe, No
nHtepcpencam Ethernet nnn Wi-Fi;

2) yCTaHOBIEHNE CBA3N C KOMMNbIOTEPOM, Ha KOTOPOM YCTaHOBIEHA ynpaBnsaoLas
nporpamma CKY[], peanuaytoLas ynpasneHne yHKLUSMN KOHTPOSS 4OCTyna (3arpyska
CMMCKa KapT, HacTponka  npaB. 4OCTyna, CYMUTbiBaHMe cobbiTuin n3 bydepa u T.n.).

Mo cnocoby ycTaHOBNEHUS CBA3M C YNpaBstoLen NporpaMmmMon BO3MOXHbI YETbIPE pexnma:

e pexum ceasn Web. B aTom pexnme moaynb CBS3M COEAMHSIETCS C yNpaBnsowmm web-
CepBEPOM B CETU UHTEPHET, N ynpasBfieHne KOHTPOIfIepoM OCYLLEeCTBNAeTCHa Yepe3 web-cant
(Hanpumep, oHNanH-cepBnC www.guardsaas.com);

Q.
[}
1]
Q.
[
(3]
1
[ai]
w
S
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* pexum ces3n CepBep. B aTom pexume mMoaynb CBS3N OXMOAET COeQUHEHMS MO MPOTOKONYy
TCP/IP oT komnbloTepa, Ha KOTOPOM YCTaHOBEHa ynpaenswwass nporpamma (Hanpumep,
GuardLight, GuardCommander, ABaHrapg);

Ethernet Ethernet

*  pexum cBsasu KnueHT. B aToM pexxrme Mmogyrb CBA3W NbITAETCA CaM YCTaHOBUTb COEANHEHNE
no npotokony TCP/IP ¢ ynpasnsitowen nporpaMmmoi. [15a HaCTPOMKM 3TOro pexmnma Heobxoammo
ykasatb IP-agpec n TCP-nopT Ha yganéHHom KomrnbioTepe (Hanpumep, nporpammbl GuardLight );

Ethernet

Fem————

Ethernet

Ethernet

* pexumceas3n Web-JSON

OT0T pexxum aHanornveH pexxumy Web, Ho oTnuvaeTca npotokonom obmeHa ¢ web-cepsepom. OH
paccynTaH Ha CaMOCTOATENIbHOE HanucaHue cepBepHon Yactu. OnucaHme NpoToKona MOXHO
HanTW Ha canTe www.ironlogic.ru B pasgene “UHterpauus’.

Mpn oTCyTCTBUM CBA3XM C YNpaBnslOWEen MporpammMon KOHTponnep MOXeT pabotatb B
ABTOHOMHOM pexume.
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Ons ynpaBneHus paboTol MOAyns CBSI3WM KOHTPOMfepa WUCMOnb3yeTcsl pacrornoXeHHasl Ha
nnaTe yCTPOWCTBA NepemblyKa:

;

OI4ANOOJ<
AVINYON<
MO0O1<

KOTOpas MOXeT HaXOAUTbCS B O4HOM U3 TPEX MONOXEHUMN:

e CONFIG - npu nogaye nnuTaHna KOHTPOSNEP 3anycKaeTcs B peXXuMe HaCTPOMK/ napaMeTpoB
CBS31 U NoAKIIlo4aeMoro obopyaoBaHus;

* NORMAL - «OGbl4HbIN peXnM» YHKLUMOHUPOBAHUA: MOAYNb CBA3W MNOAKMYaEeTCs K
NoKanbHOMW CeTu B BbIOPAHHOM pexume, KOHTPONEep OCYLWEeCTBASET (YHKUUU yrpaBneHus
poctynom. [lo nokanbHomy |P-agpecy [OOCTYNHO M3MEHeHuMe napamMeTpoB CBA3UN U
noakntoyaemoro obopyaoBaHus;

* LOCK — byHKUMOHMpPOBaHME aHaNOrmM4yHo «0DObIYHOMY PEXnMy», HO 3abnokmpoBaH web-
UHTEpPdENC HaCTPOMKM CBA3U M NOAKMNHYaemMoro obopyaoBaHUs, a Takke 3abnokMpoBaHO
oBHoBMNEeHNe faHHbIX B pexxume cBasn Web.

5. WEB-UHTEP®ENC

Web-nHtepdenc wucnonb3yerca OnNs HaACTPOMKM MNapaMeTpoB CBA3W W NOLKNHOYAEMOro
obopynosaHus. [1ns BbINOMHEHMS HACTPOMKKN TpebyeTcsa yCTPOMCTBO, CMOCOBHOE NOAKNI0YaTLCA K
cetn no Wi-Fi nnu Ethernet (nnaHwet, HOyTOYK MM cMapTgOH), U MMelLee BCTPOEHHbIN
nHTepHeT-6payaep (Internet Explorer, FireFox, Opera, ChromeunT.4.).

Ona poctyna Kk web-uHTepdency HacTpoek KOHTposifiepa HYXHO BbINOMHUTL cregyowne
AEeNnCcTBUS:

YctaHoBUTL Nepemblyky B nonoxeHne CONFIG;

MNopatb NuTaHue;

YcTaHoBUTL CBA3b € KoHTponiepom no Wi-Finnu Ethernet:

Mo cetn Wi-Fi:

Hoxpatbes noasnenus Wi-Fi-cetn c umeHem Z5RWEB- BT XXXXXX;

MogkntounTbca Kk aTon cetu. MNaponb anga nogkntoveHna: AUTH_KEY.

YUepes Ethernet:

CoeanHnTb KOMNbOTEP 1 KOHTponnep kabenem Ethernet ¢ pasbémom RJ-45;

[oxaatbes OT KOMMbTepa COOBLLEHNS O MOAKNIOYEHNN K NTOKaNbHON ceTu (Ao 45 cek);

OTkpbITb 6pay3epom cTpaHuuy no agpecy http://192.168.10.1, aBTopmsauus He TpebyeTcs;

Mpoxoas no cTpaHuuamMm MEHH0, BbINOSIHUTL HAaCTPOWKY napameTpoB, He 3abbiBad Ha KaXkaowm
CTpaHuLe HakumMaTb KHOMKY CoOXpaHUTb.

B panbHenwem, nocne 3aBeplweHUs KOHPUIypupoBaHUA W MNOAKMNKOYEHUSA
Z-5R (mog. Web BT) k nokanbHoOn ceTu (C nepeMblykon, ycTaHoBreHHon B nonoxeHms NORMAL
unn LOCK), web-nHtepdenc HacTporku Takke byaetr goctyneH no IP-agpecy, kotopbi 6yget
Ha3Ha4yeH KOHTponnepy npu KoHgurypmposaHum (byget onucaHo Huxe) nnmn nonyyvyeH ot DHCP-
cepBepa npu perucTpaunm B nokansHom cetu. Npun oTKkpbITUM web-uHTepderica no nony4eHHoMy
IP-agpecy nosiBUTCA OKHO aBTOpuM3auuu, B KOTOPOE HYXXHO BBECTW: NOMMH «z5rweb», naponb
AUTH_KEY. 3aBsoackoe 3HadyeHne AUTH_KEY 13 BocbMU CMMBOMOB NpMBELEHO Ha HaKmneunke,
pacrnonoXeHHOW Ha o6paTHOM CTOPOHe Koprnyca YCTPOMCTBA WM B KOHUE HaCTOSLLEro
pyKOBOACTBa (cobntoaaTb peructp 6yks!).
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5.1 Bblbop sAA3bIka
Mpn NepBOM BKNHOYEHUN B web-mHTepdence ycTaHOBNEH aHMmMUACKUIA A3blkK. [Ons Bbibopa
Pycckoro a3blka LWENKHUTE No Haanucu PyccKum B NpaBoM BepXHEM Yriy uHTepdenica:

ir‘on@Lngic@ Z-SRWEB BT  Pycoadt O

SN: 45-000100 English @&

5.2 BknapkacraTtyc
Ha Bknagke CtaTyc oToOpaxaeTcs TEKyLLEE COCTOSAHNE YCTPOWNCTBA:

Mode: SERVER
Connected to:
Uptima: 0O days 00:46:03
Controller Time: 2021-06-25 20:00
Controlier FW wersion; 2.6
Wi-Fi FW wersion: ©.33
CFG jumper: Off

3pech:
Pexxum: pexxum pabotbl yctponcTtea (Web, Cepsep, KnneHT, ABTOHOMHbIN, Web-JSON).
MopknioveHue: Bo Bcex pexunmax, kpome ABTOHOMHbIN, oToBpaxaeT |IP-agpec komnboTepa nnm
NMsi cepBepa, C KOTOPbIM YCTaHOBIIEHO COeQUHEHME.
MpoaonkuTenbHOCTb PaboTbl: NPOOOIMKUTENBHOCTE PAabOoTbl YCTPOMCTBA C MOMEHTAa nogayn
NUTaHNS.
Bpewms koHTponnepa: OTobpaxaeT BpeMsi BHYyTPEHHUX YacOB KOHTpornepa.
Bepcus NO koHTponnepa: OTobpakaeT TEKYLLYIO BEPCUIO NPOLLNBKN KOHTpOMepa.
Bepcus MO moaynsa ceasun: OTobpaxaeT TEKYLLYH BEPCUIO MPOLLMBKN MOAYSIS CBA3M.
MonoxeHue nepembivku: OTobpaxaeT nonoxeHne nepemblvkn CONFIG, LOCK nunin NORMAL.
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5.3 Bknapgka Hactpowku nogknioyeHus
Ha Bknagke HacTpouMku noaknw4YeHUsA YycTaHaBnuBakwTcad cnocod u napameTpsbl
NOAKITOYEHUS MOAYINS CBA3W K FTIOKaSTbHOW CETM.

5.3.1 Ethernet
B cnyyae Boibopa cnocoba nogknioveHus Ethernet nHtepderic npuHumaet cneayowmim Bua;:

HacTpoikn Coegnrennn

@ Ethemet ) Wi-Fi
iz

Wenons3oeats DHOP:

HTTP Proxy

Mcnonbsceats HTTP npokaw: [

B cnyyae ncnonb3oBaHus B niokansHon cetn DHCP-cepBepa ceTeBble HACTPOWMKM NONyYatoTcs
KOHTPOepoM aBTOMaTUYECKMW.
Ucnonb3oBatb DHCP: paspewaetr wucnonb3oBatb obpaweHne k DHCP-cepsepy ans
aBTOMaTM4eCcKoro nony4yeHus IP-agpeca n octanbHbIX CETEBbLIX NAapaMeTpoB, HEOOXOAMMbIX AN
paboTbl B AAHHOW NOKanbHOW CETH.
Bez DHCP: Heobxogmmo caMoOCTOSATENbHO 3anucatb BCE MapaMeTpbl, COOTBETCTBYOLLME
KOHpUrypaumm nokanbHOM CETU, K KOTOPOW ByaeT NOAKNIYEHO YCTPOMCTBO:

P
Wcnonszoeats DHCP; [
OUKcHpoSaEHpE 1P 102,168, 1.125

Macka Moacery: 2552352550

=]
]

Wimaz:

Cepaep DN 8.8.838

®PukcupoBaHHbIn IP: yHukanbHbM IP-agpec, obecneuvBatolmin agpecaumio ycTponcTeBa B
NoKarnbHOMU CETU.
CeteBas Macka: macka nogceTu, ucnonb3yemMas B JaHHOW JTOKanbHOW CETM.
Lnto3: IP-agpec wnto3a ans cesA3v ¢ 4pYyrumMm CETAMM (B TOM YUCIIE N C UHTEPHETOM).
DNS cepBep: IP-agpec cepsepa DNS.

[Ons koppekTHoM paboTbl OOMKHbI ObITb 3adaHbl Bce napameTtpbl. Ecnv HekoTopble Bam
HEeN3BECTHblI 0BpaTUTECH K CUCTEMHOMY aiMUHUCTPATOPY.

[Mocne HacTpoek Bcex napaMeTpoB HEOOXOAMMO HaxaTb KHOMKY CoXpaHUTb.

11
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5.3.2 Wi-Fi
B cnyyae Bbi6opa cnocoba nogkntodeHnsa Wi-Fi nHTepdenc BeirmsaanT crneayrowmm obpasom:

Hacrpo#ikn CoejrHeHns

() Ethernet @& Wi-Fi

Wi-Fi
Cars{55I0): |ironkogic
Mapone: | 12345
Nouck Ceved
iy
MenonbIosaTs DHOP:
H'F-I'P Proxy

HMecnonbsceats HTTP npokcw: [

CeTtb(SSID): HazsaHue Wi-Fi-ceTu, K koTOpon HEOOXOAMMO NOAKITHUNTE YCTPOMCTBO.

Maponb: Kntoy wndposaHus (napornk), ncnonb3yemsiin B gaHHon Wi-Fi-ceTu.

Mowuck ceten: 3anyck novcka 4OCTYMHbIX B AaHHbIM MOMeHT Wi-Fi-ceTen.

Mocne 3aBepLueHns nomncka JocTtynHbix Wi-Fi-ceTen nosiBUTCA CNMCOK HaWAEHHbIX ceTen ang
BblbOpa Heobxoanmom ceTn. Pagom ¢ HazBaHWeM ceTn oTobpaxkaeTcsa ypoBeHb CUrHana:

AocTynHbia Wi-Fi cami:
ASUS_ETT =50 dBm )
ironlggic -54 dBm ®
office_ntw  -61 dBm O
SEI-215 =68 dBm

[na Bbibopa ceTn HeobXoOAUMO BbIOENUTb HYXXHYHK CeTb M HaxaTb kHomnky OK. Mpu atom
Ha3BaHne Wi-Fi-ceTn aBTOomMaTuyeckn oTobpasuTcs B HacTporkax. [lpyM Mcnonb3oBaHUK
LWndpoBaHNst HEOBXOANMO BPYUYHYHO BBECTU KNKOY LUMKPPOBaHNS.

IP: Hactporiku ceTeBbIX NapamMeTpoB (aHanorm4Ho HacTponke nogkntodeHus no Ethernet).

12
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5.3.3HTTP Npokcu
Mpn HeobxoaumocTn mcnonb3oBaHna HTTP npokcn HeobxoanMmMo HacTpouTb cregyroLlime
napameTpsbl:

HT TP Proxy

Hcnonozosate HT TP NposoW!
AfpeC NpoKcH Cepeepa. | 192.168.1.1

MopT NpokCd cepaepa: (3178

Appec NpoKcu cepBepa: CeTeBoii aapec NPoKCK cepaepa
MopT npokcu cepBepa: NopT AJ15 MOAKIOYEHUS K MPOKCU CepBepy

Mocne HaCTpoeKBCceX MapamMmeTpoB HeobX0oAMMO HaXaTb KHOMKY COXpaHMTb.

5.4 Bknaaka Pexxum pa6oTbl

Ecnu npegnonaraetcs pabota Z-5R (mog. Web BT) B ceTeBOM pexume, T.e. nog ynpasneHnem
BHELLUHEN MNporpaMmbl, TO MOCMe HACTPOWKW MOAKMYEHUA K FOKanbHOM CEeTU Heobxoanmo
HACTPOUTb PEXMM YCTAHOBITEHUS CBA3W MeXAy YNpaBnsatoLLern nporpaMMmon u moaynem ceasun. Ha
BKNnagke Pexum paboTbl Bblibupaetcs cnocob nogkroyYeHns Moaynsa CBA3W K NporpaMmMHOMY
obecneyeHunto npu paboTe B CETEBOM PEXUME:

Ofume HacTpobke

Kooy ayTeHTrduaume: | DEADBEEF

Pexus Pabote! | Cepeep v
Cepeep
NMokanoHpE nopT: | 1000
PazprwsHHbd 1P 235_.255.25_‘:3.255
30ech:

Kniou ayteHTudmkauum: Knwody ayTeHTUUKaunMM Heobxooum [AOns NOAKMAYEHUs K
obnayHomMy uHTepHeT-cepBepy B pexume Web, a Takke Ons goctyna Kk web-uHtepdency
KoHTponnepa Z-5R (moa. Web BT). NepBoHavanbHO 34ecb oTobpaxaeTcs 3aBOACKOe 3HaYeHue,
yKasaHHOe Ha Haknewke Ha kopnyce yctponcTtea (cm. AUTH_KEY). MNMpu HeobxogmmocTn Ha
AAHHOM LLare HaCTPOWKM ero MOXXHO M3MEHUTL (AoNycKatoTCa Lndpbl U NaTUHCKME ByKBbI).

Pexxum paboTtbl: Bbibop ceTeBoro pexmma pabotsl - Web, CepBep, KnueHt, Web-JSON uvnn
BbI6OP aBTOHOMHOrO pexxuma paboTel ABTOHOMHBIWN.

13
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5.4.1 Web

Pexxnum Web obecneumBaet cBA3b C «0bnadHbiM» cepBUCOM. [1na HAaCTPOMKK pexnma
paboTbl Web Heo6x0aMMO yTOUHUTL y NOCTaBLLMKa YCNyru 1 3agaTb cnegytowime napameTpbi:

WEB
Afpec Cepeapa: | hw.guardsass com
Mapone: | ab374088d09d4de3
HHaTapBan coafuHeHMa: |10

UYueno cobmmied: |1

Appec cepBepa: Viva nnm IP-agpec web-cepeepa «obnadyHoro» cepauca, K KOTOpOMy
AOMKeH ByaeT nogknoYaTbCa KOHTpOnep.

Maponb: Mapone Ans goctyna K gaHHbIM Ha web-cepsepe.

UHTepBan coeanHeHusn: IHTepBan coeanHeHns ¢ web-cepBepoM B CEKyHOax.

Yucno cobbiTuin: Hucno cobbiTuii B KOHTpONNepe, Npyu KOTOPOM NPOUCXOAUT LOCPOYHAsA
OoTnpaBkKa faHHbIX Ha web-cepBep 4O UCTeyeHust HTepBana CoeanHEHNS.

Mocne HacTpoek Bcex napameTpoB HEOOXOAMMO HaxaTb KHOMKY COXpaHUTb.

5.4.2 CepBep

B aTOM pexume Mogyrnb CBA3N OXMAAET MOOKIHOYEHNS K €0 OTKPbITOMY JTOKaribHOMY NMOpTy
ynpasnstoLlen nporpammel. B cnyyae Bbibopa pexuma pabotel CepBep crieqyet 3aaatb:

Cepeep
NoxaneHsd nopt: | 1000
Pazpewsnnsiid IP; | 255.255.255,255

3pech:

JNokanbHbIKM nopT: TCP-NopT, K KOTOPOMY 0IMKHaA ByaeT oCyLWecTBATbL NOAKITOYEeHNe
ynpasngtoLiasa nporpaMmma.

PaspewéHHbin IP: IP-agpec komnbloTepa, ¢ KOTOPOro ynpasnsawoLwen nporpamme

paspeLleHo ycTaHaBNMBaTb COeAUHEHNE C KOHTponnepom (255.255.255.255 gns gonycka Bcex
IP-agpecos).

Mocne HacTpoWkn Bcex NapamMeTpoB HE06XoauMOo HaxaTb KHOMKy CoOXpaHUTb.

5.4.3 KnueHT

B cnyyae BbiGopa pexuma paboTbl KnueHT Moaynb CBA3W cam ByaeT perynspHo nbiTaTbCs
YyCTaHOBUTb CcoeaMHEHME C YNpaBnsaoLwel NporpamMmmon.
3agaHuvio nognexar criegytolime napaMmeTpbi:

KnueyT -
Anpec cepeepa: |[192.168.1.10

MopT cepaepa: 25000

14
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3pechb:

Appec cepBepa: |IP-agpec komnbitoTepa, C KOTOPbIM KOHTPOSSiep [OOSMKEH YCTaHOBUTb
NnoaKNtoYeHne ANns cBs3un C yrpaBnsawoLLen nporpamMmmMon.

MopT cepBepa: IP-NopT, K KOTOPOMY JOITKHO OCYLLECTBATLCSA MOAKMYEHNE.

Mocne HacTponKmn BCcex NnapaMeTpoB HEOOXOAMMO HaxaTb KHOMKY COXpaHUTb.

5.44 ABTOHOMHbIN

HavanbHas HacTporika CKY[l Ha gaHHOM KOHTponnepe BbINOMHAETCA C MOMOLLBIO pexuma
ABTOHOMHbIN. DTOT peXMM npeaHasHadeH ans paboTbl CO CMUCKOM Kito4veln KoHTponnepa 6es
MCNOoNb30BaHUA MacTep-krnova 4epe3 web-uHTepdenc. Takmm obpasom, co3gaHue WU
pefakTMupoBaHune 6a3bl AaHHbIX KITHYen BO3MOXHO OCYLLECTBUTL ABYMs criocobamu: yepes Web-
UHTEepdEeNC M C MOMOLBLID cneumanbHOM proximity-kapTbl, Tak Ha3blBaeMOW MacTep-Ko4oMm
(nporpammMmmnpoBaHue KOHTpoOrfepa Cc NOMOLLbIO MacTep-kntoya Byaet paccMoTpeHo aanee). Ans
obecneveHnst HaCTPONKM 6asbl KINOYEn K KOHTPOepy HEOBXOANMO NOAKNIOYMUTL CHUTLIBATENN.
3anuck knro4er ocyulecTensieTcs B 06a 6aHka naMmsaT 0OQHOBPEMEHHO.

B cnyyae koHuryprpoBaHus 6a3bl AaHHbIX kntoyver Yepes Web-nHtepdeinc cnegyet BbibpaTb
pexum paboTbl ABTOHOMHbIW. Torga nHTepdenc ynpasneHms NpUMET cnegyoLwmnn Bua;

ABTOHOMHEFR
Pasiiad AcCept:

Fextam gocTyna: | Hopwma b

PextaM nobagnesius Kisouen:

Pexum AobasneHda MacTep- KmoueR:

FPexipM YaaNe K rsiuer:

Pexxum Accept: Bkniovaer pexum Accept, B KOTOPOM BCe HEU3BECTHble Knouu 6yayT
3anncbiBaTbCs B NaMATb Kak MPOCTbIE HOBbIE KITHOYMW.

Pexxum poctyna: [lepeBoguT KOHTPONNEP B OANH N3 peXnMOB npoxoaa (nogpobHee cm. 1.7.7).
Pexxum pobaBneHus knrouveun: [lepeBoanT KOHTpornep B pexum JobasreHus npocTbiX w
Bnokunpyowmx knoven (nogpobHee cm. n.7.1).

Pexxum pob6aBneHnsa mactep-kntouen: [NepeBoguT KOHTpoNep B pexum gobasneHns macrep-
kntoyewn (nogpobHee cm. n.7.2).

Pexum ypaneHus Knruden: yaanser NOAHECEHHbIM K CYMTbIBATEMO KoY M3 Gasbl JAaHHbIX
(nogpobHee cm. n.7.3).

BHumaHume! lNpu BbiboOpe aencteum «agobaBneHune knoyen», «aobaBneHne Mmactep-Kndeny» u
«yparneHue Knoyen» nosBUTCa 0bpaTHbIN OTCHET BPEMEHMU, MO UCTEYEHUIO KOTOPOrO KOHTpOnnep
BbINAET U3 BbIOPaHHOIO pexnma.
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5.5 BknapgkaHacTpounku kKoHTponnepa
Bknagka HacTponku kKoHTponnepa no3BonsieT ycTaHOBUTL NapamMeTpbl paboTbl KOHTponsepa:

HECi o KOy podkepa

Sy aR T BTl O TR ':I:ﬂp'p:ll‘l']-
THif BErinad e e TP TP P
MpoToKon CSTT=EaETaREA] (El Enitbor ) Wieooad
FuyTpasesid 10y B
Feang rima sl TREBOnA;
Bulmelsgimn HT TR &P[:

B oTafiufes: | b (i
Anesn KOHTOON OTEpumen:; D KEis
Hpgeid wosipue 2aEpaieal (N KL
Linposinisapoas s apeas ro IR
HTP cepeep; | pealnip.eryg

OOl Maas!

Crapat e

3arpy3uTtb KOHcurypauuro KoHTporssiepa: [lo3sonser 3arpysuTtb pann kKoHdurypauumm
KOHTponrepa, co3gaHHbIv B nporpamme “Guard Light”.

Tun 3amka: Bbibop Tvna 3amka OnekTposalwlénka*, QnekTpoMarHMTHbIN™,
ONeKTPOMEXaHNYECKNN™**,

*OnekTpo3allénka - OTKpbIBAETCA NoAayen HanpsbKeHNsa Ha HeorpaHUYEHHOe BPeEMS.
**ONeKTPOMarHUTHbIN - OTKPbIBAETCA CHATUEM HaMNpPsHKEHMS.

***ONeKTpoMexaHN4eCcKnin - OTKPbIBAETCA Nodadven HanpskeHnsa B BUAE KOPOTKOro MMnyrbca.
MpoTokon cunTbiBaTenen: Boibop npoTtokona nepegaym koga kntoya. MNpu BeiGope npoTokona
Wiegand pasmep nocbisiku (26, 34, 42 nnun 50) koHTponnep onpegenser asToMaTu4ecku.

Bxoa noxapHown TpeBoru: PaspelleHne aBapnnHon pa3bnokMpoBkmn npoxoda npu NOCTYNNeHnn
curHana Ha Bxoa EXT. OPEN.

BHyTpeHHUM 3BYK: BKrtoueHne/oTkIo4YeHe BCTPOEHHOIO MCTOYHMKA 3BYKa.

Bpemsa oTKpbITUA: [ONMTENbHOCTE MMMyMbCa, BblAaBaeMoOro Ha 3anopHoe YCTPOWCTBO, AJiS
pa3bnoknpoBkn Npoxoaa. B 3aBUCMMOCTM OT TMMa 3aMKa 3TO MOXET ObITb Kak CHATUE HanpsiXXeHus,
Tak u ero nogava.

Bpems KOHTponsa oTKpbITUA: Bpemsi oxxnaaHns oTKpbIBaHUA ABEPU NPY paspeLLEHHOM Npoxoae.
OTKpbITME ABEPU NO UCTEYEHUU ITOr0 BpeMeHu KBanuduumpyeTcs kak B3nom. [pu 3agaHum
3Ha4yeHns «BpeMsi KOHTPONSA OTKPbLITUA» MEHbLLE, YeM 3HaYeHne «BpemMst OTKpbITUAY», NS AaHHOW
dyHKUMM ByaeT ncnosnb3oBaHo «Bpems oTKpbITUS».

Bpems KOHTpons 3akpbITUs: BpemMsi KOHTPONS OTKPbITOro COCTOAHNA ABepu. Ecnu 3a 3agaHHoe
BpemMs ABepb He Oyger 3akpbita, TO Oyger copmupoBaHO cobObiTve «[lBepb oOcTaBneHa
OTKPbITONY. 3Ha4YeHune, paBHoe «0», OTKNIYAET KOHTPOSTb.

OTKpbITb ABepb: KHONKM, OTKpbIBaOLLME NPOXOL Ha BXOA UMW Ha BbIXOA.

CuHxpoHusnpoBatb Bpemss no NTP: Paspewaer wucnonb3oBatb npotokon NVT ans
CVMHXPOHM3aLMW BpEMEHU B KOHTponJiepe.

Apnpec NTP cepBepa: Agpec cepsepa NTP, uCcnonb3yemMoro npv CUHXPOHU3aLNN BPEMEHM.
YacoBow nosic: HacoBown Nosc, UCMNonb3yeMbl NpY CUHXPOHU3aL MW BPEMEHN.

Mocne HacTpoek Bcex napaMeTpoB HE0BXoAMMO HaxkaTb KHOMKY COXpaHUTb.
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5.5.1 BknapkaPacwupeHHble HaCTPOMKMU

Bknagka PacwmpeHHble HacTPOMKM No3BonsdeT obHOBNATL NporpammHoe obecneyenume (M10)
KOHTpoOnmnepa, ckauvMBaTb M 3arpyxatb KOHUrypauuoHHble ¢arnbl, OBHOBMATL MNPOLUMBKY
KOHTpoOrnnepa, BOCCTaHaBNMBaTb 3aBOACKNE HACTPOVKM U Nepe3arpyxaTb KOHTponsep:

Pacumpennble HAacTpoRkK

BOCCTAaHOEWTh SAB0GCKHME HaCTDOMRKAL
CoxpanuTe KonpurypayvorHsR dhafn
JErpYEHTD KOHEDAT Y PALMDHHRR ann

MepezarpyIka KoHTpoAnepa: lNepezarpyanTs

jal

DEHOBASHWS NPOWMERE;

BoccTaHoBUTbL 3aBOACKME HACTPOMKU: BOCCTaHaBNNBAET HACTPOWMKM.

CoxpaHuTb KOHtUrypaumoHHbin cpann: CoxpaHseT BbINOMHEHHbIE HACTPOWKM KOHTpOMsepa B
hann Ha yCTPOMCTBE, C KOTOPOro NPOU3BOAUTCS HACTPOMKa.

3arpy3uTb KOH¢UrypaumoHHbin cpaun: 3arpykaeT COXpaHEHHble HacTpPoWKu 13 panna Ha
YyCTPOUCTBE, C KOTOPOro NPOU3BOAUTCS HACTPOMKa.

MNMepe3arpy3ka KoHTponnepa: BbinonHsaeT nepesanyck KOHTponsiepa, YTobbl YyCTaHOBMEHHbIE
N3MEHEeHNsA HaCTPOWKN BCTYNUITN B CUNY.

O6HoBneHue npowunBku: [Nossondet 06HOBUTL 1O KOHTPONNEPHON YaCcTU UM MOAYNS CBA3M
Z-5R (mog Web BT).

5.5.2 3aBeplueHne KOH(pUrypupoBaHUA KOHTpossepa

[na 3aBepweHus pabotbl ¢ web-nHTepdencom HeobxoguMMO YCTaHOBUTb MEPEMbIYKY U3
nonoxeHns CONFIG B NORMAL wnn LOCK, BbibpaTtb Bknagky PaclimpeHHble HacTpOnKn m
nepesarpy3uTb KOHTponnep. [Ansa Bbixoga ns web-nHtepderica HeobxoaMmMo 3akpbITb  BKIaaKy
Opaysepa.
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6. BKINFOYEHUE KOHTPOIIJIEPA UHAYAIJIO PABOTbI

[MogkniovnTe BHELLHME YCTPOUCTBA K KOHTPOSIepy B COOTBETCTBMU C pasgenomM 3. HavarnbHble
(3aBopckme) HacTponku moayns ceasmn Z-5R (mog. Web BT):

npotokon Ethernet pexxum DHCP;

pexum yctaHoBrneHus cesasn Cepaep, nokanbHbiv nopt 1000.

BHumaHne! lameHeHne HacTpoek Moayns CBA3U BO3MOXHO Tornbko Yyepe3 Web-nHtepdenc.
M3meHeHne 3aBOACKMX HACTPOEK OnMcaHo B N.5 HacTosWwero pykosoacTsea. IsameHuTe 3aBoackune
napameTpbl B 3aBUCMMOCTH OT BbIOpaHHOIo pexnma.

BoikntounTte nutaHue. MNepectaBbte nepembliuky B nonoxeHne NORMAL mnm LOCK n nogante
nutaHune. KoHTponnep rotos k paboTe B BbIGPaHHOM pexXume.

[ns paboTbl C KOHTPONMIEPOM B aBTOHOMHOM pexunme Heobxoaumo (Yepe3 Web-nHtepdeic)
BblOpaTb BkNagky «Pexunm paboTbl», yCTaHOBUTL pexnm paboTbl « ABTOHOMHbLIN» U cO30aTb XOTA
Obl oguMH MacTtep-kniod. [lanee, COXpaHMB aBTOHOMHbLIN pexum paboTbl, BbInTM M3 Web-
NMHTepdenca 1 cosgaTb Kym Ana npoxoaa.

7. HACTPOUKA KOHTPONJIEPA C MOMOLLbIO MACTEP-KNIOYA

Ana ynpaBneHua KOHTponnepom (AnNA nepeBoda KOHTpPONfepa B HYXHbIN pPexum
nporpamMmMupoBaHus: cosgaHue/yaaneHns npocTbiX W/Mnn BGroKMPYOLWMX KapT, BKMOYEHue
pexuma «Accept» U T.0.) UCNONb3YIOTCA KOpPOTKME (MeHee 1 ceK) U AfMHHbIE (OKOMO 6 Cek)
nogHeceHns (kacaHus) MacTep-knyva K cuuTbiBatento. Ha paboTy B Kaxaom pexume
nporpaMMnpoBaHUs eCTb OrpaHNYeHne Ha BpeMsi nocrie nocnegHero kacaHus (okono 16 cek),
nocrie KOTOPOro KOHTPOSIEP BbIXOAUT U3 peXxmMMa NporpaMMupoBaHms, MHPOPMUpPYs cepmuen ns 4
KOPOTKUX CUrHaroB.

BHumaHue! KoHTponnep nmeet aBa 6aHka gaHHbIX KITOYEN, KOTOPble B aBTOHOMHOM peXunme
ynpaBnaTCA (3anosHATCSA/CTUPaKOTCsl) 0QHOBPEMEHHO.

BHumaHue! [Ina nporpammMyMpoBaHns C MOMOLLBbID MacTep-Krya cYMTbiBaTENN OOMKHbI ObITb
noaKmntoYeHbI No NpoTokosy iButton.

Bo3mOXHbI criegytoLme pexxmmMbl NporpamMmmMmMpoBaHuS:

[No6aBneHue NpocTbIX KNo4Yen - 1 ANNHHOE KacaHue.

[No6aBneHne mactep-knroyen - 1 KOpoTkoe n 1 onNuHHoe.

YnaneHue npocTbIX KIKO4Yen - 2 KOPOTKUX U 1 ANnHHoe.

CTupaHume Bcex Knroyeun (MamaTu KOHTponnepa) - 3 KOpoTkux u 1 annHHoe.

YcTtaHOBKa BpeMeHU OTKpbIBaHUS ABEPU -4 KOPOTKUX.

MNMepexop B pexxum "Accept” - 5 KOPpOTKUX.

BbikntoyeHue pexxuma "Accept” 1 kopoTkoe.

7.1 lo6aBneHue NpPoCTbIX KNnoyen

lMogHecuTe u yoepXuBamTe mMacTep-Knod (4NIMHHOE KacaHue). B MOMEHT KacaHusi KOHTpornnep
BblJACT KOPOTKUA CUrHam, nogTBepXaarowui Oono3HaHMe macTep-kntoda, u yepes 6 CekyH[ -
BTOPOW CUrHar, ykasblBaloLLMii Ha Nepexod KOHTposinepa B pexmm gobaBneHns NpocTbIX KIYen.
Mocne aToro mactep-knod cnegyet yopats. [Ins aobaBneHns HOBbIX KoYer kKacanTecb MMM No
ovepean cumThbiBaTens C nay3on Mexay kacaHnsamu meHee 16 cekyHa. Ha kaxgoe kacaHne HOBbIM
KITIO4OM KOHTPOSfep BblAaeT MOATBEPXKAAKLMA KOPOTKUA curHan. Ecrnn HOBLbIM KoY nocne
nogHeceHnsa yaepXxuBaTb B none cuutbiBatens 6Gonee 3 cek, To OH OydeT 3anmMcaH Kak
Grokmpyowmnn. ECnm NOAHECEHHLIN KMOY YK€ UMEETCS B NaMsATh, TO KOHTpoOnnep m3gacT asa
KOPOTKMX curHana. Boixogd 13 pexunma npomcxogut nnbo aBTomaTndeckmn yepes 16 cekyHa nocne
nocrnegHero KacaHums, nmbo npu kacaHum mactep-knovom. O BbIXOAE U3 pexnma KOHTponnep
NHJOPMUpPYET cepunen U3 4 KOPOTKUX CUTHAMOB.
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7.2 [Job6aBneHune macTep-Knoyen

KpaTkoBpeMeHHO KOCHUTECH MacTep-KInio4oM cYMTbiBaTeNns (KopoTkoe KacaHue). B MomeHT
KacaHusi KOHTPOMep Bbl4ACT KOPOTKUMA CUrHamn, NOATBEPXKAAoLWMIA ONO3HAHNE MacTep-Kro4a,
N He Bonee YyeM Yepes 6 ceKyH KOCHUTECh N yaepXnsanTe MacTep-KIiod y cHUTbiBaTens
(8NMHHOE KacaHue). B MOMeHT BTOPOro KacaHnsa KOHTPOSSiep Bbl4acT ABa KOPOTKMX CUrHana,
yKasblBalOLLMX HA BTOPOE KacaHWe MacTep-Ko4YoM B pexumMme nporpaMMupoBaHus, u Yyepes 6
CEeKYHA - OOWH CUrHarn, ykasblBaloLLMi Ha nepexoq KOHTporsepa B pexum gobasneHns mactep-
kntoden. MNocne aToro macTep-kntoY criegyet yopatb. [na gobaBneHnsi HOBbIX MacTEP-KIToYen
KacamTecb MMM MO ovepeamn CUMTbIBaTENS C Nay3on Mexay KacaHnamm He 6onee 16 cekyHa. Ha
KaXkoe KacaHue HOBbIM KITHOHOM KOHTPOMep BblgaeT NoATBEPKAAIOLLNN KOPOTKUIA CUrHan.
Ecnn kniod yxxe nmeeTcs B NnaMsATU Kak MacTep-KIod, TO CUrHanoB He ByaeT. Bbixoa u3 pexuma
pobaBneHns mactep-Knovern NPONCXoamT aBToMaTnyeckn Yepes 16 cekyHa nocne nocrnegHero
kacaHus. O BbIXOAe U3 pexmMma KOHTposrnep MHopMUpyeT cepren n3 4 KOpoTKUX CUTHarOoB.

7.3 YpaneHue npocTbiX Knoyeun

[1Ba pa3a KpaTKOBPEMEHHO KOCHUTECh MacTep-KI4OM cunTbiBaTens (KOpoTkMe KacaHus). B
MOMEHT NEepBOro KacaHus KOHTPOMNep Bbl4acT OAMH KOPOTKMIA CUrHanM, NOATBEPXKAAOLMNNA
ONo3HaHMe mMacTep-kntoya. B MOMEHT BTOpPOro KacaHus KOHTPOMnep Bbl4acT ABa KOPOTKMX
curHana, ykasblBatoLLMx Ha BTOPOE KacaHWe MacTep-Krito4oM B peXXnmMe nporpaMmMmpoBaHng, u
He 6onee yeM yepes 6 CeKyH KOCHUTECH U yaepXKMBaNTe MacTeP-KIoY y CYMTbIBATENS
(ANMHHOE KacaHue). B MOMEHT TPEeTbEro KacaHus KOHTPOMep BbiAACT TPU KOPOTKUX CUrHanNa, 1
yepes 6 CEeKyHA - OAMH CUrHarn, ykasblBaloLUA Ha NEPEXOL, B PEXMM CTUPAHUS NPOCTbIX
kntoyen. Nocne aToro Mmactep-kntoy cneagyet yopartb. [4ns cTupaHms NpocTbiX U GNOKMPYOLLIMX
KIoYen Kacantecb MMU NOOYEPELQHO CHUTBIBATENS C Nay30M Mexay KacaHusaMu He bonee 16
CeKyHA,.

Ha kaxxgoe kacaHve CTMpaeMbliM KITFOYOM KOHTPOINep Bbl4acT NoATBEPXKAAOLLMA KOPOTKUIA
curHan. Ecnu kniova HeT B NaMsTh, TO ABa KOPOTKUX curHana. Beixog 13 pexxuma npomcxoant
nnbo aBTOMaTUYECKN Yepes 16 ceKyHA nocne NocrnegHero kacaHus, nMbo nNpu kacaHun macTep-
kntoyom. O BbIXo4e M3 pexxuma KOHTponnep MHPOPMUPYET CepUet KOPOTKUX CUrHAsOB.

7.4 CtupaHue Bcex Kntoyen (namsaTu KOHTpornsepa)

Tpun pasa KpaTKOBPEMEHHO KOCHUTECH MacTep-KITo4OM CYUThIBATENS (KOPOTKNE KacaHus). B
MOMEHT NepBOro KacaHusa KOHTPOmnep Bbl4acT OAMH KOPOTKUA CUrHan, MOATBepXKaatoLWwmnm
Ono3HaHue MacTep-Kroda. B MOMeHT BTOPOro kacaHus cHMTbiBaTeNb Bbl4ACT ABa KOPOTKMX
curHana, ykasblBaloLLMX Ha BTOPOE KacaHWe MacTep-KroyoM B pexxume nporpamMmmpoBaHuns. B
MOMEHT TPETbero KacaHus KOHTPOsNep BbiAACT TPU KOPOTKUX CUrHanMa, ykasbliBaloLmMX Ha
TpeTbe KacaHue MacTep-KIiodoMm, 1 He Bonee Yem yepes 6 CekyH KOCHUTECH U yaepXuBante
MacTep-KInoY y cumTbiBaTens (AnnMHHoe kacaHne). B MOMEHT 4eTBepPTOro KacaHusi KOHTponnep
BblACT YeTbIpe KOPOTKMUX CUrHana, u 4epes 6 CekyHz - CEpUI0 KOPOTKMX, yKasblBalOLLNX Ha
CTMpaHue namaTn KOHTPOrfepa v BbIXo U3 pexuma nporpamMmmpoBaHus. Nocne aToro mactep-
Knoy criegyet ybpartb.

*B MOMEHT CTUpaHusa Bcen 6asbl C NOMOLLLI0 MacTep-KapTbl HE MPOMCXOAUT CTUPaHUSA
3anporpaMmMMpOBaHHOIO BPpEMEHU OTKPbIBAHUS 3aMKa.
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7.5 YcTtaHOBKa BpeMeHM OTKpPbIBaHUA 3aMKa

YUeTblpe pa3a KkpaTKoBpeMeHHO NogHecuTe MacTep-KroY K cyMTbiBaTento. B MoMeHT kaxaoro
KacaHus KOHTponfiep BblAAacT CUrHanbl, NogTBepXXAaarollne Ono3HaHue MacTep-Krya, a ux
KonnyectBo OyaeT COOTBETCTBOBAaTb KOMMYECTBY KacaHwin. B MOMEHT 4eTBepToro KacaHus
KOHTPOSep Bbl4ACT COOTBETCTBEHHO YETbIpEe CUrHaNa u nepenaeT B pexmm nporpaMmMmmpoBaHus
BPEMEHN OTKpbIBaHMSA. B TeuyeHne 6 cekyHO OT nocnegHero KacaHusi HeobxoauMO HaxaTb U
yAepXXnBaTb KHOMKY ABEPU Ha BpeMsi, HeobxoamMmoe Ans oTKpbiBaHMs. [locne oTnyckaHns KHOMKK
KOHTpONMep BblAacT cuUrHanm W 3anuuwet Bpems B NamMAtTb. Bpemsi KOHTpoONnA OTKpbIBaHUSA
yCTaHaBMBAETCS paBHbIM BPEMEHW OTKPbIBaHWUSA, @ BpeMsi KOHTPOMS 3aKkpblTus cObpacbiBaeTca B
Hosb. [1NS TOYHOW HACTPOMKM peKOMeHAYeTCs Nonb30BaTbCca Web-nHTepdencom.

7.6 Bknro4veHue/BbiKknoYeHne pexuma «Accept»

Pexum "Accept" npumeHsaeTca ons 3anncu Bcex NOAHOCUMbIX KITover B NamMsaTb YCTponcTea. B
AAHHOM peXnme OT Krtoya, MOAHOCUMOrO K CYUTbIBATESNO, NPOUCXOANT pa3bnokMpoBka Nnpoxoaa,
OO HOBPEMEHHO OH 3anncbiBaeTCA B MaMATb KOHTPOMepa, eCrnu ero Tam HeT. Pexxnm ncnonb3yeTcs
ANs BOCCTaHOBMNEHUs1 Gasbl OaHHbIX KOHTponnepa 6e3 cbopa knwouven nonb3osaTtenen. [Onsa
BKINIOYEHNSA pexnmMma Heobxoamum mactep-kntod. [aTb pas KpaTKOBPEMEHHO NOAHECUTE MacTep-
KMY K cyuTbiBaTento. B MOMEHT KaXOoro KacaHusi cuymTbiBaTeflb BbldaeT CurHanbl,
noaTBepXaarLlime Ono3HaHWe MacTep-Krya, a WUX KOnMyecTBO OydeT COOTBETCTBOBATb
KONMn4ecTBy KacaHui. B MOMEHT NATOro KacaHus cuMTbiBaTeNb BblAACT COOTBETCTBEHHO MNATb
CUrHanNoB 1 Yepes3 HECKONMbKO CEKYH[, - eLé OANH ANUHHBLIN CUrHan, NnogTBepXKaatoLLnn nepexos B
pexum «Accepty.

[ns BbIkntoYeHUs pexnma «Accepty nogHecuTe MacTep-KMY, CUrHam O BbiXode - cepusi
KOPOTKMX CUrHarnoB.

*IMpu nponagaHumn HanpsKeHUs NMTaHNS yCTaHOBIEHHbIV paHee pexuMm "Accept” coxpaHseTcs
nocrie ero BOCCTaHOBMNEHUS.

7.7 Pexumbl npoxoaa

KoHTponnep nogaepxmnBaeT cnegyoLlmne pexmmMbl npoxoaa:
LUTATHbIV PEXMM pa3peLUEéH NPoxXog no NPOCTbIM U BNOKMPYIOLLNM KINoYaMm;
pexnm «bnoKnpoBKay - paspeLLEH NPoxXo TOMbKO MO BNOKNPYIOLLNM KNoYaMm;
pexunm «cBoBOAHbIV NPOXoa» - 3aNOpPHOE YCTPONCTBO pa3bnoknpoBaHo.
Pexxmmbl «B6rokmpoBka» M «CBOOOAHbLIM NPOXOA» YCTaHaBNMBAKTCS C MOMOLLbIO BrokupytoLero
kntoya (gobasneHne GNoKMpyLWNX KNoven - N.7.1) nyTem yaepKaHus Krtoya Ha cuuTbiBaTene
(BnNuHHOE KacaHwue) 6onee 3 cek. [pu OTKPLITON ABEPY BKITHOHAETCS PEXMM «CBOOOAHBIN NPOX0A4»,
npu 3aKkpblTon «6nokMpoBKay. Ecnn yxxe BKNOYEH Kakon-nnbo M3 ykazaHHbIX PEXUMOB, TO Npwu
yaepxXaHuu Grokupylowero Kniova unm NOoAHEeCEeHUUM MacTep-Krya npous3onaéTr nepexon B
LUTaATHbIV PEXMM MPK JIIOOOM MONOXEHUM ABEPW.

BaxHo! PasbnoknpoBka npoxoga npu nofib3oBaHUM ONOKMPYIOLWUM KITHOYOM NPOUCXOaUT B
MOMEHT YOnpaHus Knova oT CHMThIBaTENS.
B pexume «BGnokumpoBka» Npy UCMNONb30BaHWA NPOCTOrO Kntova pas3briokMpoBKM Mpoxoda He
NPONCXOOUT, a BbIAAETCA CepUsi KOPOTKUX CUTHASTOB.
B pexmme «cBoOOAHbBIV MPOXoa» MPOUCXOAUT pernmcrtpauus BCeX NOAHOCUMbIX KIOven Ans
AanbHenwen o6paboTkm ynpasnsitoLLen NporpammMon.

*Mpn nponagaHnn HanpsbKeEHUA MUTaHUS YCTAHOBIEHHbIN paHee pexum "brokuposka"
COXpaHSAEeTCs U NOCHe BKAYEHUS HANPSKEHWS.
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8. CBA3bMEXAY CETEBbIMU N ABTOHOMHbIM PEXXUMAMU PABOTbI

3ameyaHue 1. pu nponagaHun NUTaHUS KOHTPOSSEP BO3BpaLLaeTCs B pPeXum paboTbl,
npegwecTBYOWNA BbIKITIOYEHNIO NUTaHUA. WVCKNIYEHMEM SABMSTCA pPeXUMb
nobasneHus/yoaneHus KNyen: B 3TOM Crlydae KOHTPOosiep BEPHETCS B HOPMarbHbI PEXUM.

3ameyaHue 2. [lpn nepexone ¢ aBTOHOMHOIO peXxmnmMa Ha ceTeBon yrnpasnsioLlasa nporpaMmma,
3arpyxasi cBoto 0asy Krto4Yen B KOHTpOMnep, Kak npasBwio, yaanseT mmetowytocs. Moatomy
PEKOMEHOYETCA COXpaHATb Tekywyk 6asy Knwyen [0 NOOKMYEHUA KOHTpornnepa K
ynpasnsaoLwen nporpamme anst obecnevyeHns BO3MOXHOCTW BOCCTAHOBMEHUA UMM 3KCropTa
TekyLen 6a3bl B ynpasnstoLyto nporpammy. Micnonbayinte nporpammy Guard Commander.

3ameyaHue 3. BBOA HOBOIO KIl04a B CETEBOM CUCTEME AOSMKEH OCYLLECTBSATLCS C MOMOLLbIO
ynpaBngaoLen nporpaMmmeil.

3ameyaHue 4. Ecnn nocne HacTpovkM B aBTOHOMHOM pexume npegnosiaraercs SOCTyn K
KOHTponnepy u3 nporpamm (Hanpumep, GuardCommander), TO Mogyrnb CBA3W KOHTporepa C
NOMOLLbI Web-nHTepdenca Hy>kHO HacTPOUTb Ha paboTy B CETEBOM pPEXUME.
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9. KOMIMNEKT NOCTABKU

- KoHTponnep Z-5R (mog. Web BT) -1 Wt
- KOMMNNEKT AN KpenneHns -1 Wt
- batapeinka CR2032 -1 Wt
- PYKOBOZCTBO MO 3KCMyaTtaumm -1 Wt

10. YCITOBUA IKCIMNNYATALIUU

TemnepaTypa okpyaroLen cpeapbl: o1 -40°C po +50°C.

OTHOocuTenbHas BNaXxHoCTb Bo3ayxa:  He 6onee 80% npu 25°C.

Mpn WU3MEHEHWWM YCNOBWUA 3JKCMyaTauum TEeXHUYECKNE XapakKTEePUCTUKM M3genusa MoryT
OTNMYaTbLCS OT HOMUHAMbHbIX 3HAYEHU.

KoHTponnep npegHasHayeH ans akcniyatauum B YCNOBUAX OTCYTCTBUS: aTMOCHEPHbIX 0CaAKOB,
NPSAMbIX CONTHEYHbIX JTy4Yein, necka, Nbinn 1 KOHAEeHcauMy Bnaru.

11. NPABUJIA TPAHCIMTOPTUPOBAHUA U XPAHEHUA

N3pgenne B ynakoBaHHOM BWAE MOXET TPAHCMOPTUPOBATLCA B KPbITbIX TPAHCMOPTHbIX
cpeactBax nwboro Buga npu Temnepatype ot -50°C pgo +50°C, ¢ 3awuton ero ot
HenocpeaCcTBEHHOIO BO3AENCTBUSA aTMOCKEPHbIX OCAOKOB, COSTHEYHOrO W3NyYeHus wu
MeXaHM4YeCcKkMx MOBPEeXAEeHMN, NO npaBunam nNepeBO3KN rpy30B, OENCTBYKOLWMX Ha
cooTBeTcTBYyloLEeM Buae TpaHcrnopta no FOCT 23088-80.

N3nenue pomkHo xpaHutecs B yerosuax rpynnel J1 no FOCT 15150-69 (temnepatypa ot +5°C
0o +40°C, oTHocuTenbHas BnaxxHoCTb 40 80%).
Cpok xpaHeHus 5 net.

12. PEANIU3ALUUA NYTUNTN3ALINA

Peanusauus. Peanusauus nsgenus npoMsBoguTca Yepes TOproByto ceTb. [pn aToM Hannume
NUUEH3MM UNU cheuunarnbHbIX paspelleHnin Yy npodaBua Ha TOProBnd AaHHbIM TOBApOM He
Tpebyercs.

Yrunusauma. OTcnyxmeLune CBOW CPOK U3LENUA cneayer caaBaTh Ha 9KONMOMMYECKN YUCTYHO
peKynepaLmio OTXOL0B.

He BbiGpacbiBanTe anekTpoHHbIe N3aenus B 6bIToBon mycop!

13. TFAPAHTUMHBIE OBA3ATENLCTBA
[apaHTUIHBI CPOK aKCnyaTauum 12 Mecsues CO AHSA MPOAaXH.
OcHoBaHusa ons npekpaLleHns rapaHTUNHBIX 00A3aTENbLCTB:
* HapyLlleHue HacTosero PykoBoacTBa;
*  Hanuune MexaHM4eCcKnx NOBPEXOEHUN;
* Hanuuue crieqoB BO3OENCTBUSA Briarn v arpeCccuBHbIX BELLECTB;
* HanuMuMe cnegoB HeEKBanNUMMUUMPOBAHHOIO BMellaTeNbCTBa B ANIEKTPUYECKYHD CXEMY
ycTponucTtaa.
B TeuyeHue rapaHTuHOro cpoka WasrotoButenb 6GecnnaTtHO yCTpaHSeT HeUCnpaBHOCTU
YCTPOWCTBA, BO3HMKLUME MO ero BUHE, NN Npom3BoanT ero 3ameHy. Cpok cnyx6bl nagenusa 6 nert.

nc.494 22



