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13. PEANIU3ALUMNA NYTUNUSALNA

Peanusauus. Peanusaumsa unsgenvs npousBoauTcs
yepes TOProByto ceTb. [1py 3TOM Hanuyne NULEeH3un
NV crneumanbHbIX paspelleHnii y npogjasBua Ha
TOProBMto flaHHbIM TOBApOM He TpebyeTcsi.
Ytunusaums. OTCnyxuBlIME CBOW CPOK u3genus
crnegyet cpaBaTb Ha 3KOMOTMYECKUM YUCTYIO
peKynepaLmio OTXOA0B.

He BbiGpackiBaiiTe aM1eKTPOHHbIE N3aenusi B GbITOBOM
mycop!
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1. CuutbiBaTenb Matrix-1l (mog. E K Wi-Fi) daktuyeckn npencraensier cobon aBa
YyCTPONCTBa B OOHOM KOpryce - CYuTbIBaTenb proximity-kapt ctaHgapta EM-Marine n
ceTeBOW KOHTpomnnep, MNO3TOMY WCMOMNb30BaHWe TepMWUHA «CYUTbIBATENb»
NPUMEHUTENBHO KO BCEMY YCTPOWCTBY SIBNSETCSA YCMOBHbIM. [03TOMy B AanbHewleM
6ynemM HasbiBaTb €ro «yCTPOWCTBOMY.

2. K yctponcty Matrix-1l (moa. E K Wi-Fi) MOXHO AONOMHUTENBHO NOAKMIOYUTL ABa
BHELUHUX cuuTbiBaTens nmbo no npotokony iButton, nnéo no npotokony Wiegand
(BaxxHO: 0Ba nNo ogHOMY W TOMy e MpoTokony). Takum obpasom, hakTUdecku K
KOHTpOMNnepy OfHOBPEMEHHO MOXeET OblTb MOAKMIYEHO 3 cuMTbiBaTENsi, OAWH M3
KOTOpbIX (BCTPOEHHbIN) NOAKMoYeH Mo npoTokony iButton. Mpu aTtom koHTpomnnep
aBTOMaTn4ecKky pacro3HaerT, Mo KaKoMy NMPOTOKOMY MPOUCXOAUT nepefada AaHHbIX OT
BHELLHUX CYMTLIBaTENEN.

BmecTo BHeWHWUX cuuTbiBaTenen BO3MOXHO MOAKMIOYEHNE KOHTaKTOPOB KroYewn
DS1990A.




Mocne nogknioYeHns B ccTemMe NOSBUTCS HOBbIN NocneaoBaTernbHbIN NopT. BoamMoxHo,
notpebyeTcsa ycTaHOBUTL ApariBepa, KOTopble MOXHO ckavaTbk C caTa www.ironlogic.ru.
Takke Ha caWiTe MOXHO ckavaTb YTUNMTY Ans O6HOBneHus BCTpoeHHoro [10
KOHTpornepa.

10. KOMMMNEKT NOCTABKU

- yctponcteo Matrix-1l (mog. EKWi-Fi) -1 wT.

- KOMMAEKT ANs KpenneHus -1wr

- PyKOBOACTBO MO 3KChnyatauum -1wr

11. YCNOBUA SKCNNYATALIUU

Temnepatypa okpyxatwencpeabl:. . .. ... ... oT7-40°C go +50°C.

OTHOCHTENbHasA BMaXXHOCTb BO3AYXA: . . . . .. .. He 6onee 98% npn 25°C.

Mpyn N3MEHEHNM YCNOBWIA 3KCNIyaTaLmun TEXHUYECKUe XapakTepUCTUKN U3Aenns MoryT
OTNNYATBLCS OT HOMUHAIBbHBIX 3HAYEHWIA.

KoHTponnep npegHasHayeH Ans aKkcnnyaTaumm B YCIOBUSIX OTCYTCTBUS: aTMOCepHbIX
0CafKoB, NPSIMbIX CONTHEYHbIX NyYeit, Necka, Nblfv U KOHAeHcauum Bnaru.

Bo3smoxHble BapuaHThl cTaTyca:

- MacTep-kapTa - npefHa3HavyeHa ToNbKo AN nporpaMmmMupoBaHus yctponctasa Matrix-11
(moa. E KWi-Fi) n He npegHasHayeHa 4ns npoxoaa;

- NpocTas kapTa (KapTa A4ocTyna) - npegHasHa4YeHa Ans npoxofa Yepes ToYKy AocTyna
(kpome pexxuma «brnokupoBkay);

- bnokvpytoLLas kapTa - npegHa3HavYeHa Ans NpoxoAa Yepes ToUKy AocTyna, B TOM uncne
B pexume «bnokupoBka», a Takxe AN BKIIOYEHUS/BBIKIIOYEHUS pexunma
«BbnokunpoBka». Vimeer Gonee BbiCOkUI cTaTyc, YeM mnpocTasi kapta. bnokupytowme
KapTbl OTKpPbIBaKOT 3aMOK B MOMEHT yOrpaHus kapTbl OT CYMTbIBATENS.

6. B wratHom pexume pabotbl yctporcTBo Matrix-Il (mog. E K Wi-Fi) «paspeluaer»
npoxoz 1 Mo NPOCTbIM, 1 Mo BriokUpyOLLMM KapTaMm (Krovam).

B pexume «bnokumpoBka» npoxod no GroKMpyoLWmUM Kinodam paspeLléH, HO 3akpbiT
npoxoz No NPOCTLIM Krtovam (Hanpyumep, Npu Bblaade paboTHMKaM NPOCTbIX KIoYen, a
COTpyAHUKaM OxpaHbl BGrokMpyloWmx Knoyer B paboyee Bpemsi B LUTATHOM pexuMe
MOXHO 06ecneunTb Npoxoa BCEM KaTeropusim paboTHUKOB, a B HOYHOE BPEMSI B pexXnmMe
6rokMpoBkY Npoxop 6yaeT pa3peLUEH TONbKO COTPYAHWUKAM OXpaHbl).



B pexume «cBOOGOAHBIN NPOXOA» NPOUCXOAUT peErncTpaLms BCex NoAHOCUMBIX Krtoden
Ans fganbHenwen o6paboTku ynpasnsioLein nporpamMmmon.

*- [Mpu NponagaHnm HaNPsXXeHWs NUTaHWs yCTaHOBIEHHbIN paHee pexum "brnokmposka"
COXPaHSIETCH W NMOCIE BKITIOYEHNSA HAaNPSHKeHNS.

8. CBA3b MEXAOY CETEBbIMUA M ABTOHOMHbIM PEXXMMAMUW PABOTbI
3ameuaHue 1. [Mpu nponagaHvmn NUTaHUS KOHTPOMNEP BO3BpaLLaeTCs B pexum paboThbl,
NPeALIecTBYOWNIA  BbIKIIOYEHNIO NUTaHUSA. WcknioveHnem SBNSTCA  pexuMbl
fobaeneHus/yaaneHnsa Kroyven: B 9TOM Cry4yae KOHTPONfep BEPHETCA B LUTATHbIN
pexum.

3ameuaHue 2. lpu nepexoge C aBTOHOMHOIMO peXuma Ha CeTeBOW ynpaBnswLlas
nporpaMmMa, 3arpyxasi CBow 0a3sy KIo4Yen B KOHTpOMnep, Kak npaBwuno, ygansier
umetoytocsi.  [10aToMy pekoMeHAyeTcs COXpaHAaTb Tekyllylo 6a3y knioden fAo
NoAKMYeHNa KOoHTponnepa K ynpasnswowen nporpamme Ans obecneyeHus
BO3MOXHOCTW BOCCTaHOBIEHUSI WNWM 3KCnopTa Tekywend 6asbl B ynpaBnsioLLyto
nporpamMmy.
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Torga, HaxoAACb B TEYEHWE HEKOTOPOro BpeMeHu B pexume «Accept», KOHTpornnep
YCTpOWNCTBa «cobupaeT» MHOPMaLMIO O NPEAbABNEHHbIX KMtoYax, a Mocne BKNoYeHNs
LUTaTHOrO pexumMa npoxod 6yaeT oCyLeCTBNATLCSA TOMBKO MO KMtoYyaM, 3anucaHHbIM B
ero namsTb.

CniegyeT umeThb B BUAY, YTO yaaneHne mactep-kapTbl U3 6a3bl AaHHbIX BO3MOXHO TOMbKO
npu CTMpaHWN WU Nepesanucy BCel NamsaTy KOHTponnepa, T.e. Mpyu CTUpaHuu BCen
6a3bl gaHHbIX CKY/.

7. Mpu BbInycke cumtbiBaTens Matrix-Il (mog. E K Wi-Fi) ns npoussogctesa namsitb
KOHTpomnepa nycra. [Ans ynpaeneHus NamsATblo KOHTPOMMepa B PeXuMme PYyYHOro
nporpaMMMpoOBaHUs CcriegyeT, MNpexae Bcero, 3anucatb B NaMsATb KOHTpornepa
WHdOPMaunNo O MacTep-kapTe, C MOMOLLbO KOTOpPoW OyaeT nNpouMcxoauTb
nporpaMMupoBaHue ycTpoiicTea. Mopsaok 3anvcy kapT 6yaeT onvcaH fanee.

BaxHo! lNporpammupoBaHne koHTponnepa (3anonHeHne 6a3bl AaHHbIX KhOYeln) B
aBTOHOMHOM pexuvme paboTbl YCTPONCTBA (BPYYHYO) BO3MOXHO TOMbKO MPY MOMOLLIM
cyMTbIBaTENs, MNOAKMIOYEHHOTO K KOHTponnepy no npotokony iButton. Takum
cyMTbIBaTENEM MOXET OblTb BCTPOEHHbIA CYMTbIBATENb, WM OAUH W3 BHELUHUX
cunTbiBaTENENn, NOAKINIOYEHHbIX N0 NpoToKony iButton.




7.6 BknioyeHue/BbiknovYeHue pexuma «Accept»

Pexxum "Accept" npumeHsieTcs Ans 3anvMcuM BCEX MOOHOCUMBIX KIOYen B MamsATb
yCcTponcTBa. B gaHHOM pexume OT kntoya, NOAHOCUMOTO K CHUTBIBATENO, MPOUCXOAUT
pa3brnokvpoBka Npoxoaa, U OAHOBPEMEHHO OH 3anuCbiBaeTCsl B NaMsATb KOHTponnepa,
ecnu ero Tam HeT. Pexum ucnonb3yetcsi Ans BOCCTAHOBNEHUs 6a3bl AaHHbIX
KoHTponnepa 6e3 cbopa knoven nonb3oBarenen. [nsa BKIOYeHNs pexnma Heobxoanm
macTep-kntod. [1aTb pa3 KpaTKoBpEMEHHO MOAHECUTE MacTep-KIoYy K cuuTbiBaTento. B
MOMEHT KaX[Ooro KacaHus cuuTbiBaTeNb BblAaeT curHanbl, NOATBepXaawoLmne
OMO3HaHWE MacTep-Knya, a UX KonuyecTBo OydeT COOTBETCTBOBAaTb KONMUYECTBY
KacaHuii. B MOMEHT nSiTOro kacaHusi CuYWTbIBaTEnb BbIAACT COOTBETCTBEHHO NSATb
CUrHaroB 1 Yepe3 HECKOMbKO CEeKYHA - eLUE OAWNH ANVHHBIN CUrHan, noaTBepxXaaoLwmmn
nepexop B pexum «Accept».

[ns BbikNoveHus pexumMa «Accept» nogHecuTe MacTep-KIoY, CUrHar o Bbixoge - cepust
KOPOTKUX CUTHArOB.

*- MNpn nponagaHWn HanpsHKEHUs MUTaHWS YCTaAHOBIMEHHbIN paHee pexum "Accept”
COXpaHsieTCS MOCIe ero BOCCTaHOBIEHUS.

9. YctponcteBo Matrix-Il (mog. E K Wi-Fi) nopaepxusaer paboty B aBTOHOMHOM U
CEeTeBOM pexumax.

Mo nogknoyeHuto n paboTe B aBTOHOMHOM pexume cuntbiBaTtens Matrix-1l (moa. E K Wi-
Fi) aHanornyeH cuuTbiBaTENO, COBMELLUEHHOMY C aBTOHOMHbLIM KOHTPOMIEPOM,
MATRIX-II (mog. E K). Mpn paboTe B ceTeBoM pexume cuntbiaTens Matrix-11 (moa. E K
Wi-Fi) ananoruyeH koHTponnepy Z-5R (mog. Web).

10. 3anonHeHue 6asbl AaHHbix CKY[ (6aHka knio4vein) B aBTOHOMHOM pexumMe
OCYLLECTBSIETCS C NMOMOLLbI0 MacTep-KapThl.

B ceTeBoM pexvime paboTa ycTponcTBa 1 3anonHeHne baHka knioye ocyLecTBnseTcs
no ceTu C MOMOLLbIO BHELIHeN ynpasnsiowen nporpammbl. Kpome 3aHeceHWst KapT B
CETEeBOM PEeXMMe MOXHO CHUTbIBaTb COObITUSA, yCTaHaBnMBaTb Tekyllee Bpemsi B
KOHTpONmnepe yCTPOWCTBa U HacTpavBaTb BPEMEHHbIE 30HbI A1si NPOXOAA MO Kaxaown
kapTe. MNpn noTepe CBA3U C ynpaensioLLen NPorpaMMon B CETEBOM PEXMME YCTPONCTBO
Matrix-Il (mog. E K Wi-Fi) npogomnxaet paboTaTb aBTOHOMHO, Hakannmeas cobbiTvs B
Bydepe cobbiTuit. KoHTpornnep nos3sonsieT coxpaHaTb B namstn 2048 cobbiTns B
uuknuyeckom Oydbepe (nonyyveHne kopa, cpabaTtbiBaHve AaTyvka ABepW, BblAadva
ynpaensoLero curHanaunT.a. ).




7.4 CtupaHue Bcex Kntoyemn (NamsATU KOHTponnepa)

Tpn pasa KpaTKOBPEMEHHO KOCHWUTECb MacTep-KMio4OM CcyuThbiBaTeNs (KopoTkue
kacaHus). B MOMEHT nepBoOro kacaHusi KOHTPONnep BbIAACT OAWMH KOPOTKUWA CUrHan,
noaTBepXAallMii  orno3HaHue MacTep-kinoda. B MoMeHT BToporo kacaHus
cyuTbiBaTENb BbIAACT ABa KOPOTKMX CUrHana, ykasblBaloWWX Ha BTOPOe KacaHue
MacTep-kIio4yoM B pexume nporpammupoBaHus. B MOMEHT TpeTbero kacaHusi
KOHTpOMNep BblAACT TPM KOPOTKMX CUTHanNa, ykasblBaloLLMX Ha TpeTbe KacaHue Mmactep-
KMoYoMm, 1 He boree Yyem vepes 6 CeKyHA KOCHUTEChb W yAepXuBawTe MacTep-KroY y
cyuTbiBaTENs (ANWHHOE KacaHue). B MOMEHT YeTBepTOro KacaHWst KOHTPONIep BblAacT
YyeTblpe KOPOTKMX CUrHana, u vepes 6 CeKyHA - Cepuio KOPOTKWX, yKasblBaloLMX Ha
CTVMpaHue NamMsTV KOHTPOIepa v BbIXO4 U3 pexvma nporpammupoBaHust. [ocne aToro
macTep-kIo4 cnegyet yopaTb.

*-B MOMEHT CTVpaHus Bcel 6a3bl C MOMOLLIbI0 MacTep-Koya He NponcXoanT
CTVPaHUs 3anporpaMmmMMpOBaHHOIO BPEMEHW OTKPbIBAHUS 3aMKa.

KoHTponnep

MamATb KAoYen, Wwr.

2024

MamaATb COBbLITUM, WT.

2048

Ko/MyecTtBo MOAK/IO4aeMbIX CuMTbiBaTenel (KOHTAaKTOpOB),
6onee:

He

MpPOTOKO/Ibl NOAKOYEHNA:
cunTbIBaTENEN
KOHTaKTOpOB

iButton, Wiegand
iButton

YnpasneHue HAMKaLMen CHUTbIBaTENe !

it}

BbIX0A, AN NOAKNIOYEHUA 3aMKa:

M/AMN-TpaH3ucTop

TOK cnnoBoOro Bbixoaa, A:

5

MNepembluka Ans BbIGOpa TMMNa 3aMKa:

3/1EKTPOMArHUTHbIN,
3/IEKTpOMEXaH NYeCcKuni

YcTaHoBKa ANNTENbHOCTU OTKPbIBAHUA 3aMKa, CeK:

ot 0,1 go 1000 (3aBoacKoe 3Haue-
Hue - 3)
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7.2 [lo6aBneHue macTep-Krnoven
KpaTKoBpeMeHHO KOCHUTEChb MacTep-KM4YOM cuUuTbiBaTens (KOpoTkoe kacaHue). B
MOMEHT KaCcaH1s KOHTPOMNep BblAACT KOPOTKUIA CUrHan, MOATBEPXAAIOLLMIA ONO3HaHNe
macTep-krtoya, u He Gonee Yem yepes 6 cekyH[ KOCHUTECb U yAepXwuBaiiTe mactep-
KMoY y cuuTbiBaTens (4nNvHHOe KacaHwe). B MOMEHT BTOPOro KacaHus KOHTpornnep
BbIJacT ABa KOPOTKUX CUrHamna, ykasblBalLlLiMX Ha BTOPOE KacaHWe MacTep-KIo4oM B
pexxvme nporpaMMUpOBaHus, U vepe3 6 CekyHA - OAWMH CUrHar, ykasbiBaloWWin Ha
nepexop KOHTponnepa B pexum gobaeneHns mactep-knioven. Nocne atoro mactep-
Koy cnegyet ybpaTb. [nsa gobaBneHust HOBbIX MacTep-KIoyen KacanTecb MMU Mo
oyepeamn cuuTbiBaTeNs C Nay3on mexay kacaHusmu He 6onee 16 cekyHn. Ha kaxgoe
KacaHue HOBbIM KIIOYOM KOHTpOMMep BblAaeT NoATBEPXAAIOWMA KOPOTKWUI CUrHan.
Ecnu knitoy yxxe nmeeTcs B NamMsaTH Kak MacTep-KioY, To curHanos He Byaert. Beixoa n3
pexuma gobaBneHns mMacTep-Kroven NpoucxoauT aBToMaTnyeckm Yepes 16 cekyHn
nocne nocnegHero kacanus. O BbIXoAe 13 pexunmMa KOHTpornep MHPOPMUPYET cepuen
134 KOPOTKMX CUTHArOB.

[Apyrue napameTpbi

CBeToBadA M 3BYKOBaA MHANKALMA PEXMMOB pa 60Tbl:

eCTb

HanpaxeHne NUTaHMA NOCTOAHHOrO TOKa, B:

12 (monyckaetca 9 — 24)

MaKcmanbHbI noTpebasemblii TOK Npu 12 B, MA:

100

3almMTa OT HeNpPaBUAbHOTO BKIKOYEHNA: ecrb
Fabapwutbl, Mm: 85x44x18
Macca, r, He 6onee: 100




Ha paboty B kaxgoMm pexumMe NporpamMMMpOBaHWUst €CTb OrpaHUYEHUE MO BPEMEHU
nocne nocrnegHero NogHeCeHNs KapTbl K cuMTbIBaTento (okono 16 cek), nocne KoToporo
YCTPOWCTBO BbIXOAWUT M3 pexuma NporpammupoBaHus, UHOpMUpYs cepuel u3 4
KOPOTKMX CUTHaroB.

Bo3mOXHbI crneayoLme pexnmMbl NporpaMMUpoBaHUS:

- No6aBneHune NpoCTbIX Kntoyen - 1 ANMHHOE KacaHue.

- NobaBneHue macTep-kntouen - 1 kopoTkoe u 1 ANUHHOE.

- YaaneHue nNpocTbIX KNnto4yen - 2 KOPOTKUX U 1 ANUHHOe.

- CTupaHue Bcex Kro4en (naMaTu KOHTponnepa) - 3 KOpoTkux U 1 ANUHHOeE.

- YcTaHOBKa BPEMEHU OTKPbIBaHUS ABEPU - 4 KOPOTKUX.

- Mepexop B pexum "Accept” - 5 KOpOTKUX.

- BbikntoyeHune pexxuma "Accept” 1 kopoTtkoe.

HasHaveHwue knemMm nprBeaeHo B Tabnuue:

ZUMM Mo axntoueHne BHeLW Hero 3ymmepa. CnesyeTt UCNonb30BaTb 3yMmMep CO BCTPOEHHbIM FeHeparopom Ha Hanpse-
Hue 12 BonbT M notpebse MbiM TOKOM He 6onee 200 MA Mo NOKUTENbHBIA KOHTAKT NOAKIOYAETCA K Kiemme +
12V, a oTpULATENbHDIN K 3TOWM Kniemme

™ BHELUH U1 CYUTBIBATE b UM KOHTAKTOP

GND CurHanbHaa 3emna. [ina NoaxAo4eHna oblmux NPoBo/OB BHELIHErO CYMTbIBaTENA, KOHTAKTOpa, AaTykKa noso-
YKEHMA ABEP W M KHOMKM OTKP biBAHMA ABEPN

EXIT KHonKa oTKpbiBaHMA ABepu. 3amblkaHue Bbi3biBaeT OTKpbiBaHUE ABepU. PEKOMeHAYeTCA MOAK4ATL C NOMO-
LL{btO BUTOMN Napbl

LED YnpasneHve 3e1EHbIM CBETOAMOAOM BHELLIHErO CYUTbIBaTeNA

LOCK Knemma Ans no AKNKOYEHUA OTPULLATE/IbHO MO NPOBOAA 0BMOTKM 3aMKa

+12V +12 BONbT.
IMoaxntoueHne natoca 610Kka NUTaH A W NOJ OXMUTENBHONO NP 0BO/a OBMOTKM 3aMKa

GND CvnoBas 3emns. Mogkno4eH e MUHyca 610Ka NUTaHN A

DOOR MNopakntodeHne AaTumKa NONOKeHU agepyu. PekomeHayeTtcs Butas napa. CpabaTbiBaHWe AaTUYMKa Npu OTKPbiBa-
HUW /IBepPN NO3BONAET JOCPOYHO BbIKMIOUNTL 3BYK Ha KOHTPON/IEPE, @ TaKKE CIKOHOMMUTb SHEPTUIO, BbIKNIOHUB
3/1eKTPOME XaHUYECKMiA 3aMOK CPa3y NoC/e OTKPbIBaHWA ABEPU MW BK/IIOYMB INEKTPOMArHUTHbIi 3aMOK, TO/IbKO
KOr/ja /1Bepb Y)Ke 3aKpbliach




OpHako BO3MOXXHOCTU CxeMbl He Ge3rpaHuyHbI, U Npu Tpacuke 6onee 25 npoxoaos 3a 5
MWHYT OHa MOXET BbINTW U3 CTPOS U3-3a Neperpesa. [ins 3awyTbl CXeMbl ralleHusi Toka
NS TaknX ToUYek Npoxofa Heo6X0AMMO YCTaHOBUTb LLYHTUPYIOLWMIA AUOA, NapansienbHo
obMoTke 3amka. Nocne atoro Bpems cpabaTbiBaHWs (OTKPbIBAHUS) aNEKTPOMAarHMTHOro
3aMKa MOXeT BO3pacTu Ha 1-3 cekyHAbl N0 CpaBHEHMIO C paboTaloLLelt CXeMOM raLeHus
Toka. Ecnu Takoe yBenuueHMe BpEMEHU Henpuemrnemo, TO PeKoMeHAyeTcs
nocnefoBaTenbHO C AMOAOM YCTaHOBUTH BapuCTOp Ha HanpshkeHne Ao 14 BOMbT v
paccevBaemol aHepruei ot 0,7 [k (pekomeHayetcs V8ZA2P) (cm. Puc.6).

CBeToBasi M 3BykoBasA MHAMKauusa pabortbl Matrix-1l (moa. E K Wi-Fi)

B paboyemM CoCTOSIHUM ropuT KpacHbI CBETOAWNOL, CUTHaNU3UPYsi O HanMuuu NUTaHus.
Mpw nogHeceHUn KapTbl K CYUTLIBATESHO BO3MOXHbI CrieyoLye BapuaHThl:

- KapTa ecTb B 6a3e koHTponnepa Matrix-Il (mog. E K Wi-Fi) - muraer 3enéHbin
CBETOAMOA, 3ByYaT CUrHamnbl 3yMMepa, 3aMOK OTKPbIT Ha YCTAHOBMEHHOe BpeMs

OTKpbIBaHWSA 3amka (Mnv Ao cpabaTbiBaHMs faTumKa NOMOXeHUs ABEPH);
- KapTbl HeT B ba3se koHTponnepa Matrix-1l (mog. E K Wi-Fi) - muraet ceetoamop
(3enéHbIM 1 KpacHbIM), pasgatoTCs ABa KOPOTKUX 3BYKOBbIX CUrHana.

BHeLuHWiA cunTbIBaTeNb
WK KOHTakTop (cTp. 18)

3AMOK

=Hsa

igR

MopaknioyaTb Heobsi3aTenbHO:
-BHewHui 3ymmep
-BHewwHuii ceetoauon (CAN)
-KHorKy oTKpbiBaHWs ABEpU
-faTuuk nonoxeHus: Asepun

A
Bxog TM

KHOMKA g_

BHELUHWUW 3YMEP

~

I_,G)_

DATYMK ABEPK

1 BH. 3ymmep

2 BH. CunTBIB.

3 semns (-)

4 kH. oTKp. ABEPY
5 8H. CON (+)

6 3amok
7+12V

8 zemn (-)

9 paryuk fsepu

clelelelell®l|®]

Puc. 3 MNogknioyeHne BHELHNX YyCTPONCTB




MNonoxeHne Ne1 - BbIGOP 3MeKTPOMEXaHMYECKOro 3amKka (B COCTOSIHUM «3aKpbITO» C
3aMKa CHATO HanpshkeHue) (cM. 3ameyaHue 1).

MonoxeHune Ne2 CLR (ouncTka) - Ans ctupaHus namsat (6asbl AaHHbIX) KOHTpoIepa un
BOCCTaHOBIIEHUS1 3aBOACKMX HAacTpoek Moayns cBsidv. [Ansa aToro cneayeT BbIKMIOYUTb
nMTaHue, YCTaHOBUTb NEPEMbIYKY U BKIOYMTb NUTaHue. 1o 3aBepLUeHno CTMpaHns -
cepua KOPOTKUX 3BYKOBbIX curHano. CTupatoTca Bce KNouu (KapTbl) ©
3anporpamMmMpoBaHHOEe BpeMsl OTKpbIBaHUS ABepu (yCTaHaBnMBaeTcs 3aBoackoe
3HayeHue - 3 cek).

MonoxeHne Ne3 ADD (no6aenexune) - Ans gobasneHns NpocTbiX 1 BrOKMpYOLMX KapT
B MamMsATb KOHTponnepa 6e3 ucnonb3oBaHWs MacTep-kapTel. [na aToro cnepyet
BbIKMIOYUTb NUTaHWE, YCTaHOBUTL MEPEMbIYKY U BKMIOYUTL NUTaHue. Mocne 3ByKOBOro
CUrHana KOHTPOMNep HaxoAuTCcsi B pexume nAobaBneHUst MNpocTbiX KapT: MOXHO
nobaenTb NpocTbie (KOPOTKOe noAHeceHune) un bnokvpyowme (AMHHOE NogHeceHne)
KapTbl 6e3 ncnonb3oBaHUA MacTep-kapTbl. Yepe3 16 cekyHd mnocrne nocnegHero
NOAHEeCEHNA KapTbl KOHTPOMMep BbIXOAMT W3 pexuma [[o0aBrneHus NpocTbiX W
GrnokupyoLLMX KapT (MPO3BYUUT CEPUS KOPOTKMX 3BYKOBbIX CUTHANOB).
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Pwuc.5 MopgknioyeHne BHeLWHNX cunTbiBaTenen no npotokony Wiegand

EXIT



6. MEPBOE BKJTIOYEHUE YCTPOWCTBA U HAYAIIO PAEOThI

MoakniounTe BHELLHVE YCTPONCTBA K KOHTPONepy B COOTBETCTBUM C pasgernom 3.
HauanbHble (3aBoAckne) HacTpoviku moayns ceasu Matrix-11 (moa. E K Wi-Fi):
Ha3BaHue ceTn: «mySSIDy»;

naponb: « WiFiPasswordy;

npotokon Wi-Fi pexum DHCP;

pexum yctaHoBneHus cessum WEB, cepBep hw.guardsaas.com.

BHumaHue! U3meHeHMe HacTpoek Moayrns CBA3WM BO3MOXHO Tonbko yepe3 WEB-
MHTepdeic.

Ecnu npegnonaraeTcs ncnonb3oBaHve yCTPONCTBA B CETEBOM PEXUME NPY OTAINYHBIX OT
3aBOACKMX HaCTPOeK napamMeTpoB CeTW, TO W3MEHUTe 3aBOACKME HacTpoWKu B
COOTBETCTBMM C N.5 HACTOSLLIEro PyKOBOACTBA.

C nomoubto WEB-uHTepdeiica Takke BO3MOXHO 3agaHue HacTpoek ansi pabotbl U B
ABTOHOMHOM pexumMe. [nsi paboTbl yCTPOMUCTBa B aBTOHOMHOM pPeXunMe Heobxoammo
yepe3s WEB-uHTepdeiic Bbibpate Bknagky «Pexum paboTtbi», yCTaHOBUTb PexunmM
paboTbl K ABTOHOMHbIV» 1 CO3AaThb XOTS Gbl OANH MacTep-Kitoy (cM. n.7).
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4. CNOCOBbI CETEBOIO NOAKMOYEHUA YCTPOUCTBA

MATRIX-II (mopa. E K Wi-Fi)

Mpn ucnonb3oBaHMM YCTPOMCTBA B CETEBOM peXuMe HeobXxOauMMOo HacTpouTb
napameTpbl ceTesoro nopkntodeHuns k Wi-Fi. MNpu atom crnegyet yuuTbiBaTbh, YTO
dyHKUMoHanbHo yctpomncteo Matrix-Il (mog. E K Wi-Fi) coctont n3 Tpex y3nos:
BCTPOEHHOrO cuymMTbiBaTens, cobcTBeHHO koHTponnepa CKY[ u mopyns cBasn C
rioKarnbHOM KOMMbIOTEPHON ceTbto Mo npotokony Wi-Fi.

Mopynb cBsis3n obecneymBaeT MOAKMNIOYEHWE YCTPOWCTBA K FOKanbHOW CeTw,
umMetoLLelics Ha obbekTe, no uHTepdeiicy Wi-Fi n yctaHoBRnEHWE CBA3M C KOMMbIOTEPOM,
Ha KOTOPOM yCTaHOBMeHa ynpasnsowas nporpamma CKY[, peanusyrowas dyHKUMN
KOHTpOMNSA AocTyna (3arpy3ka Crnvcka KapT, HacTpowka mpaB AOCTyna, CYMTbIBaHWE
cobbITuI 13 6ycdepan T.n.).

Mo cnocoby ycTaHOBNEHWSA CBA3M C yNpaBnstoLLe NporpaMMoin BO3MOXHbI TPY pexumMa:




5.6 Bknapka PaclumpeHHble HAacCTPOWMKU - pexum cBA3n CepBep. B atom pexume mMogynb CBA3M 0XMOAET COEAVMHEHUS MO
Bknapgka PaclumpeHHble HacTporku No3BonsieT 06HOBNATL NPOrpammHoe obecnevexmne npotokony TCP/IP oT komnbloTepa, Ha KOTOPOM YCTaHOBMEHa Yynpaensiolias
(MO) ycTponcTea, ckaumBaTtb U 3arpyxaTb KOHPUrypauumoHHble cainnbl, 0bHOBMATb nporpamma (Hanpumep, GuardLight, GuardCommander, ABaHrapg);

NPOLUMBKY YCTPOWCTBA, BOCCTaHaBNMBaTb 3aBOACKWE HACTPOMKM W nmepesarpyxatb S

Matrix-1l (moa. E K Wi-Fi): |

I B :
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Tun 3amka: BbIGOp TuMa 3amka OnekTpos3awénka, ONeKTPOMarHWTHbIN,
OneKTpoMeExXaHNYECKUA.

Ecnu TMn 3amka HacTpoeH ynpaBnsiowen nporpamMmmoRl, TO U3MEHEHWE Tuna 3amMka
HEBO3MOXHO [0 cbpoca B 3aBOACKME HACTpolku ¢ nomoulbio Web-uHtepdeiica nnm
nepemblykn (nonoxeHue 2, cM. cTp. 50), a none “Tun 3amka” oTobpaxaeTcs Ha3BaHWe
HACTPOEHHOM TOYKU Npoxoaa.

BHyTpeHHUI 3BYK: BKIOYEHNE/OTKIIOYEHWE BCTPOEHHOTO UCTOYHUKA 3BYKa.
WUHupaukaumsa Wi-Fi: BkntoyeHne/oTknoveHs oTobpaxeHus COCTOSIHUSI MOAKITOYEHUS K
cetn Wi-Fi, ¢ nomoLlbio BCMbileK CWHEro uHAMKaTopa. 3HayYeHust WHAMKauWK:
NOCTOSAHHOE MUraHue - nouck u nogkntoveHne k cetn Wi-Fi; muranne no 3 BCMbILIKK -
pexuM KoHUrypnpoBaHus (yctaHoBrneHa nepemblidka CFG); MuraHve no 2 BCMbILWKK -
YCTaHOBMEHO COeAMHEHWNE C YyNpaBnsilolWweln Nporpammon (cepBepom); ogHOKpaTHbIe
BCMbILLKM - OXXMAaHWe CoeaUHEHNs C yNpaBnsoLLEen NporpaMmon (Cepeepom).

Bpems oTKpbITUSA: ANMTENBHOCTL UMMYINbCA, BblAaBAEMOro Ha 3arnopHoOe YCTPONCTBO,
ONns pasbrnokMpoBkM npoxoda. B 3aBMCUMMOCTM OT TMna 3aMka 3TO MOXET ObiTb Kak
CHATME HanpsXXeHWs!, Tak 1 ero nogava.

CepBep Zproxy (zproxy.con.ru) obecneyvMBaeT cBA3b NporpammHoro obecneyeHus c
KOHTPOMNNepoM B Criydae HEBO3MOXHOCTU HacTpouTb npsimoe coeguHeHue TCP,
Hanpvmep, npu pabote B pasHbIX NMOKanbHbIX ceTsax. B atom cnyyae, npu Hanuuum
BO3MOXHOCTU BbIXO4@ B WHTEPHET, KOHTPONMep CoeaMHSETCA C cepBepoM Zproxy,
nporpaMMHoe obecneyeHne Tak e COEeAUHSIETCA C CEepBEepoOM M MO Naporio
3anpaluvBaeT COEAUHEHME C HY>XXHbIM KOHTPONEPOM.
P A 1--"'H
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[Mpw oTCyTCTBMM CBSI3M C YNPaBMsSIOLLEN NPOrpaMMOi KOHTPOMnep MOXeT pabotaTs B
ABTOHOMHOM pexume.




BnokupoBka (npoxon no 6Grokupyowmm kaptam), CBoG6oAHbIN npoxoa (Npoxoa
oTKpbIT), OxunpaHue (yctaHaBnueaeTcs Tonbko Yyepe3 WEB-uHTepdenc ansa cnydas,
Korzia B KOHTPONMpPYEeMOW TOYKe AOCTyrna yCTaHOBIEH pexum bnoknpoBka Toraa nepsas
nogHecéHHas kapTa (npoctas wnu Bnokupylowas, HO He macTep-kapTa!) nepeseget
pexumM gocTyna B nonoxeHve CBoG6oAHbIN Npoxon,).

Pexxum go6aBneHuA Knro4vemn: nepesognT yCTPOMNCTBO B pexuM Jo6aBneHms NpoCcTbIX
1 BrokMpyoLLmMX Kntoyen (nogpobHee cm. n.7.1).

Pexxum no6aBneHns macTep-Knoyen: NepeBoanT YCTPONCTBO B pexum gobasneHns
mMacTep-kntoyei (nogpobHee cMm. n.7.2).

Pexum ypaneHus knioyen: ygansieT NOOHECEHHBLIN K CUYUTbIBATEMO NPOCTON UNn
OrnokvpytoLLmMIA KNy n3 6a3bl AaHHbIX (NoapobHee cM. n.7.3). MacTep-knioun B 3TOM
pexvme He yaansiTcs.

Mpun BkNOYEHUN pexMMoB «fobaBneHne Knoyen», «aobasneHne mactep-Koden» n
«ydaneHve krw4del» Ha COOTBETCTBYHLLEN KHOMKe MOsiBUTCS TaMep obpaTHoro
OTCY€Ta, MnoKasbiBalOLMA Bpems, OCTaBlleecsd [0 aBTOMAaTMYECKOro BbIKMIOYEHUS
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pacnonoXeHHoOW Ha 0bpaTHON CTOPOHE Kopryca yCTPOWCTBa UM B KOHLLE HacTosALLLEro
pykoBoacTBa (cobntogatb peructp byks!).

4. OTkpbITb Gpaysepom cTpaHuLy no agpecy http://192.168.10.1 (noruH: matrix,
naponb AUTH_KEY);

5. Mpoxoas no cTpaHuuam MeHio, BbINOMHUTL HACTPOIKY NapamMeTpoB, He 3abbiBasi Ha
KaXgow cTpaHuLe HaxuMaTb KHonKy CoxpaHuTb.

Mocne 3aBepLueHUsi KOHPUrypUpoBaHUs cregyeTt yopaTe NepemMblyKy U3 MONOXEHUS
CFG v poxpatbes nogkniodeHns Matrix-1l (moa. E K Wi-Fi) k nokanbHon cetn. Tenepb
WEB-uHTepgenc byaet goctyneH no IP-agpecy, koTopbi Obi1 HA3HAYeH YCTPOUCTBY
npu koHdpurypuposaHum (6yaeT onncaHo Huke B N.5.3) unm nonyyeH ot poytepa (DHCP-
cepBepa) Npu perucTpaumm B nokanbHoO ceTu.




5.4.4 ABTOHOMHbIN

HavanbHas HacTpoiika CKY[, koTopas, Hanpumep, Ha KoHTponnepe Z-5R BbINonHaeTcs
C NOMOLLbIO NepeMbl4eK, Ha AaHHOM YCTPOWCTBE BbIMOSHAETCA C MOMOLLbLIO pexXuma
ABTOHOMHbIA. JTOT pexuMm npegHasHavyeH Ans paboTbl CO  CMMCKOM  KIouen
KOHTponnepa 6e3 ucrnonb3oBaHWs MacTep-knioda yepes WEB-uHTepdeiic. Takum
obpasom, cos3aaHne 1 pegaktupoaHue 6a3bl AaHHbIX KMHOYe BO3MOXHO OCYLLIECTBUTD
ABymsi cnocobamu: yepes WEB-uHTepdelic n ¢ noMoLpto crneumanbHon proximity-
KapTbl, Ha3biBaeMO MacTep-KMio4oM (MporpamMMMpoBaHne KOHTpornepa ¢ NOMOLLbI0
MacTep-knoda byaeT paccmoTpeHo Aanee). [ins obecneyveHns HacTporikv 6asbl knoyen
MOXHO UCMONb30BaTb BCTPOEHHbIN CYMTbIBATENb WAW BHELUHUA CYUTbIBATEND,
NoAKMIOYEHHbIN K ycTporcTBy Matrix-11 (moa. E K Wi-Fi) no npotokony iButton (HacTpoiika
6a3bl KMHoYel C NOMOLLbIO CYUTLIBATENS, NOAKMI0YeHHoro no npotokony Wiegand, He
nogaepxmsaercs!).

B cnyyae ynpasneHus paboton yctponcTea yepe3s WEB-uHTepdeiic cneayert Buibpatb
pexum paboTbl ABTOHOMHbIW. Torga nHTepdeinc ynpaeneHUs NpUMET criedyoLmin
BMA:

3pech:

Pexxum: pexum pabotsl yctponctsa (WEB, Cepsep, KnveHT, ABTOHOMHbII).
MopgknioueHune: B pexxumax KnneHt n Cepeep otobpaxaeT IP-agpec komnblotepa, ¢
KOTOPbIM YCTaHOBMEHO COeANHEHME.

MpopomknTenbHOCTb PaboTbIl: NPOAOCIHKUTENBHOCTL PaboThl YyCTPOWCTBA C
MOMEHTa nofgayv nNUTaHus.

Bepcus MO koHTponnepa: OTobpaxaeT TEKyLLYI0 BEPCUIO MPOLLUMBKW KOHTpOepa.
Bepcus MO moaynsa ceasu: OTobpaxaeT TEKYLLY0 BEPCUIO MPOLLUMBKA MOAYNS
CBA3N.

Mepembiyka CFG: oToGpaxaeT Hanuume nepemMbliykm (Oxkamnepa): On ycTaHOBEHa,
Off chaTa.

5.3 Bknapgka HacTtpowku CoeauHeHus

Ha Bknagke Hactpoiikn CoeamHeHus ycTaHaBnueaiotcsi crnocob u napamertpel
NOAKIMIOYEHUS MOAYNS CBA3W K NokanbHOW ceTn. HacTponka napaMeTpoB aHanornyHa
HaCTpoliKe MHTEPHET-poyTepa.




5.4.2 CepBep

B aToM pexxnme mogynb CBA3W 0XMAAET NOAKMIOYEHUS YNpaBAsioLwen NporpaMmbl K ero
OTKpbITOMY fOKaneHoMy nopTy. B crniyyae Bbibopa pexuma paboTel CepBep criegyet
3agarh:

gy

3nech:

NokanbHbIM nopT: TCP-nopT, kK KOTOpOMy AOSKHa ByAeT ocyLlecTBNATb
noaKnoYeHre ynpasnsioLwas nporpamma.

PaspelwwéHHbin IP: IP-agpec komnbloTepa, ¢ KOTOPOro ynpasnsioLeln nporpamve
paspeLleHOo yCTaHaBNMBaTb coeanHEHMe C KOHTponnepom (255.255.255.255 ans
ponycka Bcex |IP-agpecos).

Mocne HacTpoikv BCex NapaMeTpoB HEOOXOAMMO HaxaTb KHOMKy CoxpaHuTb.

Cetb (SSID): Ha3BaHne Wi-Fi-ceTu, k koTopoi byaeT noaknoyaTbCa YCTPOWCTBO.
Maponb: koY WwrndpoBaHus (Naporb), UCNonb3yembli B ykazaHHoM Boiwwe Wi-Fi-ceTu.
Mouck ceTen: akTMBM3aLMs Nomcka JOCTYMNHbIX B AaHHbI MoMeHT Wi-Fi-cetei. Mocne
3aBeplUeHns noucka goctynHbix Wi-Fi-ceTen nosiBUMTCA CMUCOK HaWAeHHbIX CeTen C
oTobpaxkeHneM ypoBHSA curHana:

AL -
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[ns Bbibopa ceT Heo6x0aAMMO BbIAENUTL HY>XXHYIO CeTb U HaxaTb kHonKy OK. Mpu atom
Ha3BaHune Wi-Fi-ceTn aBToMaTnyecku otobpasatcsa B HacTporikax. Ecnu ceTb He Bepér
BelLaHNs CBOETrO MMEHU, TO UMSI CETU crneayeT BBeCTU Bpy4Hyto B none CeTb (SSID). MNpun
1cnonb3oBaHWK LW POBaHUA HEOBXOAMMO BBECTY KIOY UM POBaHUS:




5.4.1 Web TecT ceTu: npoBepka BO3MOXHOCTWU MOAKIOYEHUS C TekywmmMu 3HaveHusimu SSID un
Pexvum WEB o6ecneunBaet cBsi3b € «06nayHbIM» CEpBUCOM. [1nsi HACTPONKU pexuma naponsi. Tem He MeHee, Npy NPaBUILHOM NapOIe POyTep MOXKET OTKa3aTb B NOAKIIOYEHUY,
pabotel WEB Heo6xoaumo yTOYHWUTL Y NOCTaBLUMKA YCNYr U 3afaTh cnegyowime MOCKOMNbKY MOXeT GbITb HacTpoeH Ha npoeepky MAC-afipeca ycTpoincTea.
napametpbl: WUcnonbsosate DHCP: npeanuceiBaet obpawatbca k DHCP-cepsepy ans
] aBTOMartmyeckoro nony4vyeHuss IP-agpeca u ocTanbHbIX CeTeBbIX MNapameTpos,
T TR ——— HeobxoanMbIX AN paboTbl B AaHHOW NOKanbHOW ceTu.

I ) B cnyuyae otcytctBua DHCP-cepBepa HeoOGXoOuMO KOPPEKTHO HACTpOWUTbL creayoLime
; ceTeBble NapaMeTpbl:

- I ®dukcupoBaHHbIn IP: yHukanbHbIv IP-agpec, obecnedmBaroLmin agpecaumio yCTporcTBa
B FTOKanbHON ceTu.
Macka MNoaceTu: macka nogceTu, ucnonb3yemasi B JaHHON NoKanbHOW CeTu.

porn: | EAMARSEdEL] LLnto3: IP-agpec wnio3a Ans CBA3W C APYTMMU CETAMM (B TOM YMCIIE U C UHTEPHETOM).

CepBep DNS: IP-agpec cepepa DNS.
[Ons KoppekTHoM paboTbl OOMKHbI ObiTb 3adaHbl BCe yKa3aHHble napameTpbl. Ecnu
HeKOTOpble NapamMeTpbl HEM3BECTHLI 0BPaTUTECH K CUCTEMHOMY aAMUHUCTPaTOPY.
Mocne 3aBepLueHVS HACTPOMKN HEOOXOAMMO HaxaTb KHOMKy CoxpaHUTb.




5.4 Bknagka Pexum pa6oTtbl

Ecnu npegnonaraetcsi pabota Matrix-Il (mog. E K Wi-Fi) B ceTeBom pexwume, T.e. nog
yrnpaBneHMeM BHELLHEWN Nporpammbl, TO MOCIe HACTPOMKUN MOAKIOYEHNS K NIOKanbHOW
CeT! HeobXoAMMO HaCTPOUTb PEXUM YCTAHOBMEHWS CBS3VW MeXxAy YnpaensioLlen
nporpammMornt n mogynem cBasu. Ha Bknagke Pexwum pabGotbl Bblbupaetca cnocob
NOAKMIYEHWs K NporpaMmmMHoMy obecnedeHuto npu paboTe B CETEBOM peXxnme:

o el ]

e e

P Fdeas: (A0

3pech:

Kniou ayTeHTUdmkaumm: kmiod ayTeHTUdukaumm Heobxoaum Ans MOAKMIOYEeHUs K
obnavyHoMmy nHTepHeT-cepBepy B pexume WEB, npu pabote yepes cepep ZProxy, a
Tawke ans goctyna k WEB-uHTepdeicy yctponctea Matrix-11 (mog. E K Wi-Fi).

MepBoHavanbHO 30ecb oTobpakaeTcsi 3aBOACKOE 3HAYEHWE, YKa3aHHOE Ha Haknelike Ha
kopnyce yctponctBa (cm. AUTH_KEY). lNpu HeobxogMmocTy Ha [aHHOM Liare
HaCTPOWKMN €70 MOXHO 3MEHWTb (40oMnycKatTcs LMdpbl M NaTuHCKue BykBb).

Pexxum paboTbl: BLIGOP ceTeBoro pexvma pabotsl - WEB, CepBep, KnueHT vnu
BbIGOP aBTOHOMHOTIO pexumMa paboTbl ABTOHOMHbIN.




Appec cepBepa: nmsa unu IP-agpec WEB-cepsepa «obnayHoro» cepsuca, K
KOTOpPOMY JOrmkeH ByaeT nogkntovaTbCcs KOHTponnep.
Ucnonb3oBatb HTTP-npokcu: ykazaHve HeobxoaMmocTu obpalleHust K
cneuuanbHOMy cepBepy B CETU Ans AOCTYNa K UHTEPHETY.
ABIpec NpoKCH-CepBepa: CETeR0M AAPEC NPOKCH-CEPBEPA B NIOKANILHOM CETU.
opvphsash Wi¥H bt MopT npokcu-cepBepa: NOpT A1 NOAKIIOYEHMUS K POKCU-CEPBEPY.
R = Maponk: naponk Ansa goctyna K AaHHeIM Ha WEB-cepsepe.
WHTepBan coeguHeHus: uHtepean coeguHerus ¢ WEB-cepBepom B cekyHaax.
Yucno cobbITUI: YMCNO COBLITUI B KOHTPOMMEpax, NpyM KOTOPOM NMPOUCXOAUT
[0oCpoYHasi oTnpaBka AaHHbIX Ha WEB-cepBep [0 ucteueHus nHTepeana nepegayu.
“ Mocne HacTpoek Bcex NapameTpoB HeOOXoANMO HaxaTb KHOMKY CoxpaHuTb.
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5.4.3 KnueHt
[ cmomacomessam. | B cnyyae Bbibopa pexuma paboTel KnueHT mopynb cBsis3u cam bygeT perynsipHo
s NblTaTbCA YCTAHOBUTbL COeAMHEHWe C YNpaBnsiolWen nporpaMmMon. ITOT XKe pexum
oy L HacTpavnBaeTCcs B Criydae NOAKIMIoYeHNs K cepBepy Zproxy.
3apaHuio noanexar crneayrolne napameTpsbl:
Ll L ] KL BNT
m m bpac caparpa: (SFLLSERL LD
*
Fap——— 4 Nept capaepa: | 19000
S el 14 : 3pece:
e, Pl Apnpec cepBepa: IP-agpec komnbioTepa, C KOTOPbIM YCTPONCTBO OMKHO YCTAHOBUTL
e NOAKMNoYEeHNe ANs CBA3W C ypaBnsioLLen nporpammon, unm IP-agpec nnv nms cepeepa
rals “' Zproxy (zproxy.con.ru).
SRR MopT cepBepa: IP-nopT, K KOTOPOMY [AOIMKHO OCYLLECTBRATLCA MOAKMOYEHne (ans
e Zproxy -25000).

Mocne HacTpoiikmn Bcex napameTpoB HEOOXOAMMO HaxaTb KHOMKY CoXpaHUTb.




5.1 Bbibop si3blka
Mpn nepsom BkntodeHun B WEB-1HTepdelice ycTaHOBNEH aHIMUACKWI A3bIK. [ns
BblGOpa pyccKoro A3blka LWENKHMTE No Haanucy Pycckui B npaBoM BEPXHEM Yrny

MHTepdeica:
13 = &
r Halvm 7&K Lt
1rnnﬂ'l_ng;x. Sl ]
5.2 Bknagka ctaTtyc
Ha Bknagke Ctatyc oTobpaxaercs Tekyllee COCTOsIHME YCTPONCTBa:!
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Pexxnm Accept: BkntoyaeT pexum Accept, B KOTOPOM BCe HEW3BECTHbIE Knioumn ByayT
3anncbIiBaTbCS B MAMATb Kak NPOCTbIE HOBbIE KIHOYW.
Pexxum goctyna: BO3MOXHble 3Ha4eHuss Hopma (LWTaTHbIN pexum npoxoaa),




5. WEB-UHTEP®ENC

Web-uHTepdenc ncnonb3yercs Ans HaCTPOWKN NapameTpoB CBSI3N U NOAKMYaeMoro
obopynoBaHusi. NS BbIMOMHEHUS NepBOW HACTPOMkM TpebyeTcs YCTPOWCTBO,
cnocobHoe noakntoyaTteca Kk cetn no Wi-Fi (nnaHwert, HOyTOyk Mnm cmapTgoH), u
MMetoLLee BCTPOEHHbI MHTepHeT-6pay3ep (Internet Explorer, Firefox, Opera, Chrome u
T.40.).

Ons goctyna k WEB-uHTepdeicy HacTpoek yCTPOMNCTBa HYXHO BbIMOSHUTL
cnegyoLme AenNCcTBus:

1. YcTraHoBUTbL nepemblyky B nonoxeHne CFG (cm. n.6 «BkntoyeHne ycTpoiictsa 1
Hayano paboTbi»);

2. MNMopatb NuTaHwue;

3. YcTtaHoBUTb cBA3b ¢ ycTporictBoM no Wi-Fi:

- Hoxpatbest nosenennsa Wi-Fi-cetu ¢ nmernem Matrix__WiFi_ XXXXXX;

- MopxntounTbes K aTow ceTn (naponb Ans nogknodeHns AUTH_KEY);

3aBoackoe 3HavyeHne AUTH_KEY 13 BocbMU CMMBOMOB NPUBEAEHO HA HaKnewike,
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5.5 Bknapka HacTpoWku koHTponnepa ycTporMcTBa
Bknagka HacTtpoiiku KoHTponnepa no3BonsieT yCTaHOBUTb NapameTpbl paboTsl
KOHTpornnepa yctponcTtea Matrix-1l (mog. E K Wi-Fi):
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- pexum cBsian KnueHT. B atom Bpemsi KOHTPONSA OTKPLITUA: BPEMS OXMAAHUSA OTKPbIBAHUSA ABEPU NPW pa3peLLEHHOM
pexuMe MoAynb CBSA3XN MbITAeTcs | P npoxope. OTkpbIBaHWe ABEpPW MO UCTEYEHUM ITOrO BPEeMeHU KBanmudbuumpyeTcs Kak
caMm YCTaHOBWUTb COeAVHeHWe Mo | B3noM. [Npu 3agaHum 3HayeHus, MeHbluero Yem «Bpems OTKpbITMS», ANS OaHHON
npotokony TCP/IP c ynpaensitoLuen L] yHKLUN ByaeT Mcnonb30BaHo «Bpems oTKpbITUSAY.

nporpamMmMon. [Insi HacTpPoMku 3TOro e Bpemsi KOHTpONSs 3aKpbITUA: BPEMS KOHTPOIS OTKPbITOTO COCTOAHUSA ABepu. Ecnu 3a
pexuma Heobxogumo ykasatb |P- —* 3aflaHHOEe BpeMs ABepb He ByaeT 3akpbliTa, To 6yaeT cdhopmmupoBaHo cobbiTue «[Bepb
agpec n TCP-nopT Ha yganéHHom ] OCTaBreHa OTKpbITOW» . 3Ha4YeHne, paBHoe «0», OTKIMOYaAET KOHTPOb.

KomnbioTepe (Hanpumep, CuHxpoHusnpoBaTb Bpems no NTP: Paspeluaet obpaliatbcs kK cepBepy BpEMEHU
nporpammbl GuardLight, ABaHrapg u (NTP) Ana cuHXpoHU3aLmm YacoB YCTPOMCTBa.

cepsep Zproxy); NTP-cepBep: agpec cepsepa NTP, ncnonb3yemMoro npu CUHXPOHU3ALUN BPEMEHMN.
YacoBoW Nosic: YaCoBOM NOSIC, UCNOMb3yeMbI NMPU CUHXPOHU3ALMM BPEMEHM.
OTKpbITb ABEPb: KHOMKM, OTKPbIBAIOLLME MPOXOA, Ha BXOA, MW Ha BbIXOA.

Mocne HacTpoek Bcex NnapameTpoB HEOBXOAMMO HaxaTb KHOMKy CoxpaHuTb.




- pexum casisn WEB. B 3ToM pexvme MoAyrb CBA3W COEANHSIETCS C YNPaBnsiowym BoccTaHOBUTL 3aBOACKMUE HACTPOMKU: BOCCTAHABNUBAET HACTPOMKM MO
WEB-cepBepoM B CETU MHTEPHET, U ynpaBneHne yCTPONCTBOM OCYLLECTBRSIETCA YMOSYaHuI0.
yepes WEBcant (Hanpumep, «obnadHas» CKY[] - www.guardsaas.com); CoxpaHuTb KOH(PUIypaLMOHHbIN ¢haln: CoXpaHsieT HAaCTPOMKM KOHTponepa B

caiin Ha yCTPOWNCTBE, C KOTOPOro MPON3BOAUTCS HAaCTPOMKa.

3arpy3uTb KOHUrypaLuMoHHbIN dann: 3arpykaet CoxpaHEHHbIE HACTPOWKN 13
banna Ha yCTpPOWCTBE, C KOTOPOro NMPOM3BOAUTCSA HacTponKa.

Mepe3arpy3ka KOHTponnepa: BbINOMHSAET nepe3anyck yCTPONCTBa, YTobbI
YCTaHOBIEHHbIE U3MEHEHWNSI HACTPOEK BCTYMUNN B CUIY.

O6HOBNEHME NPOLIMBKKU: No3BonAeT 06HoBMTL 10 ycTponcTBa kak KOHTponsepa, Tak
1 MOZYrS CBA3N.

Internet

5.7 3aBeplieHue pabotsl WEB-uHTepdeiica

[ns 3aBepweHus pabotel ¢ WEB-nHTepdencom Heobxogumo ybpaTb NepemMbluky n3
nonoxeHust CFG, ecnu oHa bbina yctaHoBneHa, (cMm. n.6 «BknoyeHue ycTporcTea u
Havyano paboTbi»), BbIOpaTh BkNaaKy PaclumpeHHble HacTPOWKM 1 HaxaTb Ha KHOMKY
«Mepesarpy3nTb» B MeHto «epesarpy3ska KoHTpornepa.

WEB - cepBep




[anee, coxpaHVB aBTOHOMHbIN pexuM paboTbl, BeinTn 3 WEB-uHTepdeiica n cospatb

@ KIo4m ansg npoxoaa.
W [Mocne nsMeHeHns1 HaCTPOEK BLIKNIOYNTE NMUTaHNE. CHumuTe nepemMbldKy C NOJIOXKEeHUA

CFGu yCTaHOBUTE €é B COOTBETCTBUM C ncnonb3yemMbiM TUNMOM 3aMKa. Mopavite

‘TI nuTaHue. YCTPOMCTBO rOTOBO K paboTe B BbIGpaHHOM MpU HACTPOMKax peXnMe.
l E’ Ecnun ycTpoicTBO npeanonaraetcs MCnonb3oBaTh TOIbKO B @BTOHOMHOM pexumMe, To
KoHTakTop 2 [ON1s1 er0 HaCTPOVKM UCTIONb3YETCS PacnofoXKeHHas Ha nnaTte yCTPoNCTBa nepemblyka:
=}
<
5
CFG|[®©
00
Puc.7 Mepembliyka ADD 3

Pwc.6 MoaknioveHve KOHTaKTopa OTa nepemblyka MOXET HaxXOAUTLCSA B OAHOM U3 NATU NOMOXEHWUNA:
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MonoxeHue Ne4 - BbIGOp areKTpoOMarHMTHOro 3amMka (B COCTOSIHUM «3aKpbITO» Ha 3aMOK
nogaHo HanpsixeHue). Ecnn nepembiyka BoobLLe He yCTaHOBEHA, TO CHUTAETCSH, YTO OHa
«yCTaHOBIIEHa» B NOMNOXeHWe 4, T .e. BbIGpPaHO NOAKTHYEHNE 3NEKTPOMarHMTHOro 3aMka
(cm. 3ameyaHua 1u 2).

MonoxeHne Ne5 CFG npu nogave nutaHWsi yCTPOMCTBO 3aryckaeTcs B pexume
HaCTPOWKMN NapameTpoB CBA3MN 1 MOAKI4aeMoro obopyaosaHus (cM. n.5). 3aMok B 3Tom
pexvme 06eCcToYeH.

3ameuaHue 1. Ecnv HacTpolika Tvna 3amka npoBoamniach ¢ nomolubio Web-nHtepderica
unu ynpasnsioowern nporpammel (Hanpumep, GuardLigth), To yctaHoBka nepemblvky B
nonoxexue 1 unu 4 He okasbiBaeT BNUSHKSA Ha BbIGOP TNa 3aMka 40 BOCCTAHOBIEHUS
3aBOACKMX HAcTpoek ¢ momoLLbio Web-nHTepderca nnm nepemMblykm (MoNoxeHne 2).
3ameyaHune 2. Kak 13BECTHO 9MIEKTPOMArHWUTHBIA 3aMOK OTKpbIBAeTCA TOMbKO nocne
npekpaLleHus Toka B ero KaTyllke, U OT CKOPOCTW NajeHus Toka 3aBUCUT 3afdepka
OTKpbIBaHWsA ABEpYU. [INs yMeHbLLIEHUS 3TOM 3aBMCMMOCTM B KOHTPOIEp BCTPOEHa cxema
Puc.4 MoaKmioyeHne BHELLHUX CYMTLIBATENEN MO NpoTokory iButton ralieHus Toka, KoTopas NpeBpaLLaeT «MMLLHI0I» SHEPruio B 0OMOTKe 3aMKa B TEMo, YTo
CyLLIeCTBEHHO COKpaLLaeT BpeMs cpabaTbiBaHWA 3amKa.

ZUMM
™
GND
EXIT
LED
LOCK
[====1 +12v
GND
DOOR

ZUMM
™
GND
EXIT
LED
LOCK
+12V
GND
DOOR

CuutbiBaTens 1

CyutbliBatens 2

Knonka
8bixoda

Matrix-ll (moa. E K Wi-Fi)
Matrix-Il (moa. E K Wi-Fi)




Bxon

Cyumsieamens
MATRIX-II

_[latunk i

Cyumsisamens
IATRIX-1I(m00. Wi-Fi)

. KHonka

OTKpbIBaHWA Brok
Asepun nuTaxusa

Puc.2 Cxema nogkntoveHns MATRIX-1I (moa.Wi-Fi).

7. HACTPOWMKA YCTPOMCTBA C MOMOLLbI MACTEP-KITIOYA

[na ynpaBneHus yCTpOWCTBOM (MEpeBOAa B HYXHbI PEXUM NPOrpamMMMpOBaHMUS:
Co3sgaHuvel/yaaneHus NpocTbIX U/nnm BriokUpyoLLMX KapT, BKIOYeHWe pexuma «Accept»
1 T.A.) UCNonb3yoTCst KOpOTKME (MeHee 1 cek) 1 AnvHHbIEe (0Komno 6 cek) nogHeceHus
(kacaHus) macTep-kapTbl (MacTep-knioda) NMBo K BCTPOEHHOMY CYMTbIBaTENto, NMbo K
BHELLHEeMY CHUTbIBaTENto, NOAKMI0YEHHOMY No npoTokony iButton.

BHuMaHue: Ona ynpaBneHus, UNM Kak 4acTo FOBOPSIT - «MNPOrpamMMUPOBaHUS»,
yCTPOMCTBa CYMTbIBaTeNnu, noAkntoyveHHble no npotokony Wiegand, B cuny
0cobeHHOCTeN NPoToKOoNa He NoAAEPXKMBAIOTCA.
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3. NOOKMIOYEHUE BHELLHUX YCTPOWUCTB 7.1 Oo6GaBneHue NPoOCTbIX Knioyen
[abapuTHble pasmepsbl 1 pacrnofioXXeHne KneMM Ha nnarte yCTpocTBa NpeacTaBneHbl MopHecuTe U yaepxvBanTe MacTep-kiod (AnNuHHOE KacaHue). B MoMeHT kacaHus
Ha PUCYHKe: —18wm 22,5 um . KOHTpOMnnep ycTpowncTBa (panee KOHTpONnep) BbIJACT KOPOTKMM CUrHan,

NOATBEPXKAAKLWMIA OMO3HaHWE MacTep-Kr4a, U yepe3 6 cekyHnd - BTOPOW curHan,
yKasbiBalOLWMIA Ha nepexod KOHTponnepa B pexuM Ao6aBneHus NpocTbiX KrOYew.
Mocne aToro macTep-kntod cneagyet yopaThb. Ans gobaBneHns HOBbIX KMHOYel kacakTech
UMK MO oYepean CUYUTLIBATENs C May3on Mexay kacaHusmu MmeHee 16 cekyHd. Ha
KaXKaoe KacaHWe HOBbIM KITHOYOM KOHTPONep BblaaeT MOATBEPXOAAIOLLMUIA KOPOTKMN
curHan. Ecnv HoBbIV KN4 Nocne nogHeceHns yaepXveaTh B None cuntbiBatens bonee
3 cek, To OH ByaeT 3anuncaH kak brniokupyoLwmii. Ecnv nogHeCEHHBIN KNoY yxe UMeeTcs B
namsiT1, TO KOHTPOIIep U3nacT [iBa KOPOTKUX curHana. Beixoa 13 pexxvma nponcxoamT
nnbo aBTomMaTu4ecky Yepes 16 cekyHa nocne nocneaHero kacaHus, nmbo npu kacaHum
MacTep-knoyom. O BbIXOAE M3 pexuma KOHTponsiep MHdopmupyeT cepuen us 4
KOPOTKMX CUTHarOoB.

69,5 MM
85 MM

44 mm

Puc.1 FabapuTHble pa3mepbl



7.3 YaaneHwe NpocTbIX Knto4yen

Moay e ceasu no WiFi [Ba pasa KpaTKOBPEMEHHO KOCHMTECb MacTep-KMiuoM cuuThiBaTens (KOpoTKue
CTaHA3pTb: |EEF 80211 b/g KacaHus1). B MOMEHT NepBOro KacaHusi KOHTPOINEP BbIGACT OOMH KOPOTKWM cUrHan,
fuanason yacror: 20283514 NOATBEPXAAOLLMIA ONO3HAHME MacTep-knioya. B MOMEHT BTOPOTo KacaHust KOHTponnep
Crapocte nepesatu ﬁif‘:; ii '\l\/l/lg:iji BbIACT [Ba KOPOTKUX CUTHaNa, yKasbiBalOLLMX Ha BTOPOE KacaHWe MacTep-KIiouoM B
Mommocr Gemposoanore cmana: —odom 100mW) pexume MporpaMmMpoBaHus, v He Gonee 4em 4Yepes 6 CeKyH KOCHUTECH U
P erimel paboTol: Totwa gocTyna, KmMenT yAepXuBanWTe MacTep-kKrY y cuntbiBaTens (AnvHHoe kacaHue). B MoMeHT TpeTbero
3auyia 6ecnpos OAHON CeTn WPA/W PAZ, WP AP SK/WPAZPSK KacaHusi KOHTPOMINEp BEIAACT TP KOPOTKUX CUTHAnNa, 1 4epes 6 CekyHz - ofuH curHan,
NrrepdencUSB YKasbIBaIOLLMIA Ha Nepexo B PEXVM CTMpaHus NPocTbIX Kroden. Mocne aToro macTep-
Pasoim: 0SB Tn micro A Kriod criegyeT yopaThb. [ CTMpaHnUs NPOCTbIX 1 GIOKUPYIOLLMX KIoYeil Kacantech MU
Be pcus: USB 2.0 NMooYepEQHO CHUTLIBATENS C Nay30i Mexay kacaHusiMu He 6onee 16 cekyHA.
Pesum: Device, Full/Low Speed Ha kaxmoe KkacaHve CTVpaembIM KITKOYOM KOHTPOSep BblAAcT MOATBEPXKAAoLLMM

KOpOTKui curHan. Ecnu knoyva HeT B namaTh, TO ABa KOPOTKWUX curHana. Beixon u3
pexuma npoucxoguT NMbo aBTOMaTUyeckn 4vepe3 16 cekyHA nocne nocrnegHero
kacaHusi, nmbo npu kacaHun mactep-knodoMm. O BbIXode M3 pexuma KOHTpornep
NHAOPMUPYET CEPUEN KOPOTKMX CUTHAIOB.




2. TEXHUWYECKUE XAPAKTEPUCTUKU 7.5 YctaHOBKa BpeMeHU OTKpbIBaHUA 3aMKa

— YeTblpe pasa KpaTKOBPEMEHHO NOAHECUTe MacTep-krY K cuuTbiBaTento. B MomeHT
BCTPOEHHbIM CYUTbIBATE/Ib
Ka)kgoro KacaHusl KOHTPOIIEp BbIAACT CUrHarbl, NOATBEPKAAOLLME OMO3HaHNe MacTep-
Pabouan vactora, Kl 125 Krioya, a MX KONM4ecTBO Gy[eT COOTBETCTBOBATb KOMMYECTBY KacaHui. B MOMeHT
TvN MCMOMb3y eMbIX MAEHTUH UKATOPOB: EM-Marine YETBEPTOro KacaHUsl KOHTPONNEep BblAACT COOTBETCTBEHHO YETbIpE CUrHana u nepenget
JanbHOCTb CHMTbIBAHWA, CM, HE MeHee: 3 B PEXUM NPOrpaMMMpoOBaHUsi BDEMEHM OTKPbIBaHUsI. B TedeHnmn 6 cekyHp oT nocrneaHero
MpoToKo/I Nepesayn aHHbIX B KOHTPONNEP: iButton (Dallas Touch Memory) KacaHusi Heo6X0AMMO HaxaTb W YOEPXXUBaTb KHOMKY ABEPU Ha BpeMsi, Heobxoaumoe Ans
Moakniouaemble BHELWHME CYNTBIBATENM OTKpbIBaHUs. [ocne oTnycKaHWs! KHOMKX KOHTPOMMEpP BblAacT CUrHanM 1 3anuiieT Bpemsi
(TONbKO € OAMHAKOBLIM BbIXOAHbIM NPOTOKON0M 06MEHa AaHHbIMM) B namsTb. [N TOYHOWN HACTPONKM pekoMeHayeTcs nonb3oatbest WEB-uHTepdericom.
Twun NUCNONb3yeMbIX VI,CI,EHTM¢MK3TODOBZ onpeaenAaeTca cuMTbiBaTenem
(EM-Marine, Mifare nt.n.)
MNpoToKon NnoaKntoYeHUA: iButton nnn Wiegand
MakcumanbHas AnHA INHUK €BA3M no iButton, m, go: 15
MakKcmaibHas AnMHa NMHuK ceasm no Wiegand, m, ao: 100
B03MOKHO NOAK/ 04Ee HUE KOHTAKTOPOB Kalouei DS1990A




8. CuutbiBaTens Matrix-Il (mog. E K Wi-Fi) nossonsieT nogknounTb crepyrolliee
obopynoBaHue:

- 0Ba BHEWHUX cuyuTbiBaTens proximity-kapt crtaHgapta EM-Marine wnu Mifare,
nepegaroLmx MHOPMaLMio B KOHTponnep no npotokony iButton nnn Wiegand (o6a no
OOHOMY U TOMY e NPOTOKOMY), Unu AiBa KoHTakTopa kntoven Dallas Touch Memory ans
paboThkl ¢ kntovamm DS1990A;

- ANEeKTPOMarHUTHbIN UKW ANEKTPOMEXaHUYECKUIA 3aMOK;

- KHOMKY OTKPbIBaHWUS 3aMKa («KHOMKY Bbixogay) (TMn HOpMarnbHO Pa3oMKHYTYIO) - AN
OTKpbIBaHWs ABepy 6e3 NpoBepku NpaB AOCTYNa;

- BHELLHWI CBETOANOA N BHELLIHWI 3yMMeEp;

- AaT4UK MONoXeHWs Asepu (TUN HOPManbHO Pa3oOMKHYTHIN) - ANa duKcaLmn cobbITUA
"npoxoa cocTosncs" M COKpalleHUs BpeMeHW 3By4YaHUs 3BYKOBOMW CUrHanusauumu,
UHdOPMUMpYIOLLiEV O pa3bnoknpoBKe ABEpH (COKpaLLEHNS BpEMEHW NOAa4u Ha 3anopHoe
YCTPOWCTBO "OTKpbIBatoLLero curHana”).

Kpome TOro, npegycmoTrpeHa BO3MOXHOCTb MOSyYEHUSI KOHTPOMMEpPOM CurHana ot
BHELLIHEro UCTOMHWKa ANst aBapuIHO pa3brnokMpoBKu Npoxoaa.

7.7 Pexumbl npoxona

KoHTponnep nogaepxviBaet criegytoLme pexvmbl Npoxoaa:

- LUTaTHBIA PEXMM pa3peLLlEH NPOX0Z MO NPOCTbIM U BITOKMPYIOLLIMM KITHoYaMm;

- peXnM «BroKMpoBKa» - pa3peLLEH NPOXOZ TOMNBKO MO BIIOKMPYIOLLIMM KIlo4aMm;

- PEXMM «CBOBOAHbIN NPOXOA» - 3aMOPHOE YCTPOMCTBO pa3bnokmpoBaHo.

PexuMbl «6nokupoBka» M «CBOGOAHBIN NPOXOA» YCTaHaBMMBAKOTCH C MOMOLLbIO
GriokupytoLLero kntoya (qobasneHne GNoKUPYHOLWMX KIoyen - 1.7.1) nyTem yaepxaHus
KMoya Ha cuuTbiBaTene (AnvHHOe kacaHue) Goree 3 cek. [pu OTKpbITOM ABEpU
BKIMIOYAETCA PeXMM «CBOBOAHLIM Npoxoa», Npu 3akpbiTol  «6rnokupoBka». Ecnun yxe
BKIMIOYEH KaKoW-nbo 13 ykazaHHbIX PeXMMOB, TO NP yaepXaHy BnokmpyHoLLero kntoya
UM NogHECEHUN MacTep-Knoya NPou3onaET Nepexo B LUTATHbIA PEXUM Npu NoGom
MOSIOXXEHNM ABEPU.

BaxHo! PasbnokupoBka npoxoda npv MONb30BaHUWM OrOKMPYIOLWKMM  KIHOYOM
NpPONCXOANT B MOMEHT yO1paHus Kntoya oT cCHnTbIBaTEnNs.

B pexvme «brnokvpoBka» Npy Mcnonb30BaHWsi IPOCTOrO Kitoya pa3bnoknpoBky npoxoaa
He NMPOVICXOAMNT, @ BblAAETCHA CepUsi KOPOTKMX CUrHamoB.




Mocne nogHeceHUsi kKapTbl K OQHOMY U3 CYUTbIBATENEW, NOAKMIOYEHHBIX K YCTPONCTBY,
KOHTPOIMep OCyLLeCTBNSAET NPOBEPKY NpaB AOCTyMNa Hanuyine Homepa NoaHEeCEHHOMN
KapTbl B MamMATU M MPOBEPKy cTaTyca KapTbl, a 3aTeM BblgaeT CurHan ynpasreHus
(3amblkaHne/pasmMblkaHMe CUINOBOrO TpaH3WCcTOpa) Ha 3anopHoe YCTPOWCTBO
(3neKTpoMexaHUYECKUIA, SNEKTPOMAarHUTHBIN 3aMOK MNW 3alénka, TypHUKeT). Tun
3aMopHOro yCTPOWCTBA M MNPOTOKON MOAKMIOYEHUS cuuTbiBaTenen BblOMpaloTcs B
pexumMe KOHUIypupoBaHUS KOHTPONIepa.

MacTep-kapTbl (MacTep-kno4M) npegHasHavyeHbl TOMbKO AN NPOrpamMmMypoBaHus
KOHTponnepa ycTponcTea 6e3 komnbloTepa U He NpegHasHaveHb! Ans npoxoaa. Mactep-
KMoun no3eonsioT: AobaBnaTb/yaansatb NpocTble, GrokupylowmMe U mMacTep-Kiouu,
3agaBaTb BpeMs MOAAYM OTKPbIBAIOWEro CurHana Ha 3amnopHoe YCTPOMCTBO
(paspeLueHus gocTyna), BKo4aTb/OTKIIoYaTh pexum npoxoaa «Accept».

B pexume «Accept» noGon Koy BOCMPUHUMAETCS Kak pa3peLUéHHbIA 1 3aHOCUTCA B
namsiTb KOHTpOINepa kak MpOCTOW KMoy Ans npoxoda. Pexum ucnonb3yetcs Ans
dopmumpoBaHus 6a3bl kntouew npu yctaHoBke CKY[] Ha o6bekTe B criydae, Korga Kroum
[ANs NPOXOAaA YXKe BblAaHbl.

3ameuanue 3. Ecnn npu pabote B ceTeBoM pexume unu pexmme WEB koHTponnepy
npeabSBUTL MacTep-KIoY, TO, CKopee BCero, HUYero He MPou3onaET, Tak Kak ceTeBble
nporpamMMbl yaansitoT BCe MacTep-Koym 1 He NMo3BOMSOT UX 3anuckiBaTb. BBoa HOBOrO
KMova B CETEeBOM CUCTeMe [OSKEH OCYLIEeCTBMATLCS C MOMOLLbIO yrpaBnsioLen
nporpaMmbl.

3ameuaHue 4. Ecrniv nocne HacTpoikv B aBTOHOMHOM pexume npegnonaraeTca AocTyn
K KOHTponnepy w3 nporpamm (Hanpumep, GuardCommander), TO Mogynb CBSi3u
KoHTpornnepa ¢ nomoulsio WEB-uHTepdenica Hy>xHO HacTpouTb Ha paboTy B CETEBOM
pexumve.

9. OBHOBNEHUE UNW BOCCTAHOBNEHUE NPOLLUBKUYEPE3 USB

Mpn HeBO3MOXHOCTU 06HOBNEHWs npowmeku Yepe3 WEB-uHTepdelic y koHTponnepa
npeaycMoTpeHa BO3MOXHOCTb MOAKIIYEHNS K KOMMbloTepy Yepe3 uHTepderic USB.
[na aToro HeobxoAMMO MOAKMIYUTE YCTPOMCTBO K NEPCOHarNbHOMY KOMMbIOTEPY C
nomowbto kabenss USB. B 3TOM pexume yCTpoWCTBO nuTaetcs oT wuHbl USB u
[OMOMHUTENbHOE BHELLHEE NUTaHWe NOAKMIYaTh Heobs3aTenbHO.




3. Oencteua CKY[ onpenenstoTcst HanMunMeM Wnu oTCyTCTBMEM HOMEpPa CHUTAHHOM
KapTbl B NaMSTU KOHTPOMMEepa, a Takke NPUCBOEHHBLIM MpU 3anncy B NamsiTe CTaTyCcoM
3TON KapTbl. BMecTo TepMyHa «HOMeEp KapTbl» 4acTO yNoTpebnsoT TEPMUH «KITHOY».
MoaTomy B fanbHenweM UCNONb3yeMble B PYKOBOACTBE TEPMMHbI «KapTa» U «KIoY»
(HanpyMep, NOOHECTU «KapTy» UMW MOAHECTU «KIOY») CYATAOTCH PaBHO3HAYHBLIMU.
Cnncok kapT (Krntoueit) ¢ ykasaHuem ux ctaryca coctaBnsieT 6asy AaHHbix CKY[.

4. BcTpeyvaowmincsa ganee B ONMCaHUM TEPMUH «MPOrpamMMUpOBaHnNe» CYUTbIBaTENS
Matrix-Il Wi-Fi onpenensiet Habop [eiCcTBUIA TONbKO B OTHOLLEHMW KOHTPOSJiepa: 3an1cb
HOMepa BrepBble CYNTAHHOW KapTbl B NaMsTb KOHTPOIIepa C NPUCBOEHMEM cTaTyca,
yaaneHvue HoMepa CYUTaHHoOM KapTbl U T.4. COBCTBEHHO e CYUTBIBATENb, BCTPOEHHbIN
WUNN BHELUHWA, Bcerga OCYLUEeCTBMSIeT OJHM M Te >Xe onepauuu: YTeHue Homepa
NOAHOCKUMOM KapTbl M Nepeaayvy HoMepa KOHTPOIepy.

5. Ans pabotbl co cumTbiBaTenem Matrix-11 (mog. E K Wi-Fi) kaxgow HoBow proximity-
KapTe cnegyeT 3aAaTb e€ cTaTyc (onpegenuTb Npasa BnagensLa kapTbl). CTaTyc kapThbl
3a4aéTcs B pexuMe NporpaMMUMpPOBaHUS MpW MEpBOM MOOHECEHWM KapTbl K
cuuTbiBaTento. [ina nameHeHus ctatyca kapTbl HEOOXOQUMO CHavarna yoanuTtb KapTy 13
namsTU KOHTpornepa, a NoTOM 3anucaTb €€ BHOBb C MPUCBOEHNEM TpebyeMoro cTaTyca.

12. NPABUJIA TPAHCNOPTUPOBAHUA U XPAHEHUA

W3nenvne B ynakoBaHHOM BUAE MOXET TPaHCMOPTMPOBATLCA B KPbIThbIX TPAHCMOPTHBIX
cpeacTtBax nwoboro Buaa npu temnepatype ot -50°C go +50°C, c sawwmToi ero ot
HernocpeAcTBEHHOTO BO3AENCTBUS aTMOCHEpPHbIX OCafKOB, CONTHEYHOMO U3NyYeHUs U
MexaHW4eCKUX MOBPEXAEHWN, MO MpaBuraM MepeBO3KW rPy30B, AEWCTBYHOLUMX Ha
COOTBETCTBYHLLEeM Buae TpaHcnopta no MFOCT 23088-80.

M3nenve fomkHo xpaHntbes B yenosusx rpynibl J1no FOCT 15150-69 (tTemnepatypa ot
+5°C po +40°C, oTHocuTenbHas BnaxHocTb A0 80%). Cpok xpaHeHus 5 net.




1. OBLLME CBEOEHUA

CuutbiBatens MATRIX-II (moa. E K Wi-Fi) saensetca odyepedHbIM npeactaButenemM B
NVHeNKe YCTPOWCTB nopa HasBaHueM Matrix-Il. CHavana nosiBAncsa cuuTbiBaTENb
proximity-kapT ctaHgapta EM-Marine nop HassaHmem Matrix-1l (mog. E). 3atem
nocrefoBana ero MoauuKkaums - cYMTbiBaTeNlb, COBMELLEHHbI C aBTOHOMHbIM
KOHTponnepoM, nog HassaHuem Matrix-1l (moa. E K), n ganee - ero ceteBas Bepcus,
paboTatowaa no npotokony RS-485, nog HasBanvem Matrix-1l (mog. E K Net).
[anbHenwmnm passuTrem ceTeBoro yctponcTaa sensietcs nagenvne MATRIX-II (mog. EK
Wi-Fi), npeacrtaBnsiouwee cobolii cyuTbiBaTENb, COBMELLEHHBIAN C CETEBbIM
KOHTpOMnnepoMm, peanusytowmMm 6ecnpoBogHor npotokon obmeHa AaHHbiMu Wi-Fi, n
npeaHasHaYeHHbIV AN NCNONb30BaHWA B CUCTEMAaX KOHTPOSS U yNpaBneHus 40CTyNoM
(CKY[l) pna ynpaBneHus OAHOM TOYKOW npoxopa. BcCTpoeHHbI cuuTbiBaTEND
ycTpoicTBa obecneyrBaeT BO3MOXHOCTb paboThl ¢ proximity-kaptamu ctaHgapta EM-
Marine, a npy NoaKNOYEHNN BHELLHMX CYMTLIBaTENen u paboTy ¢ kapTamu ctaHaapTa
Mifare.

['oBopsi o cuuTbiBaTene Matrix-11 (moa. E KWi-Fi), cnenyet numeTs B BUAy crneaytoLlee.

14. FAPAHTUMHBIE OBA3ATENLCTBA

[apaHTWIAHbIN CPOK 3KCNyaTaumm 12 mecsiLeB Co AHSA NPOAAXM.

QOcHoBaHWs Ansi NpeKpaLLeHns rapaHTUIMHbIX 0653aTeNbCTB:

- HapyLLeHue HacTosiwero PykoBoacTsa;

- HanM4me MexaHU4eCKUX NOBPEXAEHWIA;

- Hanu4yue cnegoB BO3OEVCTBUS Briari M arpeCCUBHbIX BELLECTB;

- HanMyMe crnegoB HeKBanNMMULIMPOBAHHOMO BMELLATENbCTBA B NEKTPUYECKYHD CXEMY
ycTpoicTea. B TeyeHue rapaHTuiiHOro cpoka WM3rotoButenb GecnnatHo ycTpaHseT
HEMCrnpaBHOCTW YCTPOMCTBA, BO3HMKLUME MO E€r0 BUMHE, UMU 3aMEHSIET HEUCTpaBHOE
nsgenve.

Cpok cnyx6bl n3genus 6 ner.
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