no aKcnayatTaumm
M HACTpOMUKeE

Cuctema IT-MOHUTOPUHTA
PaAaboTOCNOCOHBHOCTU CrCTEeM He30MacHOCTH
n ceteBoro obopygosaHus Camkeeper
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camkeeper

CnoBapb
TepMUNHOB

Y3en cetn
ceTeBOe YCTPOMCTBO, MOHUTOPWHI KOTOPOrO Bbl XOTUTE
NPOV3BOANTbL

pynna y3nos cetu
rpynna B KOTOPOW pacrnonaratoTcs ceTeBble YCTPOICTBA

S1eMeHT AaHHbIX
KOHKPEeTHbIN dparMeHT AaHHbIX, KOTOPbIA Bbl Noy4vaeTe
OT y3/1a ceTu

MNpepo6paboTKka 3HaUYEeHU
TpaHchoOpMaLMA YMCIOBOrO 3HAYEH S, MONYYEHHOr0 MeTPUKOW,
B UMTaeMbli BUJ

Tpwurrep
Nnornyeckoe BblpaxeHwe, ornpegenstoLlee nopor npobaemsl

Co6biTHE
BO3HWNKHOBEHWE CUTyaLmn, TpebyroLen BHUMaHNA (40NyCTUM
CpaboTKa Tpurrepa)

Mpo6bnema
TpUrrep ¢ NpeBblLLEeHHbIM N0rMYeckM 3Ha4YeHreM nopora npobsemMsl

AenctBune
npeanosaraemMble CPeACTBa pearmpoBaHns Ha Npobaembl

OnoBeLljeHune
CoObLLeHMe 0 HEKOTOPOM COBbITUW, OTMPaBAEHHOE MOb30BaTeNto

LLa6noH
Habop NpaBwa ONpPoca, TPUITEPOB 1 OTOBPAXEHNSA AAHHbIX

MNaHenb
pa3sgen Beb-nHTepdeinca, oTobpaxarowmin MHGOPMaLMIo
0 npobaemax

KapTa cetn
paszen, oTobpaxarLmi nornyeckme KapThbl



camkeeper

NMepBoOe BKJ/IIOUEeHMUe
YCTPOMCTBA

Ha3sHauyeHune pasbemoB

1. CeTeBoW pa3béwm, ethernet / RJ-45
USB (ansa cnyxebHbIx Lenein)
SIM-kapTa

AHTEHHbI BbIX0A (NpY HAaNU4YnKn)
Pa3zbEéM NoAK/IFOYEHNS NNTAHUA

iAW

AnAa noaknoYeHUs N NOCTaHOBKU
YCTPOMNCTB HAa MOHUTOPUHI BaM
noHapob6saTca:

* Bbnok nuTaHusa (B komnnekrte)

« CeteBoli kabenb ethernet (RJ-45)

+ JlokanbHas ceTb C pa3gayent IP
agpecos no npotokony DHCP.

MoaxnounTe 610K NUTAHWS YCTPOINCTBA
N CeTeBOW NaTUKOPA.

YcTporncTBo aBToMatmyeckn nonyynt IP agpec no DHCP npoTokony

n 6yZeT roToBO K MOCTaHOBKe BaLUVIX YCTPOMCTB HAa MOHUTOPUHT. MMpw
HeobXxoAMMOCTN 3ape3epBupyinTe IP agpec Ha MapLLpyT3aTope Nu
DHCP cepBepe.

MonyyeHwve v onpeaeneHve

F ke (1723031 27 ! IP agpeca

ML A SRR T M || Mpy NepBOM BX0OZe B CETb,
e Lo o | Fensue | YCTPOWMCTBO 6yAeT NbiTaTbCs
 Fudksed [ Wgin St | nony4nts IP agpec no DHCP
r— npoTokosy. Bolias Ha
| mewa | MapLUpyTM3aTOp Y MOCMOTPEB
g | ARP Tabnuuy, MoxHo byaet
e | onpeAennTL IP agpec
o] ycTpoiicTea. Bua sanucn 6yaet
_ NPVIMEPHO CNeayOLLNIA.
dnamic © =nshed comp abe



NepBoe BKAOYEHUE cqml{eeper

YyCTPOMCTBA

Be6-nHTepdeic

Aoctyn k Beb-nHTepdeicy Camkeeper nmeet cnegyroLwmin BUA:
«IP agpec»/camkeeper

Ansa nprmepa Ha pucyHke - s [

HY>XHO BBECTN B & B AR | AT ST S L ek
aZlPeCHYI0 CTPOKY:

172.30.31.27/camkeeper

camkeapar
AocTyn K y4eTHbIM
3aI1I/ICﬂM Igarsanm
JloruH Maponb
AZMUHUCTPATOP AZAMUHUCTPATOP e
Onepatopl Onepatopl
OnepaTop2 OnepaTop2 i
Onepatop3 Onepartop3
Onepatop4 Onepatop4
Onepatop5 Onepatop5

Maponb y4éTHOM 3anncK
AAMUHUCTPATOpPA

MOXHO V3MEHWNTb, HaXaB Ha NKOHKY
MepPCOHbI B MPaBOM BEPXHEM YTIy.

Janee HaxmuTe «/13MeHUTb Naposb».

— W

MNpodune nonsaoearens: AQMUHWCTpaTOP
MonkINaEsTens  CINDSAE-EE  CO0NUAHAR

Capnne  FasauuTh nspans, @
Fae  Pycoad (ra B W Bl HE MIOHETE BLEEaTh HeRoTopLE AluEd, T.E NOGNHE ana Hi
lewa  CHCTEMARN N0 PAOTMAHID W
AETO-EG

ST



camkeeper

HacTtpouka
MOHMTOPMHIa KamMep

YT0o6bl NOCTaBUTb HA MOHUTOPUNHI BNAEOKaMeEpPY, H€O6XO,£I,I/IMO I'I€p€|7|TI/I
NMNo MEeHHO.

«HacTpovika» - «Y3nbl ceTn» - «Co3aaTtb y3en cetun»

+ O b Hewmomaes | DEEDE1 A rian one e el s cimasl = 1 i @ W B

Eﬂf‘l’llEE‘PEF M=aorpeer  dmpemapsoni St Hormmpelon THRETTTE RS 0E Lo [P

o prminne ILamn Nomam e uer Jmmae bnpe s aiaas Chiomtaas g

s oaTH LA

YKaxuTe cnegyroLie gaHHble T o s

B MONsAX: ’:;_.:' —

« Wwms y3na cetn RS o

+ Yaansem nHtepoetic areHta s ——

+ Jobasnsgem nHrepoeric SNMP i

* OnucaHwe P IR
(Npy Heo6XOAMMOCTI) —

Janee nepengunte BO e,

BKagky «LLIabnoHbI». e [T

BBeanTe nmsa wabnoHa:

_camKpr_webcam_sh_v4.2 —
N HaXXMuTe «O6HOBUTbY. e s 2

R LS -

M mar A+l LFTF P Wrnm

B R R IR T

m '.'.l.'\-\.i.lnl T e R T LAE s II‘:I-H

AaHHbIMW 4eliCTBUSIMY BblNO/IHEHA MOCTAHOBKAa Ha MOHUTOPUHI KamMmepbl
c IP-agpecom «172.30.37.9».

C nomoLbto WabnoHa byAeT onpalumBaTbCa AOCTYNMHOCTb KaMep, a Tak xe
JaHHble no RTSP npoTtokosny.



HacTpoiika camkeeper

MOHMUTOPMUHIra KamMep

Onpoc kamep no npotokosy SNMP

[aHHaa PyHKLUMA HY>XXHA ANS AONONHUTENIbHOro onpoca napameTpos,
04HaKO B 60/bLUNHCTBE CyYaeB BCe HeObXoAMMble AaHHble COBMPAtOTCH
no npotokosny RTSP.

MNepenante No MeHHo:
«HacTpoika» - «Y3nbl ceTun»

flanee BbibepuTe HeObXoANMBIV y3en ceTu. Ha npumepe 370 byaeT
«camera_1_hiwatch» c IP agpecom «172.30.37.9».

3anaunTe B y3en ceTn, nepenante Bo BKNaaky «LLlabnoHbl». BBegnTe nms
LWaba0Ha, C MOMOLLIO KOTOPOro HeEOBXOAMMO OnpaLLMBaTh JaHHbIE.

[T Ftil CETH Lkl i ¥l COTH LA B HeaHHE iERLTaeA KOs ol A Loy FLIHTe

5 7
Fane CETK
Siod s CETH decariers 1 eaafon P TEIrE] WISUEHTIE IRH =R PR TR [ Toam
G JITHL G T ! Ty
T [HCF R LS | LIPS FE
BT =
T COBIAHE S HIERIX WBSN0HDS | _—
a il i Tl
_Earmkpr_hikviion_ipcam

MNpuBAXNTE HEOBXOANMBIN LWABIOH N OBHOBKTE HAaCTPONKM Ha y31e ceTu.
O6HoBNeHMe 1 noslydeHne AaHHbIX N0 SNMP npon3onaET B TeUeHun
1 vaca (B 3aBUCMMOCTU OT YaCTOThbl NapaMeTpoB OMnpoca).

Ybeautechb YTO Ha KaMepe BUAEOHabNoAeHNsA eCTb NoAAepPKKa
npoTtokosa SNMP v NpOTOKO/ BKAKOYEH.



camkeeper

HacTpoka MOHUTOPMHIra
NMPOYUX YCTPOMUCTB

YT06bI NOCTaBUTb Ha MOHUTOPUHI Apyroe ceTeBoe YyCTPOMCTBO,
nepenaute No MeHo:

«HacTpouka» - «Y3nbl ceTn» - «Co3aaTtb y3en cetun»

Hactpolite napameTpoB HOBOrO y3na ceTu. 115 3Toro BBeAMTE MMS y3na
cetn. [lanee, yaanute nHtepdenic areHTa. Beogute agpec SNMP
nHTepderca. Npu HeobxoAMMOCTM A0baBbTe OMNMCaHKe.

.

¥ came UE0nGHR Tl Tesw Marpicad Megedrapesged Weidipossdde

VIR vl (el e
AHNHADE BRE

B0 Tl R yeTpnicTRa: o

LLoime e CyouE T B b D KR HHER e s Perep e

FHTRaAC e HIEHTE P argne: NNE v Mngrmesiarses eapaz Mnpm TnydnmsEmig

& Jofpsar:
HHTApEcs SARF
= FI."..-: .34 n
W M S0EET S MECTHHEE TR

Anlagr:
VHETAphARC N e i
HHTrpal - 1FMI Az

CaNCaHER | g

HalnaeHe sepes oo | (D3 nposca) o

BEICERPOSERG | W

THif3aHTh JITRIANHE |



HacTpoka MOHUTOPUHra CﬂmkEEPEI'

NPoOYMUX YCTPOMUCTB

,ﬂ,anee rlepe|7|p,|/|Te BO BKNnaaky «WlabnoHbI».
¥aen cetd  elladnoHw IPMI Tern Makpockl MHEEHTADKWIALUMA WnpoeaHwe

MpucoenuHedHsie WatNoHLl e NeficTEne

MNpUcoeOMHEHWE HOBLD WAGNOHOE

Ll _camKpr_FPing_host x
haunuTe neyatarte AnA nowcka

Ha nprmepe HacTpavBaeTca MOHUTOPWHT 3a y3/10M ceTu ¢ IP-agpecom
«172.30.30.2» no napameTpy icmp (ping).

Mpu HeOBXOANMOCTN MOXHO J06aBUTb WabnoH ans SNMP onpoca.

CTaHAapTHbIA PYHKLMOHAN MMeeT NnapamMeTpbl ANs YCTPOMCTB:

* VMBI APC SmartUPS

* VBl APC Symmetra

+ |IP Buaeo kamepsbl Beward
 |IP Buaeo kamepsbl Hikvision
* |IP Bugeo kamepsbl Dahua

* MapuwpyTnsatopbl MikroTik
+ KommyTtaTopsl Cisco

+ KommytaTopsbl D-link



camkeeper

[o6aBneHue
NOANIOXXKMU HA KapTbl CeTH
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CocTaBneHune GU3NYeCcKon KapTbl
pa3mMelleHne 06 bekTOB MOHUTOPVIHTA,
yrnpoLLaeT NOHNMaHVe pasMeLLeHns
06BEKTOB 1 BpeMs pearnpoBaHus Ha
NcrpaBneHve aBapumnHbIX CUTyaLumnia.

B cuctemy «Camkeeper» MOXHO f06aBUTb
MNOANOXKW C MAAHOM MOMELLEeHUA UK
TepPPUTOPUM N PACCTaBUTb 06BEKTI Fassw
MOHUTOPUHTa. essmsany

w1 Ramamber me far 30 days

camhkeeper

LIsEmame

Ldmini

Ana pobaBneHns NoANoOXeK, NoTpebyeTcs
noBblLLeHMe npas gocTyna Ao «Cynep “
AAMUHUCTPATOP».

NornH: Admin

MNaposb: moscow!2020

He pekomeHayem paboTaTb B CUCTEME MOA NpaBamMum
«Cynep AGMUHUCTpaTOp». MI3ameHeHMe npaBuA rpynn/wabaoHoB/HacTpoek
MOXeT HeraTVBHO CKa3aTbCs Ha paboTe cnctembl «Camkeeper».



No6aBneHue cqml{eeper

MOANMOXKM Ha KapTbl CeTU

NSt yCTaHOBKM N306paxeHnin nepeiamnte BO BKAAAKM:
AaMUHUCTPUpPOBaHMe - Obume - 306paxeHne

- 0 esm o ] o e by SRR ]

COMBESPET Ve Mmooy oes Des Heges 5 ey g W Wi 208

Euc-H-

Janee BbibepuTe:
N306paxeHns - PoH

m'rl:,n:-eﬁ-él AN HFIHOSDLD LFe ORI A EdTapan s oo - 2 oo

B $OH MOXHO 3arpy3nTb n3obpaxeHune B popmarte jpg, png, tif. Pazmep
KapTUHKW B MUKCENSX AO/KEH COBMaAaTh C pa3MepoM MaaHnpyemorni
KapTbl CETW.

Ecnn 3arpysuTb n306paxeHrie HeCOOTBETCTBYOLLErO popmMaTa, ero
HEBO3MOXHO 6yAeT pacTAHYTb UM YMEHbLUNTb.



camkeeper

Co3paHume
KapThbl CeTmn

MNepenanTe No NyHKTaM MeHHO:
MoHUTOpUHI - KapTbl ceTen - Co34aTb KapTy CeTu

|_|pl/l CO3JaHnKn KapTbl CETU YKa3blBaeM ciegyrouine H8CTpOI7IKVIZ

KapTd ceTad

arwore CRuE oo
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Nmsa Bnagenbua KapTbl: <KAAMUHUCTPATOP» (AgMUHUCTPaTOp byaeT
B/IaZleTb NO/HbIM AOCTYNOM K KapTe C BO3MOXHOCTbIO NU3MEHeHNS)

Nms kapTel: Ha Npumepe 370 «Odurc»

LWrpwHa v BbicoTa KapTbl B nukcensax: 1600 x 1200 (BbibepurTe Mo CBOUM
NOTPEe6HOCTSAM)

®oHOBOe 1306paxeHue: TO KOTOPOe 3arpy>KeHOo Mo MHCTPYKLN
AobaneHns Noanoxku. MHave GoHoBast KapTUHKa byaeT 6eNbIM NNCTOM.

OcTanbHble H&CTpOI7IKI/I KaK Ha NMpuaoXXeHHOM I/I306pa)KEHI/II/I.



Co3paHue cuml{eeper

KapTbl CeTH

[fanee nepenanTe Bo BKNaAKY «O6LLMIA JOCTYM».

KapTe caTed
Fapra card Ol ADCTET

Eracerey. [T i

Waar | Cifmec

BbibepuTe rpynny nonb3oBaTenein Uam nonb3oBaTesell, KoTopble byayT
MMeTb A0CTYN K AAaHHO KapTe.

e T

R e ]

THn MpUEATHEIA MySnAYHLIA
Fpyffini fifaicRET R
o JOoCTYNa  [pynnkl NoONk30BaTENEH

L)

No0aenTe @

—— e ]
il il Bis] iTes i

o A0CTYMA  [onk3csaTent Mpaea g Lt

OodaenTe

........................... 6w b e bl
B A T T

OOHOBUTL ‘ KNOHWDOEATE | | MonHoe K

) O

PesakTpoBaHue KapTbl ceTu fenaeTcst Yepes «KOHCTPYKTOp».

Boinas B pexunM pefakTnpoBaHus, obaBbTe 06beKThI.

KapTbl ceTen



Co3paHue cqml{eeper

KapTbl CeTH

Mocne co3gaHnsa «<HOBOro anemeHTa», Bbl MOXeTe PacrnonoXnTb ero Ha
Nto60oN TouKe KapTbl, MOTAHYB MbILLUKOM.

KNMKHYB Ha 06eKT N1eBOI KHOMKOWM MbILLW, MOXeTe NnepenTn B HaCTPOMKM.

Tun - Vi3o06paxeHune
Moanuck - HOBbIN 31EMEHT
IkoHKa Mo ymonyaHuio «Server_96»

re v ET KBS TRI CETR

fi FadaeivHas -
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YT0bbI ,06aBUTL KaMepy Ha KapTy ceTu BblbepuTe
cnegyroLime HaCTPOKN:

AT 0 Lo (1523 mm AnsseHT EapThI GrTH

« | AR ROVES
J B2 :
ST A .I:h [[TRRRT P TR TN E PR REPR TR Y -
(CHIE [
e o | EETEEY Patari
b | oy T At m=a e R+t
“CTOM TTRL O 7 Dhdings St
s
e L poo i -
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Tvn - y3en ceTu.

MoAnuck - MOXHO 3a4aTb MakpocaMmn, MOXHO 3a4aTb BPYyYHyto. Ecnuv 3agaTh
Makpocbl {HOST.NAME} n {HOST.IP}, To aBTOMaTnyecku 6yayT yCTaHOBNEHbI
NMSA 1 annn aZpec Kamepbl, KOTOPbIe 3aBOAW/IN Y3/1e CETU.

Y3en ceTu - BbibUpaeM HenocpeacTBEHHO CaMo YCTPOIACTBO.

BbI6Op MKOHKM - BbIOMPaeM Kamepy C Hy>XXHbIM yr/1loM noBopoTa (ipcam_3 -
Harnpas/iieHne BNpaBo, ipcam_6 - HanpasaeHne BHK3, aHanorus ¢
undepbnaTom yacos).
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[o6aBneHue
SNMP-onpocoB

MNepenanTe No MeHIo «HacTponkay - «y3/bl ceTu» 1 Bolbepute
HeobxoauMblin y3en ceTn. Ha npumepe 310 «Mikrotik 217 office».

ﬂﬂml:EEpEf FASHETSHT  VIRBERTARMIEHAN  OTeTe aHITEOARE AORAHHCTDARCESHHE
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Boc Worucomh- mbidrotl 26T afice . AXTHOSpDOSEM LER AL SROMCHTON ML S SRR ETL ST 2y

Tenoea WaSnowd  1FME Tora Maroou Minemapemamen  Uedboacaiee

[anee nepengute B «DIeMeHTbI AaHHbIX»
1 «Co34aTb 3/IeMEeHT AAaHHbIX».
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No6aBneHue cqml{eeper

SNMP-onpocoB

[Jlanee 3anonHNTE JaHHbIE:

Nms - «Mima SNMP onpoca» - ntob6oe 3HaueHve. Ha nprmepe 3To
«CepuiiHbIA HOMep YyCTPOKCTBa».

Tun - SNMPv2 - BbibepuTe 13 cnmcka.

Kntou - «Jltoboe nms». Kntoum B npesenax obbekta yHUKabHbl N He
JAOIKHbBI MOBTOPATLCS.

SNMP OID - yHUKanbHbIN HOMep 06bekTa. B3aTb MOXHO 13
AOKYMeHTaLUMM K 060py0BaHNIO.

SNMP community - Bawa HacTporika SNMP Ha ycTpoiictse. Echv SNMP
OID 3asaH No yMO/IYaHWIO, TO B CTPOKE MOXHO MponuncaTb 3HaueHve
{$SNMP_COMMUNITY}

MopTt - 161.

NHTepBan obHoBNeHWA - Th. Th = 1 yac, To ecTb onNpoc JaHHbIX byaeT
nposoAnTca 1 pas B Yac. Ecnu TpebyroTca gpyrve nHTepsasbl, TO yKaxuTe
Tm =1 MUHYTa, 2m = 2 MUHYTbI... 1d =1 geHb...

Fpynnbl 31eMeHTOB AAHHbIX - MHBEHTapHbIE AaHHble. He 06a3aTenbHO K
3aMoJIHeHWO.
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[o6aBneHue

TpUrrepos

camkeeper

Tpurrepbl CTPOATCS OTHOCUTE/IBHO 31EMEHTOB AaHHbIX. MNonyyeHHoe
3HaYeHKe CpaBHMBAETCA UM 06pabaTbiBaeTCs C 3TaIOHHbLIMU,
BbICTpanBaeTcsi nopor npobnem. MNeperigmte No MeHK MO MEHH:

«HacTporika» - «Y3nbl ceTu» 1 BblbepuTe y3en cetn (Ha nprmMepe 3T0
Mikrotik 217 office) - «Tpurrepbi» - «Co3gaTb TpUrrep»
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NMs - nmsa Tpurrepa, kotopble byaeT oTobpaxaTbCs B CrMcke Npobaem.

BblpaxeHue - nornyeckoe BbipaxeHune, KOTopoe byaeT obpabaTbiBaThCS
NporpaMmMon 1 onpeaenaTb NOPOr Npobaem (MOXHO YNpPOCTUTL 3ajauy

yepes KHOMKYy A06aBUTb).

OnucaHwne - cBO6OAHOE OnuvcaHme Tpurrepa (MoXHO BbIBeCTU MHbOPMaLMIO
0 NMpUYKMHax cpabaTtbiBaHWUS AW LIArN AN peLleHnst Npobnembl).
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No6aBneHue Cﬂmkeep

TPUIrrepos

OnuncaHve KHoMKK A06aBUTb:
3zecb BbIbMpaeTCs 31eMeHT AaHHbIX U YCI0BUS.
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HaxxmuTe KHoMKy «BblibpaTb» 1 BbibepuTe 31eMeHT JaHHbIX. Ha nprMepe

3TO «3arpy3ka onepaTtMBHOM NaMATU B %».

Jlanee 3anonHUTE CABUI NO KOMNYECTBY OMPOCOB /N BpEMEHHOMY
NHTepBasy: Ha NpvMepe paBHbIA 5 MUHYT (5m).

YcnoBusa cpaBHeHUd (pe3ynbTaT) >80.
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B nTore nonyumTcs TpUrrep o CpeAHen BaXKHOCTbLHO.

YcnoBusi: ecnm 3arpyska onepatmBHoOM namsat 6onee 80%
B T@YeHUWN 5 MUHYT.



camkeeper

YcTaHOBKa
areHTa

3anyckaem MNO: camkeeper_agent.

Setup Wizard

The Setup Wizard allows you to change the way
Agent (64-bit) features are installed on your computer or to
remove it from your computer. Click Next to continue or
Cancel to exit the Setup Wizard.
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