PykoBoACTBO NO NOAKNIOYEHUIO

IP-kamep SV2017-R23



BC LUA.H D Oenasnenue

OrnaBneHue

FMABA 1. MEPbI MTPEQOCTOPOMXHOCTMU ........ o oeeeeieieeeciieeeeiessesssss s s ssmssssssssns s s sesnsssssesnssssseenns 2
FNABA 2. OBLUME CBELEHUS ... iieeecissresssssssmasassssnss s s aensssssssnnsssssesnssnssesnnsnnrsenns 4
2.1. OCOBEHHOCTU IP-BULEOKAMEPDL. .....ccuuiiiteieitt et ee et e e e et e e e e et eeeae e s aaeseaessanee st eesanneaes 5
2.2. OCHOBHDBIE XAPAKTEPUICTUIKY ....ieeniiet et e e et e et e et e e e e e e et essaa e s aaaessaeseannsssaneseanneaes 6
2.3, KOMIIIEKT TTOCTABKM . ..ottt et e e e e e e et e e e e e e e e e e e e e 7
TTNABA 3. BHELLUHUIP BU.........oieeeeeeeeeeeeeeeeeeeeeeeeeesessssessssssssssssssssssnssanssasssasesssssnssanssnsssasesssssnsens 8
PABMEPDI IP-KAMEPDI. ... ..ttt e e et e e e e e e e e e et e e e e e e e e e e e e eeeeaaeeeeeaaaaeaanes 8
MMABA 4. YCTAHOBKA U MOOKIMIOYEHMUE IP-KAMEPDI.........ccooieiieiieece e e nennas 9
4.1. OBLWME CBEAEHMA O NOAKMFOUEHUM IP-KAMEPBI K CETU .. .ceivvi et e e et e e 9
4.2. PEKOMEHOALIMM TIO YCTAHOBKE ....uuiietniiitieeeetee et e e e e e e e e eeee e s et s e et e s eaaes st easansesnneenannns 10
4.3 MOHTAXK TP KAMEPDL ...t e et e e e et e e e e e e e e e e e e e e e 12
4.5. NMPOBOAHOE MNOAKMHOUEHUE KAMEPDBI K CETU.....eieieee et e e e e e e e e e e e eaaas 13
MABA 5. HACTPOMKA NMPOBOOHOIO COEOUHEHMS ..ot eeeeee e e s 15
5.1. ONPEOENEHME MAPAMETPOB MPOBOOHOW NTOKATIBHOM CETU ...covvniieieeiee e 15
5.1.1. OnpedeneHue napamempos cemu rpu OUHaMu4eckom IP-adpece .............ccceeeeee.... 19

5.2. ISMEHEHWE MAPAMETPOB JIOKAIIbHOW CETU ANA NOAKNMIOYEHNA K IP-KAMEPE...................... 22
5.3. MONYYEHUE OOCTYMA K IP-KAMEPE C MOMOLLbIO BPAY3EPA INTERNET EXPLORER.................. 26
5.4. TNIONYYEHME OOCTYMA K BEB-MHTEP®ENCY IP-KAMEPDI.......ccciivuiieiiie e 27
5.5. IBMEHEHWE HACTPOEK MNOAOKMOYEHNSA IP-KAMEPbLI YEPES BEB-MHTEPOENC .......eeevvvven. 30
5.6. BO3BPAT HACTPOEK MOAKMOYEHUSA MK B MEPBOHAYAIBHBIE 3HAYEHUA ... 31
5.7. NPOBEPKA MPABUIIbHOCTW HACTPOEK MOAKIMOYEHNSA |P-KAMEPBI K NTOKANbHOM CETU .......... 35
MMABA 6. MOAKINKOYEHUE IP-KAMEPDI K CETU UHTEPHET .....ccueiieeeecee e eee s e e emn e eeens 38
6.1. OBLWE CBEAEHUA O MOAKMOYEHUN IP-KAMEPBI K CETU VIHTEPHET ... 38
6.2. MNMOOKMOYEHWE MPU CTATUYECKOM BHELWIHEM |P-AOPECE/PPPOE-COEOVNHEHUM................... 39
6.2.1. Ucrionib3ogaHue cmamu4eCKO20 IP-a0PECA ..............uuuueeeeeeeiiieiiiieee e, 39
6.2.2. Ncrionb308aHUE PPPOE-COCOUHEBHUS ..o e 40

6.3. MNOOKMOYEHVE YEPE3 CETb MHTEPHET K IP-KAMEPAM, HAXOOALWMMCS B NTIOKAINbHOW CETW...43
6.3.1. Hacmpolika py4HoU rnepeadpecayuu rnopmos Mapwipymu3amopa. .............uuuueeeeeeeen.. 44

Lo 70 (8 = 2 50
MPUNOXEHUE A. SABOLCKUE YCTAHOBKM . .....eeeee e e e e e e e e e e e e e e e 50
MPUNOXEHUE B. TAPAHTUMHDBIE OBABATEIIBCTBA «...cevt ettt e e e e e e e e e e e e e e e e e eea s 51
MPUNOXKEHUE C. TTPABA U TTOLIEPIKKA . ..« et e e e e e e e et e e e e et e e e e et e e e e e e e e e enaeees 54
TTPUNOMXKEHUE D. TTIOCCAPUIM . ...t e ettt et e et e e e e et e e et e e et s eaa s e st esannaes 56

PykoBoacTBO no nogkntoyeHuto IP-kamepbl SV2017-R23



BELUA-HD Inasa 1. Mepwvl npedocmoposxcnocmu

MnaBa 1. Mepbl NpegoCTOPOXHOCTU

MNepea ncnonb3oBaHMeM yCTPOMCTBA HEOGXOAMMO NMOMHUTL HUXecneayoLee.

[aHHbI NpoAyKT yaoBneTBopsieT BceM TpeboBaHmam 6esonacHoctn. OgHako, Kak 1 nobon
anekTponpubop, B criyyae HenpaBuITbHOrO MCMOMb30BaHMA MOXET BbI3BaTb MoXap, YTO, B CBOIO
oyepedb, MOXeT noBredb 3a cobon cepbesHble nocrefcTeus. Bo msbexaHne HecHaCTHbIX

cny4vaeB obs3aTenbHO N3yy4nTe MHCTPYKUUIO.

BHUMAHUE!
Wcnonb3ayiiTe npy aKcnslyatauum TONbKO COBMECTMMblE YCTpOWCTBa. Vcrnorb3oBaHWe YCTPOWCTB, He

O,El06peHHbIX npounssoauTenem, HegonycTtmmo.

Cob6nioganTe MHCTPYKUUIO NO 3KkcnnyaTaumu!
N3berante AnNUTENbHOrO MCMNOMbL30BAHMSA WM XpPaHEHMs Kamepbl B HebGnaronpusiTHbIX
YCIOBUSIX:
e [lpu CNNLWLKOM BbICOKMX UIK HU3KNX TeMMepaTypax (paboyvas TemnepaTypa YyCTPOWUCTB OT
-40 po +60 °C).
e U3Geraite nonagaHusa NpsiMbIX CONTHEYHbIX JIy4YeN B TEYEHME ANUTENBHOIO BPEMEHM, a
TaKke HaxoXaeHust NobrIM30CTN OTONUTENBHLIX 1 060rpeBaTenbHbIX NPUOOPOB.

o [3berante 6nu3octn ¢ ycrtponcTeamu, obnagarowmnmm 60nblUMM 3M1EKTPOMArHUTHbLIM

adhdeKToM.
e HeponyctMma ycTaHOBKa Kamepbl B MECTaX C CUIbHOW BUBpaumen.

e Heponyctm MOHTaX kamepbl Npu Temnepatype Huke -10 °C.

BHUMAHUE!

B cnyyae HencnpaBHOCTU Kamepbl CBSXKUTECH C cepBUCHBLIM LieHTpom OO0 «HIMIM «beapa».

B cnyyae HeKOppeKTHOM paboTbl KaMepbl:
e [lpn oBHapyxeHun gbiMa nnu Heobbl4HOro 3anaxa.
e [lpu nonagaHum Bogbl UK OPYrMX MHOPOAHbLIX OOBLEKTOB BHYTPb.

° I'Ipvl nageHnn KamMmepbl U1 noBpeXXaeHMn Kopnyca:

BbinonHuTe cneayrowme AoeNCTBUA:
e OTKIIOYMTE Kamepy OT UCTOYHUKA NUTAHUSA U OTCOEANHUTE BCe OcTalbHble NpoBoaa.
e Casxutecb ¢ cepBucHbIM UeHTpoM OOO «HIIM «beBapa». KoHTakTHble AaHHble Bbl

MoXeTe HauTu Ha canTe http://www.beward.ru/.
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BE'UUA-HD Inasa 1. Mepwvl npedocmoposxcnocmu

TpaHcnopTupoBKa

Mpy TpaHCNOPTUPOBKE MOSOXUTE KaMepy B YNaKoBKY MPOM3BOAUTENS MUK NoGon apyrou

MaTepunan cCooTBeTCTBYHOLEro Ka4ectsa 1 yoaponpo4HOCTW.

BeHTnauua
Bo n3bexaHune neperpeea, HM B KOEM Cllydae He BNOKNpYyNTE LIMPKYNSLUIO BO34yXa BOKPYr

Kamepbl.

YucTtka

Ncnonb3ynte MArKylo Cyxyr TKaHb [Ons NPOTMPaHUS BHELUHWX MoBepxHocTen. [lns
TPYAHOBLIBOAMMbIX NATEH UCNONb3YNTE HEGOMNbLUOE KONMMYECTBO YMCTALLErO CPEACTBa, NOCNe Yero
HaCyXxO BbITPUTE NOBEPXHOCTb.

He ncnonb3yinTe neTyyne pacTBOpuUTENM, Takme Kak cnvpTocodepalime cpencrsa unu

O€eH3MH, TaK Kak OHU MOTYyT nNoBpeanTb KOpnyc KaMepbl.
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BELUA-HD Thasa 2. Obwue ceedenus

NnaBa 2. O6wme cBeaeHud

CkopocTHas kynornbHas IP-kamepa ynuyHoro ncnonHeHus ¢ IK-nogceeTtkomn U Noaaep>KKOn nuTaHna
no High PoE 30 BT npegHasHaveHa gnsi opraHnsauumn npodeccmoHanbHoro BMaeoHabnogeHms B
CYpOBbIX KnMmaTudecknx ycnosumdax. MowHas onTtuka peanuadyeT 23-kpaTHOe OonTU4eckoe
yBENUYEHME, BLICOKAsi CKOPOCTb Nnpoueccopa obecneymBaeT ObICTPLIN NEPEXOS MEXAY CLEHaMM.

IP-kamepa nogaepxmBaeT achekTnBHbIN hopmaT 0b6paboTkn BuaeocurHana H.265.

R

Puc. 2.1

IP-kamepa no3BonsieT npocmatpmBaTbh BUAOEO B pearisHOM BPeEMEHU 4epes3 CTaHAapTHbIN
NHTepHeT-6pay3ep.

Kamepa cnocobHa nepegaBaTb BMOeOnoTok B doopmartax cxartusa H.264, H.265 n MJPEG.
dopmaTt H.265 ngeanbHO NOOXOAUT B YCHOBUSIX OrpaHMYEHHON Monockl nponyckaHus. MNpu ero
NCNONb30BaHUM AOCTUraeTCa HaUMEHbLUNA TpaduK 1 xopollee KayecTBO nsobpaxeHus. dopmat
MJPEG npegHasHa4yeH ans 3anucu n npocmoTpa BUOeon300paXeHnsa B HaUIy4eM KayecTBe, HO
TpebyeT GonbLUMX CETEBbLIX PECYPCOB M MECTA Ha XECTKOM Aucke (4ns 3anuch).

Kamepa nogkntoyaeTcs K ceTu npu nomoLum nposoaHoro nHtepdgenca 100Base-TX Ethernet

Mogoepxka kapT namatn tmna microSDXC (o 256 6), no3sondeTr caoenatb CUCTEMY
BMaeoHabnogeHnsa ewe 0Goree HagexHOW: BaXHas MHGopmauuss He nponageT npu notepe
COeNHeHUs, B NOSTHOM 06 beEME OHa MOXKET BbITb COXpaHeHa Ha kapTe namaTu. B ganbHenwem, ee
MOXHO OyaeT BOCNPOM3BECTU KaK HENOCPEACTBEHHO C KapTbl, Tak M yaaneHHO nocre ycTpaHeHns

TEXHUNYECKNX HenoJiagokK CeTw.
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BELUA-HD Thasa 2. Obwue ceedenus

2.1. OcobeHHocTH IP-BNgeokamepsbl

e BbicokokauecTBeHHbI KMOI-ceHcop ¢ nporpeccnBHbIM CKaHUPOBaHMEM
o UK-noaceseTka ¢ ganbHoOCTbO paboTbl o 200 meTpoB

o [lopoepxka kapT namaT Tmna microSD/SDXC

e [IpodeccuoHanbHoe NnporpammMHoe obecrnievyeHmne B KOMMNIeKTe

e (OpgHoBpeMeHHOE KoanpoBaHMe Tpex NOTokoB B hopmatax H.264, H.265 n MJPEG
o Pexum «deHb/Houb», anektpomexaHnyeckmi NK-punstp

e PacwupeHHbin aguHamundeckuin ananasoH (WDR)

o Llndposas cucrema wymonogaeneHus (3DNR)

o BcTpoeHHbin Be6-cepBep Ans HabnogeHns n HaCTPONKN

o [loppepxka npotokona HTTPS

o BcCTpoeHHbIN oeTekTop ABUKEHUS

e 3awuTa OT BHELLHEro BO3OENCTBMA No ctTaHaapTty IP66

o [lopoepxka ONVIF Profile S/G/T/Q (V18.12)

e [leTekuus nuu
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Inasa 2. Obwue ceedenus

2.2. OCHOBHbIE XapaKTepUCTUKKN

CeHcop 2 Mn, KMOTI1 1/2.8" SONY Starvis
YyBCTBUTENBHOCTb 0.002 nk (geHb) / 0.001 nk (Houb)
O6bekTnB MoTopusoBaHHbIn ¢ AP[]
VBeNMIeHne OnTtunyeckoe: 23x, f=5-117 mm; undposoe:

yepes Beb-nHTepdelic

Yron o63opa

Ot 3 go 60° (no ropnsoHTaNN)

dopmart cxatus

H.265, H.264 HP/MP/BP, MJPEG

PaspelueHne

1920*1080, 1280*960, 1280*720, 704*576,
640*480, 640*360, 352*288, 320*240, 320*192

CkopocTb kagpoB

o 50 (60) K/c

CkopocTb nepegayu

o1 16 kbut/c go 16 Méut/c (VBR/CBR)

CkopocTb 3aTBopa

Ot 1 go 1/100000 cek. (aBTO, BPY4HYHO)

WDR

AnnapaTHbIv 2-X kKpaTHbIn 140 [16

LLlymonogaBneHne 2D/3DNR
lMaHopamupoBaHue 360° (HenpepbIBHO)
CropocTe no 240°/cek
naHopaMMpoBaHus

HaknoH Ot 0 oo 90° (aBTOMEPEBOPOT)
AyanoBxon/sbixoq 1 kaHan / 1 kanan
Komnpeccus G. 711, AAC, G.722, G.726

PexuMbl paboTbl ayamo

,El,ynneKc, CcMMnneKkc

MK-noaceBeTka

0o 200m

Cemb U UHmMepaelichbi:

CeTteBon untepdenc

10Base-T/100Base-TX Ethernet nopt

CeteBble NPOTOKOJbl

IPv4/v6, TCP, UDP, RTP, RTSP, RTCP,
HTTP, HTTPS, DNS, DDNS,

FTP, NTP, SMTP, UPnP, PPPoE, VLAN,
802.1x
ONVIF Profile S/G/T/Q (V18.12), RTMP

Mopaepxka microSDXC

Mopgpepxka kaptT microSDXC (go 256 I'b)

TpeBOXHbI BX/BbIX 2/2
OKcriiyamayus:
MuTaHve 24 B 3 A (AC), High PoE (802.3at) 30 BT

MoTpebnsemas MOLHOCTb

go 24 Bt

[unanasoH TemnepaTyp

Ot -40 go +60°C

Bec

4 xr (HeTTO)

Knacc 3aluthbl

P66
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BE\,UA.HD Tnasa 2. Obwue ceedenus

2.3. KomnneKkT nocTtaBku

o |P-Bngeokamepa

e YnakoBo4Hasi Tapa

e Habop aona moHTaxa
o KpoHwTenH

° BCTpOGHHaFI B/aoeoaHalriImTnka

BHUMAHUE!
BEWARD ocTtaBnsieT 3a cobon npaBo Ha U3MEHEHMEe KOMMEKTaL MM 000pyA0BaHUSA 1 ero nobbix

XapakTepucTuk 6e3 npeaBapuTenbHOro yBeaoMieHus.
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BEUJA.HD Thasa 3. Buewnuii 6uo

MnaBa 3. BHewHun BuAg

Pa3mepsbl IP-kamepbl

411

£l

Pa3amepbl ykaszaHbl B MUNnMMeTpax.
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MpumeyaHnue: ans goctyna k cnoty SD-kapThl 1 kHoMke c6poca HEOBXOAMMO OTKPYTUTL
YyeTblpe BUHTA U CHATb KPbILLKY:
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BEUJAHD Inasa 4. Yemanoska u nooxknouenue 1P-kamepol

naBa 4. YcTtaHoBKa n nogkntroyeHue IP-kamepbl

4.1. O6wme cBegeHus o noaknoyveHnu IP-kamepbl K ceTu
IP-kamepa MOXeT MOAKMYaTbCs K JIoKarnbHOM ceTu, NMbo cetn VIHTepHeT, npy NomMoLLm
npoBoAHoro coeauHeHus (Ethernet). MNMogknoyeHne MOXeT OCYLLEeCTBAATLCA Kak Hanpsmyto K MK,
Tak 1 NpY NOMOLLM BCNOMOraTenbHOro ceTeBoro o6opyaoBaHus (MapLupyTn3aTopbl, KOMMYTaTopbl).
B HacTosiee Bpems Haubonee nonynspHbIMU CMOCOOOM NOAKMIOYEHUA K ceTu WHTepHeT

ABNAETCH NOoAKNIoYeHne Yyepes BolaerneHHyo nuHnio Ethernet (Puc. 4.1).

: («
L= ':: intemat
; Mapaupy rnaarop

Puc. 4.1

OcHoBHbIe Warn n pekoMeHaaunn rno yCtaHoBKe U HaCTpOIZKe KamMepbl OnncaHbl aaree B

HacTodALem PyKOBO,EI,CTBe .
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BELUA-HD Inasa 4. Yemanoexa u nooknouenue IP-kamepul

4.2. PekomeHaauum no yctaHoBKe

B paHHOM pasgene npuBegeH KpaTKUMMA CNMCOK peKkoMeHOauun, KoTopble Heobxogumo

yuYnTbIBaTb NpY MOHTaxe obopyaoBaHus IP-BugeoHabnogeHus.

PekomMeHpauum no pasmeLLeHUI0 KaMmepbl:

o |P-kamepa BEWARD npegHasHadeHa AnNs OCYLECTBREHUS BuOeoHabnogeHnsa c
npegensHon TemnepaTtypon akcnnyatauum ot -40 go +60 °C.

e W3berante nonagaHusa Ha Kamepy NpPsiMbIX COMHEYHbIX fy4yen B TedeHue OfUTerNbHOro
BPEMEHM, a TaKKe HaxoXAeHUA nobnmM3ocTn OoTonUTENbHbIX U oborpeBaTenbHbIX
npubopoB.

e HenpaBunbHaa paccTaHOBKa Kamep BuaeoHabnwoaeHuss npuvBenéT K MNOSBMNEHMIO
HexxenaTtesnbHbIX «CnenbiX» 30H, KOoTopble OyayT ocTaBaTbCsl BHE MNONSA 3peHust
oneparopa.

e W3berante 6nM30CTU C yCTpPOMCTBaAMU-reHEpPATOpamMu MOLLHbBIX 3NEeKTPOMarHUTHbIX
BOJTH.

e Yb6eoutecb B BO3MOXHOCTW pasMeLleHUs yCTpoMcTBa C YyyeToM noAaBoda
coeavHUTENbHbIX Kabenewn.

o 3berante cnocoba KpenneHuss Kamepbl, OOMYCKalLWEero 3HauyuTernbHYyK BubOpauuto.
[aHHoe Bo3gencTBMe CHU3UT 3(PPEKTUBHOCTb AeTekTopa [ABWXKEHUS U YETKOCTb
n306paxkeHnsi B LIENOM.

e Kawmepbl BuaeoHabnoaeHns He06xoaMmMo pasmeLLaTb TaK, YUToObl UCKNIOYNTL CriyqanHoe
UnNun cneunanbHoe NnoBpexaeHne N n3MeHeHne HanpasneHs 063opa kamepbl.

e HanpaeneHne o63opa (30Ha BuaeoHabNOeHUs) Kamepbl AOSMKHO ObiTb TBEPAO

onpeaesrneHo Ha MOMEHT YCTaHOBKW.

BHUMAHUE!
MoHTax kamepbl Npu Temnepatype Huke -10°C — HegonycTum! B npoTMBHOM cnyyae, LLenoCTHOCTb

n3onaumm kabensa kamepbl MOXeT OblTb HapyLLeHa.
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BELUA-ED Inasa 4. Yemanoexa u nooknouenue IP-kamepul

PekomeHpaumu no npoknagke Kabensi Tuna «BUTasi napa:

e B «kopmgopax xenaTtenbHO MNpPOKMaAblBaTb MNyYKNU SMNEKTPUYECKUX M CnaboTOYHbIX
kabenen no pasHbIM Kabenb-kaHanam, NPOXoasALMM Mo pasHbIM CTEHAM.

e [lonyckaeTca B OAHOM kabernb-kaHane npoknagbiBaTb BUTOMAPHbIE U 3NEKTpUYECcKMe
kabenn B pasHbIX OTCEeKax WM CeKUuusx, MUMeLWmMX ChsoLwWwHble MpoaoSibHbIE
neperopoky ¢ npegenom orHecTonkocTn He meHee 0,25 4 n3 Hecropaemoro matepuana
TONbKO B paboumnx 30Hax Ha paccTosHUKM He Gonee 15-Tn MeTpoB, ecnn anekTpuyeckas
MoLLHOCTb BygeT He Gonee 5 kBA.

e Onektpudeckme n cnabotoyHble kKabenu gonyckaeTcsa NpoknaabiBaTe NapannenbHO Ha
paccTosiHuM He MeHee 50 MM Apyr OT gpyra B pasHblx kabenb-kaHanax unm cekumsax
kabenb-kaHanoB. Ecnu HanpskeHHOCTb 3MeKTpUYeckoro nonsi, obpasytolierocsi oT
anekTpudeckoro kabens, 6ynoet 6onee 3 B/M, TO HEOGXOANMO YBENUYUTL PACCTOSIHUE
MEeXOy OneKTPU4eCKUMM U craboTouHbIMM  Kabensamm unuM  CHU3UTb  YPOBEHb
3NEeKTPOMarHUTHbIX NOMEX.

e BuTonapHble M anekTpuyeckne kabenu OOMMKHbI NepecekaTbCA TONMbKO Mo4 MpPsiMbiM
yrnom.

e HeakpaHuMpoBaHHbIE BUTONAPHbIE Kabenu JOMKHbI NPOXOAUTb HA PAcCTOAHUM HE MEHee
125 MM OT rasopaspsgHbiX flamn QHEBHOrO cBeTa (MIOMWHECLIEHTHbIX flamn) u apyrux
BbICOKOBOSIbTHbIX YCTPONCTB, COAEpXaLnX pa3psaHuKu.

e HeakpaHMpoBaHHble BUTONApPHbIE kKabenu AomKHbI NPoKNaabiBaTbCs Ha pacCTOSHUM He
MeHee 1.5 MEeTpPOB OT MCTOYHWKOB CUSbHbIX 3NEKTPOMAarHUTHbIX NOMeX, obpasyroLmnx
HaNPsPKEHHOCTb 3N1EKTPUYECKOro Nonsi cebiwe 3 B/m.

e PacnpegenurenbHble YCTPOMCTBA C 3a4eNaHHbIMU HEAKPAHMPOBAHHBIMU BUTONAPHbBIMU
kabensiMn OMmKHbI pacnonaraTbCsa Ha PpacCToAHMM HEe MeHee 3-X METPOB OT UCTOYHMKOB
CUMbHbIX 3NIEKTPOMAarHUTHbIX MomMex, obpasylolmx HanpsXXeHHOCTb JNEeKTPUYECKOro
nons cebile 3 B/m.

e [lpoknagka BUTOW Napbl Mexay ToYKamMun NOAKNHYEHUS A0MMKHA NPOM3BOANTLCS LieNbIMy
Kyckamu, npu 9TOM HanpaslieHne Tpacchl crneayeT 3apaHee npoaymMatb Tak, YTobbl eé
NPOTSKEHHOCTb OblNa Kak MOXHO MEHbLLE.

e MuHumanbHbIn paguyc usrmba gna kabena — deTblpe AmameTtpa kabensa (mnm 1
anM=2,5 cM), HO CyLLeCTBYIOT pekoMeHaauun pasmellatb kabenb Takum obpasom,
4yTobbl 06ecneymBaTb U3rnb paguycom 2 aonma (5 caHTUMETPOB).

e MakcumanbHas gnvHa cermeHTa gomkHa 6biTe He 6onee 100 meTpos.

BHUMAHUE!
Mpoknagka kabens Tuna «BuTtasa napax» B NBX nsonauum npu temnepatype Hmke -10°C — HegonycTumal

B NPOTUBHOM Cliy4dae, LEeJTOCTHOCTb n3ondunm kabenst MoXeT ObITb HapyLleHa.
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Inasa 4. Yemanoexa u nooknouenue IP-kamepul
4.3. MoHTax IP kamepbl
Ona moHTaxa |P-kamepbl BbINOSTHATE cregyowmne 4eNcTBuS:
War 1: lNMpoBepbTe cCOCTOsSIHME CTEHbI/MOTOMKA, Kyaa OyaoeT npouM3BOAMTLCS YCTaHOBKA

kamepbl. Y6eautech, YTO MECTO KpenyeHnst CnocobHO BblaepkaTb BEC B BOCEMb pa3 GosbLUNA YeM
BEC Kamepbl

War 2: Vcnonb3ymte YCTPOWCTBO KPEMNEHUs Ha CTEHY WAW MOTOMOK AOMfsi pasMeTKu
otBepcTui. lNpoceepnute 4 oTBEPCTUS.

e ———

o

LWar 4: 3akpennTe KPOHLUTENH Ha CTEHE/NOTONKe
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Inasa 4. Yemanoexa u nooknouenue IP-kamepul

Bo wus3bexaHue

NOJIOMKM

obopynoBaHMs, UCMOMNb3yWTe TOMbKO  KOMMMEKTYyoLme,

pekoMmeHgoBaHHble BEWARD.

4.5. [lpoBOAHOE NOAKIMIOYEHMNE KaMepbl K ceTn
Mcnonb3ys coeanHuTenbHbid kabenb ¢ pasbeMom RJ-45, nogkntounte |IP-kamepy Kk

nokanbHon cetu (k LAN-uHTepdency mapLupytusatopa).

BHUMAHUE!
Mpoknagka kabens Tuna «BuTtasa napax» B NBX nsonauum npu temnepatype Hmke -10°C — HegonycTumal

B NPOTUBHOM Cliy4dae, LEeJTOCTHOCTb 1U30J1dLnn kabens moxeT ObITb HapyLleHa.

B cnyyae HeobxoanMMOCTW, COeaUHUTESNbHBIA Kaberb MOXHO NpMoBpecTn OTAENbHO Mnu,
npu HaNU4YMM HeOBXOANMbBIX MaTEPUANoB N MHCTPYMEHTOB U3rOTOBUTb CAMOCTOSTENBHO.

BapuaHTt «npsamoro» kabena (UTP kaTteropuu 5e) ¢ pastemom RJ-45

C ogHoro koHua C apyroro KoHua
1: beno-opaHxeBbii 1: beno-opaHxeBbii
1 8 2: OpaHxeBbli 1 8 2: OpaHxeBblii
3: beno-3enéHoin 3: beno-3eneHobin
UL, 4: CuHuin LY 4: CvHui
5: beno-cuHnin 5: beno-cuHuin
CMEPEAM: _',,ﬁ,' 6: 3enéHbin CMEPEAM: _',ﬁ,' 6: 3enéHbin
L 7: beno-kopn4yHeBbIN L 7: beno-kopn4yHeBbIN
8: KopnyHeBbii 8: KopnyHeBsbIii
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BE'UUA-HD Inasa 4. Yemanoexa u nooknouenue IP-kamepul

[lna n3rotoBneHus «npsiMoro» kabens Heobxoaumbl: kabenb UTP (BuTas napa kateropum

5e unu Bbiwe), aBa pasbema RJ-45 n yctponcteo anga obxmma pasbemoB (Kpumnep).

Mpn Takom nopsgke NOAKMYEHWss nap (ykasaHHom B Tabnuue) obecneuymBaroTcs
rapaHTUpoBaHHbIE NPOU3BOAUTENEM BENMYUHA W pacnpefeneHne 3agepXek pacnpocTpaHeHus
cuUrHana, a crnegoBaTenbHO, M 3asiBlIEHHAs CKOPOCTb nepegaydn gaHHbix 100 MouT/c.

B cnyyae ucnonb3oBaHua obopygoBaHusl C nogaepxkon TexHonorunm PoE goctaToudHo
NOAKMIYNTL KaMepy C MOMOLLbI kabens Tuna «Butas napa». [lpu 3TOM uMcnonb3oBaTb

OOMONHUTENBHbIA NCTOYHUK NMUTAHNA He HY>XHO.
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BEUJAHD Inasa 5. Hacmpotika nposooHo20 coeduneHnus

MnaBa 5. HacTponka npoBogHOro coegUHEeHUs

Ons Toro yto6bl IP-kamepa paGoTtana B Bawen nokanbHOW CETU COBMECTHO C APYrum
obopyaoBaHneM, HeobXxoaAMMO BbIMOMHUTE €€ MOAKMIYEHNE B COOTBETCTBMM C  TEKYLLUMMM

HaCTDOIZKaMVI OaHHOW CETWn, ANs Yero, B CBOK ovepenb, HeO6XO/J,I/IMO onpeaenntb 3TN HaCTpOIZKVI.

NMPUMEYAHUE!
OnucaHne yCcTaHOBKM U HACTPOWKU COeANHEHUsT BbINONIHEHO Ha npumepe Windows 7 MakcumanbHas.
HasBaHnsi HEKOTOPbIX NYHKTOB MEHI0 M (PYHKLMI MOryT oTnudatbeca oT Bawen sepcun Windows, ogHako

anropuTM NpuBeaeHHbIX OEWCTBUI SBNAETCS YHUBEpPCarbHbIM.

5.1. OnpepeneHue napameTpoB NPOBOAHOM FIOKaNIbHOW CeTU

B cnyyae nogkntodeHusa no kabento Ethernet Heobxoanmo onpegenuTb TeKyLMe HaCTPONKK
NPOBOAHON CeTH.

,D,J'IFI O0CTyna K TeKylnm HaCTp0I7IKaM ﬂpOBOD,HOVI JIoKanbHOW ceTu MCHOHb3yﬁTe KOMNbIOTED,

NOAKMIOYEHHBIN K 3Ton ceTu. Haxxmute Myck — lMaHnenb ynpaeneHus (Puc. 5.1).

Weim
= no
f otecprniel ATl
G FR BT R DR =

i L
Kz

ﬁ TR e

w I85eri=lia A

[ TER L T

m EEE .

[E = LR
m FowaRD Bl

VTR B

,_, e

b:_ fagala nmsiEraae

PoRirem warae

T o R

Puc. 5.1
B oTKkpbIBLIEMCA AManoOroBOM OkHe BblbepuTe NyHKT [[IpocMoTp cocToAHUA ceTu u 3aaay]

B pa3gene [CeTb u UHTepHeT] (Puc. 5.2).
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Puc. 5.2

B oTkpbiBLIEMCA AManoroBom okHe Haxmute [[MoakniovyeHne no nokanbHon cetu] (Puc.

5.3).
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Puc. 5.3

I'Ip|/| HaNM4YMM HECKOSbKUX NOAKMIOYEHUIA Bbl69pVITe TO, K KOTOPOMY niiaHMpyeTCA NOAKMHYNTb IP-Kamepy.
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B oTkpbiBLIEMCS OKHE HaxmMuTe kHonKy [CBoncTBa] (Puc. 5.4).
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Puc. 5.4

B OvanoroBoM OKHe CBOWCTB CETEBOrO MOAKIOYEHUST HeobXxoaMMo BblGpaTh MYyHKT

[MpoTokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHornky [CBoncTBa] (Puc. 5.5).
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Puc. 5.5
OTKpoeTcsi OKHO, B KOTOPOM oOToOpaxaeTca MHGOpMaumMss O HaCcTponkax CeTeBOro
noakntodeHnsi. BoamoxHbl ABa BapuaHTa HacTpouku IP-agpeca ceTeBoro nogknoveHus Bauwero
MK:
1. NMonyuutb IP-apgpec aBToMaTtnyecku: |IP-agpec HasHavaeTca aBTomaTndeckm DHCP-
cepBepom (Puc. 5.6). Ecnn IP-agpec Bawewmy [1K Bblgaetcs aBTomatuyecku, Toraa Aansd

onpefeneHns napameTpos JTIOKanbHoON ceTn nepenaute K nyHkTy 5.1.1 aaHHoro PykosoacTea.
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Puc. 5.6

2. Ucnonb3oBaTtb cneayowmn IP-agpec: IP-agpec 3agaetca nonb3oBaTtenem BpPy4YHYHO
(Puc. 5.7):
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Puc. 5.7

3anvwunTte, Nbo 3anomHMTE NapameTpbl ceTeBoro agantepa Bawero MK (IP-agpec, Macka
noacetn, OcHoBHoM W03, DNS-cepsep).

BHUMAHUE!

Ecnn Bbl He 3anucann ceTeBble napamMmeTpbl KOMMNbKOTEPA, TO nNocrne HaCTPOVIKM Kamepbl 6y,u,eT

HEBO3MOXXHO BEPHYTb UX B NepBOHAYarnibHOe COCTOSIHUE 41151 BOCCTAHOBIEHMS NOAKMOYEHUS K JTOKaNbHON
cetn n/wnu cetn IHTepHerT.
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5.1.1. OnpepeneHue napaMmeTpoB ceTu Npu AMHamu4yeckom IP-agpece

NMPUMEYAHUE!

[aHHbIN NYHKT PyKOBOLI,CTBa npegHasHa4vyeH AOnga onpeneneHuna napameTpoB nokanbHoOW ceTun npun

HasHauyeHun IP-agpeca Bawewmy MK aBTomatnuecku (DHCP-cepepom).

D,J'IFI onpeneneHna Tekywmnx Hactpoek KOMnbTepa B nokanbHom I'IpOBO,EI,HOIZ CETU HaXMuUTe

IMyck — MaHenb ynpaeneHusi (Puc. 5.8).
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Puc. 5.8

B oTkpbliBLLEMCS AMANOroBoM okHe Bblibepute NyHKT [[pocmoTp cocTosiHuA ceTu 1 3apav]

B pa3gerne [CeTb u UHTepHeT] (Puc. 5.9).
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B oTkpbiBLIEMCA AnanoroBom okHe Haxmute [[MoaknovyeHne no nokanbHon cetu] (Puc.

5.10).
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Puc. 5.10

Mpn HanNM4MM HECKONbKUX CETEBbLIX MOAKMYEHUN BbIOEPUTE TO, K KOTOPOMY MNaHMPYyeTCs NOAKMYNUTD

IP-kamepy.

B oTkpbiBLIEMCA OKHE HaxxmuTe kHONKy [CBeaeHus] (Puc. 5.11).

5o FropukhroEeny
MNezowreas

P43

ST

Puc. 5.11

PykoBoacTBO no nogkntoyeHuto IP-kamepbl SV2017-R23



BEtUAHD Inasa 5. Hacmpoiika npoeoono2o coeouHeHnus

B okHe «CBepneHUsi 0 ceTeBOM MOAKIOYEHUU» MpeAcTaBneHa crneaytllas uHgopmauums
(Puc. 5.12):
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Puc. 5.12

Ecnn B aTtoMm okHe Bbl yBugenu ctpokn — «DHCP Bknwo4eH - Oa», «Appec IPv4 -
XXX XXX XXX XXX (FOe «XXX.XXX.XXX.XXX» — 3Ha4eHune |P-agpeca),— 3HauuT |IP-agpec Bawemy MK
HasHa4yeH aBToMaTuyeckn. Macka noaceTtu ykasaHa B cTpoke [Macka nopacetu IPv4], agpec
ceTeBoro wnw3a — B cTpoke [LWnto3 no ymonyanuto IPv4], agpec DNS-cepsepa — B cTpoke [DNS-
cepsep IPv4]. 3anuwute, nubo 3anomMHUTE AaHHble napameTtpbl (IP-agpec, Macka noacetw,

CeteBon wnto3, DNS-cepsep).

BHUMAHMUE!
Ecnn Bbl He 3anucanu ceTeBble MapameTpbl KOMMblOTepa, TO MOCfe HacTpoWku Kamepbl Oyaet
HEBO3MOXXHO BEPHYTb UX B NMepBOHavarbHOe COCTOsSHUE ATt BOCCTaHOBMNEHUS MOAKMIOYEHNA K NTOKabHON

ceTu n/mnu cetn VIHTEpHeT.

BHUMAHUE!

Ecnn B okHe «CBegeHusi o ceTeBOM nogknoveHuu» Bol yBuaenu ctpokn — «kDHCP BkntoyeH - Oay;
«IPv4-agpec aBTOHACTPOMKM - XXX.XXX.XXX.XXX», (€ XXX.XXX.XXX.XXX — 3HadueHue |IP-agpeca),— 3Haunt
Bam He yganocb nogknounTtbed k nposogHon cetn (DHCP-cepsep He npuceoun IP-agpec Bawewmy [1K).
MpoBepbTe NPaBUIBHOCTbL MOAKMYEHUS K NPOBOAHOW ceTu. B cnyvyae HeobxogmMmocTu, obpatutech K

Bau.lemy CMCTeMHOMY aAMUHUCTPATOpPY.
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5.2. U3ameHeHue napameTpoOB NOKanbHOW ceTu Ans noakntoyeHus K IP-kamepe

Mo ymonuaHuio IP-kamepa IP-agpec 192.168.0.99. YTo0bl nogknmounMTbCa K Kamepe Onsi
nepBoOHaYanbHON HACTPONKM Heobxoanmo, 4Tobbl Ball KOMNbOTEP HAXOAMICS B TOW e NOACETH,
4yTO U Kamepa. Npun aTtom IP-agpeca kamep, KOMNbIOTEPOB U NOBLIX APYrNMX YCTPONCTB B CETU HE

[AOMKHbI COBMaaaTb Mexay cobo.

BHUMAHUE!
Ecnn Bbl yBepeHbl, yto Baw T[1K, nogknoyeHHbIn K npoBogHoW ceTtu, un IP-kamepa, duandecku
NoaKrtoYeHHas K TOM e ceTu, nnbo Hanpsamyto k Bawemy MK, Haxogatcsa B ogHom noaceTu, Bbl MoxeTe

cpasy nepenTtu K nyHkTy 5.3 naHHoro PykoBoacTtBa.

D,J'IFI M3MEeHEHNA TeKyl X HaCTpOeK KoMnbTepa B nokarnbHoMn I'IpOBO,ElHOIZ CeTn HaXmMute

Iyck — MaHenb ynpaeneHus (Puc. 5.13).

E Trieed Frpdaioe

= s
L3E Rl e el 2000 i

- hzEpazmsra
1 LTEEL B ' :

A
ﬁ RAR e
@ ey T E]

ARREN T e

s o TR AT
ASGED Elps

Forzoiemes 2 npHHTITTE

CIUREA W Ty AS T

e iar LT "

Puc. 5.13
B oTkpbiBLUEMCA AManNoroBoM OkHe BblbepuTe nyHKT [IpocMoTp cocTOAHMA ceTn u 3agav]

B pa3gerne [CeTb u UHTepHeT] (Puc. 5.14).
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Puc. 5.14

B oTkpbiBLIEMCA OKHE HaxxmuTe «lMoaknoveHue no nokanbHon cetn» (Puc. 5.15).
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Puc. 5.15

NMPUMEYAHMUE!
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I'Ip|/| HaNM4YMM HECKONMbKMUX CETEBbIX NOAKMHYEHNI Bbl66pMTe TO, K KOTOPOMY nnaHUpyeTcA NOAKIMHYUTb

IP-kamepy.
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B oTkpbiBLIEMCA OKHE HaxmuTe kHonKy [CBomncTBa] (Puc. 5.16).

Puc. 5.16

B OTKpbIBLWWEMCA OKHE CBOWCTB CETEBOro MOAKMNKYEHMUS H606XO,£|,I/IMO Bbl6paTb NYHKT

[MpoTtokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHonky [CBomncTBa] (Puc. 5.17).
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Puc. 5.17

B nosBuBLLEMCA OKHE HEOGXOAUMO YCTaHOBUTb 3Ha4YeHusa IP-a,u,peca M Mackm noaceTu.

Buibepute nyHkT [Mcnonb3oBaTtb cneayrowmin IP-agpec] v Beegute ceoboaHbin IP-appec 13

noacetn kamepbl, Hanpumep 192.168.0.20, n Macky noacetun — 255.255.255.0. OcrtanbHble

3HayeHns BBOAUTb HeT HeobxoaumocTu (Puc. 5.18).
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Puc. 5.18

[na npyMeHeHnsa n3ameHeHun HacTpoek Haxkmmute KHomnky [OK] Bo BCex OTKPbITbIX OKHaX.
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5.3. NMonyyeHue pgoctyna K IP-kamepe ¢ nomowbro 6pay3sepa Internet Explorer

[na goctyna Kk kamepe ¢ nomoLbio 6paysepa Internet Explorer 3anyctute ero n B agpecHom
cTpoke BBegute 3anpoc: http://[<IP>:<port>/,— rge <IP> — |IP-agpec kamepbl, a <port> — 3Ha4yeHune
HTTP-nopta. Nocne atoro HaxxmuTe [MepenTtn], nnbo [Beoa]. B nosBmBLLENCS CcTpaHuue BBOAA
YYETHbIX AaHHbIX B NMPaBOM BepXHEM yrny BblbepuTe A3blKk MHTepdenca, 3ateM BBeguTe FOruH,

naposnb (no ymonyanuto admin/admin) n Haxmute kHonky [Bxopa] (Puc. 5.19).

BHUMAHMUE!
IP-kamepa BEWARD no ymonyanuto umeet HTTP-nopT 80.

NMPUMEYAHUE!

Ecnn ans HTTP-nopta ucnonb3yeTcs 3Hadvenne 80, Torga Ans AOCTyna K kamepe depes3 Opaysep

OOCTaTO4YHO BBECTM B agpecHon ctpoke «http:/I<IP>/», roe <IP> — |IP-agpec kamepsbl.

Puc. 5.19
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5.4. NMonyyeHne goctyna Kk Be6-nHTepdency IP-kamepbl

War 1. [1na npocmoTpa n3obpaxeHus ¢ IP-kamepbl npy nomoLm 6paysepa Internet Explorer
Ncnonb3yTcs KOMMNoHeHTbl ActiveX. Internet Explorer He umeeT 3TUX KOMMOHEHTOB B CBOEM
coctaBe u 3arpyxaeTr ActiveX HenocpeacTtBeHHO C KaMepbl. Ecnn KOMMOHEHTHI elwe He
yCcTaHoBreHbl, Bbl yBuaute cnegytowee coobLieHune:

Berwrd Mabwor

A TE A SToh CEF-aTE 1 JETS Tk AMEEEHTL FITEANSHHA Bpfar. [a OHHOBIATE CTRRHARLY NOCHS YOTARDSNN

ECma md e OTCODANGETCR, T0 ROUaRETE K NPNEPEiEkIE CAPTAR

Puc. 5.20

Haxmute Ha Hagnucb, KoTopasi HaxoAMTCs NO cepeauHe akpaHa. B HMXHen 4acTu okHa

OGpaysepa NosaBUTCH BCMbiBatoLLee onoseLLeHne cuctemsl 6esonacHoctu (Puc. 5.21).
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Hawa Tk A0ECE STOlG] CIR4ETH B YETAH0BMTL ANEMEHTE YNPAENEHAA BRYHYED. MOanyRcTa O0HIBRTE CTRAHHLY NOLNE YETAHDBEA,

i1, To Bo0aBETE E OB P Ly CoR Tau.

_ o m— TR L MR LRI T e - all I
Puc. 5.21
Haxmunte Ha kHonky [BeInonHUTL].

War 2: nanee, B nosiBUBLUEMCS OKHE HaxxmuTe KHonky [Install] (Puc. 5.22).

‘._Ll,'-_}] MsActiveX Setup — >

Welcome to the MsActiveX Setup

> N Wizard
I 4 - This wizard will quide you through the installation of
i | MsActiveX,
gt i It is recommended that you dose all other applications
; i before starting Setup. This will make it possible to update
e relevant system files without having to reboot your
computer.,

Click Install to start the installation.

Install Cancel

Puc. 5.22
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LWar 3: 3atem, B NogBMBLUEMCS OKHe HaxXMuTe KHonKy [Finish]

i3 MsActiveX Setup —

Completing the MsActiveX Setup
Wizard

MsActiveX has been installed on your computer.

Click Finish to clase this wizard,

" <8adk [ Fnsh | | ancel

Puc. 5.23
LWar 4: o6HoBuTe cTpanuuy WEB-nHTepderica kamepsbil.
lMocne ycnewHon aBTopu3aunm n yctaHoBku KoMnoHeHToB ActiveX Bbl nony4uute goctyn K

BeG-nHTepdeincy IP-kamepsl (Puc. 5.24).
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Puc. 5.24

5.5. UameHeHMe HacTpoek noakntoveHus IP-kamepbl Yepe3 Be6-mHTEepcenc
Mocne noakntoyeHus k IP-kamepe HEOOXOAMMO U3MEHUTbL €€ HAaCTPOWKM Takum obpasom,

YTOObI OHA HaxoamMnach B OHOW MOACETU C OCTalbHbIM O60pyD,OBaHVIeM.

BHUMAHUE!

[ns coBMecTHOM paboTbl HECKOMNBKNX YCTPONCTB B O4HOW NOACETM HEOOXOAMMO, YTOObI Y HMUX coBMaganm
nepBble TP YacTu (okTeTa) IP-agpeca, n NONHOCTbIO coBnagana macka nogceTu.

Hanpwuwmep, IP-agpec Bawero MK: 192.168.1.100. |IP-agpec pasgeneH Todkamu Ha 4veTbipe okTeTa. B
naHHom npumepe: 1 okteT — 192, 2 okteT — 168, 3 okTeT — 1, 4 okteT — 100. Bam Heo6x04MMO N3MEHUTb
IP-agpec kamepbl Tak, YToObI UX MEPBbIE TPY OKTETA COBNaganu, To ectb IP-agpec kamepbl 4OMKEH UMETb
Bua: 192.168.1.xxx. YeTtBepTbin okTeT IP-agpeca kaxgoro ycTponcTBa 00s3aTenbHO AOMMKEH ObiTb

nHanBuayanbHbIM.

[ns nsmeHeHuns ceteBbIX HaCTpOeEK B Be6-VIHTepCbel7ICG Ha>XMuUTe B rMaBHOM MEHIO KaMepbl

kHonky [KoHdomrypauumsa], nepengnte B MeHio OcHOBHbIe Hacmpoliku, 3aTem Cemb (Puc. 5.25).
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Beraard MNabwoi Cameds

Puc. 5.25
B nonsix [IP-agpec], [Macka noacetu], [OcHoBHOM wnto3], [OcHoBHOW DNS], HyxHO

BBECTW TaKne 3Ha4YeHusl, YToObl Kamepa nonana B ogHy noaceTb C OCTalibHbIM o6opyuoaaHV|eM.

NMPUMEYAHUE!

B cnyyae HeobxoouMMoOCTW, AMs HACTPOWKM CETEBbIX MapamMeTpoB YCTPOMCTB obpaTutech Kk Bawewmy
ceTeBOMY agMUHUCTPaTOpPY.

,D,J'IFI NPUMEHEeHNnA N3MEHEHUI CEeTEBbIX HaCTpPOEK KaMmepbl HAXXMUTE KHOMKY [COXpaHI/ITb].

Ha aTom HacTpoika npoBogHoro nogkroyeHus IP-kamepbl 3aBepLueHa.

5.6. BoaBpat HacTpoek noakntoyeHus MK B nepBoHavyanbHble 3Ha4YeHUNA

YT06bl BEPHYTb 3HAYEHMS NMPOBOAHOIO CETEBOrO MOAKIOYEHNUSI K YCTAHOBMEHHbIM paHee
3Ha4YeHUsIM, BbINOSHUTE crieaytoLne OencTBus.

Haxwute lyck — MaHenb ynpaeneHus (Puc. 5.26).
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Puc. 5.26
B oTKkpbIBLLEMCA AMaAnOroBoM okHe BblbepuTe nyHKT [[IpocMoTp cocToAHMA ceTn u 3agav]

B pa3gerne [CeTb u UHTepHeT] (Puc. 5.27).
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B oTkpbIBLIEMCA OKHE HaxxmuTe [MoakntoyvyeHne no nokanbHoun cetu] (Puc

. 5.28).
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Puc. 5.28

B oTkpbiBLIEMCS OKHE HaxmuTe kHonKy [CBoncTBa] (Puc.5.29).
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Puc. 5.29

B oTKpbiBLUEMCA OKHE CBOWCTB CETEBOro MOAKMIOYEHUs HeobxoaMMO BbibpaTb MyHKT
[MpoTtokon UHTepHeTa Bepcus 4 (TCP/IPv4)] n HaxaTb kHonky [CBomncTBa] (Puc. 5.30).
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Puc. 5.30

OTKpoeTCs MEHI0, B KOTOPOM HEOOXOAMMO YCTaHOBUTb 3HAYEHUSA HayanbHbIX HACTPOEK,
3anucaHHbIX BamMu paHee.

Ecnu mnsHavanbHo IP-agpec Bawemy MK HasHavyancs aBTomMaTuyecku, Torga Bblbepute
nyHkTbl [Monyuutb IP-agpec aBtomatuyecku] wn [[onyuntb appec DNS-cepsepa

aBTOMaTM4ecKku], nocne yero Haxmute kHornky [OK] ons Bcex oTkpbITbiX OKOH (Puc. 5.31).
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Puc. 5.31
Ecnu nsHavanebHo |IP-agpec Bawewmy K 6bin 3agaH BpyuYHyto, Torda BblbepuTe MyHKT

[Mcnonb3oBaTb cnepyrowmn IP-agpec] v 3anonHnte Heobxoanmble NOMs, NOCME Yero HaxXMnTe

kHonky [OK] ans Bcex OTKpbITbIX OKOH (Puc. 5.32).
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Puc. 5.32

5.7. TlpoBepka npaBUNBLHOCTM HacTpoeKk noaknyeHna IP-kamepbl K
NoKanbHOW ceTu

[Ons KOHTpPONsi NpPaBWIbHOCTUM CETEBbIX HACTPOEK Kamepbl W KOMMbHTEPA HYXHO
NOAKMYNTBECS K Kamepe Yepes 6paysep Internet Explorer.

3anyctute 6paysep Internet Explorer. na atoro Haxmute lMyck — Bce lpoepamMmbi v
BblGepute cTpoky [Internet Explorer].

Beeante B agpecHom cTpoke |IP-agpec, nMpUCBOEHHbLIN Kamepe  (Hanpumep:
http://192.168.0.99) (Puc. 5.33).

[RITE —p—

[+ e e
§ oy

Puc. 5.33
an npaBUIibHbIX HaCTpOVIKaX OTKPOEeTCA OKHO aBTOpu3auunn. ,D,J'IFI aBTopulauunn Beegute

nM4 nosnb3oBaTtena U naposib, 3aTeM B NpaBOM BEPXHEM yrny Bb|6epeTe A3bIK CUCTEMbI, NOCNe 4Yero

HaxxmuTe [Bxopa] (Puc. 5.34).

BHUMAHMUE!

Mma nonb3oBatens no ymonyanuto: admin. Mapone no ymonyaHuo: admin.
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Puc. 5.34

Mpn npaBWbHO BbINOMHEHHBLIX AEUCTBUAX Bbl cMoXeTe 3anMTn B BeO-UHTEpdenc yepes

Gpaysep n yBnaeTb nsobpaxeHue ¢ Bawen IP-kamepbl (Puc. 5.35).
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Puc. 5.35

NMPUMEYAHUE!
B cnyyae HeypauHoro coeuHeHuUs ¢ Kamepow, NpoBepbTe NPaBWUbHOCTb MOAKIMOYEHUS K NPOBOAHOW
CeTun, BEPHUTECH B HAYano AaHHON rnasbl U MOBTOPUTE HAacTporky. B cnyyae HeobxoanmocTn obpatutecs

K Bamemy CUCTEMHOMY aAMUHUCTPAaTopy.
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MnaBa 6. NogkntoyeHue IP-kamepbl K ceT UHTepHeT

6.1. O6wue cBeaeHna o noaknoveHun IP-kamepbl kK cetn UHTepHeT

Mpun ycTtaHoBke IP-kamepbl 06bI4HO TpebyeTcst UMETb K HEN A4OCTYN HE TONbKO U3 NIOKanbHOM

ceTn, HO N n3 cetn VIHTepHer.

B aTom cnyyae ans ogHoBpeMeHHon paboTbl KOMNbIOTEPOB, HOYTOYKOB, IP-kamep n gpyroro

obopyanoBaHus B ceTn MIHTepHeT, Yalle Bcero, MCNonb3yeTcs MapLupyTmM3aTop.

Mpn opraHusaumm poctyna Kk IP-Bugeokamepam u3 cetn WHTepHeT, Kak npaBuro,

ncnonb3yTca creayowmne Tpu BapuaHTa:

1. VmeeTcs BblOeNeHHbIn npoBangepoM BHeWHWn ctatudeckun IP-agpec nnu PPPoE-
coeaunHeHume. MNpu atom, gaHHbIn IP-agpec (unn PPPoE-coeanHeHnne) ncnonbayetca ons
NOOKITHOYEHUS TONbKO 04HOW IP-kamepbl 1 HE MOXET ObiTb HA3HAYEH eLle Kakomy-rmbo
YCTPOWNCTBY.

2. WNmeeTcs BblAENEHHbIA MpoBangepoM BHELWHWW cTaTtudeckunn |P-agpec, KOTopbIn
Mcnonb3yeTcsa Ans NoaKoYeHns K cetn MHTepHET foKanbHOW ceTu, K KOTOPOK, B CBOKO
oyepedb, nNMaHMpyeTca MNOAKMOYUTL OOHY WM Heckonbko IP-kamep. [lpu Takom
NOAKMYEHNN UCNonb3yeTca MapLipyTnsatop. Npn 3ToM YMCno NOAKMYaeMbIX Kamep
3aBUCUT, B OCHOBHOM, OT KOJIMYECTBA NepeHasHavyaeMbIX MapLupyTU3aTopoM NopToB.

3. lNpoBangep He BblaensieT BHewWHWW ctatudecknn IP-agpec. IP-agpec HasHavaeTcA
npoBangepomM ANHAMUYECKN, TO €CTb TakK, YTO MPU KaXXgoM HOBOM MOOKMHOYEHUN 3TOT
agpec npvcBamBaeTCsl 3aHOBO M M3MeHsieTcs B npouecce paboTbl (Takas cutyaumst
ocobeHHO xapakTepHa npu pabote yepe3 ADSL u GPRS). B atom cnyyae, 4TOGbI
obecneuntb BO3MOXHOCTb MOLKIMOYEHUS OOHOW WM HECKOMbKUX Kamep K ceTu
MHTepHeT, BHE 3aBUCUMOCTU OT TOro, Kakon IP-agpec BbliaeneH NnpoBangepom B AaHHbIN
MOMEHT, HeobxooMMO  3adencTBoBaTb  MHTEpPHeT-cryxbbl,  paboTawowme c
OVWHaAMMYECKUMU agpecamu.

Hanee, aTM BapuaHTbl opraHuM3aumm poctyna kK IP-kamepam un3 cetn WHTepHeT OyayT

paccMOTpeHbl nogpobHee.
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6.2. NoakntoyeHune npu ctatuyeckom BHewHem IP-agpece/PPPoE-coeanHeHun

6.2.1. Ucnonb3oBaHue ctaTuyeckoro IP-agpeca

Ona nogkntoyeHuns |IP-kamepbl kK cetn MHTepHET HeobXoouMO U3MEHUTb €€ ceTeBble
napameTpbl B COOTBETCTBUM C JaHHbIMW, NOMYyYEHHbIMW OT NpoBangepa. Kak npasuno, nposangep
npegoctaBnsieT crnegylowme ceTeBble HacTpouku: IP-agpec (B gaHHOM cnyyae, CTaTUYecKuin),
Macka nogceTu, ceteson wnio3 u agpec DNS-cepsepa.

[ns nonydeHuna goctyna Kk IP-kamepe yepes ceTb VIHTepHET no ctatuyeckomy |IP-agpecy
Heo6xoa4nMO BbINONHUTL CrieaytoLLme warm:

War 1: nogkntounte IP-kamepy Hanpsamyto k Bawemy TK.

Lar 2: nameHnTe ceTeBble HACTPONKN NPOBOAHOIO coeAnHeHns IP-kamepbl B COOTBETCTBUN

C HacTponkamu, npegoctasneHHbIM1 Bawmm UHTepHeT-npoBangepom (Puc. 6.17).

Berassrd Malwoil Camedg

L meeemwame—— |
Puc. 6.1

War 3: nogkntounte IP-kamepy Kk BblaeneHHon cetu Ethernet.
Ecnu Bce napameTpbl ykasaHbl BEPHO, KaMepa OoSKHa ObITb 4OCTYNHA B CceTU VIHTepHeT.
B npvBegeHHOM npumepe npoBangep NnpeaocTaBun crneayowme JaHHbIe:

IP-agpec: 173.194.122.202

Macka noacetun: 255.255.255.252

OcHoBHOM wnto3: 173.194.122.211

OcHoBHoM DNS: 173.194.122.1
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B obwem cny4vae, gna obpaweHuns Kk IP-kamepe vyepes ceTb VIHTEpHET B agpecHOn CTpoke

Gpaysepa BBoanTca cneaytowmi 3anpoc: http://[<IP>:<Port>, rae <IP> — IP-agpec kamepsbl, <Port>
— 3HayeHue HTTP-nopta. Tak kak B gaHHOM npumepe ucnonb3yeTtcs 3HadeHne HTTP-nopra,
3agaHHoe no ymonyaHuto («80»), To, 4Tobbl ObpaTUThCA K IP-kamepe 4vepe3 ceTb VIHTepHeT,

Heobxoaumo HabpaTb 3anpoc «http://173.194.122.202».

NMPUMEYAHUE!
Mpu nogkntodeHun Kk kamepe yvepes HTTP-nopT, 3agaHHbIN NO yMONYaHUioo (3HaveHne paBHO «80»),

3anpoc B agpecHoun cTpoke 6paysepa umeet Bua: http://<IP>,— roe <IP> — IP-agpec kamepbl.

6.2.2. Ucnonb3oBaHue PPPoE-coeanHeHus

MHTepHeT-npoBangep He Bcerga MoxeT obecrneunTb MOLKYEHue no cratudeckomy |P-
agpecy. Yaue Bcero, nposangep opraHu3yeT A4ocTyn K cetu MIHTepHeT Yyepe3 PPPoE-coeagnHeHme.
B aTtom cny4ae, oH npegocTasnseT aboHEHTY MUMsl NONb30BaTens 1 Naporib.

IP-kamepa noppepxumBaeT PPPoOE-coeauHeHue. [Onsi ero Mcrnonb3oBaHUs HeobGXoaumo
BbIMOMHUTE CcneayloLwme warmu:

War 1: nogkntounte IP-kamepy k Bawlei nokansHom cetu unu Hanpsimyto K MK (cm. Maey 5).

War 2: sonante B MeHio PPPoE-HacTpoek IP-kamepbl: KoHgpuaypayusi — OCHO8HbIe
Hacmpoliku — Cemb — PPPoE.

War 3: yctaHoBuTe Mapkep B none «Bkniounte PPPOE»

LWar 4: B TekcToBbIX nongx [Monb3oBartens], [[Mapons], [[loaTBepAnTe Naponb] BBEOUTE

3Ha4YeHus, nonyyeHHole ot IHTepHeT-nNpoBanaepa (Puc. 6.2).
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War 5: Anga npuHATUA U3MEHEeHU HaxkmuTe KHOMNKy [CoxpaHuTb].
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War 6: nogkntounte IP-kamepy k BblgeneHHon cetn Ethernet.

BHUMAHUE!
Mocne nogkntoveHus IP-kamepsbl K BblaeneHHom ceTu Ethernet, oHa 6yaeTt goctynHa B ceTu VIHTEpHeT nop,

IP-agpecom, NpucBOeHHbIM el Bawwmm npoBangepom n otobpaxkaembim B none [AuHamuyeckun IP] (cm.
Puc. 6.2).

Ona obpaweHus k IP-kamepe B ceTn VHTepHeT B agpecHon cTpoke Gpaysepa BBOAMTCA
cnenyowmin 3anpoc: http://[<IP>:<Port>/— roe <IP> — IP-agpec kamepsbl, HasHa4yeHHbIn Bawwmm
nposangepomMm npu yctaHoneHmn PPPoE-coeguHenusn, <Port> — 3HayeHne HTTP-nopta (mo

ymon4yaHuio pasHoe «80»).

NMPUMEYAHUE!
Mpu nogkmntoveHun Kk kamepe 4vepesd HTTP-nopT, 3agaHHbIN MO yMONYaHuto (3HavyeHne paBHO «80»),

3anpoc B agpecHomn cTpoke 6paysepa umeet sua: http://<IP>,— roe <IP> — IP-agpec kamepbl.
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6.3. MNoakntoyeHne 4epe3 cetb WUHTepHeT K IP-kamepam, Haxogsawmmcs B

rloKanbHOM ceTu
Ecnu goctyn B ceTb VHTEpHET ocyllecTBnsaeTca no BblgeneHHon nuHun Ethernet nnn no

ADSL, ons nogknoveHns NoKanbHON CeTU UCMOoNb3yeTcs MapLupyTM3aTop.

BHUMAHUE!

[na wvcnonb3oBaHUA OaHHOMO MeTOoAa MNOAKMYeHWs Heobxooumo 3apaHee npuobpectn y Bawero
nposaiigepa MYBJIMYHBIA CTATUYECKUWA IP-agpec. MpoBsaiigep NpeaocTaBnseT, kak Npasuno,
OVNHAMUYECKUA BHYTPEHHW IP-agpec, koTOpbIi [OCTYNEH TOMbKO B MOACETV nNpoBaiiaepa.

MoaTtomy yTouHuTe TUN ncnonb3dyemoro Bamu IP-agpeca 3apaHee.

[nsa Toro, 4tobbl nogknounThes K IP-kamepe ns cetn MIHTepHeT, Hago obpaTtuTtbesa no IP-
agpecy, BblJaHHOMY MpoBangepomM (BHewHun |IP-agpec mapupyTtusdaTtopa), U K onpegeneHHoMy
HTTP-nopty.

BHUMAHUE!
Mpwn obpaLyeHun n3 cetn IHTepHET Ans BCex KaMmep, HaxoasaLLMXCcsa B OOHOW NTOKanbHOM CETH, CyLLeCTBYET
TOonbKO oauH IP-agpec (BblgaHHbIM NpoBangepom). [oaTomy Ans gocTyna K 3TMM Kamepam HeobXxoanmo

KaXkOon Ha3HauYnTb CBOU rpynnbl NOPTOB.

[nsa aTtoro TpebyeTcsa BbINOMHUTL Crieayowme AeNCTBUSA:

o VameHUTb ceTeBble NapamMeTpbl |IP-kamep B COOTBETCTBMM C HACTPOMKAMK, NPUHATLIMA
B Bawen nokanbHom ceTw.

e Hactpoutb yHKUMIO nNepeHanpaBrneHns noptoB. [JaHHaa yHKUMA nossonseT
nepeHanpaensaTbe obpaiwieHns u3 cetnm VIHTepHeT K Kakomy-nnbo yCTpOWCTBY,
NOOKIMOYEHHOMY K nokanbHonm ceTtu, ¢ BHewHero WAN-nHTepderica maplipytmsatopa
Ha ero BHyTpeHHUNn LAN-uHTepcenc un obecneumBaeTcss NpPakTUYECKU NOOLIM
COBPEMEHHbBIM MapLUPYyTU3aTOPOM.

Mpn atom, cyuwlectByeT ABa crnocoba HaCTpOMKM MapLupyTudauuu (nepeHanpasreHuns

nopToB):

e ncnosib3oBaHue TexHonorun UPNP B kamepe 1 mapLupyTmnsaTope;

e pyvyHas YyCTaHOBKa nNapamMeTpOB MepeHanpaBfeHns MNopToB B  Kamepe WU

mapLupyTusaTope.
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6.3.1. HacTpouka py4yHou nepeagpecaumm NopToB MapLipyTusaropa

Paccmotpum 3apgadvy nogknioveHus IP-kamepbl kK ceTu WHTepHET C€  nomoLlbio
mapwpyTtmsaTopa TP-Link TL-WR2543ND (HacTpownka 60nblUIMHCTBA OYHKLUMIA MapLupyTN3aTopoB
pasnnyHbIX MOAENEN BbINOMHAETCHA CXOXUM 0B6pa3om).

CuuTaem, 4TO MOAKIKOYEHME MapLupyTU3aTopa K NokanbHOW cetn u cetn UHTepHeT yxe
HacTpoeHo. MaplpyTm3aTop UMEET crnefyowmn nyonmnyHbin ctatudecknn IP-agpec, BblgaHHbIN
NuTtepHeT-npoBangepom (IP-agpec WAN-uHTepdenca mapLupytusatopa): 173.194.122.201.

JlokanbHasa ceTb umeet IP-agpeca B gunanasoHe «192.168.1.1 — 192.168.1.255», npnuem
«192.168.1.1» — BHyTpeHHuMn |P-agpec wmapwpyTtmnsatopa (IP-agpec LAN-uHTepdenica
MapLpyTtmsatopa), «192.168.1.199» — IP-agpec kamepsbl. [1ns1 HACTPOVKM UCMOSb3YyeM KOMMNbIOTEP,
MOAKITHOYEHHbIN K 9TOW NOKanbHON CeTW.

Ona nogkntoyeHnsa |P-kamepbl K ceTn MHTepHeT TpebyeTcd HasHauuTb MOPTbl, 4epes
KoTopble ByaeT ocyLecTBNATLCA BHELUHWUA AOCTYN K €e HAaCTPoNKaM 1 K BUAEONOTOKY C kamepsbl. B
NnoKanbHOM CeTn 3TWU NOPTbl MO YMOMYaHUIO UMELDT cnegyowme 3HadveHus: HTTP-nopt — «80»,
HTTPS-nopt — «443», RTSP-nopTt — «554».

BHUMAHUE!
Mpwn obpaLyeHun n3 cetn IHTepHET A4S BCeX kKaMep, HaxoadaLMXCcsa B O4HOW NTOKanNbHOM CETH, CyLLEeCTBYET
TonbKo oauH IP-agpec (BblgaHHbIA NpoBangepom). [MosToMy Ans AocTyna K 3TMM kamepam HeobXxoanmo

KaXkgon HasHa4mTb CBOM rpynnbl NMNopToB.

[na nameHeHus nopToBs IP-kamepbl BbINONHUTE crnefytolime AencTBUS:

LWar 1: B BeG-nHTEpPElice kamepbl OTKponTe pasaen meHwo KoHguaypayusi — OCHO8HbIe
Hacmpoliku — Cemb — HTTP.
War 2: seeaute B nosne [HTTP nopt] HOBOe 3HayeHMe, OTIMYHOE OT 3HAYeHus no

ymonyanuio. Hanpumep, nyctb B kadectse HT TP nopta ncnonb3yetcsa nopt «85» (Puc. 6.3).
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War 3: ana npumeHeHns HACTPoeK HaXXMUTE KHOMKY [CoxpaHuTb).
Takum obpasom, NopTbl Ans AOCTyna K AaHHOW Kamepe BHYTpW foKarbHOW ceTu OyayT:
HTTP-nopT — «85», RTSP-nopt — «554».

Kamepa HacTpoeHa. OcTtanoch npasunbHO HACTPOUTL MapLLIPyTM3aTop.

[na HacTpoMKM MapLupyTM3aTopa BbINOJNIHUTE crneaylowme AeNCTBUA:
War 1: BBeguTe B agpecHon cTpoke Opaysepa IP-agpec maplpyTtusaTopa (B Hawem
npumepe — «192.168.1.1»). B nosiBuBLLEMCA OKHEe aBTOpM3aLMn BBeAUTE NOTUH M naponb. [ocne

yAa4yHON aBTOpU3aLmm OTKPOETCS OCHOBHAs CTpaHuua HacTpoek mapLupyTtuaatopa (Puc. 6.4).
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Puc. 6.4
War 2: Buibepute nyHKT meHio Forwarding — Virtual Servers. B nosBuBLIEMCSH MEHIO

HaxxmuTe kHonky [Add New] (Puc.6.5).

L5 Fyirmiaes B Hgabi Bodm

hrten . 11 JASCHTU

.
& 2=

Puc. 6.5
War 3: po6aBbTe npaBuna nepeHanpasneHnsa noptos Ans IP-kamepsl (Puc. 6.6). 3apanite

cnegyolme napameTpbl:
[Service Port]: ykaxute nopT, kKOTOpbIA ByAeT ncnonb3oBaTbCa Ana 4OCTyNa K kKamepe 13

cetn VIHTepHerT.

NMPUMEYAHUE!
Bo un3bexaHvne KOH(MMKTOB He WUCMOMb3ynTe AN nepeHanpaBneHus NopToB 3aperncTpupoBaHHble

3Ha4yeHus. PekomeHayeTcs Mcnonb3oBaHue NopToB AuanasoHa 1124-7999. (3HaveHus noptoB oT 0 go

1123 oduumanbHO 3aperMcTpupoBaHbl Mo pasnuyHble NPOTOKONbI, CYXObl, NPUMOXEHNS.)

[Internal Port]: ykaxnte nopt, ncnonb3yembiii B JaHHbIN MOMEHT 4S5 OCTyNa K kKamepe un3

noKarbHOW CeTw.
[IP Address]: ykaxuTe |IP-agpec kamepsbl, 41159 KOTOPOWN HAacTpanBaeTcs nepeHanpasneHme.

OcTanbHble NYHKTblI HEe TPEBYIOT HACTPOWKMN.
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Hob6asbTe npasuno anga nopta HTTP (Puc. 6.6).
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War 4: Haxmute kHOMnKy [Save], 4Tobbl coxpaHute npasuno. MNpasuno gobaeneHo (Puc.
6.7).
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Puc. 6.7

LWar 5: Tem xe cnocobom fobasbTe npasuno Ana nopta RTSP (Puc.6.8).
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LWar 6: n ewe ogHo npaswno and NopTa AaHHbIX (Puc. 6.9).

BHUMAHMUE!
HTTP-nopTtbl n RTSP-nopTbl kKaMep MOXHO NepeHanpaBnaTh C MOMOLLbI0 BUPTyarnbHOro cepBepa, ogHako

NOPTbl AaHHbIX Y KaMep O0MKHbI GbiTb Pa3HbIMU 1 TPAHCIMPOBATLCS «MOPT B NOPT»!
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LWar 7: ecnu Bbl ucnonb3yeTte HeCKOMNbKO kamep, To Bam Heo6xoamMmMo noBTopuTh Wwaru 2-6

Ans octanbHbIX kamep (Puc.6.10).
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HacTponka mapLupyTmsaTopa 3aBepLueHa.

Tenepb, 4TOBbI NOMY4YUTL AOCTYN K Kamepe 13 ceTn VIHTepHeT, Hago obpatuTbea K Her no
IP-agpecy, BblgaHHOMY npoBangepom (BHewHun IP-agpec maplpyTtusartopa), U Ha3Ha4eHHOMY en
nopty HTTP.

B paccmoTtpeHHom npumepe IP-agpec mapipytusaTtopa — «173.194.122.201». HTTP-nopr,
Ha3Ha4YeHHbIN kKamepe Ans nepeagpecaumn,— «81». 3HauuT, ons obpalleHns K Kamepe u3 cetu

MHTepHeT HeobxoanMMo B agpecHom cTpoke Gpay3epa HabpaTtb 3anpoc: http://173.194.122.201:81/.
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Ilpunosxcenus

MpunoxeHus

MpunoxeHune A. 3aBoAcKue yCTaHOBKMU

Hwxe npueeneHbl HEKOTOPbIE 3Ha4YeHUA 3aBOACKMX YCTAaHOBOK

HaunmeHoBaHue 3HauyeHune
IP-agpec 192.168.0.99
Macka noacetun 255.255.255.0
Wms nonb3osaTens (agMuHUcTpartopa) admin
Maponb (agMuHMCTpaTopa) admin
HTTP-nopTt 80
RTSP-nopt 554
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MpunoxeHue B. NapaHTUnMHbIe o6A3aTenbCcTBa

B1. O6wue cBepgeHud

a) MNepeg nogkrntoueHnem obopyaoBaHUA HEOOXOANMMO 03HAKOMUTLCS ¢ PykoBOACTBOM MO
aKkcnnyaTaumm.

0) Ycnosus akcnnyaTauumn Bcero obopyaoBaHust 4omkHbl cooTBeTcTBoBaTh [OCT 15150-69,
FOCT B20.39.304-76 (B 3aBMCMMOCTM OT UCMOSIHEHNSA YCTPOWCTBA).

B) [1nsa noBbllWEHMA HageXHOCTK paboTbl 060pyaoBaHUs, 3aWwmnTbl OT OPOCKOB B NUTalOLLENn
ceTn n obecnevyeHuss GecnepebOMHOrO MUTaHWS cnegyeT WUCNONb30oBaTb CeTeBble PUMbTPbI U

ycTponcTBa 6ecnepebonHoro nnTaHms.

B2. OneKkTtpomMarHMTHas COBMeCTUMOCTb

3710 obopygoBaHMe CoOOTBETCTBYET TPeOOBaHUSAM dreKkTpomMarHuTHonm comectumoctn EN
55022, EN 50082-1. HanpsikeHne pagnonomex, co3gaBaemMblx annapatypon, coorsetcteyet F[OCT
30428-96.

B3. OnekTponutaHue

[omKHO coOTBETCTBOBATL NapamMeTpaM, ykasaHHbIM B PyKoBOACTBE MO aKchnyaTauum ns
KOHKPEeTHOro ycTponcTtea. [1nst yCTPONCTB CO BCTPOEHHbLIM UCTOYHMKOM NUTAHUS — 9TO NEPEMEHHOE
HanpshkeHne 220 B £10%, yactoTton 50 Iy £3%. [Ana yCTPONCTB C BHELLUHMM adanTepoM NUTaHus —
CTabunmManpoBaHHbIV UCTOYHUK NuTaHns 5 B 5% unun 12 B £10% ns ycTponcTB ¢ 12-BoONbTOBLIM

nutaHnem. HanpshkeHune nynbcaumn — He 6onee 0.1 B.

B4. 3azemneHue

Bce ycTponcTtBa, nmetoLwme BCTPOEHHbIN BNOK NUTaHWS, AOMKHbI ObiTb 3a3eMreHbl NyTem
NMOAKMIOYEHNS K creuuanbHbiM poO3eTKam  JNEKTPONUTaHus C  3a3eMiieHMeM Wnn  nytem
HENnOCPEeACTBEHHOrO 3a3eMiieHMst Kopriyca, €eCnu Ha HeM npedycMOTpeHbl chneuuvarnbHble
KpenexHble 3nemMeHTbl. 3as3emfieHne 3neKTPOnpPOBOAKN 30aHUA OOSMKHO ObiTb BbINOSIHEHO B
cooTtBeTCcTBMU C TpebosaHnamun MY (MpaBuna Yctponctaa AnektpoyctaHoBok). ObopyanoBaHue ¢
BbIHOCHbIMX OGnokamMu nNUTaHUA W aganTepamy Takke [OMKHO OblTb 3a3emneHo, ecnu 3To
npeayCcMOTPEHO KOHCTPYKLMEN KOpryca U BUNKK Ha LUHYpe NuTaHus. MOHTax BO34YLUHbIX MUHUIA
anekTponepegadn M NUHWA, NPOKNaAblBAaeMbIX MO HAPYXHbIM CTEHaM 34aHMN U Ha Yepjakax,
OOIMKEH ObITb BLINOMHEH 3KPAHMPOBAHHLIM Kabernem (MM B MeTannopykase), U NIMHUM OOSDKHbI
OblTb 3a3emrneHbl C ABYX KOHUOB. [lpudem, ecnu OAWH KOHEL, 3KpaHa noakm4vaeTcs
HEMNOCPEeACTBEHHO K LUMHE 3as3eMNeHusl, TO BTOPOM — MOAKMYaeTCsd K 3a3eMeHuo yepes

paspsgHUK.
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B5. MonHue3awumTa

MonHuesawuTa gomkHa cootBeTcTBoBaTb P 34.21.122-87 "VIHCTpyKUMSA NO YCTPOUCTBY
MOMHWe3aLnTbl 3gaHni n coopyxennin" n FTOCT P 50571.18-2000, TOCT P 50571.19-2000, TOCT
P 50571.20-2000. Mpwu npoknagke BO3AYLWHbIX MHUA U IMHUIA, NOYLLMX NO HAPY>KHOW CTEeHe 34aHni
1 Mo YepgavHbIM NOMELLEHNSAM, Ha BXoAax 060pyaoBaHNS OOSMKHbI ObITb YCTaHOBEHbI YCTPOUCTBA

MOJTHMe3alnThI.

B6. Temnepartypa 1 BNaxHoOCTb

MakcumanbeHble 1 MUHMMarbHblE 3HAYEHUs1 TemrepaTypbl SKCnyaTauunm U XpaHeHusi, a
TaKkKe BNaXHOCTW, Bbl MOXETE NOCMOTPETb B TEXHUYECKOM ONMUCAHMM KOHKPETHOro 060pya0BaHus.
MakcumanbHas paboyas Temnepartypa — 3T0 TemnepaTypa, BblLle KOTOPOW He JOSMKEH HarpeBaTbCs

Kopnyc yCTPOMCTBA B Npouecce ANMTENbHON paboThl.

B7. PasmelueHue

[Ana BeHTMNSALMM yCTpoOMCTBa HEOOXOAMMO OCTaBWUTb Kak MUHMMYM no 5 cm cBOGOAHOro
npocTtpaHcTBa no 6GokaM W CO CTOPOHbl 3agHen naHenu ycTtpownctBa. [lpu ycTaHoBke B
TEeNeKOMMYHMKaLMOHHbIN LWKad unu CTONKY AormkHa ObiTb o6ecneveHa Heobxoanmas BEHTUNALMS.
[Ona aToro pekoMeHOyeTCcsi yCTaHaBnuBaTb B LKAy cneynanbHbin GrOK BEHTUNATOPOB.
Temnepatypa oOKpyXatLwero Bo3gyxa W BEHTUMNALMS OOMKHbl obecneumBaTtb HeobxoauMbIv
TemnepaTypHbii pexunm o00opyaoBaHWs (B COOTBETCTBUM C TEXHUYECKUMMU XapaKTepucTMKamm
KOHKpeTHOro obopyaoBaHus).

MecTo ansa pasmeLleHnss 060pyaoBaHNs LOMKHO OTBeYaTh Creayowmm TpeboBaHNsaM:

a) OTcyTCcTBME 3anbINIEHHOCTM NOMELLEHWS.

6) OTcyTCcTBME B BO34yXe NapoB BMaru, arpeccuBHbIX Cpea.

B) B nomewleHun, roe ycrtaHaenvBaeTca oOOpyaoBaHWE, He [OOIMKHO ObiTb ObITOBbIX
HaCEeKOMbIX.

r) 3anpewaerca pasmewaTb Ha 060pyaAOBaHUN NOCTOPOHHME MpeaMeTbl U NepeKkpbiBaTb

BEHTUNALMOHHbIE OTBEPCTUA.

B8. O6cnyxuBaHue
O6opyaoBaHne Heobxoaumo obcnyxmBaTb C NEPUOAUNYHOCTLIO HE MEHee OOHOrO pasa B rog
C Lenblo yaaneHnsi U3 Hero nbiin. 910 No3sonuT obopyaoBaHuio pabotath 6e3 cboes B TedeHne

npoaoJIKUTESIbHOIO BpEMEHMN.

B9. NMoakntovyeHne nHtepdencos
O06opyaoBaHne AOMKHO NOAKNOYATLCA B CTPOTOM COOTBETCTBUM C Ha3HaAYe€HUEM U TUMOM

YCTaHOBIIEHHbIX NHTEP(ENCOB.
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B10. MapaHTuiMtHbIe 06A3aTeNnbCTBA

OO0O «HIIMN «beBapg» He rapaHTupyeT, 4YTo 0bopyaoBaHne GyaeT paboTaTb AOMKHLIM
00pas3om B pasnuyHbIX KOHUrypaumsx n obnactax NpMMEHeHUs, U He AaeT HUKaKOW rapaHTum, YTo
obopynoBaHne obasatenbHo ByaeT paboTaTb B COOTBETCTBMM C OXWAAHUSIMU KIIMEHTa NpU ero
NPUMEHEHMUN B CNELNPUYECKNX LIeNsX.

OO0 «HIIM «beBapg» He HeceT OTBETCTBEHHOCTM MO rapaHTUMIHbLIM 00s3aTENLCTBAM NpU
NOBPEXAEHUN BHELUHUX MHTEPdENCOB 000pya0BaHNst (CeTEBbIX, TENEMOHHbIX, KOHCOMbHbIX 1 T.M.)
1 camoro o60pyL0BaHUSA, BO3HUKLLEM B pe3yrnbTaTe:

a) HecobntogeHns nNpaBun TPaHCNOPTUPOBKM U YCITOBUIA XPaHEHUS;

0) dhopc-mMaxkopHbIX 06CTOATENBCTB (TaKUX Kak noXap, HAaBOAHEHME, 3EMIETPSACEHNE 1 Ap.);

B) HapyLUEHUs TEXHNYECKMX TPeOOBaHMI NO pa3MELLEHMIO, MOAKITHOYEHMIO 1 3KCMNyaTauum;

r) HEMpPaBUITbHbIX OEWCTBUIA MPU NEPENPOLLNBKE;

[) NUCNONb30BaHWS HE NO HAa3HAYEHUIO;

€) MEeXaHUYECKUX, TEePMUYECKMX, XMMMUYECKUX W WHbIX BUOOB BO3OEWCTBUM, €CNU UX
napameTpbl BbIXOASAT 3@ paMKM OOMYCTUMbIX SKCMNyaTauMOHHbIX XapaKTepucTuk, nmbo He
NpeayCcMOTpPEeHbl TEXHMYECKON creumdukalmen Ha gaHHoe obopyaoBaHue;

)K) BO30ENCTBUS BLICOKOIO HanpaXeHunA (yp,ap MOJIHUUN, CTaTUYECKOE AJTIEKTPUHECTBO U T.I'I.).
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MpunoxeHue C. lNMpaBa 1 noaaepxka

C1. ToproBasa mapka

Copyright © BEWARD 2021.

HekoTopble nNyHKTbI HacTosiwero PykoBoacTBa, a Takke pasgenbl MEHK YnpaBrieHus
obopynoBaHus MoryT 6bITb M3MEHEHbI 6e3 NpeaBapUTENbHOIO YBELOMINEHUS.

BEWARD sBnsietca 3apernctpmpoBaHHon Ttoprosoin mapkon OOO «HIIM «beeapa». Bece

OCTallbHble TOProBble€ MapKn npuHaanexart Ux sBragenbuam.

C2. OrpaHn4yeHne OTBETCTBEHHOCTHU

OO0 «HIMM «beBapg» He rapaHTUpyeT, 4YTO annapaTHble cpeacTBa OyayT paboTaTb
OOIMKHBIM 06pa3oM BO BCEX cpedax M MPUMOXEHUsX, U He OaeT rapaHTMn M NpeacTaBreHUun,
noapasymeBaeMbIX WU BbIPaXEHHbIX OTHOCUTENbHO KayecTBa, paboymx XapaKkTepucTuK, WIu
paboTocnocobHOCTM MNpu Mchonb3oBaHuMM B creundunyecknx uensax. OO0 «HIMIM «besapa»
NpUNoXnno Bce ycunusa, 4tobbl caenatb 370 PyKoBOACTBO MO akcnnyaTaumm Hanbonee TOYHbIM U
nonHeiM. OO0 «HIIM «beBapg» oTkasbiBaeTCs OT OTBETCTBEHHOCTM 3a Ntobble onevatkn vnu
NPoOMycKuK, KOTOpPblE, BO3MOXHO, NPOMN3OLLIAN NpY HanMcaHnm gaHHoro PykosoacTtea.

NHdpopmauua B nobon Yactn PykoBoacTBa No aKcniyataumm M3MeHseTcs U OOMNOSHseTcs
OO0 «HIM «beBapa» 6e3 npeasaputensHoro yeegomnennsa. OO0 «HIIM «beeapa» He GepeT Ha
cebsi HMKaKon OTBETCTBEHHOCTWU 3a MtoOble MOrpeLHoCcTH, KOTOpble MOryT coaepXaTbCs B 3TOM
Pykoeogctee. OO0 «HIIM «beBapa» He 6epeT Ha cebs OTBETCTBEHHOCTM M HE OAET rapaHTun B
BbIiMycke OOHOBMEHWUA WITM COXPAHEHUN HEU3MEHHOW KakoW-NMOO WHGOpMaLMM B HACTOSILLEM
PykoBoacTtBe no akcnnyatauuu, U ocTaBnseT 3a cobOM NpaBO BHOCUTb M3MEHEHUS B AaHHOE
PykoBoacTtBo w/unu B usgenus, onvcaHHble B Hem, B Nnioboe Bpemsi 6e3 npegsapuTenbHOro
yBegomneHus. Ecnn Bbl obHapyxute B 3aTOM PykoBoacTBe MHGOPMauuio, KOTopasa sBnseTcs
HenpaBUNbHON NN HENOSHOW, UM BBOAMUT B 3abnyxaeHve, mbl Oyaem Bam kpanHe npuaHaTenbHbl

3a Balum kommeHTapum 1 NpeanoxeHus.

C3. Npeaynpexaexnsa FCC

3710 06opyaoBaHMe ObIfo NPOTECTUPOBAHO U NPU3HAHO YOOBMETBOPAOLWNM TpeboBaHNAM
NONOXEHNUS O LMPOBLIX YCTPONCTBAX, NpuHagnexawmx Kk knaccy A, 4dactu 15 [lpasun
®epepansHon komuccun no ceasm (FCC). Otn orpaHuyeHus 6binv paspaboTaHbl B Lensix
obecneyveHnst 3awWnTbl OT BPEAHbIX MOMEX, KOTOpble MOryT BO3HMKaTb MPU WUCMOMb30BaAHWUA
obopyaoBaHNsA B KOMMepYeckux Lenax. 3To obopygoBaHue MOXeT usnydvaTb, reHepupoBaTb U
ncnonb3oBaTb 3HEPruio B pagmoyacToTHOM AmanasoHe. Ecnn gaHHoe obGopygosaHve 6yaet
YyCTaHOBIEHO W/unn ByageT MCnonb3oBaTbCA C OTKNOHEHMSIMU OT HacToswero PykoBoacTBa, OHO

MOXeT OKa3biBaTb BpegHoe BO30ENCTBME Ha Ka4YeCTBO paanoceA3n, a npmn yctaHoBKe B XKUITOW 30He,
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BO3MOXHO, — Ha 3g0poBbe nogen. B atom cnydae Bnageney Oynet ob6da3aH mcnpaBnatb

nocnencTtena speagHoro BO3OENCTBMS 3a CBOM CYeET.

C4. NpepynpexaeHne CE
OTO yCTPONCTBO MOXET Bbl3blBaTb PagnoNOMEXM BO BHELUHEM OKpyeHuu. B aTom cny4vae

nonb3oBaTesib MOXeT ObITb 06513aH NPUHATL COOTBETCTBYIOLLNE MEPBDI.

C5. NMoppepxka
Ons uHdopMaunnm OTHOCUTESNBHO CcepBUCa U NOAOEPXKKW, MOXanynucrta, CBSXKUTECH C
cepBucHbIM LeHTpom OO0 «HIMIM «beeapay». KoHTakTHble AaHHble Bbl MOXeTe HaWTh Ha cante

http://www.beward.ru/.

Mepen obOpaweHueM B Ccnyxby TexXHWYECKOW NOAOEPXKW, MNOoXKarnywucra, noarotoBbTe
cneayoLyo nHpopmMaumio:

e To4Hoe HanmeHoBaHue u IP-agpec Bawero obopygosaHus (B cnyvae npnobpeteHus IP-
obopyaoBaHus), gaTa NoKymnKu.

e CoobLieHuns 06 owmnbkax, KOTopble NOABMANNCL C MOMEHTa BO3HUKHOBEHWSI NpOoGnemsl.

e Bepcusa npowmskm n Yepes kakoe obopynoBaHue paboTano yCTponcTBo, Korga Bo3HUKNa
npobnema.

e [lponsseneHHble Bamu gencrteuma (no waram), npeanpuHATbIE ONA CaMOCTOATENbHOro
pelueHnst npobnemsl.

e CKpPVHLLOTLI HACTPOEK 1 NapaMeTpbl NOAKIIOYEHNS.

Yem nonHee 6yneTt npeacrasneHHas Bamu nidopmauus, Tem 6uicTpee Halum cneumnanmcThbl

cMoryT nomoyb Bam pelumnts npobnemy.
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MpunoxeHue D. Mmoccapumn

3GP - mynbTUMeaunnHbI KOHTENHep, onpeaendembln NapTHEpckMM [NpoekTom TpeTbero
nokonenus (Third Generation Partnership Project (3GPP) ons mynetumeannHbeix cnyx6 3G UMTS.
MHorne coBpemMeHHble MOOUINbHbIE TenedoHbl MMEKT (PyHKUMM 3anMcuM M NpoCcMOoTpa ayauo 1

Bugeo B hopmate 3GP.

ActiveX — 310 cTaHgapT, KOTOpbI paspellaeT KOMMNOHEHTAM NPOrpaMMHOro obecneveHuns
B3aMMOAENCTBOBATb B CETEBOW Cpede He3aBUCUMO OT £A3blka(-0B), UCMONb3yemMoro Ans ux
co3faHus. Beb-Opaysepbl MOryT ynpaenidTb anemeHTamu ynpareHust ActiveX, OokyMeHTamm
ActiveX wn cueHapusmmn ActiveX. OnemeHTbl ynpaeBneHusa ActiveX 4acTo 3arpyxawTcs WU
WHCTanNNupyTCa aBTOMaTUYeCKn, Kak 3anpawuvBaembl. Cama no cebe gaHHas TexHonorus He
ABNSAETCH KpoccnnaTtopMeHHOM 1 noaaepXxmBaeTcsa B NOSIHOM o6beme Tonbko B cpeae Windows

B 6paysepe Internet Explorer 8.0.

ADSL (Asymmetric Digital Subscriber Line / AcummeTpuyHas uucdpoBas aboHeHTCKas
NINHUA) — MOLEMHas TEeXHOMornd, npeBpallatollad aHaroroBble CurHanbl, nepegaBaemble
NnocpeacTBOM CTaHAapTHOW TernedOoHHOW nuHMK, B UUdpPOBbIEe curHanbl (NakeTbl AaHHbIX),

Nno3BOJ144 BO BpemMs pa6OTbI coBepLlaTb 3BOHKW.

Angle / Yron o63opa — 3T0 yros, KOTOpbIn 06pa3yloT fy4u, CoOeauHSoLmne 3a4HI0K TOYKY
00bekTMBa 1 guaroHarnb Kagpa. Yron 3peHus nokasbiBaeT CbeEMOYHOE PacCTOsiHME U Yalle BCero
BblpaxkaeTcs B rpagycax. O6bI4HO yron 3peHust uamepsieTca Ha NiMH3e, OKYC KOTOPOW yCTaHOBIEH
B OeckoHeyHOCTb. B 3aBMcuMMOCTM OT yrna 3peHusd, OOBbEeKTMBbl AenaT Ha Tpu  Tuna:
LUMPOKOYrOfbHblE, HOPMaribHble M ANVMHHOMOKYCHbIE. B LUMPOKOYronbHbIX 06BbEKTMBAX, KOTOpbIe
Yallle BCero Ucnonb3yTecs Ans NaHOPaMHOro HabngeHus, yron 3apeHns coctaBnsaeT 75 rpagycos
n 6onblwe. HopmanbHble 06BEKTUBLI MMEKOT Yron 3peHns ot 45 go 65 rpagycos. Yron 3peHus

ANMHHOGOKyCHOro o6bekTmnBa coctasnsaeT 30 rpagycos.

ARP (Address Resolution Protocol / T[lpotokon onpeaneneHna appeca) -—
NCNONb3YIOLWMNCA B KOMMbIOTEPHBLIX CETAX NPOTOKOST HU3KOr0 YPOBHS, NpegHasHayeHHbIn Ons
onpegeneHns agpeca kaHanbHOro ypoBHS NO M3BECTHOMY apecy CeTeBOro ypoBHs. Hanbonbliee
pacnpocTpaHeHne 3TOT MPOTOKOMN Mnony4un Grnarogapsa noBceMecTHOCTU ceTen IP, noCcTpoeHHbIX
nosepx Ethernet. 3101 NpoTokon ncnone3dyetca ans ceasu IP-agpeca ¢ MAC-agpecom ycTponcTsa.
Mo nokanbHOW ceTu TpaHcnMpyeTcs 3anpoc Ansa noucka yana ¢ MAC-agpecom, COOTBETCTBYHOLLMM

IP-agpecy.

Aspect ratio / ®opmaT aKpaHa — 9TO hopMaTHOE OTHOLLUEHME LLUMPUHBI K BbICOTE KaapoB.
O6wwmin chopmat kagpa, UCnonb3yemblii ANsi TENEBU3NOHHBIX SKPAaHOB M KOMMbIOTEPHBLIX MOHUTOPOB,

coctasnseTt 4:3. TenesugeHue Bbicokon yeTkoctu (HDTV) ncnonbsyet coopmat kagpa 16:9.
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Authentication / AyteHTUduKauma — npoBepka NPUHAANEXHOCTU CyObekTy pocTtyna

NpeabsaABNEHHOrO UMM  MAEHTMdUKaTopa; noaTBepxaeHne noanuHHoctn. OgvH M3 cnocobos
ayTeHTUMKaLMM B KOMMbIOTEPHOMW CUCTEME COCTOUT BO BBOAE BaLlero Mosfib30BaTesbCKoro
naeHTudumkaTopa, B NPOCTOpPEYUN HasbiBaeMoro «forMHom» (logink — perucrpaunoHHoe ums
nonb3oBaTensd) W Napond — HEKOW KoHduaeHUManbHOW WHOPMauMM, 3HaHME KOTOpOW
obecneynBaeT BnageHne onpeaeneHHbIM pecypcoMm. NonyymB BBEAEHHbIV NOMb30oBaTeNeM JIorvH
N Naponb, KOMMbIOTEP CPaBHUBAET MX CO 3HAYeHMEM, KOTOPOe XpaHUTCA B crneuuanbHon 6ase

AaHHbIX, U, B Clly4ae coBnageHus, nponyckaeT noJjib3oBaTesid B CUCTEMY.

Auto Iris / AP[] (ABTOoperynupyemasa anacdparma) — 9T0 aBTOMaTU4ECKOE perynnpoBaHme
BENMYMHbI Avadhparmbl 4NS KOHTPOMS KONMYecTBa CBeTa, nonagarollero Ha matpuudy. CywecTsyeT

[Ba BapuaHTa aBToMaTnyeckon perynmpoBkn aunadgparmel: Direct Drive n Video Drive.

Biterate / Butpent (CkopocTb nepega4v gaHHbIX) — GykBanbHO, CKOPOCTb NMPOXOXAEHNSA
OuTOB MHOpPMaunn. BUTPENT NPUHATO MCNONb30BaTb NPU U3MepeHun 3PPEKTUBHOM CKOPOCTH
nepegayn uvHoOpmMauun Mo KaHamny, TO eCTb CKOPOCTW nepefadn «nonesHorm WHgopmaumm»

(noMMMO TaKoBOMW, MO KaHany MoXeT nepeaasaTbCs Cry»KebHas uHdopMauums).

BLC (Back Light Compensation / KomneHcauusa ¢oHOBOM 3acBeTKU, KOMNeHcauus
3agHero cBeTa). TUNWYHBIN NpUMEpP HEOOXOAMMOCTWU WUCMOSNb30BaHMA: YenoBek Ha )OHEe OKHa.
ONEeKTPOHHbIV 3aTBOP Kamepbl oTpabaTbiBaeT MHTErpanbHyto, T.e. 0OLLy0 OCBELEHHOCTb CLEHbI,
«BMAMMOW» Kamepon yepe3 obbekTnB. COOTBETCTBEHHO, Manasa durypa 4yenoeka Ha 60MbLUIOM
CBEeTMNoM (poHe OKHa BbINbETCH B UTOre "3acBeTKon" Bcen KapTUHKW. BkritoveHue pyHkuumn «BLC»

MOXET B NOAOBHbIX cny4yasax ncnpaButb pa60Ty aBTOMATUKN KaMepbl.

Bonjour — npoTokon aBTomMaTnyeckoro obHapyxeHus cepBmcos (cryx6), ncnonb3yemolin B
onepaumoHHon cucteme Mac OS X, HadmHasa ¢ Bepcun 10.2. Cnyx6a Bonjour npegHasHayaeTcs
ANS UCMONb30BaHWUS B JOKarbHbIX CETAX W UCMONb3yeT CBeAeHUs (3anucu) B cryxbe AOMeHHbIX
nmén (DNS) ana obHapyXeHust OpyrMx KOMMbIOTEPOB, PaBHO KaK U MHbIX CETEBbIX YCTPOWCTB

(Hanpumep, NPMHTEPOB) B BrivXKaNLLEM CETEBOM OKPY>KEHWUN.

CIDR / becknaccoBas agpecauus (aHrn. Classless Inter-Domain Routing, aHrn. CIDR) —
meTop IP-agpecaunn, Nno3BonsAwLWwmMn rmbko ynpaenaTe NpocTpaHcTBOM IP-agpecos, He ncnonb3ys
XKECTKME paMKK KraccoBon agpecauun. Kcnonb3oBaHMe 3TOr0 MeToda MNo3BONdeT 3KOHOMHO
MCNonb30oBaTb OrpaHUYEHHbIN pecypc IP-agpecoB, NOCKONbKY BO3MOXHO NMPUMEHEHNE Pa3fMyHbIX

MacoK nofceTen K pasnuyHbiM NoaceTaMm.

CCD / N3C-maTpurua — 370 CBETOYYBCTBUTESNbHBIA 3NEMEHT, UCNOSb3YOLWMINCS BO MHOIMX
UMpPOBLIX Kamepax M NpeacTaBnsaloWUn COBON KPYMHYK WHTErparbHyl0 CXeMy, COCTOSLLY U3
COTEH TbICAY 3apsfoB (NuKcenewn), Kotopble NpeobpasyloT CBETOBYH SHEPIUIO B 3NEKTPOHHbIE

curHanbl. Pasmep matpuubl MoxeT coctaBnatb 1/4", 1/3", 1/2" nnu 2/3".
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CGl (EpavHbin wnwo30BbIM  UHTepdenc) — cneumdukaumsi, onpegensioLlas

B3anmopencTene web-cepsepa ¢ gpyrumm CGl-nporpammamu. Hanpumep, HTML-cTpaHuua,

copgepxawasa oopmMy, MOXeT ucnonb3oBaTb CGl-nporpammy ansa o6paboTkm AaHHbIX OPMBbI.

CMOS / KMOIN (Complementary Metal Oxide Semiconductor / KomnnemeHTapHbIN
MeTanMIoOKCUAHbIA MNONYNPOBOAHUK) — 3TO LUMPOKO WCMONb3yeMbli TUM MNONYyNPOBOAHMKA,
KOTOPbI UCMOSb3yeT Kak OTpULATENbHYIO, TaK Y NONOXUTENBbHYHO 3NEKTPUYECKYHo Lenb. Nockonbky
TONbKO OHa M3 3TUX TUMOB Lienen MoXeT BbITb BKNOYeHa B Ntoboe AaHHOe BpeMsi, TO MUKPOCXEMbI
KMOIlMa noTtpebnsaioT MeHbLUe 3reKTPO3HEPrum, YeM MUKPOCXEMbI, UCMOSb3yowWwme TOMNbKO OAMH
TMN TpaH3ucTopa. Tawke gatdnkm ndobpaxeHmss KMOIT B HEKOTOPbIX MUKPOCXeMax cogepxaT
cxemMbl 06paboTKN, OQHAKO 3TO MPEUMYLLECTBO HEBO3MOXHO Mcnonb3oBatb ¢ [13C-gatunkamu,

KOTOpble SBNSOTCS Takke Gonee 4OpPOrMMKU B MPOM3BOACTBE.

DDNS (Dynamic Domain Name System, DynDNS) — TexHonorusi, npumeHsiemas ans
Ha3HayYeHWs1 MOCTOSIHHOrO JOMEHHOIO MMEHU YCTPOUCTBY (KOMMbIOTEPY, CETEBOMY HAKOMUTENO) C
AnHamnyeckum IP-agpecom. 31o mMoxeT 6biThb IP-agpec, nonyyeHHbin no DHCP vnn no IPCP B
PPP-coeanHeHnsax (Hanpumep, Npy yoanéHHoM [JocTyne 4epe3 mogem). [pyrne mawwuHbl B

MHTepHeTe MOryT yCTaHaBnnBaTb coeaunHeHne C 3TOM MaLUMHOM MO OOMEHHOMY UMEHMN.

DHCP (Dynamic Host Configuration Protocol / T[lpotokon AuHaMmuyeckow
KOHcUrypaumm ysna) — 3T0 CeTeBOW NPOTOKOM, MO3BONSIOWNA KOMMbOTEpPaAM aBTOMaTUYECKU
nony4yatb IP-agpec v gpyrne napametpbl, Heobxoaumble ana pabotbl B cetn TCP/IP. [aHHbIN
npotokon paboTtaeT no Mogenu «KNMeHT-cepBep». [nsi aBTOMATMYECKOW KOHMUrypaumm
KOMMNbIOTEP-KITMEHT Ha 3Tane KoHurypaumm CceTeBOro YCTponctBa obpawaerca K Tak

Ha3biBaemomy cepsepy DHCP v nony4aeTt OoT Hero HyXHble napameTpsbl.

DHCP-cepBep — 9TO nporpamma, KoTopas HasHadaeT knueHtam |P-agpeca BHyTpu
3a[@aHHOro AmManas3oHa Ha ornpeferieHHbI nepuog BpeMeHu. [aHHy YyHKUUI0 NOAAEpXMBaoT

NpakTU4YeCkn BCe COBPEMEHHbIE MapLLpPYTU3aTOpbI.

Digital Zoom / LinchpoBoe yBennuyeHue — 370 yBenuyeHne pasmepa kagpa He 3a cuyeT
ONTWUKK, @ C NOMOLLbIO KaapupOBaHWsS NOMYy4YEHHOrO C MaTpuubl n3obpaxeHus. Kamepa Hu4ero He
yBENMUMBAET, a TOMbKO BbIpe3aeT HYXHYH 4YacTb Wu300paxeHuMss u pacTarmBaeTr ee Ao

nepBoOHaYarnbHOro paspeLleHys.

Domain Server / CepBep AOMEHHbIX UMEH — TaKKe AOMEeHbl MOryT ObITb MCNOMNb30BaHbI
opraH13aumsiMun, KOTopble XOTAT LEeHTPann3oBaHHO yNpaBnsaTb CBOMMU KOMMbOTEPAMU (Ha KOTOPbIX
yCTaHOBIIEHbl onepaunoHHble cuctembl Windows). Kaxabin nonb3oBatenb B paMkax [oMeHa
norny4yaeTt y4YeTHYI0 3anucb, KoTopas OObIMHO paspeluaeT 3aperncrpupoBaTbCs U UCMONb30BaThb

nobon KOMnNblOTEP B [AJOMEHE, XOTA OAHOBPEMEHHO Ha KOMMbKTEep MOryT ObiTb HanoOXeHbI
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orpaHn4eHuns. CepBepOM AOOMEHHbLIX WMEH ABINAETCA CepBep, KOTOprI7I ayTeHTVI(*)I/IU,I/IpyeT

nonb3oBaTeneun B ceTu.

Ethernet — nakeTHasi TexHonorusi nepegadn AaHHbIX MPEVMYLLECTBEHHO B JTOKanbHbIX
KOMMblOTEPHbIX ceTsX. CrtaHaapTel Ethernet onpepensitoT npoBoAaHble  COEAMHEHUS U
3MeKTpUYeckme curHanbl Ha uanyeckoMm ypoBHe, hopmaT kaZpoB M MPOTOKOSbl yrnpaBneHus

OOCTYMNOM K cpefie — Ha kaHarnbHoM ypoBHe mogenu OSI.

Factory default settings / 3aBoackne yctaHOBKM MO YMOJYaHUIO — 3TO YCTaHOBKW,
KOTOpbl€ M3Ha4YanbHO UCMONb30BaHbl ANs YCTPONCTBA, KOrga OHO OTIPY)XaeTcs C 3aBoAa B NEPBbI
pa3. Ecnu BO3HMKHET HEOBXOOUMOCTb NepeyCcTaHOBUTbL YCTPOMCTBO A0 €ro 3aBOACKMX YCTaHOBOK
MO YMOSYaHuIo, TO 3Ta (PYHKUMSA NpUMEHMMa Ans GONbLUMHCTBA YCTPOWCTB, M OHA MOJSTHOCTbIO

nepeycraHaBsninBaeT niobble YCTaHOBKW, KOTOpPbIE ObIN N3MEHEHDbI NONb30BaTENEM.

Firewall / Bpanamayap — 6paHgmayap (MexceTeBor dkpaH) paboTaeT Kak 6apbep Mexay
ceTaAMMU, Hanpumep, MeXxay nokanbHon ceTbio U NHTepHeToM. bpaHamayap rapaHTuMpyeT, 4To
TONbKO 3aperncTpmMpoBaHHbIM Nonb3oBaTensaM OyaeT paspeLleH AOCTyn M3 O4HOW CeTU B APYryto
ceTb. bpaHamayapom MoxXeT 6bITb MporpammMHoe obecneyeHre, paboTatoLlee Ha KoMNbTEPe, UK

6paHnmay3p0M MOXeT ObITb aBTOHOMHOE anrnapartHoe yCTpOIZCTBO.

Focal length / ®okycHoe paccTtosiHue — wusmepsiemMoe B MuUANUMETpax ¢OKyCHoe
paccTosiHne 06beKTMBA Kamepbl, onpeaenstoLlee LWMPUHY ropu3oHTanbHoOM 3oHbl 0630pa, KoTopoe
B CBOI ouvepenb namepsietca B rpagycax. OnpegensieTcsl Kak paccTtosiHMe OT nepeaHen rmaBHom
TOYKW 4O NepeaHero dokyca (4ns nepeaHero OKyCHOro PacCTOSIHNUS) U Kak pacCTOsiHUE OT 3agHeN
rMaBHOW TOYKM [0 3agHero dpokyca (ons 3agHero okycHoro paccrtodaHud). Mpu atom, nopg
rnaBHbIMM TOMKaMu NoapasyMeBatOTCs TOHMKM NepeceyeHnst nepegHen (3agHen) rnaBHOM NNOCKOCTH

C OMTUYECKOMN OCbIO.

Fps / KagppoBas 4yacToTta — KONMYeCcTBO KagpoB, KOTOpoe BuaeocucteMa (KOMMbloTepHast

urpa, Tenesusop, DVD-nneep, Buaeodarin) BolAa€T B CEKYHAY.

Frame / Kagp — kagpom sBnsieTcs NonHoe BuaeousobpaxeHune. B dopmate 2:1
YyepecCcTpoyHOW  pasBépTkm uHTepderica RS-170 m B dopmatax MexgyHapogHoro
KOHCYNbTaTMBHOIO KOMUTETa MO pagnoBeLLaHnio, kKagp co3gaeTcsa u3 ABYX OTAeNbHbIX obnacren
TNIMHUIN YepeccTpoYHON pa3BepTkn 262.5 nnn 312.5 Ha vactote 60 mnm 50 'y gns TOro, 4ToOkLI
cchopmupoBaTtb MOMHbLIA Kagp, KOTOpbIi 0ToBpasntcs Ha akpaHe Ha yactote 30 wnm 25 My, B
Buaeokamepax C NporpeccnBHON pa3BepTKOW KaxKabl Kaap CKaHUpyeTCs NOCTPOYHO U He ABNaeTCA

YepeccTPOYHbIM; BOMNBLUMHCTBO M3 HUX OTOBOpaxaeTcsa Ha YacToTe 30 n 25 .

FTP (File Transfer Protocol / lNpotokon nepepaun cannoB) — 3TO NPOTOKON
NPUIIOXKEHWS, KOTOpbIN ucnonb3dyeT Habop npotokonoB TCP / IP. OH ucnonb3yetcsa, 4ToObl

obmeHuBaeTca pannamu Mexagy KomnbroTepamu/yctporctBamum B cetun. FTP  nossonser
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nogkntoYaTbes Kk cepepam FTP, npocmaTpvBaTh coAepXnMoe KaTanoroB v 3arpyxatb dpainbl ¢

cepBepa unn Ha cepsep. NpoTokon FTP oTHocuTCs K NpoTOKOnam MNpUKNagHOro YPOBHA U ANd
nepegayn gaHHbIX UCNOMNb3yeT TpaHCnopTHLINM NpoTtokon TCP. KomaHabl 1 gaHHble, B OTniMyune oT
GonbLlUIMHCTBA ApYrMX NPOTOKOMOB nepegatTcs no pasHbiM noptam. [opt 20, oTKpblBaembi Ha
CTOPOHEe cepBepa, Ucnonb3yeTcsa Ang nepegayun gaHHblX, NopTt 21 - Ansa nepegayv komada. MNopt

ana npuemMa gaHHbIX KIMMeHToOM onpenendeTcd B guarore coriifacoBaHuA.

Full-duplex / MonHbIM AynneKc — NOSHbIN gynnekc npeacTaBnaeT cobon nepegadvy gaHHbIX
O[HOBPEMEHHO B ABYX HarnpasneHusix. B cucteme 3BykoBOCMpOU3BEAEHUS 3TO MOXHO OMUCaThb,
Hanpumep, TenedoOHHbIMM cucTeMamun. Takke nonyaynfnekcHas cBa3b obecneyvvsaeT

OBYXCTOPOHHIOK CBA3b, HO TOJIbKO B OAHOM HanpaslieHX 3a O41H pas.

G.711 — crangapT ons npeacraeneHnsa 8-omutHon komnpeccun PCM (MKM) curHana c
yactoton aumckpeTtusauum 8000 kagpos/cekyHay n 8 oGut/kagp. Takmm ob6pasom, G.711 kogek

co3aaéT noTtok 64 Koéut/c.

Gain / KoachcduumeHT ycuneHmsa — KoOap@ULNEHTOM YCUNEHUS SABMSETCS KO PUUNEHT
YCUMEHNS W OKCTEHTa, B KOTOPOM aHanoroBbld YCUNMTENb YCUNUBAeT Cuny curHana.
KoadbpumumeHTbl yemnenunsa obbl4HO BbipaxkatoTcs B eanHuLax mowHoctu. eumben (ob) asnsetca

Hanbonee yI'IOTpe6VITeJ'IbeIM cnocobom ans n3mepeHnda ycuneHuna ycunutens.

Gateway / MexceTeBOW L3 — MEXCETEBbIM LUMIO30OM SABMSIETCA CeTb, KOTopas
OENCTBYET B Ka4yecTBe TOYKM BXoda B Apyryto ceTb. Hanpumep, B KopnopaTvBHOW CETU, CepBep
KOMNbloTepa, AEVCTBYIOLNA B Ka4eCcTBE MEXCETEBOro LUM3a, 3a4acTylo Takke OEeWCTBYeT U B
KayecTBe MpPOKCU-CepBepa U cepBepa CeTeBOM 3alimTbl. MexceTeBoOM LUMN03 YacTo CBA3aH Kak C
MapLLPYTM3aTOPOM, KOTOPbIA pacrno3HaeT, KyAa HanpaBnaTh NakeT AaHHbIX, KOTOPbIA NPUXoauT B
MEXCETEBOW LUMO3, TaK U KOMMYTaTOPOM, KOTOPbIA MPeaoCTaBNsAeT UCTUHHBIA MapLipyT B U 13

MeXXCeTeBOoro wn3a and gaHHoro nakeTra.

H.264 — 370 mMexayHapoaHbI CTaHOaPT KOAMPOBAHWUS ayavmo M BUAEO, (Apyroe Ha3BaHue
'MPEG-4 part 10' unn AVC (Advanced Video Coding)). [lJaHHbI cTaHOApT COOEPXUT pag HOBbIX
BO3MOXHOCTEN, MO3BOMSAKLINX 3HAYUTENbHO MOBLICUTL 3PGEKTUBHOCTL CKaTUsi BMAEO MO
cpaBHeHuto ¢ 6onee paHHumn ctaHgaptamu (MPEG-1, MPEG-2 n MPEG-4), obecneunBas Takke
HonbLyto MrMOKOCTb NPUMEHEHUS B pa3HOODOpa3HbiX CeTeBbIX cpeadax. Vicnonb3yeTtcs B LMdpOBOM

TenesuaeHnn Bblcokoro paspellernus (HDTV) un Bo MHormx apyrnx obnactax undpoBoro Buaeo.

HTTP (Hypertext Transfer Protocol / lpoTokon nepepnaym runeptekcra) — ato Habop
npasun no obmeHy cannamu (TEKCTOBbIMW, rpaduyeckumu, 3BYKOBbIMW, BUOEO- U APYrMMU
MynbTumMeama cavnamm) B cetu. lNpotokon HTTP sBnseTca NpoTOKONOM BbICLLIErO YPOBHSA B
cemerictee npoTokorioB TCP/IP. B gaHHOM npoTokone nobon nakeT nepefaetca OO NOSyYeHust

noareepXxXaeHna o ero npaBUiibHOM npueme.
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HTTPS (Hypertext Transfer Protocol Secure / 3awuweéHHbIM NpOTOKON nepeaayu

rmuneprekcTa) — pacwumpeHue npotokona HTTP, nogaoepxusatowee wudppoBaHue. [daHHble,
nepegasaemsble no npotokony HTTP, «ynakoBbIBalOTCA» B KpunTorpaguieckmin npotokosn SSL nnu
TLS, Tem cambiM obecrneymBaeTcs 3aWuTa 3TUX AaHHbIX. B otnuumne ot HTTP, ana HTTPS no

ymon4aHuio ncnonbsyetca TCP-nopt 443.

Hub / CeTeBOI KOHUEHTPATOP - CETEBON KOHLEHTPATOP MCNONb3yeTcs AN NOAKNHYEHNS
MHOIOYMCMEHHBIX YCTPONCTB K ceTn. CeTeBON KOHLEHTpPATOp nepegaeT Bce AaHHbIE B YCTPOWCTBA,
MOAKIIOYEHHbIE K HEMY, TOr4a Kak KOMMYTaTop TOMbKO nepefaeT AaHHble B YCTPOWCTBO, KOTOPOe

cneumanbHO NpeaHa3Ha4YeHo ANns Hero.

ICMP (Internet Control Message Protocol / MexceTteBon NMpOTOKON ynpaBnstOLWMX
coobuweHun) — ceTeBor MpPOTOKON, BXxogswmn B ctek npotokorioB TCP/IP. B ocHoBHoM ICMP
ncnonb3yeTcs Anst nepegadn cooduleHuin 06 owmnbkax n OpYrnx UCKIYUTENbHBLIX CUTYaUMUsX,
BO3HUKLUMX NPV Nepeaaye AaHHbIX, HanpMMep, 3anpalumBaemasi ycryra HegocTyrnHa Unn xXocT unm

MapLpyTn3aTop He OTBe4aloT.

IEEE 802.11 / CtaHpapt IEEE 802.11 — 370 ceMencTBO cTaHAapToB ANsi 6eCnpoBOAHbIX
nokaneHblx ceten. CtaHgapT 802.11 nogoepxuBaeT nepedady OaHHbIX Ha ckopoctu 1 unn 2
M6uT/cek Ha nonoce 2.4 Tu. CraHgapT xe 802.11b 3agaeT ckopocTb nepedadn AaHHbIX 11
M6wuT/cek Ha nonoce 2.4 T, B To BpeMsi kak ctaHaapT 802.11a no3BonsieT 3aaaTh CKOPOCTb A0 54

MowuT/cek. Ha nonoce 5 ITw,.

Interlaced video / YepeccTpoyHasa pasBepTka — 3TO BMAEO3anuMCb CO CKOpocTbio 50
n3obpaxeHnin (Ha3biBaeMbIX NONSAMU) B CEKYHAY, U3 KOTOPbIX Kaxable 2 nocneaoBaTenbHbIX Nons
(nonykagpa) 3atem o6beauHstoTed B 1 kagp. YepecctpoyHas passepTka bbina paspabotaHa MHOro
neT Hasapj Ans aHanoroBoro TeneBnaeHUs 1 4o CUX Nop LWMPOoKo npumeHseTcs. OHa gaeT xopoluune
pe3ynbTaTtbl NPy NPOCMOTPE ABWXKEHMSA B CTaHAAPTHOM M300paxeHuW, XoTs Bcerga CyLlecTByeT

HEKOTOPOE MCKaXKeHUE U306paXKeHus.

Internet Explorer (IE) — cepus 6pay3epoB, paspabaTbiBaemas koprnopauuwen Microsoft ¢
1995 roga. BxoguT B KOMMNNEKT onepaunoHHbIx cuctem cemenctea Windows. AensieTcs Hambonee

LUMPOKO Mcnonb3yemMbiM Be6-6pay3epom.

IP 66 (Ingress Protection) — 310 cTtaHgapT 3awmTbl 060pya0BaHUSA, KOTOPbLIA ONUCLIBAET
nbine- 1 Braro- 3almTy kamepbl BuaeoHabnogeHus. MNMepsas umgppa ob6o3HavaeT ypoBeHb 3aLUThI
OT nonagaxusa TBEpAbIX YacTul (Hanpumep, undpa 6 o6o3HavaeT NONHOE UCKIIYEeHNe nonagaHns
nbinu). Bropas undpa obo3HavyaeT ypoBeHb 3auThl OT NonagaHus xxuakocten (Hanpumep, uudpa
6 ob6o3Ha4vaeT Be3ynpeyHyo paboTy kKamepbl NPU BO3AENCTBUN MACCUBHbBIX BOASIHbIX NMOTOKOB BOAbI

UM BpeMeHHOM 0biMBaHuu.)
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IP-kamepa — uudpoBasa Bugeokamepa, OCOBGEHHOCTbIO KOTOPOW sBNAETCA nepenada

BMaeonoToka B uncpposoM copmate no cetn Ethernet, ncnoneaytrowen npotokon IP.

JPEG (Joint Photographic Experts Group / CraHpapt O6beauHeHHOM rpynnbl
aKkcnepTtoB B obGnactu dotorpadmm) — onovH M3 NONynspHbiX rpaduyeckux copmartos,
NPUMEHSIEMbIA ON1S XpaHeHus hoTon3obpakeHnn 1 NogobHbIX UM nsobpaxkeHun. MNpu cosgaHmm
n3obpaxeHma JPEG nmeeTcs BO3MOXHOCTb HaCcTPOWMKM UCMONb3YyeEMOro kosdduumeHTa cxaTus.
Tak kak npu 6onee HU3KOM KO PULIMEHTE CXKaTKs (T.€. CaMOM BbICOKOM KayeCcTBe) yBenmynBaeTcs

obbem cpanna, cyliecTByeT BbIOOp Mexay KayecTBOM nsobpakeHus n obbemom darina.

Kbit/s (Kilobits per second / Kbut/cek) — 3T0 Mepa namepeHmns CKOpoCTM NOTOKA AaHHbIX,

T.e. 3TO CKOPOCTb, Ha KOTOPOW onpeeneHHoe KONMYecTBO BUTOB NPOXOAAT 3a4aHHYO TOYKY.

LAN (Local Area Network / JlokanbHasa BbluMcnUTeNbHasA CeTb) — KOMMNbIOTEPHAs CETb,
nokpbiBatLasi 06bIMHO OTHOCUTENBHO HEDONMbLUYD TEPPUTOPUIO NN HEGONbLUYIO TPYyNny 34aHWUA

(aom, oduc, hmpmy, MHCTUTYT), TO €CTb ONPEenErEHHYI0 reorpadnYecKyto 30Hy.

Lux / Jlrokc — egmHunua n3amepeHna OCBELLEHHOCTW. Onpep,enﬂeTc;l KakK oCBEeLlEHHOCTb
NOBEpPXHOCTN nnowaabio 1 KB.M. CBETOBbIM MOTOKOM 1 NIOMEH. |/|CI'IOJ'Ib3yeTCFI anda 0003Ha4eHus

YyBCTBUTEJSIbHOCTU KaMep.

MAC-aapec (Media Access Control address / AnnapaTHbIn agpec YCTPOUCTBA) — 3TO
YHUKanbHbIN NOEHTUMUKATOP NPUCOEAMHEHHOrO K CETU YCTPOMUCTBA UMK, TOYHEE, ero nHTepdenc

OnAa NOAKMKYEeHNA K CETI.

Mbit/s (Megabits per second / Mout/cek) — 3T0 Mepa M3MEpPEHUs CKOPOCTU MNOToKa
AaHHbIX, T.€. 3TO CKOPOCTb, Ha KOTOPOW BUTLI MPOXOAAT 3afaHHYH TOYKY. QTOT napameTp 0ObI4HO
ncnonb3yeTtcsl, YToObl NpPeacTaBUTb «CKOPOCTb» ceTW. JlokanbHas ceTb AoimkHa paboTtaTb Ha

ckopoctn 10 unu 100 M6uT/cek.

MJPEG (Motion JPEG) — nokagpoBbii MeTof BMAEOCXKATUS, OCHOBHOW OCOBEHHOCTbIO
KOTOpPOro ABMSIETCA CXaTWe KaXOoro OTAENbHOro kagpa BMOEOMOTOKA C MOMOLLbK anroputma
ckatna wusobpaxenHun JPEG. [Mpu coxkatum metogom MJIPEG wMexkagpoBasi pasHuua He

Y4YUTbIBaAETCA.

MPEG-4 — 370 MexayHapoaHbIi CTaHAapT, UCNONb3yeMbli MPEUMYLLECTBEHHO ANA CXaTus
undcpposoro aygmo u Bugeo. CrtanHgapt MPEG-4 B OCHOBHOM WCMNONb3yeTcss AN BeLaHus
(noTokoBoe BMAEO), 3anucyu OUNbMOB Ha KOMMAaKT-AUCKM, BuaeoTenedoHun (BuaeoTenedoH) u

LLMPOKOBELLAHNA, B KOTOPbIX akKTUBHO UCMNOJNb3YETCA CXKaTue Ll,I/ICprBbIX BMOeo 1 3ByKa.

Multicast / TpynnoBas nepega4va — cneunanbHas hopmMa LUMPOKOBELLAHUSA, MPU KOTOPOW
KONMM NakeToB HanpaBnaAwTCs OnNpedenéHHoMy nogMHOXecTBy agpecatoB. Hapsgy c

NpUNOXeHnamMn, YyctaHaBnmMBalwOWMMU CBA3b MeXay WCTOYHUKOM W OOHUMM nony4vatenem,
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CyLeCTBYHOT Takme npurioxXeHud, raoe Tpe6yeTc;|, 4YTOObl UCTOYHUK MOCbINan I/IH(*)OpMaU,I/IIO cpasy

roynne nonyyatenen. [lpu TpaguuuoHHon TexHonorun |P-agpecauun Tpebyetcs Kaxgomy
nonyyaTtento UHgopmaLmM nocrnatb CBOM MaKeT AaHHbIX, TO €CTb OfHa U Ta Xe WHdopmaLms
nepegaeTcsi MHOro pas. TexHonorunsi rpynnoBon agpecaumm npeacrasnsieT cobon pacwmpenue IP-
agpecauumu, No3BONAKLLEe HanpaBUTb OOHY KOMUIO NakeTa cpasy Bcem nonydarensmMm. MHoxecTBo
nony4artenen onpegenseTca NPUHaANEXHOCTbIO KaXXA0ro U3 HUX K KOHKPEeTHOW rpynne. Paccbinky
ANS KOHKPETHOW rpynmbl NOAy4atoT TOMNbKO YreHbl 3TOW rpynnbl.

TexHonorusa IP Multicast npegoctaBnsieT psg CyLeCTBEHHbIX NMPEUMYLLECTB NO CPaBHEHMUIO
C TpaavUMOHHbIM NoaxodoM. Hanpumep, gobasrneHne HOBLIX Nonb3oBaTenen He BriedeT 3a cobom
Heobxoaumoe yBenuyeHme nponyckHOW CNOCOBHOCTM CeTU. 3Ha4YMTEerNbHO COKpallaeTcs Harpyska
Ha nocbINarLLMi cepBep, KOTOpbIN 6onbLue He AOMKEH NOAAEPKMBATE MHOXECTBO ABYXCTOPOHHUX

COEeNHEHUN.

[na peanusauun rpynnoBoV agpecauun B IOKaNbHOM CeTun HeobXoOuMbl: MNoaOepXKKa
rpynnoson agpecaumn ctekoM npotokona TCP/IP, nporpammHas nogaepxka npotokona IGMP gng
OTNpaBkyM 3anpoca O MPUCOEAUHEHUN K Tpynne u nomyvYeHun rpynnoBoro Tpaduvka, nogaepxka
rpynnoBon agpecaumm CETEBOW KapToW, MPUNOXEHWEe, UCMonb3ylolee rpynnoBylo agpecauuio,
Hanpumep, BMAeOKOHepeHunsa. TexHomnorua «MmynbTukacT» ucnonbdyet agpeca ¢ 224.0.0.0 go
239.255.255.255. TlopoepxuBaeTcs cratumdeckas M guHamumyeckas agpecauums. [pumepom
cTatnyeckmx agpecoB sasnstoTcs 224.0.0.1 — agpec rpynnbl, Bkrovawlwen B ceba Bce yanbl
nokansHonm cetn, 224.0.0.2 — Bce MapLlpyTu3aTopbl foKanbHOM ceTu. [uana3oH agpecoB C
224.0.0.0 no 224.0.0.255 3apesepBupoBaH [Afsd MPOTOKOMOB MapLipyTu3aumMm un gpyrmux
HU3KOYPOBHEBBLIX MPOTOKOMOB MOAAEPXKU rpynnoBon agpecauuun. OcTanbHble agpeca
OVNHAMUYECKNn  UCMOMb3yITCA  NPUNoXeHnsMu. Ha  cerogHAWHUM  AeHb  BOMbLUMHCTBO
MapLLpPYTM3aTOPOB NOAAEPKUBAIOT 3Ty OnNumto (B MeH0 0Bbl4HO eCTb onuus, paspelatoLas IGMP

MPOTOKOM UM MYTbTUKACT).

NTP (Network Time Protocol / lNpoTokon cuHXpoOHU3auuM BpeMeHu) — CceTeBOu
NPOTOKOM ANS CUHXPOHU3aLMN BPEMEHU C ncnosnb3oBaHnem ceten. NTP ncnonb3yet onga cBoemn

paboTbl npoTtokon UDP.

NTSC (National Television System Committee / Ctangapt NTSC) — ctanHgapt NTSC
SIBMSIETCH TENEBM3MOHHbLIM 1 BuaeocTaHgapTom B CLUA. CtangapTt NTSC goctaensieT 525 cTpok B

kagpe Ha 30 k/cek.

ONVIF (Open Network Video Interface Forum) — otpacnesown ctaHgapT, onpeaensoLwmnm
NPOTOKOSbI B3aMOAENCTBUSA TakMX YCTPOMCTB, Kak |P-kamepbl, Buaeopernctpatopbl U CUCTEMbI
ynpaBneHns Buaeo. MexayHapogHbii OpyM, CO3[4aBWIMWA  [aHHbIA  CTaHOapT, OCHOBaH
komnaHuamm Axis Communications, Bosch Security Systems u Sony B 2008 rogy c uenbto

pa3paboTKM U pacnpoCTpaHeHUst OTKPLITOroO CTaHAapTa A1l CUCTeM CEeTEBOro BuaeoHabnoaeHus.
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PAL (Phase Alternating Line / TeneBusanoHHbin ctaHgapt PAL) — TeneBW3WOHHbIN

CTaHaapT PAL saBnsetca I'IpeOGJ'IaD,al'OLLU/IM TeENeBn3MOoHHbIM CTaHAapTOM B CTpaHax EBpOI'IbI.

TeneBunanoHHbIM ctaHaapT PAL goctaensieT 625 cTpok B kagpe Ha 25 Kk/cek.

PoE (Power over Ethernet / NutaHue 4yepes Ethernet) — TexHonorusa, nossonsioLas
nepefasaTb YAanéHHOMY YCTPOWCTBY BMeCTe C [aHHbIMU OfEeKTPUYECKYH0 3HEepruio 4vepes

CTaHOapTHYO BUTYIO napy B ceTn Ethernet.

Port / TMopT — wnoeHTUPUUUPYEMBIA HOMEPOM CUCTEMHbIN pPECYPC, BblOENSIEMbIN
NPUNOXEHUIO, BbINONIHAEMOMY Ha HEKOTOPOM CEeTEBOM XOCTe, AN CBA3W C MNPUMOXKEHUSMMU,
BbINOMIHAEMbIMW Ha APYrMX CeTEBbIX XOCTax (B TOM YMChe C APYrMMU NPUMOXEHUSIMU Ha 3TOM Xe
xocTe). B 06bI4HON KNUEHT-cepBEPHON MOAENUN NPUNOXKEHNE NMBO OXXMAAET BXOASALWMX AAHHBIX NN
3anpoca Ha coeauHeHue («cnywaet nopT»), NMMBo nocbinaeT gaHHbIE UK 3anpoCc Ha CoeuHEeHne

Ha M3BECTHbIN NOPT, OTKPbITbIA NPUITOXKEHNEM-CEPBEPOM.

PPP (MpoTokon gByXTO4Y€4YHOro coeaAnHeHuUs1) — NPOTOKOJ, MO3BOMSOLWMIA UCNONb30BaTb
WHTepdenc nocrnegoBaTenbHON Nepedayn Ansi CBA3W MexXay ABYMS CeTeEBbIMU YCTPONCTBaMM.

Hanpumep, nogkntodeHue MK Kk cepsepy nocpeacTBOM TeNEOHHON NUHUN.

PPPoE (Point-to-Point Protocol / lpoTokon coeguHEeHNUA «To4YKa - TOYKa») — NPOTOKON
OnNs NogkrtoyeHnsa none3oBaTenen cetn ctaHgapta Ethernet k MHTepHeTy Yepes LwnpokononocHoe
coefvHeHne, Takoe kak nuHua DSL, 6ecnpoBogHOe YCTPOWCTBO wMnn kabenbHbin mogem. C
nomouwbto PPPOE 1 LUMPOKONONOCHOrO MoAemMa Monb3oBaTeNn foKarnbHON CeTU MOryT nonyyaTtb
AOCTyn C WHAMBUAOYanbHOW MNPOBEPKOM MNOASIMHHOCTU K BbICOKOCKOPOCTHbIM CETAM AaHHbIX.
O6beaunnaa Ethernet n npotokon PPP (Point-to-Point Protocol), npotokon PPPoE obecneunBaeT
adhpeKTMBHbIN cnocob co3gaHns OTAeNbHbIX COeANHEHUN C yAaneHHbIM CePBEPOM AN KaXOoro

nonb3oBaTend.

Progressive scan / lNporpeccuBHoe CKaHMpPOBaHME — 3TO TEXHOMOrMA NpeacTaBneHus
KagpoB B BuaeoHabnogeHuu, nNpy KOTOPOMW Kaxabl Kagp BOCNPOM3BOAUTCHA MO OAHOW NMHMK B
nopsifke nx pasMmeLLeHns KaxXayto LWecTHaguaTyo 4O CeKyHabl. TO eCTb CHavana nokasblBaeTcs
nuHua 1, 3atem 2, 3ateM 3 1 Tak ganee. Takum ob6pasom, nsobpaxeHne He BbeTCcs Ha OTAENbHbIE
nonykagpbl. B aTom criyyae nonHOCTbIO ncyesaeT ahekT MepuaHnst, N03TOMY Ka4eCTBO OTCHATOrO

BMOeo nony4vyaeTca ©onee BLICOKMM.

RJ45 — yHMPUUMPOBaHHLIM pas3beM, WUCMOMNb3YEMbIN B TENEeKOMMYHMKauuax, umeet 8

KoHTakToB. McnonbayeTcsa ansa cosganuna JIBC ¢ ncnonb3oBaHneM 4-napHbix kabenewn BUTON napbl.

Router / MappyTunsaTop — 370 YCTPOMCTBO, KOTOPOE onpedenseT ToUKy bnukanwen cetn,
B KOTOPYIO NaKeT AaHHbIX JOMKEH ObITb HAMpaBMeH Kak B CBOM OKOHYaTENbHbIA NYHKT HAa3HAYeHUs.

MapLupyTusatop co3gaeT u/unu NogaepXusaeT cneumnanbHyo Tabnuuy MapLpyTusaumm, kotopas
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coxpaHdaeT VIH(*)OpMGLI,VIIO, KaK TOJ1bKO OHa AoCTuraeT onpegenieHHbIX NyHKTOB Ha3Ha4YeHnA. MHorga

MapLpyTU3aTop BKIHOYEH B Ka4eCTBe HYaCTh ceTeBOro KoMmyTtartopa.

RTP (Real-Time Transport Protocol / TpaHCNOPTHbLIM NPOTOKOS B peXumMe peanbHOro
BpeMeHUu) — aTO npoTokon IP ons nepefadn gaHHbIX (Hanpumep, ayovo Unu BUMAEO) B pexume
peanbHoro BpemeHu. MNMpotokon RTP nepeHocuT B CBOEM 3arofioBke AaHHble, HEOOXoANMblE OIS
BOCCTAHOBJIEHMSI TOfloCa UNN BUAEOM300pakeHns B NPUEMHOM Yy3fe, a Takke OaHHble O Tune
koguposanusa nHgpopmauumn (JPEG, MPEG u 1. n.). B 3arofnoBke gaHHOro NpoToOKoNa, B YaCTHOCTMH,
nepegarTcsl BpeMEHHas MeTKa M HOMeP nakeTa. OT! napameTpbl NO3BONSIOT NPU MUHUMAbHbIX
3agepxkax onpegennutb MNOpPsSAOK U MOMEHT OEKOAMPOBaHMS KaXgoro mnaketa, a Takke
WMHTepnonupoBaTb NOTEPSIHHbIE MakeTbl. B KayecTBe Hmkenexalwlero NpoTokoria TPaHCMOPTHOro

YPOBHS, Kak NnpaBuno, ucrnosnbayetca npotokon UDP.

RTSP (Real Time Streaming Protocol / lNpoTokon nepegayn NOTOKOB B peXxume
peanbHOro BpeMeHMu) — 3TO NPOTOKON YNpaBreHUsl, KOTOPbIV CIY>XUT OCHOBOW AN COrnacoBaHus
TPaAHCNOPTHLIX NPOTOKOSIOB, Takux kak RTP, MHOroagpecHon nnn ogHoagpecHon nepegayn n ons
cornacoBaHuns ucnonb3yembix kogekoB. RTSP MoXHO paccmaTpuBaTb Kak nynbT AUNCTAHLUMOHHOMO
ynpaBneHnss NOTokaMu OaHHbIX, NpeaocTaBnseMbiMyu cepBepoMm Mmynbtumeana. Cepsepbl RTSP
00bl4HO wucnonb3ytoT RTP B KayecTBe cCTaHOaApTHOrO MNpOTOKoNa Ans nepejayn ayamo- U

BUOEOOaHHbIX.

SD (Secure Digital Memory Card/ kapta namatu tTuna SD) — dopmaTt kapTbl ¢naL-
namaTn, paspaboTaHHbI ONA UCMOMb30BaHWA B OCHOBHOM B MOPTATUBHLIX YyCTponcTBax. Ha
CErofHSAWHNUN [OeHb LWMPOKO WCMONb3yeTcs B  UUMPOBLIX YCTPOMCTBAax, Hanpumep: B
doToannapartax, MobunbHblx TenedoHax, KIIK, kommyHukaTopax u cmapTtdoHax, GPS-

HaBuratTopax, Bugeokamepax n B HEKOTOPbIX UTPOBbIX MPUCTaBKax.

Shutter / OnNeKTPOHHbIN 3aTBOP — 3TO 9MNEMEHT MaTpuubl, KOTOPbLIA MO3BONSET
perynupoBaTb BPEMSsI HAKOMJIEHMSA SMEKTPUYECKOro 3apsiaa. OTa AeTanb OTBEYAET 3a AJINTENbHOCTb

BbIAEPXKKMN U KONMYECTBO CBETA, NMOMNaBLUEro Ha MaTpuLy nepes opMUpoBaHNeM N306pakeHus.

SMTP (Simple Mail Transfer Protocol / lMpocTon npoTokon nepegayn MOYTbl) —
npotokon SMTP ncnonb3yeTcsa Ang OTCbINKM U NONyYeHUSA 3NEKTPOHHOM NoYTbl. O4HaKo NOCKOMNbKY
OH 4BMSIETCA «NPOCTbIM» MO CBOEW CTPYKType, TO OH OrpaHMyeH B CBOEN BO3MOXHOCTWU MO
BMECTMMOCTW COOBLLEHMI Ha nomnyyaroLemM KOHUe, U OH 0BbIMHO UCNOMb3yeTcs C OOQHUM U3 ABYX
apyrux npotokonos, POP3 mnn npoTOKONOM MHTEPAKTUBHOINO AOCTYyNa K 3fIEKTPOHHOW noyTe
(npoTokon IMAP). 3Tu NpoTOKOsbl NO3BOMSAOT NOMb30BaTENO COXPaHATL COOBLLEHNS B MOYTOBOM

AlLIMKe cepBepa U Nepuoanyeckn 3arpyxaTb UX U3 cepeepa.

SSL/TSL (Secure Socket Layer / Transport Layer Security / [poTokon 3alueHHbIX

cokeToB / poToKkoN TPaAHCMOPTHOrO YPOBHA) — 3TN ABa NpoTokona (npoTtokon SSL asnsdeTtca
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NPUEMHUKOM  MPOTOKOJ1a TSL) ABJTAKOTCA KpI/II'ITOFpa(bI/I‘-IeCKVIMVI NpoOTOKO/TaMK, KOTOpble

obecneunBatoT 6e3onacHyto cBaA3b B ceTu. B 6onblumHcTBE cny4vaeB npotokon SSL ncnonb3yetcs
yepe3 npotokon HTTP, 4ToGbl chopmmpoBaTh NPOTOKON 3alMLIEHHON Mepedayvn runeprekcra
(npotokon HTTPS) B kayecTBe MCMNOMNb30BaHHOIO, Hanpumep, B NHTepHeTe ONd ocyLLeCcTBNeHns
(OMHAHCOBLIX TpaH3aKkuuin B 3nekTpoHHoM Buge. [lpoTokon SSL wmcnonb3yeT cepTudukaTtbl

OTKPbLITOro KpUNTOrpadnyeckoro Krtoya, YTobbl NOATBEPXKAATb UOAEHTUYHOCTL CEpPBEpaA.

Subnet mask / Macka nogceTu — 6utoBasi Macka, onpegensioluasl, kakast 4yacTtb |P-agpeca
y3na ceTu OTHOCUTCS K agpecy CeTH, a Kakasi — K agpecy camoro yana B aToln ceTu. Hanpumep, y3en

c IP-agpecom 192.168.0.99 n mackon nogcetn 255.255.255.0 Haxogutes B cetn 192.168.0.0.

Switch / KommyTtatop — KOMMyTaTopoM S$IBMSIETCS CETEBOE YCTPOMCTBO, KOTOpOe
COEaUNHSIET CErMeHTbl CETU BMECTE M KOTOPOE BbliOMpaeT MapLlipyT ANs NEPECLISIKN YyCTPOWCTBOM
OaHHbIX K ero onvxkanwemy nonydvartento. O6bIYHO KOMMYyTaTop ABMsieTcA 6onee NpocTbimM n 6onee
ObICTPbIM MEXAaHM3MOM, YEM CETEBOW MapLUpyTU3aTop. HekoTopbie KOMMYTaTOPbl UMEOT (OYHKLMIO

mMapLupyTusaTopa.

TCP (Transmission Control Protocol / lpoTokon ynpaBneHus nepepayen) — ogmH 13
OCHOBHbIX CeTeBbIX MPOTOKONOB WMHTepHeTa, npegHasHadeHHbld ONs ynpaBneHus nepepaden
OaHHbIX B ceTax u nogceTax TCP/IP. TCP - aTo TpaHCNOPTHbIN MEXaHU3M, NpeSoCTaBnAoLLINA NOTOK
OaHHbIX C npeaBapuUTeNibHOM YCTAHOBKOM COeAMHEHUs, 3a CYET 9TOro Aatolnii YBEPEHHOCTb B
OOCTOBEPHOCTM NOSTy4YaeMbIX AaHHbIX, OCYLLECTBASET NOBTOPHLIN 3anpoc AaHHbIX B Criyyae notepu

AaHHbIX W yCTpaHsieT oybnmpoBaHue npuv NosydeHnn AByx Konum ogHoro naketa (cMm. tTakke T/TCP).

TTL (Time to live) — npefenbHbIA Nepuog BpeMEHN UMW YACIO UTepaunin nu nepexonos,
3a KOTopbI HAbOp AaHHbIX (MakeT) MOXET CyLLEeCTBOBaTb 40 CBOEro NCYE3HOBEHUS. 3HadyeHne TTL
MOXET paccMaTpuBaTbCA Kak BEPXHAS rpaHuLa BpeMeHM cyLecTBoBaHus IP-gentarpammel B ceTu.
Mone TTL ycraHaBnuBaeTcs oOTnpaBuUTerneMm gentarpaMmmbl U YMEHbLUAETCHA KaXAdbIM  Y3rOM
(Hanpumep, MapLpyTM3aTOpPOM) Ha NyTU €ro CrnegoBaHWsl, B COOTBETCTBMM CO BpPEMEHEM
npebbiBaHMs B AaHHOM YCTPOWCTBE WAM COrnacHo npoTtokony obpaboTtkn. Ecnv none TTL
CT@HOBUTCS PaBHbIM HYfO OO TOro, Kak gevMtarpamma npubyaeTt B MyHKT HasHaveHus, TO Takas
agentarpamma otbpacbiBaeTca M oTnpaButento otceiiaetca ICMP-naket ¢ kogom 11 —

«I'IpeBblmeHme BpeMeHHOro nHTepBana».

UDP (User Datagram Protocol / lpoTokon gentarpaMmm nonb3oBartesisi) — 3T0 NPOTOKOJ
obmMeHa AaHHbIMU C OrpaHMYEHSIMM Ha NepecbiflaeMble AaHHbIE MO CETU, UCMOMNb3YHLLEN NPOTOKON
IP. MpoTtokon UDP saBnsetcs anbtepHatuBon npotokony TCP. MNMpeumywectso npotokona UDP
COCTOMT B TOM, 4YTO /15 HEro HeobsidaTenbHa AOCTaBKka BCEX AAHHbLIX U HEKOTOpPbIE NaKeTbl MOryT
OblTb MponyLieHbl, ecnn ceTb neperpyxkeHa. 310 o0cobeHHO yaobHO npu nepegadve
BMAeoOMaTepuanoB B peXuMMe pearnbHOro BPEMEHW, MOCKONbKY HEe WMMEET CMbicna MOBTOPHO

nepefaBaTh yCTapeBLUYO MHGOPMaLIMIO, KOTOpas Bce paBHO He ByaeT oToGpakeHa.
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UPnP (Universal Plug and Play) — TexHonorusa, no3sonsiowasa nepcoHanbHbIM

KOMMNbIOTEPAM W MHTENNEKTyanbHbIM CETEBbLIM CUCTEMAM (HanpMMep, OXpaHHOMY ob6opyaoBaHMIO,
pasBrekaTeflbHbIM  YCTPOMCTBAM WM UHTEPHET-LUN3aM) COoeauHATbCA  Mexay  cobon
aBTOMaTMyeckn M pabotaTb COBMECTHO 4epe3 eauHyto ceTb. [natdopma UPNP ctpoutcs Ha
OCHOBE TaKMX MHTepHeT-cTaHaapToB, kak TCP/IP, HTTP n XML. TexHonorns UPnP noggepxuBaet
ceTeBble MHPPACTPYKTYPLI NPaKTUYECKM NoOOoro Tmna - Kak NPoBoAHbIE, Tak 1 6ecnpoBoHble. B nx
4mcno, B YacTHOCTK, BXoOAaT kabenbHbin Ethernet, 6ecnpoBogHble cetn Wi-Fi, cetn Ha ocHoBe
TenedOoHHbIX JWHUKW, NUHUIK anekTponuTaHna wu np. [lopgoepxka UPNP  peanusoBaHa B

onepaumoHHbIx cuctemax Windows.

URL (Uniform Resource Locator / EguHbIM yKasaTenb pecypcoB) — 370

CTaHgapTM3MpOBaHHbINA cnocob 3anucu agpeca pecypca B ceTu MHTepHeT.

WAP (Wireless Application Protocol / BecnpoBogHon npoToKon nepegayvm gaHHbIX) —
NPOTOKOM, CO34aHHbIn creumanbHo anss GSM-ceTell, roe Hy)XHO yCTaHaBnvBaTb CBS3b
NopTaTUBHbLIX YCTPOUCTB C ceTbto UHTepHeT. C nomouwbto WAP nonb3oBatenb MOOMMIbLHOrO

YCTPOWCTBa MOXET 3arpyaTtb U3 ceTu IHTepHeT ntobble UMdpoBble AaHHbIE.

Web-server /| Beb-cepBep — 310 cepBep, npuHumarowmn HTTP-3anpockl OT KIUEHTOB,
06bIvHO Beb-Opaysepos, u Bbigawowmi um HTTP-oTtBeThl, 06bl4HO BMecTe ¢ HTML-cTtpaHuuen,

n3obpaxxeHmem, pannom, Meamna-noTokoM Unm ApyruMu AaHHbIMMU.

Wi-Fi (Wireless Fidelity, nocnoBHo — «6ecnpoBogHas TOYHOCTb») — TOProBas Mapka
npombiwneHHon rpynnbl «Wi-Fi Alliance» ans 6ecnpoBogHbix ceTen Ha 0ase crtaHgapta |IEEE
802.11. Jlwoboe obopynoBaHue, cootBeTcTBylowee craHgapTy |IEEE 802.11, moxeT ObiTb
npotectupoBaHo B Wi-Fi Alliance ona nonyyeHus COOTBETCTBYOLLEro ceptudumkata M npasa

HaHeceHuda norotuna Wi-Fi.

W-LAN / BecnpoBogHaa LAN — 3710 6ecnpoBogHas nokanbHas ceTb, UCMOMb3yowas B
Ka4yeCcTBe HOCUTENS PagMOBOIIHbI: 6eCnpoBOAHOE MOAKMIOYEHME K CETU KOHEYHOrO NONb30BaTENS.

[na oCHOBHOW CETEBOW CTPYKTYPbl OOLIYHO MCMONb3yeTcsa kKabenbHOe CoeAnHEHME.

WPS (Wi-Fi Protected Setup) — ctaHgapT, npegHasHayYeHHbIN ANs NoflyaBTOMaTu4eCcKkoro

co3gaHusa 6ecnpoBoaHON AoMallHEN ceTu. [poTokon nNpmu3BaH oka3aTb MOMOLLb MONb30BaTENSM,

KOTOpblE HE obnapgatoT LUMPOKNMMU 3HAHUAMU O besonacHocTn B 6eCﬂpOBO,D,HbIX ceTax, U Kak
cneacrteme, UMEKT CITOXXHOCTU NpU OCyLecTBNEHNN HaCTpOeK. WPS aBTOMaTn4yeckn obo3HavaeT
nMa cetn U 3agaet LLII/ICprBaHVIe, ana 3awnTbl OT HECaHKUMOHNUPOBAHHOIO A0CTyna B CEeTb, NpU

3TOM HEeT HeobXxo4MMOCTHM BPYUYHYIO 3aaBaTb BCe NapaMeTpbl.

Anroputm cxaTus Buaeo — 3TO MeTOAMKa YMeHblUueHus pasmepa danna undgposon
BMAEO3anucu MnocpeacTBOM  yaaneHus rpaduyeckux 3NeMeHTOB, He BOCMPUHMMaeMbIX

4yerioBe4eCkmnM rmas3om.
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BapMd)OKaﬂbelﬁ OOBLEKTUB — OOBLEKTUB, No3BONIAOLWNA UCMONb30BaTb pasnnyHble

d)OKyCHbIe pacctoAHnAa B NPOTUBOMOJIOXKHOCTb 06'beKTVIBy C (*)I/IKCI/IpOBaHHbIM (*)OKyCHbIM

paccToAHUnEM, KOTOprVI ncnonb3dyeT b 04HO PacCToAHUE.

Butas napa — Buag kabens cBs3W, npeacTaBnsieT coboW OAHY WM HECKONbKo nap
N30NMPOBAHHbIX MPOBOAHUKOB, CKPYYEHHbIX MeXAy COOOW, MOKPbIThIX MAACTUKOBOW O0GOMOYKON.
CBvBaHME NPOBOAHUKOB MPOU3BOAUTCS C LIEMbl MOBBILEHWS CTEMEHUM CBA3WM Mexay cobow
NPOBOAHMKOB OAHOW Napbl (3NeKTpoMarHMTHas noMexa oAMHaKoBO BnusieT Ha oba nposoaa napbl)
M NOCNEeayLWero yMeHbLUEHUS1 3NEKTPOMArHUTHbIX MOMEX OT BHELUHUX WMCTOYHWKOB, a Takke

B3aVMHbIX HABOAOK Npu nepegade audgepeHumnanbHbIX CUrHanoB.

Bblgepxka — UHTepBan BpeMeHW, B TeYeHMEe KOTOPOro CBET BO3OEWCTBYET Ha y4yacTok
CBETOYYBCTBUTESNBHOMO MaTepuarna WnuM CBEeTOYYBCTBUTESbHOW MaTpuubl ANs COO6LieHuUs emy

onpenenéHHon aKcnosmunn.

[eTekTop ABMXEHUSA — 3TO annapaTHbIN NMMG0 NPOrpaMmMHbIN MOAYSb, OCHOBHOW 3adadven

KOTOPOro ABndeTcs 06Hapy>|<eHV|e nepemMeLlarLlLnxca B nomne 3peHnda Kamepbl 00BbEKTOB.

HeTtekTop caboTaxa — 3TO NPOrpamMMHbIN MOAYSb, KOTOPbLIA No3BonsieT obHapyxuBaTb
Takue cUTyauuu, Kak: pacqOKyCUpPOBKa, NEPEKPbITUE UMK 3acBedMBaHUe M300pakeHUsi, OTBOPOT
Kamepbl, YacTuyHasa notepsa curHana. [puvHUMN OEeNCTBMA OCHOBaH Ha aHanuse B pexume
peanbHOro BpPEeMEeHW W3MEeHEHUs KOHTpacTa nokarnbHbiX obnacTel KagpoB W3 BWOEOMNOTOKA,
nony4yaemoro ¢ Tenekamepbl-geTektopa. [leTektop caboTaxa aBToMaTUYeCKuU BblibMpaeT obnactu
KagpoB, MO KOTOPbIM HEOGXOAUMO OLIEHMBaTb M3MEHEHWE KOHTPACTHOCTM BO BPEMEHU W, ecnu
N3MEHEHNEe KOHTPACTHOCTM B 3TUX 0ONacTaAX MNpeBblllaeT HEKOTOPbIA OTHOCUTENbHBIN MOPOr,

NPUHUMAaET peLlleHne O noTepe «rnosiesHoro» suaeocurHana.

Onadparma (ot rpey. diaphragma — neperopogka) — 9TO OTBepcTMe B 0ObekTuBe
Kamepbl, KOTOpOE perynmpyeT KOnM4YeCcTBO CBETA, MONaaatoLlero Ha matpuuy. MameHeHune pasmepa
AvadparMbl MO3BONAET KOHTPONMpOBaTb UENbIA Psi NokasaTenew, BaXKHbIX AN MNONyvYeHus

Ka4yeCTBEHHOIO M300paXkeHusl.

HdomeHHOe uMA — 3TO onpepeneHHas GykBeHHasi nocrefoBaTerlbHOCTb, 0603HavatoLasn
MMs cariTa Unu ucnosb3yemasi B UMeHax 3N1eKTPOHHbIX MOYTOBbLIX SLMUKOB. [loMeHHbIe MMeHa fatoT
BO3MOXHOCTb agpecauuy MHTePHET-Y3IOB U PacrofioXeHHbIX Ha HUX CeTeBbiX pecypcoB (Beb-

CanTOB, CEPBEPOB ANEKTPOHHOM MOYThI, APYrMX cny0) B yaobHOM Ans Yenoseka gopme.

MK-noacseTtka (MK-npoxekTtop) — ycTpowctBo, obecneuymBatollee noacseTky obbekra

HabnoAeHNs C M3nyyYyeHnem B MHppakpacHOM AnanasoHe.

Kamepa «aeHb/HOYb» — 3TO Bugeokamepa, npegHasHayeHHasa ons padoTbl KpyrinocyTOYHO

B pa3HbIX yCIoBUAX OCBELLEHHOCTU. B ycnoBuax FIpKOI;I ocBeLleHHOCTH I/1306pa)KeHIAe uBseTHoe. B
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TEMHOE BpeMdA CYTOK, Korga FIpKI/IVI cBeT nponagaet, M Ha4MHaAKTCA CYMEpPKWU, M306pa>|<eHV|e

CTaHOBUTCA ‘-IepHO-GGJ'IOG, B pe3ylibTaTe 4ero noBbilaeTCA HyBCTBUTEJIbHOCTb.

Kopek — B cuctemax cBs3n Kodek aTo obbldHO Koagep/aekonep. Kogekn mcnonb3yroTca B
WHTErpMpoBaHHbIX LENaX WM MUKpocxemax Anst npeobpas3oBaHusi aHanoroBbiX BMOEO- U
ayguocurHanoB B umdposon dopmat and nocnegytowen nepegadn. Kogek tarke npeobpasyer
npuHMMaemMble UNGPOBbIE CUrHanbl B aHanorosbii ¢popmat. B Kogeke opHa MMKpocxema
ncnonb3yeTtcs Ans npeobpa3oBaHWs aHanoroBoro curHana B UMpoBon M LMGPOBOro curHana B
aHanoroBbln. TepMuH «Kogek» Takke MOXeT OTHOCUTBbCS K KOMNpeccuu/gekoMnpeccun, u B 3Tom
crny4ae oH 06bl4HO O3HaYaeT anropmuTM NN KOMMbLIOTEPHYHO NPOorpaMmy Ans YMeHblueHns obbema

¢hannos n nporpamm.

HOpMaanO 3aMKHYTblIe KOHTAKTbl — TakKad KOHCTPYKUUA AaT4yuKa, KOTOopasd B NaCCUMBHOM

COCTOAHUN NMeeT 3aMKHYTble KOHTaKTbl, @ B aKTUBHOM — PAa30MKHYTbI€E.

HopmanbHO pa3oMKHyTble KOHTaKTbl — Takas KOHCTPYKUMS [aTtdvka, KkoTopasi B

NacCNBHOM COCTOAHUN MMEET PA3OMKHYTbI€ KOHTAKTbl, @ B aKTUBHOM — 3aMKHYTbIE.

O6BbEeKTUB — 3TO 4acTb OMTMYECKON CUCTEMBI BI/ID,eOHa6J'II'OD,eHI/IFI, npeagHasHavYeHHaa and

CbOKyCVIpOBKVI NOTOKa CBeTa Ha MaTpuue BnaeokamMephbl.

OTHoweHne curHan/luym — YUCNEHHO OrnpeaensdeT CoAep)XaHue napasuTHbIX LUYMOB B
curHane. Mamepsietca B geumnbenax (ab). Yem Gonblue 3HauyeHMe OTHOLWIEHMSA curHan/Lym ans

BuageocurHana, TeM MeHbLLE MOMEX N UCKaXKEeHUI NMeeT |/|306pa>|<eH|/|e.

lNMukcenb — 3TO 0HA M3 MHOXECTBA TOYEK, COCTaABNSAOLLMX Lu/l(bposoe |/|306pa>|<eHV|e. LlBeT

N MHTEHCUBHOCTb KaXXOO0ro NUKCerd COCTaBdeT KPpOLUEeYHY0 obnacTtb M306pa>|<eH|/|$|.

Mpokcu-cepeep (Proxy - npeacraBuTenb, YNONMHOMOYEHHbIM) — cnyxba B
KOMMbIOTEPHbIX CEeTAX, MO3BOMAKLWAA KIMEHTaM BbIMOSMHATL KOCBEHHble 3anpocbl K ApYyrum
ceTeBbIM crnyxbam. CHavana KnNneHT NOAKMYaeTCs K NPOKCU-CepBEPY M 3anpalumBaeT kakon-nnmbo
pecypc, pacrnofiokeHHbI Ha Apyrom cepsepe. 3aTeM MNpoOKcU-cepBep NMOO MoAkn4YaeTcs K
yKkasaHHOMY CepBepy 1 nory4yaeT pecypc y Hero, nnbo Bo3BpaLLaeT pecypc U3 cObCTBEHHOrO KaLla.
lMpokcn-cepBep NO3BONSET 3alMLLATb KIMMEHTCKUA KOMMbIOTEP OT HEKOTOPbIX CETEBbIX aTtak W

nomMoraeT cCoxXpaHATb aHOHUMHOCTb KIMMeHTa.

MpoTtokon — cTaHOapT, onpedensioWMin noBedeHWe YHKUMOHamNbHbIX OGroKoB npu
nepefaye AaHHbIX. DopmManu3oBaHHbIe NpaBuna, onpeaensoLwmne nocrneaoBaTensHoCTb U opmat
COOOLLEHNIA, KOTOPLIMM OOMEHMBATCS CeTEBblE KOMMOHEHTbI, NEeXallye Ha OQHOM YPOBHE, HO B

pa3HbIX y3nax.

PaspelieHne nm3obpaxeHUs — 3TO KONMYECTBO MUKCENen (ToYek) Ha eanHuuy nnowagm
n3obpaxeHus. NamepsaeTcs B Meranukcensix unu otobpaxaeTtcsa B BUAE ABYX BENMYUH — BbICOTbI U

LLUNPUHbI I/1306pa)KeHI/IFI. BbicoTta u LLMPpHMHa TaKkke B JaHHOM Cry4ae UaMepdarTCA B NUKCENAX.
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PyuyHasa guacpparma — npoTUBOMNONOXKHOCTL aBTOMaTUYeCKon anadparmel, T.e. HACTPOMKa

D,I/Iad)paFMbl KamMmepbl OO0J1’)KHA BbIMOJTHATBCA BPYYHYHO O5A pPerynmpoBKM KoONM4ecTBa CBETa,

AocCTurarowero 4yBCTBUTESIbHOIO 3rieMeHTa.

CBeTocuna o6bLeKTUBa — 3TO XapakTepucTuka, nokasbiBatoLLlas, kakoe KONMYecTBo ceeTa
cnocobeH nponyckaTb AaHHbIA O0ObEKTMB. Yem Gonblue MakcUMarnbHbIAi AUMAMETP OTKPbITOW
Avadparmbl (MNK1, COOTBETCTBEHHO, YEM MeHbLUe F-4ncno), Tem GorbLuee KONMYeCcTBO CBETA MOXET

nonacTb CKBO3b OOBHEKTUB Ha CbOKaJ'IbHyI'O NMOCKOCTb, U TEM BhlLLUE CBETOCKA 0ObeKTMBA.

Cumnnekc - npu CUMMMNEKCHOM CBSA3N CeTeBOM Kabenb WM KaHamn CBSA3NM MOXeT

ncnosnb3oBaTbCA ANA nepeagayun MHd)OpMaLlVIM TOJ1IbKO B OJHOM HanpaBJiEHUN.

YnuyHaa Bupgeokamepa — 3TO Kamepa BMAeOoHabnoaeHus, KOTOpad obnagaeTt Bcemu

HeO6XOD,I/IMbIMVI XapakTepunctnkamm 3allnTbl OT BITUAHUA BHELUHEeNn cpenbl And pa6OTbI Ha ynuue.

LiBeTHas BuMpeokamepa — 9TO Kamepa, KOTopas pAdaeT uBeTHoe u3obpaxeHue. [lo
onpegeneHnio MaTpuubl Bugeokamep 4yepHo-6enble, a Ans MonyyYeHus LBETHOro n3obpakeHus
BO3MNe KaXKAoW A4erkn mMaTpuubl OpMUpPYOTCS LBETHble hunbTpbl. MNepBbin UAbTP NPUBHOCUT
KpaCHY0 COCTaBIsOLLYIO LiBETA, BTOPOWN 3€MEHYH0, a TPETUI CUHIOK. Taknm obpasom, Tpu SHEnku
CTaHOBATCS 0HOM To4kon B LiBeToBOM hopmaTte RGB. CnegoBaTenbHO, BMECTO Tpex NMKCeNen Ha

pe3ynbTupyrowem M306pa>|<eH|/|v| Mbl NoJfly4aeM TOJIbKO O4AUH.

AnekTtpomexaHnvecknn WUK-bunbTp — npencraBnset cobon YCTPOWCTBO, KOTOpOe
CNoCcoBHO B OAHOM peXnMe NogaBnsaTb MHAPaKpaCHbIN OManas3oH Npy NnoMoLLm nHgpakpacHoro VK-
GunbTpa, a B gpyrom pexume UK-unbtp ybnpaetcs snekTpoMexaHU4eckun, Takum obpasom,

aenaa OOCTYNHbIM BeCb CNEKTP CBETOU3NTYYEHUA.
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