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pa3peleHma Hikvision. Hikvision He npegocTaBaseT rapaHTUiA, 3aBepeHui, ABHbIX NN
KOCBEHHbIX, KacaTesIbHO AaHHOro PyKoBOACTBa, eC/iM He NpeayCMOTPEHO MHOE.

O pykoBoacTee
[aHHOe pyKoBOACTBO NpeAHA3HAYeHOo A8 CETEBbIX Kamep.

PYKOBOZACTBO COAEPHKUT MHCTPYKLMMN ANS UCNONb30BAHMA U YNPABAEHUA NPOAYKTOM.
MN306paxkeHuna, rpadukn 1M Bca Apyraa MHPopmauma npeaHasHayYeHa TONIbKO AnA
03HAKOM/NIEHMA. ITOT JOKYMEHT MOXKET bbITb M3MeHeH 6e3 yBeJOMNEHWS, B CBA3M C
06HOBNIEHMEM MPOLUMBKM U MO APYTUM MPUYMHAM.

Moxanyicra, UCNOb3yiTe 3TOT AOKYMEHT NOA PYKOBOACTBOM NpodeccMoHanos.

ToproBaa mapKa

HIKVISION

n ppyrne Toproeble mapkum Hikvision u norotunbl asastoTca
NHTEeNNEKTYaNbHOW cobCcTBEHHOCTbIO Hikvision B pa3nunyHbIx topucankumax. Apyrue
TOProBble MApPKM W  JIOFOTUNbI, COAEp)KallMeca B PYKOBOACTBE, ABAAIOTCA
COHCTBEHHOCTbIO UX BNAAENbLEB.

NpaBsoBasa uHpopmauua

A0 MAKCMMA/IbBHO AONYCTUMOW CTEMEHW, PA3PELLEHHOW AEACTBYIOLLMM
3AKOHOAOATE/IbCTBOM, MPOAYKT, AMMAPATYPA, MPOrPAMMHOE 1 AMNMAPATHOE
OBECMEYEHUE NPEOOCTABJIAETCA «KAK ECTb», CO BCEMW OLWWBEKAMU WU
HETOYHOCTAMMW, HIKVISION HE [OAET HWUKAKUX TAPAHTUI, ABHbIX WU
NOAOPA3YMEBAEMDIX, KACATE/IbHO  YOOBJIETBOPUTE/IbBHOCTU  KAYECTBA,
COOTBETCTBMA YKA3ZAHHbLIM LIENAM U OTCYTCTBUA HAPYLLEHMA CO CTOPOHBbI
TPETbUX NUU. HWU HIKVISION, HW EFO0 AWUPEKTOPA, HW COTPYOHWUKU WU
NPEACTABUTENN HE HECYT OTBETCTBEHHOCTW MEPE/ NOTEBUTE/IEM 3A KAKOW-
INBO C/IYYAMHBIA UIN KOCBEHHbIW YLLIEPE, BK/TKOYAA YEbITKM U3-3A NMOTEPU
MNPUBbLINNA, MNEPEPbIBA B AEATE/IBHOCTU WU  NOTEPU  OAHHbLIX WA
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OOKYMEHTALWMKN, B CBA3N C MUCIMOJ/IbSOBAHUEM JAHHOIO MPOAYKTA, OAXE
EC/IU HIKVISION Bbl/10 M3BECTHO O BO3MOXHOCTWU TAKOIO YLLEPBA.

OTBETCTBEHHOCTb 3A MUCMO/b30BAHUE MNMPOAYKTA C AOCTYNOM B UHTEPHET
HECET MOJIb3OBATE/Ib; HALUA KOMMAHMA HE HECET OTBETCTBEHHOCTU 3A
HEHOPMA/IbHYIO PABEOTY OBOPYAOBAHUA, MOTEPKO MH®OPMALUN U OPYITUE
NOCNEACTBUA, BbI3BAHHbIE KWBEP ATAKAMW, BUPYCAMU WIN AOPYTUMW
WHTEPHET  PUCKAMW; OAHAKO, HAWA  KOMIMAHMWA  OBECMEYUBAET
CBOEBPEMEHHYIO TEXHUYECKYHO MOAAEPXKRY, EC/TU 3TO HEOBXOAMMO.

3AKOHDbI, PETYTNPYIOWME BUOEOHABIOAEHUE, BAPBUPYIOTCA B 3SABUCNMOCTH
OT CTPAHbI. MOMAJTYACTA, NMPOBEPLTE BCE COOTBETCTBYHOLLME 3AKOHbI BALLEN
CTPAHbI NEPEA NCNOJ/1Ib3OBAHVMEM OBOPYAOBAHUA. HALLA KOMNAHWA HE HECET
OTBETCTBEHHOCTW 3A UCIMOJ/1Ib3OBAHUE OBOPYAOBAHWMA B HE3SAKOHHbIX LIENAX.

Perynunpytowaa unpopmauma

NHpopmauma o FCC

CootrBetctBue FCC: 310 o06opygoBaHue OblI0  MPOBEPEHO U HalAEHO
COOTBETCTBYIOLLMM PernameHTy gnsa uMppoBOro yCcTpomcTea NPUMEHUTENBHO K YacTK
15 Mpasun FCC. [aHHbIN pernameHT paspabotaH ana Toro, 4Tob6bl 0becneymTb
AOCTATOYHYHO 3alUMUTY OT BpeAHblX 3PPEKTOB, BO3SHMKAOWMX NMPU MUCMNOJIb30BAHUMU
obopypoBaHMa B TOproeoi cpeae. 3To obopyaoBaHWe reHepupyeT, UCNONb3YET, U
MOXEeT M3/y4aTb pPaAAMOBONIHbI HA pPa3HblX YacTOTax, Co34aBadA MNOMexu Ans
pagnocsaAsn. Mcnonb3oBaHMe AaHHOrO 060pyAoBaHMA B XKUIOM paliOHE MOXKET
BbI3blBaTb BpegHbii 3ddeKT, pacxogbl, NO YCTPAHEHUIO KOTOPOro, N0XATCA Ha
nosib3oBaTens.

Ycnosusa FCC

3TO YCTPOMCTBO COOTBETCTBYET pernameHTy Ana undpoBOro yCTpoOMCTBa
npumeHnTeNbHO K 4Yactn 15 Mpasun FCC. Mpu paboTe Heob6Xx0AMMO BbINOJIHEHUE
cnepyowmx AByX yCI0BUN:

1. [laHHOe yCcTpOMCTBO He JONKHO CO34aBaTb BpeAHbIX MOMEX.

2. YCTPOWMCTBO A0MKHO BblAEPKUBATb BOSMOXKHbIE MOMEXM, BK/IOYAA U Te, KOTopble

MOTYT NpUBECTU K BbIMO/IHEHUIO HEXKENATE/IbHbIX onepau,m‘/'l.
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CootBeTcTBMe cTaHpapTam EC

[aHHbIA NPOAYKT U - €CIN NPUMEHUMO — TaK¥Ke U NocTaBiAemble
NPUHAgNEXHOCTM OTMedeHbl 3Hakom "CE" u, cnepoBaTenbHo,
COr/lacoBaHHbI C €BPOMNENCKMMM CTaHOAPTaMU, NEPEYUCNEHHbIMU

noa, avpektnsoin 2006/95/EC ans yCTPOWMCTB Ha TOKE HU3KOro
HanpsxeHus, Oupexktuson 2004/108/EC EMC, anpektnsoit 2011/65/EU RoHS.

2012/19/EC (gupektuBa WEEE): NpoAyKTbl, OTMEYEHHbIE AAHHbIM

3HaAYKOM, 3anpelLLeHo BblGpacbIiBaTb B KOJINEKTOpbI
HecopTMpoBaHHOro mycopa B EBponeiickom cowse. [Ona

HaZ/iexallel yTUAM3auuuM  BO3BPaTUTE  MPOAYKT  MeCTHOMY

_ NOCTaBLLUUKY NPKM MOKYMKe 3KBUBAJIEHTHOIO HOBOro 06opyaoBaHMS,
Nnb60o n3baBbTeCh OT HErO B CMeunanbHO NpeaHasHauYeHHbIN TOYKax

cbopa. 3a pgononHuTenbHoh  uMHbopmaumeln  obpaTuTecb N0 aApecy:

www.recyclethis.info

2006/66/EC (anpeKtnsa o 6aTapenx): [JlaHHbIN NPOAYKT COAEPIKUT
6aTapelo, KOTOpyH 3anpeliLeHo BbibpacbiBaTb B KONNEKTOPbI
HecopTMpoBaHHOro mycopa B EBponeiickom cotose. MNoapobHasn
nHPopmaumna o 6aTapee M3N0MKEHa B AOKYMEHTauuM NpoAyKTa.
baTapea oTmeuyeHa AaHHbIM 3HAYKOM, KOTOPbIA MOXET BK/OYaTb
HauMeHoBaHUA, ob6o03Hauyawline cogeprkaHne Kagmua (Cd),
CeuHey, (Pb), naun ptyTtb (Hg). Ana Hagnexkawen ytunmsaumm Bo3spaTute batapero
cBOEMy MOCTaBLWMKY b0 n3baBbTeCb OT HEro B CneunanbHO npeaHasHaYyeHHbI
TO4YKax cbopa. 3a pgonosiHuTeNbHon uHPopmaumen obpaTutecb nNo agpecy:

www.recyclethis.info



http://www.recyclethis.info/
http://www.recyclethis.info/
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MHCTpYKLMA NO TeXHUKe 6e30nacHOCTH

3Ta MHCTPYKUMA npeaHasHayeHa Ana Toro, Ytobbl NONb30BaTENlb MOF UCMOAb30BaTb
NPOAYKT NPaBUIbHO M U36eXKaTb ONACHOCTU UAN NPUYMHEHNA BPEeAa MMYLLECTBY.
Mepbl NpPeAoCTOPOKHOCTH pasaeneHobl Ha "MpeaynpexaeHns" n
"MpepocteperkeHmna”.

MpepynpexaeHus: cneayiTe AaHHbIM NpaBUaAam N8 NpenoTBPaLLEeHMA Cepbe3HbIX
TPABM U CMepPTe/IbHbIX C/Ty4aeB.

MpepocTepexkeHua: cnegyite mepam MNpPefoOCTOPONKHOCTM, YTOObI NpPesoTBpPaTUTL

BO3MOKHble noBpexgeHna naun MaTepMaJ’Ibelﬁ yu.l,ep6

A A

NMpeaynpexaenus | MpeaoctepexeHusn

MpeaynpexxaeHua

e [loxkanyiicta, WCMNoONb3yihTe aganTep MNUTaHUA, KOTOPbIA COOTBETCTBYET
CTaHZapTy 6e3onacHoro cBepxHU3KOro HanpsaxeHua (SELV). MCTOYHMK
nutaHna 24B AC wau 12B DC (B 3aBMCMMOCTU OT MOAENein) AONXKeH
cooTtBeTcTBOBaTh IEC60950-1 n Limited Power Source ctaHgapTam.

e Ecnum npoaykT He paboTaeT AoKHbIM 06pasom, obpaTuTech K AUaepy Uaun B
6AMMKaMLWKNIA CEPBUCHBIN LEHTP. He nbiTanTecb camocToATeNbHO pa3obpatb
Kamepy. (Mbl He Hecem OTBETCTBEHHOCTb 3a Mpobsiembl, BbI3BaHHbIE
HECaHKLMOHMPOBAHHbIM PEMOHTOM UM TEXHUYECKMM 0O6CNYKMBAHUEM.)

e Bo wusberaHMe puUCKa MNoOXKapa WAM yAapa S/EKTPUYECKMM TOKOM He
nogBepramnTe ycTPOMCTBO BO3AENCTBUIO BNaru U AoXKA4A.

e YcTaHOBKa YCTpoicTBa A0/KHa ObiTb npousBeAeHa KBaANMOUUMPOBAHHbLIM
cneumnanmncTom.

e [loxanyiicta, ycTaHOBMTE OTKAtOYatoLee 060pyA0BaHNSA B LLENW NUTAHMA ANs
yA0OHOro npepbiBaHWUA NMUTAHUA.

e [loxanyicra, ybeautecb, YTO B C/Ayvyae KpenaeHUs Kamepbl Ha MOTOJKe,

NOTOJIOK [IO/IKEH BblAEPXKMBATb Harpysky 6onee 50 H.

MpepocrepexeHua
e YbeauTecb, YTO HaNpPsXKEHME NUTAHMA COOTBETCTBYET TpeboBaHUAM KaMepbl.

e He 6bpocaliTe Kamepy M He NnoaBepranTe ee yaapam.
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He poTtparvBaiiTecb A0 MaTpuubl nanbuamun. Ecam oumcTka Heobxoamma,
NCMNONb3YIATE YNCTYIO TKaHb C HEBO/bLLIMM KONMYECTBOM 3TaHONA U aKKYpPaTHO
npoTpuTe ee. Ecan Kamepa He ByaeT NCNO/b30BaTbCA B TEYEHME A/IUTE/bHOIO
nepuoaa BPEMEHMW, YCTAaHOBUTE KPbIWKY 06bEKTUBA A/1A 3alMUTbl CEHCOpa OT

nbian.

He HanpaBnaiTe 06bEKTUB Kamepbl Ha APKWUIA CBET, TAKOW Kak CO/MHLUE UK
NaMMbl HAKaNNBaHUA. APKKUIA CBET MOXKET BbI3BaTb paTasibHble NOBPEXKAEHUSA
Kamepbl.

MaTpuua MOXKeT ObiTb COMKMKEeHa a3epHbIM JlyYOM, MO3TOMY, Koraa
ncnonbsyetca ntoboe nazepHoe obopygosaHue, ybeamuTech, YTO NOBEPXHOCTb

MaTpuubl HE NnoaBepraeTca BO3A€V1CTBMI’O NNa3epPHOro ny4ya.

He yctaHaBnuBaliTe Kamepy B CpeAe C MNOBbIWEHHON BAAXKHOCTbIO U
3amMblIEHHOCTbIO, He noasepraite ee  BO3AEWCTBUIO  CWUbHbIX
3N1EKTPOMArHMTHbIX nomex. Paboyasa TemnepaTypa OKpyKawolen cpeapl
AOoMKHa 6biTb B npegenax -40°C ~ 60°C uaum -50°C ~ 60°C (ecnm B Ha3BaHUU

Kamepbl ecTb «H»)

Ona Toro, 4tobbl M3beXKaTb HAKOMJEHWs Tensaa, HeobxogMma Xopoluas
BeHTUAALMA paboyei cpeabl.

He nomelaiiTe Kamepy B Boay W t0OYIO APYTYHO }KUAKOCTb.

Bo Bpema TpaHCNOPTMPOBKM, Kamepa [AO/KHa ObiTb ynakoBaHa B
OPUIMHaNbHYIO YNAKOBKY.

HenpaBuabHOe WCMNONb30BaHWE WAM 3aMeHa baTapen MOXKEeT NpMBECTU K
onacHoctuM B3pbiBa. [lpoBoauTe 3ameHy Ha Takue Xe bGaTapen wam

dHa/10TU4YHbIE.

lpumeyaHue:

Ona kamep c¢ WK-noaceBeTKkoir obpaTtuTe BHMMaHWE Ha Cchnegylowume Mepbl

NpeaoCcTOPOXKHOCTH, UTobbI NpeaoTBpaTUTL UK- oTparkeHue:

MblNb UK XKUP HA NOBEPXHOCTU Kynosa BbizoBeT UK oTparkeHue. MoxkanyiicTa,
He CHMMAWTe 3alUWUTHYIO MJIEHKY, NOKA YCTAHOBKA He ByaeT 3aBeplueHa. Ecau
€CTb MblNIb UM XKUP HA NOBEPXHOCTM KyMno/a, NMOYUCTUTE ero YNCTOM MATKOM

TKAHbIO U nU3onponnaoBbim CNMNPTOM.

Y6eanTech, YTO B MeCTe YCTaHOBKM Kamepbl HET OTParKatloWwmx NoBepXHOCTEN,
HaXo4ALWMXCA O4eHb B61M3KO K Kamepe. MK- noacBeTka MOXKET OTPasUTbCA OT
MOBEPXHOCTU U CNPOBOLMPOBATL OTPAXKEHUA.

MeHononMMepHOe KONbLO BOKPYr OOBbEKTMBA AO/KHbI ObiTb YCTAaHOBAEHO

BMNOTHYIO K BHYTPEHHEeN NoBEepPXHOCTU Kynona, 4Tobbl M301MpoBaTb 06bEKTUB
ot UK ceeTtoamonos.
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CeTeBble BuaAeOKamepbl. PykoBoACTBO NOsib30BaTens.

lhasa 1 CuctemHble TpeboBaHuA

OnepauunoHHasa cuctema: Microsoft Windows XPSP1 nau Bbiwe

Mpoueccop:2.0 My nan Bblwe

OnepatMBHaa namaTb: 116 nnm 6onee.

JKpaH: PaspeweHne 1024x768 nnun bonee.

Bpaysep: Internet Explorer 8.0 v Bbiwe, Safari 5.0.2 n Bbiwe, Mozilla Firefox 5.0 u Bbiwe

n Google Chrome 18 u Bblwwe.
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CeTeBble BuaAeOKamepbl. PykoBoACTBO NOsib30BaTens.

'nasa 2 CeteBoe nogKknoyYeHue

lpumeyaHue:

e Bbl JO/MKHBI MMETb B BMAY, YTO MCMO/b30BaHME MPOAYKTA C AOCTYNom B
NHTepHeT MoXKeT ObiTb NOABEPKEHO Yrpo3am Aa ceTeBoi 6esonacHocTu. Bo
nsberkaHme Kakmx-nmbo ceTeBbIX aTaK M yTeYKM MHPOPMaLMKM, NOXKANYNCTA,
yKpenuTe cBoto 3awmTty. Ecam npogyKT He paboTtaeT fomKHbIM 0bpasom,
obpaTuTech K cBOEMY Annepy Uan B BNMKANLLININ CEPBUCHDBIN LLEHTP.

e [lnaobecneyeHuns ceteBoi 6€30NaCHOCTM CETEBOM KAMEPbI, Mbl PEKOMEHAYEM
Bam npoBoauTb OLEHKY 6e30MacHOCTM M 0BCNYKMBaHWE CETEBOW KaMepbl
perynspHo.

lMeped Havyanom:

e Ecnu Bbl XOTUTE NOAKNOYMTL ceTeByto Kamepy no LAN (Local Area Network),
obpatutech K Pasaeny 2.1 lNoodknaoueHue cemeasoli sudeokamepsi K LAN cemu.

e Ecnum Bbl XOTUTE NoAKNOUNTb ceTeByto Kamepy no WAN (Wide Area Network),
obpatutech K Pasgeny 2.2 lNooKnaoveHue cemeesoli sudeokamepol K WAN cemu.

2.1 NogkntoueHue ceteBon BnaeoKkamepbl K LAN cetu

Lene:

Y106bI NPOCMATPMBATL M M3MEHATb KOHPUrypauumio ceteBoi Buaeokamepbl B8 LAN
ceTu, Bbl fONKHBI MOAKAIOYNUTD KAMEPY K TOM }Ke MOACETU, K KaKoM NOAKNYEH Ball
KomnbtoTep M yctaHoBuTb MO SADP mnam iVMS-4200, 4yTobbl HaWTM YCTPOMCTBO M
n3meHunTb ero IP- agpec.

MpumeuaHue: NetanbHasa nHopmauma o MO SADP npeacrtasneHa B MpunoxkeHunm 1.

2.1.1 NogknoyeHue K LAN ceTtu

MN306parkeHna HUKe NOKA3bIBatOT ABa Cnocoba NOAKAYEeHMA CeTEBOM BUAEOKAMEPDI
K KOMNblOTEPY.
Ueneo:
e YT106bl NpOTECTUPOBATL CETEBYIO BUAEOKAMEPY, Bbl MOXKETE NOAKIIOUYUTL ee
HaNPAMYIO K KOMMbIOTEPY CETEBbIM Kabenem, Kak nokasaHo Ha PucyHke 2-1.
e (O6paTtnTe BHMMaHMe Ha PUCYHOK 2-2, 4Tobbl NOAKNIOYNTL BUAEOKamepy K LAN
CeTU C UCNOb30BaHUEM KOMMYTATOPA MU poyTepa.
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CeTeBble BuaAeOKamepbl. PykoBoACTBO NOsib30BaTens.

o -y

Cetesan kamepa Homneiorep

PucyHok 2-1 MoakntoueHne Hanpamyto

VI

Ceresoi kabens Cerveson Kabensb
/ \
W O 9
Ceresana kamepa Komnbiotep

PucyHok 2-2 MNMogkntoueHne yepes KOMMyTaTop UaKn poyTep
2.1.2 AKTUBaUUA Kamepbl

B nepsyto oyepeab Bam HEOBXOAMMO aKTMBMPOBATb Kamepy, YCTAHOBMUB HAAEXKHbIM
naponb N Hee.

MoapepmBaeTca akTUBaUMA C Nomollbtlo Beb-bpaysepa, akTmBauma Yepes SADP u
aKTMBALMA Yepes KAMEHTCKOe NporpammHoe obecneyeHue.

+» AKTuBauusA yepes Beb-6paysep
Waeau:

1. BKAOUYMTE Kamepy M NOAKNIOUMTE ee K CeTu.

2. BseguTte IP-agpec B agpecHyto CTPOKY Beb-b6pay3epa 1 HaxkmuTe Enter ana

BX0Ja B MHTepdENC aKTUBaLMN.

lMpumeuaHue:
e |P-agpec no ymonuanuio: 192.168.1.64.

e [na Kamep c BKAYeHHbIM DHCP no ymonuanuto, IP- agpec HasHauvaeTca
aBTOMaTMYeCKN. Bam HeobxoAMmmo aKTMBMPOBATb Kamepy C nomolubio SADP
nporpammHoro obecneyeHus. [loxanyincrta, obpaTuTecb K cnepylowemy
pasaeny gna aktmeaummn Yepes SADP.
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CeTeBble BuaAeOKamepbl. PykoBoACTBO NOsib30BaTens.

AKTHRAIIHA

NanLzeoarent

liapune

Manse m=penh

PucyHok 2-3 AKTuBauus yepes Beb-bpaysep

3. Co3pgaliTe Naposib 1 BBEAMUTE €ro B CTPOKE Napons.

PEKOMEHAYETCA MCMNONb30BATb HAAEKHbIN NAPO/1b—

& HacmosmenbHo pekomeHAyemcs Ucnosnb308ams HadexHbili naposne (He
MeHee 8 cuMB0s108, 8K/104asA bYyK8bl 8epXHE20 peaucmpa, byKebl HUXHE20
peaucmpa, yugpsl U crneyuasnbHsie cumeosnsl). Takxe pekomeHOyemca
peaynapHo 06HO8AAMb Naposb. ExcemecayHasn unu exceHeoesnbHas CMeHa
naposs no3eonum coesnams UCnoAb3oe8aHue npodykma 6e30nacHosIM.

4. ToartsepAanTe Naponb.

5. HaxmuTte OK, 4Tob6bl COXPaHUTL Napob, U BOMAUTE B UHTEpdEIC

NPOCMOTpPaA B pexnume peasnbHoro Bpemexu (MpocmoTp).

+» AKTuBaumsa yepes SADP

MO SADP ucnonb3yetca Ana onpeneneHna OHAalH-yCTPOMCTB, aKTMBALMN Kamep
W CMEHbI Mapons.

MO SADP gocTynHoO Ha AUCKE, BXOAALLEM B KOMMNAEKT, UK Ha odpMUMAIbHOM CanTe.
YcraHoBuTe SADP 1 BbINONHUTE cneaytowmne AeNCcTBUS ANA aKTUBALLMK KaMepbl.

Uaeu:
1. 3anyctute SADP ana novcka OHAaNH-YCTPOMCTB.

2. [poBepbTe cTaTyC YCTPOMUCTBA B CMMUCKE YCTPOWCTB M Bbibepute HeEaKTUBHOE

YCTPOWCTBO.
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CeTeBble BuaAeOKamepbl. PykoBoACTBO NOsib30BaTens.
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PucyHok 2-4 UHTtepdeiic SADP

3. Cospgaiite naponb, BBeauTe ero B nose napons (New Password) u

noareepante (Confirm Password).

PEKOMEHAYETCA MICNO/1b30BATb HAAEXHbIN NAPO/Ib — HacmosmesnsHo

& peKomeHOyemcs UCrosnb308ams Hadex Hbili naponas (He meHee 8 cUMB0s08,
8K/touaa byKkebl BepxHez20 peaucmpa, byKebl HUMHe20 peaucmpa, uugpsl u
crneyuasbHbie cumeossl). Takiuce pekomeHOyemcs pezynsapHO 06HO089Mb
naposnoe. ExceMecavyHas unu exceHeoesnbHAs CMEHA aposIs M0380uUm coeaameo
ucnosb3o8aHue npodyKma 6e30MnacHsIM.

4. Haxmute OK, 4Tob6bl COXpaHUTb Napob.
Bbl mOXKeTe NpoBepuUTb, 3aBepLUEHA /1N aKTUBALMA BO BCMNJ1bIBAOLLEM OKHE.
Ecnun npounsowna ownbKa akTMBaLUuMK, NOXKaNymncTa, ybeamrech, 4To Naposb
oTBeyvaeT TpeboBaHMAM M NOBTOPUTE NOMbITKY.

5. UsmeHuTe IP-azpec ycTpoMCcTBa TaK, YToObl OH Bbin B TOM Xe noacetu, K
KOTOPOW MOAKNYEH Ball KOMNbIOTEP, BPYYHYH MM NMOCTaBUB rasiouKy

Enable DHCP («BkntounTtb DHCP»).
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CeTeBble BuaAeOKamepbl. PykoBoACTBO NOsib30BaTens.

| Ky hbvasri Harsrreber

Lot Aans e

'edzrm

A Saresnd

PucyHok 2-5 UameHeHune IP-agpeca
6. BBeauTe naponb u Haxkmute KHonky Modify gna Toro, 4tobbl 3MeHUTH |P-

aapec.
DX AKTVIBaLI,VIFI yepe3 K/IMeHTCKoe nporpammHoe obecneuyeHue

KnneHTcKoe nporpammHoe obecneyeHne ABAAETCA YHUBEPCA/IbHBIM MPOrPaMMHbIM
obecneyeHnem pANA ynpaBieHUA BUAEOHAONOAEHMEM [ANA HECKONbKUX BUAOB
YCTPOWCTB.
MonyunTte KNMEHTCKoe nporpammHoe obecneyeHne C NPUAAraeMoro AMcKa UanM Ha
oduuManbHOM cailTe M YCTaHOBUTE MporpaMmmHoe obecnevyeHWe B COOTBETCTBUM C
NoACKasKkaMu. BbinonHuTe cneayowme AeNCTBUA A8 aKTUBALMM Kamepbl.

Wazeu:

1. 3anycTute KAMEHTCKOe nporpamMmmHoe obecrneyeHMe M MNOSBUTCA MNaHeNb

ynpas/ieHna NporpaMmHoro obecneyeHms, Kak NOKasaHO Ha PUCYHKE HUMKE.
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CeTeBble BuaAeOKamepbl. PykoBoACTBO NOsib30BaTens.

TR Rl S T S TSR P

-
= Tleere notda pee

ELEZATE FopUaEl iR

7 0 | BT L TH ailf T T RV ] sk S TRIE Rl 8 dE ]

10 0 o B T

PucyHoK 2-6 MNMaHenb ynpasneHma

2. Haxkmute WKOHKY YnpaBneHue yCTPOUCTBOM A/ BXo4a B MHTepdeic

ynpaB/ieHMA YCTPOMCTBAMM, KaK MOKA3aHO Ha PUCYHKE HUXKeE.

mln Croul D Herpewns oo L N'ES-A50E
R R TL | (LA E] P TN L] e ni s el
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PucyHok 2-7 MHTepdeic ynpaBneHma ycTponcTtsamm
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CeTeBble BuaAeOKamepbl. PykoBoACTBO NOsib30BaTens.

3. TpoBepbTe cTaTyC YCTPOMCTBA B CMMCKE YCTPOMCTB U BblbEPUTE HEAKTUBHOE
YCTPOWCTBO.
4. HaxkmuTe Ha KHONKY AKTUBaUMA 415 Bbl30Ba MHTepdelica akTUBaLMM.

5. Coap,aﬁTe napoab, BBEAUTE €ro B none napoaa n nogreepauTe.

PEKOMEHAYETCA MCNO/b30BATb HAAEXHbIA NAPO/b —
HacmosmenbHo pekomeHOyemcs Ucnosnb308ams HadexHbili naposne (He
MeHee 8 cumMB0s108, 8K1O4asA BYK8bl 8epxHE20 peaucmpa, byKebl HUXHE20
peaucmpa, yugpol U crieyuasnbHbie cumeonsl). Takxe pekomeHOyemca
peaynapHo 06HO8AAMb Naposs. ExcemecayHasn unu exceHeoesnbHas CMeHa
naposs no3eonum coesnams UCnoAb308aHue npodykma 6e30nacHsIM.

mA noneaoearena: admin
Maponk: sesssas
HapesHeIi
OonycTimMeld guana3od napone [8-16].
Bl MOM¥ETE MCNONB30BATE
KOMBWHAUKMID YWCEN, CTROYHLIE,
NPONACHEIE W CMEUMANEHOTD
xapakTepa.
Mpoeepka: sasssng
OK OTmeHa

PucyHOK 2-8 UHTepdeiic akTnBaLmm (KaneHtckoe MO)
6. Hakmute OK, 4To6bI COXPaHUTL NAPONb.

7. Haxmute Ha KHonKy WUsameHuutb Net info ans Bxoga B uMHTEpdeic

MOp,Md)MKaLI,VIVI CeTEBbIX NAPAaMETPOB, KaK MOKa3aHO HAa PUCYHKE HUXKe.
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CeTeBble BuaAeOKamepbl. PykoBoACTBO NOsib30BaTens.

PRMETH [HIRATE TAESIATEE {5TH

H&s apper RN N - N - K Ennapoaa:
Eapos 11U Vb wonoo EanHpman:
CRprafenal o B U Kanupsaam-
LUHCF
Hugm. LI
e L T EYR = U R T
P aogs 192 180,104
Hares nngeard 26520525510
LWinmz: 192.123.1°1
IFwti (He= coepan e
MeHs e navo e
[ CTHAHA

PucyHok 2-9 UHTepdelic moandmKaLmm ceTeBbiX MapameTpos

8. W3meHuTe IP-agpec ycTpoiicTBa TaK, 4ToObl OH Obln B TOW e NOAceTH, K
KOTOPOW NOAKAO4YEH Balw KomnbloTep, BPYYHYHO MKW NOCTaBMB rano4ky Enable

DHCP («Bkntountb DHCP»).

9. BseguTe Naposb 4nA Toro, 4To6bl N3MeHUTb IP-agpec.

2.2 NogkntoueHue ceteBon sugeoKkamepbl K WAN cetu

Lens:
[aHHbIN pa3gen paccmaTpuBaeT NoakatoyeHne ceteBon Buaeokamepbl K WAN ceTtu
NpW HaAMYMM CTaTUYECKOrO MAM AMHamMmKnYecKoro IP- agpeca.

2.2.1 NogKnoyeHne Npu Haan4mm ctatudeckoro IP-agpeca

lMeped Havyanom:

Bam HeobxoaMMO Nony4nTb CcTaTUYecKuit IP-agpec oT Bawwero npoBangepa UHTEpPHET-
ycnyr. Mpu Hanuumm ctatudeckoro IP-agpeca, Bbl moeTe NOAKAOUYUTL CETeBYHO
BMAEOKamepy C MCNONb30BaHWEM poyTepa WAW noaknountb ee kK WAN ceTtu
HanpaAMyio.

o [lopKnioueHue ceTeBoit BUAEOKaMepbl C UICNOb30BaHUEM poyTepa

Waau:

1. MNoagKntounTe ceTeBYylO BUAEOKAMeEpPY K poyTepy.
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CeTeBble BuaAeOKamepbl. PykoBoACTBO NOsib30BaTens.

2. HasHaubTe Kamepe IP- agpec, Macky noaceTu u Wk3 no ymondaHuioo. CoxpaHure
cTaTudeckum IP-agpec B poyTepe.

3. HacTtpounte nepeHanpaBneHue noptos. MopTbl no ymonyaHuto 80, 8000 n 554.
LLarn no HacTpolike nepeHanpaBAeHUa NOPTOB Pa3/IMYaloTCA B 3aBUCMMOCTM OT
mogenu poytepa. ObpaTntech K pyKOBOACTBY NO/Ib30BATE/NA BALLErO poyTepa.

MpumeyaHue: ObpatuTech K MNpUaoKeHUO 2 3a A0NOAHUTENbHON MHPOpMaLMen o
nepeHanpasAeHUM NOPTOB.

4. TloaknounUTech K ceTeBOW BUAEOKamepe Yyepes Beb-6paysep nnm kamentckoe MO
yepes MHTepHeT

. '
__Cotesah : CaTenof Hum e ' _Cavamod_ f.l
‘ w " kaBank W HaBank P S HaSa s

CoToeas Haracpa Poyrcp<o Haramwaren
CTATHNRLHMM P

PucyHok 2-10 [locTyn K BUAEOKamepe Yyepes poyTep Co cTaTmyeckmm IP-agpecom

e [logkniouyeHue ceTeBoOit BnageoKamepbl CO CTaTUYECKUM IP- agpecom Hanpamyro

Bbl TakKe MOXKeTe COXpaHUTb CTaTUYeckuii IP B Kamepe 1 HanpAMYHO NOAKNOYUTL ee
K MHTepHeTy 6e3 cnoab3oBaHMA poyTepa.

__Cerasoii _1‘ Wiy _Qnuoi’l .l‘
‘ ' " wabens P J “wabens d

Cerouan xamapa KomneoTep

PucyHok 2-11 [locTyn Hanpamyto K BUAeOKamMepe co cTaTudeckmum IP-agpecom

2.2.2 NMNogKnoyeHne Npu HaAM4YMmM guHamu4yeckoro IP-agpeca

lMeped Havyanom:

Bam Heobxoaumo nonyuymTb AMHamuuyeckuid IP- agpec oT Balwero nposaliaepa
NHTepHeT-ycayr. Mpu HannumMm guHammnyeckoro IP- agpeca, Bbl MoXKeTe NoAKNHOYNUTD
CETEBYHO BMAEOKAMEPY K MOAEMY U/IU POYTEpY.

o NMopknioueHne ceTeBOM Kamepbl K poyTepy

Waau:

1. TlMogkntouuTe ceTeBylo BUAEOKaMepPY K poyTepy.

2. HasHaubTe Kamepe IP- agpec, macKy noaceTy 1 W03 No YyMOAYAHMUIO.

3. B poyTtepe HacTpoiTe PPPOE uma nonb3oBaTena, napoib W NOATBEPrKAEHUE
napons.
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CeTeBble BuaAeOKamepbl. PykoBoACTBO NOsib30BaTens.

4. HactpoiTe nepeHanpasneHne noptos. [MopTbl No ymonyanuio 80, 8000 n 554.
LWarn no HacTpoiKke nepeHanpaBieHMA NOPTOB PA3/IMYALOTCA B 3aBUCMMOCTHU OT
mogaenu poytepa. ObpaTuTecb K pyKOBOACTBY NONb30BATENA BaLLEro poyTepa.
MpumeyaHue: O6paTUTECh K MPUNOKEHMUIO 2 33 AOMNONAHUTENBHON MHbOPMaLMein
O nepeHanpas/ieHUM NOPTOB.

5. 3agaiiTe OOMEHHOEe WMMA B COOTBETCTBMWM C MOJYYEHHbIM OT npoBanaepa
OOMEHHbBIM UMEHEM.

YctaHoBuTe napameTpbl DDNS B HTepdelice HacTpoek poyTepa.
MonyunTe AOCTYN K Kamepe € UCNOb30BaHMEM 334aHHOTO LOMEHHOTO UMEHM.

e [logknioueHue ceTeBoOit BuageoKamepbl C UCNOJZib30OBaHUeM mogema

Lens:

JaHHasa Bugeokamepa nogaep>kusaet GpyHKUUo aBTogo3BoHa PPPoE. Bugeokamepa
nonyyaet nybamuHbin IP- agpec ¢ mcnonb3oBaHnem ADSL nogKkntouveHua nocne
nogKnYeHna K moaemy. Bam Heobxoammo 3aaatb napameTtpbl PPPoE ceteBoit
Bnaeokamepbl. ObpaTtutechb K pasaeny 7.1.3. KoHgueypayus napamempos PPPoE 3a
AONONHUTENbHOM MHPOPMaLMEN.

_ Cavancit Cevesof CotesoR_ . ‘

‘ O “wabens Kabens HHTOPHET )~ rateme

Ceorosan kamepa Mogem Komnsiorep

PucyHok 2-12 [JocTyn K BUAeOKamepe ¢ AMHammyecknm IP-agpecom

MpumeyaHue: Monyy4aemblt IP-aapec HasHa4YaeTca AMHAMUYECKM C UCNOb30BaHNEM
PPPoE, nostomy IP-agpec MOXKET M3MEHMUTbLCA NOC/Ie Nepe3arpy3kn Kamepbl. YTobbl
pewnTb HeygobCTBO WMCNONb30BaHUA AuHamu4yeckoro IP- appeca, Bbl mokeTe
nosy4YnTb AOMeHHOe mmsa oT nposanaepa DDNS (Hanp. DynDns.com). Cnepyite
OMMCAHHbIM HUXKe LWaram ansa NoayvYeHMa HOPMaAbHOIO UM NPUBATHOINO AOMEHHOrO
MMEHM 1 pelleHusa npobnemsl.

4 HopmanbHoe AJoMeHHOoe UM
Capacp AamMaHHBIK

“\"iu
s
)

Certeuoh
NapaHanpakneHHe aollbm
NopT e
__Cereood corascd ' " A l .,
R e e
Coroean kamepa PoyTapc Komneorep

AWHIVMYacodm IP

PucyHok 2-13 HopmanbHOe 4OMEHHOE UMmA
Ulaau:
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CeTeBble BuaAeOKamepbl. PykoBoACTBO NOsib30BaTens.

nOﬂy‘-IMTe AOMEHHOE UMA OT NOCTaBLUNKa YyCAyT.

YcraHoBuTe napameTpbl DDNS B uHTepdelice HacTpoikun DDNS ceTeBoit Kamepbl.
MoapobHyto nHpopmauymio cm. B pasgene 7.1.2 KoHgpuzypayus DDNS.

3. MNoaknountecb K BUAEOKAMeEpe C UCMO/Ab30BaHMEM MOYYEHHOTO OOMEHHOrO
NMEHMN.

4 T[pusaTHOE AOMEHHOe UmA

NK + IF copoap
+CTATHYCCUAH IP

g

Cafﬂan

Neponsnpasacsne xadant
napTan [
- ™
_Coranai P~ Cerosol A Cereson .'
‘ Wi ' wolant Tkadane |\ TIMTOPHET . aGans -S|
Cotepan saropa PoyTep < Komnexrrep

AHEIARYCCKHM 1P

PucyHok 2-14 MNpnBaTHOE AOMEHHOE UMA
Waeau:

1. Ycranosute u 3anyctute MO IP- cepsep Ha lNK co ctatnyeckmm IP.

2. MonyumnTe gocTyn K ceTeBon Buageokamepe no LAN ¢ ncnosnb3osaHuem b6paysepa
nnn knuentckoro M0O.

3. BknatouunTe onumto DDNS m BbibepuTe IP- cepBep Kak TMn npoTokona. MogpobHryto
nHdopmaumio cm. B pasgene 7.1.2 KoHgpuaypauus DDNS.
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CeTeBble BuaAeOKamepbl. PykoBoACTBO NOsib30BaTens.

'nasa 3 NMNogKkniouveHue K IP-Kamepe

3.1 NoaKnioueHme c ucnonb3oBaHMem Beb-b6paysepa

Wazu:

1.
2.

OTkpoiiTe Beb-6paysep.

B agpecHol cTpoke BBeanTe IP- agpec ceTeBOM BUAEOKAMEPDI U HAXMUTE KHOMKY

Enter, 4To6bl BONTU B MHTEPEIC aBTOPM3aALMN.

AKTUBMPYITE Kamepy Npu NepBOM MUCNO/Ab30BaHUK, obpaTuTech K pasgeny 2.1.2

ana 6onee nogpobHoOM MHPopMaLUW.

lMpumeyaHue:

e |P-agpec no ymonyaHuto 192.168.1.64.

e Ecnm Kamepa He aKTMBMPOBAHA, NOXKANYMCTA, aKTUBMPYNTE Kamepy B NepByto
oyepenpb cornacHo pasgeny 2.1.2.

Bbibepute PyccKuii Kak fA3blK MHTepdelica B MPaBOM BEPXHEM Yy MEHIO

aBTopU3aLUu.

BeeanTe nma Nosb3oBaTena u Naponb U HaxkmuTe Bxog,.

AZLMUHNCTPATOP AONKEH HAaCTPOUTb yYeTHbIe 3anuMcu YCTPOMCTB U pa3peLlleHunn

ANA  nonb3osaTtens/onepatopa. YoanuTe HeHy)KHble y4YeTHble 3anucu U

paspelleHua Ana nonb3osaTtens/onepartopa

lMpumeyaHue:
IP-agpec ycTpoiicTBa H6M10KMpyeTCsA, ecn agMUHUCTPATOP BbINOMHAET 7 HeyAauHbIX
MonbITOK BBOAA Napons (5 NonbITOK A4/14 Nnonb3osatens / onepartopa).

K VISTON

A!- Rl i'—_ | | TR T T S

ol ¥

PucyHok 3-1 UHTepdelic aBTopurlaumm

6. YcTaHoBMTE NAarvH A4Na NPOCMOTPA B PeasbHOM BPEMEHU M yNPaBAEHUS

KaN\epoﬁ. Cnep,yﬁTe NoACKa3KaM YCTaHOBLUMKa O1A 3anyCKa naarnHa.
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CeTeBble BuaAeOKamepbl. PykoBoACTBO NOsib30BaTens.

Nowendcta_upnewTo J1eck, rob ¥
oy p X

PucyHok 3-2 3arpy3ka n ycTaHOBKa naarnHa

MpumeyaHue: [Ons yCTaHOBKM NiarMHa HeobxoAMMO 3aKpbiTb 6paysep. Mocne
3aBepLUeHMA YCTAHOBKM NaarMHa 3aHOBO OTKpolTe bpay3ep M aBTOPU3YMTECD.

3.2 NoaknoyeHne ¢ UCNOosIb30BaHMEM KaneHTtcKoro MO

NO iVMS-4200 copepxutca Ha gucke. C nomowbto MO iVMS-4200 Bbl moxkeTte
NPOCMaTpMBaTb BUAEO B PealbHOM BPEMEHMU U YNPABAATL KAMEPOMN.

CnepynTte noacKkasKam yCTaHOBLLMKA KaneHTcKoro MO. Huke nokasaHbl n3obpaxkeHua
naHenun ynpasaeHus 1 aKpaHa oTobparkeHua iVMS-4200.

Sdl ruma ey Faeraa meap % uwnasn

o= (1B (T

e A

F Y ke ) f_': e

Gmemim ey

a : ::."I'.' ._..=_=I'_" Fhies o I""!_.t."”l“fj i-'.'_‘ : "_;'. '.':." e
=

PucyHok 3-3 NaHenb ynpasnenua iVMS-4200
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CeTeBble BuaAeOKamepbl. PykoBoACTBO NOsib30BaTens.

PucyHoK 3-4 3KpaH oTtobparkeHusa iVMS-4200

l'naBa 4 Hactpounkun Wi-Fi

Ueneo:

Mpu noakntoveHMn K 6ecnpoBOAHOM CETU BaM He HYXKHO MCNONb30BaTb Kabenb Ana
NOAKAOYEHUA K CETU, 3TO MOMKET ObITb O4EHb YA0OHbIM B NPAKTUYECKOM NPUMEHEHUN
B BUAeOHabnoaeHUN.

MpumeyaHue: [JaHHaA raBa NPUMEHUMA TONbKO K BUAEOKaMepam CO BCTPOEHHbIM
Wi-Fi mogynem.

4.1 KoHdurypauua Wi -Fi coeagnHeHmna B ynpaBnsemom

n Ad -hoc pexxmmax

Lens:
MoafeprKMBAOTCA ABa PeXMMa MNOAKNOYEHUA. Bbibepute HYXKHbIM pexum w
BbIMOJIHUTE WarK ans Hactpokun Wi-Fi.

becnposogHoe coeguHEHUE B yNpaBAsieMOM pexkume
Wazu:

1. Bonaute B MHTEpdelic KoHpurypaumm Wi-Fi:
«HacTtpoiikn> Cetb> Oon. HacTpoitkn> Wi-Fi».
2. Haxmute KHONKy MomCK, 4TO6bI BbINONHUTL MOUCK BeCcnpoBOAHbIX CETEN.
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CeTeBble BuaAeOKamepbl. PykoBoACTBO NOsib30BaTens.

CHRCIN GECRPITOEECTE.. Marccs
0 BEL =alohil v SO GLITNAZHCCTH ka1 PEIECH ARG CRCQ MRS ICAIICANeG Tid.
1 H=2Frinmd &L e i Fm d=rase deabla = ar 1740 [t I T 1T 4]
5 1 REESY dalge Bl B i 1] da 2 [EYENELT Y
I HFFm Ce LacorootFro.. Mznagc B ES 12 Z B 120 [k Pl T [ ]
1 Hilzixm rn™in Hermze LW st S R | T TE el rosenria
£ Frsamn lalcdgh L e TR ] ] - £ ] LY LT
I H7Frin & OrBCzhnFro. MInage Jzatk £ T ] [Ea ks fal i1 4]
r Cleins Cihre Jareze L e | ] a? 5 [RIENET 20 S
E [ e 1 g H= M L g el ot 1" 4: o= LEEsy Pl 1] ]
H Sl Cnsrl Worase L St it o | b ] B -] IRkt h ]

PucyHok 4-1 Cnucok 6ecnpoBoaHbIx ceTel

3. BbibepuTe 6ecnpoBoAHYO CETb U3 CMIUCKA.

Wi-Fi

S50 HikisionShowraom |

Than ceTh 0 Manage 7y Ad-Hoo

Pese AesanarHarTe WRAZ-parsanal |vl
met-rnerygled

THn K0OaNE. WEE

Knees 1 @ Bl bt

i WWEMantspnse

WWRAZ parsonal
WWRAE el arprise

PucyHok 4-2 Hactpoiku Wi-Fi- Ynpasnaembiii pexxum
4. Bbibepute pexkum Manage. Pexxum 6€30nacHOCTU U TUN WKMPPOBAHUA ANA CETU
aBTOMaTM4ecKkn otobparkatoTca npu Bbibope HGecnpoBogHoOM ceTu. Moxanyncra,
He U3MEeHANTE 3TN 3HAYEHUA BPYUHYIO.

lMpumeyaHue: 3TN NAapameTPbl ABNAKOTCA UAEHTUYHBIMW HACTPOMKam poyTepa

5. BBeguTe KN4 ANs NOAKAKOYEHUA K becnpoBoAHOM ceTu. KNy NoakatoYeHus K
6ecnpoBOAHOM CeTH, AO/IKEH COOTBETCTBOBATL 3a/laHHOMY Ha poyTepe.

becnpoBoaHoe nogkaueHue B pexxume Ad-hoc

Mpun Bbibope pexkuma Ad-hoc HeT HeobxogMMOCTU MOAKAOYATb CETEeBYHD Kamepy
yepes poytep. CueHapUt TaKoM e, Kak ecnum 6bl Bbl noaKAOYanu Kamepy Hanpamyto
K MK ceTeBbim Kabenem.

Waau:

1. BbibepuTte pexxkmm Ad-hoc.
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CeTeBble BuaAeOKamepbl. PykoBoACTBO NOsib30BaTens.

Wi-Fi

5810 FiinisionShownaom i

ThA CeTd (") Manzge (@ sd-Hoc

Pasird GeaoracHocm |_'.l‘.l'|—'.ﬂ.'£-_:|:|2-:|l'al |
nod-encrystad

Ten knoup WEP

Kerkon 4 @) ".I".rF'r’-.-I:I|
WWRAZ-parsonal
WWPAZ-entarprise

PucyHok 4-3 Hactpoiku Wi-Fi — Pexkum Ad-hoc
YcraHosuTe SSID ana kamepbl.
Bbibepute pexkum 6e3onacHocTn ana 6ecnpoBogHOro CoegUHEHUS.
Bknwounte agantep becnpoBoaHoi cetu Ha MK.

vk wnb

Ha ctopoHe MK BbinonHuTe nouck 6ecnpoBoaHbIX ceTeld. Bbl A0MKHbI YBUAETD
SSID ceTu Kamepbl.

CannaddoTaf ::".‘
sekintds ol
arary LR L
ST _.Ll'!|.
areyHi |
Py ol
Ll -l A

PucyHok 4-4 Touka nogkntodeHuns. Pexxum Ad-hoc

6. BbibepuTte SSID Kamepbl U NOAKNHOYUTECH K CETU.

OnucaHue pexxumos 6e3onacHoOCTU
WPRAZ2-personal - |

WPRPA-personal
WPA-enterprise
WPAZ-personal
WPAZ-enterprise

PucyHoK 4-5 Pexumbl 6e3onacHocTH

Bbl morKeTe BbIBUpPATb N3 HECKOJIbKUX pexknmoB — not-encrypted, WEP, WPA-personal,
WPA-enterprise, WPA2-personal, WPA2-enterprise.

WEP pexunm:
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CeTeBble BuaAeOKamepbl. PykoBoACTBO NOsib30BaTens.

Wi-Fi
a5n HiwwirnnShosinnem
IHNC=1H 3 Momage @ Ad-Hoo
Frofii i Beinmac-anm | 'WEH --
S| M EEEUHA o e, 1 Ol yusm
LnHiz s O TR 2sTh
T Brefeia P e |
oo 1R [rassannan
Ereo 205
By 07
B 417

PucyHok 4-6 WEP pexum

e Asmopu3ayusa — BblbepnTe CUCTEMHYIO aBTOPM3ALLMIO MO OTKPLITOMY MK 0bLLEMY
KN4y B 3aBUCMMOCTM OT MEeToAa, MCNONb3yeMOro Ballen TOYKOW aoctyna. He y
BCEX TOYEK AOCTyna ecTb 3Ta ONuuA, B TaKOM C/ayyae HYXHO MCNo/Ab30BaTb
OTKPbITYH, TaKXe U3BeCTHYI0 Kak SSID asTopusauuto.

e [flnuHa Knw4Ya — yCTaHaBAMBaeT AJIMHY  KAKOYa, MCNOAb3yemoro A
b6ecnposogHoin cetn: 64 mam 128 6uT. OavHa Kaova wWudpoBaHUA MHOrAA
oTtobparkaeTca Kak 40/64 n 104/128.

e Tun Kawoya — [LoCTynHble TUNbl KNtOYelr, B 3aBUCMMOCTU OT UCMOJIb3YEMOM TOYKK
aoctyna. oCcTynHbl cneayrolme onuum:

o HEX-—To3BonaeT Bpy4yHyto Beectn HEX Kntou.
o ASCIl — Mpu Takom WMPPOBAHUM KU OO/MKEH COAeprKaTb 5 cumBonos
ansa 64-6mutHoro WEP 1 13 cumsonos ans 128-6utHoro WEP.

WPA-personal n WPA2-personal pexxumbi:
Beeaute Tpebyembin KAWOY  ANA  TOYKM  [0OCTyNa, KOTOPbIM  MOXKeT ObiTb
LWeCTHaALATEPUYHbIM YNCIOM UK dpason.

Pexaim GesonacHocTH | WPA-personal v |
Tin Kogup. | TKIP v
Kntou 1 (@) |I-|-|-|-l-|-|-|-|- |

PucyHok 4-7 Pexkum 6esonacHoctu WPA-personal

WPA- enterprise n WPA2-enterprise peXumbi:
BbibepuTe TMN KAMEHT/cepBepHOl aBTOPU3aLMKU, UCNONAb3YEeMOW TOYKOM A0CTyna;
EAP-TLS nnun EAP-PEAP.

e EAP-TLS
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CeTeBble BuaAeOKamepbl. PykoBoACTBO NOsib30BaTens.

Pecedwt SBACNACHOLTA WFRA-emeprise

AETOpEISUEA EAP-TLE d

HnEsredie IHpNRATI |

MMpeSaTHER Pk sesane |
Bepnin EAROL 1
A CRpTHdHEET | Bedfap JaT=aT

PucyHok 4-8 EAP-TLS

"  WpeHTnduKaumsa - Beeagute ID nonb3osatensa aAnsa aBTopmsaLmu.
= [IpuBaTHbI Naponb — BeeguTte naposib, cOoTBeTCTBYOWMI ID nonb3osaTens.

= Bepcusa EAPOL — Bbibepute Bepcuto (1 nam 2), ncnonb3yemyto Ballein To4Kon
AocTyna.

= CA cepTuduKart - 3arpysute ceptuduKkat CA ana aBTopmsaumnm B TOUKe 40CTyNa.

e EAP-PEAP:

= [lonb3oBaTtesnb - BBegute uma nonb3osaTena Ana asTopusaumu.

= [laposnb — Beegute naponb g4 cetu.

= PEAP Bepcus - Boibepute Bepcuto PEAP, ncnonbayemyto Balleit TO4KOM
goctyna.

= PEAP meTKa — Bbibepute MeTKy, NCNONb3YEMYIO TOYKOM A0CTYNa.

= Bepcusa EAPOL - Boibepute Bepcuio (1 nnm 2), cnosibayemyto Ballei TOYKOn
aoctyna

= CA ceptudukar - 3arpysute ceptuédurat CA ana aBTopmsaumm B TOUKe
[ocTyna.

A

e B uenax obecneyeHUus KOHgudeHyuanbHocmu, u 4mobbl ry4we
3qwumume 8awy cucmemy om yepo3 6e30nacHocmu, Mbl HACMOAMes1bHO
peKomMeHOyeM UCMob308aMb HAOeH(Hble Mapoau 05 6cCex Cemesbix
ycmpolicme. [lapons OoaxceH 6bimb npudymaH eamu (He MeHee 8
cumeosnos, 6Kaw4uaa bykebl eepxHe2o0 peaucmpa, 6YK8bI HUMCHe20
peaucmpa, uyugpsl U CcreyuasnbHele CcumMeonvl) 074 mozo, 4Ymobbi
nossicume 6e3onacHocme sawie2o npodykma.

e [IpasunvHas Hacmpolika ecex napoaeli u Opyaux napamempos
6e3onacHocmu Aasaaemca 06A3aHHOCMbHO YCMAHOBULUKA U UU KOHEYHO20
nose3os8amerns.

4.2 Mpocroe Wi -Fi coeanHeHne ¢ mncnosb3oBaHUEM

dyHKUMM WPS
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CeTeBble BuaAeOKamepbl. PykoBoACTBO NOsib30BaTens.

Ueneo:

HacTpolika 6ecnpoBogHOro NOAKAOYEHUSA K CETU HUKOTAA He HbiBaeT NpocToi. YTobbl
ns3bexaTb CNOXKHOW HACTPOWMKM 6ecnpoBOAHOrO MOAKAOYEHUA, Bbl  MOXKETE
ncnonb3osaTb GyHKLMIO WPS.

WPS (Wi-Fi Protected Setup) o3HauyaeT nNpocTyto KOHOUrypaumio 3alwmndppoBaHHOro
NOAKNIOYEHNA MeXAYy YCTpPOMCTBOM M HecnpoBoaHbiMm poyTepom. WPS nossonset
nerko Ao6aBnAaTb HOBble YCTPOMCTBA K CyLUECTBYHOLWEN ceTn 6e3 HeobxoanmmocTu
BBOAUTbL C/IOXKHble ¢ppa3bl-naponn. CywecTsyeT asa pexkmma WPS nogkntoveHms: PBC
pexxum n PIN pexnm.

MpumeyaHue: Tpu ucnonb3oBaHum GyHKUMM WPS  HeT HeobxoammocTu
YyCTaHaB/IMBATb TaKMe NapameTpbl Kak TN WndpoBaHNA U HET HEOOXOAMMOCTU 3HATb
KAto4 6ecnpoBOAHOr0 NOAKAOYEHMUSA.

Wazau:
WPS
[] Bencusrs WS
PIr-gnp1 .'-'-'_"".I'n'H_ "ri'l_li.":-|:-|IFII:IE| .
iml PBC cEAIN MoaknoueHps
) Menansayire PIM K.
330 davinc
koo Pl-¥00 mapwpymia. .
PucyHok 4-9 Hactpoiika Wi-Fi - WPS
PBC pexxum:

PBC o3HauyaeT Push-Button-Configuration. B 3Tom pexume Noab30BATENO HYMKHO
MPOCTO HaXaTb Ha KHOMKY, N1M60 peanbHyto, AMBO BUPTYanbHyO (HanpMmep, KHOMKa
CoeanHUTb B MHTepdence KoHdUrypauum B Bpaysepe), OAHOBPEMEHHO Ha TOYKe
AocTyna n Ha 6ecnpoBoOgHOM KNMEHTCKOM YCTPOMCTBE.

1. NoctasbTe Ppnarkok Bkarountb WPS.
2. Bbibepute pexxkum nogkaoveHuns PBC cBa3b.

MpumeuaHue: MNopaep:Kka OAHHOrO peXMMaA HeobxoaMma ANA TOYKM A0CTyna U
NoAKAYaEMbIX YCTPOMCTB.

3. [lposepbTe Hannume KHonkn WPS Ha poyTepe. Haxkmute sty KHONKy. MHAMKATOp
PAOOM C KHOMKOM AOJ/I)KEH HayaTb MMUraTb, YTO O3HA4YaeT aKTUBHOCTb PyHKUMMK
WPS poyTepa. MNoxanyicta, o6paTutech K pyKOBOACTBY NONb30BaTeNsA poyTepa.

4. Haxmute kHonky WPS, yTobbl akTuBMpoBaTb ¢pyHKUMIO WPS B Kamepe.

Ecnu Ha Kamepe HeT KHonKkn WPS, Bbl MOXKeTe HaXaTb BUPTYaibHYIO KHOMKY B BED
nHTepodelice, 4Tobbl akTUBMPOBaATL YHKLMIO PBC.

Koraa PBC pe)KMm BKIOYEH Ha TOYKE AOCTyNa M Ha Kamepe, BMAEOKamepa
NoAKAYaeTcsa K 6ecnpoBOAHOM CETU aBTOMATUYECKM.
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CeTeBble BuaAeOKamepbl. PykoBoACTBO NOsib30BaTens.

5. Haxmwute Ha KHONKY CoeanHUTD.

PIN pexum:

PIN pexkum TpebyeT nepcoHanbHbIN MAeHTUPUKALMOHHBIA HoMmep (PIN), 3anMcaHHbIN

Ha HaKkneilke mnn B WMHTepdelice becnposogHoro yctponctea. PIN gonkeH 6biTb

BBeAEH ANA MOAKNYEHMA K ceTn, 0bbluHO B MHTepdelice 6ecnpoBOAHON TOYKM

[ocTyna.

Ulaau:

1. Bbibepute 6OecnpoBogHOoe MoAKAOYEHWE W3 cnucka, M SSID 3arpysuTcs
ABTOMATUYECKMN.

2. Bbibepute Ucnonb3yiTte PIN Kog,

WPs
 Benesems. WPE

Pd-Knn 1 ¥4 LETE TaHAPEDNRAT

{1 PBC ceaz
) WeanneasdTe PIM kO TaEHAKEcHAR
iz B Higvizionkm

K PIN-=i0 Mapaipamia

PucyHok 4-10 Ucnonb3osaHue PIN Koga

Ecnn PIN Kop reHepupyeTcs B poyTepe, Bbl A0/XKHblI BBECTU NosyyeHHbi PIN B
none PIN Kog mapwpyTtusatopa.

3. Haxmwute KHonky CoeanUHUTD.
UIn

Bbl moxkeTe creHepuposaTb PIN B kamepe. Bpemsa gerictama PIN koga 120 cekyHa,
1. HaxXmute leHepuposaTtb.
2. BseguTe Kog B poyTepe, ana npumepa Heobxogmmo seectn 48167581.

4.3 Hactpoika IP pna 6ecnpoBogHOro certesoro

coeguHeHus.

IP-agpec KoHTponnepa 6ecnpoBOAHOrO CETEBOr0 COEAMHEHMA MO YMOMYAHWUI0

192.168.1.64. Nocne noaKNOYEHMA K 6ECNPOBOAHOM CETU Bbl MOXKETe N3MEHUTH IP.

Ulaau:

1. Bongute B wuHTepdeinc KoHourypauum TCP/IP: «Hactpoiku> bBasoBble
HacTpoku >TCP/IP».
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CeTeBble BuaAeOKamepbl. PykoBoACTBO NOsib30BaTens.

= THOF
IFvd bpec i Tecr

IFvd Macks nogoaTi

17w Wng: 1521551

P a1 e PR S T T |:J Il s pREHENSEES HapapyE '
17l By

Hamarapcem: Pl

Winea 1P

WS anpe:

HTU LA

AOpeC HUETVEA A

| B AEHPUES" b LR UR TR MEE 1N AL

N5 copmep
Mpeonost OMS cppss

AnereEmgar UHE c=maep

PucyHok 4-11 Hactpoika napametpos WLAN
2. YcraHosuTte IPv4 agpec, IPv4 macKky NoACETU M LWJIKO3 MO YMOAYAHMUIO.
Mpoueaypa ogmHakosa u gna WAN un LAN ceTeil.

Ecan Bbl xoTUTE NoONYy4YnUTb IP-ap,pec, Bbl MOXETE OTMETUTb d)namm( BK/1lO4HEHUA
DHCP.
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haBa 5 [lpocmotp B peanbHOM

BpemMeHMU

5.1 UHTepdeirc oTtobparkeHus

Ueneo:

NHTepdelic oTobparkeHUs No3BoaAeT NPOCMaTpMBaTb BUAEO B PeaSIbHOM BPEMEHMU,
npou3BoAMTb  3axBaT  M300paykeHuW,  ocywectBnAte  PTZ  ynpaBneHwue,
YyCTaHaBAMBATb/BbI3bIBaTb  MPEAYCTAHOBKM M yCTaHaBAMBaTb  MapameTpbl
BMAEOM300paXKeHMA.

MoAaKAtoUYMTECH K CETEBOW Kamepe, YToObl BOMTU B MHTEpdENC 0TOBparkeHUs HaxmuTe
Ha KHOMKy «MpocMoTp» B BEPXHEM MEHIO.

OnucaHue nHtepdeiica otobparkeHua

Marens Mmeo

Owro PTZ-yNpanne e
orobpamenns
HacTpohrm
NPeAYCTANOBON
Namean

L R -R e n

WHCTRYMENTOR

PucyHok 5-1 NUHTepdeiic oTobparkeHus

MaHenb meHio:

Ha naHenn meHto HaxoAsaTcA pasaesbl: MPOCMOTP, BOCNPOU3BEAEHME, N300paXKeHuUs,
NPUIOKEHNA U HACTPOMKM.

OKHO oTobparkeHus:

MoKa3blBaeT BUAEO B PEXMME PEASIbHOTO BPEMEHMW.

MaHeNnb MHCTPYMEHTOB:

MaHeNb MHCTPYMEHTOB MO3BOJIAET HAaCTPAMBaATb Pa3Mep OKHA AJ/18 OTOOPAXKEHUSA, TUN
NoToKa, nnarvHbl. OHa TaKXKe MNO3BOMAET YMpaBAATb NPOLECCOM MNPOCMOTPa B
peanbHOM BPeMEHU, Hanpumep, CTapT / cTon NPOCMOTPA, 3aXBaT, 3aNucb, 3ByK BKA /
BbIK/l, ABYXCTOPOHHEE ayAuo, BKA/BbIKA LMbPOBOro 3yma, u 1.4,

Ona nonb3osateneli IE (Internet Explorer) moryT 6biTb BbIOpaHbl NAarnHbl, TaKMe KakK:
Beb-KoMnoHeHTbl M quick time. [na nonb3oBatenen Apyrux Beb-6paysepoB Beb-
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KomnoHeHTbl, quick time, VLC wuam MIPEG MOXHO MCMOAb30BaTb, €CAN OHMU
noagepruBatotcs Beb-6paysepom.

PTZ-ynpasneHue:

MoBOPOT, HAaK/MOH W 3yM Kamepbl, ynpaBieHWe NOACBETKOW U ABOpHMKamu. (Ecam
Kamepa nogaepuneaet PTZ-ynpasneHme nnm ycTaHoOBAEHA Ha BHeELLHee NOBOPOTHOE
YCTPOICTBO).

HacTpoiiKka npeaycTaHOBOK:

YcTaHOBKa M BbI30B MNpPeAycTaHOBOK Kamepbl (ecnu Kamepa noageprkusaeT PTZ-
ynpaB/ieHWe UM YCTaHOB/IEHA Ha BHELLHEEe NOBOPOTHOE YCTPOMCTBO).

5.2 Hauyano npocmoTtpa B peasibHOM BpeMeHHU

B nHTepodelice oTobparkeHMA Kak NMOKasaHo Ha PucyHke 5.2 HaxkmuTe P ha nanenn

MHCTPYMEHTOB, yTObbI HauaTb 0To6pa>KeHv1e BMAOEO0 B pea/ibHOM BpeEMEHMN.

- 5 B 4~ P B E B o -

PucyHoK 5-2 MaHenb MHCTPYMEHTOB peXxuma oTobparxKeHun

Tabnnua 5-1 OnmcaHMe NaHenn MHCTPYMEHTOB PEKMMA 0TODparKeHUA

KHonku OnucaHue

b/ R 3anyck/OcTaHOBKa pexknma oTobpaskeHua
[s3] PaszpeneHune okHa 4:3.

PaszpgeneHune okHa 16:9.
MepBoHaYanbHbIN pa3mep OKHa.

:

[ A[anTUPOBaHHbIN pa3mep OKHa

=

Le Peskmm oTobparkeHnsa OCHOBHOrO MOTOKa.
=i

L

Pexkum OTO6pa)-KeHMﬂ AONO/NTHUTENBbHOTO NOTOKa.

i Pexxunm oTobparkeHns TpeTbero NOTOKa.
Haxkmute a1 Bbibopa CTOPOHHEro naarnHa.

O] 3axBaT CHUMKA BPYYHYHO.

I'E/ = CtapTt/CTON 3anucu BpyYHYyHo.

® v/ % BkntoueHue / BbikOYEHME [/ peryinpoBKa 3ByKa.
"“'3/ ' BkntoueHne/BbIKNOYEHME MUKPODOHA.

@1/@ BkntoueHue/BbikntoyeHme GpyHKumm 3D

macwTabupoBaHus.

MpumeyaHue: IKOHKM MOTYT MEHATLCA B 3aBUCUMMOCTM OT PA3/INYHbIX MOAENEe Kamep.
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5.3 3anucb U 3axXBaT U306parKeHUA BPYUHYIO.

B nHTepdeiice oTobparkeHMa HaxkmuTe E,qTOGbl cAenatb CHUMOK, WKW HaXXMuTe

ﬁ, 4yTOObI HayaTb 3anucb Bnaeo. nyTM COXpaHEHUNA 3aXBa4Y€HHbIX M306pa)KeHMﬁ n

KAMMNOB MOryT 6biTb 3afaHbl Ha cTpaHuue «HacTpoiiku > JIoKanbHbli». YTO6bI
HaCTPOMUTb yAaNEHHYIO 3aMMUCb MO PacnucaHuIo, CM. pasgen 6.1.

5.4 PTZ-ynpaBsneHue

Ueneo:

B nHTepderice otobpaxkeHus, Bbl MoXKeTe MCNOb30BaTb KHOMKKM YNPaBAeHUA, YTOObI
COBepLIaTb NOBOPOT/HAKNOH/yNpaBasaTb 3yMOM BUAEOKAMEPDI.

lMpumeyaHue:

Y106bl coBepwatb PTZ-ynpaBneHue, Kamepa, MNOAKAOYEHHAA K CETWU, AOMXKHA
noanepmeatb PTZ-GyHKUMM MAM BblTb YCTAaHOBAEHA Ha BHELWHWA NOBOPOTHLIN
moaynb. YctaHosuTe napameTpbl PTZ Ha cTpaHuue HacTpoek RS-485 B cOOTBETCTBUU C
pasgenom 6.2.4 Hacmpoliku RS-485.

5.4.1 NaHenb ynpasnenunsa PTZ

Ha cTpaHuue otobparkeHna Haxkmute B, 4Tobbl OTKPbITL MaHeNb ynpasaeHua PTZ nnu

<
, UTOObI CKpbITb ee.
HaxumaliTe KHOMKM HanpaBaeHui, 4Tobbl yNpaBasATb MOBOPOTOM/HAK/IOHOM.

PFTL

&
G

L
d

n

.

-3

&
I

&

PucyHok 5-3 MaHenb ynpasneHna PTZ
HaxkumaiTe KHoMKu yBen./anadp./dokyc, 4Tobbl ynpaBasaTb 06bEKTUBOM.
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lpumeyaHue:

o o s 1T B e S
e B uHTepodeiice oTobpaskeHUA 8 CTPENOK HaNpPaBAHWUIA (i, W, <X, i, W, ™,

X 5
f/\“‘, ~4). Haxkumaiite cTpenku, ytobbl peann3oBaTb PeryIMpoBKy NOAOKEHUe

YyCTpOWMCTBaA.
e [lna Kamep, NoaaeprKMBAOWMX TONbKO ynpasaeHne oObeKTUMBOM, KHOMKM
HanpaBAEeHUN HeAeNCTBUTE/IbHbI.

Tabnnua 5-2 OnucaHMe naHenu ynpasneHusa PTZ

KHonku OnucaHue
a o YBennyeHne/ymeHblieHue
SLE = ®oKycupoBKa banxke/ganblue
2 O Anadparma oTKpbITb/3aKPbITh
— i Perynmnposka ckopoctn PTZ
@ CBeT BK/1./BbIKA.
[ CTEeKN00UYNCTUTENb BK/./BbIKA.

cDOKyC B O4HO KaCaHue

@®

NHnumanmsauma obbeKkTmsa
PerynmpoBsKa CKOpoCTH
NOBOPOT/HAKNOH

HauaTb oTcnexmnsaHme BpyYHyto

3D 3ym

5.4.2 YcTaHOBKa/BbI30B NpeayCcTaHOBKU

e YCTaHOBKa NpeayCcTaHOBKMU
1. Ha naHenu ynpasneHusa PTZ BbibepuTe HOMepP NpeaycTaHOBKM M3 CMUCKa.

Bl -

i Mpegyer.1 ® £ X ,_

w
I

[
i

-

PucyHoOK 5-4 YcTaHOBKa npeayCcTaHOBKMU

35



CeTeBble BuaAeOKamepbl. PykoBoACTBO NOsib30BaTens.

2. Wcnonb3yiiTe KHONKM ynpasneHus PTZ, yTobbl yCTaHOBUTL OOBEKTUB B XKenaemoe
NONOXKEHMeE.

e [loBOPOT Kamepbl BNPABO WM BNEBO

e HaK/oH Kamepbl BBEPX AN BHU3

e YBe/MYeHUe UAN YMeHbLUeHNe MacwTaba
e ®doKycnpoBKa 06BbEKTMBA

3. Haskmute &, 4T06bI 3aKOHUNTB YCTAHOBKY TEKYLLEH NPEayCTaHOBKMY.

4. Bbl MOXKeTe HaxkaTb *, YyTobbl yAaUTb NPesyCTaHOBKY.

® BbI30B NpeayCTaHOBKM

[aHHasa PyHKUMA NO3BONSAET Kamepe NepemMecTUTbCA B yKa3aHHOE MO/IoXKeHue
BPYYHYHO MM NOCAE BO3SHUKHOBEHMA ONpeaeNeHHOro cobbitTus.

Bbl moxkeTe B t0b0e BpeMs BbI3BaTb 3apaHee 3a4aHHYH NpeayCTaHOBKY.

Ha naHenu ynpasneHua PTZ Bbibepute 3apaHee 33a4aHHy0 NpeaycTaHOBKY W3
CMWCKA M HaXkmuTe M, 4yTobbI BbI3BATDL €€.

Nnu Bbl MOXKeTe 3aiTK B MHTepdenc NnpeaycTaHOBOK U BbI3BaTb NPEAYyCTaHOBKY,
HaKaB Ha Hee KHOMKOW MbILN.

Hal <

1 MNpegperd -2 BF K2

(i1}
¥
]

Sl

PucyHoK 5-5 BbI30B npeaycTaHOBKM

5.4.3 Hactpoiika/Bbi30oB natpyns

lMpumeuaHue:
Mepen HacTpPoOMKOM NATPynAa [AOMKHbI ObiTb HACTPOEHbl KaK MUHUMYM [Be
npeaycTaHoOBKW.

Wazu:

o o
1. Haxxmute = gna Bxofa B OKHO HAaCTPOMKK NaTpyna.

2. BbibepuTe HOmep NyTU NATPY/IMPOBAHMA M HaAXMUTE ana pobasneHus
npeaycTaHOBOK.

3. BbibepuTe NpeaycTaHOBKY M BBEAUTE MPOAOIKUTENBHOCTb U CKOPOCTb NaTPyAS.
Haxkmute OK gns coxpaHeHua nepBoi NpeaycTaHOBKM.
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5. CneaywTe npeablaywmm Waram, Ytobbl 406aBUTL Apyrue npesycTaHOBKM.

* EEN

MyTa NATET K+ 4
NPeEMT  Cwop. Bpe..{sh

1 =] 30 10

e

PucyHok 5-6 Hactpoika nyTtu natpyna

6. Haxmute OKana coxpaHeHua natpyns.

7. Haxmwute .' ANnA 3anyCcka natpyna n Haxmurte L AnAa OCTaHOBKMW.

8. (OnunoHanbHO) Haxkmute x,ﬂ,ﬂﬂ yOaneHua natpyns.

'nasa 6 KoHdpurypauma ceresom
BUAEOKamepbl

6.1 KoHdurypauma noKanbHbIX NnapameTposB

Lene:

JlokanbHaa KOHOUrypauma OTHOCUTCA K NapameTpam oTobpakeHWuA, 3anmMcaHHbIM
danam M 3axBayeHHbIM M306paKEHUAM (CKPUHLIOTam). 3anucaHHble ¢ainbl u
3aXBayYeHHble C UCNoNb30BaHMEM Beb-bpay3epa nsobparkeHma coxpaHawTca Ha MK,
Ha KOTOPOM 3anyuleH Beb-bpaysep.

Waau:
1. Bonpgwute B uHTepdeiic NoKanbHOM KoHPUrypaumum: « Hactpoku> JIoKanbHbIAY.
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T T TNl W2 R
Mgoaisan i TCF LIDE MLLTHCAST HTTF
Bre Tl o o L T4 M T Fprarad s bl REERIA & AETO
i assi ria =] & Edini
T o T 4GS R & FEC EnlP

Hiee T W s e Sx P i

Pasog esing xanicH P B 5120 iz

e T R T TR Ol sars'ba st R ord Fl s Bl g2 OmiiadTe

g maiRTe 162, Pann LW saistbe stD vard adFik s Busiog OTRadTL
eI AT W L Esi T

CotmE e ATl CHal LI @ MMy O sarshta st C aniuraF s Bisiop Gl

Coi i ATl CHILES D d pord C il saishie sl b KPS Burlcg OTRgiTL

(o e e LY WD Pl Lt s s SUP e Kk 5 Bl g T T

PucyHok 6-1 UHTepdelic noKanbHON KOHGUTypaumm

2. YcTaHOBUTE CeaytoLLme NapameTpsbl:

® [MapameTpbl oTob6pakeHuA: 3agaliTe TMN NPOTOKO/A U NPOU3BOAUTENBHOCTb
oTobpaxKeHus.

o Tun npoTtokona: TCP, UDP, MULTICAST nau HTTP.

TCP: ObecneymnBaeT NOAHYIO AOCTAaBKY NMOTOKOBbLIX AaHHbIX U nydlluee
KayecTBO BUAEO, C BEPOATHOCTbIO MOABNEHMA 3a4epXKU nepepayu
BMOEO0 peasibHOro BpeMeHM.

UDP: Ob6ecneunBaeT nepegayy BUAEO M ayaMo NOTOKOB B PeasibHOM
BpeMeHMu.

HTTP: Mo3BosAET N0/y4nTb TO XKe KayecTBo, 4YTo U npu Bbibope TCP 6e3
HeobXoAMMOCTM YyKasaHua cneunduyHbIX MNOPTOB ANA nepesayu
NOTOKa B HEKOTOPbIX CETEBbIX OKPYKEHUAX.

MULTICAST:  PekomeHayetca  Bblbupatb t™mn  MCAST  npwu
ncnonb3oBaHnn o¢yHKUunMmM MULTICAST. MNoapobHaa wnHdopmauma B
pasgene 7.1.1 Hacmpodliku TCP/IP.

o HKauectBo oTOb6parkeHua: BbibepuTe KayecTBO OTOOpaxeHuAa wu3
BAapWaHTOB.

o MpaBuna: 3To OTHOCUTCA K MpaBuMIam Ha NoKanbHOM 6paysepe,
BblbEpPUTE BKAOYUTL WAWU BbIKAKOYUTL, YTOObI OTOGPA3UTL WUAU He
oTobparkaTb UBETHble METKM Mpu  OOHaApYyXEHUU  ABUXKEHWUS,
O6HapYKEeHUN NUL, UM 0BHapPYKEHUU BTOPKEHWN. Hanpumep, ecam
npaBua BKAOYEHbI U PYHKUMA pacno3HaABaHWUA NUL, BKAKOYEHA, NpU
06HapyKeHUU nmua OHO bynet nomeyeHo 3eN1eHbIM
NPAMOYroNbHUKOM NPY NPOCMOTPE B PEASIbHOM BPEMEHM.
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o ®opmar nsobpaxkeHua: Boibepute popmat n3obpakeHns gna 3axeaTa.

e Hacrtpoitkn ¢aiina 3anucu: 3agante nanky 418 COXpaHEHUs 3anucaHHbIX
Buaeodannos. OHa Ucnonb3yeTca ANA 3aNMcK BUAEO C UCNO/Ib30BaHMEM Beb-
6paysepa.

o Pasmep 3anucaHHbix ¢annos: Bbibepute pasmep pas3bueHua
3aMNUCaHHbIX M 3arpy*KeHHbIx ¢pannos — 256M, 512M wuan 16. MNocne
BblOOpa, MaKCMMasibHbIM pasmep ¢akna 3anucu - 3TO 3HaYeHue,
KOTOpOe Bbl Bbibpanu.

o CoxpaHATb 3anucaHHble ¢aiinbl B: 3agaiTe NanKy CoxpaHeHuA
3annCaHHbIX BPYy4YHYyto ¢pannos.

o CoxpaHATb 3arpyXeHHble ¢aiinbl B: 3agante nanky COXpaHeHuA
3arpyrkeHHbIX Gali/ioB B peKMUME BOCNPOU3BEAEHMUSA.

e Hactpoitkn u3obparkeHMit M KaAunoB: 3agaikTe nNanky Aas8 COXpPaHeHUs
3aXBa4YeHHbIX M306paxeHnit n kanmnos. OHA MCMNONb3yeTCcA ANs COXPaHeHuA
CKPMHLLOTOB M Bblpe3aHHbIX BUAEe0 $aiinos ¢ Ucnonb3oBaHnem Beb-6paysepa.

o CoxpaHATb CKPUHLLOTbI OTO6parKeHua B: 3agaiTe NanKky coxpaHeHun
ONA  3aXBayeHHbIX BPY4YHYHO  M300parkeHWh B  UHTepdeiice
oTobparkeHus.

o CoxpaHATb CKPUHLIOTbI BOCMNPOM3BEeAeHMA B: 3agaliTe mnanky
COXpPaHEeHWs  ANA  3aXBAY€HHbIX  M300paxkeHUn B  pemme
BOCNpPOM3BEAEHMUS.

o0 CoxpaHATb KAunbl B: 3a4anTe ManKky COXpaHeHua ANs BblpPe3aHHbIX
BMAeO0 $alinoB B pexmme BOCNPOM3BEAEHMS.

MpumeyaHue: Bbl MoXeTe HaxaTb Bblbop, 4TObObl M3MEHMTb ManKy COXpaHeHus
KAMMNOB U U306paXKeHUI 1 HaxkaTb OTKPbITb A1 OTKPbITUA BbIBPaHHOW Nanku.

3. Haxmute CoxpaHUTb, YTOObI COXPaHUTb HAaCTPOMKW.

6.2 HacTtpoiika napameTpoB CUCTEMDI

Leneo:

Cnepynte MHCTPYKUMAM HUXKE ONA HACTPOMKM MapamMeTpoB CUCTEMBDI, BK/OYAsA
HaCTPOMKM cUCTEMbI, 06CNyKMBAHUA, 6€30NaCHOCTb, YNpaB/ieHMe N01b30BaTENAMM U
T.4.

6.2.1 Hactpoiika obwen nHpopmauum

Boiante B mHTepdeiic UHPopmaumm o6 yctpoiictee: «Hactpoitku > Cuctema >
Hactpoiku cuctembl > OcHOBHaA HPopmauua».

B meHio obuweit MHPopmaumm Bbl MoXKeTe M3MeHUTb Mms ycTpoicTtea, Homep
ycTpoiictea. [pyras nHbopmauma o ceTeBol Kamepe Tak e oTobparkaeTca 34echb:
Mogpenb, CepuiiHbiiA HOomep, Bepcus npowunBKKM, Bepcua KoaupoBaHuAa, Yucno
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KaHanos, Yncno HDD, Yncno TpeBOXHbIX BXOAOB WM BbIXOA4OB. B JaHHOM meHIo 3Ty
MHDOPMALMIO U3MEHUTb Heb3A. ITO MHPOPMaLMA ANA TEXHUYECKOTro 06CNyKMBaHMA

B byayLiem.

Coos anpaprulpes FalipoAa QpsMELL Lxs H=ZEsd
i poTpoicaa 052004 332FWD-EH
HereR veTpoHRCT R 5]
Wepenk

CraprHE kLI

Bapcan npoilHREs
Flapcan e0HE

HETENHAT RAQRCHRA

BiapcAan NnarkEs
KOPWHECTRD Z2HANCE
KOPWIECTRD #ECTHAE JHE .
KOr-g0 TORE. B2

KOr-BD TRBE BoiL

PucyHoK 6-2 O6wan nHpopmaLms
OHnaiiH o6HOoBNEHUE
Ona HeKoTopbIX MoZenei Kamep, KOr4a YCTaHOBAEHA KapTa NamMATU, Bbl MOMKETe
Ha*KaTb KHONKy OB6HOBAEHNA KOTOpaa NOABAAETCA CnpaBa OT Noas Bepcus npowwmBKu
ONA NPoCcMoTpa AOCTYMHOCTU HOBOM Bepcuu. Ecnm HoBaa Bepcua AOCTyNHa, TO ee
Homep OyaeT oTtobparkatbca B nose HoBaa Bepcua, Bbl MoXeTe Ha)KaTb KHOMKY
O6HOBUTb A1 0OHOBNEHWS BEPCUM NPOLLUMBKN KamMepbl.
MpumeyaHue: He oTKNOYaNTE Kamepy BO Bpema 06HOBNeHMA. Bo Bpems 06HOBEHUS
Kamepa MoOXeT ObITb HegocTynHa. Bam Heobxoaumo nogoxKaatbh 1-2 MUHYTbI A0
OKOHYaHWMA 0O6HOBAEHMUA.

6.2.2 Hactpoiika BpemeHu

Lens:

Cnepyivite MHCTPYKUMAM B AaHHOM pa3gene, 4tobbl HACTPOUTb CUMHXPOHWU3ALUIO
BpemeHu n napametpbl DST.

Ulaau:

1. Boraute B WHTepdeinc napameTpoB BpemeHu: «Hactpokm > Cuctema >
HacTtpoiiku cuctembl >HacTpoKu BpemeHun».
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COH AN G A HactpodM speyeaH a I3z
Yzoaraf o (T =100 Zaner Dzreobepr, Mocksa, Pocooo na Bony H
T
HT=
AlLRE HTEEpE
LLTHI R |
Hurapaa- FHuara

PAPAHER CRH ORI B D Lo
& FYan cHIDg N Ia300 D2eM N
Bzepr prIp oot

Hraue 2 AR-IE-A0T 12 3 5L [E 1) Limsmnmspuduie co eperanse | H

PucyHoK 6-4 HacTpoiku BpemeHu

2. Bbibepute 4acoBoW noAc, GAMMNKAMLWKWIKM K MECTOPaCnONIOKEHUIO Kamepbl M3
BbINAAatoLLEro CNMcCKa.
3. HactpownTte napameTpbl NTP.
(1) OtmeTbTe dnaxkoK dpyHKuUmMM NTP.
(2) YcraHoBuTE Chepgylowme NnapameTpbl:
Appec cepsepa: IP-agpec NTP cepsepa.
MopT NTP: NopT NTP cepBepa.
WUHTepBan: VIHTepBan BpeMeHU MeXAay ABYMA OAENCTBUAMM CUHXpOHM3aumm ¢ NTP
cepsepom
(3) (OnumoHanbHO) Bbl MOXKeTe HarkaTb KHOMKY TecT oA NpoBepKU BpeMeHm
cnHxpoHusaumm ¢ NTP cepsepom

HTP
o HTP
BAEEC pEprea 192.156.220.202
TIET MTF 123
AWTEpaEN &l WiEHTa

TecT

PucyHok 6-5 Bpema cnHxpoHmnsaumm ¢ NTP cepsepom

MpumeyaHue: Ecnn Kamepa nNOAKAOYEHA K Nyb6AMYHOM CeTW, Bbl  OO/KHbI
ncnonb3osaTb NTP cepBep ¢ pyHKUMEN CUHXPOHM3ALUMMK, Hanp. cepBep NationalTime
Center (IP-agpec: 210.72.145.44). Ecnn Kamepa NOAKAKOYEHA TOMbKO K JIOKaNbHOM
cetn, Bbl morKeTe wucnonb3osatb MO NTP, ytobbl yctaHoBUTbL NTP cepBep ans
CUHXPOHM3ALUMN.
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4.  CMHXpPOHU3AUMA BPEMEHW BPYUHYIO.
(1) BrntounTe dyHKUMIO PyuHaA CUHXPOHMU3ALMUA BPEMEHM.

sy
(2) Haxkmute mMKoHKY Y ans Bblbopa AaTbl U BPEeMEHM W3 BblMagatoLEero

KaneHpaps.
(3) (OnumnoHanbHO) Bbl MoXKeTe NOCTaBUTb ranoyky CUHXPOHU3UPOBATb CO
BpemeHeM KOMNbIoTepa 419 CUHXPOHM3aLUNKN BpemeHn co BpemeHem [MK.
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PrcyHOK 6-6 CUHXPOHU3ALMA BPEMEHN BPYUYHYIO

5. Haxmute COXpaHUTb, YTOObI COXPaHUTb HAaCTPOMKN.

6.2.3 Hactpoiika napameTtpoB RS232

MopT RS232 MmOXeT NCN0/1b30BaTbCA B ABYX CAYYaAX:

e KoHdurypauma napametpos: [MoAKAIOUYMTE KOMMNbIOTEP K Kamepe uyepes
nocnegoBatenbHbin  nopT. [apameTpbl  ycTpoiictBa  MoryT  BbiTb
CKOHOUIypMpOBaHbI C NMOMOLLBID MPOrpammHOro obecnevyeHusa, TaKOro Kak
HyperTerminal. MapameTpbl nocnenosaTenbHOro NopTa AOMKHbI ObITb TaKMMK
e, KaK napameTpbl Nocnen0BaTeNbHOrO NOPTa Kamepbl.

e [lpo3payHblii KaHan: [loakntoyeHne MOCNeAOBaATeNbHOIO  YCTPOMCTBA
HenocpeacTBEHHO K Kamepe. [locnegoBaTenbHble yCcTpoOKMCTBa  byayT
ynpaBaaTbCcA AUCTAHLMOHHO C MOMOLLbIO KOMMbIOTEPA Yepes CeTb.

Waau:

1. BoiauTe B HTepdenc HacToKkM napameTpoB RS232: «HacTpoiku > Cuctema >

Hactpoiku cuctemnl > R$232».

2. Hactpoiite cKOpoCTb nNepeaayn AaHHbIX, MHPOPMALMNOHHbLIA BUT, CTONOBbLIN
H6UT, KOHTPOJIb YETHOCTMU, YNPaBJEHME NOTOKOM U UCMO/Ib30BAHME.
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e BRI aLUNS HacTooHEd aprdclil Ll ML
Cropoo, bog 115200 ._..E
BHrb mEH-sE 3 =]
Clcribe=iA GH1 1 =
COOTERTTEAR He =]
MoTaaoak G KIRTEO TR HeT =l
Henoreioasrug Mz4ank yap-a =

PucyHok 6-7 Hactpoika RS232

lMpumeyaHue: Ecnn Bbl XOTUTE NOAKAOUYMTL Kamepy vepe3 nopT RS-232, napameTpel
RS232 no/1KHbI ObITb TOYHO TAKUMU }KE, KaK U NapamMeTpbl, HACTPOEHHbIE 34€eCh.

3. Haxmwute CoxpaHUTb A4 COXPAHEHUA HACTPOEK.

6.2.4 Hactpoiika napameTtpoB RS485

Uenes:

MNMocnepoBatenbHblt nopT RS485 wucnonb3yetca ana ynpasneHus PTZ kamepoid.
Hactpoika napametpoB PTZ ponxkHa ObITb caenaHa nepen Tem, Kak ynpasaATb
ycTponcrtsom PTZ.

Ulaau:

1. Bouaute B UHTepdeinc HacToikn napameTpos RS485: «HacTpoitku > Cucrema >
Hactpouku cucremol >RS485».

2. YcraHoBuTe napameTtpbl RS485 n Haxmute COXpPaHUTb O/1A COXPaHEHWA
HaCTpoeK.

3. Mo ymonuaHuio: CKopocTb, 604: 9600 6/c, but gaHHbIX: 8, CTonoBbIn 6uT: 1,
MoTOKOBbIN KOHTPO/b: HerT.

lMpumeuyaHue: CKOpOCTb Nepeaayn gaHHblX, PTZ npotokon n napametpbl PTZ agpeca
AOJIKHbI ObITb TOYHO TAaKMM ¥Ke, KaK 1 MapameTpbl Kamepbl PTZ.

6.2.5 Hactpoiika napameTtpos DST

Uenes:

MNepexon Ha netHee BpemaA (DST) nossonut 6onee 3PpPeKTMBHO WMCNONb30BaTb
eCcTeCTBEHHbIN AHEBHOW CBET, YCTAHOBMB Yacbl HAa OAMH Yac Bnepes, B TeYeHNE NETHUX
MecALeB, U BEpHYB 06PAaTHO OCEHbIO.

Hactpoite DST npu HeobxoaumocTu.

Waau:
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1. BoiauTe B MHTepdenc HacToku napameTtpos DST: «HacTpoiku > Cuctema >
Hactpoiku cucremol > DST».

DeH. R auan Hacrpeiss gpere 5 REZ32

ARTHRHECEATS TIRT

DBk Halana Anp lema BCH i
Dok DEOHYEHEA locnsgd = | HOR 11z
Hacrara DET | AT

W
H Commaniis

PucyHok 6-9 Hactpoitka DST
2. BbibepuTe BpemaA Hayana M BPeMA OKOHYaHUA.
3. Bblbepute yactoTy DST.
4. Haxkmute COXpaHUTb 4/1A COXPAaHEHMA HACTPOEK.

6.2.6 HacTpoiika BHELWWHUX YCTPOMUCTB

MpumeyaHue: MeHO M GYHKUMM MOFYT OTIMYATLCA B 3aBMCMMOCTM OT MOAENMU
Kamepbl.

Lens:

Echm  ycTpoicTBO  noadep’skMBaeT  BHELIHWME  YCTPOWCTBA, B TOM  4ucae
CTEK/I00UYUCTUTENb Ha KOPMYCE U CBETOAMOAHYIO 1aMMYy, Bbl MOXKETe yNpaBasaTb UMUK
yepes Beb-6pay3sep. BHeWHWe ycTpOMCTBa pa3inNyatoTca B 3aBUCUMOCTU OT Pa3IMYHbIX
MOZleNneln Kamep.

Waau:

1. Boiiaute B WHTepdelC HACTOMKM nNapameTpoB BHeWHUX YCTPOWCTB:
«HacTpoiku > Cuctema > Hactpoiiku cuctembl > BHewwHue ycTpoucTean.

LED Ligkt

¥ Enable Supplemsnl Lighl

Lo Beam Srlghmass 16

High Heam Enghiness ] A

LED Lighd On Timing o ALAD

PucyHoK 6-10 HacTponKM BHELIHUX YCTPOMCTB

2. MMocTasbTe ranoyky Hanpotue EnableSupplementLight («BkatounTs gon.
CBET») ANA BKAOYEHUA CBETOANOAHOMN NaMnbl.
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3. [lepemecTuTe NON3YHOK ANA HACTPOMKM APKOCTM HU3KOFO M BbICOKOIO
N3NyYeHUA.
4. BbibepuTte pexum CBetogmogHon namnbl: Mo pacnucaHuio n ABTo.

e [lo pacnucanuto: CBetoamoa 6yaeT BK/OYEH MO YCTAHOBIEHHOMY
pacnucaHuto. Bbl 4OMKHbI YCTaHOBUTb BPEMSA Hayana n Bpems
OKOHYaHMA paboTbl.

LED Ligm Cn w Timing Tl
Stad Timia T8-00-00 "_".
Er: Time & 0000 L

PucyHoK 6-11 YcTaHOBKa pacnmcaHmaA

e AgT0: CBeToamog byaeT BKAOYEH B COOTBETCTBMW C OCBELLEHHOCTbIO
OKpYrKatoLlel cpeapbi.
5. Haxmute CoXpaHUTb 414 COXPaHEHUA HACTPOEK.

6.3 TexHuueckoe obcnyXmBaHume

6.3.1 O6HOBNEHME U TeXHUUYECKOe 06CcnyKuBaHue

Lene:

NHTepdelic 0O6HOBNEHMA W TEXHUYECKOro OOCNYKMBAHMA MNO3BOAET BbINONHATb
pasanyHble onepauun, BKAKOYAA Mepe3arpysKy, 4YacTUyHOe BOCCTAHOBAEHWUE,
BOCCTAaHOB/IEHME A0 HACTPOeK MO YMOAYaHUIO, 3KcnopT/MmnopT  ¢alinos
KOHOUrypaunmn n obHoBNEHME YCTPOMCTBA.

Bonante B mHTepdelic TexHuyeckoro obcnyxkmaHusa: «Hactpokm > Cuctema >

0O6cnykuBaHue > O6HoBneHue n Hactpoitkn».
e [Mepe3anyck: Mepes3arpyska ycTponcTBea.
o [lo ymonuaHuio:
e Bo0306HOBUTb: COPOCKTL BCE MapameTpbl, 38 UCKAOYEHUEM MHPOPMaLLUK
o napameTtpax IP n nHbopmaumm nonb3oBaTena, A0 HACTPOeK Mo

YMOJTHaHUIO.

e [lo ymonuaHumio: BoCCTaHOB/IEHME BCEX MAPAMETPOB K 3aBOACKMM
YCTaHOBKaM.

MpumeyaHue: MNocne cbpoca Bcex HACTPOEK A0 3aBOACKMX YCTAHOBOK, IP-
agpec Tak ke byaet cbpoweH go IP-agpeca no ymosYaHuUIO, NOXKanyucra,
6yabTe OCTOPOXKHbI C 3TUM AEUCTBUEM.
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e Jkcnopt/vmnopT  ¢ainoe  KoHourypauum: Daiinbl  KOHOUrypauum
MCNONb3YIOTCA ANA NAKeTHOM KOHOUIrypauuum Kamep, KOTOpas MOXKeT
yNpOCTUTb KOHUTypaL Mo Npyu HE0BXOAMMOCTU HAaCTPOMKM MHOXKECTBA Kamep.

Uaau:

1. Haxmute [MapameTpbl yCTPOMCTBA A1 3KCNOpTa Tekyuwero daina
KOHOUIypaLmMmn n coxpaHuTe ero.

2. Haxmute Bbibop gna Bbibopa coxpaHeHHOro ¢ainna KoHPUrypaumm mn 3atem
HaxXmute MMnopT gns Hayana umnopTa gparina KoHouUrypauuu.

MpumeyaHue: Heobxoaumo nepesarpysnTb Kamepy nocie umnoprta daina
KOHbUrypauuu.
e 0O6HOBUTb: O6GHOBNEHME YCTPOICTBA 4,0 HOBOW BEPCUW.
Waeu:

1. BbibepuTe NPOLWMBKY MW KATANOT NPOLLMBKK, 4TOObI HaliTK $paitn obHoBNEHUA.
Mpowuska: Hanante ToYHbIM NyTb K paniny obHoBNEHUA.

Kamanoe npowusku: TpebyeTtcsa ToNbKo KaTtasnor gpanna obHoBAEHUS.

2. Haxmute Bbibop gna Bbibopa coxpaHeHHOro ¢ainna KoOHPUrypaumm n 3atem
HaxXmute OH6HOBUTL A41A Havana 06HOBAEHMA.

MpumeyaHue: MNMpouecc o06HoBAEHMA 3aHMMaeT oT 1 A0 10 muHyT. Moxkanyincra,
He OTKAYalTe MNWUTAHWME Kamepbl B npouecce ob6HoBneHUA. Kamepa
aBTOMATMYECKM Nepe3arpysntca nocne obHoBNEHUA.

6.3.2 XypHan

Lene:

YnpaBneHue, TPEBOIM, UCKAOYEHUA N MHPOPMALMA O Kamepe MOTyT COXPaHATLCA B
dannax KypHana. Tak»Ke Bbl MOXKeTe 3KCNOoPTUPOBaTb Galnbl KypHana.

Meped Havyanom:

HacTpoiiTe ceTeBoe xpaHunumue nam sctasbte SD KapTy B Kamepy.

Ulaau:

1. BoiauTte B MHTepdeic noncka: «Hactpoiku > Cuctema > O6¢cnyKusaHue > Jlor».

Utserenne nbacpuies 0 Cho sveee o
Tar Eith rark = enras Hrs THW =
bomnvas PGB N0y [@95050 235155 4] [ Do

CAHROE EPEN azapa Knnes
hE Lgtamn Ia [RUTEE Husasp 4 [ uFanBA=E i fupe i)

PucyHok 6-13 UHTepdeiic nomcka no KypHany

2. 3apaiiTe napameTpbl MOMCKA NO KypHany, BkAtodasa Tun, Moatun, Bpems Havana
n Bpems oKoHYaHusA.
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3. Hakmute Mowmck, 4TobbI HayaTb MoucK. Moaxoaslwme 3anucu KypHana byayt
OoTOOpaKeHbl B OKHE KypHana.

4. Y106bI 3KCNOPTUPOBATL PaliNibl }KypHaia, Haxkmute PesepBHaa Konua v dannbl
OyayT coxpaHeHbl Ha Bawem [K.

6.3.3 CuctemHble cnyb6bi

Lenes:

HacTpolkn  cuctemHbIx  cnyxkb6  OTHOCATCA K annapaTHbiM  cay»kbam,
noafepXmBaemolM Kamepoi. [opaeprkmBaemble  GyHKUMM  BapbupytoTcA B
3aBMCMMOCTM OT PasnMyHbIX Kamep. Ona kKamep nogaepxumsarowmx UK-nogceetky,
ABF (aBTOMaTu4eckun 3agHu GOKyc), ABTOMATUUECKYIO PYHKLUMIO AHTU-TYMAH, UK
WHAMKATOPbl COCTOAHMA, Bbl MOXeTe BblbpaTb BKAOYUTb WAM  OTKIOUYUTB
COOTBETCTBYHOLLYH QYHKLMIO B COOTBETCTBUM C GaKTUYECKMMM NOTpebHOCTAMM.

L |
ABF: Koraa ¢yHKuma ABF BKAtOYEHa, Bbl MOXKETE HaXKaTb ~"“HA NaHenu ynpasaeHus

PTZ pna peanvsaummn BcrnomoratesibHON GOKYCUPOBKM.

6.4 HacTtpouku 6e3onacHOCTH

HacTpoilika mapameTpoB, TakUX Kak: aBTOpPU3auMA, aHOHUMHbIN BXoA, ¢unbTp IP-
aapecoB 1 cnyxba 6esonacHocTw.

6.4.1 AsTopusauyua

Lens:
Bbl mokeTe o6e30nacnTb NOTOK AaHHbIX MPU MPOCMOTPE B PeasibHOM BPEMEHMN.
Waau:

1. BoiauTe B MHTepdenc aBTopmsaumnm: «Hactpoiiku > Cucrema > besonacHocTb >
AsTOopusauua».

ABTODH3AUHA PuneTp IP Cny#Ba GeaonacHocTi

ABTOpWaaunA BT3P CICHOBHBIE |E|

PucyHok 6-15 AsTtopu3sauna RTSP

2. Bbibepute TMN aBTOpM3aumMm «OcHoBHble» mMan «BbIK/1» 13 Bbinagatouwero
CMUCKA, YTOObI BKAOYUTL UM OTKAIOYUTL aBTopu3aumio RTSP.
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lMpumeuvaHue: Ecnn Bbl OTKAKOUYMTEe RTSP aBTOpM3auMmio, KTO YrogHO CMOXeT
nony4mTb BUAEO NOoToK No RTSP npoTokony yepes IP-agpec.

3. Haxmute CoxpaHUTb, YTOObI COXPaHUTb HACTPOMKM.

6.4.2 dunbtp IP-agpecos

Lenes:
3Ta PyHKUMA AaeT BO3MOXKHOCTb KOHTPOAS AOCTyna.
Waau:

1. Bongute B wuHTepdeic ounbtpa IP-appecos: «Hactpoikm > Cucrema >
Be3sonacHocTb > ®unbtp IP».

----- - Dz IF

¥ BeneApTh e P aane s

Tun purerms P aapacve T ~

DErgm P Trdlam Have=n AT

] F

PucyHok 6-16 UHTepdeinc dunetpa IP-agpecos

YctaHoBuTe dnaxok Bkatountb punbtp IP-agpecos.

Bbibepute TMN dmabTpaumm IP-agpeca 13 BbiNagaroWero CNUCKa: «3anpeLeHo»
nnn «PaspelueHo».

4. HactpoiiTte cnuncok IP-aapecos.
e JlobasneHue IP-apgpeca
Ulaau:
(1) Haxkmute f06aBuUTb, 4TOOLI A06ABUTH IP.
(2) BeeguTte IP-agpec.

Nobaents IP-agpec

IP agpec 172.6.23.7) (]

oK OtMmeHa

PucyHok 6-17 JobasneHue IP-agpeca
(3)Harkmute OK, yTobbI 3aKOHUUTL AobHaBNeHME.
® W3meHeHue IP-agpeca
Waaeu:
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(1) WenkHMTe neBoM KHOMKOM MbllwK Ha IP-agpece M3 cn1cKa U
HaXXMUTE KHOMKY U3MeHUTb.

(2) U3ameHuTe IP-agpec B TEKCTOBOM MNoJie.

IP appac 172 R23 72

| Ik Chedaia

PucyHok 6-18 N3ameHeHue IP-agpeca
(3) Haxkmute KHonKy OK, 4TOObI 3aKOHUYNTL PeAaKTUPOBaAHME.
® Ypanenue IP-agpeca nnn IP-agpecos

LLlenkHUTe neBon KHOMKOM Mbllin Ha IP-agpece(ax) U3 cnucka u
Ha*XMWUTE KHOMKY YAaNAUTb.

5. HaxmuTe KHonKy COXpaHUTb, YTOObI COXPAaHUTb HACTPOMKM.

6.4.3 Cnhyxxb6a 6e3onacHocTH

Ons obecneyeHuns yaaneHHOro [ocTyna WM yBenmyeHus 6e30MacHOCTM nepenayu
AaHHbIX Kamepa npeanaraet cnyxby 6esonacHoCcTy.
Waeu:
1. Bouiaute B MHTepdenc HacTporKm cnyxbbl 6e3onacHoctn: «Hacrpoiikn >
Cuctema > besonacHocTtb > Cnyx6a 6e3onacHocTu».

ARTORNIESA ANOHIIMAIR 2anpor DunTp 1= Cnyxbe delonacmocn

|_ Actuprposar, SSH

7| Brmoyesnes CNOKAPOBEN HBNBraNsHIrD BIOAS

PucyHok 6-19 Cny:»xb6a 6e3onacHocTm

2. TMocTtaBbTe ranoyky «AKTMBMpOBATb SSH», uTOObI BKAOUUTL Ge3onacHyto
nepegavy AaHHbIX U CHUMUTE FaNOYKy ONA OTKAYeHnA SSH.

3. TMocTtaBbTe ranoyky «BrkaloueHne 6N10KMPOBKU HenerasbHOro BXoAa», Toraa
IP-agpec byaet 3a610KMPOBaH, ecAun I0rMH/Naponb agMUHUCTpaTopa byaert
BBEAEH HenpaBuabHO 7 pas (5 pa3s a4ns nonb3osaTesei/onepatopos).
MpumeyaHue: Ecnn IP-agpec 3abn10KMpPOBaH, Bbl MOXKeTe CHOBa nonpoboBaTtb
aBTOpM30BaTbhCA Yepes 30 MUHYT.

49



CeTeBble BuaAeOKamepbl. PykoBoACTBO NOsib30BaTens.

6.5 YnpaBaeHue yyeTHbIMU 3aNUCAMU NONb30BaTENEMN

6.5.1 YnpaBneHue y4yeTHbIMU 3aNUCAMM NO/Ib30BaTenen

Ueneo:

AaMUHUCTPATOP MoOXKeT A06aBnaTb, yAanATb MAM U3MEHATb Y4YeTHble 3anucu
nosb3oBaTenen M NPefocTaBAATb MM PasfinyHblie paspeweHna. Mbl HacToATENbHO
pekomeHayem BaM AO/KHbIM  0bpa3om  ynpaBnATb  YY4ETHbIMM  3aMUCAMM
nosb3oBaTesel U NpaBaMu 4OCTyna.

Waau:

1. BouauTe B MHTepdenc ynpaBaeHma nonb3osatenamu: «Hacrpoiiku > Cucrema >
YnpaBneHue aKKayHTOM > YnpaBaAeHUe aKKayHTOM».

FNpION2 IS 28 A FRTON TANM=ATEETE M JHNESH
CANGIS NWB3. Lobzo
b ONLIEETE peaz
1 admin AAMAHHET D3 = 0D

PucyHoK 6-20 UHTepdeic ynpaBneHUA akKayHTOM
e [Jlo6aBneHue nonb3oBartens

AQMUHUCTPATOP MMEET BCe paspeLleHuns No YMOIYaHUIO U MOXKET CO34aBaTb
/ U3MeHsATb / yaanaTb Apyrue yyeTHble 3anuci.

AOMUHUCTPATOP HE MOXKET BbITb YAANEH, Bbl MOMETE TO/IbKO U3MEHUTb Napo/ib
agMUHKUCTPaTOpa.

Waeu:
1. Haxkmute KHonky lo6aBUTb, 4TOObLI 406aBUTL NONb30BaTENSA

2. BBeguTe MmA nonb3oBaTeNa, BblbepuTe ypoBeHb AOCTyna M BBeguTe
naposb.

lpumeyaHue:
e MoeT 6bITb CO34aHO A0 31 y4eTHOM 3anncK Nonb3oBaTens.

e YpoBeHb AOCTyNna onpegensaeT npasa, KOTopble Bbl NpeaocTaBasfere
nonb3osartento. Bbl moxeTe 3agatb 3HadeHumA Onepatop wam
Monb3oBaTens.

PEKOMEHAYETCA UCNO/Ib3OBATb HAAEXHbLIA NAPO/Ib— HacmosmensHo
peKkomMeHOyemcs UCrnonb308ame HAOeMcHbil naposns (He meHee 8 cUMB0s08,
8KMo4Yas byKebl sepxHe20 peaucmpd, byKebl HUMNCHe20 peaucmpa, yugpsl u
creyuasbHbie cumeossl). Takxice pekomeHOyemcs peaynsapHo 06HOB8A9Mb NaApob.
ExcemecayHas unu exceHedenbHas CMeHd Maposs o3eoaum coesname
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ucrnonsb3osaHue npodyKkma 6e30MnacHbIM.
3. Bbl MOKeTe ycTaHaBAMBaTb Gp1aXKKM Npas AOCTyna 414 HOBOro
nonb3osartens.
4. Haxmute OK, 4yTobbl 3aBeplunTb A0baBieHNe Nob30BaTeNs.

NofapdTs NOALEIOEATRAR

IMaNk30BATANS tost &
Mpaea Uneparop El
MNapone [ TTTTTTTT I TS &
- « HapgneHen
Mopre. mapans T T TR T &
Beilpals gie

© ¥YoanedHkr HaoTpoAKS NapaMeTaos r
4 ¥OEneHBn TEUCE N0 ¥EEHENW=TEHE. .
YoaneHHD: LoHosneHne CTCIMETHR. |
YDEnEHKD: deyerTnpoHEan 25y
panesiEn Brkmousian {Nepeaarpy
WIArEan, Yenoe th GEdrp madfine. g
YOANEHLR KOHTPONL BLECERxaGa
VOANAHHLN KOHTRONE NOTegosaTe. |

WOaNedHDe 0ToCDE=EHAS

|}

¥OENedHD: MyaH 32Nkis

1%

PucyHok 6-21 lobaBneHune nonb3osaTens
e PepaKrtupoBaHue nonb3oBatens
Waau:
1. LUlenkHuTe neBoit KHONKOM MbilK Aas BbiIbOpa No/ib30BaTeENA U3 CMIMCKA U
HaXXmuTe U3MeHUTb.
2. OtpepgaKktupyiite Mma nonb3osaTtens, YpoBeHb goctyna u [Maposb.

PEKOMEHAYETCA UCNO/1b30BATb HAAEXHbIA NAPO/Ib— HacmosmensHo
f peKkoMeHOyemcs UcCrnosnb308ame HAOex(HbIl naposs (He meHee 8 CUMBOsO08,

8K/1t0Yas BYKBbI BepxHez20 peaucmpad, bYyK8bl HUMXCHE20 peaucmpa, yugpsl u
crneyuasbHbie cumeossl). Takuce peKomeHOyemcs peaynsapHO 06HO8aSMb
napone. Exxemecsa4Hasa unu exceHeoenbHas CMeHad Naposs rno3eoaum coesname
ucrnosnb308aHuUe npPodyKkma 6e30rnacHbIM.

3. Bbl moOXeTe ycTaHaBAMBaTb @naxKM npasB AocTyna ANA  HOBOrO
nonb3osartens.
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4. Haxmute OK, 4To6bI 32BEPLWNTL PEAAKTUPOBAHME NO/Ib30BATENS.

FAMAHHTE AL RATENA

ML AN 11
locoa Cneparop *
[ 1 ] FEFAER

M2am Naph. (TITET]
[T} Bebpare nes

1 ¥gamennn; HacrooRka napas eraon

IF ¥narskun Moucs Ao sspdan sk e

1 ¥aacenno: Oougnnctde HIpEarao. .
WoETER R TIERE T -

9 Fazncing: Busmieysaie §Oapasany

[ ¥aa ek, YERIOEHTS LAH p RN |5

[ ¥a=nCiniui manT pork [ Ee A na

RN R SN T TTE TR

[ ¥aarchuas oTod pasniHHe

ol Flammrnil. Prad sdquas

F ¥AsrskinA FTZ rRaRta-is

Bl S L A L P R R

e Climana

PucyHoK 6-22 U3meHeHMe nonb3oBaTena
e YaaneHue nonb3oBartena
Waeu:

1. UlenkHuTe neBoi KHOMKOM MbilX A5 BbIOOpa N0/Ib30BaTENA U3 CNIMCKA U
Haxkmute Yaanuro.

2. Haxkmute Bo BcnabiBwem okHe OK, uTobbl yAannTb Nosb3oBaTens.

6.5.2 OHNalH Nnonb3oBaTenu

Lens:

Bbl mOXKeTe yBUAETb TEKYLLMX NO/Ib30BATENEN, KOTOPbIE NOCELAIOT YCTPOMCTBO B 3TOM
OKHe WHTepdelic. MHbopmaumna o nosb3oBaTesie, HaNnpMmMep, MMA MOo/Ib30BaTeNs,
ypoBeHb, IP-agpec 1 Bpems paboTbl, OTOOpaKaeTca B CNMCKe No/b30BaTeNEN.
Haxmunte KHOMKy O6HOBUTb, YTOObI OOHOBUTbL CMUCOK.
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PucyHok 6-23 MpocmoTp OHMalH Nonb3oBaTenei

lnasa 7 CeteBasa KOHPUrypauuma

Ueneo:
Cnepyite MHCTPYKUMAM, NPUBEAEHHBIM B 3TOM rNnaBe, YTOObl HACTPOUTb OCHOBHbIE
napameTpbl U AONONHUTENIbHbIE HACTPOMKM.

7.1 HacTpo¥Ka OCHOBHbIX NapamMeTpoB

Ueneo:
Cnenys NHCTPYKLUMAM B 3TOM pa3gesie MOXHO HacTpouTb napametpbl: TCP / IP, DDNS,
PPPoE, NMopTbl 1 NAT n T.4.

7.1.1 Hactpoiiku TCP/IP

Ueneo:

MapameTtpbl TCP/IP 0onxHbl GbiTb KOPPEKTHO 3a4aHbl, Npe)ae Yem Bbl CMOXKeTe
paboTtaTb ¢ Kamepoit no cetn. Kamepa noagaepxmeaet IPv4 u IPv6. Obe Bepcun moryt
6bITb CKOHPUIYpPMPOBaAHbI OAHOBPEMEHHO, HE KOHOAMKTYA Apyr C APYrom, W, no
MEHbLUEN Mmepe, 04NH BapMaHT IP gonxeH 6biTb CKOHPUTYPUPOBaH.

Ulaau:

1. Bongute B UHTepdeic Hactpoek TCP/IP: «Hacrtpoitkm > Cetb > bBa3oBble
HacTpoku >TCP/IP».
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PucyHok 7-1 HacTtpoiika TCP/IP

2. HacTtpoiTte ocHOBHble ceTeBble NapameTpbl: 3aaante Tun NIC, IPv4 nnu IPv6 agpec,
IPv4 nnun IPv6 macky noacetwn, IPv4 naun IPv6 wntos, napametpbl MTU n agpec
MYNIbTUKACTA.

3. (OnumoHanbHo) MocTaBbTe rasoyky «AKTUBUPOBATb PacCblIKy My/JbTUKAcT». B
TAKOM CNly4yae OHNAMH ceTeBaA Kamepa MoXKeT ObiTb aBTOMATUYECKM OOHapyKeHa
KANMeHTCKMM MO yepes YacCTHbIA MYyNbTUKACT NPOTOKON B JIOKA/IbHOM CETMU.

4. Hactpoiite DNS cepBep. Bseaute npeanoututenbHbit DNS cepsep u
anbTepHaTUBHbIM DNS cepsep.

5. Haxmute KHonKy CoXpaHUTb, YTOObI COXPaHUTb NapameTpbl.

lMpumeuaHue:
o KoppeKTHbI gmnanasoH MTU 1280 ~ 1500

e MynbTMKacT OTMNpaBAseT MOTOK rpynmne agpecoB My/AbTUKAcT U MO3BONAET
MHOKECTBY K/IMEHTOB NO/y4aTb NOTOK OAHOBPEMEHHO, 3anpalumBasn KOMUIo C
agpeca rpynnbl MynbTUKacT. lepes MCNonb30BaHWEM JaHHON yHKUUM,
HeobXxoANMMO BKAOUUTL QYHKLMIO MYy/JIbTUKACT B poyTepe.

e Heobxognmo nepesarpysuTb YCTPOMCTBO ANA BCTYMN/IEHUA B CUY U3MEHEHUN.

7.1.2 KoHdurypauma DDNS
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Ueneo:
Echv Bawa Kamepa HacTpoeHa wucnosb3osatb PPPOE B KayecTBe ceTeBOro
NOAKNOYEHMA MO YMOHAHMIO, Bbl MOYKETe MCMONb30BaTb AMHaMmu4yeckyto DNS (DDNS)
OnA AocTyna B CceTb.
Meped Havyanom:
Heobxoanma perunctpauyma Ha DDNS cepsepe.
Waeau:
1. Bouvgute B uHTepdenc HacTtpoek DDNS: «Hactpokm > Cetb > basoBble
HacTpouKu > DDNS».
YctaHosuTe ¢pnaxkok DDNS, uTobbl aKTMBMPOBATD 3Ty GYHKLMIO.
Bbibepute TMn DDNS. [na Bblbopa BO3MOXKHbI BapuaHTbl: HIDDNS, IPServer,
DynDNS n NO-IP.
e DynDNS
Waeu:
(1) BeeguTe agpec cepsepa DynDNS (Hanp. members.dyndns.org).
(2) B TekctoBom none [lomeH BBeauTE AOMEHHOE MMA, NONy4YeHHOEe Ha Beb-
cante DynDNS.
(3) Beegute nopt cepsepa DynDNS.
(4) BBeguTte Mma nosb3oBaTeNAa M MapoO/b, 3apermcTPUPOBAHHbIE Ha caiiTe
DynDNS.

(5) Haxkmute CoxpaHUTb, 4TOObI COXPaHUTb HAaCTPOMKN.

TGRIF IS FPECE MepT F
1 NS
LTS nposanugy JyndNE |=
AnpEr CErEEpa members.chrdnzog L]
dowen 123 dyndn=.com (]
llenuaoaarents e ]
| B =
Naponu
MegTn napon

PucyHok 7-2 HacTtpoika DynDNS
e IPServer
Ulaeu:
(1) Beegute agpec IP-cepBepa.
(2) Haxkmute CoxpaHUTb, 4TOObI COXPaHUTbL HAaCTPOMKN.
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PucyHok 7-3 Hactpoitka IP cepBepa

MpumeyaHue: Ona IP-cepBepa Bbl A0MKHbI NOAYYUTb CTaTUYECKMn IP, macky
noaceTu, w3 u npegnovmntaemblit DNS ot ISP. Aapec cepBepa A0MKeEH ObITb
BBEAEH CO cTaThyeckum |P-agpecom KomnbtoTepa, Ha KoTopom pabotaet
nporpammHoe obecneyeHune IP-cepsepa.

NO-IP:

Uaaeu:

(1) Bbibepute Tin DDNS Kak NO-IP.

(RS R FHP ok e H&

W DONES

DDNE rpoaadosp Ro-H |_-.
AODac Lepansa i RSP B2 [r]
TR

M0k 2067 6T

Nnat

Nagzne

MaIF fapih

PucyHok 7-4 Hactpoitka NO-IP

(2) BBeguTe agpec cepBepa Www.noip.com

(3) BeeawuTe 3aperucTpMpoBaHHOE BaMM UMA LOMEHA.
(4) BBeguTe nmaA nosib3oBaTens U Naposib.

(5) Haxkmute CoxpaHuTb.

HiDDNS

Waeu:
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(1) Bbibepute HiDDNS Kak Tvn DDNS.
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PucyHok 7-5 Hactpoitka HiDDNS

(2) Beegute agpec cepsepa www.hik-online.com

(3) BeeauTte gomeHHoOe umsa Kamepbl. OHO COBMAZAET C a/INacoM YCTPOMCTBA
Ha cepsepe HiDDNS.

(4) Haxkmute CoxpaHUTb, YTOObI COXPaHUTbL NapamMeTpbl.

MpumeyaHue: Heobxoanmo nepesarpysmTb YCTPOMCTBO ANSA BCTYMN/IEHUA HACTPOEK B
cuny.

7.1.3 KoHdurypauua PPPoE

Ulaau:
1. BouauTte B MHTEepdenc HacTpoek PPPoE: «HacTpoiikm > Cetb > basoBble
HacTpPouKu >PPPoE».

1ok anHE  PPRUE  jlgp B

7 PPPCE
REEEVEILTET Y
Mineadarans
[RETROAT

ML Hapwie

PucyHok 7-6 Hactpoika PPPoE
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2. MocTaBbTe pnaxkok PPPOE, 4TobObl aKTMBMPOBaTb PYHKLMIO.

3. BBeaguTte MMsA nNonb3oBaTens, Napoib U NOATBEPXKAEHWE naponsa Ana AocTyna

PPPOE.

MpumeyaHue: UmA NoNb30BaTENA M NAPOAb AOMKHbI ObITb Ha3HAYeHbI ISP.

A

e B yensax obecneyeHua KOH@uUOeHYuUAaAbHOCMU, U Ymobbl aydwe 3auumume
sawy cucmemy om yz2po3 6e30MnacHocmu, Mbl HACMOAMENbHO PeKOMeHOYyeM
UCrnosab308ame HadexcHsle nNaposu 015 ecex hyHKUUl u cemeabix ycmpolicme.
Maponeb donxceH 6bimb NpudymaH 8amu (He meHee 8 CUMBO0sI08, BK/AOYAS
bykebl BepxHe2o peaucmpa, OyKk8bl HUMHe20 peaucmpd, yugpsl U
creyuanbHblie CUMBOsbI) 07158 Mo2o, Ymobbl Mosbicumb 6e30n1acHOCMb 8auie2o
npooyKkma.

e [IpasunbHas Hacmpolika ecex naposeli u Opyaux napamempos bezornacHocmu
A81aemca 0693aHHOCMbIO YCMAHOBW,UKA U UAU KOHEYHO20 0/16308amess.

4. Haxmunte COXpaHUTb, YTOObI COXPAHWUTL HACTPOMKM U BbIUTM.

MpumeyaHue: [na TOro u4ToBbl HACTPOWKWM BCTYNUAW B CUAY, HeEobXo4MMO
nepesarpysutb YCTPOWMCTBO.

7.1.4 Hactpoiika nopTtoB

Ueneo:

Bbl moXKeTe yCTaHOBUTb HOMeEpP NopTa Kamepbl, Hanpumep, HTTP nopT, nopTt RTSP u
HTTPS nopr.

Ulaau:

1. BoiauTe B MHTepdenc HacTponkm nopTos: «HacTpoiKku > Cetb > basoBblie

2.

HacTpPouKu > MopT».

[l DORMS PPFOE Mean plaed
MopT HTTP an
MapTRTEP [Pyt
HTTPE nGo 443
MapT CRESEDE anq0

B Coxpamars

PucyHok 7-7HacTtpolika noptoB

YctaHosute HTTP nopT, nopt RTSP, HTTPS nopT 1 nopT cepBepa Kamepsl.
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Nopt HTTP: 3HaueHne no ymonyaHuto — 80, U MOXKET 6bITb M3MEeHeHOo Ha ntoboe
cBob0oaHOE 3HaYEHME.

NopT RTSP: 3HauyeHne no ymonyaHuio — 554, n moxet 6biTb U3MeHeHO Ha ntoboe
3Ha4yeHuMe B gmanasoHe 1-65535.

Nopt HTTPS: 3HaueHne no ymonyaHuto — 443, 1 MoXKeT bblTb U3SMEHEHO HA
noboe cBoboAHOE 3HaUYeHme.

MopT cepBepa: 3HayeHMe no ymonyaHuto — 8000, U MOXKeET ObITb U3SMEHEHO Ha
noboe 3HaveHne B ananasoHe 2000-65535.

3. Haxmute KHONKy COXpPaHUTb, YTOObI COXPAaHUTb HACTPOMKW.

MpumeyaHue: [Ona Toro u4TOObI HACTPOMKU BCTYNUAW B CUAy, Heobxoaumo
nepesarpysuTb YCTPOMCTBO.

7.1.5 Hactpoiika NAT

Lens:

NHTepdelic NAT no3BonsaeT HacTpouTb napameTpbl UPNP ™,

Universal Plug n Play (UPnP ™) — 370 ceTeBaA apxuTekTypa, obecneumsarowias
COBMECTMMOCTb ceTeBOro obopyaoBaHMA, MPOrpamMMHOro obecneyeHus U Apyrux
ycTtponcts. MpoTokon UPNP no3Bonser nerko nogkao4vaTb YCTPOMCTBA M YNPOLLAET
peanus3aumio ceTein B SOMaLHUX U KOPNOPATUBHbIX Cpeaax.

Mpn BKAOYEHHOM OYHKUMM, BaM He HYXHO HacTpamBaTb Npobpoc nopToB AnA
Ka*kAoro NopTa, U Kamepa NOoAKAYaEeTCA K rMo6anbHOM CeTn Yepes MapLupyTM3aTop.
Waau:

1. Boiagute B OKHO HacTpoikm NAT: «HacTtpoikmu > Cetb > basoBble
HacTpouKku >NAT».

MocTaBbTe ranoyky Ana BkAYEHUA PyHKUMM UPnP™,
BbibepuTe Ha3BaHWE Kamepbl AN UCMOb3YNTe 334aHHOE MO YMOTYAHUIO.
Bbibepute pexum npobpoca nopTos.

Ona npeobpazoBaHNA NOPTOB C KOAMYECTBOM NMOPTOB MO YMONYAHUIO - BbibepuTe
pexum ABTO.

Ona npeobpa3oBaHMsA MNOPTOB C HACTPaMBAEMbIM KOJIMYECTBOM MOPTOB -
BbibepuTE pexkum BpyuHyio.

B pexxume BpyuHyto Bbl moxeTe camoCTOATENbHO HAaCTPOUTb 3HAaYEHNA NOPTOB.
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PucyHok 7-8 Hactpoika NAT

5. Haxmwute CoxpaHuTb.

7.2 PaclumMpeHHble HAaCTPOMKMU

Ueneo:
Cnepya MHCTPYKLMAM B 3TOM pasgesne, Bbl MOXKeTe HAaCTPOUTb MapaMeTpbl TaKMe Kak:
SNMP, FTP, anekTpoHHasa nouta, HTTPS, QoS, 802.1x 1 T1.4.

7.2.1 KoHdurypauma SNMP

Ueneo:

Bbl moxeTe HacTpoutb o¢yHKUMO SNMP, 4yTo6bI MOAYyYaTb CTAaTyC Kamepsbl, ee
napameTpbl, MHPOPMaLMIO O TPEeBOrax W ynpaBAATb YCTPOMCTBOM, KOrga OHO
NOAKNKOYEHO K CeTw.

leped Havyanom:

Mepen Hactponkoir SNMP 3arpysute MO SNMP, ytobbl nNony4yaTb MHOPMaLUIO O
Kamepe no SNMP nopty. MNpu yctaHoBke TrapAddress, Kamepa MOXKeT OTAPaBAATb
coobueHna 06 UCKNOYEHUAX M TPEBOrax B LEeHTP HabaogeHus.

MpumeyaHue: Bepcua SNMP, KoTopytlo Bbl BblbMpaeTe, A0NXKHa COOTBETCTBOBATb
Bepcmu B MO SNMP. Bbl 40NKHbI MICNOAB30BaTb Pa3/IMYHbIE BEPCUN B 3aBUCUMOCTM OT
HeobxoaMMoro ypoBHA 6e3onacHoOCTM.

SNMP v1 He npepocTtaBnseT 6esonacHoctb, SNMP v2 TpebyeT naponb ans goctyna.
SNMP v3 npepoctaBndetr wudpoBaHWe, NpuM ee WUCNoNb30BaHMKM Heobxoanmo
BK/IOUYMTb NpoToKkon HTTPS.

A\

e B yensax obecneyeHus KOHGudeHyuaabHoCMuU, u Ymobbl aydwe 3auumume
sawy cucmemy om yz2po3 6e30nacHocmu, Mbl HACMOAMENbHO PeKoMeHOyeM
ucnonb308ams HadexcHble Naposau 014 ecex (pyHKYuUl u cemeabix ycmpolicme.
Maponb OdomxuceH 6bimb nNpudymaH eamu (He meHee 8 CUMBO0s08, BK/OYAA
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b6yKebl 8epxHezo peaucmpa, OyKebl HUMHe20 peaucmpa, yugpel U
cneyuasbHbie cumeossl) 04118 moz2o, Ymobebl nogeicume 6€30MacHOCMb 8awez0
npodykma.

e [IpasunbHas Hacmpolika ecex naposneli u Opyaux napamempos bezonacHocmu
A819emca 06430HHOCMbIO YCMAHOBWUKA U UsU KOHEYHO20 M0/163080MeEIA.

Wazau:

1. BoiauTte B MHTepdenc Hactpoek SNMP: «Hactpoiku > CeTb > [lononHUTEeNbHbIE
HacTpPouKu > SNMP».

SHMP  ETP  Cmal WITES  Oad i

SHMP viv2
T BETREEWEA SHWP A
| BETEEAUEA SHWP W2
Yeramene SHMMP ofu,
MHCcaETaNE: SHAMP 08w
Trap Addrass
Tram Pon

Ir3p COnDIgacTRD

SHMF v3
4 AETEEAWA SRAPYS

HTEH HMEH NONE3

VEORRKL fesanacdocm | nn auth. no priv ..T'.-
AATapVETRY SETORAI3LHE i M SHA

ARG ARTCARIELIY EETTT

ASIIOPIATRY NRITHACT KnHNA 0 RS - ARE

[Apant. Sarmiom moys '

Ian o ronea

4

Ypouee Gexanacaocm nio ackh, no pres

Ao e guiopaaagar o MDE - SHA
Mapaie apfcoRE E TR
ANTARIATRE UELTHEG KIMHVA o OES . AES

Mapane <ACTHOM MAKYE (&

Hpyrme papauctpa SHAP

Mupr SXMP 161

PucyHoKk7-9 HactpoiikaSNMP
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2. YctaHoBuTe GNAXKOK A5 COOTBETCTBYHOLLEN BEPCUMN, YTODObI BKAOYUTL QYHKLMIO.
3. 3apgaiite napameTpbl SNMP.
MpumeyaHue: Hactpoikn MO SNMP [omKHbI COOTBETCTBOBATb BBEAEHHbIM
napameTpam B Kamepe.
4. Haxkmute CoxpaHUTb, YTOObI COXPAaHUTb HACTPOMKM.
lpumeyaHue:

e [lna Toro 4ytobbl HAaCTPOMKM BCTYNWUAWU B CUNY, HEOBXOAMMO nepe3arpysuTtb

YCTPOMCTBO.

e [1na Toro 4ytobbl CHU3UTL PUCK YTEUYKM MHPOPMaLMKN, Bam ByaeT npegnoxeHo
BKAOUYNTb SNMPV3 Bmecto SNMPvV1 mam v2.

7.2.2 KoHpurypauua FTP

Ueneo:

Bbl MoKeTe HacTpouTb MHPopmaumio o FTP cepBepe, YToObl aKTUBMPOBATb 3arpy3Ky
3aXBayYeHHbIX M306paxkeHnit Ha FTP cepBep. 3axBaT M306parkeHU MOXKeT ObITb
aKTUBMPOBAH COObLITUAMM UM TAaAMEPOM.

Waau:

1. Bownawute B uHTepodelic Hactpoek FTP: «HacTpoiikn > CeTb > [lononHUTENbHbIE
HacTpoitku >FTP».

SHMF FTP Emall HTTFS 303 il h
Lnpac cepeapa 192160 1016
MNapr 21
Mansaoparens 4332 AHOHINMH I
MNapone T
Magre, naponk EREEE
CTpyETYRS KaTanora Coxp 8 pagur. nan T|
Oupertopus gepeHerayp. . Mon wwa yoipoices T|
WHrapean ornpaskn #aa. OFF T| HEDH
Haanauue waabpawenns  [No ymonqasm T|

| darpyara nachpawaHnnA

Terr

B companirs

PucyHok 7-10 Hactpoitka FTP

2. 3apaiite FTP agpec 1 nopr.
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3. 3apavite napametpbl FTP: uma nonb3osatens U naponb Heobxoaumbl AnA
aBTopusauumn Ha FTP cepsepe.

A\

e B uenax obecrie4eHuUs KOHpuUOeHyuasn6HOCMuU, U Ymobbl ay4ywe 3auumums
sawy cucmemy om yz2po3 6e30nacHocmu, Mbl HACMOAMENbHO peKomeHOyem
uCrnosab308ame HadexcHsle nNaposnu 015 ecex hyHKUUl u cemeabix ycmpolicme.
Maponb donxeH 6bimb npudymaH eamu (He MeHee 8 CUMBOs08, BK/OYASA
bykebl BepxHe2o peaucmpa, O6yKebl HUMCHE20 peaucmpa, uyugpsl U
crneyuanbHblie CUMB0sIbl) 0419 mo2o, Ymobbl Mosbicumb 6e30MacHOCMb 8AWIE20
npooyKkma.

e [IpasunbHas Hacmpolika ecex naposel u Opyaux napamempos bezornacHocmu
A81aemca 0693aHHOCMbIO YCMAHOBW,UKA U UAU KOHEYHO20 0/16308aMens.

4. 3apanTe CTPYKTYpPY AUPEKTOPUI U MHTEPBAN 3aNnCU U306parKeHUA.

CTpyKTypa AupeKTopuiti: B none cTpyKTypbl NAanokK, Bbl MOXKeTe BblbpaTb
KOPHEBYID AVPEKTOPUIO, POAUTENLCKYID M MNANKy HUXKHero ypoBHA. Koraa
BblOpaHa poaAnTeNbCKasa ANPEKTOPUSA, Bbl MOXKETE MCMONb30BaTb MIMs yCcTpoICTBa,
Homep ycTpoictea unum IP ycTpoiicTBa B Ka4ecTBE MMEHW ManKku; Koraa BblibpaHa

AVNPEKTOPUA HUMKHEro YPOBHA, Bbl MOMeTe WMCNo/b30BaTb Mms yCTpOMCTBa,

Homep Kamepbl B KAYeCTBE MMEHM.

WHTepBan oTnpaBKu n3obpaxkeHuin: [1na nyywero ynpasaeHns n3obparkeHnamm,
Bbl MO)KETe YCTaHOBUTb MHTEPBaAN OTMNPaBKK M306paxkeHnin ot 1 gHA o 30 gHeN.
doTorpadmmn, CHATbIE B TOT }Ke NPOMEKYTOK BpeMeHW, byayT COXpaHeHbl B O4HOM
nanke c UMeHem nocse AaTbl HaYana 1 AaTbl OKOHYAHUA BPeMEeHHOro MHTepBana.
HasBaHue mn3o06paxkeHuA: YCTaHOBUTE NPaBMIO HAaMMEHOBAHUA M300paXKeHUi
ONA 3aXBayeHHbIX M300parkeHWid. Bbl moxeTe BblbpaTb o ymonyaHuio B
BblMaZatoLLEeM CNUCKe ANA UCNONb30BaHMA NpaBuaa No yMOAYaHUIo, B dopmaTe:
IP-adpec_Homep KaHana_spemMs 3axeama_mun cobbimus.jpg

Hanpumep: 10.11.37.189_01_20150917094425492 FACE_DETECTION.jpg

MUnn ke Bbl MOXeTe HacTpouTb ero, 0o6aBMB MNONb30BATENLCKUIA MNpedUKC
NpaBu/y NPMCBOEHMA MMEH MO YMOJTYAHUIO.

Tun 3arpy3Kku: BktoyeHme 3arpysku 3axsavyeHHbIX n3o06paxeHumin Ha FTP.
AHOHUMHbIN goctyn K FTP cepBepy (B 3TOM c/iydae nms Nnonb3oBaTens U Naposib
He 3anpalumBatoTcs): YcTaHoBUTE PaKoK, YTOObI BKAOYUTb aHOHUMHBIM A0CTYN
K FTP cepsepy.

5. TMocTaBbTe ranoyky B nosie 3arpyska nsobpaxkeHua ana BrAOYEHUA QYHKLUN.
3arpy3ka wu3obpaxkeHusa: [na  BK/AKOYEHMA  3arpy3kM  3axBayeHHOro
n3obparkeHus Ha FTP-cepsep.

AHOHUMHbIN poctyn K FTP-cepsepy (B 3TOM cnyyae He Tpebyerca ums
nonb3oBaTens U Napob.): [locTaBbTe rasouKy B None «KAHOHMMHbIAY YTOObI
BKAOYNTb aHOHUMHbIN goctyn K FTP-cepsepy.
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MpumeyaHue: @PyHKUMA QAHOHMMHOIO AOCTyMa JO/MKHA noageprkusatbcAa FTP
cepBepom.
6. Haxmute CoxpaHuTb, 4TOObI COXPaHUTb HACTPOMKM.

7.2.3 OtnpaBka email npu cpabatbiBaHun Tpesoru

Lenes:

Cuctema moxkeT BbiTb HACTPOEHa TakKMM 06pa3om, YTO NPU 0B6HApPYKEHUN cobbITUMA,
TAaKMX KaK OOHapy»KeHWe ABUXKEHUA, MOTepPA BUAEO U T.A4. OTNPABAAETCA ONOBeLeHMe
email.

MNepep Hayanom:

MokanyiicTa, Hactponte DNS Server: «Hactpoitku > CeTb > ba3oBble HAaCTPOUKMU >
TCP/IP» nepes ucnonb3oBaHmem ¢pyHKUMM OTNpaBKku email.

Uaau:

1. BownguTe B MmeHto HacTpoliku TCP/IP: «HacTpoiku > CeTb > ba3oBble HaCTPOMUKMU >
TCP/IP» ana Hactpoiiku IPv4 apgpeca, IPv4 macku noacetw, IPv4 wno3sa u
npegnodntaemoro DNS cepsepa.

MpumeyaHue: Noxanyicrta, obpatuTech K pasgeny 7.1.1 ana 6onee nogpobHoM
nHdopmaumn.

2. Bonaute B OKHO HacTpoiku email: «Hactpoiiku > Cetb > [JononHUTeNbHble
HacTpouKu > Email».

3. HactpouTe cneaytowme napameTpbl:

Uma otnpasutens: Vima otnpasutensa email.

Email otnpasutena: Email agpec otnpasurtens.

SMTP Cepsep: IP-agpec nanm uma xocta (Hanp., smtp.263xmail.com) SMTP
Cepsepa.

MNopt SMTP: SMTP MMopt. Mo ymonuyaHuwo TCP/IP gna SMTP — 25 (He
3awmueHHbIn). SSL SMTP nopt 465.

WundposaHue noutbl: Ha Bbibop: Het, SSL u TLS. Mpu Bbibope SSL nan TLS u
oTknodeHnn  STARTTLS, email coobuieHme Oyaetr oTnpaBneHo nocne
3awmndpoBKku npu nomouwm SSL unum TLS. MopT SMTP gonkeH 6bITb yCTaHOB/IEH
Kak 465 ansa satoro metoaa wudposaHus. Mpu Bbibope SSL nnmn TLS n BKAoYEHUN
STARTTLS, aneKkTpoHHble nucbMa 6yayT oTnpasieHbl nociae Toro, Kak byaer
3awwmndpoBaHo npu nomoluy STARTTLS, n nopt SMTP gonxkeH 6bITb YyCTaHOB/IEH
Kak 25.

MpumeyaHue: Ecnn Bbl XoTUTe ucnosb3oBatb STARTTLS, ybeautechb, uTO
NPOTOKON NOAAEPKUBAETCA CEPBEPOM 3/1EKTPOHHOM NOYTbI. ECAn Bbl nocTaBuTe
ranoyky Brkatountb STARTTLS, Koraa NnpOTOKON He NOAAEPKMBAETCA NOYTOBbLIM
cepsBepom, Baw e-mail He byaeT WndpposBaTbCS.

BnoxkeHHoe u3obparkeHue: [ocTaBbTe rasiouKy, €C/M Bbl XOTUTE OTMNPaBUTb
coobueHne ¢ BNOXKEHHbIMU U300paXKeEHNAMU TPEBOTMU.
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MHTepBan: VHTEpBan OTHOCUTCA K BPEeMEHW MeXay [ABYMA AeNCcTBUAMM
OTNPaBKM NPUKPENIEHHbIX N306paXKEHUIA.

ABTopu3sauma (onunoHanbHo): Ecnv Baw nNoyToBbIM cepBep TpebyeT NpoBepKM
NOA/IMHHOCTW, YCTaHOBUTE 3TOT GNAXKOK, 4YTOObl MCNONb30BaTb MPOBEPKY
NOA/IMHHOCTK, YTOBbl BOWTU B 3TOT cepBep M BBeauTe MmA nosib3osatens u
naposb.

A\

e B yensax obecneyeHuA KOHgudeHyuaabHocmu, u Ymobbl aydywe 3auumume
sawy cucmemy om yz2po3 6e3onacHocmu, Mbl HACMOAMENbHO peKomeHoyem
UCnosab308ame HadexcHole Naposu 041 ecex pyHKyuUl u cemesbix ycmpolicme.
Mapone donxieH 6bimb NPUOYMAH 8aMU (He MeHee 8 CUMBO/O08, 8K/AYAA
6yKebl 8epxHe2o peaucmpa, OyKebl HUMHe20 peaucmpa, yugpsel u
cneyuasbHble cumeossl) 0418 moz2o, Ymobbl nogeicume 6€30MacHOCMb 8awez0
npodykma.

e [IpasunbHas Hacmpolka ecex naposneli u Opyaux napamempos bezonacHocmu
A8naemca 0643aHHOCMbIO YCMAHOBWUKA U UU KOHEYHOR20 10/16308aMeESA.

Tabnnua Wma nonyuyatena: Bbibepute nonyvatens email. [o Tpex
nosy4aTesiet MOXKeT 6bITb CKOHOUTYPUPOBAHO.

Mony4yarenb: Vima nonyyartens.

Ana apgpeca Email: Email agpec nonyyatens.

=ik =T T el =TTR: o b3 Ll

e rrru Irrl S
LB RILECE lza@malic ]
ST Cepesg

M AUTs ER

5|

T DS TR I L P L
Frozermas raclpaesanis
Lenrrea- r
LLRLULE R TR E]
Mr=sars1=
Myaxs
T I Lis
W AT
K Fue s [INER TIFETRIEY: ali

PucyHok 7-11 Hactpoinkum Email onoseleHumin.

4. Haxmute COXpaHUTb ANA COXPaHEHUA HACTPOEeK.
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7.2.4 Nnatdopma aoctyna

Ueneo:
Mnatdopma gocTyna No3BOAAET YyNPaABAATb YCTPOMCTBAMM MPU MOMOLLM NAaTGopmbl
Aoctyna.

Wazu:

1. BowguTte B MeHK HacTpoiku nnatdopmbl goctyna: «Hactpoiiku > Cetb >
[ononHutenbHble HacTpouKu > NMnatpopma goctynar.

2. Moctasbre ranoydky BKN gnsa srkaoveHnsa GyHKUMM OOCTyNa K YCTPOMCTBY Yepes
nnatdopmy.

3. Bbibepute pexkum nnatdopmbl 4OCTyNa.

4. Bbl MOXKeTe MCNONb30BaTb ajpec cepBepa MO ymonyaHuio. Uam Bbl moxKeTe
NoCTaBMTb raIodKy MU3MeHUTb cnpasa 1 BBECTM HEOBXOAMMbIN aapec cepsepa.

5. Haxmute CoxpaHuTb ANA COXPAHEHUA HACTPOEK.

7.2.5 HTTPS HacTpoiikn

Uenes:

HTTPS obecneunsaeT aBTopM3aLmio Beb-cainTa U cBA3aHHOro Beb-cepBepa, KOTOPbIN
3aWwmwaeT oT aTak. BoinonHute cnepgytowme warn, 4tobbl HACTPOUTL HOMEpP MopTa
https.

Hanpumep, ecnn Bbl HacTpouTe Homep nopta 443 n IP- agpec 192.168.1.64, Bbl
MOMeTe  MoAy4YMTb  A0CTyn K yCTpoicTBy BBegd B Beb-  Bpaysep
https://192.168.1.64:443.

Ulaau:

1. BolianTe B OKHO HacTpoikn HTTPS: «HacTtpoitku > CeTb > [lononHUTeNbHbIE
HacTpPouKu > HTTPS».

2. MocTtasbTe rasiovky BK/ ans BrkAoyeHms GyHKUUN.
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SHAF IF Emra HTTES
Exn

Yoramounts ceprmdmnar
Crooud yor ancan @ Cosuames qaciHu ceprngmsatos
TTOLMCEH0 HENPUHE CEPTREMCETE SANYCTATS ¢CTEH0EK)
L CHEUANE CORJANTR 3ANPOC 43 CEOTASKHKET 33781 NPOACTIHATE yCTAH0BLY

COANERAR (ACTHEN CRpTRDHEaTOE | Co2007s

PucyHok 7-12 HactpoikaHTTPS

3. CospaHue camo3aBepeHHOro cepTudukaTa nan aBTOpM3MPOBAHHOTO
ceptudukara.

e CosaaHue camo3aBepeHHOro ceptudumkaTa.
1) Bbibepute Co3gaHmMe YacTHbIX cepTUhUKaTOB.

2) Haxmute Ha KHonky Co3gatb A4 BXxoda B OKHO CO34aHus

ceptudumkara.
2RAR FTF Emal HITPS 208
Dayt
VETAHOBNTH Coprmburar
Crocub yoranuskn @ Cusgerns yaltiHpe Cep HONKSIo8

C ) T1oanncasd Hameuan CopTADNERTY, JANYTINTE pITaNn oy

() Cuavans coanan™e 2anpoc Ha CORTWEMAT Z3TCM NECOCMNIMUTS SCTANCDIY

COANAHNA YACTHRY CEOMAPATNE Caznath

M Cozpannrs

PucyHok 7-13 Co3gaHue camo3aBepeHHOro ceptudukaTa

3) Beeaute cTpaHy, umsa xocta/IP, AOeNCTBUTENbHOCTb M APYryto
nHpopmaumto.

4) Haxmute OK ana coxpaHeHusa HaCTPOEK.

MpumeyaHue: Ecnn cepTUdUKAT yXKe YCTAaHOB/EH, KHOMKA CO34aHMA
caMo3aBepeHHoro ceptudukaTa byaeT HeaKTUBHa.

e Co3pgaHue aBTOPM3NPOBAHHOTO cepTUdMKaTa

1) Bbibepute CHayana cos3galTe 3anpoc Ha cepTUPUKAT, 3aTem
NPOAONKUTE YCTAaHOBKY.
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2) Haxmute Ha KHonky Co3aaTtb Ans co3gaHuMA 3anpoca cepTuduKata.
3anonHuTe MHGoOpPMaL Mo BO BMN/bIBAOLLEM OKHE.

3) 3arpysuTe 3anpoc Ha cepTUdUKAT M NOATBEPAMUTE Ero KaK AOBEPEHHbIM
ANA noanucuy.

4) Mocne nonyyeHUs nNOAMNUCAHHOTO AeUCTBYOWEro cepTuduKarta
CKOMUPYNTE ero Ha YCTPOMCTBO.

4. [anee 6ynetr oTobpakeHa OCHOBHaa WHpopmauua o cepTuduMKate nocne
YCMNELWHOro Co34aHUA 1 YCTaHOBKM.

[arans cepTHd«EaTa
TeryumE CopTREURET S=CN ST=Z) L-HZ Qli-ambadded=sofieware F=18 | ¥Yoanwre

Cwoiacmao

PucyHoK 7-14 YcTaHOBAEHHbIN cepTudUKaT

5. Haxmwute CoxpaHUTb ANA COXPAHEHUA HACTPOEK.

7.2.7 KoHpurypauma QosS.

Uenes:

QoS (Quality of Service) moxeT nomoyb pewnTb NPoBAEMbI C 3a4ep’KKamu U

neperpy*KeHHOCTblo ceTn baarogapsa HacCTPOMKe NPMOpPUTETA OTNPABKM AAHHbIX.

Ulaau:

1. BouauTe B nHTepdeic HacTpoek QoS: «HacTpoiiku > CeTb > [lononHUTENbHbIE
HacCTPOUKM > QoS».

.

BHMF  F1F Ems i D& - ogpEs

Brasidyana DECF ]
DSCE coflemArpesern. 0

YnpEaneHde OSCP i

B Corpanums

PucyHok 7-15 Hactpoika QoS

68



CeTeBble BuaAeOKamepbl. PykoBoACTBO NOsib30BaTens.

2. 3apavite napametpbl QOS, BKAtoyas DSCP Buaeo/ayano, cobbitns / Tpesoru un
ynpasneHue.

KoppeKTHbI AnanasoH 3Ha4yeHnn DSCP 0-63. Yem Bbiwe 3Ha4eHne DSCP, Tem
BblLLE NPUOPUTET.

3. Haxmute CoxpaHUTb, YTOObI COXPaHUTb HACTPOMKW.

MpumeyaHue: DSCP o3HavaeT Differentiated Service Code Point («Toyka Kogaa
anbodepeHLMpoBaHHbIX ycayr»); 3HayeHne DSCP ncnonbsyetcs B IP 3aronoske, 4tobol
yKa3aTb NPMOPUTET AaHHbIX.

MpumeyaHue: HeobxoaAnMMo nepesarpysntb YCTPOMCTBO ANA BCTYMN/IEHUA HAaCTPOEK B
cuny.

7.2.8 KoHdurypauma 802.1X

Lens:

CraHgapT IEEE 802.1X noaaeprKuBaeTca ceTeBbiMM BUAeOKamepamu. Korga BrkatoYeHa
AaHHaA OYHKUMA, AaHHble Kamepbl 3aliMlieHbl M HeobxoguMma asBTopusauma gnsa
NoAKNYEHUA K CeTH, 3awmuieHHon IEEE 802.1X.

Meped Havyanom:

JonxeH 6biTb HAaCTPOeH cepBep aBTOpM3auuMun. MNoxKanyihcta, 3aperncTpupymnTe Mmsa
nonb3oBaTesna 1 Napoab Ha cepsepe |IEEE 802.1X.

A

e B uenax obecrieyeHus KoHpuleHyuanbHocmu, U Ymobbl ay4ywe 3auumums
gawy cucmemy om yz2po3 6e3onacHocmu, Mbl HACMOAMENbHO peKomeHOyem
uCnosab308ame HadexcHslie nNaposnu 01 ecex hyHKUUl u cemeabix ycmpolicme.
Mapone donxieH 6bimb NPUOYMAH 8aMU (He MeHee 8 CUMBO/08, 8KAYAA
6yKebl 8epxHe2o peaucmpa, OyKebl HUMHe20 peaucmpa, yugpsel u
cneyuasbHble cUMsosbl) 0158 moz2o, Ymobbl nogsicume 6€30MacHOCMb 8awWe20
npodykma.

e [IpasunbHaa Hacmpolika ecex naposel u Opyaux napamempos be3onacHocmu
Asaaemca 06A3aHHOCMbIO YCMAHOBWUKA U U/IU KOHEYHOR20 M0/16308aMeriA.

Wazu:

1. Bouaute B uHTepodeliic Hactpoek 802.1X: «HacTpoiiku > CeTb > [loNnONAHUTENbHbIE
HacTpouKu > 802.1X».
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-

:

SHEIP FiP Errall B [iaa] B2

7| Bambuete IEEE BO2 1K

MpoTokon EAP-MDS [=
Hapain EARPCL 1 E
MoNe30EaTENE:

Mapans

Magre Napone

B Coxpansimn

PucyHok 7-16 Hactpoika 802.1X
2. MocTaBbTe ranoyKy, YTob6bl aKTUBMPOBATb GYHKLMIO.
3. 3agante napameTtpbl 802.1X, BKAO4Yaa npoTtoKon, Bepcuio EAPOL, umsa
nosb3oBaTensa Naponb 1 NOATBepPXAeHWe Napons.
4. BeeauTe MMA NoAb30BaTeNA U Napob ANA AOCTYNA K cepBepy.
5. Ha)kmunte CoxpaHUTb, YTOObI COXPAHUTb HACTPOMKM.

MpumeyaHue: Heobxoanmo nepesarpysmTb YCTPONCTBO ANA BCTYMN/IEHUA HACTPOEK B

cuny.
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nasa 8 Hactpoiika Ayauo/Buaeo

Ueneo:

Cnepyite MHCTPYKLMAM, NpUBEAEHHbIM B 3TOW NaBe, YTobObl HACTPOUTL NapameTpbl
Bngeo, ayano, ROl u MHpopmaumio Ha gucnnee B NOTOKE.

8.1 KoHdurypauuma napamerTpos BUAEO

Wazu:

1. BouauTe B MHTEepdeNC KOHPUrypaumm suaeo:

«Hactpoiikn > Buaeo n Ayguo > Bugeo».

Bl i [Ty

TR ANTOES

lwn araa
Paspmunaiune

THll CKERUCTI Qaleibs
Kauecieu

YaiToTa HadpaE
MaKCHRENE H=IF SHTOEAT
KODMPOEaHIE BHDR0
H_ 24+

Mposank

(B EL BRI
EWC

CInasEHHER 101 oH

B Goupanmma

{rrobnaseins auficgeeands Ha nornk

CioH, NOToE (Hope paw |

Moy o

1370° 10807 [=]
Mepemsieii [~
Cynep [=]
20 B
gooi

H.264 =
OFF [=]
Civ. Mpodene ﬂ

il

lenpama DApasm

ipa

Kops

| HEkrh =S eiHos |

PucyHok 8-1 HacTpoitka napameTpoBs BUAEO

2. Bbl6epVITe TUN NOTOKa ANnA BngeoKamepbl — OCHOBHOWM NOTOK, ILI,OI'IOI'IHl/lTEJ'IbeII‘/JI

NN TPETUN NOTOK.
lMpumeuaHue:

OcHoBHOM

NOTOK

0b6bl4HO McNoONb3yeTCs

AN 3anMcn  wm

OTOOpaXKeHMA NpPu XopoLlei NPonyCcKHOM cnOocOB6HOCTU. [LONOAHUTEIbHbIA NOTOK
MOXeT BbITb MCMO/1b30BaH NPU YXYALEHUN NPONYCKHOM CNOCOBHOCTM CeTw.

3. Bbl MOXKeTe U3MEHUTb Ceaytol e napameTpbl N5 BbIBpaHHOro NoToKa:

Tun Buaeo:
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BbibepuTe TN NOTOKa BUAEO MU COBMECTHbIMA NMOTOK BUAEO U ayAno. 3BYKOBOM
curHan byaet 3anmcaH To/MbKO Torga, Korga BbibpaH MoToK Buaeo vav Bugeo m
Ayavo.

Pa3spelieHue:

BbibepuTe paspelleHme BUAEOBbIXOAA.

Tun butpeiita:

BbibepuTte TMN BUTpenTa — NOCTOAHHbINA MU NEePEMEHHbIN.

KauectBo Bupgeo:

Korga 3HaueHWe TMna 6utperita NPUHUMAET 3HAYeHNEe NepemMeHHbIN, 6 ypoBHeW
3anucy BMAEO AOCTYMHbI Ans Bblbopa.

YacroTta Kagpos:

BbibepuTe 4yactoTy Kagpos. YacToTa KagpoB OMMUCbIBAET 4YacTOTy, C KOTOPOW
0bHOBNAETCA NOTOK BMAEO, U U3MEPAETCA B Kaapax B ceKyHAy (K/cek). Bbicokas
CKOpPOCTb KazpoB Oonee npeanoyTUTENbHA, KOrga MPOUCXOAMT CbeMKa
[ABUKYLLMXCA OOBEKTOB, TaK Kak KauecTBO BUAEO OCTAETCA BbICOKUM.
MaKcMManbHbI GUTPErT:

BbibepuTe MaKcMManbHbI BUTPEeNT U3 aAuvanasoHa 32~16384 K6/cek. bonee
BbICOKOE 3HayeHMe COOTBETCTBYET JlyylleMy KauyecTBy BUAEO, OO4HAKO TpebyeT
6onbLUEl NPONYCKHOM cnocobHOCTH.

MpumeyaHue: MakcMManbHbIV Npeaen 3Ha4eHUs Makc. bUTpeliTa BapbupyeTca B
3aBUCMMOCTM OT pPas/iMyHbIX naateopm Kamep. [N HEKOTOpbIX Kamep,
MaKCMManbHbIN npeaen coctasnaeT 8192 K6/cek nnn 12288 Kb6/cek.

KoguposaHue Bugeo:

Korpga BbiOpaH OCHOBHOW MOTOK, CTaHAAPT CKaTUA MOMKET ObiTb YCTAHOBJIEH Ha
3HayeHne H.264 wn H.265. Ecnm BbibpaH AOMNO/HUTENbHbBIN MOTOK WUAU TPETUM
MOTOK, CTaHAAPT CXKaTua MOXeT bbiTb: H.264, MIPEG n H.265. H.265 sBnseTtca
HOBOM TexHosiornen kKoampoBaHuA. Mo cpaBHeHuto ¢ H.264, oH ymeHbluaeT
OUTPENT Nnepedaym Npu TaKOM Ke paspelleHnM, 4acToTe KaZpoB U KayecTse
n3obparkeHus.

MpumeyaHue: TuNbl KOAMPOBAHUA BUAEO MOMYT MEHATbCS B 3aBUCMMOCTM OT
Pa3NINYHbIX MOLENEN Kamep.

H.264+ n H.265+:

e H.264+: YcTaHOBUTE OCHOBHOM NMOTOK B KayecTBe TUNa NoToka u H.264 B
KayecTBe cC)KaTua Buaeo. H.264 + ABnaeTcs ynyylweHHOW TexXHONOoruemn
CXaTusa Ha ocHoBe H.264. Mo cpaBHeHuto ¢ H.264, H.264 + cHU»KaeT 06bem
OAHHbIX ONA XpaHeHMA Ha 50% c Tem e camblM MaKCUMaAbHbIM
6UTpeliTom B BONBLLINHCTBE CLEH.

e H.265+: YcTaHOBUTE OCHOBHOM NMOTOK B KayecTBe TMna noToka u H.265 B
KayecTBe cC)KaTua Buaeo. H.265 + ABnaeTcs ynyylweHHOW TexXHONOoruemn
CXaTus Ha ocHoBe H.265. Mo cpaBHeHuto ¢ H.265, H.265 + cHU»KaeT 06bem
AaHHbIX ANA XpaHeHuAa Ha 50% npu TOW Ke MaKCMMasbHOM CKOPOCTU
nepenayn B 60NbLIMHCTBE CLEH.
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Bam Heobxoanmo nepesarpy3nTb KaMepy, eC/iv Bbl XOTUTE BKAOUUTb UIW BbIKNHOUYNUTD
H.264 + / H.265 +. Mpu nepekntoyeHnn us H.264 + go H.265 + HenocpeaCTBEHHO, U
Haob60poT, Nnepe3arpysKa He TpebyeTcs.

lpumeyaHue:

e QO6HoBUTE Bnaeo naeep o nocne,u,Heﬁ BepCuUKn, eCarm NpoCcMoTp B pe€asibHOM
BpemeHn unanm BocnpousBegeHme He pa60TaeT AO0/TKHbIM o6pa30M n3-3a
COBMECTUMOCTMH.

e Tun 6buTpenT foMKeH bblTb NEPEMEHHbIM, EC/TN Bbl XOTUTE UCMONb30BaTb H.264
+unn H.265 +.

e CBKAYEHHbIMW H.264 + / H.265 +, napameTpsbl, Takne Kak npodunb, MHTEPBaAN
| Kaapa, KauecTBo BMAEO, M SVC HEaKTMBHbI, eCAN TUN BUTPENTa NepPeMEeHHbIN.

e CBKAOYEHHbIMKN H.264 + / H.265 + HekoTopble GYHKLUUN He NoAAEPIKUBAIOTCA.
Ona atux GyHKUMIA, COOTBETCTBYIOLWME UHTEPDENCHI BYAYT CKPbITHI.

e H.264 + / H.265 + MOXeT CaMOMpPOu3BOJIbHO pPerynnposaTb BUTPEenT B
COOTBETCTBMU C TpeboBaHMAMM PAKTUYECKON CLEHbl, YTOObl peanv3oBaTb
YCTaHOBKY MaKCMManbHOTO cpegHero butpeiTa B 40/IFOCPOYHOM NepcrnekTuse.
Kamepe Hy)KHO, no KpaiHelhn mepe, 3 AHs, 4TobblI aganTMPOBaTbCA K
OUKCMPOBAHHOM CLUEHE MOHUTOPUHrA.

MaKcumanbHbIU cpeaHuii buTpeir:

Koraa Bbl ycTaHaBAMBaeTe MAKCMMaibHbIM OUTPENT, COOTBETCTBYIOLLNM emy
pPeKoOMeHAYEMbIM MaKCUMabHbIN CpeaHni BUTPenT byaeT NoKasaH B nosie Makc.
CpeaHun 6UTPENT. Bbl TaKKe MoOXKeTe YCTaHOBUTb MAKCUMAa/bHbIA cpeaHuni
6uTpenT Bpy4YHyto oT 32 K6UT A0 3HAYEHWUA YCTAHOBJ/IEHHOrO MaKCMMalbHOIO
butpenTa.

MNpodunb:

MoO*KHO BblIOPaTb 3HAaYEHMA KOANPOBAHMA: OCHOBHOM NpodUNb, rMaBHbIA Npodunb,
BbICLUIWI NpodUb.

UntepBan 1 Kagpa:

Bbibepute nHTepsan us ananasoHa 1~400.

SVC:

SVC asnsetca paclumpeHuem ctaHaapTa H.264 / AVC. B cooTBeTCTBUM C BalLMMM
peanbHbIMM NOTPEBHOCTAMM YCTaHOBUTE €ro 3HaYeHue B BKa. nnu Bbika.

Crna)kusaHue:
OTBeyaeT 3a MaZAKOCTb NOTOKA. Yem Bbllle 3HAYEHUE CraXKMBaHuA, Tem bonee
nnaBHbIM ByaeT NOTOK, KAYeCcTBO BUAEO MOKET ObiTb HeyA0BAETBOPUTE/IbHBIM.
Yem HuKe 3HauyeHue, TeM Bbllle KauecTBO MOTOKA, MOTYT NOABUTLCA 334EPXKKM
BMAEO.
4. Haxmute COXpaHUTb, YTOObI COXPaHUTb HACTPOMKM.
MpumeyaHue: MapameTpbl BUAEO MOTYT MEHATLCA B 3aBMCMMOCTU OT pPas/INYHbIX
mogenei Kamep. ObpaTuTech K akTya/lbHOMY MEHIO Kamepbl.
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8.2 KoHdurypauma napameTpoB ayauo

Wazu:

1. BouauTte B MHTepdelic HacTpoikn ayamo: «Hacrpoitkm > Bugeo un Ayauo >
Ayauo».

Bue Ay oo R 1080 EEEHE WRQODMELLW H
KomspoBsHne Syaw G, T iulaw
AYInG XM Linaln
Ei-:,'_}Hdu POMKECTE E— |':'-j
DUNETD WYMOR OFF

PucyHok 8-2 HacTtpoiKka napameTpoB ayamo
2. 3apaiiTe cnegyrowme napameTpbl:

MpumeyaHue: MNapaMeTpbl ayaMo MOTYT MEHATbCA B 3aBUCMMOCTU OT PA3/INYHbIX
MoZenen Kamep.

KoguposaHue aygno: MoryT 6bITb BbibpaHbl - G.722.1, G.711 ulaw, G.711alaw,
G.726, MP2L2 w PCM. Ons MP2L2 yactoTa AUCKpeTU3auMm u BUTpenT ayamo
noTtoka HacTpausatoTca. [Ana PCM udacToTa [AUCKPETM3aUMKM MOXKET 6ObITb
yCTaHOB/EHa.

Ayamo Bxoa: Micln nnu Linein Bbi6bop mexay MUKPOPOHOM M INHENHbBIM BXOAOM.
BxopHasa rpomkoctb: Peryaupyetca ot 0 4o100.

dunbTp Wyma oKpyXKatoLen cpeabl: YcTaHoBUTE ero B nosoxkeHune BbIK/. vaun
BK/1. Koraa ata ¢yHKUMA BKAKOYEHA, LIYM B OKPY)KaloLEn cpefe MOXeT ObiTb
OTPMNBLTPOBAH [0 HEKOTOPOM CTEMEHM.

3. Haxmute CoxpaHUTb, YTOObI COXPAHWUTb HACTPOMKM.

8.3 HacTtpoiika ROI

Uenes:
ROl o3HauyaeT ob6nacTb MHTEepeca. ROl no3BonaeT pa3nnymTtb 6onblue MHGOpMaLUM B
NHTepecytowen obnactu.

MpumeyaHue: PyHKUMA ROl MOXKET MEHATHLCA B 3aBUCMMOCTM OT Pas/IMUHbIX Moaenen
Kamep.
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PucyHok 8-3 Hactpoiika ROI
Waeau:
BoliauTe B okHO HacTponku ROI: «HacTpoiikn > Bugeo n Ayguo > ROI».

2. BbibepuTe TMN NoToKa Ansa HacTpoliku ROI.
3. lMocTaBbTe ranoyky BKn ons BrkatoveHns GmMKCcMpoBaHHOM 06nacTu MHTepeca.
4. YctaHoBUTe PUKCMPOBAHHYIO 061aCTb.

(1) Bbibepute N2 o61acTv B BbiNagaroLLEM CIIUCKE.

(2) Haxkmute CospaHue 30Hbl. HaxkKmuTe M nepeTawmTe Mbillb Ha 3KpaHe
NPOCMOTPA, 4TOObl HApMCOBaTb KPACHbIM NPAMOYro/ibHMK B o6iactn ROI.
Bbl mOXKeTe HarKaTb KHOMKY OUMUCTKA, YTOObI OTMEHUTb NPEXHUN PUCYHOK.
Ha*kmuTte 3aBeplumnTb, KOrga Bbl 3aKOHYUTE.
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(3) Bbibepute ypoBeHb ROI.
(4) BeeguTe umsa ana sbibpaHHoOM obnacTu.
(5) Haxkmute CoxpaHuTb, u4TODObl COXpPaHUTb HacTpoikm ROl ana
¢dvKcnpoBaHHoM obnacTu.
(6) NoBsTopaiTe warn (1)-(6) AnA HACTPOMKM APYrMX GUKCUPOBAHHDIX
PEervoHoB.
MpumeyaHue: YposeHb ROl 03Ha4aeT ypoBeHb NOBbILEHWUA KauecTBa M306paKeHus.
Yem 6osblue 3HaYeHMe, TEM NydLLEe KauecTBO M306paxkeHns byaerT.

8.4 OTtobpaxeHne nHPopmaLum Ha NOTOKe

YctaHoBuTe ¢narkok AKTMBUpPOBaTb ABOIMHOMK VCA 1 06beKTbl (Hanpumep, YenoBek,
TPAHCNOPTHOE CPEeACTBO U T.4,.), OyayT OTMeYEHbl HAa BUAEONOTOKE. 3aTeM, Bbl MOXKETe
YCTaHOBUTb NPaBUIa Ha KOHEYHbIe YCTPOMCTBa AN1A 0OHapyXKeHUa cobbITUM, BKAOYas
nepeceyeHusa MHUU, BTOPXKEHNE, U T.A4,.

Bunan Tl 1 =1 Onobpamedde WHdROpMang He noroge

] ASTHBHPOBATE OEOAH ..

PucyHok 8-4 OTobparkeHne MHPOPMALMM Ha NOTOKe

8.5 HacTpoiika uenesoit o6pesku

Lens:

MoHO YyKasaTb UeneBytd 06/1aCTb Ha BMAEO B pPealbHOM BpPEeMeEHM, a 3aTem
yKa3aHHaa obnacTb BMAEO MOXKET OTOOparkaTbCA C MOMOLLbIO TPETbEro MOTOKA B
onpeaeneHHOM pa3pelleHun, npegoctasnaa b6onee nogpobHyto MHGoOpmaumio O
ueneson obnactu, ecam aTo Heobxogmmo.

MpumeyaHue: PyHKUMA LeneBOM OOpPE3KM MOXKET MEHATbCA B 3aBUCMMOCTM OT
Pa3/INYHbIX MOLENEN Kamep.

Waau:

1. BoiiguTe B MHTEepPdEIAC HAaCTPOMKKN LeneBon obpesku.

N

MocTaBbTe ranoyky BKAOUMTD LieneByto 06pesKy A8 BKAYEHUA GYHKUUN.

w

YcTtaHoBuTe TpeTMVI NOTOK B Ka4ecCTBe TUNa NOTOKa.

b

Bbibepute paspeweHne obpeskn ana Buaeo otobparkeHua Leneson obnactu.
KpacHbIi NpAMOYronbHUK OTObparkaeTcd Ha BUAEO B PeasibHOM BPEMEHM,
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4yTOO6bl OTMETUTH uenesyto O6I'IaCTb, Bbl MOXETEe 3aXaTb WU MNepeTawunTb
NPAMOYIrOJibHUK.

5. Haxkmute CoxpaHuTb, 4TOObl COXPAHUTb HACTPOMKM.
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'maBa 9 Hactpounkun nsobparkeHmsn

Ueneo:

Cnepyite MHCTPYKLUMAM, NPpUBEAEHHbIM B 3TOW rnaBe, YToObl HACTPOUTbL NapameTpbl
N3006parkeHna, BKAKOYAA HACTPOMKM oTobpaxkeHwus, HacTpoMkm OSD, macky
KOHOMAEHUMANBbHOCTHU, @ TaK¥Ke HaNoKeHne n3obparkeHus.

9.1 KoHdurypauua napametpos otobparkeHuUsn

Lenes:

HacTpoiiTe napameTpbl 3KCNO3MUWUKW, MepeknoYeHne AeHb / Houb, HACTPOMNKMK
noacsBeTkK, banaHca 6enoro, ynyyweHuns nsobparkeHus, peryimpoBKM BUAEO, a TaKKe
Apyrve napameTpbl B HACTPOMKax OTobpaxKeHus.

I'Ipumeanue: I'Iapalv\eprl M306pa)-|-(eHMﬂ OTANYaAKOTCA B 3aBUCUMMOCTU OT MOAENU
Kamepbl.

9.1.1 leHb/HOUYb aBTONEpPEKAIOYEHHUE

Waau:
1. BolauTe B OKHO HacCTpPOMKK oTobparkeHus: «Hactpoiiku > U3obpaxkeHue >
Hactpoiiku aucnaea».
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PucyHok 9-1 NMapameTpbl aBTONEPEKNOYEHMA AeHb/HOUYb

2. YcTaHoBMTe NapameTpbl U306paXKeHMA Kamepbl.
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CeTeBble BuaAeOKamepbl. PykoBoACTBO NOsib30BaTens.

lMpumeyaHue: Jna Toro 4yTOObI rapaHTNUPOBATb XopoLwlee Ka4yecCTBo M306pa}KeHMﬂ
npun pPpasHOM OCBEUWLEHUU, ITOT PEXNMM obecneuunBaet ABa Ha6opa napameTpoB
anA nosib3oBaTenen.

e HacTpoiiku nsobparkeHus
ApKocTb: XapaKTepmusyeT APKOCTb M306paxkeHms, ananasoH ot 1 go 100, no
yMoOAN4aHuto 3HavyeHue 50.
KOHTpacTHOCTb: XapaKTepu3yeT KOHTpAcT u3obparkeHua, amanasoH ot 1 go
100, no ymonyaHuio 3HaveHue 50.
HacbiWweHHOCTb: XapakTepu3yeT KPaco4yHOCTb U3obpaxkeHusa, gmanasoH ot 1
00 100, no ymon4yaHuto 3HaveHue 50.
Pe3KoCTb: XxapaKTepusyeT pe3KocTb M30bparkeHns, gManasoH ot 1 go 100, no
YMOAYaHUIo 3HaveHune 50.

e HacTpoitku akcnosunuumu
Echrn Kamepa oOcCHaweHa OOBLEKTMBOM C  QPUKCUMPOBAHHBIM  (GOKYCHbIM
paccTofAHMEM, TO BO3MOXEH TONbKO pPEXMM 3IKCMO3ULMW BPYUHYIO, U
ynpasneHue anadparmon HEBO3SMOXKHO.
Ecnm ecTb BO3MOXKHOCTb BbIOpaTh pexkum ABTO, Bbl MorKeTe BbIOpaTb YPOBEHDb
asToamnadparmbl B AnanasoHe ot 0 go 100.
BblaeprKKa XxapaKkTepum3ayeT CKOPOCTb 3/IEKTPOHHOIO 3aTBOPA, MOXHO BblbpaTb
3HayeHue B AnanasoHe ot 1 go 1/100,000c. HacTpanBaeTca B COOTBETCTBUU C
$aKTMYECKMM COCTOAHUEM APKOCTY.
YcuneHune n3obparkeHUaA TakkKe MOXKeT 6bITb HacTpoeHo Bpy4dHyto oT 0 o 100.
Yem bonblue 3HayeHWe, Tem Apye byaeT m3obparkeHue, Wym OyaeT Takke
ycunumeaTtbes B 6onbluen cTeNEHMN.

~HacTpoHKH 3KCNOZHLHK

PexuM 3KCNo3nLng BpyuHyro |Z|
Bpema Bo30eAcTEMA 1/100 |Z|
VCMNeHWe — 6

PucyHok 9-2 HacTpoiKkn akcnosmumnm
e MepeknoueHune geHb/ HoUub

Bbibepute pexkmm [eHb / Houb B COOTBETCTBUWM C Pa3NIMUYHbIMK 3azavamMu
HabntogeHuA.

Pexxumbl: OeHb, Houb, ABTO, [lepeKknoyeHMe NO pacnUCaHUIO U
MepekntoyeHme No TPEBOXKHOMY BXOAY MOTYT ObiTb BbIOPAHbI.
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~[epeknyeHne geHb/HOYb

MepekniyeHne OeHe/HOYE | ABTO |E|

m

Bpema duneTpaumm
FHTennekTyansHanA nogc... | Ben.

Pexmm Bpyunyto

=l ] =]

PaccToAHWe I 5

PucyHok 9-3 [leHb/ HOUb NepeKkntoveHue

[eHb: Kamepa B pexxume gHs.

Houb: Kamepa B peknme HoYW.

ABTO: Kamepa NepeKkNYaETCA MEXAY PEXMMAMM OHA N HOYM aBTOMATUYECKH
B 3aBMCMMOCTM OT OCBelLeHMA. [InanasoH YyBCcTBUTENbHOCTN OT 0 go 7, uem
Bbille 3HAYeHWe, TEM JiIerye peXMm nepekntodaetca. Bpema odunbrpaumm
XapaKTepU3yeT BPEMEHHOM NMPOMEXKYTOK MeXKAY NePEKNOYEHNEM PEKUMOB
OHA 1M Houn. Bbl MoKeTe BbIbpaTh B AMana3oHe oT 5¢ ao 120c.

Mo pacnucaHuio: HacTpPOMKa BPEMEHM Hayana M KOHUA MepekatoyYeHun
pPEXMUMOB AHA N HOYM.

Mo TpeBOXXHOMY BXOAY: NepekatoyaTeslb cpabaTbiBaeT NO TPEBOXHOMY BXO4Y.
Bbl MOKeTe YyCTAaHOBUTb peXMm cpabaTbiBaHUA Ha AEHb UM HOYb.

SMART nopcBeTKa: YcTaHOBMUTe NoAcCBeTKY B nosmumio BKJ/1. Pexnmbl Ha
Bbi6op: ABTO 1 BpyuHyio.

Boibepnute ABTO M NOACBETKA WM3MEHUTCA B COOTBETCTBUM WU TEKYLUEN
OCBELLEHHOCTbO. Hanpumep, Tekywas cueHa [AOCTAaTOMHO ApKasA, Toraa
AO0NoNHUTENbHAA NoacBeTKa byaeT paboTaTb ¢ MeHbluen cunoi. Ecam nn xe
cueHa HaobopOoT HeZOCTAaTOUYHO APKan, TO NOACBETKA OyAeT CBETUTb CU/bHEE.
BbibepuTe BpyuHylo 1 Bbl MOXETE HACTPOUTb MNOACBETKY NyTEM PEryinpoBKU
pacctoAaHuA. Hanpumep, ecnm 06bEKT HaxoAUTCA pPALOM C  KamMepow,
YCTPOMCTBO perynnpyeTt NOACBETKY A0 6o/siee HU3KOM MOLLHOCTH, ecin 06beKT
HaxoOuTCs AaneKko, YCTPOMCTBO peryaMpyet noAcBeTKy Ao 6osiee BbICOKOWA
MOLLHOCTH.

e HacTpoiiku noacseTku
BLC: ecnv 06BEKT CbeMKM HAaxo4MTCA Ha NyTW APKOro cBeta, TO OH byaer
C/IMLLKOM TEMHBIM M NI0X0 pasnnymmbim. BLC KomneHcnpyeT ceeT Ha 06bekTe
n penaet ero 6bonee BUAMMbIM. 3HaYeHMA napameTpa BLC: BbIk/, BBEPX, BHU3,
BNEBO, BMPABO, LLEeHTP, aBTO 1 NONb30BATE/IbCKUMA.
MpumeyaHue: Ecnn pexunm BLC ycTaHOBNAEH KaK MN0/Ab30BaTE/IbCKUIA, Bbl

MOXEeTe HapMCOBATb KPACHbIM MPAMOYroNIbHUK Ha N306parkeHnn B peasibHOM
BpemeHu B KayecTBe obnactu BLC.
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WDR: WWPOKMIA OUHAMUYECKUIA OManNa30oH MCNONb3yeTcA, Koraa B CUeHe
CbEeMKU MNPUCYTCTBYET CU/bHbIA KOHTPACT MeXAy CBETIbIMA M TEMHbIMM
obnactamm.

HLC: ¢pyHKLMA KOMNEHCALMM BCTPEUYHOM 3aCBETKU UCMONb3YEMCA, KOrAa APKUI
CBET B/NAET Ha Ka4ecTBO U306paXKeHums.

e banaHc 6enoro
BanaHc 6enoro ssnsetcA QyHKUMEN Kamepbl Ansa uBeTonepegayn 6enoro

uBeTa, WCNonb3yeMoW AN PeryiMpoBKM LBETOBOM TemnepaTypbl B
3aBMCMMOCTM OT OKpY»KatoLLen cpeabl.

Apto-banaHc benoro yeeta 2./ | =

FyuHon BanaHc
WAeTo-Bananc Genoro ugeta 1.7 AV

3abnokupoeare VWH
{DAyopeCcUgHTHAA NaMna
namna HakanWeaHWA
Tenn.ceet namn.
Ectecte. ceer

PucyHok 9-4 banaHc 6enoro

e YnyyweHue u3obpaxkeHus
Uudposoe wymonogasneHue: DNR ybupaer wym u3 Buaeonotoka. AnAa
BbIOOpaA BO3MOMHbl 3HAYEHWUA: BbIKA, HOPMA/bHbIN PEXUM, IKCNEPTHbIN
pexXum. B HOpManbHOM peXMme MOXKHO YCTaHOBWUTb YPOBEHbL LWYMa B
ananasoHe ot 0 go 100, B 3KCNEPTHOM peXMmMe MOXKHO YCTaHOBUTbL elye
YPOBEHb NPOCTPAHCTBEHHOrO WyMma B gnanasoHe ot 0 go 100.
PeXXMum aHTUTYMaH: Bbl MOKeTe BK/IIOUYNTL QYHKLUMIO aHTUTYMaHa, Korga Ha
yAuvLe TYMaH n n3obpakeHne TymaHHoe. M3obpaxkeHune ctaHeT 6onee ACHbIM.
EIS (aneKkTpoHHaa crabunusauma nsobpaxkeHmsa): yctpaHaeT 3dPeKT TpACKK
Ha BMAeoO.
LLIkana ceporo: Bbl moxkeTe BbI6paTb 3HAaYEHME LWKA/Ibl CEPOro B ANaNa3oHe OT
0 oo 255 unn ot 16 go 235.

e Perynuposka Bugeo
3epKanupoBaHue: oTobparkaeT BMAEO TakKMmM 06pasom, 4YTO Bbl MOXKETE
BUOETb €ro 3epKaibHoe oTobparkeHwe. Bo3morKHO BbIbpaTb cregytowme
3HaYeHuA: BbIK/, LEHTP, BepX/HW3, NeBblii/Npasbiii.
Pexxkum Kopupgopa: Bbl moxetre wcnonb3oBatb 3Ty PYyHKUMM  npu
HeobX0AMMOCTM CbEMKM Y3KOM CueHbl. MpKn ycTaHOBKEe NOBEPHUTE Kamepy Ha
90 rpagycoB WAM MOBEPHUTE TpexoceBol o06bekTMB Ha 90 rpagycoB u
BK/IKOUUTE PEXUM KOPUAOPA, U Bbl NOAYUYNTE BUAEO C COOTHOLIEHMEM CTOPOH
9:16 1 B Kaap He byaeT NnonaaaTb Takaa HEHYXKHaA MHPOPMALMA, KaK CTEHDI.
NomeweHune/ynunua: sbibepuTe PEXMM B 3aBUCUMOCTU OT CLIEHBI CbEMKM.
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6.

CTaHpapT BMAEO: MOXKHO BblbpaTh 50My n 60My. Bbibepute 3HauyeHue B
3aBMCMMOCTM OT CTaHgapTa, ana PAL 50Iy, a gna NTSC 60ly,

PeXXMum CHMMKa: BO3MOXHOCTb BblbOpa peMma BbIBOAA BUAEO B
3aBMCMMOCTM OT NoTpebHocTeN.

Koppekuua uckaxkeHma obbektueBa: [OnAa ¢$oTOKamep, OCHALLEHHbIX
06bEKTUBOM C NMPMBOAOM OT ABUraTens, M306parkeHne MOXKET ObITb UCKAXKEHO
B HEKOTOpPOM cTeneHu. BKkawounte 3Ty PyHKUMIO, YTODObI CKOPPEKTUPOBATH
NCKaXKeHMue.

Apyroe
HekoTtopble Kamepbl noggep»kusatoT Bbixogbl CVBS, SDI wan HDMI. 3a
AeTanamm obpallaiTech K HY)KHOM Moaenu.

9.1.2 MNMepekntoueHne aeHb/HOUYb NO pacnUCcaHUIO

HacTpolika nepekntoYeHns AHA U HOYM MO3BONAET Bam yCTaHOBUTb onpenefieHHble
napameTpbl KamMepbl AN OAHA M HOYW ANS FapaHTUKM KayecTBa M300parkeHus npu
Pa3HOM OCBELLEHUMN.
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PucyHoOK 9-5 HacTpoliika pacnucaHua nepekntoyeHns aeHb/Houb

1. HaxXmuTe Ha 3Ha4YOK KasneHaaps, 4Tobbl BbI6paTb Bpems Hayana M Bpems
OKOHYaHUSA NEPEKNIOYEHMA.

lMpumeuaHue:

e Bpemsa Hayana M OKOHYAHMA OTHOCATCA K AEVICTBMTeﬂbHOMy BpemeHun anA
AHEBHOIO peXxnma.
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e [lepvoa BPEMEHN MOMKET HAYMHATbCA M 3aKAHYMBATLCA B TeYEHMEe ABYX
AHen noapaa. Hanpumep, ecnm Bbl ycTaHOBUTE Bpems Havana B 10:00 u
Bpems oKoH4YaHuA Kak 1:00, pexum gHa byaet aktuBupoBaH B 10 yacos
yTpa 1 0CTaHOBUTCA B 1 Yac B Hayane cneaytowero ytpa.

Haxkmute KHOMKY YHMBepCanbHbIK, 4TOObl HAcTpoUTb Ob6WMEe napameTpsbl,
NPUMEHUMbBIE K LHEBHOMY PEXMMY U HOYHOMY PEXUMY.
MpumeyaHue: Ana nonydyeHns nogpobHOM MHOPMALIMK O KaXKAOM napameTpe,
noanyicra, obpatuTech K pasgeny 9.1.1.
MepenguTe Ha BKNagKy AeHb Ana Bblbopa NapameTpoB perKMma gHA.
MepengmnTe Ha BKNAaAKy Houb oA HAaCTPOMKM NapaMeTpoB peXnMma HoYb.
MpumeyaHue: HacTPOMKM COXPAHAKOTCA aBTOMATUYECKU, €C/IM KAaKoM-1nbo
napameTp U3meHsAeTcA.

9.2 KoHurypauma napametpos OSD

Lens:
Bbl MOKeTe HacTPOUTb MMA Kamepbl, GOpPMaT AaTbl / BPEMEHW, PEXKUM OTOBPaXKeHUS
N pa3mep 3KPaHHOrO MeHI0, 0OTObpaXKaeMbix NPU NPOCMOTPE B peasibHOM BPEMEHM.
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PucyHok 9-6 Hactpoitka napametpos OSD

Waau:

1. BoihguTte B uHTepdenc HacTpolikm OSD: «Hactpoitikm > WU3obpakeHue >
MapameTpbl OSD».

2. YcTaHoBUTe COOTBETCTBYHOWME GNAXKKM ANA OTOBpaKeHUA Ha3BaHWUA Kamepbl,
AaTbl UK Hepenu ecnm TpebyeTca.

3. OTpegaKkTupymTe HasBaHWe Kamepsbl B none Uma Kamepbl.
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CeTeBble BuaAeOKamepbl. PykoBoACTBO NOsib30BaTens.

BbibepuTe U3 BbiNagatoLLero cnncka ¢opmar Yacos/aatol
BbibepuTe 13 BbiNaAatoLLEro CNUCKa pexnum otobpaxkeHuns, wpudt mn uset OSD.
HacTpoiTe napameTpbl HANOXKEHMA TEKCTA.
(1) NMocTaBbTe ranoyky B nepegHen 4acTU TEKCTOBOrO NOAA, YTOObl BKAOUAUTD
oTobparkeHne Ha 3KpaHe.

(2) BBeguTe cMMBO/IbI B TEKCTOBOE NOJE.

lMpumeyaHue: BO3MOXHA HAacTPOMKa A0 BOCbMW TEKCTOBbIX NONEN.
OTperynupyiite NofoXKeHWe U BblpaBHUBAHWE TEKCTOBbIX nosei. MoxeT 6biTb
BblIOpaHO: BbIpaBHMBAHWE MO NEBOMY Kpato, BbIpaBHUBAHWE MO NPABOMY Kpato U
nonb3oBaTenbckoe. Ecan  Bbl  BbIOpanM nNoNb30BATENbCKOE, Bbl MOXeTe
MCMONb30BaTb MbIlb, YTOObI WENKHYTb U NepeTawnTb TEKCTOBbIE MOA B OKHE
NPOCMOTpPA B peanbHOM BPeEMEHM, YTOObI CKOPPEKTUPOBATL UX MONONKEHME.
MpumeyaHue: PerynnpoBKa BblPaBHMBAHMA MNPUMEHAETCA TONbKO  ANA
HaNOXeHUA TeKCTa.

Haxkmute CoXpaHUTb, YTOObI COXPAaHUTb HAaCTPOMKM.

9.3 KoHdurypauma macknposaHua

Lens:
MacKknpoBaHMe NO3BONAET CKPbITb HEKOTOPbIe 061aCTN BUAEO B peasibHOM BPEMEHM,
4TOObI 3aNPETUTL UX MPOCMOTP UN 3aMNUCh.

Waeau:

1. BoiauTe B MHTepdeNC HaCTPOEK MacknMpoBaHua: «HacTpoiiku > U3obparkeHune >
Macka».

2. YctaHoBuUTE ¢na*KoK AKTMBMPOBAHME BUAOEO MACKU, 4YTOObl BKAKOUYUTb 3Ty
dYHKUMLO.

3. Haxxkmute Co3paHue 30HbDI.
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CeTeBble BMAeOKamepbl. PyKOBOACTBO No/b30BaTe .

Ha DM Jumes e 051 Maoa M b MDA Dd v i s

¢OAMMINE 00 E IE

Jaorpuam Ysrum nos

PucyHoK 9-7 HacTpoiKu macku

4. LLlenkHUTe M nepeTackMBanTe Mblllb B OKHE NMPOCMOTPA, YTOObl HAYEPTUTb 30HY
MaCKMpPOBaHMA.

MpumeyaHue: noaaep:knBaeTca 4 30Hbl MAaCKUPOBaHUA.

5. HaxmuTe 3aBepLunTb 418 OKOHYAHUSA BblaeneHua obnactv unv Yaanutb Bce ans
yaaneHuns obnacren.

6. Haxkmute CoxpaHUTb, YTOObI COXPAHUTb HACTPOMKM.

9.4 KoHdurypauuma HanoxxeHmnsa nsobpaxkeHus

Lens:

PyHKUMA HanoXeHUs M300paxKeHUsa No3BOJIAET BaM HaNOXUTb M300parkeHue. ITa
bYHKUMA NO3BONSET NpeanpuaATUAM UK NOJIb30BATENAM HaK/laAblBaTb CBOM 10rOTUN
Ha n3obpaxkeHue.

MpumeyaHue: nobparkeHne ANA HANOKeHUA A0MKHO bbiTb B popmaTte RGB24 bmp,
MaKCMManbHbI pasmep A0/KeH bbiTb 128*128.

LWaau:

1. BolauTte B MHTepdenc HACTPOMKM HanoxKeHus usobparkeHua: «Hactpoikm >
U306parkeHne > HanoxkeHne nsobpakeHnar».
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CeTeBble BMAeOKamepbl. PyKOBOACTBO No/b30BaTe .
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PucyHoK 9-8 OKHO HaCTPOMKKM HANOXKEHUA M306paXKeHuUA

HaxkmuTe KHonKky Bbibop, 4Tobbl 406aBUTb M306pakeHue c MNK.
HaskmuTe KHOMKy 3arpysuTb, 4Tobbl 3arpysnTb ero.
MocTasbTe rasoyky, Bknountb HanoxeHue ¢poTo, YTOOLI aKTUBUPOBATL GYHKLMIO.

vk wnbe

YcrtaHosuTe X KOOpAuHaTbl U Y KOOpAuHaTbl AnAa onpeageneHna mectononoxeHua
KapPTUHKWN Ha M306pa)-KeHMM. OnviHa m WNPUHA onpeaenAaroT pa3smepbl KAPTUHKNA.

6. Haxkmute CoXpaHUTb, YTOObI COXPAHUTbL HAaCTPOMKN.
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CeTeBble BuaAeOKamepbl. PykoBoACTBO NOsib30BaTens.

naBa 10 Hactponku cobbiTuim

B atom pasaene O6'b‘i|CH‘i|eTC‘i|, KaK HaCTPOUTb CETEBYIO KaMepy, yTO6bI pearnpoBaTtb Ha
TPEBOXKHbIE CO6bITMﬂ, BK/1t04AA OCHOBHble cobbITUA M smart cobbITUA.

10.1 OcHOBHbIe cobbITUA

[aHHbI pasgen onucbiBaeT KOHPUIypaLmio CeTeBOM Kamepbl ANA pearnpoBaHus Ha
OCHOBHble CObBbITUA, BKAOYAA OOHapy)KeHWe [ABWKEHWA, /1L, BTOPMKEHWUSA,
pacdOKyCMPOBKY, TpeBOory Tamnepa W T.4. ITM cOBbITUA MOryT aKTUMBMPOBATb
TPEBOXHble AEeNCTBMA, TAKME KaK ONOBeLLLeHNE LeHTPa BUAEOHabAoaeHUs, OTNPaBKa
email, AKTMBaLUMA TPEBOXKHOTO BbIXOAA U T.N.

MpumeyaHue: MocTaBbTe rasIoYKy ONoBeLeHMe LEHTPA BUAEOHABNIOAEHUSA, €CNN BbI
XOTUTE OTNpaBuTb MHbOpPMauuio o Tpesore Ha MK MaM MobunbHoe KAMeHTCKoe
nporpaMmmHoe obecneyeHune, Kak TO/IbKO CUrHA TPEBOTU NOCTYMUT.

10.1.1 KoHdurypauma getektopa ABUXKEHUA

Uenes:
PyHKUMA OOHapyKeHUa ABUMKeHMA OOHapyXuBaeT ABUMNKywMeca OO6beKTbl B
HaCTPOEHHOM 30He HabnoaeHMA, a TaKKe pag AeNCcTBMI, KoTopble MOryT 6biTb
npeAnpUHATLI NPU cpabaTbiBaHWUM TPEBOTU.
[na Toro YToHLI TOYHO ONPEAENUTL ABUNKYLLMECA OOBEKTLI U CHU3UTD YaCTOTY JIOXKHbIX
TPEBOT, HOPMaibHaA KOHOUIrypauma n KoHPUrypaLuma skcnepTa MoryT 6biTb BblGpaHbI
ANA pasHbIX cpes, 0O6HapyKeHUA ABUKEHMUA.
e HopmanbHasa koH$Urypauums
HopmanbHaa KoHUrypauma ucnonbsyet oguMH M TOT Ke Habop napameTpos
o6HapyXeHnA ABUKEHMA B AHEBHOE BPEMA U B HOYHOE Bpems.
3adaua 1: Hacmpoiika o6nacmu o6HapyxeHusa 08uxceHus.
Waau:

1. BoiguTe B MHTepdenc HAaCTPOMKKN AeTeKTopa ABUXeHuA: «HacTtpoiiku > Mo
co6bITUIO > [leTeKTOp ABUKEHUAY.

YctaHoBUTE GarKOK BKAKOUUTL AeTEeKUUIO ABUMKEHUA.

YcTtaHoBuTe Gna*kok BKawuutb meTtagaHHble ActiveSearch, ecan xotute,
4yTOObI ABMKYLLMECA 0O6BEKTbI BbIAENANCD 3E€/1EHBIM LLBETOM.

MpumeyaHue: Ecnu Bbl HE XOTUTE BblAENATb OOHAPYKEHHbI 0OBbEKT, 3e1eHbIM
NPAMOYroNbHUKOM, BblbepuUTe OTKAOYEeHMe npasuna B Hactpoitkm >
NokanbHbil > MapameTpbl 0TO6paXkeHUa-npasuia.
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CeTeBble BMAeOKamepbl. PyKOBOACTBO No/b30BaTe .

AUreniop aBHxenas  Ducugyp reps sV p LS H AN

V] EXNOEANTR RATANMC AENNCHNA

W] Bxnoanru sasTagannude Acivescarch

| Harroodeaands F ERNOWTE ZECNATAHAR AT C3REH

KX

Kasduryparye HOpMANKHNA

Clalg-s sire ] FEinip 302

‘hcTaTenLHOCTL — e 5D

PucyHokK 10-1 HacTpoiKa geTekTopa ABUKEHUA

4. Haxmute Co3aartb. LLlenKHUTE M NepeTackuBamTe Mblllb Ha M306paXKeHun,
4yTOObl HAYepTUTb 30HY OOHApy)XeHus ABUXKeHMA. HaxkmuTe 3aBepLumTb,
yTOObI 3aKOHYUTbL pUcoBaHMe obnacTu.

5. (OnuuoHanbHo) Haxkmute YaanuTb Bce ANA OYUCTKM 30H OBHapy»KeHuA
OBUKEHUS.

6. (OnumnoHanbHO) MNepemelante NON3YHOK ANA HACTPOWMKMU YyBCTBUTE/IbHOCTH
AeTeKTopa.

3adaya 2: YemaHoBKa pacnucaHusa o6HapyxceHUs 08uieHus.
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CeTteBble BnageoKamepbl. PyKoBoACTBO NO/b30BaTeNA.

LWaau:
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PucyHok 10-2 PacnuncaHue geTtekTopa ABUXKEHUA

Haxkmute BKNagKy BKAwuutb pacnucaHue, 4Tobbl
pacnucaHue.
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HaskmuTe Ha BpemMeHHOM LIKaJie U NepeTaLiuTe Mbillb, YTOObI BbIOPaTL Nepuos,
BPEMEHMU.



CeTteBble BnageoKamepbl. PyKoBoACTBO NO/b30BaTeNA.

LT i S HHE L GTERTORE Tadd Nl Mg &M paw ki
) BT AT T L O DRS00 B R
¥ BErsaanTh WETAGEHHLR Ak S earh
Haopoiiea aowe | Bemosme pacmuczHee 0 NeDo aman

¥ ¥oamm O¥ow M M -16 :20

TaEnATE | CamsiAt

=
"
a
a
-
E
=]
=
-
]
B
3
o
=

=
-]
-
(-]
(-]
=]
=
=
=
-
-}
4
(]
g

= Crapasmms

PucyHok 10-3 PacnuncaHue geTtektopa 4BUKEHUA

MpumeyaHue: HaxkmuTe Ha BbIOPaHHbIM NepUoa BPEMEHU, U Bbl CMOXKETE HaCTPOUTb
nepuos BPEMEHM, Mnepemellas naHenb BpemeHu, nbo BBeAs TOYHbIA Nepuos
BPEMEHMU.

3. (OnuunoHanbHO) HaxkmuTe Yaanutb A1a yaaneHus TEKYLLEro pacnmcaHma unm
Ha*kmuTe COXpaHUTb 414 COXPAHEHMA HACTPOEK.

4. TlepemecTUTe Kypcop K KOHLY Ka)XA4oro AHA, BCNAbIBET AMA/IOFOBOE OKHO
KOMMPOBaHMA, U Bbl MOXKETE CKOMMPOBATb TEKYLLME HAaCTPOIKKN B Apyrve AHW.

5. Haxmute OK, 4Tobbl COXPaHUTb HAaCTPOMKMU.

MpumeyaHue: NHTepBanbl BPEMEHM He AOMKHbI nepecekaTbca. [na Kaxporo AHs
MOKET ObITb HACTPOEHO A0 8 NepuoaoB BPEMEHM.

3adaya 3: YemaHoeka mpesoxcHbix delicmeulii 0718 demeKyuu 0s8uxdceHus.
MocTaBbTe ranoyky pnsa Bblbopa metoga cBA3W. MoryT 6biTb BblGpaHbl: ayamo
npeaynpexaeHne, oTnpaBka email, onoseleHue UeHTPa BUAEOHabAOAEHUA,
3arpy3ka Ha FTP/Memory Card/NAS, akTMBauMA KaHana M akTUBaLMUA TPEBOXHOrO
BbIXOAa. Bbl MOKeTe yKa3aTb MeToZ CBA3M, Koraa NnponcxoauT cobbiTue.
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CeTeBble BuaAeOKamepbl. PykoBoACTBO NOsib30BaTens.

HacTpoika 30Hsl BrnoyWTe pacnycaHue MeTon ceAan

PeakuHa Ha TpeBory 7| 3anKck No NYCKOBOMY CODbI...
Otnp. Email 7 A
7| B ueHTp

7] 2arpyanTs Ha FTP/KapTy nam. ..

PucyHok 10-4 MeToapl cBA3N

lMpumeyaHue: meToabl CBA3U MOTYT OT/INYATBLCA B 3aBUCUMMOCTU OT MO ENTN KaMepbl.

\

Aypuo npegynpexpeHue

AKTMBaLMA /IOKaNbHOIO 3BYKOBOrO omnoBelleHuA. MoaaepkumBaeTca TO/IbKO
YCTPOICTBAMM C ayAMOBbIXOAOM.

OnoBeLlleHKe LeHTpa BuAeoHabatoaeHusn

OTnpaBKa CUrHana o TPEBOTE UAN UCKNIOYEHMM B yaaneHHoe MO ynpasaeHus.
OTnpasKa email

OTnpaBKa 3/1eKTPOHHOM MOYTbI C MHPOPMaLMeN o Tpesore.

MpumeyaHue: [lapameTpbl 3/EKTPOHHOM  MOYTbl  HacTpamMBaloTCcA B
COOTBETCTBMMU C pasgenom 7.2.3.

3arpyska Ha FTP/kapty namatn/NAS
3axBaT u3obparkeHnsa npu cpabaTbiBaHUM TPEBOrM U 3arpyska ero Ha FTP
cepsep.

lMpumeyaHue:

e [lapameTpbl FTP HacTpamBaloTCcA B NepBYylO ovepeab B COOTBETCTBUM C
pasgenom 7.2.2.

e [leperiaute B MeHo «Hactpoiiku> XpaHeHue> [lapametpbl
pacnucaHua> CoxpaHeHue> 3axBaT napameTpPoB», BKAOUMUTE CHUMOK
no cobbITUIO, N YCTAaHOBUTE MHTEPBA/ 3aXBaTa M KOMYECTBO 3aXBaATOB.

e 3axBayeHHOe W300paXKeHMe TaK¥Ke MOXKeT ObiTb 3arpy*eHo Ha
[OCTYNHYH SD-KapTy Man ceTeBom AUCK.

AKTUBaLMA KaHana

Mpu cpabaTbiBaHUN AETEKUMWU ABUMKEHMA HAYHEeTCs 3anucb BUAEO.
HeobxoaMMo HacTpouUTb pacnucaHue 3anucu gaa peanvsauuu  aHHOM
dYyHKUMKU. lononHuTenbHas MHGopmauma B pasaene 11.1.

AKTMBaLMA TPEBOXKHOrO BbIX04a
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CeTteBble BnageoKamepbl. PyKoBoACTBO NO/b30BaTeNA.

AKTMBaLMA OQHOTO UAN HECKONbKNX TPEBOXHbIX BbIXO408B npu cpa6aTb|Bava|
Tpesorn.

MpumeyaHue: Onsa aKTMBALMM TPEBOXKHOrO Bbixoga obpatutech K Paspgeny
10.1.4 pns HaCTPOMKKN CBA3AHHbIX NapameTpoB.

e JKcnepTHaA KoHdUrypauua
JKcnepTHble HAaCTPOWMKKM BKAOYAOT B ce6A HAaCTPOIKY YyBCTBUTENBHOCTU AETeKTopa U
pa3mepa 06beKTa Kaxkaon 06nacTu ANA KaxKaoro pexkMma AeHb/Houb.
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PucyHok 10-53KcnepTHble HAaCTPOMKKN o5t OOHAPYKEHUA ABUKEHUA

e BbIK/OYEHUE PEKMMOB AEHb/HOYb
Waau:

1. Hapwucyiite 0bnacTb B pexnume HOpMasbHOU KoHbUrypaumu. HactpamnsaeTtca
no 8 obnacrei.

2. BbibepuTe BbIKA. B OKHe HacTpOMKM nepeknioyeHns AeHb/HouUb.
Bbibepute Homep obnacTi B okHe O6nacTb.

MepemewaiiTe nonsyHok YyscTBUTENbHOCTb W [poueHT Aans  Bbibopa
ONTMMa/IbHOTO NapameTpa.

5. Hactponte pacnucaHue u Bbibepute MeTon CBA3U B peXume HOPMasbHOWN
KOHUrypaumm.

6. Haxmute CoxpaHuTb.

e ABTOMAaTUYECKOE NepeknoYeHne AeHb/Houb
Wazu:

1. Hapwucyiite obnactb B pexume HopmanbHOM KoHdUrypauuun. Hactpamsaetca
Ao 8 obnacrein.
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CeTeBble BuaAeOKamepbl. PykoBoACTBO NOsib30BaTens.

7.

Boibepute  ABTOMATM4YeCKoe nepeknoyeHMe B  OKHe  Hactpoiku
nepekaloYeHna AeHb/HOUb.

Bbibepute Homep ob6nacTn B okHe ObnacTb.

Mepemelwaiite nons3yHok YyscTBUTENbHOCTb M [MpoueHT pans  Bbibopa
ONTUMaNbHOIO MapameTpa gAA PeXUmMma AeHb.

Mepemewaiite non3yHok YyscTBuTenbHocTb W [poueHT pns  Bblbopa
ONTMMA/IbHOTO NAapamMeTpa ANA PEXMMA HOYb

Hactpointe pacnucaHve u BblbepuTe METoZ CBA3U B PEXUME HOPMa/IbHOM
KOHUrypaumm.

Haxmunte CoxpaHUTb.

e [lepekntoyeHune AeHb/HOUYb NO PaCcCNMCaHUIO

1.

HapucyiiTe 06nacTb B pexxume HOpMmanbHOW KoHdUrypaumm. Hactpamsaetcs
no 8 obnacrei.

Bbibepute MMepeknioueHMe no pacnucaHMio B OKHe  Hactpoiiku
nepeknloyYeHna aeHb/Houb.

Hactpoikn naobpasenn... | Tepekniovedne no pEEI‘IHCEHHHE

BpemAa Hayana 06:00-00

FE

&

Bpema oKoHYaHWA 18:00:00

PucyHok 10-6 HacTpoiika nepek/itoueHuns AeHb/HOYb Mo PacnmCcaHuio
BbibepuTe Bpema Hayana U OKOHYAHWUA BPEMEHU NepeKIoYeHUA.
Bbibepute Homep obnacTn B okHe O6NacTb.

MNepemelwaite non3yHok YysctBuTenbHoctb W [poueHT ana  Bblibopa
ONTMMANbHOIO NapameTpa ANA peXxmma AeHb.

MNepemewaiite non3yHok YyscTBuTenbHocTb u [poueHT pana  Bblbopa
ONTUMANbHOro NapameTpa ANA PeXUMa HOYb.

Hactpoiite pacnucaHve u Bbibepute meTos CBA3M B pPeXUME HOPMaIbHOM
KOHUrypauum.

Haxmunte CoxpaHUTb.

10.1.2 KoHdurypayma 3awmurtbl Tamnepa

Lens:

Bbl MoXKeTe HacTpouTb cpabaTbiBaHME TPEBOrM U aKTUBALMIO TPEBOXKHbIX AENCTBUI

npu 3ac/ioHe 06 bEKTUBA.

Wazu:

1. BoiauTe B MHTEepdENC HAaCTPOMKM TPEeBOrM 3acnoHa 063opa «HacTpoiku > Mo
co6biTuio > CobbiTUA > [leTeKTop Tamnepa».
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CeTteBble BnageoKamepbl. PyKoBoACTBO NO/b30BaTeNA.

[eTekTop OBWXKEHNA HetekTop Tamnepa MpegynpexaeHna

7] Bkn.

HacTpoiika 30HsbI > BKNWOUYWTL pacnucaHue MeTtog cBA3N

3aBepWwnTh l | YaanuTe BCe l

YyBCTBUTENBHOCTL [QP‘ 1

PucyHok 10-7eTekTop Tamnepa
2. YctaHoBuTte ¢narkok BKJ1, yuTobbl akTMBMPOBATL TPEBOrY Tamnepa.

Hactponte 30HY getekumm 3acnoHa. Obpatutech K: 3adaya 1: Hacmpoiika
0b6aacmu ob6HapyxceHua dsuxceHus B Pasaene 10.1.1.

4. Haxkmute kKHonKy PacnucaHue, 4tobbl pegakTMpoBaTb pacnucaHue. HacTtpomka
pacnucaHua aHanorvyHa 3adayve 2 B8 Pasgene 10.1.1.

5. PaccTtaBbTe ¢pnaxKKu, 4Tobbl BbIOPATb METOAbI CBA3bIBAHWUA 414 TPEBOrM Tamnepa.
AHanormnyHo 3adaue 3 B Paspgene 10.1.1.

6. Haxkmute CoxpaHUTb, YTOObI COXPAHUTb HAaCTPOMKM.

10.1.3 KoHdurypauma TpeBoXXHOro Bxoaa

Waau:

94



CeTeBble BuaAeOKamepbl. PykoBoACTBO NOsib30BaTens.

1. BoliauTe B OKHO HACTPOMKM TpeBOXKHOro Bxoga: «Hactpoiiku > Mo cobbiTuio >

CobbiTua >TpeBOXKHbIN BXOA».

2. BblbepuTe HOMep TPEBOXKHOIO BXOAA M TUM BXO4A. TUN TPEBOXKHOIO BXOAA MOXKET
6bITb: HP (0TKpbIT) 1 H3 (3aKpbIT). M3meHUTe umMs, 4TOobbl YCTAHOBUTL UMA ANA

TPEBOXKHOr0 BX0Aa (ONUMOHANbHO).
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PucyHok 10-8 HacTpoiKa TpeBOXHOro BXoaa
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HEADIWINHT HOTEPDEIT:

b

3. Haxmute KHoNKy PacnucaHue, 4ytobbl peaakTMpoBaTth pacnucaHue. Hactpoika

pacnucaHua aHanornyHa 3adayve 2 8 Pasgene 10.1.1.

4. PaccTaBbTe G/1aXKKu, 4TObbI BbIGPATb METOAbI CBA3bIBAHMA 1A TPEBOXKHOIO BXOAA.

AHanormnuyHo 3adave 3 B Pa3gene 10.1.1.

5. Bbl MmOXKeTe ckonupoBaTb HaCTpOVIKM Ha Apyrne TpeBoXHble BXO4bl.

Haxkmnte COXpaHUTb, YTOObI COXPaHUTb HACTPOMKW.
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CeTeBble BuaAeOKamepbl. PykoBoACTBO NOsib30BaTens.

10.1.4 KoHdurypaumua TpeBoKHOro Bbixoaa
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PucyHok 10-9 HacTpolika TpeBOXKHOro BbIXo4a

Waeau:

1. BoliauTe B OKHO HAacCTPOWMKM TPEBOXKHOIO Bbixoaa: «HacTpoiiku > Mo cobbiTuio >
CobbiTua > Boixoa Tpesoru».

2. BbibepuTe TpeBOXKHbIN BbIXOA U3 BbINaAatoLLEro CNUCKa. Bbl MoxKeTe aaTb MmsA
TPEBOXHOMY BbIXoAy (ONUMOHANLHO).

3. Bpems 3ageprKKkn MmoxeT 6biTb: 5cek,10cekK,30ceK,1MnH,2MUH,5MNH, 10MUH nan
BPY4YHY0. Bpema 3a4epKKM OTHOCUTCA K NMPOAO/IHKUTENBbHOCTU BPEMEHM, KOraa
BbIXOAHOM CMrHa/ OCTAaeTCcA B CMUJIe NOC/IE BOSHUKHOBEHUA TPEBOTMU.

4. Haxkmute KHonKy PacnucaHue, 4ytobbl pesakTMpoBaTh pacnucaHue. HacTpownka
pacnucaHuaA aHanorvyHa 3adayve 2 B8 Pasgene 10.1.1.

5. Bbl MOXKeTe CKONMPOBATb HAaCTPOMKM Ha A PYrUe TPEBOXKHbIE BbIXOAbI.

HaxkmunTte CoxpaHuTb, 4TOObI COXPAHUTb HACTPOMKM.

10.1.5 O6paboTKa UCKAOUYEeHUH

Tun mncknovyeHna moxKer 6biTb: HDD 3anonHeH, owunbka HDD, ceTb OTK/AKO4YeHa,
KOHPAUKT IP-agpecoB, HEBEPHbIN OTUH.
Waau:
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CeTeBble BuaAeOKamepbl. PykoBoACTBO NOsib30BaTens.

1. Bongute B WHTepdelic HACTpoWMKkM cobbiTnin: «Hactpoiiku > Mo cobbituio >
Cobbitua > MpeaynpexkpeHua».

2. PacctaBbTe pnaxkku, 4Tobbl 334aTb AENCTBUA, aKTUBUPYEMbIe Npu cpabaTbiBaHWUM
NCKAoYeHn. AHanornyHo 3adave 3 B Pasgene 10.1.1.

[eTekTop ORM#EHUA DOeTekTop TaMnepa MpenynpexneHuA

Twn npegynpexosHuA HOD aanonHeH E|
Peakuua Ha TpeBory
Otnp. Email

B ueHTp

PucyHok 10-10 HacTponKu UCKNOYEHUI

3. Haxmute CoxpaHUTb, YTOObI COXPaHUTb HAaCTPOMKM.

10.1.6 KoHdurypauyua PIR Tpesoru

MpumeyaHue: HekoTopble Kamepbl noagepknsatoT PIR (naccuBHbIM MHPPaAKpPACHbIM
[aT4YUnK) Tpesory.

e PIR TpeBoOra
Uene:
PIR (maccuBHbI WMHpPAKpaAcHbIA AaTYMK) CUrHAN TpeBoruM cpabaTtbiBaeT, Koraa
HapywuTenb ABUMKETCA B NoJe 3peHuA eTeKTopa. Tennosasa 3Heprus, Bblaensemas
4eNoBEKOM, UAKN NobObIM APYrMM TENJIOKPOBHbLIM CYLLECTBOM, TaKMM KaK Cobaka,
KOLIKA W T.A., MOXKET b6bITb 06HapyrKeHa.
Waau:

1. BoiauTe B OKHO HacTpoiiku PIR Tpesoru: «Hactpoku > Mo cobbituio >

CobbiTna > PIR curHanusauyma».
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goiemop gaomannn DersRmapnaencpa Tpsomeduioesg Boaogcpsoory Npegmpospmeesn FiHoonenessmme

| Emm.

Wenipzo |

Lt paLac S=p e I:l Koo, ixdomn

A (T [ ¥nAwcs e
i} 2 & 2 -] h Le H i& 18 £l Iz cd
e
u | ® - = =i Le L 1] ib cl 2 i1
.,
n w 5 5 " zn 1 b 1] 1H a0 =2 "
n &= L] 5, " f 1= L] I i 1) - 3 |
o
o o L 3 g -0 Lz i [ iR =3 8 !
.
D F L] - -] 1] Lz 1 e 18 e .2 4
e e
d = & 3 2 L Le L 1] ig i} o cd

PucyHok 10-13 HacTtpolika PIR TpeBoru
MocTaBbTe ranoyky BKa. ans BrkaoveHns ¢pyHkumm PIR Tpesoru.
BeBeanTe msa TpeBOrn B TEKCTOBOE MNone.
MNepenguTte Ha BKNaaky Metop cBA3M M paccTaBbTe (GaXkKku, YTobbl 3a4aTb
OEeNCTBUSA, aKTUBMpPYEMble Npu cpabaTbiBaHMM PIR TpeBoru.
5. Ha)XmuTe BpemMeHHyI LIKaNy HYXHOro AHA W BBeAUTE BpPema 3anucu ana
HaCTPOMKM pacnucaHma n Haxkmute COXpaHUTDb.
6. Haxkmute CoXpaHUTb, YTOObI COXPAHUTbL HAaCTPOMKN.

10.2 SMART cobbitTua

MOXHO HacTpouTb smart cobbiTvA, cneaya MHCTPYKUMAM B laHHOM pasgene, B TOmM
yncne OOHaApy)KEHWEe ayauo  UCKIOYEHUN, OOHapyKeHuMa pPachOKYCMPOBKY,
O6Hapy)KeHNe CMeHbl, OBHapy)KeHUe BTOPXKEHMWA U OOHapyKeHue nepecevyeHun
JIMHAN U T.4. ITU COBbITUA MOTYT aKTUBMPOBATb TPEBOXKHbIE AEUCTBMA, TaKMe KakK
OnoBelleHMe LIeHTPa BUAEOHabnoaeHMA, OTNpaBKa email, akTMBaLmMA TPEBOXKHOTIO
BbIXO4a U T.M.

10.2.1 KoHpurypauma obHapyKeHUa ayamno UCKNKUYEHU

Lenes:
PyHKUMA OOHApYKEHUs ayaMo UCKAOYEHUN OOHapyKMBaeT aHOMAa/bHble 3BYKU B
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CeTeBble BMAeOKamepbl. PyKOBOACTBO No/b30BaTe .

CueHe HabnofeHWs, Hanpumep, BHe3anHoe yBenuyeHwe /[ yMeHblLUeHue
WMHTEHCMBHOCTM 3BYKa, a TaKXe HeKOoTopble onpenefieHHble AeNCTBUA MOryT 6biTb
NpeAnpUHATLI NPU cpabaTbiBaHWUM CUTHANN3ALUN.
MpumeyaHue: PyHKUNA 0OHAPYKEHUA ay[AMO UCKIKOYEHUIA OTIMYAETCA B PA3/INYHbIX
MoZenax kamep.
Ulaau:

1. BoKauTe B OKHO HAaCTPONKM OBHAPYKEHUA ayAMO UCKIOYEeHUI: «HacTpoiiKu >

Mo cobbiThio > Smart cobbiTna > [leTekunsa ayamo UCKAKYEHUA,

VICEMEY&HIAR JETEEIHM :l BENayMTE pachdcaHne Keran ceAan

Mokns-eRER [ETERLnE
J FICKMOYSHKR 3YGHD EXDSA

| DEwapy=esue pEIKOID POCTE MHTEHCMBHOCTH 32¥Ka

Yy RCTRNT EMEHOCTE S | B0
MHTEHCHEHOCT JEVKOROT. ., — | 5O

7| Cifsapy=edne peaKond naneusA WHTGHOMEHOCTH 38yKE

YyHCTENT EMGHOCTE e m | 50

ToM peanLHOTD EQSMEHA

PucyHok 10-16 O6Hapy»KeHMe ayamo UCKIOUYEHN

2. [ocTaBbTe ranoyky UcknueHmne ayguo Bxoga A1a BKAOYEHUA GYHKLMN.

3. MocTasbTe rasoyky O6HapyKeHne pe3Koro pocta MHTEHCUBHOCTM 3BYKa 415
o6HapyXeHNA pe3Koro NoBblWEeHWA 3BYKa B cLieHe HabnoaeHua. Bbl moxeTe
YCTaHOBUTb YYBCTBUTENbHOCTb OOHAPYXKEHUA M 3BYKOBOW NOPOT.

4. MocTtaBbTe rano4yky O6Hapy)KeHUe pe3Koro nafgeHUAs UHTEHCUBHOCTU 3BYKa
Ana obHapy)KeHMA KpyToro crnaza 3ByKa B cueHe HabntogeHua. Bbl moxkeTe
YCTaHOBUTb YYBCTBUTENbHOCTb OOHAPYXKEHNA M 3BYKOBOW MOPOT.

lMpumeuaHue:

e YyBCTBMTE/IbHOCTb: HAMMEHbLUEE 3HAYEHWNE, NPU KOTOPOM ByaeT obHapyKeHO
nameHenune. mnanasoH ot 1 go 100.

® VIHTEHCMBHOCTb 3BYKOBOro nopora: puabTpaLma 3ByKa OKPYKaloLWen cpeabl,
4yem rpomye 3BYK OKpy)Katowein cpeabl, Yem Bbille AOMKHO ObiTb 3HaYEHMeE.
AwnanasoH ot 1 go 100.

e Bbl moxKeTe TaK e MoXKeTe MOCMOTPETb FTPOMKOCTb B peasbHOM BPEMEHU B
AaHHOM MHTepdeice.
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CeTeBble BuaAeOKamepbl. PykoBoACTBO NOsib30BaTens.

5. Haxmute BKnagKky Bkawouutb pacnucaHue, utobbl  pefakTMpOBaTb
pacnucaHue. HacTponKa pacnucaHma aHanoruyHa 3adave 2 B Pasgene 10.1.1.

6. PacctaBbTe pnaxkKku, 4Tobbl 334aTb AENCTBUA, aKTUBMPYEMbIE MPU AETEKLMMU
ayamo UckntoueHun. AHanornyHo 3adave 3 B Paspene 10.1.1.

7. Haxmute CoxpaHuTb, 4TOObl COXPAaHUTb HACTPOMKM.

10.2.2 KoHdurypauusa obHapyKeHUa pacPOoKyCMpOoBKHU

Lenes:

Ecnn nsobpaxkeHne CTaHOBUTCA PasMbITbiM M3-3a PacPOKYyCUMPOBKKU - cpabaTbiBaeT
Tpesora.

MpumeyaHue: PyHKUMA OBHAPYKEHUA PACPOKYCUPOBKU OTINYAETCA B PA3/INYHbIX
MoZensx kamep.

Waau:

1. BoWguTe B OKHO HAaCTPOMKM OBHAPYKeHMA ayaMo UCKAoYeHU: «HacTpoiiku > Mo

co6biTUIO > Smart cobbiTna > O6HapyXeHue pachOKYCUPOBKUY.

TLaTakian Doy ek TsrEa A i A= TIaTSE ™ TH CHiHAD HE=E BT HHEA
DA RVHEHHE TANGHHA COWET R
Cn
UWEr TAHT R TR ————————————— A

| Peanusa 113 TRC Doy
nnp. Emal

+ Hgsep

PucyHok 10-17 HacTpoiika ob6Hapy»eHua pachoKyCUpOBKHU

2. MoctaBbTe ranoyky BKA. pgna  BkAoYeHMs  GyHKUMM  OBHapyrKeHuA
pachoKycnpoBaHuA.

3. Haxmute ©n nepeTawmte nONA3YHOK, 4YTOObI YCTAaHOBUTb YYBCTBUTENbHOCTb
obHapyKeHMA. 3HaYeHne YyBCTBMTENbHOCTM B Anana3oHe oT 1 go 100, n yem
Bbllle BE/NNYMHA, Tem Oonee nerkaa pPacHOKYCMPOBKA M300paKeHUA MOXKET
BbI3BATb TPEBOTY.

4. Bbibepute meTon CBA3KU: yBeAOMAEHWE B LIEHTP HabnoaeHus, oTnpaBKa email,
3arpyska Ha FTP, akTuBauuma KaHana, cpabaTbiBaHWE TPEBOXKHOIO BbIXOAa.

5. Haxmute CoxpaHUTb, YTOObI COXPAHUTb HAaCTPOMKM.

10.2.3 KoHdurypauma geteKumum CMeHbl CLeHbl

Uenes:
Ncnonb3yetca aAna obHapyKeHUs CMeHbl CLLeHbl CbeMKW, CBA3AHHbIE C BHELHUMMU
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CeTeBble BMAeOKamepbl. PyKOBOACTBO No/b30BaTe .

daKkTOopamu, TakMe Kak HaMmepeHHOe BpalleHne Kamepbl. HeKoTopble onpeaeneHHble

AEeNCTBUA MOTyT BbITb NPeANnPUHATLI NPY cpabaTbiBaHUN CUTHANU3ALMN.

MpumeyaHue: PyHKUMA AETEKUMM CMEHbI CLLEHbl OT/IMYAETCA B Pa3INYHbIX MOAENsX

Kamep.

Waeau:

1. BoliauTe B OKHO HACTPOMKWU OETeKUMM CMeHbl cueHbl: «Hactpoitkn > Mo
co6bITHIO > Smart cobbiTua > [leTeKuma cMeHbl CLEHbI».
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PucyHok 10-18 [eTeKumna cMmeHbl CUeHbI

2. TlocTaBbTe rasiouky BKAOUYNTL AETEKUMIO CMEHbI CLIEHDI.
Haxkmute ¥ nepetawmTe NON3YHOK, 4TOObl YCTaHOBUTb YYyBCTBUTE/bHOCTb
obHapyKeHuAa. 3HaYeHne YyBCTBMTENIbHOCTM B Amnana3oHe oT 1 ao 100, n yem
BblLLE Be/INYMHA, TeM Bonee nerkasa CMeHa CLEeHbl MOXKET Bbl3BaTb TPEBOTY.

4. Haxkmute KHonKy PacnucaHue, 4ytobbl pegakTMpoBaTb pacnucaHue. HacTpownka
pacnucaHuaA aHanorvyHa 3adayve 2 B8 Pasgene 10.1.1.

5. PaccraBbTe ¢naxkku, ytobbl 3a4aTb AEUCTBUA, aKTUBMPYEMbIE MPU AETeKUMM
CMeHbI cueHbl. AHanornyHo 3adave 3 8 Pasgene 10.1.1.

6. Haxmute CoxpaHUTb, YTOObI COXPaHUTb HAaCTPOMKM.

10.2.4 KoHdurypauua getekumm nuy,

Ueneo:

®PyHKUMA pacno3HaBaHWMA NuL, OBHapy)KMBAET, Koraa /JNLO MNOABAAETCA B CLEHe
HabnogeHMa, a TaKXe HeKkoTopble onpeaeneHHble AeUcTBMA MOryT  ObiTb
npeanpuUHATbLI NpK cpabaTblBaHWUM CUTHANU3ALLUN.
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CeTeBble BMAeOKamepbl. PyKOBOACTBO No/b30BaTe .

Wazu:

1. BolauTe B OKHO HacTpomKku getekummn nuu;: «Hactpoiikm > Mo cobbitnio > Smart

cobbiTna > fletekuma nuy».

2. [loctasbTe ranoyky AKTUBUPOBATb AETEKLMUIO UL,

Bbl MoO)eTe NOCTaBuUTb rajsouKy BkAloyeHMe AMHaMMUECKOro aHanusa AnAa
pacno3HaBaHUA UL, eCan XoTuTte, 4TOObI npu O6Hapy>KeHMVI INLO BblAENANOCH

3€/1eHbIM NPAMOYIrON1IbHUKOM.

MpumeyaHue: YT06bl OTMETUTL OBHAPYKEHUE NIUL, HA BUAEO B PeaslbHOM BPEMEHM,

nepengnte «HacTpoiku > JIoKanbHbIA», YTOObI BKIOUMTbL NPaBUAa.

4. Hamute M nepetawmte MNON3YHOK, YTOObl YCTaHOBUTb YYBCTBUTENbHOCTb
obHapyKeHuA. 3HaYeHne YyBCTBUTE/IbHOCTM B AMana3oHe oT 1 Ao 5. Yem Bbile

3HayeHue, Tem bosiee Nerko MU0 MOMKET bbITb 0OHapPYKeHO.

5. HaxmuTe KHONKy PacnucaHue, 4To6bl peaakTMpoBaTb pacnucaHue. HacTpolika

pacnucaHua aHanornyHa 3adayve 2 8 Paspene 10.1.1.

6. PaccTtaBbTe dnaxkku, YTOObI 3a4aTb AENCTBUA, aKTUBMPYEMbIE NPU AETEKLMN NL,

AHanormnyHo 3adauve 3 B Pa3gene 10.1.1.

B T L R BT TP s T HA PURFR s Tirreapda nay TIY e AT EHA BTSN R i e L DR S KR 1]

Ol 4 pemg-ra 1 A8 -rH 2l REcs

et L P BT ST TR EE, T

0 LE R E R LA S LA RS20 A PR BIHA e T T

PHECTR AN DT

Err:

LA

=

E R HIL

PucyHok 10-19 O6Hapy:KeHue au,

7. Haxmute CoxpaHuTb, 4TOObI COXpPaHUTb HACTPOMKW.

10.2.5 KoHdurypauua obHapyKeHnAa BTOPKEHUN

Lens:

DYHKUMA 0OHapPYKEHNA BTOPXKEHMI 0OHaPYKMBAET Nt0A4eN, TPAHCMOPTHbIE CPeacTBa
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CeTeBble BMAeOKamepbl. PyKOBOACTBO No/b30BaTe .

NN apyrue o6beKTbl, KOTOpble BXOAAT M 3a4ePKUBALOTCA B 3apaHee onpeaeneHHOM
BMPTYaZIbHOM PErvoHe, a TaKX¥e HeKOoTopble onpeaeneHHble AencTBMA MOryT ObiTb
npeanpuUHATbLI NpKU cpabaTbiBaHWUM CUTHANN3ALLUN.

MpumeyaHue: PyHKUNA OOHAPYKEHNA BTOPKEHMIM OTIMYAETCA B Pa3/INYHbIX MOAENSAX
Kamep.

Warun:

1. BorauTe B OKHO HACTPOMKM OOHapyxeHuA BTOpKeHuh: «Hactpoukm > Mo

cobbiTUIO > Smart cobbiTna > O6HapyKeHne BTOPXKEHUI».

DTCRUAR EEChIIVOECO JRTEAINA INAN TN Jorckuna ry O0saDyTICHNE TTOSMCINA

CONapxenne yEarcinn ooLeKT
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PucyHok 10-20 O6Hapy:KeHne BTOPKEHWI
MocTaBbTe rasiouKy BKkaoueHne o6HapyKeHUA BTOPXKEHUIA.
BbibepuTe pernoH 13 BbiNnagatoLLero Crmncka.
Haskmute HacTpoiiku obnactu 1 Co3aartb 1 Hapucyite ob6nacTb.

v kN

HaxkmuTe Ha BMAEO B peasbHOM BPEMEHMU, YTOObl yKa3aTb YeTbipe BepLUMHDI
0b6nacTM [OEeTeKTMPOBaHMA, W  LIEIKHUTE MPaBOM KHOMKOW MbllK, 4YTOObI
3aBEpPLMUTb pUCOBaAHMUE.
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CeTeBble BuaAeOKamepbl. PykoBoACTBO NOsib30BaTens.

6. YcTaHOBMTE NOPOr BPEMEHW, YYBCTBUTE/NIbHOCTb OOHapy)KeHMA U NpPOLEHT
06BEKTOB A/19 0OHAPYKEHMA BTOPIKEHUA.

e Mopor: ananasoH ot Oc go 10c. OTBeYaeT 3a Bpems, KoTopoe 06bEKT NpoBen
B obnactn. Ecnn Bbl ycraHoBMTe 3HayeHue 0, To TpeBora cpabortaer
He3ameanTeNbHO NPU BTOPMKEHUN B 30HY.

e YyscTBUTENbHOCTb: AMana3oH oT 1 go 100. 3HayeHWe 4YyBCTBUTENBHOCTU
onpegenaeTt pasmep obbeKTa, KOTOPbIN BbI3OBET TPEBOrY NPU NOMNALAHUM B
30HY. [pK BbICOKOM YyBCTBUTEIbHOCTU MaJIEHbKUN OOBEKT BbI3OBET TPEBOTY.

e [lpoueHT: ananasoH ot 1 go 100. lMpoueHT oTBeYaeT 33 COOTHOLIEHMe
06nacTu, 3aKpbITON 06BEKTOM, KOraa MoxKeT cpaboTaTtb Tpesora. MNpu Bbibope
50%, npu nonagaHuMm o6bEeKTa B NONOBUHY 061acTK cpabaTtbiBaeT Tpesora.

7. MosTopuTe wWarn pna KoOHPUrypaumum apyrux pernoHoB. MoxeT 6biTb
YCTaHOBNEHO A0 4 pernoHoB. Bbl morkeTe Ha)kaTb KHOMKy OuYuCTUTb AN
yOaneHua npenycraHoB/IeHHbIX PerMoHOB.

8. HaxmuTte KHonKy PacnucaHue, 4Tobbl peAaKTMPOBaTb PacnmcaHme.

9. PacctaBbTe Gnarkku, YTobbl 3a4aTb AEUCTBUA, aKTUBUPYEMbBIE NPU AETEKLNN
BTOPXKEHMUA.
10. HaxkmunTte CoxpaHUTb, YTOObI COXPAHUTb HACTPOMKM.

10.2.6 KoHdurypauma obHapyKeHUa nepeceyeHUs TMHUU

Lene:

3Ta GyHKUMA Ucnonb3yeTcs ANa obHapyKeHua Naen n 06beKTOB, NEPECEKaoLLNX

onpeaeneHHyto 061acTb, a TaKKe HEKOTOPbIe onpeaeneHHble AeUCTBUA MOTyT BbiTb

NPeAnpUHATLI NPU cpabaTbiBaHUM CUTHANU3ALLUN.

MpumeyaHue: PyHKUMA 0OHAPYKEHUS NEPeceYeHMA MHUIA OTINYAETCA B PA3/INYHbIX

MOZensx kamep.

Uaau:

1. BonpguTe B OKHO HACTPOMKKU NepeceyeHns nnHumK: «Hactpoikm > Mo cobbiTuio >
Smart cobbiTna > O6Hapy)XeHue nepeceyeHUA IMHUNY.
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CeTeBble BMAeOKamepbl. PyKOBOACTBO No/b30BaTe .
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PucyHok 10-21 O6HapyKeHune nepecevyeHunsa TMHUN.
MocTaBbTe rafiouKy BkAountb 06HapyKeHue nepeceyeHns TMHUN.
BbibepuTe NMHUIO M3 BbINaAaoLLEro Cnucka.
Haxkmute Hactpoiika obaactn n CosaaHue 30HbI, Ha BUAE0 0TObPasnTca INHUA.

Haxxmute 1 nepetawmuTe JMHUIO, U Bbl CMOXKETe YCTaHOBUTb €e Ha BUAEO B
peanbHOM BpeMeHU, rae Bam Heobxoammo. Haxkmute Ha IMHUIO, ABA KPACHbIX
KBaZpaTa 0Tobpa3ATCA Ha KaXKAOM KOHLE, N Bbl CMOXKETE HaXKaTb U NepeTawmTb
O4MH M3 KPaCHbIX KBaApaToB, YTobbl onpeaennTb Gopmy 1 AJANHY TNHUN.

Bbl morkeTe BblbpaTb HanpasneHMe ObHapy)KeHUA nepecevyeHua AnHUK: A<->B,
A->B n B->A.

A<->B: 06HapyKeHWe nepeceyeHns c ABYX CTOPOH.

A->B: 06HapyKeHWe nepeceyeHns co CTOPoHbl A Ha CTOPOHY B.

B->A: 06HapyKeHMe nepeceyeHms co CTOPOHbI B Ha cTopoHy A.

Haxkmute ¥ nepetawumTte NON3YHOK, 4TOObl YCTaHOBUTb YyBCTBUTE/bHOCTb
obHapyXeHus.

YyBCcTBUTENIBHOCTb: HacTpoiTe 4yBCTBUTENLHOCTL B AnanasoHe oT 1 ao 100. Yem
BblLLE 3HAYeHNe, TeM 6onee Nerko nepecevyeHme IMHUN MOXKET ObITb OOHApPYKEHO.
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CeTeBble BMAeOKamepbl. PyKOBOACTBO No/b30BaTe .

8. Bblbepute Apyryi0 BUPTyaNbHYH MNJOCKOCTb W3 BbINAZAOWEro Cnucka w
HacTpoWTe ee. MoXeT 6bITb HACTPOEHO 4 NNOCKOCTU. Bbl MOXKeTe HaKaTb KHOMKY
OUYMCTUTb 4NA YOANEHNA NPeayCTaHOB/IEHHbIX PErMOHOB.

9. HaxmuTte KHOMKy PacnucaHme, 4Tobbl peAaKTMPOBaTbL PacnmcaHme.

10. PacctaBbTe Gnaxkku, 4Tobbl 3a4aTb AENCTBUS, aKTUBUPYEMblE NPU AETEeKLUUU
BTOPKEHMUS.

11. Haxkmunte COXpaHUTb, YTOObI COXPaHUTb HACTPOMKK.

10.2.7 KoHdurypauua obHapyKeHMUA BTOP}KEHUA B PErMoH

Lenes:

DyHKUMA OOHApYKEHUN BTOPXKEHUA B PErvoH onpegenseT Mogei, TPaHCNopTHbIe
cpeactBa MM apyrve O6bEeKTbl, KOTopble BXOAAT B 3apaHee onpeaesieHHbIn
BMPTYaNbHbI Y4acTOK WM3BHE, HEKOTOpble onpefesneHHble OeNcTBUA MOryT ObiTb
NpeAnpUHATLI NPU cpabaTbiBaHUM CUTHANU3ALUN.

Waau:

1. BoiauTe B OKHO HAcTpPOMKW OBHapyrKeHMA BTOpKeHusa: «Hactpouku > Mo
cobbiTUIO > Smart cobbiTna > O6HapyKeHne BTOPKEHUA B PErMOHY.

¥ Sxn

kFosporsd e ') EWIKANTL pa ATz Meron cansa

nROVCH |1 E

JaRapuem™ | Duanma |

~BLTBHTANBRCCTS S » 50

PucyHoK 10-22 O6Hapy»KeHe BTOPXKEHUA B PEFMOH
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CeTeBble BuaAeOKamepbl. PykoBoACTBO NOsib30BaTens.

MocTaebTe ranouvky BK/, ana BrkatoveHMA QyHKLUMN.

Bbibepute PermoH 13 BbinagatoLLero Cnmcka Ana HaCTPOMKM.

Haxkmute HacTpoiKa 30HbI U HaxkmuTe KHonKy Co3aaHue 30HbI A5 Hadvana
pPUCOBAHMA 30HbI.

Haxmute Ha BUAEO B peanbHOM BpeMeHM, YTobbl yKa3aTb YeTbipe BepLUMHDI
061acTM AEeTEeKTUPOBAHUA, M LUENKHUTE MPaBOM KHOMKOW MbIWK, 4TOObI
3aBepLmnTb pUcoBaHue.

HaxkmuTe u nepeTtawmte MNON3YHOK, 4YTOOblI YCTAHOBUTb YYBCTBUTE/IbHOCTb
obHapyKeHuA.

YyBcTBUTENbHOCTb: HacTpoiTe 4yBCTBUTENLHOCTL B AnanasoHe ot 1 ao 100.
Yem Bblle 3HauyeHMe, Tem Honee nerko nepecevyeHme AMHUU MOXKET ObiTb
obHapyeHo.

MoBTOpUTE BbllEYKa3aHHbIe Warn gna HaCTPOMKN ApYyrux pernoHos. MoxkeT
6bITb HAaCTPOEHO A0 4 pPernoHoB. Bbl MoOXeTe HaxKaTb KHOMKY O4ncTUTL AnA
yAaneHna perMoHos.

HaxkmuTe KHonKy PacnucaHue, 4Tobbl pefakTMPOBaATb pacnucaHume.
PacctasbTe ¢na*kku, 4Tobbl 334aTb AEUCTBUA, aKTUBMPYEMbIE NPU AETEKUUM
BTOPIKEHMA.

10. Haxkmunte COXpaHUTb, YTOObI COXPaHUTb HACTPOMKMK.

10.2.8 KoHdurypauma obHapyKeHUA BbIXoaa U3 permoHa

dyHKUMA OBHapyKeHWs BbiIXoAa W3 pervoHa onpeaensaeT NoAei, TPaHCNOPTHble
cpeactBa uMAn Apyrne ob6beKTbl, KOTOpPble BbIXOAAT M3 3apaHee onpenesieHHOoro
BMPTYaZbHOrO Yy4yacTKa, WM HEKOoTopble OnpeaeNieHHble AEWCTBUMA MOryT ObiTb
NpPeAnpUHATLI NPU cpabaTbiBaHUM CUTHANU3ALUN.

1. BoliauTe B OKHO HACTPOMKM ODHapy»KeHUA Bbixoda U3 pernoHa: « Hacrpoitkm >

Mo cobbiThio > Smart cobbiTa > O6HapyKeHUe BbIX0Aa U3 PerMoHa».
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CeTeBble BMAeOKamepbl. PyKOBOACTBO No/b30BaTe .

¥l Bra
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PucyHok 10-23 O6Hapy»KeHue BbiXxo4a U3 perMoHa

MocTaBbTe ranoyky BKJ, ana BrkatoueHMA QyHKLUMN.
BbibepuTe PernoH 13 BbinagaroLLero CNmMcKa ANA HAaCTPOMKM.

Hakmute HacTpoiKa 30HbI U HaxkmuTe KHomnKy Co3gaHue 30HbI A5 Hadvana
pPUCOBAHUA 30HbI.

Ha)kmuTe Ha BMAEO B peanbHOM BPeMEHU, YTOObI YKa3aTb YETbIpe BEPLUNHDI
0bnactn AETEKTUPOBAHUA, WU LUENKHUTE NpPaBOM KHOMKOW MbIWK, 4YTOObI
3aBEpPLMTb PUCOBaAHMUE.

HaxkmuTe 1 nepeTawmte MNOA3YHOK, 4TOObI YCTaHOBUTb 4YYyBCTBUTE/IbHOCTb
obHapyKeHuA.

YyscTBUTENBHOCTb: HacTpoiTe 4yBCTBUTENBHOCTL B Anana3oHe ot 1 go 100.
Yem Bblle 3HayeHMe, TemM Hosee nerko nepecevyeHme SMHUU MOXKET ObITb
obHapyxeHo.

MoBTOpUTE BbilleyKa3aHHbIe LWarn Aaa HAaCTPOMKM ApYyrnx pernoHos. Moxer
ObITb HAacTPOEHO A0 4 pPernoHoB. Bbl MOXKeTe HaXKaTb KHOMKY O4YMCTUTb A4nA
yOaneHunsa permoHos.

Haxkmute KHonKy PacnucaHue, 4ToObl peAaKTUPOBaATb pacnmcaHue.
PacctaBbTe ¢na*kku, 4Tobbl 334aTb AEUCTBUA, aKTUBUMPYEMbIE NPU AETEKUUM
BTOPXKEHMA.
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CeTeBble BMAeOKamepbl. PyKOBOACTBO No/b30BaTe .

10. Haxkmute CoxpaHUTb, YTOObI COXPaHUTb HACTPOMKM.

10.2.9 KoHdurypauua obHapyKeHMUA 0CTaBNEHHbIX NpeaMeToB

Uenes:

ABTOMaTU4YecKas GYHKUMA OOHapyXKEeHUs OCTaBNEHHbIX NpeaMeToB ObHapyXKuBaeT
0ObeKTbl, OCTaBlIMecA B 3apaHee ONpeaesieHHol obnacty, TakuMe KaK barax,
NOPTMOHE, OonacHble mMaTepuanbl U T.4. Pag AencTBuii MoxeT O6biTb NPeAnPUHAT Npu
cpabaTbiBaHUM CUTHAN3ALNMN.

Waau:
1. BoliauTe B OKHO HaCTPOMKM OOHapYy)XeHUA OCTaB/IEHHbIX MNPEeAMETOB:

«Hacrtpoiiku > Mo cobbiTnio > Smart cobbiTua > O6HapyKeHue O0CTaBAEHHbIX
npeameTos baraxka».

FacTAnNES S04 ,I- RIrSHNTh DATNRCAIAR RaTon casaun

penmcl 1 [_{

: COANAHAA I0HN ] Canema
Napar (3} ’ - 3

URLTRATE=H0TTh —— » A0

E‘ SO ANT

PucyHok 10-24 O6Hapy»KeHne OCTaBAEHHbIX NPeaMETOB

MocTtasbTe ranouky BKJ, ana BrkatoveHua GpyHKUMN.
BbibepuTe PernoH 13 BbiNaaatowWero Cnmcka Aas HacTpomKu.

4. Haxmute HacTpoiika 30Hbl M HaxkmuTe KHoMKy Co3pgaHue 30HbI A8 Havana
pPMCOBAHUA 30HbI.
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CeTeBble BuaAeOKamepbl. PykoBoACTBO NOsib30BaTens.

5. HaxmwuTe Ha Bnaeo B peaibHOM BpPEMEHMU, 4TOObI YKa3aTb 4YeTblpe BEPLLUNHDbI
obnactu AETEKTUPOBAHNA, U LWENKHUTE npaBoﬁ KHOMKOM MblLN, 4TOObI
3aBepLwnTb pucoBaHme.

6. YcTaHOBMUTE BPEMEHHOM MNOPOr W YyBCTBUTENbHOCTb OOHapyXeHua AnA
aBTOMATMYECKOro obHapyKeHua b6araxa.

Nopor: Anana3oH [5-20c], nopor BpemeHu A1 OObEKTOB, OCTaBLUMXCA B
pervoHe. Ecnn Bbl ycTaHOBUTE 3HaYeHMe Kak 10, curHanusauyma cpabaTbiBaer
rnocne Toro, Kak byaet npebbiBaTb B pernMoHe B TeyeHne 10 ceKyHa.
YyscTBUTENBHOCTb: HacTpolTe 4yBCTBUTENBHOCTL B Anana3oHe ot 1 go 100.
Yem Bblle 3HauyeHWe, TemM Honee nNerko nepecevyeHune SIMHUU MOXKET ObITb
06HapyeHo.

7. TMoBTOopuTe BbllEYyKa3aHHbIe LWarn anas HaCTPOMKN Apyrux pernoHos. MoxeT
6bITb HACTPOEHO A0 4 pervMoHoB. Bbl MoXKeTe Ha)KaTb KHOMKY O4ncTuTb ANA
yOaneHua permoHos.

8. HaxmuTte KHonKy PacnucaHue, 4Tobbl peAaKTMPOBaTb PacnmcaHme.

9. PaccrtaBbTe ¢naxKKu, 4Tobbl 3a4aTb AEMCTBMA, aKTUBUPYEMbIe NPU AeTeKUUn
BTOPXKEHMA.

10. Haxkmunte CoXpaHUTb, YTOObI COXPAaHUTb HACTPOMKMK.

10.2.10 KoHdurypauma obHapykeHUa yganeHusa ob6veKTos

Lene:

®yHKUMA 0BHApYXKeHMA yaaneHnsa obbeKkTa 0bHapyKMBaeT 06bEeKTLI, yaaNeHHble U3
npeaBapuTenbHO onpeaeneHHol 06/1acTK, HanpuMMep, 3KCMOHaTbl Ha BbICTABKeE,
onpeaenéHHas nocnenoBaTeNlbHOCTb AEWCTBUIM MOXKET ObiTb NpeanpuHATa npwu
cpabaTblBaHUM CUTHANM3ALUN.

Wazu:

1. BoliaMTe B OKHO HACTPOMKM OOHapPY)KEHWA OCTaB/IEHHbIX NpPeaMeToB:
«Hactpoiikn > Mo cobbiTnio > Smart cobbiTna > O6HapyKeHue yaaneHus
06BbEKTOBY.
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CeTteBble BnageoKamepbl. PyKoBoACTBO NO/b30BaTeNA.

HACOAEG doum ) Baisdeams pacnuciim  NOTOLCRAIN

BeMoM 1 -
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PucyHok 10-25 O6Hapy:keHue yaaneHna o6beKkToB

MocTaBbTe ranoyky BKJ, ana BrkatoueHMA QyHKLUMN.

Bbibepute PervoH 13 BbinagatoLLero CNncka Ana HaCTPOMKM.

Haxkmute HacTpoiKa 30Hbl U HaxkmuTe KHonKy Co3gaHue 30HbI A5 Hadana
pUCOBaHUA 30HbI.

HaxkmuTe Ha BMAEO B peasibHOM BpeMeHM, YTOObl YKa3aTb YeTbipe BepLUMHbI
061aCcTM AETEKTUPOBAHUA, M LUENKHUTE MPABOM KHOMKOM MbIWK, 4TOObI
3aBepLUTb pUcoBaHme.

YcTaHOBUTE BPEMEHHOM MNOPOr W YyBCTBUTENbHOCTb OOHapy)KeHuAa anA
aBTomaTmyeckoro obHapykeHua baraxa.

Nopor: Anana3oH [5-20c], nopor BpemeHu A/1A OOBEKTOB, OCTaBLUMXCA B
pervoHe. Ecaun Bbl ycTaHOBUTE 3HaYyeHMe Kak 10, curHanusauma cpabatbiBaeTt
nocne Toro, Kak 06beKT ocTaeTcA U NpebbiBaeT B pernoHe B TevyeHne 10 cekyHA.
YyBcTBUTENbHOCTL: HacTpoiTe 4yBCTBUTENbHOCTL B AnanasoHe ot 1 ao 100.
Yem Bbllwe 3HauyeHWe, Tem Honee nerko nepecevyeHuve NMHUU MOXKET ObITb
obHapyxeHo.

MoBTOpUTE BbllEYyKa3aHHbIE Warn gaa HAacTPOMKKU Apyrux pernoHos. MoxkeT
6bITb HAaCTPOEHO A0 4 pervMoHoB. Bbl MoXKeTe Ha)KaTb KHOMKY O4ncTUTb ANA
yAaNneHna perMoHos.

HaxmuTte KHonKy PacnucaHue, 4tobbl pefakTMpoBaTb pacnmcaHue.
Pacctasbte ¢narkku, 4Tobbl 334aTb AENCTBUA, AKTUBMPYEMbIE NPU AETEKLMMU
BTOpPXKEHMA.
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CeTeBble BuaAeOKamepbl. PykoBoACTBO NOsib30BaTens.

10. Haxkmute CoxpaHUTb, YTOObI COXPaHUTb HACTPOMKM.

10.3 VCA KoHdwurypauma

10.3.1 Nopacuer

cDyHKLI,Mﬂ noacyeTa NO3BOSIAET BbIYNCIUTL YUCNO mo,a,eﬁ, powegunx nan ebileawnx

n3 onpe,cl,eneHHoﬁ o6nacm, 3Ta TEXHO/IOMMA WMNPOKO NpUmMmeHAaeTca anAa sxogos nau
BbIXO40B.

lMpumeuaHue: PeKOMeHAyeTCﬂ YCTaHOBUTb KamMmepy NpAMO Haz BXO40M / BbIXOA40M.
AnAa nosbiWeHMA TOYHOCTU MOACYET], y6e,£||MTer, YTO Kamepa YCTaHOB/N1EHA B
FTOPU3OHTA/IbHOM MOJIOKEHUMN.

Waeu:

1. BolauTe B OKHO HacTpoliku noacyeta: Hactpoiku > Moacuer.

| B
| By OSD Oospnest

Pakm ) Bemaum pacruiasin NOTOO CR3an

Camera 01

PucyHok 10-34 HacTpoiKa noacyeta

2. [MocTaBbTe rasioyKky HanpoTuB BKA., YTO6bI BKAOUYUTL 3Ty GYHKUMIO.
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CeTeBble BuaAeOKamepbl. PykoBoACTBO NOsib30BaTens.

MocTaBbTe ranoyky Brkawuutb OSD oBepneii, 1 Ha BMAEO B peanbHOM
BpeMeHM 0To6pasnTca GaKTUYECKOe YMCI0 BOLeA WX/ BbllLeAWwnX N0LeN.

Hapucyite nmHnio o6HapyKeHUA, 06beKT NPOXoAALLNIA Yepe3 AnHUIo byaeT
obOHapyXeH 1 NoacymnTaH.

(1) HaskmuTe KHOMKY < CleBa OT OKHA NPOCMOTPA B PEANIbHOM BPEMEHM.

OpaHxeBad IMHMA NOABUTCA Ha U30bparkeHuu.
lpumeyaHue:

e JIMHNIO OBGHapyKeHUsa cneayeT HapUCcoBaTb B MOIOKEHUU MPAMO
nof, KaMepoW, 1 OHa [0/13KHa 0XBaTbIBaTb BECb BXOZ, / BbIXOA.

e He pucyiTe AMHUIO B TOM MECTe, rae NHAu MOryT 3aepXunBaTbCca.

(2) Nepetawmte AUHUIO OOHApYyKeHWUs, 4YTOObl CKOPPEKTMPOBATb ee
nosnumio.

(3) NepeTawmTe KenTble KOHLbI IMHUM OBHAPYKEHUA ANA PErYIMPOBKM ee
ANHDI.

x

(4) Bbl MOKeTe HaXKaTb ONA yAANEHNA INHAN.

P
(5) Bbl MOKeTe HaxkaTb ~ ANs U3MEHeHUA HanpaBaeHus. enTtana cTpenka

obo3Havaer HanpasaeHWe BXxoaa.

0

HaxMuTe KHOMKy , N KO/IMYeCTBO BolLeAlwmnX/BblleAWwnx nogen byaer

0bHyneHo.

Haxkmute BKAOUYUTL pacnucaHue 18 Bxoda B MEHIO HaCTPOUKM
pacnucaHuaA. Ha)kKmnte Ha BpeMeHHYIo LWKay, 3a4anTe Bpems 3anucu u
HaxXmuTte COXpaHUTb.
MepeiianTe Ha BKNaaKy MeToa cBA3M U paccTasbTe GnarkKM, YTobbl 3a4aTb
CBA3aHHbIE AENCTBUA.

HaxkmunTte CoxpaHuTb, 4TOObI COXPAHUTb HACTPOMKM

10.3.5 TennoBas Kapta

TennoBas KapTa- rpaduyeckoe npeactaBieHme gaHHbIX C MOMOLLbIO UBeTa. PyHKumA
TENN0BOW KapTbl KAMePbl 06bIYHO MCNOb3YETCA ANA aHaNN3a KONIMYECTBA NOCELLEHU
notpebuTtenen 3a onpeaeneHHoe Bpemsa B HAaCTPOEHHYO 061acTb.

1. BorauTe B OKHO HAaCTPOWMKM Tena0BoOM KapTbl: HacTpoiikn > KoHgurypauusa

Tennosusopa.
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CeTeBble BuaAeOKamepbl. PykoBoACTBO NOsib30BaTens.
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PucyHok10-35 Hactpoitka TennoBon KapTbl

2. [locTaBbTe ranoyky B BKAOUUTb TENNOBU3OP 415 BKAOYEHUA GYHKLNN.

3. Haxkmute Ha KHOMKy Co3gaHue 30Hbl A1 HAaCTPOMKM 061acTu, B KOTOPOM
NAaHUpyeTcs noacyer nocetuteneit. Hapucyiite obnactb, CTaBA KOHeYHble
TOYKM NEBON KHOMKOM MbILIM, HA*KMWUTE MPaBOA KHOMKU MbILIK, YTOObI
33aKOHYMUTb pucoBaHne obnactu. Bol moxeTe HapucoBaTtb Ao 8 obiacTen.
lMpumeyaHue:

Bbl MokeTe BblbpaTh BbibpaTb Bce AnsA Bblbopa B KayecTse 06/1acTv BCO
cueHy. Haxkmute OumncTKa, 4Tobbl YAaNNTb HApMCOBaHHY 061acTb.

4. HacTtpoiTte napameTpbl gaa obnactu.
YyscTBUTENbHOCTb 06Hapy:keHua [0~100]: oTBeyaeT 33 YyBCTBUTENLHOCTb
06HapyKeHUA Lenn Kamepon. BbiCOKoe 3HayeHne MOXKeT cTaTb NPUYMHOM
AesnHbopmaumn. No ymonyaHuio pekomeHayet 3HadeHue 50.
Yactota o6HoBAeHUA PpoHa [0~100]: OTHOCKTCA K CKOPOCTU CMEHbI CLEHbI. TO
€CTb, €C/IN KaMepa YCTaHOB/NEHA Mepes, KabMHeToM, TO NtoaAn B KabuHeTe
O6yayT AOBaXKAbl COCYMUTAHbl M eCcan npeameTbl byayT nepemelLeHbl U3
KabuHeTa, TO KabuHeT byaeT cumTaTbCA 33 HOBYK cueHy. Mo ymonyaHuio
pekomeHayeTcAa 3HayeHue 50.
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CeTeBble BuaAeOKamepbl. PykoBoACTBO NOsib30BaTens.

YpoBeHb M3MeHeHMuA cueHbl [0~100]: oTBeyaeT 3a ypOBEHb AWNHAMMKM
OKpYy)KatoLen cpeabl (Hanpumep, NokauynBaHWe 3aHaBeCOK). Kamepa moxeT
BOCMPMHATL MNOKayMBaHWe 3aHABECOK 3a LuUenb. KoppekTHaAa ycTaHOBKa
YPOBHA N03BOAUT M3b6exaTb Ae3nHbopmaumu. Mo ymonyaHue 3HavyeHue
yposHsa — 50.
MuHUManbHbIM pasmep uenm [0~100]: oTBeyaeT 3a pasmep LEeAU, KOTOPYH
CMOXKeT O0OHapyXUTb Kamepa. Bbl moXeTe HAcTpoOUTb pasmep UenuM B
33aBMCMMOCTM OT OKpYrKatoLLer cpeapbl. 3HaYeHne No ymonyaHuio-50.
ConposoxaeHue uenu: Bol moxkeTe yctaHoBUTbL napameTtp B8 ON uan OFF,
4TOObI BK/IKOUUTD UK BBIKNHOUNTD PYHKLMIO CIEXKEHUA 33 LLENbIO.

5. Mepenante Ha BKNaAKy BKAOUMTL pacnucaHme AnA HACTPOMKM PacnMCaHUA.

6. BblibepuTte meTog, cBA3M, NOCTaBUB GNAXKOK B HYKHOM MyHKTE.

7. Haxmute CoXpaHUTb 1A COXPAHEHMA HACTPOEK.
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CeTeBble BMAeOKamepbl. PyKOBOACTBO No/b30BaTe .

fnaea 11 NMNapameTpbl XpaHeHUA

Meped Havyanom:
YT106bI HACTPOUTL MapameTpbl 3anucu, ybeamuTech, YTO B CETU NPUCYTCTBYET CETEBOW
[AVCKOBbIN HakonuTenb uan SD KapTa BCTaB/ieHa B BUAEOKaMepy.

11.1 KoHdurypauma pacnmucaHua 3anmucum

Lenes:

CywecTtByeT ABa BMAA 3anNUCK A5 BUAEOKAaMepP: 3anMcb BPYUYHYO U MO pPacnucaHuio.

B gaHHOM pa3sgene AaHbl MHCTPYKLMW MO HACTPOMKe 3anmcu no pacnucaHuto. Mo

YMOANYaHUIO 3anmcaHHble daknbl coxpaHatoTca Ha SD KapTe (ecnm nogaeprkuaetcs)

NN Ha CETEBOM AMCKe.

Waau:

1. BorauTe B UHTEpdEIC HaCTPOMKM pacnmncaHma 3anncu: «HacTtpoiku > XpaHeHue >
MapameTpbl pacnucaHma > PacnucaHue 3anucu».
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PucyHok 11-1 NHTepdeiic pacnucaHma 3anucu

2. YctaHoBuTe rano4ky BK/, yTob6bl paspellmTb 3anmncb No pacnuncaHuio.
3. HaxmuTe [lononHUTeNbHble YCTaHOBKMU, YTOObI 334aTb NapameTpbl 3anMcu Ans
Kamepbl.
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CeTeBble BuaAeOKamepbl. PykoBoACTBO NOsib30BaTens.

ToEINHHTANBHRG YETARNENH
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PucyHok 11-2 NMapameTpbl 3anmcu

e [lpeasanucb: Bpemsa, KoTopoe Bbl BbiCTaBAAeTe AnA Toro, 4Ttobbl 3anucb
HauMHANacb [0 BPEMEeHM B PACMUCAHUU UAM BO3HMKHOBEHUA COObLITUA.
Hanpumep, ecam TpeBora aktmsupyeT 3anmcb B 10:00, n Bpema npegsanucu
YCTAaHOB/NIEHO Ha 5 cekyHa, Kamepa HauyHeT 3anucb B 9:59:55.3HaueHua: Het
npeasanucu, 5¢, 10 ¢, 15 ¢, 20 ¢, 25 ¢, 30 ¢ MM He orpaHUYEHHO.

e T[locnesanucb: Bpems, KOTopoe Bbl BbiCTaBnseTe Aas TOro, 4tobbl 3anucb
OCTaHaBAMBaNACb NOC/e BPEMEHU B PaCNMCaHUM NN BOSHUKHOBEHMA CObbITUA.
Hanpumep, ecnuv 3anuncb, akTUBMPOBaHHAA TPEBOroM, 3akaHumBaeTca 8 11:00, u
Bpems nocsie3anmncu yCTaHOBAEHO Ha 5 CeKkyHA, Kamepa byaeT 3anucbiBaTb 40
11:00:05.3HaueHunn: 5¢,10c, 30 ¢, 1 muH, 2 MUH, 5 MUH nan 10 muH.

e Tun notoKa: Bbibepute TMN NOTOKa.
MpumeyaHue: T[MapameTpbl 3aNUCU  Pa3IMYHbI  AAA  PasHbIX  MoAenem
BUAEOKamep.
4. Bbibepute TMN 3anucu: HopmanbHbi, [eTeKktop AaBuxKeHus, Tpesora,
OBukeHue | TpeBora, AsukeHne &tpesora, CobbiTHe.
e HopmanbHbiii
Echm  Bbl  BblOMpaeTe HopmanbHbiM, Buaeo OyaeT  3anucbiBaTbCs
ABTOMATMYECKU B COOTBETCTBUM C pacnmMcaHMem 3anmcu.
e [leTeKTOp ABUXKEHUA
Ecnn Bbl BbibupaeTe [leTeKTOp ABWMKEHUA, BUAEO OyaeT 3anmcbiBaTbCA Npwu
OeTeKunn aBUXKeHnA.
Kpome KoHdurypaumm pacnucaHua 3anuvcu, Bam HeobxoguMmo 3aaaTb 30Hbl
OeTeKUMN [ABMXKEHUA W YCTaHOBUTb (NaKoK AKTUMBMPYyembld KaHan B
HaCTPOMKax meToda CBA3WN MHTepdenca HACTPOoeK AeTeKunn asukeHua. Cm.
3adaya 1 YemaHoeKa 30HbI demeKyuu 0suxceHus 6 pa3dene 10.1.1.

e TpeBora
Echn Bbl BblbupaeTe TpeBora, Buaeo 6yaeT 3anucbiBaTbCA NPU aKTUBaLMU
TPEeBOrn ¢ UCMOAb30BaHNEM TPEBOXKHbIX BXOAO0B.
Kpome KoHdUrypaumm pacnucaHma 3anucu, Bam Heobxoaumo 3agatb Tun
TPEBOTM N YCTaHOBUTb GNAXKOK AKTMBMPYEMbIA KaHAA B HaCTPOMKAxX MeToga
CBA3M MHTepdeENCca HacTPoeK TPEBOXKHbIX BxogoB. Cm. pasgen 10.1.3.
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CeTeBble BuaAeOKamepbl. PykoBoACTBO NOsib30BaTens.

o [1BuKeHune&TpeBora
Ecnu Bbl BbIbUpaeTe [ABurkeHne & TpeBora, BUAeO byaeT 3anmcbiBaTbCsA, KOr4a
TpeBora AeTEKUUN ABUKEHUA U TPEBOra CpaboTaloT 0 4HOBPEMEHHO.
Kpome KoHdUrypaumm pacnucaHua 3anucu, Bam HeobxoamMmo 3a4aTb
napameTpbl B MHTepdencax [eTeKkunm ABUNKEHMA U HaCTPOUTb TPEBOMKHbIN
Bxoa. Cm. pasaen 10.1.1v pasgen 10.1.3.

e [iBuKeHue|Tpesora
Ecnv Bbl BbibMpaeTe [JBuxkeHMe | TpeBora, To BUAEO byAeT 3anuncbiBaTbCa, Koraa
cpaboTaeT TpeBora AeTEKUUN ABUKEHUSA NN TPEBOTA.
Kpome KoHdUrypaumm pacnucaHua 3anucu, Bam HeobxoguMmo 3aaaTb
napameTpbl B MHTepdencax AeTeKTopa ABMKEHUA U HACTPOUTb TPEBOKHbIN
Bxoa. Cm. paspen 10.1.1 v pasgen 10.1.3.

e CobbiTne
Echn Bbl Bblbupaete CobbiTMe, TO BMAEO OyAeT 3anucbiBaTbCA, Koraa
npoucxoauT toboe cobbiTne. Kpome KoHbUrypaummn pacnmcaHusa 3anucu, Bam
HeobxoAMMOo 3a4aTb NapamMeTpbl COObITUIA.

5. Bbl6epMTe TUN 3anucu. Haxkmurte n NoTAHUTE BpeMEeHHYIO NoN0CYy ANA YCTaHOBKU
pacnncaHmA 3anuncu.

6. Haxmute COXpaHUTb, YTOObI COXPaHUTb HAaCTPOMKN.

11.2

Uenes:

KoHdurypauma pacnucaHua 3axsara

Bbl MoOXeTe HacTpoOUTb CHMMOK MO PACMMCaHMIO M CHUMOK Mo Tpesore. CHAToe
n306paxkeHne MOXKeT XpaHUTbcA Ha SD KapTe (ecan noapeprKMBaeTcs) UKW Ha
CEeTeBOM AMCKe.

Wazu:

1. BoiauTe B OKHO HAaCTPOMKM 3axBaTa M3obpakeHus: «HacTpokmn > XpaHeHue >
MapameTtpbl pacnucaHua > CoxpaHeHue».
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CeTeBble BMAeOKamepbl. PyKOBOACTBO No/b30BaTe .

Pacn Janmad COSPBHEH RS

=
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B oo aHnTe

PucyHok 11-3 HacTpoiika 3axBaTa
2. MepenanTte Ha BKAaaky CoxpaHeHue ANA HACTPOMKM pacnmcaHua 3axsaTa. C
MOMOLLbIO MbIWM HA*XMUTE M MNepeTaliuTe BPEMEHHYH LWKany. Bbl moxeTe
CKOMMPOBATb pacnmucaHuMe 3anucyu Ha Apyrve AHW, HaXKaB Ha 3e/1eHbl 3HAaYOK
KOMMPOBaHUSA, CpaBa OT KaxkA0M BPEMEHHOM LKaNbl.
3. HaxmuTe [lononHUTeNbHble YCTAHOBKM, YTOObI BbIOpaTb TN NOTOKA.

[onoNHATENLHbIE YCTAHOBKKA

TWN NOTOKA DCHOBHOW NOTOK |E|

oK OTmexa

PucyHok 11-4 lononHUTENbHbIE HACTPOMKM PacnmMcaHMA 3aXBaTa.
4. Haxkmute OK gna coxpaHeHMAa HacTpoek.
5. MepeiauTe Ha BKNaaKy MapameTpbl 3axBaTa 414 HACTPOMKN NapamMeTpPOB 3axBaTa.

(1) NocTaBbTe ranoyky AKTUBaAUUA 3axBaTa U306paXKeHUA No BpemMeHu A/1A
BK/IIOYEHMA 3aXBaTa MO BPEMEHM.

(2) BbibepuTte dopmaT n30bparkeHusn, paspeLleHne, KayecTBO M MHTepBan
3axBarta.

(3) NocTaBbTe ranoyky AKTMBALUA 3axBaTa M306parkeHMA No cobbiTnio anA
BK/IOYEHMA 3axBaTa MO COObITUIO.

(4) Bbibepute ¢dopmat M300parkeHMa, paspelleHue, KayecTBO, WHTepBan
3axBaTa, M YUCNO0 CHUMKOB.
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CeTeBble BuaAeOKamepbl. PykoBoACTBO NOsib30BaTens.

Fars Iamscd  COKDMIaHHE
Py g rEs .- EET ) LR ot E g T
FTERT

T BNTARRER FRNRETA CANTES PG HHA N0 ERAHAYA

Fapuar JPEG "

MEapeis-es 15201 050 |

Kakacma JmlZOK =

Knrepaan LRI KHIUTAZSH, |=
Mo cobumin

BV SR TR EHHA 0 e

HIpMAT IPEG -

Fomprustpa 12301050 -

KAvaCTRD B ;

Iurepaan (LHHI} KHANHZZH TI
Humep 3usar: 4

PucyHok 11-5 YcTaHOBKa napameTpoB 3axBaTa
6. YcTaHOBUTE MHTEpPBAN BPEMEHU MeXay OBYMA CHUMKaMMU.

7. Haxmute CoXxpaHMUTb, 01A COXPAHEHMA HAaCTPOeK.

11.3 KoHdurypauua napamertpos Net HDD

Meped Hayanom:
CeTeBOM AUCK A0MKeEH ObITb AOCTYNEH B CETU U KOPPEKTHO HACTPOEH ANA XPaHEHUA
3anucen, XypHasia cobbiTuii 1 T.1.
Waau:
1. JobaBneHue ceTeBOro AMCKa
(1) Bonaute B MHTepdeic napametrpos NetHDD: «Hactpoiiku > XpaHeHue >
YnpasneHue xpaHeHuem > CeteBoit HDD».
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CeTeBble BuaAeOKamepbl. PykoBoACTBO NOsib30BaTens.

Crveana HOD
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PucyHok 11-6 lobaBneHne ceTeBoro AnCKa
(2) BeeauTe IP-agpec ceTeBOro ANCKa M NyTb COXpaHeHua danna.
(3) BbibepuTe TMN ycTaHoBKM NFS namn SMB/CIFS. Mpu Bbibope SMB/CIFS Bbl
MOXKEeTe HaCTPOUTb MMA NOAb30BATENN U NAPOb ASIA FAPaHTUM
6e3onacHoOCTW.

lMpumeyaHue:

Moxanyhcra, obpatuTech K pykoBoacTsy nosb3osatens NAS ana cosganua
nyTu ¢anna.

A

e B uyenax obecneueHua KoHpuleHYyuUasabHocmu, U 4mobbl ay4we
gwumumes 8awy cucmemy om y2po3 be3onacHocmu,  Mel
HacMoamesnbHO peKoMeHOyeMm UCroMb308amb Hadexi Hble naponu 07
scex @yHKyul u cemesbix ycmpolicms. [laponb OonxeH 6bimeb
npudymaH eamu (He MeHee 8 CUMBOs08, 8KAYAA OYKe8bl 8epXHe20
peaucmpa, byKebl HUXCHe20 peaucmpa, Yugpsl U CreyuanbHele CUM8Osbl)
014 moz2o, Ymobsi nogsicume 6e30rnacHoCcCmMb 8awez20 nNPoOOyKmMa.

e [IpasunbHaA Hacmpolika ecex naposeli u Opyaux napamempos
6eszonacHocmu AsnAemcA 00A3GHHOCMbLIO YCMAHOBWUKA U  UAu
KOHe4YHOo20 rosn6308amens

(4) Haxkmunte COXpaHUTb 15 COXpPaHEHMA HAaCTPOEK.
2. WHuumanmsaums nobaBneHHOro CeTeBoro AnCKa.
(1) Bonpgute B MHTEepdeic napameTtpos HDD: «HacTpoiiku > XpaHeHue >

YnpaBneHue xpaHeHuem > YnpaBieHUe }KeCTKMMU AUCKaMU», B KOTOPOM

Bbl MoXKeTe NpoCMOTpPeTb EMKOCTb, CBOBOAHOE MEeCTO, CTaTyC, TUN U

CBOWCTBA AMCKOB.
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CeTeBble BuaAeOKamepbl. PykoBoACTBO NOsib30BaTens.
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PucyHok 11-7 UHnumanusauma gucka

(2) Ecnwm cTtatyc gucka He MHMLMANU3NPOBaAH, YCTAHOBUTE COOTBETCTBYHOLMNIA
dnaxoK, 4yTobbl BbIbPATb AMCK N HaxkmnTe Popmart, 4Tobbl HayaTb
MHULManm3aumio. Mocne 3aBeplIeHNA MHULUMANM3ALNK, CTATYC AUCKA
N3MeHUTCA Ha HopmanbHbIiA.

YIpdH R HIE RECTEHNH...
i (Ll ] Ewmint: Cacfing-oe k.. ZranT THn EBTHCTED Mpoyecc
o a ngLcg Q.00EE Farmal FiAz R

ol B

PucyHok 11-8 lNMpocmoTp cTaTyca AUCKA
3. YcTaHOBKa KBOTbI A/11 KAPTUHOK U 3anuncen.
(1) BBeguTe 3HauYeHMe KBOTbI A1A KaPTUHOK M 3anucen.

(2) Haxkmute CoxpaHuUTb M nepesarpysute cTpaHuuy 6paysepa Ana aKTUBALUM
HacTpoeK.
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CeTeBble BMAeOKamepbl. PyKOBOACTBO No/b30BaTe .

EROTA

Makcas ENHoE 9omid, K,
Croofioopiun pasden ana.  100ES
Makmsdanskad spsecte. IGEH
Ceabofmun passde ang. ., OGS

MpoyenT Horn 25 &

T BLEHT BANIEN i .

Ef Coxparsing

PucyHoK 11-9 HacTpoiKka KBOTbI

lpumeyaHue:
e K Kamepe moeT bbITb NnoakntodeHo 4o 8 NAS AnUCKOB.
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CeTeBble BuaAeOKamepbl. PykoBoACTBO NOsib30BaTens.

fhasa 12 BocnpousBepeHue

Ueneo:
B aTOM pasgene 06bACHAETCA, KaK NPOCMOTPETb YAaIEHHO 3anMcaHHble BUAeodanbl,

COXpaHeHHble Ha ceTeBble ANCKU NN SD KapTbl.

Ulaau:
1. Ha)kmute ApXMB B CTPOKE MEHI0, YTOObI BOMTU B MHTEpdEIC BOCMPON3BEAEHUA.

e
44 I a0 FE
Oz T [ oM e " OF
1 - E 4 i L
I N T I LA E I 1
VR 1 B 1 o I | T4
Fil S -
¥ wd A

Wean i @ik gy .53 0" u1 0 Frma

PucyHok 12-1 UHTepdelic BocnponsseaeHua

2. BblbepuTe gaty n Haxkmute Mouck.

A ABr 2ME L

By Mow Bro Cpa Yer Mar Gy

1 2 3 4 4 &

r 8 B 0 M1 12 13

14 15 15 17 138 18 Za

21 22 23 M F 28 2T
28 20 a0 |3

PucyHok 12-2 Mouck snaeo

3. Haxmute ’, 4yTO6bI BOCNPOM3BECTU 3aNUCH, HaWAEHHble 3a BblI6paHHbIN AeHb.
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CeTeBble BuaAeOKamepbl. PykoBoACTBO NOsib30BaTens.

MaHenb WHCTPYMEHTOB BHM3Yy UMHTepdelica BOCNPOM3BEAEHUA  MOXKET
MCNONb30BaTLCA 1A YPABAEHUA NPOLECCOM BOCMPOU3BEAEHMA.

E « 11 » b B % @ o« - ¥

PucyHok 12-3 NaHenb MHCTPYMEHTOB BOCNpOU3BeaeHNA
Tabnuua 12-1 OnucaHue KHOMOK

KHonka OnucaHue KHonkKa OnucaHue
3 BocnpousseneHune = 3axBaT M30b6parkeHuns
Hayano / okoH4aHue
1] Maysa S obpeskn Buageodaiina

BKntoyeHue un

- Cron ) / perynnpoBKa 3ByKa /
o, OTK/Il0YEHMe 3BYKA
« YmeHblueHue 3+ 3arpyska
CKopoCTH =
BkntoueHue /
YBennyeHue Otrntoserme
Y9 cKopOCTH El/ & undposoro
yBenmyeHun
NMokagposoe
> BocnpoussegeHue

MpumeyaHue: Bbl MmoXeTe BblbMPaATb MNYTU COXPAHEHUA ANA  3arPYKEHHbIX
BnaeodainnioB n n30bparkeHn B UHTepdeince NoKaAbHON KOHPUTYpaLUK.

Bbl TaK e MoOxeTe BBeCTU BpemAa W HaXaTb AnAa YyCTaHOBKU TOYKM

BocnpousseageHnAa B none YcTaHOBKa BpemeHun BocnpousseaeHusa. Bbl moxeTte

HaXaTb AanAa yBeJ'IM‘-IeHMFl/YMeHbLIJeHMH MHTEpPBana BOCnponsseaeHnA.

YCTAHOB EpEMA BEOCTIPON3E

0o (00| : 00 +«l

PucyHok 12-4 YcTaHOBKa BpemeHU BOCpoun3BeaeHunA

20TR-U0-20 nR:ng:ug

B Eumasgy B Hepepuriun B peeus 0 SpsaHps

PucyHok 12-5 NaHenb BocnpounsBeaeHma
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CeTeBble BuaAeOKamepbl. PykoBoACTBO NOsib30BaTens.

PasnunyHble ugeTa MHOWKATOPOB o603HayvatoT pas3snyHblE TUNbI BUOEO.

M Komanga M Henpepeiedsid B Tpeeora BpyuHyi

PucyHok 12-6 Bugeo tunbl
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CeTeBble BuaAeOKamepbl. PykoBoACTBO NOsib30BaTens.

lnaBa 13 U3o6pakeHune

Haxkmute Vl3o6pa)KeHMe AnAa BXxo4a B MEHK NOWUCKa M306pa)'KeHMl\/i. Bbl moxkeTe
MCKaTb, MPOCMATPUBATb U 3arpyxatb M306pa)KeHMﬂ, XpaHAWnMeca Ha JIOKa/IibHOM
ANCKE NN B CETEBOM XPaHUIULLE.

lpumeyaHue:

e VYb6eputecb, yuto HDD, NAS namn KapTa NnamsaTU HaCTpOeHa A0KHbIM 0bpasom
nepeg, NoMCKOM N306parKeHUM.

e YbeauTtecb, YTO HACTPOEHO pacnMcaHue 3axsaTa. MNepengute «HacTpoiku >
XpaHeHue > [lapameTpbl pacnucaHua > CoxpaHeHue» ANA YCTaHOBKM
pacnuncaHuA 3axBaTa.

| TSR] L oanii ¥ Rum, B olamamais

B ERELE P L ERE LT T L = vaner] A

S Frurilans Pumera TRLE

T ufig
Horpae w1 -

Im iy

HAh 4 e

WS £33 57 68 X -

Dcwre £ 2 e i

PucyHok 13-1 UHTepdeiic noncka nsobparkeHui
Waeau:

1. BbibepuTe TMN daina M3 BbiNagaroWero cnucka: HenpepblBHbIN, OBUXKEHME,
Tpesora, NepeceyeHne nnHUK, O6HapyKeHMe BTOPXKEHNA N [leTeKUNA CMeHbI
CLUEHbI.

BbibepuTe Bpemsa Hayana U BpemMsa OKOHYaHUA.
HaxmunTe MOoUCK oA NOMCKa NOAXOAALLMX U306parKeHWA.

4. TlocTaBbTe rafoyky y nsobpaxeHua n 3atem HaxkmuTte CKayatb 4N1A 3arpysku
BblOpaHHbIX N306paXKeHUN.

lMpumeuaHue:
o 4000 nsobpaxeHnin MoxKeT bbITb 0TOOparKeEHO OAHOBPEMEHHO.
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CeTeBble BuaeoKamepbl. PyKoBOACTBO Nosib3oBaTens.

naBsa 14 lNpunoXxeHue

Haxmute anII'IO)KeHVIe AnAa Bxoda B MHTepd)ef/ic noacyeTa CTaTUCTUKWU. Bbl moXKeTe UCKaTb,
NPOCMaTpunBaTb U 3arpyxatb AaHHblIE NOACHETA, COXPAHEHHbIE B /IOKA/IbHOM 3aNOMUHAOLWLEM
yCTpOﬁCTBe NN CETEBOM XpaHUANLLE.

lMpumeyaHue: cDyHKLI,MFi ﬂpunomel-me MOXET OT/INYATLCA B PA3/IMYHbIX MOAENAX KaMeEP.

14.1 CtraTnctrnka 3axsarta aumy,

MNocne BKAOYEHUA (I)yHI-(LI,MM 3axBaTa JiMUa, Bbl MOXKeTe NPOoCMaTPMBATb WU 3arpyxKatb
3aXBa4Ye€HHblE AaHHbIE /MUA Ha BKAaAKE MPUNOKEHUNA. YT1006bI nony4nTb 6onee NOHATHblE
MHTYUTUBHO pe3yabTaTbl, Bbl MOXeETE OTO6pa3MTb AadHHbIE B Pa3/INYHbIX ANarpammax.

— (S —— [— . |

PucyHok 14-1 NHTepodeiic MpunoxkeHune
Waau:

1. Bblbepute TN otyeTa: OT4yeT 3a AeHb, OTyeT 3a Hegento, OTYeT 3a mecaL, fog0BON OTYeT.
BbibepuTe TMN CTAaTUCTUKM.
3. BbibepuTe Bpema Hadana u HaxxkmuTte Mopgcuer.
Pe3ynbtaT nogcyeta oTobpaKaeTcs B CTaTUCTUYECKOM obnactn pesynbtatoB. HaxmuTe
Tabnuua, JinunetHaa guarpamma nnu JinHeiiHol rpaduK ans otobparkeHus pesynbraTa.
MpumeyaHue: Ecnn cnUCOK pe3ynbTaToB MnoacyeTa BbiBeAeH B BMAe Tabauubl, Bbl MOXKeTe
MMMNOPTUPOBATb AaHHbIe B excel dpann.

14.2 CtaTUCTMKa noAacyeTa nroaeun

Mocne BKAYeHUs YHKUMKM MoAcveTa /HOAEN, Bbl MOMKETE NpoCcMaTpuBaTb W 3arpyKaTb
noAcyeTbl Ha BKNaAKe NpunoxKeHns. Ytobbl nonyumtb 60s1e€ MHTYUTUBHO NOHATHbIE Pe3ynbTaThl,
Bbl MOXeTe 0TObpPasnTb AaHHbIE B Pa3fINYHbIX AMarpammax.

Waau:

1. BbibepuTe TMN oTyeTa: OTYeT 3a AeHb, OTyeT 3a Hegento, OT4eT 3a mecsAl, [o0BOI OTHeT.

MpumeyaHue: OTYET 33 AeHb BbIYMCAAET AaHHble O AaTte, BbibpaHHOW Bamu; OTyeT 3a Hedento
PaccUMTbIBAETCA B TEYEHME HeAeNn, K KOTOPOK BbibpaHHasa Bamu AaTa npuHaanexut; OTyerT 3a
MecCsiL, PacCYMTbIBAETCA B TEYEHME MecALa, K KOTOPOMY BbibpaHHasA Bamu AaTa NPUHAANENKMUT,;
f040BOM OTYET PACCYMTLIBAETCSA 3a rOA, K KOTOPOMY Bbl6paHHaA BaMu AaTa NPUHALNEKNT.

2. BblbepuTe TMN CTaTUCTMKK: Boweawwne/Bbiweawmne nogu.

3. BbibepuTe Bpema Hayana u HaxkmuTte Mopgcuer.
Pe3ynbTaT noacyeTa oTobparkaeTca B CTAaTUCTMYECKOM obnactu pesynbtatoB. Haxmute
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CeTeBble BuaeoKamepbl. PyKoBOACTBO Nosib3oBaTens.

Tabauua nnun Mcrorpamma wnv JiuHeliHaa guarpamma A4 otobparkeHus.

MpumeyaHue: Ecnn CNMCOK pe3ynbTaToB NoAcYeTa BbiBeAeH B BuAe Tabauubl, Bbl MOXKeTe
MMNOPTUPOBATb AaHHble B excel dpann.

— - e e ra— — [T =_

PucyHok 14-2 MopacyeT nogeh

14.3 CraTuCTUKaA TENI0BOU KapThbl

Mocne BKAOYEHUA QYHKLMKM TENJOBOMN KapPTbl, Bbl MOXKETE MPOCMATPMBATb U 3arpyaTb AaHHbIE
TEN/JIOBOM KapTbl M3 BKNAAAKM NPUNOXKeHUA. YTobbl nonyuyntb 6onee MHTYMTUBHO MOHATHbIE
pe3ynbTaTbl, Bbl MOXKeTe 0TOOPa3nTb AaHHbIE B BUAE PA3/INYHbIX AMArPamM.

Wazau:

1. Bbibepute TN otyeTta: OTyeT 3a AeHb, OTyeT 3a Hegento, OTyeT 3a mecsu, [040BOM OTYeT.

MpumeyaHue: OTYET 33 AEHDb BbIYUCAAET AaHHble O AaTe, BblbpaHHOM Bamu; OTYeT 3a Hegento
PaccYnTbIBAETCA B TEYEHME HELENN, K KOTOPOK BbiOpaHHasA BamMKM AaTa NpUHaanexuTt; OTyeT 3a
MeCAL, PacCYMTbIBAETCA B TeYEHNE MeCcALA, K KOTOPOMY BbIOpaHHAA BaMW AaTa NPUHALNENKUT;
[040BOM OTYET PaCCYMTLIBAETCA 3a ro4, K KOTOpOMY BblbpaHHAA BaMK AaTa NPUHALANEKMUT.

2. BbibepuTte Bpema Havana u HaxxkmuTte Mopgcuer.

3. Bbibepute [pocTpaHCTBEHHbI TennoBuM3op WaAM Tennosu3op NO BpemeHU A/iA
oTObpaKeHUA pesynbTaTos.
Ecnu Bbl BbIGBUpPanv TennoBU3Op N0 BpeMeHMU, TO Bbl MOXKETE HaXKaTb KHOMKY Pe3epBHan

KonuA 15 3KcrnopTa AaHHbIX B excel dainn.
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CeTeBble BuaeoKamepbl. PyKoBOACTBO Nosib3oBaTens.
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PucyHok 14-3 Tennosnsop no BpemeHu
lMpumeuaHue:

PekomeHayeTcA He HacTpamBaTb 0b6bEeKTUB Nocne 3aBepleHnAa yCTaHOBKK, 3TO MOXKET NpuBectu
K HETOYHOCTU AaHHbIX, B HeKOTOpOﬁ creneHn.
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CeTeBble BuaeoKamepbl. PyKoBOACTBO Nosib3oBaTens.

NpunoxkeHna

MpunoxkeHne 1 Onucavmne SADP

® OnucaHne SADP

SADP (Search Active Devices Protocol) - ato nporpammHoe obecnedyeHue, cnocobHoe
aBTOMATUYECKM OCYLLECTBUTb MOWUCK ceTeBOn BuAeokamepbl B ceTn LAN. Monb3oaTtenb
MOMET aKTUBMPOBaTb KaMepy, U3MeHUTb IP-agpec, MacKy noaceTn 1 NOpPT yCTPOMCTBA.

® [MoncKk akTUBHbIX yCTpOﬁCTB B CeTn

X/
L X4

MoOnCK aKTUBHbIX yCTpOVICTB B C€TN aBTOMATU4YECKU

Mocne 3anycka nporpammbl SADP, oHa aBTOMaTMYeCKMN ByaeT NpomnsBoaAUTb KaxKable 15
CeKyHZ, MOWUCK YCTPOMCTB B NOACETH, B KOTOPOM HAaxo4MTCA Ball KomnbioTep. Konnyectso
yCcTponcTB M MHPopmauma o HUX ByaeT oTobpaxkaTbca B MHTepdeice nporpammel, a
MMEHHO: TN YCTPOMNCTBa, IP-agpec, Homep nopTta u T.A4.

PucyHok A.1.1 MoKnCK aKTUBHbIX YCTPOMCTB B CETU

MpumeyaHue: YCTPOUCTBO MOXKET OblTb HalAEHO M OTOOpaKeHO B CAMCKe No uctedeHun 15
CEKYHZA, Noc/e NOAB/JEHUA €€ B CETWU; YCTPOMCTBO OyAeT yAaneHo U3 cnucka yepes 45 cekyHp,
noc/se ero OTKAOYEHUS.

X/
°

MOKUCK YyCTPOICTB BPYUHYIO

Bbl MoXKeTe HaxKaTb ~, yTOb6bl OBHOBWUTL CMMCOK OHNAMH YCTPOMCTB BPYYHYIO.
HangeHHble ycTponcTBa byayT Aob6aBneHbl B CUCOK.

lpumeyaHue: Bbl6epVITe KOJ/IOHKY, a 3aTeM Ha*XMMaMTE Ha KHOMKM nﬂB 3aron10BKax

KOJ1IOHOK, 4yTOObI nponssBect COPTUPOBKY CMUCKA, Bbl MOXeTe HaXaTb , yTObbI

pacwmpuTb Tabauuy yCTPOMCTB M CKPbITb MaHeNb NapameTpoB CETU, UM HaXMuUTe
4yTO6bI 0TO6PA3UTL NAaHENb NAaPaMETPOB CETHU.

® W3meHeHuMe ceTeBbIX napameTtpos

Wazu:

1. BbibepuTe yCTPOMCTBO M3 CMUCKA AN U3MEHeHMA napameTpos. CeTeBble NapameTpbl

ycTponcTea byayT otobpaxeHbl B naHenn ModifyNetworkParameters cnpasa.
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OTpenakTupyimTe M3MeHAeMble CeTeBble MapameTpbl, Takue Kak, IP-agpec n Homep
nopTa.

BBeguTe naposib agMUHUCTpPaTopa B none Password v HaxkmuTte ,
4yTO6bI COXPAHUTb HAaCTPOMKMU.

A\

B uenax obecneyeHus KOHUOeHuuasabHocmMuU, U 4mobbl aAy4Yywe 3auumume eawy
cucmemy om yepo3 6e30nacHocmu, Mbl HOCMOAMEbHO PEKOMEHOYeM UCMoAb3080Mb
HadexcHble Naposau 041 8cex pyHKyuUll u cemesbix ycmpolicms. llapons donxiceH 6bimb
npudymaH eamu (He meHee 8 cumeosos, 8Ka4YaA byKebl sepxHe20 peaucmpa, byKebl
HUMCHe20 peaucmpa, yugpbl U crneyuasabHble cUMB0sbl) 0718 moa2o, Ymobbl noebicums
b6e3onacHocms 8awez2o Npodykma.

MpasunvHas Hacmpolika ecex naposeli u Opyaux napamempos be3onacHocmu 887a5emcs
06530HHOCMbIO YCMAHOBWUKA U U/IU KOHEYHO20 M0/16308aMesiA.

1 iy Moo Parersdars

PucyHok A.1.2 N3meHeHMe NnapameTpoB ceTu
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NMpunoxeHue 2 NepeHanpasneHne NOPTOB

MpumeyaHue: Cneayolime HaCTPOMKM NpeaHasHadyeHbl ans poytepa TP-LINK (TL-R410) n moryt
OT/IMYATLCA OT HACTPOEK ANA APYIUX POYTEpPOB.
Waau:

1. Bbibepute TN coegmnHenuna WAN, coOTBETCTBYIOLUIA poyTepy.

108M
Wireless Router \WAN
Model Mo
TL-WRG41 G / TL-WRE42G
. WAN Connection Type: PPPoE w
c ‘Dynamic IP '
- i Static IP
= L EIEL I T= User Name: PPPoE
802.1X + Dynamic IP
Password: 802 1X + Static IP
BigPond Cable
L2TP

PucyHok A.2.1 Bbibop Tnna coeanHeHns WAN

2. YcTaHOBMTE NapameTpbl poyTepa, Kak NOKa3aHo Ha PUCYHKe HUKe. HacTpoiKku BKaoYatoT IP
afpec U MacKy noaceTu.

108M
Wireless Router LAN

Mode| Mo .
TL-WRE4M G [ TL-WRE42G

MAC Address: 00-14-78-6A-DB-0C
. IP Address: 192 168.10.1
--- Basic Settings —

Subnet Mask: 286 2562660 W

+ LAN

* Save

PucyHok A.2.2 napameTpbl HacTponku LAN

3. Cospalite KOHOUIypaLUIO NOPTOB B HACTPOIKax BUPTyaibHOro cepeepa Mepeaatowero
ycTpoicTea. Mo ymonyaHumio Kamepa mucnosbayeT nopTtbl 80, 8000, 554, 8200.

lpumep:

MopTbl 414 04HON Kyno/sbHON BUAEOKaMepbl HacTpanBatoTca Ha 3HadeHua 80, 8000, 554, 8200,

aeelPagpec 192.168.1.23.
MopTbl ANA ApYyroi KynonbHOM BUAEOKAaMepPbl HacTpamBatoTca Ha 3HadeHumsa 81, 8001, 555, 8201,

alP 192.168.1.24.
AKTMBMpYITE BCE MK ToNbKO TCP NpOTOKONbIl. AKTUBUPYNTE KOHPUIYPALIMIO MOPTOB HaXKaTUEM

KHOMKW Save.
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{08
Wireless Router  Vfjrtual Servers
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PucyHok A.2.3 KoHdurypaumua noptos

MpumeyaHue: MopTbl CETEBOW BUAEOKAMEPDI HE A0/XHbI KOHGANKTOBATL C APYTMMM NOPTaMMU.
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