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k- Cybersecurity Recommendations

Mandatory actions to be taken towards cybersecurity

1. Change Passwords and Use Strong Passwords:

The number one reason systems get “hacked” is due to having weak or default passwords. It is
recommended to change default passwords immediately and choose a strong password whenever
possible. A strong password should be made up of at least 8 characters and a combination of special
characters, numbers, and upper and lower case letters.

2. Update Firmware

As is standard procedure in the tech-industry, we recommend keeping NVR, DVR, and IP camera
firmware up-to-date to ensure the system is current with the latest security patches and fixes.

“Nice to have” recommendations to improve your network security

1. Change Passwords Regularly

Regularly change the credentials to your devices to help ensure that only authorized users are able to
access the system.

2. Change Default HTTP and TCP Ports:

e Change default HTTP and TCP ports for systems. These are the two ports used to communicate and to
view video feeds remotely.

e These ports can be changed to any set of numbers between 1025-65535. Avoiding the default ports
reduces the risk of outsiders being able to guess which ports you are using.

3. Enable HTTPS/SSL:

Set up an SSL Certificate to enable HTTPS. This will encrypt all communication between your devices
and recorder.

4. Enable IP Filter:

Enabling your IP filter will prevent everyone, except those with specified IP addresses, from accessing
the system.

5. Change ONVIF Password:

On older IP Camera firmware, the ONVIF password does not change when you change the system’s
credentials. You will need to either update the camera’s firmware to the latest revision or manually
change the ONVIF password.

6. Forward Only Ports You Need:

e Only forward the HTTP and TCP ports that you need to use. Do not forward a huge range of numbers
to the device. Do not DMZ the device's IP address.

e You do not need to forward any ports for individual cameras if they are all connected to a recorder on
site; just the NVR is needed.

7. Disable Auto-Login on SmartPSS:
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Those using SmartPSS to view their system and on a computer that is used by multiple people should
disable auto-login. This adds a layer of security to prevent users without the appropriate credentials from
accessing the system.

8. Use a Different Username and Password for SmartPSS:

In the event that your social media, bank, email, etc. account is compromised, you would not want
someone collecting those passwords and trying them out on your video surveillance system. Using a
different username and password for your security system will make it more difficult for someone to
guess their way into your system.

9. Limit Features of Guest Accounts:

If your system is set up for multiple users, ensure that each user only has rights to features and functions
they need to use to perform their job.

10. UPnP:

e UPnP will automatically try to forward ports in your router or modem. Normally this would be a good
thing. However, if your system automatically forwards the ports and you leave the credentials defaulted,
you may end up with unwanted visitors.

e |f you manually forwarded the HTTP and TCP ports in your router/modem, this feature should be
turned off regardless. Disabling UPnP is recommended when the function is not used in real applications.
11. SNMP:

Disable SNMP if you are not using it. If you are using SNMP, you should do so only temporarily, for
tracing and testing purposes only.

12. Multicast:

Multicast is used to share video streams between two recorders. Currently there are no known issues
involving Multicast, but if you are not using this feature, deactivation can enhance your network security.
13. Check the Log:

If you suspect that someone has gained unauthorized access to your system, you can check the system
log. The system log will show you which IP addresses were used to login to your system and what was
accessed.

14. Physically Lock Down the Device:

Ideally, you want to prevent any unauthorized physical access to your system. The best way to achieve
this is to install the recorder in a lockbox, locking server rack, or in a room that is behind a lock and key.

15. Connect IP Cameras to the PoE Ports on the Back of an NVR:

Cameras connected to the PoE ports on the back of an NVR are isolated from the outside world and
cannot be accessed directly.

16. Isolate NVR and IP Camera Network

The network your NVR and IP camera resides on should not be the same network as your public
computer network. This will prevent any visitors or unwanted guests from getting access to the same
network the security system needs in order to function properly.

I



k- Table of Contents

1 Features and SPECIfiCAtIONS .........cccivieuiieiiirieiiceeee ettt s e sns 1
To1  OVBIVIBW ..ttt s ettt ettt et et e s et e s senas 1
1.2 FRAIUIES ...ttt ettt b ettt ettt ettt ne e 1
1.3 SPECITICALIONS ...ttt eb s sb ettt bese b e se b s et seseesese e 2

1.3.1  NVRGB000/60B4 SEIIES ......ccoiueueeieimiieieieieieieieteie ettt et see bttt s st seneseesesenas 2
1.3.2 NVRB08B-4K SEIES ...ttt enenenas 3
1.3.3  NVRB08-4KS2 SEIIES ..ottt ettt enenenas 6
1.3.4 NVRBTB-4K SEIES ...ttt ebenas 9
1.3.5  NVRBTB-4KS2 SEIIES ...ttt 11
1.3.6 NVRT724-256 SEIIES .....ooueueeeiiieieieieieieteeet ettt sttt sttt seete e seneseeseanenens 12

2  Front Panel and Rear PAnel..........oo ettt 16

2.1 FrONE PANEL...co ettt 16
2.1.1  NVR6000/ NVR6064/NVR616-4K/NVRE16-4KS2 SEries.....ccooveveeiieiiieriiereeeereeene, 16
2.1.2  NVRB608-4K/NVRBOB-4KS2 SEIIES.....c.ocveviriereiiietiieieieieiisteieteteeesese et ssesns 18
2.1.3  NVRT724-256 SEIES .....oeeuiieeieeieieie ettt ettt ettt se et et seneseeseneenens 21

2.2 REAIPANEI ...ttt enan 23
221 NVRB0O00 SEIES ....ceiuiiieuiieiiieieeie ettt ettt ettt st tese e ee e e seneesesensenens 23
222 NVRB08-4K/NVRBOB-AKS2 SEIIES.....c.ocveviriereiiietiieteieieesieiet ettt ssenns 23
223 NVRBTB-AK SIS ..ottt ettt enene 25
224 NVRBTB-AKS2 SEIIES .....ceeveeiieiiieieeiieteeteet ettt ettt bbb s s se s esens 26
2.2.5  NVRT724-256 SEIIES .....ociitenierieiicieieieteistestete sttt te st s esse e tesbessessesessessessesassassessaseas 27

2.3 AlArm CONNECHION......cciiieieieteteeett ettt ettt s e te b besbeseesesbebessesassessessens 28
2.3.1  Alarm Input and Output DELaIS .........cveiiieieicisieeeee et 29

2.3.1.1 NVR6000/NVR6064/NVR616-4K/NVR616-4KS2 Series.......cccovvvevvcveeererrnnne, 29
2.3.1.2 NVRE08-4K/NVRB08-4KS2 SEIES......coceeieviieiiiietieetietete et 29
2.3.1.3 NVRT724 SEIIES ..ottt ettt seaenas 30
232 Alarm input and OUIPUL POIT........oiieieieiceeeee ettt eb e eseas 31
233 Alrm OUIPUL POM ...ttt ettt sb e ssesaeseenesbeneas 31
234  Alarm relay SPeCfiCatiONS .......ccccivieieiiiieeieeeeee et 31

2.4 ReMOE CONIIOl ...ttt ettt et et sb et et e e tsesbesaeeaeessesbenteas 32

2.5 MOUSE OPEIALION.....ciiiiiiietietiieeeeste ettt ettt ettt ettt saebe b e b esbeseebeebesbesbeseeseesessenes 34

2.6 IMOUSE CONIOl ..ottt ettt ettt et e e teessebesteetsensesaeenas 35

3 LoCal BASIC OPEIAtiON .....ccvevievieiiiiieietetectet ettt ettt est et et b e saeve st e b e b esaesesbesbessesaeseesesbeseas 37

3.1 BoOt Up and SNUIHOWN ..ottt ss et eb e ens 37
301 BOOT UP ittt ettt ettt ettt s ettt b b s e te s b e b e s s eba et e b e b e st eseebe b esbeseeteebebereas 37
312 SRUIJOWN .ottt ettt sttt et s b b es b be et e b e b esbeseebesbessesseseesesseseas 37

3.2 Change/Reset PASSWOIQ ..........ccciiiiiiiiieieeeet ettt sae s 37
32.1  Change PasSWOI .........cccevieieiiiiiieieieisiesiesiete ettt te s essetaete b e be st esesbebessessesessassaseas 37
322 RESEI PASSWOIG.......ciiiiiiiiictectet ettt ettt b b bessesesbesbeneas 38

3.3 SHANUP WIZAI ...ttt ettt ettt st b st stetesbe b sbeseebeebessens 39



3.4 NAVIGALION BA ...ttt ettt 43

341 MaIN MENU ...ttt ettt b b et ese b e besseseeseesesbenseseesesensens 44
3.42  DUAl-SCreeN OPEIAtION ...cocviieieeieieieeee ettt sttt sttt s e b seesesse s neene 44
3.4.3  OUIPUL SCIEEN ...ttt ettt ettt b e b et et ess et esaesese s esessenens 44
B4 TOU ettt bkttt h ettt ettt n et et enens 44
Bu.S  PTZ et b st bttt b s bt et a st se s se s ese s enens 44

G O 7o ] (o OO SO USRS 44
BT SBAICH .ttt 44
3.4.8  AUIO BrOGACAST ..ottt 44
349 AIGIN SEALUS ...ttt 45
3410 Channel INTO....cuiiiiiiicieee ettt b bttt s s st s enens 45
3411  REMOIE DEVICE ..ottt sttt b e sesse s nsns 45
3412 INEIWOIK ..ttt ettt ettt b et e et s b e b est et e s e b esseseeseesesbessesensessensns 45
3.4.13  HDD MENAQGET ....c.ooiiienieiietieieieietete ettt sttt ete e b e s esaesesbesbestesessesbessesessessessessasessessensans 45
3414 USB MENAGET........c ittt sttt ettt s et sb b e st esess e bessesessessesbessasessessensns 45
3.4.15  SYSIEM STALUS ....ceiiiiiecceee ettt bt s et et ne b s e 46
3.4.16  DEVICE TIEE ettt ettt ettt ettt e et e b e b e st et e e s e besseseeseesesbessasessessensns 46
3.5 REMOIE DBVICE ...ttt ettt b b s s est et e s b esseseeseesensens 47
3.5.1  Remote Device CONNECHION .......cccovveieieiieieieeee ettt 47
3.5.2  SNOM-CUL MENU ..ottt 52
3.5.3  IMAQE oottt ettt b et s et b b e st ettt be st ese et e ebesbeseeseesenbensens 52
3.54  Chann@lNAIME ......cooiiieicieee ettt saesa et s b et eseese s ensens 54
T e S U o To | - To [ TSSOSO 55
BB PIEVIEBW ...ttt sttt b e r bt b b st ettt e b e b esteteerebensenes 56
3.6.1 PIEVIEW ...ttt ettt ettt st s et et b st ese st e b e b est et e ese b enseseesessessens 56
3.6.2  Preview Control INTEraCE........cccviieeiceecte et 57
3.6.3  RIGNE ClICK MENU ..ottt bttt se s b ns 58
3.6.4  Preview Display EffeCt SEUP ..ccovvieieieiceecee e 59
3.6.4.1 DUSPIAY .vevveeieiiteietiettct ettt r bt et b ettt e b e bt seeneebe s enes 59
3.6.4.2 Preview ToUr Parameters...........cooiiieieiiiieeeceeese e 61
3.6.4.3 CUSTOM SPHit ...ttt sb et b b e s s esaeseesesbeseas 62

B.7  FISN BV ittt b b st se et b b steteebe b sbenes 64
3.7.1 Fish eye de-warp during preview interface.........ccocooevveciviviereineseeeeeeee e 64
3.7.2  Fish eye de-warp during playback ...........cccocueieiiiirierieieiseecseeeeee e 66
3.8 SPIE TrACK ..ttt ettt et b b sttt et e b b st beebe b essenes 66
3.9 SIMAM TTACK ...ttt ettt b ettt b e st be bbb saete b e b esaereete b esbenes 67
Bud0 Pttt ettt b e h ettt et ae bt sttt et ese et ete et te b reanern 68
3.10.1  PTZ SEHINGS. ..ottt ettt sttt b e sttt besaebeese b e b e st eseesesbessans 68
3.10.2  PTZ CONIIOL ..ottt rt ettt et b b st et et bessebseseebe b esseseesesbessans 69
3.10.2.1  PTZ FUNCHON SEIUP ...ocveeieiieiiieecteeeete ettt 71
3.10.2.2  Call PTZ FUNCHON.....c.iotiieieticieteteecte ettt b s bbb ens 74
3.11  Record and SNAPSNOL.........c.coioiiieieiiieeeeee et b e st et eb e ens 75
3111 ENCOE ...ttt ettt ettt s et et b bbb e b e b e st ebe et e b e sbeseeseebe b esteseesesbessns 75
BAT AT ENCOAE ..ttt bbbttt b e bbbt b et ens 75
BAT1.2  OVEIIAY .ottt sttt et b et re et bbb ra et e b b ens 76
3112 SCREAUIE.......ceieeietieeee ettt ettt ettt b st et e bbb esbeteebe b esseseesesbessans 77



B.11.2.1  SCREAUIE RECOINT..... ettt e e e e e e e e eeeeeeeeeseeeeaaee 77

3.11.2.2  Schedule SNAPSNOT.........ccooiiiieieeeee ettt e 80
3.11.3  Motion Detect Record/SnapsShot..........cccoueiieiiiiiiieieeeeseeeee e 82
3.11.3.1  Motion deteCt rECOIT ..o 82
3.11.3.2  Motion Detect SNAPSNOt........ccooveiiieiieeec e 84
3.11.4  Alarm RecCord/SNapShot ........ccooveiieiiiiieiiciieeeeee ettt 85
31141 Alarm RECOIT ...ttt ee 85
3.11.4.2  Alarm SNAPSNOT ..ottt e 86
3.11.5 Manual Record/SNapShot.........cccoooieiiiiiiiieiicieeieee ettt 86
31151 MaNUAI RECOIA ..ot 86
3.11.5.2  Manual SNAPSNOL........ccooviiieiiiceceeee ettt 87
3.11.6  Holiday Record/SNapShot ..........ccoeiiiiiiiieiiciieeieee ettt 87
3.11.6.1  Holiday RECOI ..ottt bbb ens 87
3.11.6.2  Holiday SNapShOt.......cc.oieiieeceee ettt 89
3.11.7  Other ReCord/SNapShot........c.covciiirieieieieectre ettt bbb 89
3.12  SearCh and PlIaybacK..........cccivueieieirieieieieiseetee ettt sttt se s s ssens 89
3.12.1  Real-time PlaybacK ..........coooieieiieeeeeeeese ettt 89
3.12.2  SArCN INEITACE ...t 89
3.12.3  Accurate Playback BY TIME ......ccoirieieieiieiectreeetse et 94
3.12.4  Smart Motion Detect SEarCh..........oooiiiii e 94
3.12.5  MarK PIAYDACK ......coooveeieiiiiieieietetret ettt ettt ettt bttt sse e esaese b ensens 95
3.12.6  PiICtUre PlaybacCK ........c.cviiiiiieieieeeee ettt bbb 96
3.12.7  SPlICE PIAYDACK.......cceeieeiitiiiieieieet ettt ettt ettt ss e b saeseese b ennens 97
3.12.8  SMANt PIAYDACK. ......cc.oieiiiiiiieieicet ettt ettt sttt st sa et te b b sseteene b esaens 97
3.12.8.1  Behavior ANAIYSIS......cceieiiiiieieiciriete ettt sb bbb sens 98
BUI2.8. 1.1 TIIPWITE .eeeutietieieet ettt ettt ettt et et e st e s bt e s ste s it e sateestessbesneesntesaseenseenbeenseenseenee 98
3.12.8.1.2  INEIUSION ..teetiieeiieeiie et e steeetteetteetbeesiveessbeeessaeassseessseesssaeassaeassseessesssseesssseessseesssens 98
3.12.8.2 Face DeteCt Playback..........cccoveieiiieieieiceieetseieeeee sttt 100
3.12.8.3  VIAEO SYNOPSIS ...cvveviiirierieiieiirieietteistet ettt ettt ss et te s sbesbesa st e bessesaesessesseseas 101
SBT3 BACKUP ettt ettt s et et berbese et e b e st esteteebe b entesaesebebeneas 103
3131 FilE BACKUP...c.eouieeieiiieeteeteetett ettt ettt ettt et b e saetasbe b essesaeseesessens 103
3.13.2  IMPOIYEXPOI.....ociiiiiieieieiirietetet ettt s et st b s eseeb e b esbesaasassesbesseseesessessess 104
3.13.3  BACKUD LOG. . iuiiieiiiiiieieieiisieetett ettt ettt et s et st s et et besbestesassesbessesaesessessenes 105
3.13.4  USB DEVICE AUIO POP-UD .oiiieiieiiiiiieietsiet ettt sttt sse b essesaese s ssens 106
BuT4  ALGIM oot b bbb b st et b e b e st ebe et e b e s b esbete b e besbereeteebebeneas 106
3141 VIiAEO DEIECT....c.i ittt sttt sa et bbb seebe b ssens 107
31411 MOON DEIECE ...ttt bbb neas 107
B.14.1.2  VIAEO LOSS....oiiieieeiciiieiettettetet ettt ettt b e ss et sb e b st be et e b e b esaeseebesbeseas 110
B.14.1.3  TAMPEIING ..ottt ettt ettt et e b b e st besbe b essesaebesbessesseseesesbeseas 110
3.14.1.4  SCENE ChaNQING ...ocicviieietieiicieetee sttt b st bbb saeresbesbeseas 111
B.14.1.5  VIdEO ANGAIYTICS....covoviiiiericticieieeteest ettt sv b st et saete b b eneas 112
3.14.2  IVS Plan (OPtioNAI) c..c.ocvoiiiiieieiceeetee ettt be e b e ens 114
3.14.3 Behavior Analytics (OptioNal) ........cceeveiiiirieicicicieeeeseeere e 115
3.14.3.1  Tripwire (OPLIONAI)......cceieieiiieieieect ettt sb et sb b eseas 116
3.14.3.2 Intrusion (Cross warning zone) (Optional).........cccceevveieinenieieieeceeeeeeeienas 120
3.14.3.3 Abandoned Object Detect (Optional) .........ccevveieivierieieiseeeeceeeeee e 122



3.14.3.4 Missing Object Detection (Optional).........ccceirirrirecirieeeeeeee e 124

3.14.3.5 Loitering Detection (Optional)..........ccceivieirieiriiieicieieeeeee e 126
3.14.3.6  Crowd Gathering Detection (Optional)..........ccccoeirieirieinineireeeeeeeeeeenne 127
3.14.3.7 Fast moving (OPIONaAI) ......cccvvieuirieieieieiseteeteeete et 129
3.14.3.1  Global Setup (OPtioNal).......ccooveirieiiirieiieieeee et 131
3.14.4  Face DeteCt (OPHONAI).......coeiiiiiiieiieiieeeteee ettt e 134
3.14.5 People Counting (OPtioNal)........ccccveueirieirieieiiieiieeeeteee ettt 134
3.14.6  Heat Map (OPLONAI)........ccirieiieieieieeceieeetet ettt se s e 135
3147 AUAIO DEIECT. ...ttt 136
3.14.8  Smart Track (OPLIONEAI)......cccoveirieiiiiieiieiieeeee ettt ese e 137
3.14.9  AlQIM OUIPUL ..ottt ettt bt b et s s sseseseesese e 141
31410 AlGQIM SEIUP coeiietiieieeeet ettt ettt bbbt senn st nee 142
3.14.11 ADNOIMAITY .ottt ettt b e e saesaeseesebeneas 147
Bu15  INEBEWOIK ..ottt sttt et e st e b et et e et e s e s et enene 149
3151 NEIWOIK SEEINGS .oviieeieieiiieeeese ettt bbb b saesa st e s essens 149
Bu15.11  TOP/IP ettt 149
Bu15.1.2 PO ettt ee 152
Bu15.1.8  PPPOE ...ttt 153
B.15.1.4  DDINS .ttt 154
Bu15.1.5  UPP ettt 156
Bu15.1.6 TP FIOI et 157
BA5.1.7  EMAIL ot 159
Bi15. 1.8 BT P ettt 160
Bu15.1.9  SNIMP ...ttt 162
B.15.1.10  IMURICAST ...ttt ettt e bbb saeteenebeseas 163
15111 AlGIM CENIIE ..ttt bbb b b s seeaessebeseas 165
B.15.1.12  AULO FEOISIEN ettt sttt seete b b esaas 165
BA5.1.13  CHUSIEI IP ettt sttt b b b saete s beseas 166
3152 NEIWOIK TESL. ..ottt ettt sb b seese s essens 167
B.15.2.1  NEIWOIK TESE...iieieiciieeeee ettt bttt b b saeteebebeneas 167
3.15.2.2  NEWOIK LOA...... oottt sttt aesnesbeseas 168
316 HDD SEIUP ..ottt ettt ettt b ettt be b s b te et e b et esaeseerebeneas 169
3161 FOMMAL...iiiiieicicieec ettt ettt rt ettt s et st b s b et e et e b e besaeteebe b esbeseete s ensens 169
3.16.2  HDD INfOrMALION ...c.iiiieiieiiieeetseetees ettt sttt b b esbese et e b essens 170
3.16.3  AGVANCEd......cooeiiiiciiieieteetet ettt ettt b b ssebe st b e st ebe et e b esbessesaesesbesseseeseesessens 172
BUL6.4  ISCSH ...ttt ettt e ettt e e ete et eeaeareas 173
BUL6.5  RAID ettt ettt et e ettt et eeteerteteateas 174
3.16.5.1  RAID CONFIQ cviitiieiieiiieieese ettt esb bbb saete b b enaas 174
B.16.5.2  RAID INO ottt 175
3.16.5.3  HOtSPAre DiSKS.......cooviieieiiciiieeeeseetete ettt sttt saas 176
3.16.6  HDD DEIECT .....ovictiiiieeee ettt sttt sa et et e b st s e te b saens 176
3.16.6.1  ManUal DELECT.......ocioiiiececeeec ettt 176
3.16.6.2  DEteCt REPOI.....oceiciiiiieecee ettt se et ebe e s 177
317 BASIC SEIUPS ..ottt ettt sttt b et sbebeebe b et saereebebereas 178
3.17.1  DEVICE SEIUD oottt ettt st et st b bbb b s b sa et e b e b esseseeteebessens 178
3.17.2  Date @Nnd TIME ..cuooviieeieiieieeeeese ettt se ettt et b e saeba b e b esseseeteebessens 179



4

3073 HONAAY ..ttt ettt ettt 180

Bi18  POS ..ttt ettt ettt ne e 181
3.19  AUAIO BrOAACAST .......eiiieeee ettt 183
3.20 Device Maintenance and Man@QEr .........c.ccvverveieiririeieieesesteeee et eese s sseneas 185
3.20.1  SYSIEM INO...ceiiiiiiciceee ettt ettt b e e 185
B.20.7.T  VBISION ettt es 185
B.20.1.2  BPS ottt bt s et s s bt eee 185
3.20.1.3  DEVICE SEAIUS ...c.eiveieieeee et 186
3.20.1.4  ONIINE USEI ...ttt 186
3.20.1.5 Remote Device INfOrmation ...........cccoeireirineeeee e 187
3.20.1.5.1  ALGIIN SEALUS...ccuviieiie et eeiteeieeeiee e et e e st eeeteeesaeesbeessseesnseeansaeassaeessseesnsesanseeensns 187
3.20.1.5.2  ANALYLICS teouttiieeieeieeie ettt ettt et ettt ettt ettt e bt e bt e nbeenbeenbeens 187
3.20.1.5.3  PeoPle COUNLINZ...c..eiitiiriiiriieiieieeieeteesttesie ettt et e it et e et ete e bt ebeenteeseenseenseenseens 188
3.20.1.5:4  HEAt MAP. .. eiitiiiieiieieeie ettt ettt ettt ettt ettt ettt ettt ettt e bt e beenbeenbeenbeens 189
B.20.1.8  REMOTE....ciee ettt es 190
3.20.1.6.1  DEVICE STALUS. .. .uveeviieeieeirieeieeeieeesteesreesseessseeesaeessseessseesssesasseeessseessseesssesssseeansns 190
3.20.1.6.2  FITIIIWATE ..cc.eveieiiieeiieeiieesteesteeeteeetteeseseesssaessseesssaeesssaesssassssesassesassseesssessssessseeansns 191

3.20.2 0@ ittt ettt s ettt s ettt ettt st senens 192
3.20.3  ACCOUNT ...ttt ettt et s ettt et s ettt ee s s 193
3.20.3. 1.1 AQA USET c.uvvieiiieiieiiietiieteteteiet ettt ettt ettt b et s ettt essesesa s esessesessesesnnas 194
3.20.3.1.2  MOAIEY USET ...utiiuiieiiiiieie ettt ettt ettt ettt ettt e bt e bt e b ebeebeenbeesbeenbeens 196
3.20.3.1.3  Change PasSWOTd ........ccceiriiriiiriieiieiieieesieeie ettt ettt ettt et e sbe et esbeenseeseens 197
3.20.3.1.4  Add/MOAIfy GIOUP .....eovviisiiiiiiiiieiieieeieeie ettt ettt ettt et e st e sbeesbeesbeesbeenbeens 197
3.20.3.1.5  Security QUESTION .. .eecutetierieeieeteeieerteerteesteeteesteesteeteeseeteeseeseenseenseenseesseesseesseens 199

32014  UPAALE.....iiiiieeieieiisieieieteest ettt ettt rt et b e s bbb st et b b b st teere b e st esaeseebenbenes 200
3.20.5  DEFAUR ..ottt et ettt e a e bt seete b enaenes 201
3.20.6  AUIO MAINTAIN ..c.eoviiiicceeeeee ettt sttt saete b e b essesaeseesessens 202
3.20.7 Logout /ShUutdOWN/RESTAI..........cocoeieieiiiieicceseeee et 203
WED OPEIALION.......cveeieiieiiieeeeee ettt bbb b e b e st et e b e bessesaese b essessesessessessens 204
4.1 General INTTOTUCTION ........cviviieieieieeees ettt sttt ettt b e besseseese b esbenis 204
4.1.1 PrEPArAtION .....cvveeititeeeeeee ettt ettt steta et b et esaeseerebenaas 204
A.1.2  LOQ Mttt ettt ettt sttt b ettt et e b e b es b et e b e b e st es st e esesbentereerensenseneas 204
4.2 LAN MOGE. ..ottt ettt ettt b st s et s e b se b ese s et assesese s ese s esessesesens 206
4.3 Real-TiMeE MONITOT .....ciiiciiieeeeteeee ettt se et b e b s seebe b esbens 208
B4 Pttt e et e et e et ettt e et bt bttt et b ettt et et ae b ete b te et eteneeres 209
4.5 IMAQE/AIAIM-OUL ..ottt ettt ettt st b s b beebe b e b e b eseebe b esbens 210
4.5.1 IMBOE oottt ettt et r bbb b sttt e b e b e seete b e b estebe b e besbeseetesbesbereas 211
452 Al OUIPUL ..ottt ettt s et et sbessete b e b e b eseeseebesbeseas 211
4.6  Zero-Channel ENCOAE .........cooviieiiiiieeeceeeeteett ettt ettt eb et ens 211
4.7 WAN LOGIN oottt ettt ettt ettt sttt se et st esbebe et e b esbesaeb e e b e b esbesaeseebesbessasaesessessass 212
4.8  SBIUPD ottt b e st bbb st e beete b e b e st eteebe b esbenes 213
4.8.1 CAIMEIA .ttt ettt ettt ettt b et est et e e b e b esbese e b e b e st esbeseebeebesbesseseesesbeseans 213
48.1.1 REMOLE DBVICE ...ttt sttt b b se et besbeneas 213
4.8.1.1.1 ReMOLE DEVICE...cuviiiiiiiiiiieiii ettt et ettt e sveesre e e taeetreestbeesabeesssaesstaeesseesssaeans 213

A.8.1. 1.2 UPZLAQC...c.eiiuieiieiieiieiteteete ettt ettt et et et e bt esat e st e e s st e s st esseesstesseesstesasesnsesnsennnas 217
48.1.2 IMAGE oottt ettt ettt b et s b te b b s b be et e b e b esaeteebebeneas 217



4.8.1.3 BN OO . e e et e e e e e e e e aeeeeeaas 220

A.8.1.3.1  ENCOME....ccuiiiiiiiiiieiieitet ettt ettt ettt ettt e bt e bt e b e s bt e s bt e sbtesbte st e it e sabesanes 220
A4.8.1.3.2  SNAPSNOL. c..eiiitiiiiiiieie ettt ettt ettt sanes 221
4.8.1.3.3 VIO OVETIAY ....eoutiiiiiiieiieiteeetet ettt sttt 222
A.8.1.3.4  Path oottt ettt et e be ettt enteeteeneetenaens 222
4.8.1.4  Camera NAME......ccooiiiiiiiciccceeeete ettt 223
482 INBIWOIK ...ttt 223
4.8.2.1 TOPYIP .ottt ettt b et bbbt b s st es et s s enenas 223
4.8.2.2  CONNECHON ..ottt 226
48.2.3 PPPOE.....cc ettt bbbt b et s nbeneas 227
48.2.4 DDINS ..ottt bttt b ettt b et bt ettt s s st eee 228
48.25 | 111 Y U U USRS 229
4.8.2.6 EMAIL ..ottt bbb sa et e b benaas 230
48.2.7 F T P et ettt b ettt b bt s et e b e b enaeseesebeneas 231
48.2.8 UPKIP ettt bbbttt b e st e s e et b e s esaesensebenaas 232
4.8.2.9 SINIMP .ttt s ettt besa et et b nnns 233
4.8.2.10  MUHICAST....c.ooiteieiceteeeeee ettt ettt b e s sa b e sbesesaeseesebeneas 234
4.8.2.11  REGISIE ..ottt re b neas 234
4.8.2.12  AlGIM CONIIE ...ttt 235
4.8.2.13  HTTPS ettt ettt sttt b e b esb et e st e s e ssesaesessenbeneas 235
4.8.2.13.1 Create Server CertifiCate .........cuuriiriiriirierienierienttesiteste ettt sttt saees 236
4.8.2.13.2 Download 100t CETtIfICALE. ........eertiertirrtieriieniieriieiterit ettt ettt 236
4.8.2.13.3  View and Set HTTPS POTt ....cccueiriiiiiiiiiiiieiteiteitettetetetese ettt 239
4.8.2.13.4 OGN c.utiiniieiieiieieeteet ettt ettt ettt ettt et e bt e bt e bt e h e a e e s bt e s at e tbeshteeatesabeentenanas 240
A.8.3  BEVENL ettt 240
4.8.3.1 ViIdEO TEIECT ...t 240
4.8.3.1.1  MOUON DELECL ....eoutieiieiieiieiieiiettete ettt ettt ettt e st e st e st e sbeesaeesseesnnesanas 240
4.8.3. 1.2 VIAEO LLOSS .eouvieuiieiiiiieiteitettett ettt ettt ettt ettt ettt at e bt et e et s abesanes 244
4.8.3.1.3  TAMPEIING ..eouveentieiietietietteiteteett et est e ste e st e bt e bt e st esseesstesstesseesstesseesseesasesnsessnenaeas 245
4.8.3.1.4  SCENE CRANZE.....cocuiitieiietietieitettet ettt ettt ettt e st e st e s bt e s st e s bt e sbeesseesseesanenanes 245
4.8.3.1.5  VIdEO ANAlYLICS...eecuiiitieiieriieiieiieiterttestt ettt ettt ettt et e st e st e st e s et e sbeesaeesseesanesanas 246
48.3.2 IVS PlLAN ..ttt ettt st s bbb e b e b esaeteebebeneas 247
48.3.3 Behavior Analytics (OptioNal) .........ccceveieiiiieieieiceeeeseee e 248
4.8.3.3.1 Behavior ANALYICS ..cc.eeruieriieiieiieiteteete ettt ettt ettt e st et e st e s st e sbeesaeesseesaeenanes 248
4.8.3.3.2  GlODAl CONTIG...uviiiiitieiieiieiietiet ettt ettt ettt et e st e st e s e e sbeesseesseesnnesanas 257
48.3.4 Face Detect (OPtoNal) .....ccevveieieiieeeeeeetee ettt 258
4.8.3.5 PEOPIE COUNTING ...vivitiieieieteeeee ettt st b e re b e b sbeseas 258
4.8.3.6 HEAL MDD ..ottt sttt sttt b b esaebaebesbeseas 259
4.8.3.7 AUIO DEEECT. ... 260
4.8.3.8 SMAM TIACK ...ttt 261
4.8.3.9 N F= 4 o TSSOSO 264
4.8.3.9.1  LOCAL ALATTN ...euvieiiieiieiieieeitetee ittt ettt ettt ettt e st e s b e et e sseesseesseesseensnesanesnsenanas 264
4.8.3.9.2  NEEALAIMN...ceuiitieiieiieiieteieet ettt ettt et et et e e stt e st te s st esseesstesseesseesssesasesnsesanas 267
4.8.3.9.3 TPC external alarm .........cocueeriieriieniieiieiienieest ettt et ettt e saeesbeesaaesseeseeenanas 268
4.8.3.9.4 TPC Offline AQIM......cocuieiiiiiiiiiieiieiieieeseestesit ettt ettt et essee s e sseesanesanas 268
4.8.3.10  ADNOIMAIILY c.oovieieiiciitieee ettt sttt sa et ere b s 269



4.8.3.11  AlGrm OULPUL ..ottt 271

484 SHOTAQE....cuiieieiiteeiietiietetet ettt ettt et bete s ete st be st bese s te st ebeseebese st e st s ene s ese s et et s eneesese s esens 271
4.8.4.1 SCNEAUIE ...ttt ettt b e s s es et s sens 271
A.8A. 1.1 RECOTA....eieiiieiieeiiieeiteeiee ettt e et e et e et e e s beesnsaeesseeessbeessseesnsasansaeesseesssassnsenans 271
A.8.4. 1.2 SNAPSNOL. c...iiuiiiiiiiietiet ettt ettt st b e bttt s et saees 274
48.4.2 HDD MANAGET .....cuietiieieieiieieieietete ettt sttt ettt s e sesaesessesbesseseesessenseneas 274
4843 RECOIA CONIIOL.......oieiiieieiiieiiictiete ettt es e ese e eee 274
48.4.4 AGVANCEU...... .ottt ettt et et se s e s essese st e ssesenseseesessenseneas 275
48441 HDDu...ooiiiieiiieieiieteietete ettt ettt b et ettt b et bt e b st bese b et e s esennenas 275
4.8.4.4.2  MAIN SIIEAM.....eeeiuiieiiieeiieeiieereteesteeesteeessteessteessseessaessseeessseessseesssessnsesasssessssessssenans 276
4.8.4.4.3  SUD SIIEAM ....c.uiiiiiieiiieeiie ettt e et e et e e tteestteesbeesteeessseessseesssaesnseeansseesssessssenans 276
48444  SNAPSNOL. .. .iiitiiiiiiietiet ettt ettt ettt at et sanes 277
48.4.5 RAID MENAGET ....c.iitiiiieieieieieietet sttt esbe e ete s sbesaetessessesaesessessessesessassenseneas 277
4.8.4.5.1 RAID CONTIZ..oviviirieiietiieieeiiietiieteeetetete ettt setesesesssbesessetassesesessesessesssesessasas 277
4.8.4.5.2 RAID INFO ..cuiuiiiieiiiciiictiietecieteet ettt ettt b s bbb besaebeseebesesesesnenas 277
4.8.4.5.3 HOSPATe diSKS .. .eeiuiiitieiieiieiieiieitett ettt sttt sttt 278
48.4.6 FISCSI ettt b ettt b et bt s n s st ane 278
4.8.5  SEHING c.oietiietiteeeee ettt bbbt b e bt bttt se b ese s enens 280
4.8.5.1 GIEINEIAL ..ottt sttt r et b e saete s b ne e 280
i T T B B € 155 1 1< 1 PRSPPI 280
4.8.5.1.2 Date and tME ........eeevrieeiieeriieerreesreeesieeesteeesebeesseesseeeseeessseessseessseesssesassseesssessssennns 281
4.8.5.1.3  HOIAAY SEUP.....tiitiitietieiieiteitettett ettt ettt et e st e st e st e s bt e sbeesaeesaaesanesaees 282
48.5.2 DHSPIAY ..ottt ettt b bt te et et benaeseesebeneas 283
4.8.5.2.1  DASPIAY .eeutieiietieieeteet ettt ettt a e a e ae e ae e atesatesatesanenanes 283
B.8.5.2.2  TOUT .uuiiiiiieiie ettt ettt e et e et e et e e st eeestae e tbe e sbeesssaaessaeassbeesseesssaeassaeassseesssaesssenans 284
4.8.5.2.3  CUSLOM SPIi.ueiiuiiiiiiiiiiieiietieitett ettt ettt ettt et e st e s bt e s bt e s bt e sbeesaeesanesanesanes 285
4.85.3 RS232 ...ttt bttt ettt b e aete e 285
4854 Pz ettt bttt ettt b e b et e 286
4855 POS et bbbt b et b ettt b e b et e 287
48.5.6 AACCOUNT ...ttt ettt ettt besbesaese s s e b esbesessessesbesseseesessesseseas 288
4.8.5.6.1  USEI NAITIC ....ecvvvieeiieiiiieeiieeieeesereesveesseeaseeessseessseessseessseeasssessssessssessssesessseessseessseenns 289
4.8.5.0.2  GIOUP .eutientieiieiieitett et et et e bt e bt e bt et e e bt e bt e st e st eseesstesstesstesseesseenssesntesatesasesnnenanas 291
48.5.7 AULO MAINTAIN ..ottt se b beseas 292
48.5.8 IMPOM/EXDPOI....ceceiiieeeee ettt s b seesaebebeseas 293
4.8.5.9 DEFAUI....c.eceitiece ettt sttt b e raete b sbeneas 293
4.8.5.10  UPQGIrade ....cvcuiieieiieiieieietettetest ettt sttt es b st b e saebe b e b esbeseebeebesbesseseesesbeseas 294
4.8.6  ClUSIEI SEBIVICE....c.iivieiiciiieieeecee ettt ettt ettt sb st te b e b e b eseeteebebeseas 294
4.8.6.1 CHUSTET [P ettt ettt ettt s bbb b b ssebeebesbessns 294
4.8.6.2 MaASTEN DEVICE ...ttt esaeae bbb ens 295
4.8.6.3 SIAVE DBVICE ..ottt ettt ettt sa et bbb seebe b e b ss e 296
48.6.4 RECOIA TraNSTEI .....cuiiiieeeteeeee ettt eneas 297
4.8.6.5 CIUSTET CONIOL......iiieiceieiicieeeete ettt ettt seebe b e b ss e 298
4.8.6.5.1  CIUSLEI CONIOL...cc.uiiiiiiiiiiiieiie ettt e et e etee et e e eesbeeebeeetbeesabeesssesssseeessseesseessrenans 298
4.8.6.5.2 AIDIration IP .........ccooiiiiiiiiii ettt et e a e e tb e e ab e e sabaeens 299
4.8.6.6 DOS LOQ ittt ettt s ettt b ettt b b st be et e b e b esaesaebesbeneas 299
e T | 01 o T OO OO U O E O OO U U RO SO USRS 299



49.1 VBISION . et eeee e e e e et e e e e e ee e e e e eeeeeteeeseaeeeeearaeeseeaneeeaannaeens 299

4.9.2 LG etttk ettt n sttt n bt 300
493 ONINE USEI ...ttt ettt b e b et s et s s e seesesesenens 301
494 VIGO0 ANGIYHCS. ...ceeeieeieiiieeeesee ettt sttt s s beneas 301
4.9.5  PeoPle COUNTING ..ottt sttt be s e seesesesenens 302
4.9.6  HEAIIMIAD ..eeoeieiiieeeeeee ettt bttt b et e s bt eseeneesebeneas 302
497 HDD .ttt betas 303
410 PlAYDACK ..ottt b ettt b bt se s e b ensenes 303
4.10.1  SEAICH FECOIU.......oiiiiieiiiietettetet ettt ettt se st sese s seseesesesesens 304
A.10.2  FHlE LIST .ottt bt 305
4.10.3  PlAYDACK ...ttt sttt et et s et eneeseesebeneas 305
4.10.4  DOWNIOAA.......coiiiiieieieiieteietee sttt ettt ettt ettt e b e sese et e ssessessesessessessessasessessenseseesessessaneas 306
4.10.5  LOAO MOIE....ciiciiieieieeetetee ettt ettt ettt e s e et e s b e b estesesse s essessasessessesseseesessesseneas 307
A4.10.6  LOCK fIl@ ettt ettt b e bt et a s e b s esaeseesebeneas 308
4.10.7  UNIOCK FIB .ottt sttt ta s e bessesaesessesseneas 308
411 SMArt PlayDacK .......ocooieieiieeceeer ettt ettt b ns 308
4.11.1  BehaViOr ANAIYSIS .....ccooiiieieieirieieeteesetee ettt ettt ss b ssesaesessebeneas 309

A AT AT THPWIEE ittt ettt ettt b e b e st et e sb e besaesa et e esessesaesessensaneas 309
417102 INEFUSION ottt ettt bt t e sb e b esaesasseesessesaesesseseneas 310
4.11.1.3 Face DeteCt PlaybacK..........ccoeieiririiieieiceieeeeeseetee et 312
411,14 VIAEO SYNOPSIS ...cvveviiiierieiiitiieietet sttt a et ss e et tessessesaesassessessesansessesseneas 313
o 2 Y =T o OO U SO OEU SRR 313
S I T o To o 11| O OO 314
4.14  Un-install Web CONtrOl........coovoieiiieeeceeeese ettt ens 314
5 Appendix A HDD Capacity CalCulation .............cccooveieiiirenieieireeeteeeeeee e 315

XI



k- Foreword

General
This user’s manual (hereinafter referred to be "the Manual") introduces the functions and
operations of the Network Video Recorder (NVR) devices (hereinafter referred to be "the
Device").

Safety Instructions

The following categorized signal words with defined meaning might appear in the

Manual.
Signal Words Meaning
Indicates a high potential hazard which, if not avoided, will
DANGER result in death or serious injury.
Indicates a medium or low potential hazard which, if not
WARMNIMNG avoided, could result in slight or moderate injury.
Indicates a potential risk which, if not avoided, could result
& in property damage, data loss, lower performance, or
CAUTION

unpredictable result.

Indicates dangerous high voltage.
ELECTRICITY | Take care to avoid coming into contact with electricity.

Indicates a laser radiation hazard.
LASER BEAM | Take care to avoid exposure to a laser beam.

Electrostatic Sensitive Devices.

E‘I & ESD Indicates a device that is sensitive to electrostatic
discharge.
ol Provides methods to help you solve a problem or save you
H=2 TPs time
EL:[ Provides additional information as the emphasis and
MICITE

supplement to the text.

Privacy Protection Notice

As the device user or data controller, you might collect personal data of others' such as
face, fingerprints, car plate number, Email address, phone number, GPS and so on. You
need to be in compliance with the local privacy protection laws and regulations to protect
the legitimate rights and interests of other people by implementing measures include but
not limited to: providing clear and visible identification to inform data subject the
existence of surveillance area and providing related contact.
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About the Manual

e The Manual is for reference only. If there is inconsistency between the Manual and
the actual product, the actual product shall govern.

e We are not liable for any loss caused by the operations that do not comply with the
Manual.

e The Manual would be updated according to the latest laws and regulations of
related regions. For detailed information, see the paper User's Manual, CD-ROM,
QR code or our official website. If there is inconsistency between paper User's
Manual and the electronic version, the electronic version shall prevail.

e All the designs and software are subject to change without prior written notice. The
product updates might cause some differences between the actual product and the
Manual. Please contact the customer service for the latest program and
supplementary documentation.

e There still might be deviation in technical data, functions and operations description,
or errors in print. If there is any doubt or dispute, please refer to our final
explanation.

e Upgrade the reader software or try other mainstream reader software if the Manual
(in PDF format) cannot be opened.

e All trademarks, registered trademarks and the company names in the Manual are
the properties of their respective owners.

e Please visit our website, contact the supplier or customer service if there is any
problem occurred when using the device.

e |[f there is any uncertainty or controversy, please refer to our final explanation

X1
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-Important Safeguards and Warnings

The following description is the correct application method of the device. Read the
manual carefully before use to prevent danger and property loss. Strictly conform to
the manual during application and keep it properly after reading.

Operating Requirement

e Don't place and install the device in an area exposed to direct sunlight or near heat
generating device.

e Don'tinstall the device in a humid, dusty or fuliginous area.

e Keep its horizontal installation, or install it at stable places, and prevent it from
falling.

e Don’t drip or splash liquids onto the device; don’t put on the device anything filled

with liquids, in order to prevent liquids from flowing into the device.

Install the device at well-ventilated places; don't block its ventilation opening.

Use the device only within rated input and output range.

Don’t dismantle the device arbitrarily.

Transport, use and store the device within allowed humidity and temperature range.

Power Requirement

e Make sure to use batteries according to requirements; otherwise, it may result in fire,
explosion or burning risks of batteries!

e To replace batteries, only the same type of batteries can be used.

e The product shall use electric wires (power wires) recommended by this area, which
shall be used within its rated specification.

e Make sure to use standard power adapter matched with this device. Otherwise, the
user shall undertake resulting personnel injuries or device damages.

e Use power supply that meets SELV (safety extra low voltage) requirements, and
supply power with rated voltage that conforms to Limited Power Source in
IEC60950-1. For specific power supply requirements, please refer to device labels.

e Products with category | structure shall be connected to grid power output socket,
which is equipped with protective grounding.

e Appliance coupler is a disconnecting device. During normal use, please keep an
angle that facilitates operation.
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1 Features and Specifications

1.1 Overview

This series NVR is a high performance network video recorder. This series product support local preview,
multiple-window display, recorded file local storage, remote control and mouse shortcut menu operation,
and remote management and control function.

This series product supports centre storage, front-end storage and client-end storage. The monitor zone
in the front-end can be set in anywhere. Working with other front-end devices such as IPC, NVS, this
series product can establish a strong surveillance network via the CMS. In the network system, there is
only one network cable from the monitor centre to the monitor zone in the whole network. There is no
audio/video cable from the monitor centre to the monitor zone. The whole project is featuring of simple
connection, low-cost, low maintenance work.

This series NVR can be widely used in many areas such as public security, water conservancy,
transportation and education.

1.2 Features

e VGA, HDMI port. Connect to monitor to realize real-time surveillance.
Some series support TV/VGA/HDMI output at the same time.

e Short-cut menu when preview.

e Support popular PTZ decoder control protocols. Support preset, tour
and pattern.

Real-time
Surveillance

e Support each channel real-time record independently, and at the same
time it can support search, forward play, network monitor, record search,
download and etc.

e Support various playback modes: slow play, fast play, backward play

Playback
and frame by frame play.
e Support time title overlay so that you can view event accurate occurred
time
e Support specified zone enlargement.
User e Each group has different management powers that can be edited freely.
Management Every user belongs to an exclusive group.

e Via corresponding setup (such as alarm setup and schedule setup), you
Storage can backup related audio/video data in the network video recorder.

e Support Web record and record local video and storage the file in the
client end.

e Respond to external alarm simultaneously (within 200MS), based on
user’s pre-defined relay setup, system can process the alarm input
correctly and prompt user by screen and voice (support pre-recorded

Alarm audio).

e Support central alarm server setup, so that alarm information can
remotely notify user automatically. Alarm input can be derived from
various connected peripheral devices.

e Alert you via email/sms.




Network
Monitor

Through network, sending audio/video data compressed by IPC or NVS
to client-ends, then the data will be decompressed and display.

Support max 128 connections at the same time.

Transmit audio/video data by HTTP, TCP, UDP, MULTICAST,
RTP/RTCP and etc.

Transmit some alarm data or alarm info by SNMP.
Support WEB access in WAN/LAN.

Window Split

Adopt the video compression and digital process to show several
windows in one monitor. Support 1/4/8/9/16/ 25/36-window display when
preview and 1/4/9/16-window display when playback.

Record

Support normal/motion detect/alarm record function. Save the recorded
files in the HDD, USB device, client-end PC, or network storage server.
You can search or playback the saved files at the local-end or via the
Web/USB device.

Backup

Support network backup, USB2.0 record backup function, the recorded
fles can be saved in network storage server, peripheral USB2.0
device, burner and etc.

Network
Management

Supervise NVR configuration and control power via Ethernet.
Support management via WEB.

Peripheral
Equipment
Management

Support peripheral equipment management such as protocol setup and
port connection.

Support transparent data transmission such as RS232 (RS-422), RS485
(RS-485).

Auxiliary

Support switch between NTSC and PAL.

Support real-time system resources information and running statistics
display.

Support log file.

Local GUI output. Shortcut menu operation via mouse.

IR control function (For some series product only.). Shortcut menu
operation via remote control.

Support IPC or NVS remote video preview and control.

1.3 Specifications
1.3.1 NVR6000/6064 Series

Specifications

NVR6000 NVR6064

Main Processor

Industrial X86 multiple-core processor

Operation System

Embedded LINUX system

Power Support hot swap
Fan Redundant dual ball bearing fan
MTBF>100 thousand hours
Support online replacement.
Memory 4GB (Max 8G) Server-level | 2GB (Max 8G) Server-level
(With ECC verification) (With ECC verification)
Case 1.2mm extra-thickness hot-dip galvanized steel.

High accuracy aluminum alloy slider.
Self-developed patent removable HDD bracket.

User Interface

WEB GUI




Network Protocol | RTP/RTCP, RTSP, UDP, HTTP, NTP, SNMP
Audio/Vi
udio |.deo 384M connection 192M connection
Connection
AUdION_Ide_O 384M transmission 192M transmission
Transmission
Audio/Vid
udior¥ideo Based on 64-bit high-performance file system.
Storage
) Video Resolution 1080P, 720P, D1, HD1, CIF, QCIF
Audio/Video —— , .
Audio/Video Based on data library and menu tree. Support various search
Search engines.
Audio/Video Support one camera or a batch of camera setup at the same
Setup time.
Record Policy Schedule record, manual record, alarm record
Al R
Ty:;em ecord Video loss, motion detect, camera masking, external alarm.
HDD Amount 16 SATAHDDs (Max 4T space per HDD)
HDD Mode One HDD, RAIDO, RAID1, RAIDS5.
Data HDD Installation Additional HDD bracket, support HDD hot swap.
Management | Disk Arra
y Mini SAS port 3Gbps(Optional)
Enclosure/Backup
HDD Hotspare Support global hotspare.
Network Network Amount 4 100/1000Mbps Ethernet ports
etwor
Interface Network Port | 4-Ethernet port load balance or 4 independent 1000Mbps
Feature Ethernet port.
Power 100V~240V, 47~63Hz
Total P
ol POWEr| eow-200W (Including HDD)
Consumption
Worki
orHing 0'C~50C
Temperature
Working Humidity | 5%~90% (Non-condense)
Storage 20°C~70C
Temperature
Others T
Storage Humidity | 5%~90% (Non-condense)
Working Altitude -60m~3000m
Dimensions 531.9(with the LCD lengthymmx485mm(With ear)x
(LxWxH) 133.2mm(H)
518(without the LCD length)x482mm(without ear)
x133.2mm(H)
Net Weight 20Kg (Excluding HDD)
Installation Mode | Standard 19-inch rack installation

1.3.2 NVR608-4K Series

Model NVR608-32- | NVR608-6 | NVR608-128- | NVR608R-6 | NVR608R-128-
4K 4-4K 4K 4-4K 4K
Syste | Main Industrial X86 multiple-core processor




Model NVR608-32- | NVR608-6 | NVR608-128- | NVR608R-6 | NVR608R-128-
4K 4-4K 4K 4-4K 4K
m Processor
Operation | Embedded LINUX system
System
System Max Max Max Max Max
Resources | 32-channelx | 64-channelx | 128-channel | 64-channelx | 128-channelx10
1080P 1080P x1080P 1080P 80P connection
connection connection connection connection
User WERB, local GUI
Interface
Audio | Audio 1-ch MIC bidirectional talk audio input
Para Input
meter | Audio 1-ch MIC bidirectional talk audio output
] Output
Audio G711a
Compressi
on
Standard
Video | Video 32-ch 64-ch 128-ch 64-ch  network | 128-ch
Para Input network network network compression network
meter compression | compressi | compression | video input compressio
] video input on video | video input n video
input input
Video 1-ch VGA output,
Output 2-ch HDMI output
Video H.264
Compressi
on
Standard
Window The 1st | The 1st screen: 1/4/8/9/16/25/36-screen.
Split Mode | screen: The 2nd screen: 1/4/8/9/16-screen.
1/4/8/9/16/25
-screen.
The 2nd
screen:
1/4/8/9/16-sc
reen.
Alarm | Alarm 16-channel
Para | Input
meter | Alarm 8-channel relay output
s Output
Deco | Decode H.264;MPEG4
de Type
Para Decode 32-channel D1;16-channel 720P, 8-channelx1080P
meter




Model NVR608-32- | NVR608-6 | NVR608-128- | NVR608R-6 | NVR608R-128-
4K 4-4K 4K 4-4K 4K
s Capability
Netw | Record Manual recording, motion detection recording, schedule recording and alarm
ork Mode recording.
Funct Priority: Manual recording>card number recording-> alarm recording>motion
ion detection recording>schedule recording.
Multi-Chan | Max support 128M playback at the same time.
nel
Playback
Motion Each screen supports 396/330((PAL 22x18, NTSC 22x15) detection zones.
Detect Various sensitivity levels.
Privacy Each channel supports 4 privacy mask zones.
Mask
Record Overwrite
Mode
Backup Flash disk, eSATA, DVD burner.
Mode
Network SNMP/FTP/ISCSI/UPNP
Protocol
SATA Port | 8
eSATA 1
Port
RS232 Port | 1 RS232 port. To debug and transmit COM data.
RS485 Port | 1 RS485 port. To control peripheral PTZ and etc. Support various protocols.
USB Port 3 USB 2.0 ports and 1 USB3.0 port.
HDMI Port | 2 HDMI ports
Network 2 RJ45 10/100/1000Mbps self-adaptive Ethernet ports
Port
Power One at the front panel. N/A
On-off
Button
Power One at the front panel.
Button
IR Remote | One at the front panel.
Control
Receiver
Indicator e 1 HDD | 18 indicator lights.
Light alarm ® 16 record status indicator light
indicator | ® 1 system running status indicator light
light ® 1 remote control button indicator light
® 1 system
running
status
indicator




Model NVR608-32- | NVR608-6 | NVR608-128- | NVR608R-6 | NVR608R-128-
4K 4-4K 4K 4-4K 4K
light
e 1
network
alarm
indicator
light
® 1 power
light
Gener | Power AC110~240V, 50~60Hz AC100~240V, 50~60Hz
al Power <40W (No HDD)
Para | Consumpti
meter | on
S Working -10C~+55C
Temperatu
re
Working 10%~90%
Humidity
Dimension | 450.8mm X | 454.9mm X 486mm(with | 471.8mm X 486mm(with ear)
s(LxWxH) | 482mm(with | ear) X 91mm ( with foot | X91mm (with foot pad)
ear) X91mm | pad) 471.8mm X 444mm(without ear)
( with foot | 454.9mm X 444mm(without | X90.4mm (without foot pad)
pad) ear) X 90.4mm ( without
450.8mm X | foot pad)
440mm(witho
ut ear) X
90.4mm
(without foot
pad)
Weight 9kg (No HDD)>
Installation | Rack/desktop
Mode
3.3 NVR608-4KS2 Series
Model NVR608-32- | NVR608-6 | NVR608-128- | NVR608R-6 | NVR608R-128-
4KS2 4-4KS2 4KS2 4-4KS2 4KS2
Syste | Main Industrial X86 multiple-core processor
m Processor
Operation | Embedded LINUX system
System
System Max Max Max Max Max
Resources | 32-channelx | 64-channelx | 128-channel | 64-channelx | 128-channelx10
1080P 1080P x1080P 1080P 80P connection
connection connection connection connection




Model

NVR608-32- | NVR608-6 | NVR608-128- | NVR608R-6 | NVR608R-128-

4KS2 4-4KS2 4KS2 4-4KS2 4KS2
User WEB, local GUI
Interface
Audio | Audio 1-ch MIC bidirectional talk audio input
Para | Input
meter | Audio 1-ch MIC bidirectional talk audio output
s Output
Audio G711a
Compressi
on
Standard
Video | Video 32-ch 64-ch 128-ch 64-ch  network | 128-ch
Para Input network network network compression network
meter compression | compressi | compression | video input compressio
] video input on video | video input n video
input input
Video 1-ch VGA output,
Output 2-ch HDMI output
Video H.264/ H.265
Compressi
on
Standard
Window The 1st screen: 1/4/8/9/16/25/36-screen.
Split Mode | The 2nd screen: 1/4/8/9/16-screen.
Alarm | Alarm 16-channel
Para | Input
meter | Alarm 8-channel relay output
] Output
Deco | Decode H.264;MPEG4;H.265
de Type
Para | Decode 16-channelx1080P
meter | Capability
s
Netw | Record Manual recording, motion detection recording, schedule recording and alarm
ork Mode recording.
Funct Priority: Manual recording>card number recording-> alarm recording>motion
ion detection recording>schedule recording.
Multi-Chan | Max support 128M playback at the same time.
nel
Playback
Motion Each screen supports 396/330((PAL 22x18, NTSC 22x15) detection zones.
Detect Various sensitivity levels.
Privacy Each channel supports 4 privacy mask zones.
Mask




Model NVR608-32- | NVR608-6 | NVR608-128- | NVR608R-6 | NVR608R-128-
4KS2 4-4KS2 4KS2 4-4KS2 4KS2
Record Overwrite
Mode
Backup Flash disk, eSATA, DVD burner.
Mode
Network SNMP/FTP/ISCSI/UPNP
Protocol
SATA Port | 8
eSATA 1
Port
RS232 Port | 1 RS232 port. To debug and transmit COM data.
RS485 Port | 1 RS485 port. To control peripheral PTZ and etc. Support various protocols.
USB Port 2 USB 2.0 ports and 2 USB3.0 ports.
HDMI Port | 2 HDMI ports
Network 2 RJ45 10/100/1000Mbps self-adaptive Ethernet ports
Port
Power One at the front panel. N/A
On-off
Button
Power One at the front panel.
Button
IR Remote | N/A
Control
Receiver
Indicator e 1 HDD | e 1HDD alarm indicator light
Light alarm ® 1 alarm indicator light
indicator | ® 1 network alarm indicator light
light ® 1 power light
® 1 system
running
status
indicator
light
e 1
network
alarm
indicator
light
® 1 power
light
Gener | Power AC110~240V, 50~60Hz AC100~240V, 50~60Hz
al Power <20W (No HDD) , <90w (4T*8)
Para | Consumpti
meter | on




Model NVR608-32- | NVR608-6 | NVR608-128- | NVR608R-6 | NVR608R-128-
4KS2 4-4KS2 4KS2 4-4KS2 4KS2
s Working -10°C~+55C

Temperatu

re

Working 10%~90%

Humidity

Dimension | 450.8mm X | 454.9mm X 486mm(with | 471.8mm X 486mm(with ear)

s(LxWxH) | 482mm(with | ear) X 91mm ( with foot | X91mm (with foot pad)
ear) X91mm | pad) 471.8mm X 444mm(without ear)
( with foot | 454.9mm X 444mm(without | X 90.4mm (without foot pad)
pad) ear) X 90.4mm ( without
450.8mm X | foot pad)
440mm(witho
ut ear) X
90.4mm
(without foot
pad)

Dimension | 571*571*225mm 632*585*242mm

s(LxWxH)

(With

Package)

Weight 8kg (No HDD) 8.7kg (No HDD)

Installation | Rack/desktop

Mode

1.3.4 NVR616-4K Series

Specifications

NVR616-64/D/R/DR-4K NVR616-128/D/R/DR-4K

Main Processor

Industrial embedded micro processor

Operation System

Embedded LINUX system

System System Max 64/128-channelx1080P connection,
Resources Total bandwidth (main stream 256M, sub stream 128M.)
User Interface WERB, local GUI
Audio Input 1-ch MIC bidirectional talk audio input
Audio Audio Output 1-ch MIC bidirectional talk audio output
Parameters Audio
Compression G711a
Standard
. Video Input 64/128-ch network compression video input
Video Video Resolution | 8MP/5MP/3MP/1080P/UXGA/960P/720P/D1/CIF
Parameters

Video Output

HDMI (support 3840*2160)




Video

Compression H.264
Standard
Window Split | The 1st screen: 1/4/8/9/16/25/36-screen.
Mode The 2nd screen: 1/4/8/9/16-screen.
Alarm Alarm Input 16-channel
Parameters Alarm Output 8-channel relay output
Decode Decode Type H.264;MPEG4
Parameters Decode Capability | 48-channelxD1;8-channelx1080P;2-channel 800w
Record Mode Manual recording, motion detection recording, schedule
recording and alarm recording.
Priority: Manual recording>card number recording-> alarm
recording>motion detection recording>schedule recording.
Multi-Channel Max support 128M playback at the same time.
Functions Playback
Motion Detect Each screen supports 396/330((PAL 22x18, NTSC 22x15)
detection zones. Various sensitivity levels.
Privacy Mask Each channel supports 4 privacy mask zones.
Record Mode Overwrite
Backup Mode Flash disk, eSATA, DVD burner.
Network Protocol | SNMP,FTP,ISCSI,UPNP
SATA Port 16 SATA Ports
eSATA Port 1 eSATA port
Netw?rk RS232 Port 1 RS232 port. To debug and transmit COM data.
Function RS485 Port 1 38232 port. To control peripheral PTZ and etc. Support
various protocols.
USB Port 3 USB 2.0 ports and 1 USB3.0 port.
HDMI Port 2 HDMI ports
Network Port 4 RJ45 10/100/1 OOQMbPS self-adaptive Ethernetet ports+2
1000Mbps self-adaptive fiber ports
SAS Port 1
Power On-off N/A
Button
Power Button One at the front panel.
?ontrol Re?:z?\:::e One at the front panel.
35 indicator lights.
® 1 system HDD indicator light
Indicator Light ® 1 alarm incliicat.or I.ight .
® 1 network info indicator light
® 16 HDD power indicator lights
® 16 HDD read/write indicator lights
General Power AC100~240V,50~60Hz
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Parameters

Power
Consumption

<170W (With 3T HDD)

Working
Temperature

-10°C~55C

Working Humidity

10%~90% (No condensation)

Dimensions (L X | 531.9(with the LCD lengthymm X 485mm(with ear) X
W X H) 133.2mm(H)
518(without the LCD length) X 482mm(without ear) X
133.2mm(H)
Weight 17.45Kg (No HDD)
Installation Mode | Rack/desktop

1.3.5 NVR616-4KS2 Series

Specifications

NVR616-64/D/R/DR-4KS2 NVR616-128/D/R/DR-4KS2

Main Processor

Industrial embedded micro processor

Operation System

Embedded LINUX system

System System Max 64-channelx1080P | Max 128-channelx1080P
Resources connection, connection,
User Interface WEB, local GUI
Audio Input 1-ch MIC bidirectional talk audio input
. Audio Output 1-ch MIC bidirectional talk audio output
Audio
Parameters Audio
Compression G711a
Standard
. 64-ch network compression | 128-ch network compression
Video Input . . . .
video input video input
. 1-ch VGA output; 2-ch HDMI output (for product of displayer)
'}
. ideo Output Can extend 4-channel HDMI HD decode card
Video :
Parameters Video
Compression H.264/H.265
Standard
Window Split | The 1st screen: 1/4/8/9/16/25/36-screen.
Mode The 2nd screen: 1/4/8/9/16-screen.
Alarm Alarm Input 16-channel
Parameters Alarm Output 8-channel relay output
Decode Decode Type H.264;MPEG4;H.265
Parameters Decode Capability | 16-channelx1080P
Record Mode Manual recording, motion detection recording, schedule
recording and alarm recording.
. Priority: Manual recording>card number recording-> alarm
Functions

recording>motion detection recording>schedule recording.

Multi-Channel
Playback

Max support 128M playback at the same time.
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Motion Detect

Each screen supports 396/330((PAL 22x18, NTSC 22x15)
detection zones. Various sensitivity levels.

Privacy Mask

Each channel supports 4 privacy mask zones.

Record Mode

Overwrite

Backup Mode

Flash disk, eSATA, DVD burner.

Network Protocol

SNMP,FTP,ISCSI,UPNP

SATA Port 16 SATA Ports
eSATA Port 1 eSATA port
Netwcfrk RS232 Port 1 RS232 port. To debug and transmit COM data.
Al RS485 Port 1 38232 port. To control peripheral PTZ and etc. Support
various protocols.
USB Port 2 USB 2.0 ports and 2 USB3.0 ports.
HDMI Port 2 HDMI ports
4 RJ45 10/100/1000Mbps self-adaptive Ethernetet ports2
Network Port L
1000Mbps self-adaptive fiber ports
Power On-off | For single power series, it is at the rear panel.
Button For redundant power series, there is no on-off button.
Power Button One at the front panel.
IR Rernote N/A
Control Receiver
® 1 HDD indicator light
Indicator Light ® 1 alarm indicator light
® 1 network indicator light
Power AC100~240V,50~60Hz
Power <60W (No HDD) ,4T*16 <140W
Consumption
Working 10°C~551C
Temperature
Working Humidity | 10%~90% (No condensation)
General Dimensions (L X | 531.9(with the LCD Ilengthymm X 485mm(with ear) X
Parameters W X H) 133.2mm(H)
518(without the LCD length) X 482mm(without ear) X
133.2mm(H)
Dimensions (L X
W X  H)(With | 735*660*465mm
Packages)
Weight 17.45Kg (No HDD)
Installation Mode | Rack/desktop
1.3.6 NVR724-256 Series
Specifications NVR724-256

System

Main Processor

Industrial X86 multiple-core processor

Operation System

Embedded LINUX system
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Power

Support hot swap

Fan Redundant dual ball bearing fan
MTBF>100 thousand hours
Support online replacement.
Memory 8GB Server-level
Case 1.2mm extra-thickness hot-dip galvanized steel.

High accuracy aluminum alloy slider.
Self-developed patent removable HDD bracket.

User Interface

WEB, local GUI

Network Protocol

RTP/RTCP, RTSP, UDP, HTTP, NTP, SNMP

Image
Compression H.264, MotionJpeg,Mpeg4
Compression | Standard
Standard Audio
Compression G711A, MpegLayerll
Standard
Image Display 1/4/8/9/16/25/36/64-window
1-channel VGA output
2-channel HDMI output
Video Output LCD output at the front panel (For special series only.)

Video Monitor

Support VGA/HDMI/LCD (For special series only) video output
at the same time.

Monitor Tour

Support monitor tour functions such as motion detection, and
schedule auto control.

Real-time monitor

Resolution VGA: 128071024, 19201080, 1024*768;
HDMI : 1280*1024. 1920*1080
Image . Channel information, time information.
Information
Color Hue, brightness, contrast, saturation and gain setup for each
Configuration channel.
Audio Input 1-chanel audio input
Audio Audio Output 1-channel audio output
Bidirectional Talk | 1-channel bidirectional talk input
HDD Amount 24 HDDs
HDD Installation Independent HDD bracket, support HDD hot swap.
Disk Array
Enclosure/Backu | eSATA port
p Port
HDD
HDD Backup Support global hotspare HDD
HDD Mode One HDD/RAIDO/RAID1/RAID5

HDD Manager

Non-working HDD adopts hibernation function. It is suitable to
guarantee sound ventilation, lower power consumption and
enhance HDD life span.
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Record and

Playback

Record Mode

Manual recording, motion detection schedule
recording and alarm recording.
Priority: Manual recording>card number recording-> alarm

recording>motion detection recording>schedule recording.

recording,

Record
Mode

Repeat

When hard disk is full, system can overwrite previous video
file.

Record Search

Various search engines such as time, type and channel.

Playback Mode

Various fast play, slow play speeds, manual frame by frame
playback and reverse play mode.

Various File

Switch Ways

Can switch to previous or next file or any file in current play list.
Can switch to file on other channel of the same time. (If there is
afile)

Support file continuous play, when a file is end system auto
plays the next file in the current channel

Multi-Channel
Playback

Support 64-channel D1 playback at the same time.

Backup
function

Backup Mode

HDD backup. Redundancy HDD backup.

Support peripheral USB backup device. (Flash disk, portable
disk and etc.)

Support peripheral eSATA device.

Support network download and save.

Network
Function

Network control

View monitor channel remotely.

NVR configuration through client-end and web browser

Upgrade via client or browser to realize remote maintenance.

View alarm information such as motion detection and video
loss via client.

Support network PTZ lens control

File remote download and backup and playback

Multiple devices share information via corresponding software
such as professional surveillance software (PSS)

Network alarm input and output

Bidirectional audio.

Video Loss

Alarm can activate record, external alarm, screen message
prompt, or audio.

External Alarm

Support record activation function or activate external alarm or
screen message in specified period.

Manual Alarm

Control

Enable or disable alarm input channel
Simulate alarm signal to specific alarm output channel.

Alarm Input

4-channel alarm input (NO/NC)

Alarm Output

4-channel relay output

Alarm Relay

30VDC 2A, 125VAC 1A (activation output)

Port

USB port

2 USB 2.0 ports,
2 USB 3.0 ports

Network Amount

4 100/1000Mbps Ethetnet ports
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Network Features

4 Ethernet port load balance or 4 independent 1000Mbps
Ethernet ports.

RS485 RS232

Serial port protocol communication

User Multi-lever user management; various management modes
Management Integrated management for local user, serial port user and
network user.
User Management .
Configurable user power.
Support user /group and its corresponding rights modification.
No limit to the user or group amount.
Password modification
Administrator can modify other user’s password.
Password
. Account lock strategy
Authentication L . o . .
Five times login failure in thirty minutes may result in account
lock.
Client-end/update tool.
Upgrade

USB device

Login, Logout and Shutdown

Password login protection to guarantee safety

User-friendly interface when login. Provide the following
options: Logout /shutdown/ restart.

Right authentication when shut down to make sure only those
proper people can turn off NVR.

General
Parameters

Power

100V~240V, 47~63Hz

Power
Consumption

200~400W (With HDD)>

Working

0’C~407C
Temperature
Working Humidity | 10%~80% (No condensation)
Storage
Environment -20C~70°C
Temperature
Storage
environment 5%~90% (No condensation)
Humidity

Working Altitude

-60m~5000m

Dimensions (L X

545mm (with the LCD length) X482.6mm (With ear) X 175mm

WXH) (4U case)
514mm (without the LCD length) X482.6mm (With ear) X
175mm (4U case)
493.5mm (without the LCD length) X480mm (Without ear)
X175mm 4U case)

Weight 27Kg (No package materials, no HDD)

Installation Mode

Standard 19-inch rack installation
Rack/desktop

HDD Amount

24 SATA HDD (Max 4T/HDD>
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2 Front Panel and Rear Panel

2.1 Front Panel
2.1.1 NVR6000/ NVR6064/NVR616-4K/NVR616-4KS2 Series

For the product of LCD, the front panel of NVR6000/NVR6064/NVR616-4K/NVR616-4KS2 is shown as

below. See Figure 2-1.
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Figure 2-1
Please refer to the following sheet for front panel button information.
SN Name Function
1 Power button Press it once to turn on the device.
Press it for a long time to turn off the device. (Usually we do not
recommend).
Press power button for a long time or pull out the power cable may
result in device auto restart.
2 System HDD | The blue light becomes on after system booted up properly.
Indicator light In the system HDD, there are device important configuration file,
factory default configuration file, and device initial boot up data.
3 Alarm indicator | The alarm indicator light becomes on once an alarm occurred. It
light becomes on via the software detection. The indicator light becomes
on when there is a local alarm.
4 Network The blue network indicator light is on after you connected the device
indicator light to the network.
5 USB port /
6 Front panel lock |/

For general NVR6000/NVR6064/NVR616-4K/NVR616-4KS2 series, the front panel is shown as in Figure

2-2.
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Figure 2-2

Please refer to the following sheet for detailed information.

SN Name Function
1 Power button Press it once to turn on the device.
Press it for a long time to turn off the device (Usually we do not
recommend).
Press power button for a long time or pull out the power cable may
result in device auto restart.
2 System HDD | The blue light becomes on after system booted up properly.
Indicator light In the system HDD, there are device important configuration file,
factory default configuration file, device initial boot up data.
3 Alarm indicator | The alarm indicator light becomes on once an alarm occurred. It
light becomes on via the software detection. The indicator light becomes
on when there is a local alarm.
4 Network The blue network indicator light is on after you connected the device
indicator light to the network.
5 USB port /
6 16 HDD slot /

After you remove the front panel, you can see there are 16 HDDs. From the left to the right and from the
top to the bottom, it ranges from 1~4, 5~8, 9~12, 13~16. See Figure 2-3.

You can see there are two indicator lights on the HDD bracket.

® The power indicator light is at the top. The light is yellow after you connected the device to the power.
® The read-write indicator light is at the bottom. The blue light flashes when system is reading or

writing the data.
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Figure 2-3

2.1.2 NVR608-4K/NVR608-4KS2 Series
The NVR608-128-4K/NVR608-64-4KS2 front panel is shown as in Figure 2-4.
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Figure 2-4

Please refer to the following sheet for detailed information.

Name Icon Function

Power button, press this button for three seconds to boot up or

Power button W shut down NVR

0-9 and | INput Arabic number

Number button etc Switch channel

Manually stop/start recording, working with direction keys

Record REC }
or numeral keys to select the recording channel.

Input number . If you want to input a nhumber more than 10, please click this
more than 10 button and then input.

Go to previous menu, or cancel current operation.

ESC ESC . . .
When playback, click it to restore real-time monitor mode.
One-window monitor mode, click this button to display assistant
function: PTZ control and image color.

Assistant Fn

Backspace function: in numeral control or text control, press it for
1.5seconds to delete the previous character before the cursor.
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In motion detection setup, working with Fn and direction keys to
realize setup.

In text mode, click it to switch between numeral, English
character(small/capitalized) and etc.

In HDD management interface, you can click it to switch HDD
record information and other information (Menu prompt)

Realize other special functions.

Window switch Mult Click it to switch one-window/multiple-window.

In textbox, click this button to switch between numeral,
Shift 4t English(Small/Capitalized),donation and etc.

Enable or disable tour.

Activate current control, modify setup, and then move up and
Up/ down.
Down A V| |ncrease/decrease numeral.

Assistant function such as PTZ menu.
Left Shift current activated control, and then move left and right.

<4
Right
9 When playback, click these buttons to control playback bar.

Slow play ) Multiple slow play speeds or normal playback.
Fast play » Various fast speeds and normal playback.
Play previous | In playback mode, playback the previous video.

In normal playback or pause mode, click this button to reverse
Reverse/Pause < playback

In reverse playback, click this button to pause playback.
Play Next M In playback mode, playback the next video

In normal playback click this button to pause playback.

In pause mode, click this button to resume playback.

In backward playback or pause mode, click this button to resume
Play/Pause > i pay P

normal playback.

In real-time monitor mode, click this button to go to the search

menu.

Confirm current operation
Enter ENTER Go to default button

Go to menu
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In real-time monitor mode it works as left/right direction key.

huttl

S_ uttle(outer Playback mode, counter clockwise to forward and clock wise to

ring)
backward.
Up/down direction key.

Jog(inner dial) Playback mode, turn the inner dial to realized frame by frame
playback. (Only applies to some special versions.)

USB port o To connect USB storage device, USB mouse and etc.

Channel indicator

light 1-16 It becomes on when system is recording.
[

, It is to receive the signal from the remote control.
IR Receiver IR

Power indicator

) POWER Power indicator light.
light

Remote control

. . ACT Remote control indicator light.
indicator light

Status indicator . I
STATUS If there is Fn indicator light, current status indicator light is null.

light
HDD  abnormal | HDD The indicator light is on when there is no HDD, HDD error
indicator light occurred or HDD capacity is below specified threshold value.

The NVR608-32-4K/NVR608-32-4KS2 front panel is shown as in Figure 2-5.
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Figure 2-5
Please refer to the following sheet for front panel button information.
Icon Name Function
STATUS Status indicator light The blue light is on when the device is working
properly.
HDD HDD status indicator The blue light is on when the HDD is malfunction.
light
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Icon Name Function
NET Network status indicator | The blue light is on when the network connection is
light abnormal.
POWER Power status indicator light | The blue light is on when the power connection is
OK.
o USB2.0 port Connect to peripheral USB 2.0 storage device,
mouse, burner and etc.

The NVR608-128-4KS2/NVR608-64-4KS2 front panel is shown as in Figure 2-6.
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Figure 2-6
Please refer to the following sheet for front panel button information.
SN Icon Function SN | Icon Function
1 Status Status indicator light 2 HDD HDD indicator light
3 NET Network indicator light | 4 Power Power indicator light
5 o USB port 6 - Power on-off button
7 ALARM Alarm indicator light - -

2.1.3 NVR724-256 Series
For the product of the LCD screen, the front panel is shown as in Figure 2-7.

Figure 2-7
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SN Icon Name Function
1 Front panel | /
lock
2 USB port /
e
3 Network The network indicator light is blue and it flashes when
5 indicator light | you connect the device to the network.
4 A Alarm indicator | The alarm indicator light becomes on once an alarm
light occurred. It becomes on via the software detection. The
indicator light becomes on when there is a local alarm.
5 System HDD | The blue light becomes on when system is reading or
B Indicator light | writing the system HDD.
In the system HDD, there are device important
configuration file, factory default configuration file,
device initial boot up data.
Press it once to turn on the device.
6 Power button i i .
Press it for a long time to turn off the device (Usually
we do not recommend).
Press power button for a long time or pull out the power
cable may result in device auto restart.

After you remove the front panel, you can see there are 24 HDDs. From the left to the right and from the

top to the bottom, it ranges from 1~4, 5~8, 9~12, 13~16, 17~20, 21~24. See Figure 2-8.
You can see there are two indicator lights on the HDD bracket.

(U]

e [ J: The power indicator light is at the top. The light is yellow after you connected the device to the

power.

8

e [J: The read-write indicator light is at the bottom. The blue light flashes when system is reading or
writing the data.
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Figure 2-8
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2.2 Rear Panel

2.2.1 NVR6000 Series
The general series rear panel of NVR6000/NVR6064 is shown as in Figure 2-9.

Figure 2-9
The redundant power series rear panel of NVR6000/NVR6064 is shown as in Figure 2-10.
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Figure 2-10

Please refer to the following sheet for rear detailed information.
SN Function SN Function
1 Power socket 2 Audio Input
3 Audio output 4 Bidirectional talk input
5 Network port 6 Video VGA output
7 eSATA port 8 USB port
9 HDMI port 10 Alarm input/alarm output/RS485 port.
Important

Right now, system does not support audio input port. System supports HDMI1/HDMI2 port by
default. You need to purchase HDMI interface board if you want to use HDMI3-HDMI6 port.

2.2.2 NVR608-4K/NVR608-4KS2 Series
The NVR608-32-4K/NVR608-32-4KS2 series rear panel is shown as in Figure 2-11.
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Figure 2-11

The NVR608-64-4K/NVR608-128-4K/NVR608-64-4KS2/NVR608-128-4KS2 general series rear panel is
shown as in Figure 2-12.

O

Figure 2-12

The NVR608-64-4K/NVR608-128-4K//NVR608-64-4KS2/NVR608-128-4KS2 redundant power series
rear panel is shown as in Figure 2-13.
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Figure 2-13
Please refer to the following sheet for detailed information.
SN Function SN Function
1 Power socket 2 Alarm input/alarm output/RS485 port.
2 RS232 port 4 Audio output
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5 Audio input 6 VGA port
7 Network port 8 HDMI port
9 ® NVR608-4K: USB | 10 USB 3.0 port
2.0 port.
® NVR608-4KS2:
USB 3.0 port
11 eSATA port

2.2.3 NVR616-4K Series
The general series rear panel of NVR616-4K is shown as in Figure 2-14.
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Figure 2-14

The redundant power series rear panel of NVR616-4K is shown as in Figure 2-15.
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Figure 2-15
Please refer to the following sheet for rear detailed information.
SN Name SN Name
1 Power on-off button 2 Power socket
3 1000M fiber port 4 Network port
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SN Name SN Name

5 HDMI port 6 RS232 port

7 Video VGA output 8 Audio output

9 Audio input 10 USB2.0 port

11 USB3.0 port 12 eSATA port

13 SAS extension port 14 Alarm input/output/RS485 port

2.2.4 NVR616-4KS2 Series
The general series rear panel of NVR616-4KS2 is shown as in Figure 2-16.
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Figure 2-16

The redundant power series rear panel of NVR616-4KS2 is shown as in Figure 2-17.
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Figure 2-17
Please refer to the following sheet for rear detailed information.
SN Name SN Name
1 Power on-off button 2 Power socket
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SN Name SN Name
3 1000M fiber port 4 Network port
5 HDMI port 6 RS232 port
7 Video VGA output 8 Audio output
9 Audio input 10 USB3.0 port
11 USB3.0 port 12 eSATA port
13 SAS extension port 14 Alarm input/output/RS485 port
15 HDMI port (The HD decode card

is not the default accessory.

Please purchase if you want to

use)

2.2.5 NVR724-256 Series
The general rear panel is shown as in Figure 2-18.
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Figure 2-18

The redundant power series rear panel is shown as in Figure 2-19.
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Figure 2-19
Please refer to the following sheet for detailed information.

SN Name SN Name

1 Alarm input/alarm output 2 HDMI port (Reserved port. Right now
system does not support HD decode
card.)

3 Power port 4 HDMI port

5 eSATA port 6 USB port

7 SAS port 8 Video VGA output

9 Network port 10 RS485 port

11 RS232 port 12 Audio input port

13 Audio output port

2.3 Alarm Connection

Please refer to the following sheet for alarm input and output connection.
There are two alarm input types for you to select: normal open (NO) and normal close (NC).
1. Alarm input

a. Please make sure alarm input mode is grounding alarm input.

b. Grounding signal is needed for alarm input.
c. Alarm input needs the low level voltage signal.

28




d. Alarm input mode can be either NC (normal Open) or NO (Normal Close)

e. When you are connecting two NVRs or you are connecting one NVR and one other device, please use
a relay to separate them.

2. Alarm output

The alarm output port should not be connected to high power load directly (It shall be less than 1A) to
avoid high current which may result in relay damage. Please use the co contactor to realize the

connection between the alarm output port and the load.
3. Please make sure the front-end device has soundly earthed.
Improper grounding may result in chip damage.
2.3.1 Alarm Input and Output Details
2.3.1.1 NVR6000/NVR6064/NVR616-4K/NVR616-4KS2 Series
You can refer to the following sheet for alarm input and output information. See Figure 2-20.
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Figure 2-20

Ilcon Note

1, 2, 3, 4, 5, 6, | ALARM 1to ALARM 16. The alarm becomes active in low voltage.
7, 8, 9, 10, 11,
12, 13, 14, 15, 16
1-ON C, 2-ON C, Eight groups of normal open activation output (on/off button)
3-ON C, 4-ONC,
5-ON C, 6-ON C,
7-ONC, 8-ONC
G GND cable.

A/B The A/B cable to control the RS485 devices. It is to connect to
control devices such as PTZ dome camera. 120Q should be parallel
connected between A, B lines on the far end to reduce reflection and
guarantee the signal quality.

Tx and Rx RS232 port. Tx is the data output cable and the Rx is the data input
cable.

2.3.1.2 NVR608-4K/NVR608-4KS2 Series
You can refer to the following sheet for alarm input and output information. See Figure 2-21.
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Figure 2-21

Icon

Note

1, 2, 3’ 4’ 5’ 6’
7, 8 9, 10, 11,
12, 13, 14, 15, 16

ALARM 1 to ALARM 16. The alarm becomes active in low voltage.

1-ON C, 2-ON C,
3-ONC, 4-ON C,
5-ONC, 6-ON C,
7-ONC, 8-ONC

Eight groups of normal open activation output (on/off button)

€L

GND cable.

A/B

The A/B cable to control the RS485 devices. It is to connect to
control devices such as PTZ dome camera. 120Q should be parallel
connected between A, B lines on the far end to reduce reflection and
guarantee the signal quality.

2.3.1.3 NVR724 Series
You can refer to the foIIowing sheet for alarm input and output information. See Figure 2-22.
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Figure 2-22
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Icon Note

1~4 ALARM 1 to ALARM 4. The alarm becomes active in low
voltage.

NO1 C1, NO2 C2, NO3 C3, NO4 | Four groups of normal open activation output (on/off

C4 button)

+ GND

2.3.2 Alarm input and output port

Please refer to the following sheet for more information.

Grounding alarm inputs. Normal open or Normal close type)

Please parallel connect COM end and GND end of the alarm detector (Provide external power to the
alarm detector).

Please parallel connect the Ground of the NVR and the ground of the alarm detector.

Please connect the NC port of the alarm sensor to the NVR alarm input(ALARM)

Use the same ground with that of NVR if you use external power to the alarm device.
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Figure 2-23

2.3.3 Alarm Output Port

® Provide power to peripheral alarm device.
® To avoid overloading, please read the following relay parameters sheet carefully.
® RS485 A/B cable is for the A/B cable of the PTZ decoder.

2.3.4 Alarm relay specifications

Model: JRC-27F

Material of the | Silver

contact

Rating value Contact load 30V DC 1A, 125V AC 0.5A

I(?;ds)istance Maximum switch power 62.5VA/30W
Maximum switch voltage 125V AC, 60V DC
Maximum switch current A

Insulation Between loop and the contact | ;700v AC 1 minue
Between breaking contact 400V AC 1 minue

Insulation 1000MQ (500V DC)

voltage

Opening time <5ms
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Closing time < 5ms

Longevity Mechanical 300/1 minue
Electrical 30/1 minute

Working -30C ~+70°C

Temperature

2.4 Remote Control

The remote control interface is shown as in Figure 2-24.

Please note remote control is not our standard accessory and it is not included in the

accessory bag.
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Figure 2-24

Serial Number

Name

Function

1

Power button

Click it to boot up or shut down
the device.

2 Address Click it to input device number, so
that you can control it.

3 Forward Various forward speeds and
normal speed playback.

4 Slow play Multiple slow play speeds or

normal playback.

Next record

In playback mode, playback the
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5 next video.
Previous record In playback mode, playback the
6 previous video.
7 Play/Pause In pause mode, click this button
to realize normal playback.
In normal playback click this
button to pause playback.
In real-time monitor mode, click
this button to enter video search
menu.
Reverse/pause Reverse playback pause mode,
8 click this button to realize normal
playback.
In reverse playback click this
button to pause playback.
Esc. Go back to previous menu or
9 cancel current operation (close
upper interface or control)
10 Record Start or stop record manually
In record interface, working with
the direction buttons to select the
record channel.
Click this button for at least 1.5
seconds, system can go to the
Manual Record interface.
11 Direction keys Switch current activated control,
go to left or right.
In playback mode, it is to control
the playback process bar.
Aux function(such as switch the
PTZ menu)
12 Enter /menu key go to default button
go to the menu
13 Multiple-window switch Switch between multiple-window
and one-window.
14 Fn In 1-ch monitor mode: pop up

assistant function: PTZ control
and Video color.

Switch the PTZ control menu in
PTZ control interface.

In motion detection interface,
working with direction keys to
complete setup.

In text mode, click it to delete
character.
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15 0-9 number key Input password, channel or
switch channel.

Shift is the button to switch the
input method.

2.5 Mouse Operation

Please refer to the following sheet for mouse operation instruction.

Left click | When you have selected one menu item, left click mouse to view menu content.

mouse Modify checkbox or motion detection status.

Click combo box to pop up dropdown list

In input box, you can select input methods. Left click the corresponding button
on the panel you can input numeral/English character (small/capitalized). Here
« stands for backspace button. __ stands for space button.

In English input mode: _stands for input a backspace icon and < stands for
deleting the previous character.
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In numeral input mode: _ stands for clear and <« stands for deleting the
previous numeral.

Double left | Implement special control operation such as double click one item in the file list
click mouse | to playback the video.

In multiple-window mode, double left click one channel to view in full-window.
Double left click current video again to go back to previous multiple-window
mode.

Right click | In real-time monitor mode, pops up shortcut menu.

mouse Exit current menu without saving the modification.
Press middle | In numeral input box: Increase or decrease numeral value.
button Switch the items in the check box.

Page up or page down

Move mouse | Select current control or move control

Drag mouse | Select motion detection zone
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| Select privacy mask zone.

2.6 Mouse Control

Left click | System pops up password input dialogue box if you have not logged in.
mouse In real-time monitor mode, you can go to the main menu.
When you have selected one menu item, left click mouse to view menu content.
Implement the control operation.
Modify checkbox or motion detection status.
Click combo box to pop up drop down list
In input box, you can select input methods. Left click the corresponding button
on the panel you can input numeral/English character (small/capitalized). Here
« stands for backspace button. __ stands for space button.
In English input mode: _stands for input a backspace icon and < stands for
deleting the previous character.
g
m n
1 e
In numeral input mode: _ stands for clear and <« stands for deleting the
previous numeral.
When input special sign, you can click corresponding numeral in the front panel
to input. For example, click numeral 1 you can input’/” , or you can click the
numeral in the on-screen keyboard directly.
Double left | Implement special control operation such as double click one item in the file list
click mouse | to playback the video.
In multiple-window mode, double left click one channel to view in full-window.
Double left click current video again to go back to previous multiple-window
mode.
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Right click
mouse

In real-time monitor mode, pops up shortcut menu: one-window, four-window,
nine-window and sixteen-window, Pan/Tilt/Zoom, color setting, search, record,
alarm input, alarm output, main menu.

Among which, Pan/Tilt/Zoom and color setting applies for current selected
channel.

If you are in multiple-window mode, system automatically switches to the
corresponding channel.

View 1

B Viewd
View B

B \View?d
i View 16

BT Wiew 25
#E View 36
= View b4

T2
Auto Focus
Image

=earch
Manual

. Remole

W Main Menu

Exit current menu without saving the modification.

Press middle
button

In numeral input box: Increase or decrease numeral value.

Switch the items in the check box.

Page up or page down

Move mouse

Select current control or move control

Drag mouse

Select motion detection zone

Select privacy mask zone.
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3 Local Basic Operation

3.1 Boot up and Shutdown
3.1.1 Bootup

Caution
Before the boot up, please make sure:

® For device security, please connect the NVR to the power adapter first and then connect the
device to the power socket.

® The rated input voltage matches the device power on-off button. Please make sure the power
wire connection is OK. Then click the power on-off button.

® Always use the stable current, if necessary UPS is a best alternative measure.

Please follow the steps listed below to boot up the device.

® Connect the device to the monitor and then connect a mouse.

® Connect power cable.

® Click the power button at the front or rear panel and then boot up the device. After device booted up,
the system is in multiple-channel display mode by default.

3.1.2 Shutdown

Note

® When you see corresponding dialogue box “System is shutting down...” Do not click power on-off
button directly.

® Do not unplug the power cable or click power on-off button to shutdown device directly when device
is running (especially when it is recording.)

There are three ways for you to log out.

a) Main menu (RECOMMENDED)
From Main Menu->Shutdown, select shutdown from dropdown list.
Click OK button, you can see device shuts down.

b) From power on-off button on the front panel or remote control
Press the power on-off button on the NVR front panel or remote control for more than 3 seconds to
shutdown the device.

c) From power on-off button on the rear panel.

3.2 Change/Reset Password

3.2.1 Change Password

For your own safety, please change your administrator default password after your first login.

After system booted up, you can see the following interface if it is your first login or you have restored

default setup. See Figure 3-1. Please input old password and then input new password twice to confirm

the change.

® The default administrator user name is admin and the password is admin.

® You can set security questions here to reset the password in case you forgot. System supports
customized setup. Please note you need to set two security questions at the same time. When you
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reset the password, you need to answer these two security questions too.
® For reset information, please refer to chapter 3.2.2.

SORRSTRATOR

| Whaa's in Ly At car ikl

Figure 3-1

Click Cancel button, system pops up the following interface for you to confirm. See Figure 3-2.
Check the box here, system will not pop up the change password interface the next time.

Message
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Figure 3-2

3.2.2 Reset Password
Once you forgot password, you can answer the security questions you set in chapter 3.2.1 to reset the
password.

In login interface, cIickE. See Figure 3-7.
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SYSTEM LOGIN

User Name { admin

Password

Figure 3-3

System pops up the following dialogue box, please answer the security questions and then input the new
password twice. See Figure 3-4.

Reget

gyl I.JE e ::'|F|1;'-

I'Whats your Irst car mpsal?

Figure 3-4

Tips
You can go to main menu->Setting->System->Account->Secure question to set.

3.3 Startup Wizard

After device successfully booted up, it goes to startup wizard.

Click Cancel/Next button, you can see system goes to login interface.

Tips

Check the box Startup button here, system goes to startup wizard again when it boots up the next time.
Cancel the Startup button, system goes to the login interface directly when it boots up the next time.
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Sarup Wizard

=tariup Wizard

The stariup wizard includes Genera

Figure 3-5

Click Cancel button or Next Step button, system goes to login interface. See Figure 3-6.

System consists of three accounts:

® Username: admin. Password: admin. (administrator, local and network)

® Username: 888888. Password: 888888. (administrator, local only)

® Username: default. Password: default (hidden user). Hidden user “default” is for system interior use
only and can not be deleted. When there is no login user, hidden user “default” automatically login.
You can set some rights such as monitor for this user so that you can view some channel view

without login.
TERK LOSIk
Us=er Harme [ admin
Pazewsard
Figure 3-6
Note:

For security reason, please modify password after you first login.
Within 30 minutes, three times login failure will result in system alarm and five times login failure will result
in account lock!

Click OK button, you can go to General interface. See Figure 3-7.
For detailed information, please refer to chapter 3.17.1.
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Figure 3-7

Click Next button, you can go to network interface. See Figure 3-8.
For detailed information, please refer to chapter 3.15.
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Figure 3-8

Click Next button, you can go to remote device interface. See Figure 3-9.
For detailed information, please refer to chapter 3.5.
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Figure 3-9

Click Next button, you can go to RAID interface. See Figure 3-10.
For detailed information, please refer to chapter 3.16.4.
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Figure 3-10
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Click Next button, you can go to Schedule interface. See Figure 3-11.
For detailed information, please refer to chapter 3.11.2.
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Figure 3-11

Click Finish button, system pops up a dialogue box. Click the OK button, the startup wizard is complete.
See Figure 3-12.

Startup is finish.

Figure 3-12

3.4 Navigation Bar

You need to go to the Main menu->Setting->System->General to enable navigation bar function;
otherwise you can not see the following interface.
The navigation bar is shown as below. See Figure 3-13.
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Figure 3-13
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3.4.1 Main Menu

Click button @ to go to the main menu interface.

3.4.2 Dual-screen operation
Important
This function is for some series only.

:l
(== . . . .
Click . to select screen 2, you can view an interface shown as below. See Figure 3-14. It is a
navigation bar for screen 2.

Figure 3-14

Click any screen split mode; HDMI2 screen can display corresponding screens. Please note the screen 2
can only support video view and tour function. See Figure 3-15.

Figure 3-15

Note

® Screen 2 function is null if tour is in process. Please disable tour function first.

® Right now, the screen 2 operation can only be realized on the navigation bar. The operations on the
right-click menu are for screen 1 only.

3.4.3 Output Screen
Select corresponding window-split mode and output channels.

3.44 Tour

51 &
Click button I:l to enable tour, the icon becomes., you can see the tour is in process.
345 PTZ

CIickE, system goes to the PTZ control interface. Please refer to chapter 3.10.2.
3.4.6 Color

Click button@, system goes to the color interface. Please refer to chapter 3.5.3.

Please make sure system is in one-channel mode.
3.4.7 Search

@)
Click button, system goes to search interface. Please refer to chapter 3.12.2
3.4.8 Audio Broadcast
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CIickm, you can go to the audio broadcast interface. Please refer to chapter 3.12.2.
3.4.9 Alarm Status

Click buttonm, system goes to alarm status interface. It is to view device status and channel status.

Please refer to chapter 3.20.1.5.
3.4.10 Channel Info

Click buttong, system goes to the channel information setup interface. It is to view information of the

corresponding channel. See Figure 3-16.

LCHCAREL L

Figure 3-16

3.4.11 Remote Device
CIicKE, system goes to the remote device interface. Please refer to chapter 3.5.

3.4.12 Network

CIick@, system goes to the network interface. It is to set network IP address, default gateway and etc.
Please refer to chapter 3.15.

3.4.13 HDD Manager

Click , system goes to the HDD manager interface. It is to view and manage HDD information.

Please refer to chapter 3.16.1.
3.4.14 USB Manager

Click n system goes to the USB Manager interface. See Figure 3-17. It is to view USB information,

backup and update. Please refer to chapter 3.13.1 file backup, chapter 3.13.3 backup log, chapter3.13.2
import/export, and chapter 3.20.4 upgrade for detailed information.
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Figure 3-17
3.4.15 System Status

&, you can go to the following interface. See Figure 3-18. Here you can view host information,

RAID information, HDD information, HDD usage rate, fan speed, CPU usage, CPU temperature, memory
usage, power information and etc.
The following interface for reference only.

Figure 3-18

3.4.16 Device Tree

CIicE, you can go to the following interface. See Figure 3-19.
You can view channel list and device list.
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Figure 3-19

3.5 Remote Device

3.5.1 Remote Device Connection

From Main menu->Setting->Camera->Remote->Remote or right click mouse on the preview interface
and then select Remote item, you can see the following interface. See Figure 3-20.
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Figure 3-20

Search remote device

Click Device search button, you can view the searched IP addresses at the top pane of the interface.
Note

® You can use IP address or MAC address to search device. System supports fuzzy search.

® For the device in the added device list, you can not see it at the top pane of the interface.

° CIick., you can view the video of current camera.

Double click an IP address or check one or more IP address (es) at the same time and then click Add
button, you can add current device to the added devices at the bottom pane of the interface. System
supports batch add function.

Add remote device

Click Manual Add button, you can add a device directly. Here you can set TCP/UPD/auto connection

mode. The default setup is TCP. See Figure 3-21.

Manufacturer: Select the manufacture from the dropdown list.

IP address: Input remote IP address.

TCP port: Input TCP port value.

User name: Input the user name you login the remote device.

Password: Input the password you login the remote device.

Channel amount: It is to display channel total amount. Click Set button to set remote device channel

so that you can control remotely.

Remote channel amount: The channel mount of the remote device.

® Channel: The channel mount of current device. It is the channel amount you want to view the remote
device.

48



® Decode buffer: Please select from the dropdown list: default/realtime/fluency.

Important

Please note the manual add function is for Dahua, Panasonic, Sony, Dynacolor, Samsung, AXIS, Arecont,
ONVIF and Custom. When the type is the custom, you can just input URL address, user name and
password connect to the network camera without considering network camera manufacture. Please
contact your network camera manufacturer for the URL address.

Warrad Ao

Figure 3-21
Change IP address

On the searched devices list, check one or more device(s) at the same time. Click Modify IP button@,

you can see the following interface. See Figure 3-22.

® DHCP: Check the box here, system can auto allocate the IP address. The IP address, subnet mask,
default gateway are reference only.

® Static: Check the box here, you can set IP address, subnet mask, default gateway manually.

IP address/subnet mask/default gateway: You can input corresponding information here.

® User name/password: The account you login the remote device. Please input here to password
verification to change the remote device password.

® Incremental value: When you want to change several IP addresses, once you input the IP address of
the first device, the IP address of the next device will increase accordingly. For example, when the
incremental value is 1, if the IP address of the first device is 172.10.3.128, the IP address of the
second device will auto be set as 172.10.3.129.

Note

® For the static IP address, system will alert you if there is any IP conflict. If you are changing several
IP addresses at the same time, system auto skip the conflicted IP and auto allocate again according
to the incremental value you set.
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Figure 3-22

Export IP
You can export the list of the added devices to your local PC.

Insert UBS device and then click Export button, you can see the following interface. See Figure 3-23.

Figure 3-23
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Select the saved path and click OK.
You can see “Backup completed ” prompt. See Figure 3-24.

Message

Backup completed.

Figure 3-24

Note
The export file extension name is .CVS. The file contains IP address, port, remote channel No.
manufacturer, user name, password and etc.

Import IP
You can import the added device list to add the device conveniently.
Click Import button, you can go to the following interface. See Figure 3-25.

Tepe [l
. Felder
i HomotocConhg 20700007 ong oSy BITBE Fic

Figure 3-25
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Select the import file and then click OK button.

Note

If the imported IP is already in the added device list, system pops up dialogue box for you to confirm
overwrite or not.

® (Click OK button, the new IP setup can overwrite the new one.

® (Click Cancel button, system adds the new IP setup.

Important

® You can edit the exported file. Please make sure the file format is the same. Otherwise you can not
import the file again!

® System does not support customized protocol import/export.

® The import/export function is for the devices of the same language.

3.5.2 Short-Cut Menu

In the preview interface, for the channel of no IPC connection, you can click the icon “+” in the centre of
the interface to quickly go to the Remote Device interface. See Figure 3-26.

Figure 3-26

3.5.3 Image

From main menu->Setting->Camera->Image, you can see the image interface is shown as below.

See Figure 3-27.

® Channel: Select a channel from the dropdown list.

® Config file: There are three configuration files. System sets proper parameters (such as brightness,
contrastness and etc) for each configuration file. You can select according to your actual situation.

® Saturation: It is to adjust monitor window saturation. The value ranges from 0 to 100. The default
value is 50. The larger the number, the strong the color is. This value has no effect on the general
brightness of the whole video. The video color may become too strong if the value is too high. For
the grey part of the video, the distortion may occur if the white balance is not accurate. Please note
the video may not be attractive if the value is too low. The recommended value ranges from 40 to 60.

® Brightness: It is to adjust monitor window bright. The value ranges from 0 to 100. The default value is
50. The larger the number is, the bright the video is. When you input the value here, the bright
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® <

section and the dark section of the video will be adjusted accordingly. You can use this function
when the whole video is too dark or too bright. Please note the video may become hazy if the value
is too high. The recommended value ranges from 40 to 60.

Contrast: It is to adjust monitor window contrast. The value ranges from 0 to 100. The default value
is 50. The larger the number is, the higher the contrast is. You can use this function when the whole
video bright is OK but the contrast is not proper. Please note the video may become hazy if the value
is too low. If this value is too high, the dark section may lack brightness while the bright section may
over exposure .The recommended value ranges from 40 to 60.

Auto Iris: It is for the device of the auto lens. You can check the box before ON to enable this
function. The auto iris may change if the light becomes different. When you disable this function, the
iris is at the max. System does not add the auto iris function in the exposure control. This function is
on by default.

Gamma: It is to set each pixel brightness. The higher the value is, the brighter the image is. The
value ranges from 0 to 100. The recommended value ranges from 40 to 60.

Mirror: It is to switch video left and right limit. This function is disabled by default.

Flip: Please select from the dropdown list. It includes normal/180°/90°/270° and etc. Some camera
sports flip mode.

3D NR: It is to process multiple-frame (At least two frames). System uses the information between
these two frames to realize noise reduction function.

BLC: It includes several options: BLC/WDR/HLC/OFF.

BLC: There are two modes: default/customize. For the default mode, the device auto exposures
according to the environments situation so that the darkest area of the video is clearer. For the
customized mode, you can select a rectangle zone to enhance its brightness to the proper level.
WDR: For the WDR scene, this function can lower the high bright section and enhance the
brightness of the low bright section. So that you can view these two sections clearly at the same time.
The value ranges from 1 to 100. When you switch the camera from no-WDR mode to the WDR mode,
system may lose several seconds record video.

HLC: After you enabled HLC function, the device can lower the brightness of the brightest section
according to the HLC control level. It can reduce the area of the halo and lower the brightness of the
whole video.

OFF: It is to disable the BLC function. Please note this function is disabled by default.

Profile: It is to set the white balance mode. It has effect on the general hue of the video. This function
is on by default. You can select the different scene mode such as auto, sunny, cloudy, home, office,
night, disable and etc to adjust the video to the best quality.

Auto: The auto white balance is on. System can auto compensate the color temperature to make
sure the vide color is proper.

Sunny: The threshold of the white balance is in the sunny mode.

Night: The threshold of the white balance is in the night mode.

Customized: You can set the gain of the red/blue channel. The value reneges from 0 to 100.

W/B Mode: It is to set white balance mode. It can affect the video total hue. The default setup is auto.
Please note different cameras support different modes. Please select from the dropdown list. The
options include sunny/night/customized and etc.

Day/night. It is to set device color and the B/W mode switch. The default setup is auto.

Color: Device outputs the color video.

Auto: Device auto select to output the color or the B/W video according to the device feature (The
general bright of the video or there is IR light or not.)
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< B/W: The device outputs the black and white video.
< Sensor: It is to set when there is peripheral connected IR light. Please note some non-IR series
product support sensor input function.
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Figure 3-27

3.5.4 Channel Name

From main menu->Setting->Camera->Channel name, you can see an interface shown as in Figure 3-28.
It is to modify channel name. It max supports 31-character.
Please note you can only modify the channel name of the connected network camera.
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3.5.5 Upgrade

Important

System max supports to upgrade 8 network cameras at the same time.

It is to update the network camera.

From main menu->Setting->Camera->Remote->Upgrade, the interface is shown as below. See Figure
3-29.

Click Browse button and then select the upgrade file. Then select a channel (or you can select device
type filter to select several devices at the same time.)

Click Start upgrade button to upgrade. You can see the corresponding dialogue once the upgrade is
finish.
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3.6 Preview

After device booted up, the system is in multiple-channel display mode. See Figure 3-30.Please note the
displayed window amount may vary. The following figure is for reference only. Please refer to chapter 1.3
Specifications for the window-amount your product supported.

Figure 3-30

3.6.1 Preview

If you want to change system date and time, you can refer to general settings (Main
Menu->Setting->System->General). If you want to modify the channel name, please refer to the
display settings (Main Menu->Camera->CAM name)
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Please refer to the following sheet for detailed information.

Current channel pops up
1 i this icon when it is|3 ?
recording.

Current channel pops up this icon
when video loss alarm occurs.

Current channel pops up
2 | ¥ |this icon when motion |4 | (B
detect alarm occurs.

Current channel pops up this icon
when it is in monitor lock status.

System exceeds
5 @ decoded channel
amount.

Tips

® Preview drag: If you want to change position of channel 1 and channel 2 when you are
previewing, you can left click mouse in the channel 1 and then drag to channel 2, release mouse
you can switch channel 1 and channel 2 positions.

3.6.2 Preview Control Interface

Move you mouse to the top centre of the video of current channel, you can see system pops up the
preview control interface. See Figure 3-31. If your mouse stays in this area for more than 6 seconds
and has no operation, the control bar automatically hides.

1 2 345 6

Figure 3-31

1) Instant playback

It is to playback the previous 5-60 minutes record of current channel.

Please go to the Main menu->Setting->->System->General to set real-time playback time.
System may pop up a dialogue box if there is no such record in current channel.

2) Digital zoom
It is to zoom in specified zone of current channel. It supports zoom in function of multiple-channel.

- S '.ﬂ.
Click button, the button is shown as.

There are two ways for you to zoom in.

® Drag the mouse to select a zone; you can view an interface show as Figure 3-32.
P Rt

Figure 3-32
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® Put the middle button at the centre of the zone you want to zoom in, and move the mouse, you
can view an interface shown as in Figure 3-33.

Figure 3-33
Right click mouse to cancel zoom and go back to the original interface.
3) Manual record function
It is to backup the video of current channel to the USB device. System can not backup the video of
multiple-channel at the same time.

Click button, system begins recording. Click it again, system stops recoridng. You can find the record
file on the flash disk.

4) Manual Snapshot
Click m to snapshot 1-5 times. The snapshot file is saved on the USB device or HDD. You can go to

the Search interface (chapter 3.12) to view.

5) Bidirectional talk
If the connected front-end device supports bidirectional talk function, you can click this button. Click

1
button to start bidirectional talk function the icon now is shown as . Now the rest

bidirectional talk buttons of digital channel becomes null too.

N ,
Click again, you can cancel bidirectional talk and the bidirectional talk buttons of other digital

channels become as.

6) Switch stream

Click , you can switch between the main stream and the sub stream.

M: M stands for main stream.
S: S stands for sub stream. System supports 3 sub streams (S1/S2/S3). Please refer to chapter
3.11.1.1.

3.6.3 Right Click Menu

After you logged in the device, right click mouse, you can see the short cut menu. Please see Figure
3-34.

® Window split mode: You can select window amount and then select channels.

® Custom split: It is to set video split mode and displayed channel.

® PTZ: Click it to go to PTZ interface. Please refer to chapter 3.8.

® Fish eye: It is to set fish eye installation mode and display mode. Please refer to chapter 3.7.
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Split track: It is to set the video to be displayed at the same screen as 4/6-window mode. Please refer
to chapter 3.7.

Smart Track: It is to view the trigger video of the fish eye and PTZ camera. Please refer to chapter
3.7.

Auto focus: It is to set auto focus function. Please make sure the connected network camera supports this function.

Image: Set video corresponding information. Please refer to chapter 3.5.3.

Search: Click it to go to Search interface to search and playback a record file. Please refer to chapter
3.12.

Record control: Enable/disable record channel and alarm control. Please refer to chapter 3.11 and
3.14.10.

Remote: Search and add a remote device. Please refer to chapter 3.5.

Main menu: Go to system main menu interface.

Tips:
Right click mouse to go back to the previous interface.
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Figure 3-34

3.6.4 Preview Display Effect Setup

3.6.4.1 Display

From Main Menu->Setting->System->Display, you can go to the following interface. See Figure 3-35.
Here you can set menu and video preview effect. All you operation here does not affect the record file and
playback effect.

Now you can set corresponding information.

Time display: You can select to display time or not when system is playback.
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Channel display: You can select to channel name or not when system is playback.

Image enhance: Check the box; you can optimize the margin of the preview video.

IVS rule: Check the box to enable IVS function. System can display IVS rule on the preview video.
Original scale: You can set different original rates for different channels. Click Set and then select a
channel, you can restore original rate.

Screen mode: It is for dual-screen operation. Please select from the dropdown list according to your
actual situation. Click Apply button, system needs to restart to activate new setup. For example,
32+4 means for VGA, system max supports 32-window split and for HDMI2, system max supports
4-window split. Please note this function is for some series product only.

Screen enable: Check the box here to enable the screen. In this way, it can display the video.
Screen No. Select the corresponding screen from the dropdown list and then set resolution.
Resolution: There are four options: 1920x1080, 1280x1024, 1280x720, and 1024x768. The VGA default
resolution is 1280x1024; HDMI default resolution is 1920x1080. Please note the system needs to
reboot to activate current setup.
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Figure 3-35

Preview mode: It is to set preview display mode. Please select from the dropdown list.

General: There is no displayed information on the preview interface.

Human face: System will display human face information on the right pane of the preview interface.
See Figure 3-36.
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Figure 3-36

POS info: Check the box, system will display POS information on the preview interface.

Click OK button to save current setup.

3.6.4.2 Preview Tour Parameters

Set preview display mode, channel display sequence and tour setup.

Set preview display mode: On the preview interface, right click mouse, you can view right-click menu.
Now you can select preview window amount and channel.

Set channel display mode: On the preview interface, if you want to change channel 1 and channel 16
position, please right click channel 1 video window and then drag to the channel 16 video window,
release button, you can change channel 1 and channel 16 position.

Tour setup: Here you can set preview window channel display mode and interval. Please follow the
steps listed below.

From Main menu->Setting->System->Display->Tour, you can see an interface shown as in Figure 3-37.
Here you can set tour parameter.

Screen No.: Please select screen from the dropdown list.

Video detect: It is to set video detect tour. System supports 1/8-window tour.
Alarm: It is to set alarm tour. System supports 1/8-window tour.

Enable tour: Check the box here to enable tour function.

Interval: Input proper interval value here. The value ranges from 1-120 seconds.
Window split: It is to set window split mode.
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Figure 3-37
Tips

On the navigation bar, click to enable/disable tour.

Click Save button to save current setup.

3.6.4.3 Custom Split
It is to set customized local preview display mode.

From Main menu->Setting->System->Display->Custom split, you can see an interface shown as in Figure
3-38.
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Click and then click I = :l I I@I@I to select basic mode

In regular mode, drag the mouse in the preview frame, you can merge several small windows to one
window so that you can get you desired split mode.
After the setup, the selected window has the red frame. See Figure 3-39.
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Figure 3-39
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Select the merging window, the frame is red; you can click m to cancel the merge to restore regular

mode.

Click Save to exit.

After the setup, you can go to the preview window, right click mouse and then select custom split. See

Figure 3-40.

3.7 Fish Eye

3.7.1 Fish eye de-warp during preview interface
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Figure 3-40
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On the preview interface, select fisheye channel and then right click mouse, you can select fisheye. Now
you can see an interface shown as in Figure 3-41. You can set fisheye installation mode and display

mode.
Note:

® For the non-fisheye channel, system pops up dialogue box to remind you it is not a fisheye channel
and does not support de-warp function.

® [f system resources are insufficient, system pops up the corresponding dialogue box too.
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Fit Mode

Figure 3-41

There are three installation modes: ceiling mount/wall mount/ground mount. The different
installations modes have different de-warp modes.
Please refer to the following sheet for detailed information.

Installation modes Icon Note
iz 360°panorama original view
.
(Ceiling mount)
1 de-warp window+1 panorama stretching
—., o F
7, (Ground mount) o 2 panorama stretching view
+—t
E 1 360° panorama view+3 de-warp windows
all 1 360°panorama view+4 de-warp windows
4 de-warp windows+1 panorama stretching
1 360° panorama view+8 de-warp windows
a 360°panorama original view
I|§
N
(Wall mount) Panorama stretching
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1 panorama unfolding view +4 de warp windows

E 1 panorama unfolding view+3 de-warp windows

I_ﬁ_ 1 panorama unfolding view +8 de warp windows
|

Figure 3-42

In Figure 3-42, you can adjust the color pane on the left pane or use your mouse to change the
position of the small images on the right pane to realize fisheye de-warp.

Please use the mouse to zoom in/zoom out, move/rotate the image. (Please note this function is not
for wall mount mode)

3.7.2 Fish eye de-warp during playback
On the main menu, click search button.

-
Select 1-window playback mode and corresponding fisheye channel, click 2 o play.

Right click theE, you can go to the de-warp playback interface. For detailed information, please

refer to chapter 3.7.1.

3.8 Split Track

It is to display one video channel in several windows.
On the preview interface, right click mouse and then select split track, you can see an interface
shown as below. See Figure 3-43.
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Figure 3-43

Please select split mode, it includes main screen, one main screen+3 extension screens, one main
screen +5 extension screens. See Figure 3-44.

This function can divide the main screen to several windows. Use the mouse to adjust the frames in
different colors to set the images to be displayed in the extension screen.

On the main screen or the extension screen, use the middle button of the mouse to zoom in or zoom
out.

Figure 3-44

3.9 Smart Track

This function allows you to view the trigger video of the fish eye&PTZ camera. The fish eye is the
main camera to view the whole surveillance condition, the PTZ camera works as the slave camera to
view the details.

On the preview interface, select the corresponding window, right click mouse and then select Smart
track, you can see an interface shown as below. See Figure 3-45.

Note

Please refer to chapter 3.14.8 for setup information.
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Figure 3-45

3.10PTZ

Note:

Before you control the PTZ, please make sure the PTZ decoder and the NVR network
connection is OK and the corresponding settings are right.

3.10.1 PTZ Settings

Cable Connection

Please follow the procedures below to go on cable connection

® Connect the dome RS485 port to NVR RS485 port.

® Connect dome video output cable to NVR video input port.

® Connect power adapter to the dome.

In the main menu, from Setting->System->PTZ, you can see an interface is shown as in Figure 3-46.
Here you can set the following items:

® Channel: Select the current camera channel.

® PTZtype: There are two types: local/remote. Please select local mode if you are connect RS485
cable to connect to the Speed dome (PTZ). Please select remote mode if you are connecting to the
network PTZ camera.

Protocol: Select corresponding PTZ protocol(such as PELCOD)

Address: Default address is 1.

Baud rate: Select corresponding baud rate. Default value is 9600.

Data bit: Select corresponding data bits. Default value is 8.

Stop bit: Select corresponding stop bits. Default value is 1.

Parity: There are three options: odd/even/none. Default setup is none.
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Figure 3-46

If you are connecting to network PTZ, the PTZ type shall be remote. See Figure 3-47.
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Figure 3-47

3.10.2 PTZ Control
After completing all the setting please click save button. Right click mouse (click “Fn” Button in the

front panel or click “Fn” key in the remote control). The interface is shown as in Figure 3-48. Please
note you can only go to the PTZ control interface when you are in 1-window display mode.
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Figure 3-48

The PTZ setup is shown as in See Figure 3-49.
Please note the commend name is grey once device does not support this function.
The PTZ operation is only valid in one-window mode.

Here you can control PTZ direction, speed, zoom, focus, iris, preset, tour, scan, pattern aux function, light
and wiper, rotation and etc.

Speed is to control PTZ movement speed. The value ranges from 1 to 8.The speed 8 is faster than speed
1. You can use the remote control to click the small keyboard to set.

You can click E and of the zoom, focus and iris to zoom in/out, definition and brightness.

The PTZ rotation supports 8 directions. If you are using direction buttons on the front panel, there are only
four directions: up/down/left/right.

Figure 3-49

In the middle of the eight direction arrows, there is a 3D intelligent positioning key. See Figure 3-50.
Please make sure your protocol supports this function and you need to use mouse to control.
Click this key, system goes back to the single screen mode. Drag the mouse in the screen to adjust
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section size. The dragged zone supports 4X to 16X speeds. It can realize PTZ automatically. The smaller

zone you dragged, the higher the speed.

Figure 3-50
Name Function function Shortcut Function function Shortcut
key key key key
Zoom E Near ) Far »
Focus E Near | < Far > |
Iris E close < Open >l

In Figure 3-49, click l to open the menu, you can set preset, tour, pattern, scan and etc. See

Figure 3-51.

Figure 3-51

Please refer to the following sheet for detailed information.

Please note the above interface may vary due to different protocols. The button is grey and can not
be selected once the current function is null.

Right click mouse or click the ESC button at the front panel to go back to the Figure 3-49.

Icon Function Icon Function
@ Preset E Flip
* Tour Reset
I J'--I
Pattern Aux
Scan m Aux on-off
— button
@ Rotate Go to menu

3.10.2.1 PTZ Function Setup
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CIick@, you can go to the following interface to set preset, tour, pattern, and scan. See Figure 3-52.
PTZ

Pattern Border

Preset 0

Set

Del Preset

Figure 3-52

Preset Setup

In Figure 3-52, click preset button and use eight direction arrows to adjust camera to the proper position.
The interface is shown as in Figure 3-53.

Click Set button and then input preset number.

Click Set button to save current preset.

f L )
PTZ

Preset Tour Pattern Border

Preset

Set

Del Preset

Figure 3-53

Tour Setup

In Figure 3-52, click tour button.

Input tour value and preset No. Click Add preset button to add current preset to the tour. See Figure 3-54.
Tips

Repeat the above steps to add more presets to the tour. Click Del preset button to remove it from the tour.
Please note some protocols do not support delete preset function.
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Add Preset

Del Preset
Del Tour

Figure 3-54

Pattern Setup

In Figure 3-52, click Pattern button and input pattern number.

Click Begin button to start direction operation. Or you can go back to Figure 3-49 to operate
zoom/focus/iris/direction operation.

In Figure 3-52, click End button.
E

PTZ

Preset Tour Pattern Border

Pattern 0

Stant
End

Figure 3-55

Scan Setup

In Figure 3-52, click Scan button.

Use direction buttons to set camera left limit and then click Left button.

Use direction buttons to set camera right limit and then click Right button. Now the scan setup process is
complete.
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Preset Tour Pattern Border
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Figure 3-56

3.10.2.2 Call PTZ Function
Call Preset

In Figure 3-51, input preset value and then click @ to call a preset. Click @ again to stop call.

Call Pattern

In Figure 3-51, input pattern value and then click to call a pattern. Click again to stop

call.
Call Tour

In Figure 3-51, input tour value and then click to call a tour. Click again to stop call.

Call Scan
In Figure 3-51, input Scan value and then click to call a tour. Click again to stop call.
Rotate

In Figure 3-51, click @ to enable the camera to rotate.
System supports preset, tour, pattern, scan, rotate, light and etc function.

Note:
® Preset, tour and pattern all need the value to be the control parameters. You can define it as you
require.

® You need to refer to your camera user’'s manual for Aux definition. In some cases, it can be used for
special process.

Aux
CIicE, system goes to the following interface. The options here are defined by the protocol. The aux
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number is corresponding to the aux on-off button of the decoder. See Figure 3-57.
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Direct Aux

Wiper

Aux Num

0

Figure 3-57

3.11Record and Snapshot

The record/snapshot priority is: Alarm->Motion detect->Schedule.

3.11.1Encode

3.11.1.1 Encode

Encode setting is to set IPC encode mode, resolution, bit stream type and etc.

From Main menu->Setting->System->Encode, you can see the following interface. See Figure 3-58.

® Channel: Select the channel you want.

® Type: Please select from the dropdown list. There are three options: regular/motion detect/alarm.
You can set the various encode parameters for different record types.

® Compression: System supports H.264, MPEG4, MJPEG and etc.

® Resolution: The mainstream resolution type is IPC’s encoding config. Generally there is
D1/720P/1080P.

® Frame rate: It ranges from 1f/s to 25f/s in NTSC mode and 1f/s to 30f/s in PAL mode.

® Bit rate type: System supports two types: CBR and VBR. In VBR mode, you can set video quality.

® Video/audio: You can enable or disable the video/audio. Please note, once you enable audio
function for one channel, system may enable audio function of the rest channels by default.

e Audio encode: Please select audio encode mode from the dropdown list. It includes:
PCM/G711A/G711Mu/AAC.

e Audio sampling: It is the audio sampling rate in one second. The higher the sampling rate is, the
more nature the audio is. There are two options: 8000(default)/16000.

® Copy: After you complete the setup, you can click Copy button to copy current setup to other
channel(s). You can see an interface is shown as in Figure 3-65. You can see current channel
number is grey. Please check the number to select the channel or you can check the box ALL.
Please click the OK button in Figure 3-65 and Figure 3-59 respectively to complete the setup. Please
note, once you check the All box, you set same encode setup for all channels. Audio/video enable
box, overlay button and the copy button is shield.
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Please highlight icon |

to select the corresponding function.
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Figure 3-58

3.11.1.2 Overlay
Click overlay button, you can see an interface is shown in Figure 3-59.

Cover area: Here is for you to cover area section. You can drag you mouse to set proper section size.
In one channel video, system max supports 4 zones in one channel. You can set with Fn button or
direction buttons.

Preview/monitor: The cover area has two types. Preview and Monitor. Preview means the privacy
mask zone can not be viewed by user when system is in preview status. Monitor means the privacy
mask zone can not be view by the user when system is in monitor status.

Time display: You can select system displays time or not when you playback. Please click set button
and then drag the title to the corresponding position in the screen.

Channel display: You can select system displays channel number or not when you playback. Please
click set button and then drag the title to the corresponding position in the screen.

Customized title: System supports five customized titles.
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3.11.2Schedule

The record type priority is: Alarm>Motion detect>Regular.

3.11.2.1 Schedule Record

Set record time, record plan and etc. Please note system is in 24-hour record by default after its first

boot up.

In the main menu, from Main menu->Setting->Storage->Schedule, you can go to schedule menu.

See Figure 3-63. There are total six periods.

® Channel: Please select the channel number first. You can select “all” if you want to set for the whole
channels.

< : Sync connection icon. Select icon E of several dates, all checked items can be edited or

together. Now the icon is shown as.

< u: Click it to delete a record type from one period.

® Record Type: Please check the box to select corresponding record type. There are four types:
Regular/MD (motion detect)/Alarm/MD&Alarm.

® Week day: There are eight options: ranges from Saturday to Sunday and all.

® Holiday: It is to set holiday setup. Please note you need to go to the General interface (Main
Menu->Setting->System->General) to add holiday first. Otherwise you can not see this item.

® Pre-record: System can pre-record the video before the event occurs into the file. The value ranges
from 1 to 30 seconds depending on the bit stream.
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® Redundancy: System supports redundancy backup function. It allows you backup recorded file in
two disks. You can highlight Redundancy button to activate this function. Please note, before enable
this function, please set at least one HDD as redundant. (Main menu->Setting->Storage->HDD
Manager). Please note this function is null if there is only one HDD.

® ANR: It is to save video to the SD card of the network camera in case the network connection fails.
The value ranges from 0s~43200s. After the network connection resumed, the system can get the
video from the SD card and there is no risk of record loss.

® Period setup: Click button E after one date or a holiday, you can see an interface shown as in
Figure 3-64.There are five record types: regular, motion detection (MD), Alarm, MD & alarm, and
intelligence.

Please following the steps listed below to draw the period manually.
a) Select a channel you want to set. See Figure 3-60.

Channel (A9

Figure 3-60

b) Set record type. See Figure 3-61.

ORegular @ Motion JAlarm OmDaAlarm Intelligence

Figure 3-61

c) Please draw manually to set record period. There are six periods in one day. See Figure 3-62.
D MO &Akamy E““r'.-:-llig' ENCE

Figure 3-62

Please check the box | to select the corresponding function. After completing all the setups please
click save button, system goes back to the previous menu.

There are color bars for your reference. Green color stands for regular recording, yellow color stands

for motion detection and red color stands for alarm recording, and orange color stands for intelligent
alarm. The white means the MD and alarm record is valid. Once you have set to record when the MD
and alarm occurs, system will not record neither motion detect occurs nor the alarm occurs.
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Figure 3-64

Quick Setup

Copy function allows you to copy one channel setup to another. After setting in channel 1, click Copy
button, you can go to interface Figure 3-65. You can see current channel name is grey such as channel 1.
Now you can select the channel you want to paste such as channel 5/6/7. If you want to save current
setup of channel 1 to all channels, you can click the first box “ALL”". Click the OK button to save current
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copy setup. Click the OK button in the Encode interface, the copy function succeeded.
Please note, if you select ALL in Figure 3-65, the record setup of all channels are the same and the Copy
button becomes hidden.

Figure 3-65

Click OK button to save current setup.

3.11.2.2 Schedule Snapshot

From Main menu->Setting->Storage->Record or on the preview interface, right click mouse and then
select record item, you can see Figure 3-66.

Select snapshot channel and enable snapshot function. Click Save button.
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Figure 3-66

From Main menu->Setting->Camera->Encode->Snapshot, you can go to snapshot interface. See Figure
3-67.

Select the snapshot channel from the dropdown list and then select snapshot mode as Timing (Schedule)
from the dropdown list and then set picture size, quality and snapshot frequency.
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In the main menu, from Main menu->Setting->Storage->Schedule->Snapshot, you can go to
schedule menu. See Figure 3-63. Here you can set snapshot period. There are total six periods in one
day. Please refer to chapter 3.11.2.1 for detailed setup information. The setup steps are general the
same.
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Figure 3-68
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Note

® Please note the trigger snapshot has the higher priority than regular snapshot. If you have enabled
these two types at the same time, system can activate the trigger snapshot when an alarm occurs,
and otherwise system just operates the regular snapshot.

® Only the trigger snapshot supports this function. The regular snapshot function can not send out
picture via the email. But you can upload the picture to a FTP.

3.11.3Motion Detect Record/Snapshot

3.11.3.1 Motion detect record
a) From Main menu->Setting->Event->Video detect, you can go to the following interface. See
Figure 3-69.
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Figure 3-69

b) Select a channel from the dropdown list and then check the enable button to enable motion
detect function.

c) Click Region Click select button, the interface is shown as in Figure 3-70. Here you can set
motion detection zone. There are four zones for you to set. Please select a zone first and then
left drag the mouse to select a zone. The corresponding color zone displays different detection
zone. You can click Fn button to switch between the arm mode and disarm mode. In arm mode,
you can click the direction buttons to move the green rectangle to set the motion detection zone.
After you completed the setup, please click ENTER button to exit current setup. Do remember
click save button to save current setup. If you click ESC button to exit the region setup interface
system will not save your zone setup.
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d) Period: Click set button, you can see an interface is shown as in Figure 3-71. Here you can set
motion detect period. System only enables motion detect operation in the specified periods. It is
not for video loss or the tampering. There are two ways for you to set periods. Please note
system only supports 6 periods in one day.

In Figure 3-71, Select icon E of several dates, all checked items can be edited together. Now

the icon is shown asl 9 . Click u to delete a record type from one period.

o
In Figure 3-71. Click button E after one date or a holiday, you can see an interface shown as in
Figure 3-72. There are four record types: regular, motion detection (MD), Alarm, MD & alarm.

e) Set sensitivity. Please note the sixth level has the highest sensitivity.
f)  Click Save button to complete motion detect setup.
g) From Main menu->Setting->Storage->-Schedule. See Figure 3-63.
h) Set motion detect record channel, period and the record type shall be motion detect (MD).
Please refer to chapter 3.11.2.
i)  Click Copy button to copy current setup to other channel(s).
j)  Click OK button to complete motion detect record setup.
ry
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Figure 3-71
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3.11.3.2 Motion Detect Snapshot

a) From Main menu->Setting->Camera->Encode->Snapshot, you can go to snapshot interface.
See Figure 3-73.

b) In Figure 3-73, select trigger snapshot from the dropdown list and then set picture size, quality
and snapshot frequency. Click OK button to save current setup.

c) From Main menu->Setting->Event->Detect, here you can select motion detect type, motion
detect channel and then check the enable box. Please refer to chapter 3.11.3.1.

d) Click OK button to complete motion detect setup.
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Figure 3-73
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3.11.4Alarm Record/Snapshot

3.11.41

a)

b)

Alarm Record
Before you set alarm setup information, please go to chapter 2.3 to connect alarm input and
alarm output cable (such as light, siren and etc).
The record priority is: Alarm>Motion detect>Regular.

In the main menu, from Setting->Event-> Alarm, you can see alarm setup interface. See Figure 3-74.
® Alarm in: Here is for you to select channel number.
® Event type: There are four types. Local input/network input/IPC external/IPC offline alarm.

<>
<>
<>

<>

Local alarm: The alarm signal system detects from the alarm input port.

Network alarm: It is the alarm signal from the network.

IPC external alarm: It is the on-off alarm signal from the front-end device and can activate the
local NVR.

IPC offline alarm: Once you select this item, system can generate an alarm when the front-end
IPC disconnects with the local NVR. The alarm can activate record, PTZ, snapshot and etc. The
alarm can last until the IPC and the NVR connection resumes.

® Enable: Please you need to highlight this button to enable current function.
® Type: normal open or normal close.

c)

Click Save button to complete alarm setup interface.
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Figure 3-74

From Mani menu->Setting->Storage->Schedule, you can go to Figure 3-63.

Select alarm channel, period and the record type shall be alarm. Please refer to chapter 3.11.2.
Click Copy button to copy current setup to other channel(s).

Click OK button to save alarm record information.

85



3.11.4.2 Alarm Snapshot
a) Please refer to Step a) to step c) of chapter 3.11.3.2 to enable timing snapshot.
b) From Main menu->Setting->Storage->schedule, you can go to Figure 3-75 to enable snapshot
function.
¢) From Main menu->Setting->Event->Alarm, you can go to Figure 3-74 to set alarm parameter
and enable snapshot function.
d) Click Save button to save alarm snapshot setup.
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Figure 3-75

3.11.5 Manual Record/Snapshot

You need to have proper rights to implement the following operations. Please make sure the HDD
has been properly installed.
3.11.5.1 Manual Record
a) Right click mouse and select manual record or in the main menu, from
Setting->Storage->Manual Record. Manual record menu is shown as in Figure 3-76.
Tips
You can click Rec button on the front panel (if possible) to go to the Manual Record interface.
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b) Check the box here to select manual record channel(s). You can see the corresponding
indicator light on the front panel is on.

Channel: It is to display device all channels.

Manual: It has the highest priority. Enable corresponding channel to record no matter what period

applied in the record setup. Now system is record general file.

Auto: System enables auto record function as you set in chapter 3.11.2 schedule interface

(General/Motion detect/Alarm)

Stop: Stop current channel record/Snapshot no matter what period applied in the record setup.

All: Check the All box to select all channels.

c) Click OK button to complete manual record setup.

3.11.5.2 Manual Snapshot

Click = button at the preview control bar, you can snapshot 1-5 picture(s). From main

menu->Setting->Camera->Encode->Snapshot, you can set snapshot times. You can go to chapter 3.12
to view snapshot picture.

3.11.6Holiday Record/Snapshot

It is for you to set holiday record or snapshot plan. Please note the holiday record/snapshot setup has the
higher priority than the ordinary date record/snapshot setup.
3.11.6.1 Holiday Record

a) From Mani menu->Setting->System->General, you can go to the following interface. See Figure
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Figure 3-77

Click Add new holiday button, you can see an interface shown as in Figure 3-78. Here you can
set holiday date name, repeat mode, start time/end time and etc.
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Figure 3-78

Click Add button to complete holiday setup. Now you can enable holiday setup and then click
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Apply button.

d) From Main menu->setting->Storage->schedule, you can go to schedule interface. See Figure
3-79. Now you can set period and record type of holiday time. Please refer to chapter 3.11.2.1
for detailed setup information.
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Figure 3-79

e) Click OK button to set holiday record setup.

3.11.6.2 Holiday Snapshot

Set Holiday date first. Please refer to step a) to step c¢) of chapter 3.11.6.1.

From Main menu->Setting->Storage->Schedule, you can go to schedule interface. See Figure 3-79. Click
Holiday item to set snapshot period.

Set holiday snapshot type (Trigger/Regular). Please refer to chapter 3.11.2.2 or chapter 3.11.3.2.

3.11.7 Other Record/Snapshot

Motion detect&Alarm record or snapshot, please refer to chapter 3.11.4.
Video loss or tampering record or snapshot function, please refer to chapter 3.11.3.

3.12 Search and Playback

3.12.1 Real-time Playback
Please refer to chapter 3.6.2 for real-time playback information.

3.12.2 Search Interface
From Main menu->Search, or on the preview interface right click mouse and then select search item; you
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can go to the following interface. See Figure 3-80.

Figure 3-80
Please refer to the following sheet for more information.
SN Name Function
’ Display ® Here is to display the searched picture or file.
window ® Support 1/4/9/16-window playback.
® Here you can select to search the picture or the recorded file.
® You can select to play from the read-write HDD, from peripheral device or from
redundancy HDD.
2 Search ® Before you select to play from the peripheral device, please connect the
type . . . . . .
corresponding peripheral device. You can view all record files of the root directory
of the peripheral device. Click the Browse button; you can select the file you want to
play.
® The blue highlighted date means there is picture or file. Otherwise, there is no
3 Calendar picture or file. '
® [n any play mode, click the date you want to see, you can see the
corresponding record file trace in the time bar.
Playback | ® Playback mode: 1/4/9/16. (It may vary due to different series.)
mode < In 1-window playback mode: you can select 1-X channels (X depends on the
4 and product channel amount).
channel < In 4-window playback mode: you can select 4 channels according to your
selection requirement.
pane. < In 9-window playback mode, you can switch between 1-8, 9-16 and etc
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channels.
< In 16-window playback mode, you can switch between1-16, 17-32 and etc
channels.
® The time bar will change once you modify the playback mode or the channel
option.

POS In 1-channel playback mode, click it you can set advanced setup.
search
Fisheye In 1-channel playback mode, cIlick it; yf)u can see fisheye setup interface on the
dewarp right pane. You can set fisheye installation mode and display mode to de-warp the
record. Please refer to chapter 3.7.2 for detailed information.
.| Click it to go to mark file list interface. You can view all mark information of current
Mark file channel by time. Please refer to chapter 3.12.5 for detailed information.
list button Please note only the product of this icon supports mark function.
® Double click it, you can view the picture/record file list of current day.
® Thefile list is to display the first channel of the record file.
® The system can display max 128 files in one time. Click Play button to view the
file. Select one item, and then click the mouse or click the Play button to playback.
® You can input the period in the following interface to begin accurate search.
® File type: R—regular record; A—external alarm record; M—NMotion detect
record.
File list
switch ® Lock file. Click the file you want to lock and click the button @ to lock. The
button file you locked will not be overwritten.
T
® Search locked file: Click the buttonﬁu to view the locked file.
® Return: Click buttonE, system goes back to the calendar and channel setup
interface.
Please note:
® For the file that is writing or overwriting, it can not be locked.
Play/Pause
There are three ways for you to begin playback.
>/ ® The play button
® Double click the valid period of the time bar.
® Double click the item in the file list.
Playback In slow play mode, click it to switch between play/pause.
control [ Stop
pane. Backward play

In normal play mode, left click the button, the file begins backward play.

< Click it again to pause current play.

In backward play mode, click »/ 11 to restore normal play.
| 4/ | In playback mode, click it to play the next or the previous section. You can
> | click continuously when you are watching the files from the same channel.
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In normal play mode, when you pause current play, you can click 4| and
| » to begin frame by frame playback.
In frame by frame playback mode, click /11 to restore normal playback.

| B Slow play
In playback mode, click it to realize various slow play modes such as slow
play 1, slow play 2, and etc.

Fast forward
» In playback mode, click to realize various fast play modes such as fast
play 1,fast play 2 and etc.

Note: The actual play speed has relationship with the software version.

H Smart search

B RSl he volume of the playback

Click the snapshot button in the full-screen mode, the system can snapshot

1 picture.

ﬁ System supports custom snap picture saved path. Please connect the
peripheral device first, click snap button on the full-screen mode, you can

select or create path. Click Start button, the snapshot picture can be saved

to the specified path.

Mark button.

Please note this function is for some series product only. Please make sure
there is a mark button in the playback control pane.

You can refer to chapter 3.12.5 for detailed information.

P
In 1-window playback mode, click it to overlay POS information.

In 1-window playback mode, click it to overlay IVS rule information.

EE B

10

Time bar

® |tis to display the record type and its period in current search criteria.

® |n 4-window playback mode, there are corresponding four time bars. In other
playback mode, there is only one time bar.

® Use the mouse to click one point of the color zone in the time bar, system
begins playback.

® The time bar is beginning with 0 o'clock when you are setting the configuration.
The time bar zooms in the period of the current playback time when you are playing
the file.

® The green color stands for the regular record file. The red color stands for the
external alarm record file. The yellow stands for the motion detect record file.

11

Time bar
unit

eThe option includes: 24H, 12H, 1H and 30M. The smaller the unit, the larger the
zoom rate. You can accurately set the time in the time bar to playback the record.

® The time bar is beginning with 0 o'clock when you are setting the configuration.
The time bar zooms in the period of the current playback time when you are playing
the file.

12

Backup

® Select the file(s) you want to backup from the file list. You can check from the
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list. Then click the backup button, now you can see the backup menu. System
supports customized path setup. After select or create new folder, click the
Start button to begin the backup operation. The record file(s) will be saved in
the specified folder.

® Check the file again you can cancel current selection. System max supports to
display 32 files from one channel.
® After you clip on record file, click Backup button you can save it.
® For one device, if there is a backup in process, you can not start a new backup
operation.
® ltis to edit the file.
® Please play the file you want to edit and then click this button when you want to
edit. You can see the corresponding slide bars in the time bar of the
corresponding channel. You can adjust the slide bar or input the accurate time
to set the file end time.
® After you set, you can click Clip button again to edit the second period. You can
13 Clip see the slide bar restore its previous position.
® Click Backup button after clip, you can save current contents in a new file.
® You can clip for one channel or multiple-channel. The multiple-channel click
operation is similar with the one-channel operation.
Please note:
® System max supports 1024 files backup at the same time.
® You can not operate clip operation if there is any file has been checked in
the file list.
Record , , ,
14 type In any play mode, the time bar will change once you modify the search type.
Other Functions
® When system is playing, you can select a zone in the window to begin smart
search. Click the motion detect button to begin play.
® Once the motion detect play has begun, click button again will terminate
Smart current motion detect file play.
15 motion ® There is no motion detect zone by default.
detect ® |[f you select to play other file in the file list, system switches to motion detect
search play of other file.
® During the motion detect play process, you can not implement operations such
as change time bar, begin backward playback or frame by frame playback.
® Please refer to chapter 3.12.4 Smart Search for detailed operation.
16 Sync In pane 14 of Figure 3-80, click Sync button, you can playback the files of different
channels occurred at the same time.
Other
channel
17 Z?ig:rom Whlen playing the file, cflick the number button, system can switch to the same
switch to period of the corresponding channel to play.
play
when
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playback

Digital When the system is in full-screen playback mode, left click the mouse in the
18 zoim screen. Drag your mouse in the screen to select a section and then left click
mouse to realize digital zoom. You can right click mouse to exit.

Note:
All the operations here (such as playback speed, channel, time and progress) have relationship with
hardware version. Some series NVRs do not support some functions or playback speeds.

3.12.3 Accurate Playback by Time
Select records from one day, click the list, you can go to the file list interface. You can input time at the top
right corner to search records by time. See image on the left side of the Figure 3-81 For example, input

time 11:00.00 and then click Search button@, you can view all the record files after 11:00.00 (The

records includes current time.). See image on the right side of the Figure 3-81 Double click a file name to

playback.

Note

® After you searched files, system implement accurate playback once you click Play for the first
time.

® System does not support accurate playback for picture.

® System supports synchronization playback and non-synchronous playback. The synchronization
playback supports all channels and non-synchronous playback only supports accurately
playback of current select channel.

Q9 : 00 : 0g

klare

11:09:0% R

123044 B
13:34:00 R
3311 R
15:00:00 R

Figure 3-81
3.12.4 Smart Motion Detect Search
During the multiple-channel playback mode, double click one channel and then click the button,

system begins smart search. System supports 396(22*18 PAL) and 330(22*15 NTSC) zones. Please left
click mouse to select smart search zones. See Figure 3-82.
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Figure 3-82

Click the, you can go to the smart search playback. Click it again, system stops smart search

playback.

Important

® System does not support motion detect zone setup during the full-screen mode.

® During the multiple-channel playback, system stops playback of rest channels if you
implement one-channel smart search.

3.12.5 Mark Playback

Please make sure your purchased device support this function. You can use this function only if
you can see the mark playback icon on the Search interface (Figure 3-80).

When you are playback record, you can mark the record when there is important information. After
playback, you can use time or the mark key words to search corresponding record and then play. It is very
easy for you to get the important video information.

® Add Mark -

When system is playback, click Mark buttonH, you can go to the following interface. See Figure 3-83.

Add Mark

Mark Tirme  [2013-09-27 10:01:08

Mark hlarne |:_

| Detault B COK B Cancel

Figure 3-83

® Playback Mark

During 1-window playback mode, click mark file list button..& in Figure 3-80, you can go to mark file list
interface. Double click one mark file, you can begin playback from the mark time.
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® Play before mark time
Here you can set to begin playback from previous N seconds of the mark time.

Note
Usually, system can playback previous N seconds record if there is such kind of record file. Otherwise,

system playbacks from the previous X seconds when there is such as kind of record.

® Mark Manager

Click the mark manager button @ on the Search interface (Figure 3-80); you can go to Mark

Manager interface. See Figure 3-84. System can manage all the record mark information of current

channel by default. You can view all mark information of current channel by time.
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Figure 3-84

® Modify

Double click one mark information item, you can see system pops up a dialogue box for you to change
mark information. You can only change mark name here.

® Delete

Here you can check the mark information item you want to delete and then click Delete button, you can

remove one mark item. .

Note

® After you go to the mark management interface, system needs to pause current playback. System
resume playback after you exit mark management interface.

® [f the mark file you want to playback has been removed, system begin playbacking from the first file
in the list.

3.12.6 Picture Playback
a) From Main menu->Search, or on the preview interface right click mouse, you can go to Figure
3-80.
b) At the top right pane, you can check the box to select picture and then select playback interval.
c) Please refer to chapter 3.12.2 to select picture you want to view.
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3.12.7 Splice Playback

On the main menu, click Search button, or right click mouse and then select Search. You can go to the
Figure 3-80.

On the right pane, select the search type as splice from the dropdown list (pane 2 in Figure 3-80 ), and
then set channel, date, split mode

Note

Select split mode, so that the record can be spliced in several sections.

Select splice file.
® Click Playback, system playbacks from the first of current date by default.
® (Click time bar, system playbacks from the time you click.

® C(Click E you can select on the file list.

Note

® System can auto slice file of one channel into 4/8/16 sections and then play at the same time.

® You can select channel mode to set splice amount. There is no splice operation if you select
1-window.

® The record min file size is 5 minutes.

3.12.8 Smart Playback
This function includes face detect and behavior analytics.
On the main menu, click Smart play, the interface is shown as below. See Figure 3-85.

INAT ALY

Figure 3-85
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3.12.8.1 Behavior Analysis
It is to search the record of corresponding rule and then playback.
Set a channel number. Please note this function is for 1-channel mode only.
Set the search type as behavior analytics, set channel, start time and end time.
Set detect rule (tripwire/intrusion), and then set detect rule.
3.12.8.1.1 Tripwire

Click “ and then use mouse to draw the rule on the right pane of the interface. Left click mouse to
confirm first and then right click mouse to complete drawing. Here you can set rule direction. See Figure
3-86.
® Line1/2/3/4: System supports four tripwires. Each SN stands for one tripwire.

od bl g
® Direction ( s
specified direction.

): System can generate an alarm once there is any object crossing in the

E,_] [Deronresne g -

Figure 3-86

3.12.8.1.2 Intrusion

Click - use mouse to draw the rule on the right pane of the interface. Please note the start position

and the end position shall be at the same place. Right click mouse to complete the setup. See Figure
3-87.
® Areal/2/3/4: System supports four zones. Each SN stands for one area.

~ | ad g <
i i i .
® Direction ( / / ): System can generate an alarm once there is any object
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enter/exit (Or both) the zone.
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Figure 3-87

Tips
Click Current rule button, you can wuse the rule you set in chapter 3.14.2 (Main
menu->Setting->Event->Behavior Analytics) to detect.

Click Historic analysis button at the right pane or Analysis button at the bottom of the interface, system
begins analyzing, and display the image of the corresponding event. See Figure 3-88.
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Figure 3-88

Click the image; you can view the record file.

]
® Select a file and then click , you can save current file to peripheral storage device.

=

® Select a file and then click : , you can lock current file in case it will be overwritten in the future

® Select a file and then click , you can mark the time of the detected event.

In smart playback interface (Figure 3-85), click Clear button, you can delete detection and behavior
analytics rule(s) of current channel.

3.12.8.2 Face Detect Playback
System can search the record containing the human face and then playback.
Important
Before you use this function, please make sure current channel has enabled human face detection
function. Please refer to chapter 3.14.4 (Main menu->Setting->Event->Face Detection) for detailed
information.

Set the search type as face detect, set channel, start time and end time.

Click Historic analysis button at the right pane or Analysis button at the bottom of the interface, system
begins to search. You can view the event time and image. See Figure 3-89.

Click the image, system begins playback.
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® Select the file and then click , Yyou can save current file to peripheral device.

® Select the file and then click , you can lock the file in case it will be overwrtitten in the future.

® Select the file and then click , you can mark the time of the detected event.
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Figure 3-89

3.12.8.3 Video Synopsis

System can analyze the moving object, extract the moving object and merge different moving objects to

one common background. In this way, it can display all moving objects and persons in the specified
period to one window for you to view.

On smart search interface, select detection type, channel, start time and end time.

Click Synopsis button at the bottom of the interface; you can see the following interface. See Figure 3-90.
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Synopsis Sefttings

Figure 3-90

Input resolution and synopsis density, click the OK button.
You can view the image after the synopsis process. See Figure 3-91.
Click the green rectangle; you can playback the record at the top right corner of the interface.

Figure 3-91

Tips
Click Historic synopsis, you can view the previous synopsis image.
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3.13Backup

3.13.1 File Backup
In this interface, you can backup record file to the USB device.
a) Connect USB burner, USB device or portable HDD and etc. to the device. You can see the
detected device name and storage space, status.
b) From Main menu->Backup, you can go to the Backup interface. See Figure 3-92.
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Figure 3-92

c) Select backup device and then set channel, file start time and end time.

d) Click add button, system begins search. All matched files are listed below. System automatically
calculates the capacity needed and remained. See Figure 3-93.

e) System only backup files with a ¥ before channel name. You can use Fn or cancel button to
delete V after file serial number.

f)  Click backup button, you can backup selected files. There is a process bar for you reference.

g) When the system completes backup, you can see a dialogue box prompting successful backup.
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h) Click backup button, system begins burning. At the same time, the backup button becomes stop
button. You can view the remaining time and process bar at the left bottom.
Note
® During backup process, you can click ESC to exit current interface for other operation (For
some series product only). The system will not terminate backup process.
® The file name format usually is: Channel number+Record type+Time. In the file name, the
YDM format is Y+M+D+H+M+S. File extension name is .dav.

3.13.2 Import/Export

This function allows you to copy current system configuration to other devices. It also supports import,
create new folder, and delete folder and etc function.

From Main menu->Setting->System->Import/Export, you can see the configuration file backup interface is
shown as below. See Figure 3-94.
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® Export: Please connect the peripheral device first and then go to the following interface. Click
Export button, you can see there is a corresponding “Config_Time” folder. Double click the folder,
you can view some backup files.

® |mport: Here you can import the configuration files from the peripheral device to current device. You
need to select a folder first. You can see a dialogue box asking you to select a folder if you are
selecting a file. System pops up a dialogue box if there is no configuration file under current folder.
After successfully import, system needs to reboot to activate new setup.

® Format: Click Format button, system pops up a dialogue box for you to confirm current operation.
System begins format process after you click the OK button.

Note:

® System can not open config backup interface again if there is backup operation in the process.

® System refreshes device when you go to the config backup every time and set current directory as
the root directory of the peripheral device.

® |f you go to the configuration backup interface first and then insert the peripheral device, please click
Refresh button to see the newly added device.

3.13.3 Backup Log
a) From Main menu->Info->Log, the interface is shown as below. See Figure 3-95.
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Figure 3-95

b) Select log type and then set start time/end time, click Search button, you can see log time and

event information. Click to view detailed log information.

c) Select log items you want to save and then click backup button, you can select a folder to save
them. Click Start to backup and you can see the corresponding dialogue box after the process is
finish.

3.13.4 USB Device Auto Pop-up

After you inserted the USB device, system can auto detect it and pop up the following dialogue box. It
allows you to conveniently backup file, log, configuration or update system. See Figure 3-96. Please refer
to chapter 3.13.1 file backup, chapter 3.13.3 backup log, chapter 3.13.2 import/export, and chapter 3.12.2
search for detailed information.
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Figure 3-96

3.14 Alarm
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3.14.1 Video Detect
In the main menu, from Setting to Video detect, you can see the following interface. See Figure
3-97.There are three detection types: motion detection, video loss, tampering.

3.14.1.1 Motion Detect

After analysis video, system can generate a motion detect alarm when the detected moving signal
reached the sensitivity you set here. System max supports 4 detect zones.

From main menu->Setting->Video detect->motion detect, motion detection menu is shown as below. See
Figure 3-97.

Event type: From the dropdown list you can select motion detection type.

Channel: Select a channel from the dropdown list to set motion detect function.

Enable: Check the box here to enable motion detect function.

Region: Click select button, the interface is shown as in Figure 3-98. Here you can set motion
detection zone. There are four zones for you to set. Please select a zone first and then left drag the
mouse to select a zone. The corresponding color zone displays different detection zone. You can
click Fn button to switch between the arm mode and disarm mode. In arm mode, you can click the
direction buttons to move the green rectangle to set the motion detection zone. After you completed
the setup, please click ENTER button to exit current setup. Do remember click save button to save
current setup. If you click ESC button to exit the region setup interface system will not save your
zone setup.

Sensitivity: System supports 6 levels. The sixth level has the highest sensitivity.

Anti-dither: Here you can set anti-dither time. The value ranges from 5 to 600s. The anti-dither time
refers to the alarm signal lasts time. It can be seem as the alarm signal activation stays such as the
buzzer, tour, PTZ activation, snapshot, channel record. The stay time here does not include the latch
time. During the alarm process, the alarm signal can begin an anti-dither time if system detects the
local alarm again. The screen prompt, alarm upload, email and etc will not be activated. For example,
if you set the anti-dither time as 10 second, you can see the each activation may last 10s if the local
alarm is activated. During the process, if system detects another local alarm signal at the fifth
second, the buzzer, tour, PTZ activation, snapshot, record channel will begin another 10s while the
screen prompt, alarm upload, email will not be activated again. After 10s, if system detects another
alarm signal, it can generate an alarm since the anti-dither time is out.

Period: Click set button, you can see an interface is shown as in Figure 3-100. Here you can set
motion detect period. System only enables motion detect operation in the specified periods. It is not
for video loss or the tampering. There are two ways for you to set periods. Please note system only
supports 6 periods in one day.

In Figure 3-100, Select icon EI of several dates, all checked items can be edited together. Now

the icon is shown as &9 . Click u to delete a record type from one period.

In Figure 3-100. Click button E after one date or a holiday, you can see an interface shown as in
Figure 3-101. There are four record types: regular, motion detection (MD), Alarm, MD & alarm.

Alarm output: when an alarm occurs, system enables peripheral alarm devices.

Latch: when motion detection complete, system auto delays detecting for a specified time. The value
ranges from 1-300(Unit: second)

Show message: System can pop up a message to alarm you in the local host screen if you enabled
this function.
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Alarm upload: System can upload the alarm signal to the network (including alarm centre) if you
enabled current function.

Send email: System can send out email to alert you when an alarm occurs.

Record channel: System auto activates motion detection channel(s) to record once an alarm occurs.
Please make sure you have set MD record in Schedule interface(Main Menu->Setting->Schedule)
and schedule record in manual record interface(Main Menu->Advanced->Manual Record)

PTZ activation: Here you can set PTZ movement when an alarm occurs. Such as go to preset, tour
&pattern when there is an alarm. Click “select” button, you can see an interface is shown as in Figure
3-99.

Record Delay: System can delay the record for specified time after alarm ended. The value ranges
from 10s to 300s.

Tour: Here you can enable tour function when an alarm occurs. System one-window tour.
Snapshot: You can enable this function to snapshot image when a motion detect alarm occurs.

Log: Check the box here, system can record motion detect log.

Buzzer: Highlight the icon to enable this function. The buzzer beeps when an alarm occurs.

Please highlight icon | to select the corresponding function. After all the setups please click save
button, system goes back to the previous menu.

Note:

In motion detection mode, you can not use copy/paste to set channel setup since the video in each
channel may not be the same.

In Figure 3-98, you can left click mouse and then drag it to set a region for motion detection. Click Fn to

switch between arm/withdraw motion detection. After setting, click enter button to exit.
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Motion detect here only has relationship with the sensitivity and region setup. It has no relationship
with other setups.

3.14.1.2 Video Loss
From main menu->Setting->Video detect->video loss, you can see the interface is shown as in Figure
3-102. This function allows you to be informed when video loss phenomenon occurred. You can
enable alarm output channel and then enable show message function.
You can refer to chapter 3.14.1.1Motion detect for detailed information.
Tips:
You can enable preset/tour/pattern activation operation when video loss occurs.
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Figure 3-102

3.14.1.3 Tampering
When someone viciously masks the lens, or the output video is in one-color due to the environments
light change, the system can alert you to guarantee video continuity. From main
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menu->Setting->Video detect->Tampering, you can see tampering interface is shown as in Figure

3-103. You can enable “Alarm output “or “Show message” function when tampering alarm occurs.

® Sensitivity: The value ranges from 1 to 6. It mainly concerns the brightness. The level 6 has the
higher sensitivity than level 1. The default setup is 3.

Tips:

You can enable preset/tour/pattern activation operation when video loss occurs.

Please refer to chapter 3.14.1.1 motion detection for detailed information.

Note:

® In Detect interface, copy/paste function is only valid for the same type, which means you can not
copy a channel setup in video loss mode to tampering mode.

® About Default function. Since detection channel and detection type may not be the same, system
can only restore default setup of current detect type. For example, if you click Default button at
the tampering interface, you can only restore default tampering setup. It is null for other detect
types.

® System only enables tampering function during the period you set here. It is null for motion detect
or video loss type.
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Figure 3-103

3.14.1.4 Scene Changing
When the detected scene has changed, system can generate an alarm.
From main menu->Setting->Event->Video detect->Scene change, the interface is shown as in Figure
3-104.
Please refer to chapter 3.14.1.1 motion detection for detailed information.
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3.14.1.5 Video Analytics
From main menu->Setting->Video detect->Video analytics, you can see the interface is shown as in
Figure 3-105.This function allows you to be informed when video is blurry, overexposure or color cast
occurs. Each channel has its own enable/disable button and analytics rule. You can enable alarm
output channel and then enable show message function.
Please refer to chapter 3.14.1.1 motion detection for detailed information.
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Figure 3-105

In Figure 3-105, click Set button, you can see the following interface. See Figure 3-106.
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Figure 3-106

Check the box to set video diagnosis item (such as stripe) and then set alarm threshold (default setup
is 30).
® Stripe: The strip occurs when the device is old or there is electronic interference. There may be cross
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strip, vertical strip, slanting strip and etc.

Noise: The video noise refers to the blurry video, poor video quality. It may result from the optical
system distortion or the hardware problem during the video transmission when recording.

Color cast: Usually the video is color containing RGB. When these three colors displayed in
abnormal rate, we can say color cast occurred.

Out of focus: The clear video presents abundant video details. The video definition decreases when
the distortion event occurs. The out of focus event may result from many sources such as video
transmission, processing and etc.

Overexposure: The color brightness refers to the image pixel intensity. Black is the darkest and the
white is the brightest. We use number 0 to stand for black and use number 255 to stand for white.
Once the brightness threshold of the whole image has exceeded the threshold value, it means the
image is over exposure.

Threshold: The value ranges from 1 to 30. System can generate an alarm once the value is higher
than the threshold you set here.

3.14.2 IVS Plan (Optional)

Important

The IVS plans are for the smart camera. If you do not set a rule here, you can not use the
intelligent functions in Behavior analytics (Chapter 3.14.3), Face detection (Chapter 3.14.4) and
People counting (Chapter 3.14.5) when you are connecting to a smart camera.

In this interface, you can quickly add an intelligent rule for one preset. The intelligent rule includes human
face detection, behavior analytics and people counting.

From main menu->Setting->Event->IVS plan, th

e interface is shown as below. See Figure 3-107.

R EANERA FrUETRORL =
wDES DETECT
s P
REF2LCA AHA
FACE DETECTI
FECPLE COURT
HEAT Mo
AT TR
S ARTTRATH
A_ARM

Cherral (5

A LT L Y
A SR LT

Figure 3-107

Please select a channel number and a preset.
Click Add and then select preset from the dropdown list and then add the intelligent plan. See Figure
3-108.
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Click OK to complete the setup.

3.14.3 Behavior Analytics (Optional)
A Please contact your service engineer or local retailer if you cannot use IVS function.

From main menu->Setting->Event->Behavior Analytics, you can go to the behavior analytics interface.
Here you can set general behavior analytics rule. System can generate an alarm as the mode you
previously set once there is any object violates the rule. See Figure 3-109.
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Figure 3-109

Select a channel from the dropdown list.
Click Add button to add a rule and then select a rule type from the dropdown list.
Set corresponding parameters.
Click Apply button to complete the setup.
3.14.3.1 Tripwire (Optional)
System generates an alarm once there is any object crossing the tripwire in the specified direction.
® The tripwire supports customized setup. It can be a straight line or a curve.
® Support one-direction or dual-direction detection.
® Support several tripwires at the same scene suitable for complicated environment.
® Support object size filter.

From main menu->Setting->Event->Behavior analytics, the interface is shown as below. See Figure
3-110.
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Click Draw button to draw the tripwire. See Figure 3-111.

Rule

Figure 3-111

Select direction, and then input customized rule name.
® Preset: Select a preset you want to use behavior analytics.
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® Name: Input customized rule name.
® Direction (A—B/B—A/A~B): System can generate an alarm once there is any object crossing in the
specified direction.

® Target filter: CIickE, you can set filter object size. Each rule can set two sizes (min size/max size).

Once the object is smaller than the min size or larger than the max size, there is no alarm. Please
make sure the max size is larger than the min size.
Now you can draw a rule. Left click mouse to draw a tripwire. The tripwire can be a direct line, curve or
polygon. Right click mouse to complete.
Tips

Click to delete the corresponding rule.

CIickE'J, you can see the following interface. See Figure 3-112.

You can refer to the following information to set other parameters.

® Channel: Select a channel from the dropdown list to set tripwire function.

® Enable: Check the box here to enable tripwire function.

® Rule: input customized rule name here.

® Period: Click set button, you can see an interface is shown as in Figure 3-100. Here you can set
tripwire period. System only enables tripwire operation in the specified periods. There are two ways
for you to set periods. Please note system only supports 6 periods in one day.

< In Figure 3-100, Select icon EI of several dates, all checked items can be edited together.

Now the icon is shown as C"'-._'.’I Click u to delete a record type from one period.

o
< In Figure 3-100. Click button :: after one date or a holiday, you can see an interface shown
as in Figure 3-101.

® Alarm output: when an alarm occurs, system enables peripheral alarm devices.

® Latch: when tripwire complete, system auto delays detecting for a specified time. The value ranges
from 1-300(Unit: second)

® Show message: System can pop up a message to alarm you in the local host screen if you enabled
this function.

® Alarm upload: System can upload the alarm signal to the network (including alarm centre) if you
enabled current function.

® Send email: System can send out email to alert you when an alarm occurs.

® Record channel: System auto activates tripwire channel(s) to record once an alarm occurs. Please
make sure you have set intelligent record in Schedule interface(Main Menu->Setting->Schedule)
and schedule record in manual record interface(Main Menu->Advanced->Manual Record)

® PTZ activation: Here you can set PTZ movement when an alarm occurs. Such as go to preset, tour
&pattern when there is an alarm. Click “select” button, you can see an interface is shown as in
Figure 3-99.

® Record Delay: System can delay the record for specified time after alarm ended. The value ranges
from 10s to 300s.

® Tour: Here you can enable tour function when an alarm occurs. System one-window tour.
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® Snapshot: You can enable this function to snapshot image when a motion detect alarm occurs.
® Buzzer: Highlight the icon to enable this function. The buzzer beeps when an alarm occurs.
® Track/track time: Check the box here, you can input customized track time value. The unit is second.
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After you set the corresponding parameters, click OK button in Figure 3-112., and then click the Apply
button in Figure 3-110 to complete the setup.
3.14.3.2 Intrusion (Cross warning zone) (Optional)

System generates an alarm once there is any object entering or exiting the zone in the specified direction.
From main menu->Setting->Event->Behavior analytics, click Add button and then select type as intrusion,
the interface is shown as below. See Figure 3-116.
® System supports customized area shape and amount.
® Support enter/leave/both detection.
® (Can detect the moving object operation in the specified zone, customized trigger amount and staying

time.
® Support objects filter function.
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Figure 3-116

Click draw button to draw the zone. See Figure 3-117.
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Figure 3-117

Select direction, and then input customized rule name.

® Preset: Select a preset you want to use behavior analytics.

® Name: Input customized rule name.

® Direction (A—B/B—A/A—B): System can generate an alarm once there is any object crossing in the
specified direction.

® Target filter: CIickE, you can set filter object size. Each rule can set two sizes (min size/max size).

Once the object is smaller than the min size or larger than the max size, there is no alarm. Please
make sure the max size is larger than the min size.
Now you can draw a rule. Left click mouse to draw a warning zone. Right click mouse to complete the
setup.
Tips

Click to delete the corresponding rule.

Click EI you can refer to chapter 3.14.3.1 to set other parameters.
Click Apply to complete the setup.

3.14.3.3 Abandoned Object Detect (Optional)
System generates an alarm when there is abandoned object in the specified zone.
From main menu->Setting->Event->Behavior analytics, select the type as abandoned object, the object
interface is shown as below. See Figure 3-118.
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® System supports customized area shape and amount.
® Support duration setup.
® Support objects filter function.
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Figure 3-118

Click draw button to draw the zone. See Figure 3-119.
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Figure 3-119

® Preset: Select a preset you want to use behavior analytics.
® Name: Input customized rule name.
® Duration: System can generate an alarm once the object is in the zone for the specified period.

® Target filter: CIickE, you can set filter object size. Each rule can set two sizes (min size/max size).

Once the object is smaller than the min size or larger than the max size, there is no alarm. Please
make sure the max size is larger than the min size.
Now you can draw a rule. Left click mouse to draw a zone, until you draw a rectangle, you can right click
mouse.
Tips

. .
Click & to delete the corresponding rule.

Click m you can refer to the chapter 3.14.3.1 to set other parameters.
Click Apply to complete the setup.

3.14.3.4 Missing Object Detection (Optional)
System generates an alarm when there is missing object in the specified zone.
From main menu->Setting->Event->Behavior analytics, select the type as abandoned object, the object
interface is shown as below. See Figure 3-120.
® System supports customized area shape and amount.
® Support duration setup.
® Support objects filter function.
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Figure 3-120

Click Draw button to draw a zone. See Figure 3-121.

Figure 3-121
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® Preset: Select a preset you want to use behavior analytics.

Name: Input customized rule name.

® Duration: System can generate an alarm once the object in the zone is missing for the specified
period.

® Target filter: CIickE, you can set filter object size. Each rule can set two sizes (min size/max size).

Once the object is smaller than the min size or larger than the max size, there is no alarm. Please
make sure the max size is larger than the min size.
Now you can draw a rule. Left click mouse to draw a zone, until you draw a rectangle, you can right click
mouse.
Tips

Click to delete the corresponding rule.

Click m you can refer to the chapter 3.14.3.1 to set other parameters.
Click Apply to complete the setup.

3.14.3.5 Loitering Detection (Optional)
System can generate an alarm once the object is staying in the specified zone longer than the threshold.
From main menu->Setting->Event->Behavior analytics, select the type as loitering, the object interface is
shown as below. See Figure 3-122.
® System supports customized area shape and amount.
® Support duration setup.
® Support objects filter function.
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Figure 3-122

Click draw button to draw the zone. See Figure 3-123.

Figure 3-123

® Preset: Select a preset you want to use behavior analytics.
® Name: Input customized rule name.
® Duration: System can generate an alarm once the object is in the zone for the specified period.

® Target filter: CIickE, you can set filter object size. Each rule can set two sizes (min size/max size).

Once the object is smaller than the min size or larger than the max size, there is no alarm. Please
make sure the max size is larger than the min size.
Now you can draw a rule. Left click mouse to draw a zone, until you draw a rectangle, you can right click
mouse.
Tips

Click to delete the corresponding rule.

Click E'] you can refer to the chapter 3.14.3.1 to set other parameters.
Click Apply to complete the setup.

3.14.3.6 Crowd Gathering Detection (Optional)
System can generate an alarm once the people amount gathering in the specified zone is larger than the
threshold.

127



From main menu->Setting->Event->Behavior analytics, select the type as crowd gathering detect, the
interface is shown as below. See Figure 3-124.

® (Customized zone and amount setup.

® Duration setup.

® Sensitivity setup.

® Min gathering zone setup.
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Figure 3-124

Click draw button to draw the zone. See Figure 3-125.
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Figure 3-125

® Preset: Select a preset you want to use behavior analytics.

® Name: Input customized rule name.

® Duration: System can generate an alarm once the object is in the zone for the specified period.

® Sensitivity: It is to set alarm sensitivity. The value ranges from 1 to 10.The default setup is 5.

® Target filter: CIickE, you can set filter object size. Each rule can set two sizes (min size/max size).

Once the object is smaller than the min size or larger than the max size, there is no alarm. Please
make sure the max size is larger than the min size.
Now you can draw a rule. Left click mouse to draw a zone, until you draw a rectangle, you can right click
mouse.
Tips

Click to delete the corresponding rule.

Click m you can refer to the chapter 3.14.3.1 to set other parameters.
Click Apply to complete the setup.

3.14.3.7 Fast moving (Optional)
It is to detect the fast moving object in the specified zone.
From main menu->Setting->Event->Behavior analytics, select the type as fast moving, the interface is
shown as below. See Figure 3-126.
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Click draw button to draw the zone. See Figure 3-127.
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Figure 3-127

® Preset: Select a preset you want to use behavior analytics.

® Name: Input customized rule name.

® Sensitivity: It is to set alarm sensitivity. The value ranges from 1 to 10.The default setup is 5.

® Target filter: CIickE, you can set filter object size. Each rule can set two sizes (min size/max size).

Once the object is smaller than the min size or larger than the max size, there is no alarm. Please
make sure the max size is larger than the min size.
Now you can draw a rule. Left click mouse to draw a zone, until you draw a rectangle, you can right click
mouse.
Tips

Click to delete the corresponding rule.

Click m you can refer to the chapter 3.14.3.1 to set other parameters.
Click Apply to complete the setup.

3.14.3.1 Global Setup (Optional)
After you set the rule(s), you can see the following interface. See Figure 3-128.
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Figure 3-128

Click Global config button, the interface is shown as below. See Figure 3-129.

Channel: Please select a channel from the dropdown list.

Preset: Select a preset you want to set the rule. Please note, you need to add a preset first,
otherwise, you cannot see the preset dropdown list. If there is no preset, you can draw a rule in
current channel.

Calibration zone:

Click Add zone , you can draw a calibration zone at the left pane of the interface. Select a zone

and then click Delete zone button; you can remove the selected zone.

Select gauge type (horizontal/tilt), you can set the corresponding length. You can draw three tilt
gauges and one horizontal gauge at the left pane of the interface.

Select Width/Height and then click Verify, you can draw a line in the calibration zone, and then you
can see its actual length.

Refresh preset: Click it to get the latest preset setup.
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The depth of the field calibration and principles

Here system uses one horizontal line and 3 height lines and the corresponding distance in the actual
world, then it can calculate the camera internal parameters (internal geometric features and optics
features) and external parameters (The 3D positions and direction in the actual world), so it can get the
relative relationship between the 2D images of the camera and the 3D object of the actual world.

Depth of the field calibration setup and notes

[ ]
4>

o0 <

Application environments

Use the near or far scene above 3M of the camera installation position. Do not use the scene at the
bottom or at the top of the video.

The calibration is for the horizontal scene, not for tilt corner or surface.

Do not support unusual scene such as wide angle camera or fish eye camera.

Calibration zone setup: The calibration zone shall be in the same surface.

Tilt calibration setup: The bottom of the three tilt gauges shall be at the same surface. They shall
form a triangle and use fixed reference object as the tilt gauge such as the vehicle parking along the
road, or pole. The best way is to arrange a person to stand at these three positions and draw one by
one.

Tilt gauge: Please select the reference object on the ground that you have known the length (The
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sign on the road or use tools to test the actual length.)

® Since these tilt lines have the same actual length, while according to the camera modeling mode, the
line at the near sight is large while the line at the far sight is small, so, when you are drawing near the
camera, the line shall be longer and when you are drawing far away the camera, the line shall be
short.

® (Calibration verify: After you set the gauge, please use tool to check the parameters. If the verification
error is huge, please adjust the setup slightly or reset to reduce the error.

3.14.4 Face Detect (Optional)
When camera detects human face, system can generate an alarm.
From main menu->Setting->Event->Face detect, the interface is shown as in Figure 3-130.
® Enable: Check the box to enable face detection function.
® Face ROI (Region of Interest): Check the box here, system can enhance the human face display
pane.
® Log: Check the box here, system can record face detect log.
You can refer to the chapter 3.14.1.1 to set other parameters.
Click OK to complete the setup.
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Figure 3-130

3.14.5 People Counting (Optional)
System can calculate the entry/exit people amount in the specified zone. It can generate an alarm when
the amount has exceeded the threshold.
From main menu->Setting->Event->People counting, you can see an interface shown as in Figure 3-131.
® Enable: Check the box to enable people counting function.
® OSD overlay: Check the box here; you can view the people amount on the surveillance video.
® Direction: It is to set people flow direction. It includes entry/exit.
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® Entry No.: It is to set people entry amount. System can generate an alarm once the amount has
exceeded the threshold.

® Exit No.: It is to set people entry amount. System can generate an alarm once the amount has
exceeded the threshold.

® Stranded No.: It is to set people staying amount in the zone. System can generate an alarm once the
amount has exceeded the threshold.
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Figure 3-131

3.14.6 Heat Map (Optional)
It is to detect the object activity level in the scene during the specified period.
From main menu->Setting->Event->Heat map, you can see an interface shown as in Figure 3-132.
® Channel: Please select a channel and then check the box to enable this function.
® Enable: Check the box to enable heat map function.

135



= NETWORK

YIDED DETELCT
'S PL&KH
BEHARCH AldA
FACE DETELTI
FEQFLE COUNT
HEAT W&AP
ALIGD DETECT
SWART TRACK
ALARM
BERORMALTY
ALARM OLT

Dedauk | UK ] ' Cancel Z:- Apphy '

Figure 3-132

3.14.7 Audio Detect

System can generate an alarm once it detect the audio input is abnormal or audio volume changes.

From main menu->Setting->Event->Audio detect, you can see an interface shown as in Figure 3-133.

® Input abnormal: Check the box here, system can generate an alarm once the audio input is
abnormal.

® |[ntensity change: Check the box here, system can generate an alarm once the audio volume
becomes strong.

® Sensitivity: It refers to the audio recognition sensitivity. The higher the value is, the higher the
sensitivity is.

® Threshold: It is to set intensity change threshold. The smaller the value is, the higher the sensitivity
is.

® | og: Check the box here, system can record audio detect alarm log.

You can refer to the chapter 3.14.1.1 to set other parameters.
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3.14.8 Smart Track (Optional)
The smart track function refers to a system consisting of the fish eye and the PTZ camera. The fish eye is

the master camera to view the whole surveillance situation, and the PTZ camera is the slave camera to
view the details.

Important
The fish eye and the PTZ camera shall surveillance proper zone.
The fish eye and the PTZ camera shall use the private protocol to add.

From Main menu->Setting->Event->Smart track, you can see an interface shown as Figure 3-134.
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Click add button, you can see an interface shown as in Figure 3-135.

Type: Here you can select smart track mode. It includes: 1 fish eye+1 PTZ camera/1 fish eye+2 PTZ
cameras/1 fish eye+3 PTZ cameras.

Scene: It is the monitor position. Input customized monitor position name.
Main channel: Click Select button and then select fish eye from the dialogue box.

PTZ camera: Click Select button and then select corresponding PTZ camera amount from the
dialogue box.
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After the setup, click OK button.

In Figure 3-134. click E or double click the line, you can go to the following interface. See Figure 3-136.

Here you can set the fish eye and PTZ camera bonding relationship.
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Figure 3-136

On the fish eye displayed zone, left click mouse or move H to confirm the position.

On the PTZ camera displayed zone, use the following buttons to adjust the PTZ camera position.

Button Function

a

B = oo

P Iris
OfS

E Electronic mouse, move it on the interface to control the
PTZ direction.

S eed(1 -3) It is to control PTZ movement speed. The higher the
P value is, the faster the speed is.

.— il | For example, the step 8 speed is faster than step 1.

Click add button and then click to save.

Now you complete one group position, you can view at the list. See Figure 3-137.
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Repeat the above steps to set at least three group positions.

Note

® Forone PTZ camera, there must be three calibration groups. System max supports 8 group positions.
Please make sure the calibration position is accurate.

® For the first calibration group position, please select the reference objects at the far distance to
enhance the trigger accuracy.

Click OK button to complete the calibration setup, you can go back to the smart track interface, the status

is shown ashkd.

Note

After you complete smart track setup, please go to the preview interface and then right click mouse, and
then select Smart track, you can view the corresponding video. Please refer to chapter 3.9 for detailed
information.

3.14.9 Alarm Output
From Main menu->Setting->Event->Alarm output, you can see an interface shown as in Figure 3-138.
Here is for you to set proper alarm output (Auto/manual/stop).
Click OK button of the alarm reset, you can clear all alarm output status.
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Figure 3-138
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Please highlight icon | to select the corresponding alarm output.

After all the setups please click OK button, system goes back to the previous menu.
3.14.10Alarm Setup

In the main menu, from Setting->Event->Alarm, you can see alarm setup interface.

Alarm in: Here is for you to select channel number.

In the main menu, from Setting->Event->Alarm, you can see alarm setup interface. See Figure 3-139.
There are four alarm types. See Figure 3-139 to Figure 3-142.

< Local alarm: The alarm signal system detects from the alarm input port.
< Network alarm: It is the alarm signal from the network.
< IPC external alarm: It is the on-off alarm signal from the front-end device and can activate the local
HNVR.
< IPC offline alarm: Once you select this item, system can generate an alarm when the front-end IPC
disconnects with the local HNVR. The alarm can activate record, PTZ, snap and etc. The alarm can
last until the IPC and the HNVR connection resumes.
Important
® If it is your first time to boot up the device, the disconnection status of the front-end
network camera will not be regarded as offline. After one successfully connection, all
the disconnection events will be regarded as IPC offline event.
® When IPC offline alarm occurs, the record and snhapshot function of digital channel is
null.
® Enable: Please you need to highlight this button to enable current function.
Type: normal open or normal close.
® Period: Click set button, you can see an interface is shown as in Figure 3-144. There are two ways
for you to set periods. There are max 6 periods in one day. There are four record types: regular,
motion detection (MD), Alarm, MD & alarm.
< In Figure 3-144, Select icon m of several dates, all checked items can be edited together.
Now the icon is shown as ) . Click u to delete a record type from one period.
o
< In Figure 3-144. Click button after one date or a holiday, you can see an interface shown
as in Figure 3-145. There are four record types: regular, motion detection (MD), Alarm, MD &
alarm.
® PTZ activation: When an alarm occurred, system can activate the PTZ operation. The PTZ activation
lasts an anti-dither period. See Figure 3-143.
® Anti-dither: Here you can set anti-dither time. The value ranges from 5 to 600s. The anti-dither time

refers to the alarm signal lasts time. It can be seem as the alarm signal activation stays such as the
buzzer, tour, PTZ activation, snapshot, channel record. The stay time here does not include the latch
time. During the alarm process, the alarm signal can begin an anti-dither time if system detects the
local alarm again. The screen prompt, alarm upload, email and etc will not be activated. For example,
if you set the anti-dither time as 10 second, you can see the each activation may last 10s if the local
alarm is activated. During the process, if system detects another local alarm signal at the fifth
second, the buzzer, tour, PTZ activation, snapshot, record channel will begin another 10s while the
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screen prompt, alarm upload, email will not be activated again. After 10s, if system detects another

alarm signal, it can generate an alarm since the anti-dither time is out.

Alarm output: The number here is the device alarm output port. You can select the corresponding

ports(s) so that system can activate the corresponding alarm device(s) when an alarm occurred.

Latch: When the anti-dither time ended, the channel alarm you select in the alarm output may last

the specified period. The value ranges from 1 to 300 seconds. This function is not for other alarm

activation operations. The latch is still valid even you disable the alarm event function directly.

Show message: System can pop up a message to alarm you in the local host screen if you enabled

this function.

Alarm upload: System can upload the alarm signal to the network (including alarm centre and the

WEB) if you enabled current function. System only uploads the alarm channel status. You can go

to the WEB and then go to the Alarm interface to set alarm event and alarm operation. Please go

to the Network interface to set alarm centre information.

Send email: System can send out the alarm signal via the email to alert you when an alarm occurs.

Once you enable the snap function, system can also send out an image as the attachment. Please

go to the Main Menu->Setting ->Network->Email interface to set.

Record channel: you can select proper channel to record alarm video (Multiple choices).

< You need to set alarm record mode as Schedule in Record interface (Main
Menu->Advanced->Record). Please note the manual record has the highest priority. System
record all the time no matter there is an alarm or not if you select Manual mode.

< Now you can go to the Schedule interface (Main Menu->Setting->Schedule) to set the record
type, corresponding channel number, week and date. You can select the record type:
Regular/MD/Alarm/MD&Alarm. Please note, you can not select the MD&Alarm and MD(or Alarm)
at the same time.

< Now you can go to the Encode interface to select the alarm record and set the encode
parameter (Main Menu->Setting->Encode).

< Finally, you can set the alarm input as the local alarm and then select the record channel. The
select channel begins alarm record when an alarm occurred. Please note system begins the
alarm record instead of the MD record if the local alarm and MD event occurred at the same
time.

Tour: Here you can enable tour function when an alarm occurs. System supports 1/8-window tour.

Please go to chapter3.6.4.1 Display for tour interval setup. Please note the tour setup here has

higher priority than the tour setup you set in the Display interface. Once there two tours are both

enabled, system can enable the alarm tour as you set here when an alarm occurred. If there is no

alarm, system implements the tour setup in the Display interface.

Snapshot: You can enable this function to snapshot image when an alarm occurs.

Log: Check the box here, system can record local alarm log.

Buzzer: Highlight the icon to enable this function. The buzzer beeps when an alarm occurs.
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Please highlight icon )| to select the corresponding function. After setting all the setups please
click save button, system goes back to the previous menu.

3.14.11Abnormality
There are three types: Disk/Network/power fault.
<~ Disk: Disk error, no disk, no space. See Figure 3-146.
< Network: Disconnection, IP conflict, MAC conflict. See Figure 3-147.
< Power fault. The interface is shown as in Figure 3-148. This function is for power-redundancy
series product. When this function is on, you can remove one power sourcing from the system, it
does not affect the normal operation of the device, but system will generate an alarm to alert
you.
® Alarm output: Please select alarm activation output port (multiple choices).
® |ess than: System can alarm you when the HDD space is less than the threshold you set here
(For HDD no space type only).
® Latch: Here you can set corresponding delaying time. The value ranges from 1s-300s. System
automatically delays specified seconds in turning off alarm and activated output after external alarm
cancelled.
® Show message: system can pop up the message in the local screen to alert you when an alarm
occurs.
® Alarm upload: System can upload the alarm signal to the network (including alarm centre) if you
enabled current function. For disconnection event, IP conflict event and MAC conflict event, this
function is null.
® Send email: System can send out email to alert you when an alarm occurs.
® Buzzer: Highlight the icon to enable this function. The buzzer beeps when an alarm occurs.
® Log: Check the box here, system can record corresponding alarm log.
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3.15 Network

3.15.1 Network Settings

3.15.1.1 TCP/IP

From main menu->Setting->Network->TCP/IP, the interface is shown as in Figure 3-149.

® [P Version: There are two options: IPv4 and IPv6. Right now, system supports these two IP
address format and you can access via them.

Preferred DNS server: DNS server IP address.

Alternate DNS server: DNS server alternate address.

Default card: It is to set default network card.

LAN download: System can process the downloaded data first if you enable this function. The
download speed is 1.5X or 2.0X of the normal speed.

Important

For the IP address of IPv6 version, default gateway, preferred DNS and alternate DNS, the input
value shall be 128-digit. It shall not be left in blank.
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Click Edit button, you can go to the following interface. See Figure 3-150.

Network mode:

<>

<>

Single NIC: eth1/eth2/ eth3/eth4 operate separately. You can use the services such as HTTP,
RTP service via eth1/eth2/ eth3/eth4. Usually you need to set one default card (default setup is
eth1) to request the auto network service from the device-end such as DHCP, email, FTP and
etc. In multiple-address mode, system network status is shown as offline once one card is
offline.

Network fault-tolerance: In this mode, device uses bond0 to communicate with the external
devices. You can focus on one host IP address. At the same time, you need to set one master
card. Usually there is only one running card (master card).System can enable alternate card
when the master card is malfunction. The system is shown as offline once these two cards are
both offline.

Load balance: In this mode, device uses bond0 to communicate with the external device. The
eth1/eth2/ eth3/eth4 are working now and bearing the network load. Their network load are
general the same. The system is shown as offline once all cards are offline.

Note: Different series products have different Ethernet port amount.

NIC member: You can check the box here to select the bind cards.

<>
<>
<>

This mode is for fault-tolerance or load balance mode only.
The network cards number shall be equal to or more than 2.
The different types of cards such as fiber card or the Ethernet card can not binding together.

IP Version: There are two options: IPv4 and IPv6. Right now, system supports these two IP
address format and you can access via them.
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® MAC address: The host in the LAN can get a unique MAC address. It is for you to access in the
LAN. It is read-only.

® [P address: Here you can use up/down button (A V) or input the corresponding number to input
IP address. Then you can set the corresponding subnet mask the default gateway.

® Default gateway: Here you can input the default gateway. Please note system needs to check the
validity of all IPv6 addresses. The IP address and the default gateway shall be in the same IP
section. That is to say, the specified length of the subnet prefix shall have the same string.

® DHCP: Itis to auto search IP. When enable DHCP function, you can not modify IP/Subnet mask
/Gateway. These values are from DHCP function. If you have not enabled DHCP function, IP/Subnet
mask/Gateway display as zero. You need to disable DHCP function to view current IP information.
Besides, when PPPoE is operating, you can not modify IP/Subnet mask /Gateway.

® MTU: Itis to set MTU value of the network adapter. The value ranges from 1280-7200 bytes. The
default setup is 1500 bytes. Please note MTU modification may result in network adapter reboot
and network becomes off. That is to say, MTU modification can affect current network service.
System may pop up dialog box for you to confirm setup when you want to change MTU setup.
Click OK button to confirm current reboot, or you can click Cancel button to terminate current
modification. Before the modification, you can check the MTU of the gateway; the MTU of the
NVR shall be the same as or is lower than the MTU of the gateway. In this way, you can reduce
packets and enhance network transmission efficiency. Right now, the value here is for read-only.

The following MTU value is for reference only.
<~ 1500: Ethernet information packet max value and it is also the default value. It is the typical

setup when there is no PPPoE or VPN. It is the default setup of some router, switch or the
network adapter.

< 1492: Recommend value for PPPoE.
<~ 1468: Recommend value for DHCP.

After completing all the setups please click OK button.

Tips

Click button to cancel card binding.
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3.15.1.2 Port

The port setup interface is shown as in Figure 3-151.

Max connection: system support maximal 128 users. 0 means there is no connection limit.

TCP port: Default value is 37777.

UDP port: Default value is 37778.

HTTP port: Default value is 80.

HTTPS port: Default value is 443.

RTSP port: Default value is 554.

Important: System needs to reboot after you changed and saved any setup of the above four ports.
Please make sure the port values here do not conflict.
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Figure 3-151

3.15.1.3 PPPoE

PPPoE interface is shown as in Figure 3-152.

Input “PPPoE name” and “PPPoE password” you get from your ISP (Internet service provider).

Click save button, you need to restart to activate your configuration.

After rebooting, NVR will connect to internet automatically. The IP in the PPPoE is the NVR dynamic
value. You can access this IP to visit the unit.

153



o CAMERA | FrMETWORK  mm EVENT B sTORAGE " SYSTEM

TCRP
FORT
PPRoE
DOME
UPrp

IP FILTER:
EMAL

—

SHMP
MLLTICAST

[ Ernzble

CLUETER P

Figure 3-152

3.15.1.4 DDNS

DDNS setup interface is shown as in Figure 3-153.

You need a PC of fixed IP in the internet and there is the DDNS software running in this PC. In other
words, this PC is a DNS (domain name server).

In network DDNS, please select DDNS type and highlight enable item. And then please input your PPPoE
name you get from you IPS and server IP (PC with DDNS). Click save button and then reboot system.
Click save button, system prompts for rebooting to get all setup activated.

After rebooting, open IE and input as below:

http: //(DDNS server IP)/(virtual directory name)/webtest.htm

e.g.: http: //10.6.2.85/DVR _DDNS/webtest.htm.)

Now you can open DDNSServer web search page.
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Please note DDNS type includes: CN99 DDNS, NO-IP DDNS, Dahua DDNS, Dyndns DDNS and sysdns
DDNS. All the DDNS can be valid at the same time, you can select as you requirement.

Private DDNS function shall work with special DDNS server and special Professional Surveillance
Software (PSS).

Dahua DDNS and Client-end Introduction

1) Background Introduction

Device IP is not fixed if you use ADSL to login the network. The DDNS function allows you to access the
DVR via the registered domain name. Besides the general DDNS, the Dahua DDNS works with the
device from the manufacturer so that it can add the extension function.

2) Function Introduction

The Dahua DDNS client has the same function as other DDNS client end. It realizes the bonding of the
domain name and the IP address. Right now, current DDNS server is for our own devices only. You need
to refresh the bonding relationship of the domain and the IP regularly. There is no user name, password
or the ID registration on the server. At the same time, each device has a default domain name (Generated
by MAC address) for your option. You can also use customized valid domain name (has not registered.).
3) Operation

Before you use Dahua DDNS, you need to enable this service and set proper server address, port value
and domain name.

® Server address: www.dahuaddns.com
® Port number: 80

® Domain name: There are two modes: Default domain name and customized domain name.

Except default domain name registration, you can also use customized domain name (You can input your
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self-defined domain name.) After successful registration, you can use domain name to login installed of

the device IP.

® User name: It is optional. You can input your commonly used email address.

Important

® Do not register frequently. The interval between two registrations shall be more than 60 seconds. Too
many registration requests may result in server attack.

® System may take back the domain name that is idle for one year. You can get a notification email
before the cancel operation if your email address setup is OK.

3.15.1.5 UPnP

The UPNP protocol is to establish a mapping relationship between the LAN and the WAN. Please input

the router IP address in the LAN in Figure 3-149. See Figure 3-154.

® UPNP on/off : Turn on or off the UPNP function of the device.

® Status: When the UPNP is offline, it shows as “Unknown”. When the UPNP works it shows
“Success”

® Router LAN IP: It is the router IP in the LAN.

WAN [P: It is the router IP in the WAN.

® Port Mapping list:  The port mapping list here is the one to one relationship with the router’s port
mapping setting.

® List:

< Service name: Defined by user.

<~ Protocol: Protocol type
< Internal port: Port that has been mapped in the router.

<~ External port: Port that has been mapped locally.
® Default: UPNP default port setting is the HTTP, TCP and UDP of the NVR.

® Add to the list: Click it to add the mapping relationship.

® Delete: Click it to remove one mapping item.

Double click one item; you can change the corresponding mapping information. See Figure 3-155.
Important:

When you are setting the router external port, please use 1024~5000 port. Do not use well-known
port 1~255 and the system port 256~1023 to avoid conflict.

For the TCP and UDP, please make sure the internal port and external port are the same to
guarantee the proper data transmission.
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3.15.1.6 IP Filter

IP filter interface is shown as in Figure 3-156. You can add IP in the following list. The list supports max 64
IP addresses. System supports valid address of IPv4 and IPv6. Please note system needs to check the
validity of all IPv6 addresses and implement optimization.

After you enabled trusted sites function, only the IP listed below can access current NVR.

If you enable blocked sites function, the following listed IP addresses can not access current NVR.
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® Enable: Highlight the box here, you can check the trusted site function and blocked sites function.
You can not see these two modes if the Enable button is grey.

® Type: You can select trusted site and blacklist from the dropdown list. You can view the IP address
on the following column.

® Start address/end address: Select one type from the dropdown list, you can input IP address in the
start address and end address. Now you can click Add IP address or Add IP section to add.

a) For the newly added IP address, it is in enable status by default. Remove the \ before the item,
and then current item is not in the list.

b) System max supports 64 items.

c) Address column supports IPv4 or IPv6 format. If it is IPv6 address, system can optimize it. For
example, system can optimize aa:0000: 00: 00aa: 00aa: 00aa: 00aa: 00aa as aa:: aa: aa: aa: aa:
aa: aa.

d) System automatically removes space if there is any space before or after the newly added IP
address.

e) System only checks start address if you add IP address. System check start address and end
address if you add IP section and the end address shall be larger than the start address.

f)  System may check newly added IP address exists or not. System does not add if input IP
address does not exist.

® Delete: Click it to remove specified item.

® Edit: Click it to edit start address and end address. See Figure 3-157. System can check the IP
address validity after the edit operation and implement IPv6 optimization.

® Default: Click it to restore default setup. In this case, the trusted sites and blocked sites are both null.

Note:

® If you enabled trusted sites, only the IP in the trusted sites list can access the device.

® If you enabled blocked sites, the IP in the blocked sites can not access the device.

® System supports add MAC address.
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3.15.1.7 Email

The email interface is shown as below. See Figure 3-158.

SMTP server: Please input your email SMTP server IP here.

Port: Please input corresponding port value here.

User name: Please input the user name to login the sender email box.

Password: Please input the corresponding password here.

Sender: Please input sender email box here.

Title: Please input email subject here. System support English character and Arabic number. Max

32-digit.

® Receiver: Please input receiver email address here. System max supports 3 email boxes. System
automatically filters same addresses if you input one receiver repeatedly.
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® SSL enable: System supports SSL encryption box.

Interval: The send interval ranges from 0 to 3600 seconds. 0 means there is no interval.

® Health email enable: Please check the box here to enable this function. This function allows the
system to send out the test email to check the connection is OK or not.

® |Interval: Please check the above box to enable this function and then set the corresponding interval.
System can send out the email regularly as you set here. Click the Test button, you can see the
corresponding dialogue box to see the email connection is OK or not.

Please note system will not send out the email immediately when the alarm occurs. When the alarm,

motion detection or the abnormity event activates the email, system sends out the email according to the

interval you specified here. This function is very useful when there are too many emails activated by the

abnormity events, which may result in heavy load for the email server.
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Figure 3-158

3.15.1.8 FTP

You need to download or buy FTP service tool (such as Ser-U FTP SERVER) to establish FTP service.
Please install Ser-U FTP SERVER first. From “start” -> “program” -> Serv-U FTP Server -> Serv-U
Administrator. Now you can set user password and FTP folder. Please note you need to grant write right
to FTP upload user. See Figure 3-159.
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You can use a PC or FTP login tool to test setup is right or not.
For example, you can login user ZHY to ._FTP://10.10.7.7.  and then test it can modify or delete folder
or not. See Figure 3-160.
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Figure 3-160

System also supports upload multiple NVRs to one FTP server. You can create multiple folders under this
FTP.
FTP interface is shown as in Figure 3-161.

Please highlight the icon | in front of Enable to activate FTP function.

Here you can input FTP server address, port and remote directory. When remote directory is null, system
automatically create folders according to the IP, time and channel.

User name and password is the account information for you to login the FTP.

File length is upload file length. When setup is larger than the actual file length, system will upload the
whole file. When setup here is smaller than the actual file length, system only uploads the set length and
auto ignore the left section. When interval value is 0, system uploads all corresponding files.

After completed channel and weekday setup, you can set two periods for one each channel.

Click the Test button, you can see the corresponding dialogue box to see the FTP connection is OK or
not.
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3.15.1.9 SNMP

SNMP is an abbreviation of Simple Network Management Protocol. It provides the basic network
management frame of the network management system. The SNMP widely used in many environments.
It is used in many network device, software and system.

You can set in the following interface. See Figure 3-162.

162



A soimrwors omg BVENT.

TCRIP
T B Enable
PPPoE

DIDNE

P2

IF FILTER
ERAIL

I:Fl

SHMP
MULTICASET
ALARMW CERTER
REGISTER
CLUSTER IF

Dalmdt

Figure 3-162

Please enable the SNMP function. Use the corresponding software tool (MIB Builder and MG-SOFT MIB

Browser. You still need two MIB file: BASE-SNMP-MIB, NVR-SNMP-MIB) to connect to the device. You

can get the device corresponding configuration information after successfully connection.

Please follow the steps listed below to configure.

® In Figure 3-162, check the box to enable the SNMP function. Input the IP address of the PC than is
running the software in the Trap address. You can use default setup for the rest items.

® Compile the above mentioned two MIB file via the software MIB Builder.

Run MG-SOFT MIB Browser to load the file from the previous step to the software.

® Input the device IP you want to manage in the MG-SOFT MIB Browser. Please set the corresponding
version for your future reference.

® Open the tree list on the MG-SOFT MIB Browser; you can get the device configuration. Here you can
see the device has how many video channels, audio channels, application version and etc.

Note

Port conflict occurs when SNMP port and Trap port are the same.

3.15.1.10 Multicast
Multicast setup interface is shown as in Figure 3-163.
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Here you can set a multiple cast group. Please refer to the following sheet for detailed information.
® [P multiple cast group address
-224.0.0.0-239.255.255.255
-“D” address space

® The higher four-bit of the first byte="1110"
® Reserved local multiple cast group address
-224.0.0.0-224.0.0.255
-TTL=1 When sending out telegraph
-For example
224.0.0.1  All systems in the sub-net
224.0.0.2 All routers in the sub-net
224.0.0.4 DVMRP router
224.0.0.5 OSPF router
224.0.0.13 PIMv2 router
® Administrative scoped addressees
-239.0.0.0-239.255.255.255
-Private address space

® Like the single broadcast address of RFC1918

® (Can not be used in Internet transmission

® Used for multiple cast broadcast in limited space.
Except the above mentioned addresses of special meaning, you can use other addresses. For example:
Multiple cast IP: 235.8.8.36
Multiple cast PORT: 3666.
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After you logged in the Web, the Web can automatically get multiple cast address and add it to the
multiple cast groups. You can enable real-time monitor function to view the view.
Please note multiple cast function applies to special series only.

3.15.1.11 Alarm Centre
This interface is reserved for you to develop. See Figure 3-164.
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Figure 3-164

3.15.1.12 Auto register

This function allows the device to auto register to the proxy you specified. In this way, you can use the
client-end to access the NVR and etc via the proxy. Here the proxy has a switch function. In the network
service, device supports the server address of IPv4 or domain.

Please follow the steps listed below to use this function.

Please set proxy server address, port, and sub-device name at the device-end. Please enable the auto
register function, the device can auto register to the proxy server.

1) The setup interface is shown as in Figure 3-165.

Important

Do not input network default port such as TCP port number.
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2) The proxy server software developed from the SDK. Please open the software and input the global
setup. Please make sure the auto connection port here is the same as the port you set in the previous
step.

3) Now you can add device. Please do not input default port number such as the TCP port in the mapping
port number. The device ID here shall be the same with the ID you input in Figure 3-165. Click Add button
to complete the setup.

4) Now you can boot up the proxy server. When you see the network status is Y, it means your
registration is OK. You can view the proxy server when the device is online.

Important

The server IP address can also be domain. But you need to register a domain name before you run proxy
device server.

3.15.1.13 Cluster IP

About Cluster service: when master device is malfunction, the slave device can use the master device
configuration and virtual IP address to replace the work (monitor or record) accordingly. When you use
the virtual IP to access the device, he can still view the real-time video and there is no risk of record loss.
Once the master device becomes properly, the slave can still work until you use the WEB to fix manually.
During the whole process (the master device is working properly->master device is malfunction->master
device becomes work properly again), you can use this virtual IP to access the device all the time.

It is for you to set IP address, subnet mask, gateway and etc of the Switch. See Figure 3-166.

Please check the box to enable this function and then input corresponding IP address, subnet mask,
default gateway. Click OK button to complete the setup. The virtual IP here is for the master device.
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Note

The IP in the TCP/IP interface is for cluster internal control (It is mainly for the mater device and slave
device internal interactive). The virtual IP you set here is for cluster external control (It is for external
network connection).

SETTREG

% CAMERA FEMETWCAE | gy EVERT B .=TORACE LA BYETEM

TERIR
PLET
FPFaE
COMNS

LiFn>

7 FILTER
ErAaIL

FTP

SHMP
MULTICAST
ALERM CEMTER
REGISTER
CLLEETER P

5 Digda it |

Figure 3-166

3.15.2 Network Test

In this interface, you can see network test and network load information.

3.15.2.1 Network Test

From main menu->Info-Network->Test, the network test interface is shown as in Figure 3-167.

® Destination IP: Please input valid IPV4 address and domain name.

® Test: Click it to test the connection with the destination IP address. The test results can display
average delay and packet loss rate and you can also view the network status as OK, bad, no
connection and etc.

® Network Sniffer backup: Please insert USB2.0 device and click the Refresh button, you can view the
device on the following column. You can use the dropdown list to select peripheral device. Click
Browse button to select the snap path. The steps here are same as preview backup operation.

You can view all connected network adapter names (including Ethernet, PPPoE, WIFI, and 3G), you can

click the button “ on the right panel to begin Sniffer. Click the grey stop button to stop. Please note

system can not Sniffer several network adapters at the same time.
After Sniffer began, you can exit to implement corresponding network operation such as login WEB,
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monitor. Please go back to Sniffer interface to click |:| stop Sniffer. System can save the packets to the

specified path. The file is named after “Network adapter name+time”. You can use software such as
Wireshark to open the packets on the PC for the professional engineer to solve complicated problems.
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Figure 3-167

3.15.2.2 Network Load

From main menu->Info->Network->Load, network load is shown as in Figure 3-168. Here you can view
the follow statistics of the device network adapter.

Here you can view information of all connected network adapters. The connection status is shown as
offline if connection is disconnected. Click one network adapter, you can view the flow statistics such as
send rate and receive rate at the top panel
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3.16 HDD Setup

Here you can view HDD information such as type, status, total capacity, record time and etc. The
operation includes format, resume from error, change HDD property (Read write, Read-only). Here you
can also set alarm and HDD storage position.
3.16.1 Format
a) From Main menu->Setting->Storage->HDD Manager, you can go to HDD management interface.
See Figure 3-169.
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b) Select a HDD and then select format from the dropdown list. Click Execute button.

c) Click OK button to complete the setup. You can see system needs to restart to activate current setup.
3.16.2 HDD Information

From Main menu->Info ->System->HDD, here is to list hard disk type, total space, free space, and status.
See Figure 3-170.

o means current HDD is normal.. - means there is no HDD.

If disk is damaged, system shows as “?”. Please remove the broken hard disk before you add a new one.

Figure 3-170
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In Figure 3-170, click one HDD item, the S.M.A.R.T interface is shown as in Figure 3-171.
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Parameter Function

SATA 1 here means there is 1 HDD.

For different series product, the max HDD amount may vary,

“

When HDD is working properly, system is shown as O. . “_” means there is

no HDD.

SN You can view the HDD amount the device connected to;

* means the second HDD is current working HDD.

Type The corresponding HDD property.

Total space The HDD total capacity.

Free space The HDD free capacity.

Status HDD can work properly or not.

Bad track Display there is bad track or not.

Page up Click it to view previous page.

Page down Click it to view the next page.

View Click it to view HDD record information (file start time and end time).

recording time

View HDD | Click it to view HDD property, status and etc,
type and
capability
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3.16.3 Advanced
From Main menu->Setting->Storage->Advanced, It is to set HDD group, and HDD group setup for main
stream, sub stream and snapshot operation

Click main stream/sub stream/snapshot button to set corresponding HDD group information. See Figure
3-172 through Figure 3-174.
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iSCSI function is for some series product only.
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You can set the network mapping HDD so that device can storage audio/video on the network HDD.

From Main menu->Setting->Storage->ISCSI, you can go to the following interface. See Figure 3-175.

® Server IP address: It is to input ISCSI server IP address.

® Port: It is to input ISCSI server port value. The default setup is 3260.

® User name/password: It is to input ISCSI server user name and password. Check the Anonymous
button if it supports anonymous login.

® Set path: You can click the Set path button to select the remote storage path. Please note each path
here stands for one ISCSI share disk. The path has been generated when it is created at the server.

® Add: After you input the above information, click add button to add the new information to the list.
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Figure 3-175

Click Ok button to complete the setup.
Tips
Click the modify/delete button to change or remove the ISCSI disk.

Now, from the main menu->setting->Storage-> HDD manage, you can see the corresponding interface.
3.16.5 RAID

Important

Please make sure your purchased product support the RAID function, otherwise you can not see
the following interface.

Right now, RAID supports Raid0, Raid1, Raid5, Raid6, and Raid10. Local hotspare supports Raid1,
Raid5, Raid6, and Raid10.

3.16.5.1 RAID Config

From Main menu->Setting->Storage->RAID->RAID Config, it is for you to manage RAID HDD. It can
display RAID name, type, free space, total space, status and etc. Here you can add/delete RAID HDD.
Click Add button to select RAID type and then select HDDs, click OK button to add. See Figure 3-176.
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3.16.5.2 RAID Info
From Main menu->Setting->Storage->RAID->RAID info, it is to display RAID name, space, type, member
HDD, hotspare HDD, status and etc. Here you can delete RAID. See Figure 3-177.

SETTIHE
wn EYERT BLoToRAGE T EeaTEM

SCHEDULE
HOD FLEMNASE

E&Lnk Hompan DEk

HEL LETEL]

Figure 3-177
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3.16.5.3 Hotspare Disks

From Main menu->Setting->Storage->RAID->Hotspare HDD, you can add the hotspare HDD. See Figure
3-178. The type includes two options:

® Global: It is global hotspare disk. When any RAID becomes degrading, it can replace and build the
RAID.

® Local: ltis local hotspare disk. When the specified RAID becomes degrading, it can replace and build
the RAID.

Select a hot spare device and then click Delete button. Click Apply button to delete.
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Figure 3-178

3.16.6 HDD Detect

The HDD detect function is to detect HDD current status so that you can clearly understand the HDD

performance and replace the malfunction HDD.

There are two detect types:

® Quick detect: It is to detect the storaged files on the HDD. You can use format function to repair the
bad track. System can not detect the bad track if there is no record on the HDD.

® Global detect: It detects the whole HDD. The process may take a long time and may affect the HDD

that is saving the record. If it detects the bad track, it may result from the damaged HDD.
3.16.6.1 Manual Detect

The manual detect interface is shown as below. See Figure 3-179.

Please select detect type and HDD. Click start detect to begin. You can view the corresponding detect
information.
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Figure 3-179

3.16.6.2 Detect Report
After the detect operation, you can go to the detect report to view corresponding information.
The detect report interface is shown as below. See Figure 3-180.
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Figure 3-180

Click View, you can see the detailed information such as detect result, backup and S.M.A.R.T.

3.17 Basic Setups

Set NVR basic setup, device setup and other setups.

3.17.1 Device Setup

From Main menu->Setting->System->General->General, you can go to the general interface. See Figure

3-181.

® Pack duration: Here is for you to specify record duration. The value ranges from 0 to 120 minutes.
Default value is 60 minutes.

® Device ID: Please input a corresponding device name here.

® Device No: When you are using one remote control (not included in the accessory bag) to control
several NVRs, you can give a name to each NVR for your management.

® Language: System supports various languages: Chinese (simplified), Chinese (Traditional), English,
Italian, Japanese, French, Spanish (All languages listed here are optional. Slight difference maybe
found in various series.)

® Video standard: There are two formats: NTSC and PAL.

® HDD full: Here is for you to select working mode when hard disk is full. There are two options: stop
recording or rewrite. If current working HDD is overwritten or the current HDD is full while the next
HDD is no empty, then system stops recording, If the current HDD is full and then next HDD is not
empty, then system overwrites the previous files.

® Pack duration: Here is for you to specify record duration. The value ranges from 1 to 120 minutes.

Default value is 60 minutes.
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Realtime play: It is to set playback time you can view in the preview interface. The value ranges from
5 to 60 minutes.

Auto logout: Here is for you to set auto logout interval once login user remains inactive for a
specified time. Value ranges from 0 to 60 minutes.

Navigation bar: Check the box here, system displays the navigation bar on the interface.

IPC Time Sync: You can input an interval here to synchronize the NVR time and IPC time.

Startup wizard: Once you check the box here, system will go to the startup wizard directly when the
system restarts the next time. Otherwise, it will go to the login interface.

Mouse property: You can set double click speed via dragging the slide bard. You can Click Default
button to restore default setup.
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Figure 3-181

3.17.2 Date and Time

From Main menu->Setting->System->General->Date and time, you can go to the general interface. See

Figure 3-182.

® System time: Here is for you to set system time

® Date format: There are three types: YYYYY-MM-DD: MM-DD-YYYYY or DD-MM-YYYY.

® Date separator: There are three denotations to separate date: dot, beeline and solidus.

® DST: Here you can set DST time and date by week or by date. Please enable DST function and then
select setup mode. Please input start time and end time and click Save button.

® Time format: There are two types: 24-hour mode or 12-hour mode.

® NTP: Itis to set NTP server, port and interval.

Note:

Since system time is very important, do not modify time casually unless there is a must!
Before your time modification, please stop record operation first!
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3.17.3 Holiday
From Main menu->Setting->System->General->Holiday, holiday setup interface is shown as in Figure
3-183. Click Add new holiday button, you can input new holiday information. See Figure 3-184. Here you
can set holiday name, repeat mode and start/end time.
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Figure 3-183
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3.18 POS

Connect the NVR to the POS, it can receive the POS information and overlay on the corresponding
record.

Note

POS info overlay and playback function is for 1-window only.

From main menu->Setting->System->POS, you can go to the following interface. See Figure 3-185.
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Figure 3-185
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Click Add, you can see the following dialogue box. See Figure 3-186.
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Figure 3-186

Check the box to enable POS function, Click Set button; you can see the following interface. See Figure
3-187.

IP Address

Source [P . 168 . 0O . 1 -.:ll.'_."Z:.'I'-.]I'-.JF_'Z_'ZTI'Z'.Zr-l E

Destination IP {172 . . . 12 JCOMMECTION

Figure 3-187

Set source IP and destination IP, and then click OK. System goes back to Figure 3-186.
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® Source IP: POS device IP address.

® Destination IP: NVR IP address.

In Figure 3-186, click Channel Set button, select the channel you want to overlay POS information. Click
OK button to complete the setup.

Tips

: Click it to delete POS setup.

: Click it to change setup information.

3.19 Audio Broadcast

This function allows you to broadcast to the camera, or you can use several channels to establish a
broadcast group.
From main menu->Setting->System->Voice, you can go to the following interface. See Figure 3-188.
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Figure 3-188

Click Add button, you can add see the following interface. See Figure 3-189.
Please input a group name and select one or more channel(s).

Click Save button to complete the setup.

Tips

In Figure 3-188., click to change broadcast setup, click to delete broadcast setup.
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After the setup, you can go to the preview interface, click E! of the navigation bar; you can see the

following interface. See Figure 3-190.

Check the box to select a group name and then clickm, you can realize audio broadcast function.
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Figure 3-190
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3.20 Device Maintenance and Manager

3.20.1 System Info
3.20.1.1 Version

From main menu->Info->System->Version, you can go to version interface.
Here is for you to view some version information. See Figure 3-191. Please note the following figure
for reference only.
® Model
Channel
Alarm in
Alarm out
System version
Build Date
Web
SN
ONVIF version
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Figure 3-191

3.20.1.2 BPS
From main menu->Info->System->BPS, here is for you to view current video bit rate (kb/s) and resolution.
See Figure 3-192.
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Figure 3-192

3.20.1.3 Device Status
From main menu->Info->System->Device status, here is for you to view device current status. See Figure
3-194. The red highlighted fan means current fan is malfunction.

Figure 3-193

3.20.1.4 Online User
From main menu->Info->System->Online user, here is for you manage online users connected to your

NVR. See Figure 3-194.

You can click button m to disconnect or block one user if you have proper system right.

System detects there is any newly added or deleted user in each five seconds and refresh the list
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automatically.

Figure 3-194

3.20.1.5 Remote Device Information
3.20.1.5.1 Alarm Status
From main menu->Info->Event->alarm status, here you can view the channel status of the remote device,
connection log and etc. See Figure 3-195.
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Figure 3-195

3.20.1.5.2 Analytics
It is to display channel video diagnosis results. You can view histogram and a list to view the occurred
times in the specified period.
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From main menu->Info->Event->Analytics, you can go to the following interface.

Input start time, end time, select a channel and then click Search button. You can see the following
interface. See Figure 3-196.

Tips

Click the name at the bottom of the histogram or select type from the dropdown list; you can filter the
displayed type.
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Figure 3-196
3.20.1.5.3 People Counting
It is to search and view the people counting results of each channel. System can export people counting report.
The export file extension name is .omp.
From main menu->Info->Event->People Counting, you can go to the following interface. See Figure 3-197.
Channel: Please select a channel from the dropdown list.
® Type: Please select report type from the dropdown list. It includes daily report/monthly report/annual
report. You can click to select histogram or polygon chart.
Start time/end time: Input start time and end time of the people counting.
Enter: Check to search enter amount.
Exit: Check the box to search exit amount.

Display No.: Check the box, system can display enter and exit people amount in the report.
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Figure 3-197

3.20.1.5.4 Heat Map
It is to search and view the heat map of each channel.
From main menu->Info->Event->Heat Map, you can go to the following interface. See Figure 3-198.

Select a channel, input start time and end time. Please note the report search period shall be within one
month.

Click Search button, you can view the heat map report.
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Figure 3-198

3.20.1.6 Remote
3.20.1.6.1 Device Status
From main menu->Setting->Remote->Status, here you can view the IPC status of the corresponding
channel such as motion detect, video loss, tampering, alarm and etc. See Figure 3-199.

® |[PC status:=: Front-end does not support. : Front-end supports. n: There is alarm

event from current front-end.

Connection status:: Connection succeeded. -: Connection failed.
® Refresh: Click it to get latest front-end channel status.
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Figure 3-199

3.20.1.6.2 Firmware
From main menu->Setting->Remote->Firmware, it is to view channel, IP address, manufacturer, type,
system version, SN, video input, audio input, external alarm and etc. See Figure 3-200.
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Figure 3-200
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3.20.2 Log

From Main menu->Info->Log, you can go to the following interface. See Figure 3-201.

® Start time/end time: Pleased select start time and end time, then click search button. You can view
the log files in a list. System max displays 100 logs in one page. It can save 500,000 logs on the HDD,
and 16384 logs on the system. System max supports 500,000+16384 logs if there is a HDD. System
max supports 16384 logs if there is no HDD. Please use page up/down button on the interface or the
front panel to view more.

Tips

Double click a log item to view its detailed information. See Figure 3-202.

Click PgUp/PgDn to view more logs.
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Figure 3-201
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3.20.3 Account
From main menu->Setting->System->Account, here is for you to implement account management. See
Figure 3-203. Here you can:

Add new user
Modify user

Add group
Modify group
Modify password.

For account management please note:

For the user account name and the user group, the string max length is 6-byte. The backspace in
front of or at the back of the string is invalid. There can be backspace in the middle. The string
includes the valid character, letter, number, underline, subtraction sign, and dot.

The default user amount is 64 and the default group amount is 20. System account adopts two-level
management: group and user. No limit to group or user amount.

For group or user management, there are two levels: admin and user.

The user name and group name can consist of eight bytes. One name can only be used once. There
are four default users: admin/888888/666666 and hidden user “default”. Except user 6666, other
users have administrator right.

Hidden user “default” is for system interior use only and can not be deleted. When there is no login
user, hidden user “default” automatically login. You can set some rights such as monitor for this user
so that you can view some channel view without login.

One user should belong to one group. User right can not exceed group right.

About reusable function: this function allows multiple users use the same account to login.

After all the setups please click save button, system goes back to the previous menu.
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Figure 3-203

3.20.3.1.1 Add User

Click modify user button in Figure 3-203 , the interface is shown as in Figure 3-204.

Please input the user name, password, select the group it belongs to from the dropdown list.

Then you can check the corresponding rights for current user.

For convenient user management, usually we recommend the general user right is lower than the admin

account.

® Username: admin. Password: admin. (administrator, local and network)

® Username: 888888. Password: 888888. (administrator, local only)

® Username: default. Password: default (hidden user). Hidden user “default” is for system interior use
only and can not be deleted. When there is no login user, hidden user “default” automatically login.
You can set some rights such as monitor for this user so that you can view some channels without
login.
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Figure 3-204

When you create a new user, you can input the corresponding MAC address of current user. If you leave
this item in blank, any MAC address user can share this user account to login. Please note system needs
to check the validity of MAC. Only the 12-digit O-f format address can pass the validity verification.
System only saves small character even you input capitalized one. You can see the corresponding
prompt if there is any illegal input.

Click the Set button after the period, you can set valid period to use current account. See Figure 3-205.
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Click Set button, you can set six periods in one day. See Figure 3-206.
Check the box after the period, you can enable current setup.
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Figure 3-206

3.20.3.1.2 Modify user

Clickn, you can go to the following interface to change user information. See Figure 3-207.
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For admin, 888888, and default (hidden user), you can not change period setup.
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Figure 3-207

3.20.3.1.3 Change Password
In Figure 3-207, check the Modify password box, you can change password. Please input old password,

and then input new password twice to confirm.
The password can contain 32-byte and the space at the begin or at the end of the password are null. It
can contain in the middle of the password. For the user of account right, it can change the password of

other users.

3.20.3.1.4 Add/Modify Group
In Figure 3-203, click Group button, you can see the following interface. See Figure 3-208.
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Figure 3-208

Click add group button in Figure 3-208 , the interface is shown as below. See Figure 3-209.

Here you can input group name and then input some memo information if necessary.

There are total 98 rights such as control panel, shut down, real-time monitor, playback, record, record file
backup, PTZ, user account, system information view, alarm input/output setup, system setup, log view,
clear log, upgrade system, control device and etc.
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3.20.3.1.5 Security Question
Note
This function is for administrator only.

The security question is shown as below. See Figure 3-210.

Here you can change security questions. You can select from the dropdown list or input customized
questions. Click Set button, you can save current setup. You can correctly answer the security questions
to reset password of admin account.

Tips

Input proper answer and then click Delete button, you can reset security password.
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Figure 3-210

3.20.4 Update
From Mani menu->Setting->Info->Update, you can go to the following interface. See Figure 3-211.

a) Insert USB device that contain the upgrade file.
b) Click Start button and then select the .bin file.
c) You can see the corresponding dialogue box after the update process is complete.
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Figure 3-211

3.20.5 Default
You can restore factory default setup to fix some problems when the device is running slowly.
Configuration error occurred.
From Main menu->Setting->System->Default, you can go to the default interface. See Figure 3-212.

Click default icon, system pops up a dialogue box. You can highlight B 15 restore factory default setup.
All

Camera

Network

Event

Storage

System

Please highlight icon | to select the corresponding function.

Click factory reset button, you can restore factory default setup.

After all the setups please click OK button, system goes back to the previous menu.

Warning!

After you use default function, some your customized setup may lose forever! Please think twice before
you begin the operation!
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Figure 3-212

3.20.6 Auto Maintain
From Main menu->Setting->System->Auto maintain, here you can set auto-reboot time and auto-delete

old files setup. You can set to delete the files for the specified days. See Figure 3-213.

You can select proper setup from dropdown list.
After all the setups please click save button, system goes back to the previous menu.

202



I CAMERA FFHETWORE g EVEMT

Spia Fednod

Figure 3-213

3.20.7 Logout /Shutdown/Restart
From Main menu->Operation->Shutdown, you can see an interface shown as in Figure 3-214.
® Shutdown: System shuts down and turns off power.
® Logout: Log out menu. You need to input password when you login the next time.
® Restart: Reboot device.
If you shut down the device, there is a process bar for your reference, system waits for 3 seconds and
then shut down (You can not cancel).
Please note, sometimes you need to input the proper password to shut down the device.
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Shut Down Logout

Figure 3-214
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4 Web Operation

4.1 General Introduction

The device web provides channel monitor menu tree, search, alarm setup, system setup, PTZ control and
monitor window and etc.
4.1.1 Preparation

Before log in, please make sure:

® PC and NVR connection is OK.

® You have set PC IP address, NVR IP address, subnet mask and gateway. (Please set the IP address
of the same section for the PC and NVR. Please input corresponding gateway and subnet mask if
there are routers.) This series product max supports 4 network adapters. The default setup is
eth1:192.168.1.108, eth2: 192.168.1.106, eth3:192.168.1.105 and eth4:192.168.1.104.

® Use order ping ***.***.*** ***(NVR IP address) to check connection is OK or not.

412 Login
Open the IE and then input the NVR IP address in the address column.
For example, if your NVR IP address is 192.168.1.108, then please input http:// 192.168.1.108 in IE
address column. See Figure 4-1.
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Figure 4-1

System pops up warning information to ask you whether install webrec.cab control or not. Please click
yes button.
If you can’t download the ActiveX file, please modify your settings as follows. See Figure 4-2.
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Figure 4-2

After installation, the interface is shown as below. See Figure 4-3.

WEB SERVICE

User Name: | admin

Password: |

£

Please input your user name and password.

Figure 4-3

Default factory name is admin and password is admin.

System pops up the following dialogue box for you to change default administrator password. See Figure

4-4.
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ADMIN SECURITY

User Name

New Password |

I iddie  High

Confirm Password
* For your device safety, please change administrator default password.
*The password max has 6-digit containing letters, numbers and other special
characters.
* Usually the password shall not be the same as the user name.

Save Cancel

Figure 4-4

For your own safety, please change the default password after you first login.

Click Cancel button, system pops up the following dialogue box to confirm the exit. See Figure 4-5.

Check the box here, system will not pop up the change password interface the next time.

Message

For your device safety, please change admin default password! Are you

sure to quit changing now?

[] Do not prompt admin to change its default password.

Save Cancel

Figure 4-5

4.2 LAN Mode

For the LAN mode, after you logged in, you can see the main window. See Figure 4-6.
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Figure 4-6

This main window can be divided into the following sections.

® Section 1: There are seven function buttons: Preview (chapter 4.3) , setup (chapter 4.8), info
(Chapter 4.9), playback (chapter 4.10), smart play (chapter: 4.11),alarm (chapter 4.11), and logout
(chapter 4.13).

® Section 2: There are monitor channels successfully connected to the NVR.

Please refer to Figure 4-7 for main stream and extra stream switch information.

)
-"] Chann
Main Stream
Sub Stream

Chann

Chann

Chann

Chann

Figure 4-7
® Section 3: Start Talk button.
You can click this button to enable audio talk. Click ['¥ 1 to select bidirectional talk mode. There are four
options: DEFAULT, G711a, G711u and PCM. See Figure 4-8.
After you enable the bidirectional talk, the Start talk button becomes End Talk button and it becomes
yellow. Please note, if audio input port from the device to the client-end is using the first channel audio
input port. During the bidirectional talk process, system will not encode the audio data from the 1-channel.
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Start Talk -
DEFAULT
7113
G711u

PCM

Figure 4-8

® Section 4: Instant record button. Click it, the button becomes yellow and system begins manual
record. See Figure 4-9. Click it again, system restores previous record mode.

I A Instant Record

Figure 4-9

® Section 5: Local play button.

The Web can playback the saved (Extension name is dav) files in the PC-end.

Click local play button, system pops up the following interface for you to select local play file. See Figure
4-10.
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Figure 4-10

Section 6: Zero-channel encoding. Please refer to chapter 4.6 for detailed information.

Section 7: PTZ operation panel. Please refer to chapter 4.4 for detailed information.

Section 8: Image setup and alarm setup. Please refer to chapter 4.5 for detailed information.
Section 9: From the left to the right ,you can see video quality/fluency/ full
screen/1-window/4-window/6-window/8-window/9-window/13-window/16-window/20-window/25-win
dow/36-window.. You can set video fluency and real-time feature priority.

4.3 Real-Time Monitor

In section 2, left click the channel name you want to view, you can see the corresponding video in current
window.

On the top left corner, you can view device IP(172.11.10.11), channel number(1), network monitor bit
stream(2202Kbps) and stream type(M=main stream, S=sub stream). See Figure 4-11.
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Figure 4-11

On the top right corner, there are six unction buttons. See Figure 4-12.

1

2 3 4 5 ©

Figure 4-12

1: Fisheye: Click it to change fisheye installation mode and display mode.
2: Digital zoom: Click this button and then left drag the mouse in the zone to zoom in. right click

mouse system restores original status.
® 3: Local record. When you click local record button, the system begins recording and this button

becomes highlighted. You can go to system folder RecordDownload to view the recorded file.

® 4: Snapshot picture. You can snapshot important video. All images are memorized in system client
folder PictureDownload (default).
® 5:Audio :Turn on or off audio.(It has no relationship with system audio setup )

® 6: Close video.

4.4 PTZ

Before PTZ operation, please make sure you have properly set PTZ protocol.

There are eight direction keys. In the middle of the eight direction keys, there is a 3D intelligent

positioning key.

Click 3D intelligent positioning key, system goes back to the single screen mode. Drag the mouse in the

screen to adjust section size. It can realize PTZ automatically.
Please refer to the following sheet for PTZ setup information.

Parameter | Function
Scan ® Select Scan from the dropdown list.
® C(Click Set button, you can set scan left and right limit.
® Use direction buttons to move the camera to you desired location
and then click left limit button. Then move the camera again and
then click right limit button to set a right limit.
Preset ® Select Preset from the dropdown list.
® Turn the camera to the corresponding position and Input the
preset value. Click Add button to add a preset.
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Parameter | Function

Tour ® Select Tour from the dropdown list.

® Input preset value in the column. Click Add preset button, you
have added one preset in the tour.

® Repeat the above procedures you can add more presets in one

tour.
® Or you can click delete preset button to remove one preset from
the tour.
Pattern ® Select Pattern from the dropdown list.

® You can input pattern value and then click Start button to begin
PTZ movement such as zoom, focus, iris, direction and etc. Then
you can click Add button to set one pattern.

AuX ® Please input the corresponding aux value here.
® You can select one option and then click AUX on or AUX off
button.
Light and You can turn on or turn off the light/wiper.
wiper

000
0®0
00O

Speed(1-8) & i:
e Zoom o
. Fo_. %

3D Intelligent Positioning

ooo | B
ﬂ @ 'a PTZ Sefing PTZ Menu
00 Py

5;..;5.:[143:! You can click this icon to

.e oo 0 display or hide the PTZ
control platform.
e Forcus o
s

Figure 4-13

4.5 Image/Alarm-out
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Select one monitor channel video and then click Image button in section 9, the interface is shown as
Figure 4-14.

4.5.1 Image

Here you can adjust its brightness, contrast, hue and saturation. (Current channel border becomes
green).

Or you can click Reset button to restore system default setup.

Image Alarm Cut
pe R — —

i —p—

Y ——

Figure 4-14

4.5.2 Alarm Output
Here you can enable or disable the alarm signal of the corresponding port. See Figure 4-15.

Image Setup Alarm Out

o
(1]2)3)4]s]
(5] 7]s]

Figure 4-15

4.6 Zero-channel Encode

Select a window and then click zero-channel encode button, the interface is shown as below. See Figure
4-16.

[T
e
Mot ]
e

Figure 4-16
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4.7 WAN Login

In WAN mode, after you logged in, the interface is shown as below. See Figure 4-17.

Figure 4-17

Please refer to the following contents for LAN and WAN login difference.
1) In the WAN mode, system opens the main stream of the first channel to monitor by default. The

open/close button on the left pane is null.
2) You can select different channels and different monitor modes at the bottom of the interface. See

Figure 4-18.

BEEEE NS R s ST

Figure 4-18

Important
The window display mode and the channel number are by default. For example, for the 16-channel,

the max window split mode is 16.
3) Multiple-channel monitor, system adopts extra stream to monitor by default. Double click one channel,

system switches to single channel and system uses main stream to monitor. You can view there are two
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icons at the left top corner of the channel number for you reference. M stands for main stream. S stands
for sub stream (extra stream).

4) If you login via the WAN mode, system does not support alarm activation to open the video function in
the Alarm setup interface.

Important

® For multiple-channel monitor mode, system adopts extra stream to monitor by default. You can not
modify manually. All channels are trying to synchronize. Please note the synchronization effect still
depends on your network environments.

® For bandwidth consideration, system can not support monitor and playback at the same time.
System auto closes monitor or playback interface when you are searching setup in the configuration
interface. It is to enhance search speed.

4.8 Setup

4.8.1 Camera

4.8.1.1 Remote Device

4.8.1.1.1 Remote Device

From main window->Setup->Camera->Remote device->Remote device, you can see remote device
interface is shown as below. See Figure 4-19.
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Figure 4-19
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Manual Add

Manufacturer Private hd
IP Address 192.165.0.0
TCP Port 37T (1~65535)
Lser Mame admin
Password (TITT] Connect
Channel Mo. 1 Setup
Remote Channel Mo. | 1 hd
Channel 11 L
Decode Buffer 280 ms (80~430)

OK Cancel

Figure 4-20

Please refer to the following sheet for log parameter information.

Parameter | Function

Device Click Device search button, you can view the searched device

search information on the list. It includes device IP address, port, device
name, manufacturer and type.

Add Select a device in the list and then click Add button, system can
connect the device automatically and add it to the Added device list.
Or you can double click one item in the list to add a device.
Tips
You can select several addresses to add at the same time.

Modify , s o L
Click -~ or any device in the Added device list, you can change the
corresponding channel setup.

Delete Ci @ , )

ick % | you can delete the remote connection of the corresponding

channel.

Connection % : Connection succeeded.

status -

=8 : Connection failed.
Delete Select a device in the Added device list and then click Delete button,

system can disconnect the device and remove it from the Added
device list.
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Manual Click it, the interface is shown as in Figure 4-20. Here you can add

Add network camera manually.

You can select a channel from the dropdown list (Here only shows

disconnection channel.).

Note:

® System supports manufactures such as Panasonic, Sony,
Dynacolor, Samsung, AXIS, Arecont, Dahua and Onvif standard
protocol.

® |f you do not input IP address here. System uses default IP
192.168.0.0 and system does not connect to this IP.

® (Can not add two devices at the same time. Click OK button here,
system only connect to the corresponding device of current
channel.

Change IP
On the searched devices list, check one or more device(s) at the same time. Click Modify IP button, you
can see the following interface. See Figure 4-21

Please refer to the following sheet for log parameter information.

Parameter Function

DHCP Check the box here, system can auto allocate the IP
address. The IP address, subnet mask, default
gateway are reference only.

Static Check the box here, you can set IP address, subnet
mask, default gateway manually.

IP address/subnet | You can input corresponding information here.

mask/default gateway

User name/password The account you login the remote device. Please

input here to password verification to change the
remote device password.

Incremental value When you want to change several |IP addresses,
once you input the IP address of the first device, the
IP address of the next device will increase
accordingly. For example, when the incremental
value is 1, if the IP address of the first device is
172.10.3.128, the IP address of the second device
will auto be set as 172.10.3.129.

Note

For the static IP address, system will alert you if there is any IP conflict. If you are changing several IP
addresses at the same time, system auto skip the conflicted IP and auto allocate again according to the
incremental value you set.
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Modify IP | X
Checked Device Mo 1
) DHEP User admin
i@ STATIC Password
IP Address 172 11 2 50 Incremental Value 1
Subnet Mask 285 256 0 0
Default Gateway 72 11 0 1
Ok Cancel
SN IP Address
1 17211250 5
Figure 4-21

Export IP

You can export the list of the added devices to your local PC.

Click Export button and then select the saved path. Click OK.

You can see “Backup completed ” prompt.

Note

The export file extension name is .CVS. The file contains IP address, port, remote channel No.
manufacturer, user name, password and etc.

Import IP

You can import the added device list to add the device conveniently.

Click Import button, and then select the import file.

Note

If the imported IP is already in the added device list, system pops up dialogue box for you to confirm
overwrite or not.

® Click OK button, the new IP setup can overwrite the new one.

® Click Cancel button, system adds the new IP setup.
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Important

® You can edit the exported file. Please make sure the file format is the same. Otherwise you can not
import the file again!

® System does not support customized protocol import/export.

® The import/export function is for the devices of the same language.

4.8.1.1.2 Upgrade
Important
This function is for online network camera only.

From main window->Setup->Camera->Remote device->Upgrade, you can see an interface is shown as
below. See Figure 4-22.

Check the network camera you want to upgrade and then click Browse button to select upgrade file.
Click Start upgrade button to begin the process.
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Figure 4-22

Tips
You can use filter to select several network cameras at the same time.

4.8.1.2 Image

From main window->Setup->Camera->Image, you can see an interface shown as in Figure 4-23.
Here you can view device property information. The setups become valid immediately after you set.
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Figure 4-23

Please refer to the following sheet for detailed information.

Parameter

Function

Channel

Please select a channel from the dropdown list.

Config file

The options includes: day/night/general/switch by period. Once
the mode is switch by period, you can set sunset and sunrise
time.

3D NR

It is to process multiple-frame (At least two frames). System
uses the information between these two frames to realize noise
reduction function.

Hue

It is to adjust monitor video brightness and darkness level. The
default value is 50.

The bigger the value is, the large the contrast between the bright
and dark section is and vice versa.

Brightness

It is to adjust monitor window brightness. The default value is 50.

The larger the number is , the bright the video is. When you
input the value here, the bright section and the dark section of
the video will be adjusted accordingly. You can use this
function when the whole video is too dark or too bright. Please
note the video may become hazy if the value is too high. The
value ranges from 0 to 100.The recommended value ranges
from 40 to 60.

Contrast

It is to adjust monitor window contrast. The value ranges from 0
to 100. The default value is 50.

The larger the number is, the higher the contrast is. You can use
this function when the whole video bright is OK but the contrast
is not proper. Please note the video may become hazy if the
value is too low. If this value is too high, the dark section may
lack brightness while the bright section may over exposure .The
recommended value ranges from 40 to 60.

Saturation

It is to adjust monitor window saturation. The value ranges from
0 to 100. The default value is 50.

The larger the number is, the strong the color is. This value has

no effect on the general brightness of the whole video. The
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video color may become too strong if the value is too high. For
the grey part of the video, the distortion may occur if the white
balance is not accurate. Please note the video may not be
attractive if the value is too low. The recommended value ranges
from 40 to 60.

Gain

The gain adjust is to set the gain value. The smaller the value is,
the low the noise is. But the brightness is also too low in the dark
environments. It can enhance the video brightness if the value is
high. But the video noise may become too clear.

White level

It is to enhance video effect.

Color mode

It includes several modes such as standard, color. You can
select corresponding color mode here, you can see hue,
brightness, and contrast and etc will adjust accordingly.

Auto lIris

It is to enable/disable auto iris function.

Flip

It is to switch video up and bottom limit.
This function is disabled by default.

Mirror

It is to switch video left and right limit.
This function is disabled by default.

BLC BLC
Mode

The device auto exposures according to the environments
situation so that the darkest area of the video is cleared

WDR

For the WDR scene, this function can lower the high bright
section and enhance the brightness of the low bright section. So
that you can view these two sections clearly at the same time.

The value ranges from 1 to 100. When you switch the camera
from no-WDR mode to the WDR mode, system may lose several
seconds record video.

HLC

After you enabled HLC function, the device can lower the
brightness of the brightest section according to the HLC control
level. It can reduce the area of the halo and lower the brightness
of the whole video.

Off

It is to disable the BLC function. Please note this function is
disabled by default.

Profile

It is to set the white balance mode. It has effect on the general
hue of the video. This function is on by default.

You can select the different scene mode such as auto, sunny,
cloudy, home, office, night, disable and etc to adjust the video to
the best quality.

® Auto: The auto white balance is on. System can auto
compensate the color temperature to make sure the vide
color is proper.

® Sunny: The threshold of the white balance is in the sunny
mode.

® Night: The threshold of the white balance is in the night
mode.

® Customized: You can set the gain of the red/blue channel.
The value reneges from 0 to 100.

Day/Night

It is to set device color and the B/W mode switch. The default
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setup is auto.
® Color: Device outputs the color video.

® Auto: Device auto select to output the color or the B/W
video according to the device feature (The general bright of
the video or there is IR light or not.)

® B/W: The device outputs the black and white video.

® Sensor: It is to set when there is peripheral connected IR
light.

4.8.1.3 Encode
4.8.1.3.1 Encode

From main window->Setup->Camera->Encode->Encode, the encode interface is shown as below. See

Figure 4-24.
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Figure 4-24

Please refer to the following sheet for detailed information.

Parameter

Function

Channel

Please select a channel from the dropdown list.

Video enable

Check the box here to enable extra stream video. This item is
enabled by default.

Code stream
type

It includes main stream, motion stream and alarm stream. You
can select different encode frame rates form different recorded
events.

System supports active control frame function (ACF). It allows
you to record in different frame rates.

For example, you can use high frame rate to record important
events, record scheduled event in lower frame rate and it allows
you to set different frame rates for motion detection record and
alarm record.

Compression

The main bit stream supports H.264. The extra stream supports
H.264, MJPG.

Resolution

The resolution here refers to the capability of the network
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camera.
Frame Rate PAL: 1~25f/s; NTSC: 1~30f/s.

Bit Rate ® Main stream: You can set bit rate here to change video
quality. The large the bit rate is, the better the quality is.
Please refer to recommend bit rate for the detailed
information.

® Extra stream: In CBR, the bit rate here is the max value.
In dynamic video, system needs to low frame rate or
video quality to guarantee the value. The value is null in

VBR mode.
Reference bit Recommended bit rate value according to the resolution and
rate frame rate you have set.
| Frame Here you can set the P frame amount between two | frames. The

value ranges from 1 to 150. Default value is 50.
Recommended value is frame rate *2.

Watermark This function allows you to verify the video is tampered or not.

enable Here you can select watermark bit stream, watermark mode and
watermark character. Default character is Digital CCTV. The max
length is 85-digit. The character can only include number,
character and underline.

4.8.1.3.2Snapshot
From main window->Setup->Camera->Encode->Snapshot, the snapshot interface is shown as in Figure
4-25,

Encode I Snapshot I QOverlay I Path .
Channel 2 -

Mode Timing il

Image Size

CQuality o LV

Snapshot Frequency |1 SPL hd

DK Refresh
Figure 4-25

Please refer to the following sheet for detailed information.

Parameter Function
Mode There are two modes: Regular (schedule) and timing (Trigger).
® Regular snapshot is valid during the specified period you
set.

® Trigger snapshot only is valid when motion detect alarm,
tampering alarm or local activation alarm occurs.

Image size It is the same with the resolution of the main stream.
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Quality It is to set the image quality. There are six levels.

It is to set snapshot frequency. The value ranges from 1s to 7s.
Or you can set customized value. The max setup is
3600s/picture.

Interval

4.8.1.3.3Video Overlay
From main window->Setup->Camera->Encode->Overlay, the video overlay interface is shown as in
Figure 4-26.

E11 Gl I Sregnlinl I O By I aatn

Figure 4-26

Please refer to the following sheet for detailed information.

Parameter Function

Check Preview or Monitor first.

Click Setup button, you can privacy mask the specified video in
the preview or monitor video.

System max supports 4 privacy mask zones.

Time Title You can enable this function so that system overlays time
information in video window.

You can use the mouse to drag the time title position.

You can view time title on the live video of the WEB or the
playback video.

Channel Title You can enable this function so that system overlays channel
information in video window.

You can use the mouse to drag the channel title position.

You can view channel title on the live video of the WEB or the
playback video.

Cover-area

4.8.1.3.4Path
From main window->Setup->Camera->Encode->Path, the storage path interface is shown as in Figure
4-27.

Here you can set snap image saved path ([E in the preview interface) and the record storage path

—
( in the preview interface).The default setup is C:\PictureDownload and C:\RecordDownload.
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Please click the Save button to save current setup.

Encode I Snapshot I Overlay I Path .
Snapshot Path CoPictureDownload' Browse
Record Path Co\RecordDownload Browse
Ok Default
Figure 4-27

4.8.1.4 Camera Name
From main window->Setup->Camera->Camera name, here you can set channel name. See Figure 4-28.
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Figure 4-28

4.8.2 Network
4.8.2.1 TCP/IP
From main window->Setup->Network->TCP/IP, the TCP/IP interface is shown as in Figure 4-29.
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Figure 4-29
Parameter Function
IP Version It is to select IP version. IPV4 or IPV6.

You can access the |IP address of these two versions.

Default card Select Ethernet card name if you network mode is fault
tolerance.

Preferred DNS DNS IP address.
Alternate DNS Alternate DNS IP address.

For the IP address of IPv6 version, default gateway, preferred DNS and
alternate DNS, the input value shall be 128-digit. It shall not be left in blank.

LAN load System can process the downloaded data first if you enable this
function. The download speed is 1.5X or 2.0X of the normal
speed.

Click Edit button, you can go to the following interface. See Figure 4-30.
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Figure 4-30

for detailed information.

Parameter Function

Network mode It includes: single NIC, fault tolerance, load balance.

Single NIC: eth1/eth2/ eth3/eth4 operate separately. You
can use the services such as HTTP, RTP service via
eth1/eth2/ eth3/eth4. Usually you need to set one default
card (default setup is eth1) to request the auto network
service from the device-end such as DHCP, email, FTP
and etc. In multiple-address mode, system network status
is shown as offline once one card is offline.

Fault-tolerance: In this mode, device uses bond0 to
communicate with the external devices. You can focus on
one host IP address. At the same time, you need to set one
master card. Usually there is only one running card (master
card).System can enable alternate card when the master
card is malfunction. The system is shown as offline once all
cards are offline. Please note all cards shall be in the same
LAN.

Load balance: In this mode, device uses bond0 to
communicate with the external device. The all cards are
working now and bearing the network load. Their network
load are general the same. The system is shown as offline
once all cards are offline. Please note all cards shall be in
the same LAN.

NIC member You
°
°

can check the box here to select the bind cards.

This mode is for fault-tolerance or load balance mode only.

The network cards number shall be equal to or more than
2.

The different types of cards such as fiber card or the
Ethernet card can not binding together.
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IP address Here you can use up/down button (A ¥) or input the
corresponding number to input IP address. Then you can set
the corresponding subnet mask the default gateway.

Mac Address It is to display host Mac address.

IP Version It is to select IP version. IPV4 or IPV6.
You can access the |IP address of these two versions.

Default gateway | Here you can input the default gateway. Please note system
needs to check the validity of all IPv6 addresses. The IP
address and the default gateway shall be in the same IP
section. That is to say, the specified length of the subnet
prefix shall have the same string.

DHCP It is to auto search IP. When enable DHCP function, you can
not modify IP/Subnet mask /Gateway. These values are from
DHCP function. If you have not enabled DHCP function,
IP/Subnet mask/Gateway display as zero. You need to
disable DHCP function to view current IP information.
Besides, when PPPoE is operating, you can not modify
IP/Subnet mask /Gateway.

MTU It is to set MTU value of the network adapter. The value
ranges from 1280-7200 bytes. The default setup is 1500
bytes. Please note MTU modification may result in network
adapter reboot and network becomes off. That is to say, MTU
modification can affect current network service. System may
pop up dialog box for you to confirm setup when you want to
change MTU setup. Click OK button to confirm current
reboot, or you can click Cancel button to terminate current
modification. Before the modification, you can check the MTU
of the gateway; the MTU of the NVR shall be the same as or
is lower than the MTU of the gateway. In this way, you can
reduce packets and enhance network transmission efficiency.
Right now, the value here is for read-only.

The following MTU value is for reference only.

® 1500: Ethernet information packet max value and it is also
the default value. It is the typical setup when there is no
PPPoOE or VPN. It is the default setup of some router,
switch or the network adapter.

® 1492: Recommend value for PPPoE.
® 1468: Recommend value for DHCP.

4.8.2.2 Connection
From main window->Setup->Network->Connection, the connection interface is shown as in Figure 4-31.
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Max Connection 20 (0~128)

TCP Port 37VTT (1025~65535)

IUDP Fort 3778 (1025~65535)

HTTF FPort a0 (1~65535)

HTTPS Port 443 (1~65535)

RTSF Port 554 (1~65535)

RTSP Format ntsp:i=User Name==Password=@=IP Address=<Fort=/camirealmonitor?channel=1&subtype=0

channel: Channel, 1-128; subtype: Code-Stream Type, Main Stream 0, Sub Stream 1.

0K | | Refresh ‘ ‘ Default

Figure 4-31

Please refer to the following sheet for detailed information.

Parameter Function

Max connection | It is the max Web connection for the same device. The value
ranges from 1 to 120. The default setup is 120.

TCP port The default value is 37777. You can input the actual port
number if necessary.

UDP port The default value is 37778. You can input the actual port
number if necessary.

HTTP port The default value is 80. You can input the actual port number if
necessary.

HTTPS port The default value is 443. You can input the actual port number if
necessary.

RTSP port The default value is 554.

4.8.2.3 PPPoE

From main window->Setup->Network->PPPoE, the PPPoE interface is shown as in Figure 4-32.

Input the PPPoE user name and password you get from the IPS (internet service provider) and enable
PPPoE function. Please save current setup and then reboot the device to get the setup activated.

Device connects to the internet via PPPOE after reboot. You can get the IP address in the WAN from the
IP address column.

Please note, you need to use previous IP address in the LAN to login the device. Please go to the
IP address item to via the device current device information. You can access the client-end via
this new address.

227



¥l Enable

lser Mame

Password
IP Address o .0 .0 D
0 0o .0 0

QIR Refresh Default
Figure 4-32
4.8.2.4 DDNS

From main window->Setup->Network->DDNS, the DDNS interface is shown as in Figure 4-33.

The DDNS is to set to connect the various servers so that you can access the system via the server.
Please go to the corresponding service website to apply a domain name and then access the system via
the domain. It works even your IP address has changed.

Please select DDNS from the dropdown list (Multiple choices). Before you use this function, please make
sure your purchased device support current function.

vl Enable
DS Trme i h.:u 1-||:: .:'!r.;'.l"- [ae]
Saner i
Diarmaln kiods (= Diafault ) Clstan Mams
JmEn Rams qQuilckm®nz. oom ThzEL
Zmail oatonaliFlesse input armall addrass
sas || memesn | pewes |
Figure 4-33
Please refer to the following sheet for detailed information.
Parameter Function
Server Type You can select DDNS protocol from the dropdown list and then
enable DDNS function.
Server IP DDNS server IP address
Server Port DDNS server port.

Domain Name | Your self-defined domain name.

User The user name you input to log in the server.
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Parameter Function

Password The password you input to log in the server.

Update period | Device sends out alive signal to the server regularly.

You can set interval value between the device and DDNS server
here.

Dahua DDNS and Client-end Introduction

1) Background Introduction

Device IP is not fixed if you use ADSL to login the network. The DDNS function allows you to access the
DVR via the registered domain name. Besides the general DDNS, the Dahua DDNS works with the
device from the manufacturer so that it can add the extension function.

2) Function Introduction

The Dahua DDNS client has the same function as other DDNS client end. It realizes the bonding of the
domain name and the IP address. Right now, current DDNS server is for our own devices only. You need
to refresh the bonding relationship of the domain and the IP regularly. There is no user name, password
or the ID registration on the server. At the same time, each device has a default domain name (Generated
by MAC address) for your option. You can also use customized valid domain name (has not registered.).
3) Operation

Before you use Dahua DDNS, you need to enable this service and set proper server address, port value
and domain name.

® Server address: www.dahuaddns.com
® Port number: 80

® Domain name: There are two modes: Default domain name and customized domain name.

Except default domain name registration, you can also use customized domain name (You can input your

self-defined domain name.) After successful registration, you can use domain name to login installed of

the device IP.

® User name: It is optional. You can input your commonly used email address.

Important

® Do not register frequently. The interval between two registrations shall be more than 60 seconds. Too
many registration requests may result in server attack.

® System may take back the domain name that is idle for one year. You can get a notification email
before the cancel operation if your email address setup is OK.

4.8.2.5 IP filter

From main window->Setup->Network->IP filter, the IP filter interface is shown as in Figure 4-34.
After you enabled trusted sites function, only the IP listed below can access current NVR.

If you enable blocked sites function, the following listed IP addresses can not access current NVR.
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4.8.2.6 Email
From main window->Setup->Network->Email, the email interface is shown as in Figure 4-35.
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Figure 4-35
Please refer to the following sheet for detailed information.
Parameter Function
Enable Please check the box here to enable email function.
SMTP Server Input server address and then enable this function.
Port Default value is 25. You can modify it if necessary.
Anonymity For the server supports the anonymity function. You can auto
login anonymously. You do not need to input the user name,
password and the sender information.
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Parameter Function

User Name The user name of the sender email account.

Password The password of sender email account.

Sender Sender email address.

Authentication You can select SSL or none.

(Encryption

mode)

Subject Input email subject here.

Attachment System can send out the email of the snapshot picture once
you check the box here.

Receiver Input receiver email address here. Max three addresses.
It supports SSL, TLS email box.

Interval The send interval ranges from 0 to 3600 seconds. 0 means
there is no interval.
Please note system will not send out the email immediately
when the alarm occurs. When the alarm, motion detection or
the abnormity event activates the email, system sends out the
email according to the interval you specified here. This
function is very useful when there are too many emails
activated by the abnormity events, which may result in heavy
load for the email server.

Health mail Please check the box here to enable this function.

enable

Update period This function allows the system to send out the test email to

(interval) check the connection is OK or not.
Please check the box to enable this function and then set the
corresponding interval.
System can send out the email regularly as you set here.

Email test The system will automatically sent out an email once to test
the connection is OK or not .Before the email test, please save
the email setup information.

4.8.2.7 FTP

From main window->Setup->Network->FTP, the FTP interface is shown as in Figure 4-36.
It is to set FTP IP, port and etc for remote storage.
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Figure 4-36

4.8.2.8 UPnP
From main window->Setup->Network->UPnP, here you can also add, modify or remove UPnP item. See
Figure 4-37.

It allows you to establish the mapping relationship between the LAN and the public network.

® Inthe Windows OS, From Start->Control Panel->Add or remove programs. Click the “Add/Remove
Windows Components” and then select the “Network Services” from the Windows Components
Wizard.

® Click the Details button and then check the “Internet Gateway Device Discovery and Control client”
and “UPnP User Interface”. Please click OK to begin installation.

® Enable UPnP from the Web. If your UPnP is enabled in the Windows OS, the NVR can auto detect it
via the “My Network Places”
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Figure 4-37

4.8.2.9 SNMP

From main window->Setup->Network->SNMP, the SNMP interface is shown as in Figure 4-38.

The SNMP allows the communication between the network management work station software and the
proxy of the managed device. It is reserved for the 3" party to develop.
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—
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Figure 4-38

Please refer to the following sheet for detailed information.

Parameter Function

SNMP Port The listening port of the proxy program of the device. It is a
UDP port not a TCP port. The value ranges from 1 to 65535.
The default value is 161
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Parameter Function

It is a string. It is a command between the manage process
and the proxy process. It defined the authentication, access
control and the management relationship between one proxy
and one group of the managers. Please make sure the device
and the proxy are the same.
The read community will read all the objects the SNMP
supported in the specified name. The default setup is public.
It is a string. It is a command between the manage process
and the proxy process. It defined the authentication, access
control and the management relationship between one proxy
and one group of the managers. Please make sure the device
and the proxy are the same.
The read community will read/write/access all the objects the
SNMP supported in the specified name. The default setup is
write.
The destination address of the Trap information from the proxy
program of the device.
The destination port of the Trap information from the proxy
program of the device. It is for the gateway device and the
client-end PC in the LAN to exchange the information. It is a
non-protocol connection port. It has no effect on the network
applications. It is a UDP port not TCP port. The value ranges
from 1 to 165535. The default value is 162.

; ® Check V1, system only processes the information of V1.
SNMP version ® Check V2, system only processes the information of V2.

Read Community

Write Community

Trap address

Trap port

4.8.2.10 Multicast

From main window->Setup->Network->Multicast, the multicast interface is shown as in Figure 4-39.
Multicast is a transmission mode of data packet. When there is multiple-host to receive the same data
packet, multiple-cast is the best option to reduce the broad width and the CPU load. The source host
can just send out one data to transit. This function also depends on the relationship of the group member
and group of the outer.

Multicast

IP Address 239 . 285 . 42 . 42 |(224.0.0.0~-239.255.255.255)

Fort 36666 (1025~65500)

Refresh Default

Figure 4-39

4.8.2.11 Register

From main window->Setup->Network->Register, the auto register interface is shown as below. See
Figure 4-40.

This function allows the device to auto register to the proxy you specified. In this way, you can use the
client-end to access the NVR and etc via the proxy. Here the proxy has a switch function. In the network
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service, device supports the server address of IPv4 or domain.

Please follow the steps listed below to use this function.

Please set proxy server address, port, and sub-device name at the device-end. Please enable the auto
register function, the device can auto register to the proxy server.

AUTO REGISTER

i¥! Enable
Host IP 0.0.0.0
Fort 8000
Sub-device D 0
Save Fefresh Default
Figure 4-40

4.8.2.12 Alarm Centre

From main window->Setup->Network->Alarm centre, the alarm center interface is shown as below. See
Figure 4-41.

This interface is reserved for you to develop. System can upload alarm signal to the alarm center when
local alarm occurs.

Before you use alarm center, please set server IP, port and etc. When an alarm occurs, system can send
out data as the protocol defined, so the client-end can get the data.

Alarm Centre

Enable

Protocol Type ALARM CENTER V

Host IP 20 02 .12 0 T

Port 1

Self-report Time Everyday _V:at 0800 V

Refresh Default

Figure 4-41

4.8.2.13 HTTPS
From main window->Setup->Network->HTTPS, you can see an interface shown as in Figure 4-42. In this
interface, you can set to make sure the PC can successfully login via the HTTPS. It is to guarantee
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communication data security. The reliable and stable technology can secure the user information security
and device safety.

Note

® You need to implement server certificate again if you have changed device IP.

® You need to download root certificate if it is your first time to use HTTPS on current PC.

Create Server Cerificate Download Root Cerificate

Figure 4-42

4.8.2.13.1 Create Server Certificate
If it is your first time to use this function, please follow the steps listed below.

Create Server Cerificate

In Figure 4-42, click button, input country name, state name and etc. Click
Create button. See Figure 4-43.
Note
Please make sure the IP or domain information is the same as your device IP or domain name.
Create Server Certificate (%]
Sy AL
Slste
Locatty
BT Ty | Rk T

DiacniEaban Unil

IP & Diermain Mannie 1_:| 105 234

Creals Clance

Figure 4-43

You can see the corresponding prompt. See Figure 4-44. Now the server certificate is successfully
created.

HTTPS

PELE = L T, e B E AR RS Bt FenT, by T

i Crow dccesd

Figure 4-44

4.8.2.13.2 Download root certificate
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In Figure 4-42, click |DoWnioad RootCerificate | v 0 svstem pops up a dialogue box. See Figure 4-45.
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Figure 4-45

Click Open button, you can go to the following interface. See Figure 4-46.
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Figure 4-46

Click Install certificate button, you can go to certificate wizard. See Figure 4-47.
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Figure 4-47

Click Next button to continue. Now you can select a location for the certificate. See Figure 4-48.
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Figure 4-48

Click Next button, you can see the certificate import process is complete. See Figure 4-49.
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Figure 4-49

Click Finish button, you can see system pops up a security warning dialogue box. See Figure 4-50.
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Figure 4-50

Click Yes button, system pops up the following dialogue box, you can see the certificate download is
complete. See Figure 4-51.
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Figure 4-51

4.8.2.13.3 View and set HTTPS port
From Setup->Network->Connection, you can see the following interface. See Figure 4-52.
You can see HTTPS default value is 443.
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Figure 4-52

4.8.2.13.4 Login
Open the browser and then input https:/xx.xx.xx.xx:pott.
XX.XX.XX.XX: is your device IP or domain mane.
Port is your HTTPS port. If you are using default HTTPS value 443, you do not need to add port
information here. You can input https://xx.xx.xx.xx to access.
Now you can see the login interface if your setup is right.

4.8.3 Event
4.8.3.1 Video detect
4.8.3.1.1 Motion Detect

After analysis video, system can generate a video loss alarm when the detected moving signal reached
the sensitivity you set here.

From main window->Setup->Event->Video detect->Motion detect, the motion detect interface is shown
as in Figure 4-53.
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Figure 4-54
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PTZ Activation
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Figure 4-56
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Figure 4-57
Snapshot | X
All
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Figure 4-58
Please refer to the following sheet for detailed information.
Parameter Function
Enable You need to check the box to enable motion detection function.
Please select a channel from the dropdown list.
Period Motion detection function becomes activated in the specified
periods. See Figure 4-54.
There are six periods in one day. Please draw a circle to enable
corresponding period.
Click OK button, system goes back to motion detection interface,
please click save button to exit.
Anti-dither System only memorizes one event during the anti-dither period.
The value ranges from 5s to 600s.
Sensitivity There are six levels. The sixth level has the highest sensitivity.
Region If you select motion detection type, you can click this button to set
motion detection zone. The interface is shown as in Figure 4-55.
Here you can set motion detection zone. There are four zones for
you to set. Please select a zone first and then left drag the mouse
to select a zone. The corresponding color zone displays different
detection zone. You can click Fn button to switch between the arm
mode and disarm mode. In arm mode, you can click the direction
buttons to move the green rectangle to set the motion detection
zone. After you completed the setup, please click ENTER button to
exit current setup. Do remember click save button to save current
setup. If you click ESC button to exit the region setup interface
system will not save your zone setup.
Record System auto activates motion detection channel(s) to record once
channel an alarm occurs. Please note you need to set motion detect record
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Parameter Function
period and go to Storage-> Schedule to set current channel as
schedule record.

Record Delay | System can delay the record for specified time after alarm ended.
The value ranges from 10s to 300s.

Alarm out Enable alarm activation function. You need to select alarm output
port so that system can activate corresponding alarm device when
an alarm occurs.

Latch System can delay the alarm output for specified time after an
alarm ended. The value ranges from 1s to 300s.

Show System can pop up a message to alarm you in the local host

message screen if you enabled this function.

Buzzer Check the box here to enable this function. The buzzer beeps
when an alarm occurs.

Alarm upload | System can upload the alarm signal to the centre (Including alarm
centre.

Message When 3G network connection is OK, system can send out a
message when motion detect occurs.

Send Email If you enabled this function, System can send out an email to alert
you when an alarm occurs.

Tour You need to click setup button to select tour channel. System
begins 1-wiindow or multiple-window tour display among the
channel(s) you set to record when an alarm occurs. See Figure
4-57.

PTZ Here you can set PTZ movement when an alarm occurs. Such as

Activation go to preset X. See Figure 4-56.

Snapshot Click setup button to select snapshot channel. See Figure 4-58.

4.8.3.1.2Video Loss
From main window->Setup->Event->Video detect->Video loss, the video loss interface is shown as in
Figure 4-59.
Please note video loss does not support anti-dither, sensitivity, region setup. For rest setups, please refer
to chapter 4.8.3.1.1 motion detect for detailed information.

244



Maton Detect | videoloss | Tampeing | Scens change | videoanawics [

[¥| Enanble |5 -
Fenon Setup |
Fecord Channal Sahup |
Dy TS %(10-300)
| ajarm Qut [l 2] 2/ 4/l5|ls]| |5
Lalch 1 | 2(0-300}
| P12 Aciveton Setup !
| Tows Ealup
B Brapshio Zahap
Show Message || Send Evmali Alanm Lighasd Buzer [ Log
Copy || D || Refiesh | Defaul
Figure 4-59

4.8.3.1.3 Tampering
From main window->Setup->Event->Video detect->Tampering, the tampering interface is shown as in
Figure 4-60.
After analysis video, system can generate a tampering alarm when the detected moving signal reached
the sensitivity you set here.
For detailed setups, please refer to chapter 4.8.3.1.1 motion detect for detailed information.
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Figure 4-60

4.8.3.1.4Scene Change
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From main window->Setup->Event->Video detect->Scene change, the video diagnosis interface is shown
as in Figure 4-61.
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Figure 4-61
For detailed setups, please refer to chapter 4.8.3.1.1 motion detect for detailed information.
4.8.3.1.5Video analytics
From main window->Setup->Event->Video detect->Video diagnosis, the video diagnosis interface is
shown as in Figure 4-62.
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Click Set button, the interface is shown as below. See Figure 4-63.
System can generate an alarm once there is stripe, noise, or video is color cast, out of focus or over
exposure.
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Analysis

All

Stripe

Moise

Color Cast

L]
L]
L]

Out of Focus [

Over exposure[ ]

For detailed setups, please refer to chapter 4.8.3.1.1 motion detect for detailed information.

4.8.3.2 IVS Plan

OK

Cancel

Figure 4-63

From main menu->Setup->Event->IVS plan, you can go to the IVS plan interface. See Figure 4-64.

IVS PLAN

Channel

Add

Ok

Refresh

Figure 4-64

Select a channel from the dropdown list. Click Add button, you can see an interface shown as below. See

Figure 4-65.

Select a channel from the dropdown list and then set preset. Click Add button and then set the

corresponding rule.
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Figure 4-65
Click OK button to complete the setup.

4.8.3.3 Behavior Analytics (Optional)

Important
® Please contact your retailer or you service engineer if you can not use the behavior analytics
function.

® Right now, the behavior analytics supports 32 rules.

4.8.3.3.1 Behavior Analytics

From main menu->Setup->Event->Behavior analytics->Behavior analytics, you can go to the Behavior
analytics interface. See Figure 4-66.
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Figure 4-66
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Please select a channel from the dropdown list

Click to add a rule. The default setup is tripwire, you can double click the rule type name to modify.

See Figure 4-67.

Channel 1 -
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Figure 4-67
Then you can set corresponding parameters.
Click OK button to complete the setup.

4.8.3.3.1.1 Tripwire

From main menu->Setup->Event-> Behavior analytics->Behavior analytics, click you can see the

following interface. See Figure 4-68.
System generates an alarm once there is any object crossing the tripwire in the specified direction.
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Check the Tripwire box to enable tripwire function.

Select SN (Line1/2/3/4) and direction, and then input customized rule name.

® Direction: There are three options: A->B, B->A, both. System can generate an alarm once there is
any object crossing in the specified direction.
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Now you can draw a rule. Click Draw rule button and then left click mouse to draw a tripwire. The tripwire
can be a direct line, curve or polygon. Right click mouse to complete. See Figure 4-69.
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Figure 4-69

Click (2@ TE9EL | 4 Graw filter object. See Figure 4-70.
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Figure 4-70

Select the blue line and then use mouse to adjust zone size.

Note
Each rule can set two sizes (min size/max size). Once the object is smaller than the min size or larger
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than the max size, there is no alarm. Please make sure the max size is larger than the min size.
Click Ok to complete the rule setup.
For detailed setups, please refer to chapter 4.8.3.1.1 motion detect for detailed information.

4.8.3.3.1.2 Intrusion (Cross warning zone)

From main menu->Setup->Event-> Behavior analytics->Behavior analytics, cIickﬂ, and then select rule

type as intrusion, you can see the following interface. See Figure 3-116.

Note:

® System supports customized area shape and amount.

® Support enter/leave/both detection.

® Can detect the moving object operation in the specified zone, customized trigger amount and staying
time.

® Support objects filter function.
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Check the Intrusion box to enable intrusion function.

Select SN (Area1/2/3/4) and direction, and then input customized rule name.

® Action: System suppors two types:appear/cross.

® Direction: There are three options: A->B, B->A, both. System can generate an alarm once there is
any object enter/exit (Or both) the zone.

Now you can draw a rule. Left click mouse to draw a line first and then right click mouse to draw another

line until you draw a rectangle, you can right click mouse to exit.

Click Ok to complete the rule setup.

D Ful
Click AN TE to draw the zone. See Figure 4-72.
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For detailed setups, please refer to chapter 4.8.3.1.1 motion detect for detailed information.

4.8.3.3.1.3 Abandoned Object Detect

From main menu->Setup->Event-> Behavior analytics->Behavior analytics, cIickﬂ, and then select rule

type as abandoned object detection, you can see the following interface. See Figure 4-73.
® System supports customized area shape and amount.

® Support duration setup.

® Support objects filter function.
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Check the Object box to enable object detect function.
® Period: System can generate an alarm once the object is in the zone for the specified period.

. Draw Rule .
Click to draw the rule. See Figure 4-74.
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Now you can draw a rule. Left click mouse to draw a line, until you draw a rectangle, you can right click

mouse.
Click Ok to complete the rule setup.
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For detailed setups, please refer to chapter 4.8.3.1.1 motion detect for detailed information.
4.8.3.3.1.4 Missing Object Detect

From main menu->Setup->Event-> Behavior analytics->Behavior analytics, cIickﬂ, and then select rule

type as missing object detection, you can see the following interface. See Figure 4-75.

® System supports customized area shape and amount.
® Support period setup.
® Support objects filter function.
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. Draw Rule )
Click to draw the rule. See Figure 4-76.
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Click Ok to complete the rule setup.
For detailed setups, please refer to chapter 4.8.3.1.1 motion detect for detailed information.

4.8.3.3.1.5 Loitering

From main menu->Setup->Event-> Behavior analytics->Behavior analytics, cIickﬂ, and then select rule

type as loitering detection, you can see the following interface. See Figure 4-77.
Note

® System supports customized area shape and amount.

® Support duration setup.

® Support objects filter function.
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® Duration: System can generate an alarm once the object is in the zone for the specified period.
. Draw Rule
Click to draw the rule.

Click OK to complete the rule setup.
For detailed setups, please refer to chapter 4.8.3.1.1 motion detect for detailed information.

4.8.3.3.1.6 Crowd gathering detection

From main menu->Setup->Event-> Behavior analytics->Behavior analytics, cIick, and then select rule

type as crowd gathering estimation, you can see the following interface. See Figure 4-78.
® Customized zone and amount setup.

® Duration setup.

® Sensitivity setup.

® Min gathering zone setup.
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® Duration: System can generate an alarm once the object is in the zone for the specified period.
® Sensitivity: It is to set alarm sensitivity. The value ranges from 1 to 10.The default setup is 5.

Draw Rule
Click to draw the rule.

Click OK to complete the rule setup.
For detailed setups, please refer to chapter 4.8.3.1.1 motion detect for detailed information.

4.8.3.3.1.7 Fast moving

From main menu->Setup->Event-> Behavior analytics->Behavior analytics, cIickﬂ, and then select rule

type as fast moving, you can see the following interface. See Figure 4-79.
® Sensitivity: It is to set alarm sensitivity. The value ranges from 1 to 10.The default setup is 5.
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Figure 4-79
) Draw Rule
Click to draw the rule.

Click OK to complete the rule setup.
For detailed setups, please refer to chapter 4.8.3.1.1 motion detect for detailed information.

4.8.3.3.2 Global Config

From main menu->Setup->Event->Behavior analytics->Global, you can go to the global configuration

interface. See Figure 4-80.

® Channel: Please select a channel from the dropdown list.

® Preset: Select a preset you want to set the rule. Please note, you need to add a preset first,
otherwise, you cannot see the preset dropdown list. If there is no preset, you can draw a rule in
current channel.

® (Calibration zone:

< Click Add area , you can draw a calibration zone at the left pane of the interface. Select a zone

and then click Delete zone button; you can remove the selected zone.

< Select gauge type (vertical/level), you can set the corresponding length. You can draw three tilt
gauges and one horizontal gauge at the left pane of the interface.

® Select Width/Height and then click Verify, you can draw a line in the calibration zone, and then you
can see its actual length.

® Update preset: Click it to get the latest preset setup.
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Figure 4-80

4.8.3.4 Face Detect (Optional)

When camera detects human face, system can generate an alarm.

From main menu->Setup->Event->Face detect, the interface is shown as in Figure 4-81.

® Face ROI(Region of Interest): Check the box here, system can enhance the human face display

pane.
® Sensitivity: System supports 6 levels. The sixth level has the highest sensitivity.
For detailed setups, please refer to chapter 4.8.3.1.1.
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Figure 4-81

4.8.3.5 People Counting

System can calculate the entry/exit people amount in the specified zone. It can generate an alarm when

the amount has exceeded the threshold.

From main menu->Setup->Event->People counting, you can see an interface shown as in Figure 4-82.

® Channel: Please select a channel from the dropdown list. Check the box to enable people counting
function.
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® (OSD overlay: Check the box here; you can view the people amount on the surveillance video.

Direction: It is to set people flow direction. It includes entry/exit.

® Entry No.: It is to set people entry amount. System can generate an alarm once the amount has
exceeded the threshold.

® Exit No.: It is to set people entry amount. System can generate an alarm once the amount has
exceeded the threshold.

® Stranded No.: It is to set people staying amount in the zone. System can generate an alarm once the
amount has exceeded the threshold.

For detailed setups, please refer to chapter 4.8.3.1.1 motion detect for detailed information.
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Figure 4-82

4.8.3.6 Heat Map

It is to detect the object activity level in the scene during the specified period.

From main menu->Setup->Event->Heat Map, you can see an interface shown as in Figure 4-83.
For detailed setups, please refer to chapter 4.8.3.1.1 motion detect for detailed information.
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4.8.3.7 Audio Detect

System can generate an alarm once it detect the audio input is abnormal or audio volume changes.

From main menu->Setup->Event->Audio detect, you can see an interface shown as in Figure 4-84.

® |nput abnormal: Check the box here, system can generate an alarm once the audio input is
abnormal.

® |Intensity change: Check the box here, system can generate an alarm once the audio volume
becomes strong.

® Sensitivity: It refers to the audio recognition sensitivity. The higher the value is, the higher the
sensitivity is.

® Threshold: It is to set intensity change threshold. The smaller the value is, the higher the sensitivity
is.

For detailed setups, please refer to chapter 4.8.3.1.1 motion detect for detailed information.
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4.8.3.8 Smart Track

From main menu->Setup->Event->Smart Track, the interface is shown as in Figure 4-85.

Lo e U

Hamfam

Figure 4-85

Click Add button, the interface is shown as below. See Figure 4-86.

® Type: Here you can select smart track mode. It includes: 1 fish eye+1 PTZ camera/1 fish eye+2 PTZ
cameras/1 fish eye+3 PTZ cameras.

® Scene: It is the monitor position. Input customized monitor position name.

Main channel: Click Select button and then select fish eye from the dialogue box.

® PTZ camera: Click Select button and then select corresponding PTZ camera amount from the
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dialogue box.
Click OK to complete the setup.

Add | X
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Figure 4-86

After you go back to the smart track interface, it is shown as in Figure 4-87.

BREHT THALR

i Irel 4 k

Figure 4-87

In Figure 4-87, click E or double click the line, you can go to the following interface.

See Figure 4-88. Here you can set the fish eye and PTZ camera bonding relationship.
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On the fish eye displayed zone, left click mouse or move to confirm the position.
On the PTZ camera displayed zone, use the following buttons to adjust the PTZ camera position. It is to

move the center position of the PTZ camera is the same as the position of the fish eye.
Note
The of the PTZ camera is the center position of the video.
Button Function
Zoom
Q.
:'l': :_: Focus
Iris
(\h
O %

s

Electronic mouse, move it on the interface to control the
PTZ direction.

Fast position button.

Click the button, and the select a position in the video.
System auto uses the current clicked position as the
center to adjust.

=7
i
1

b
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Button Function

It is to control PTZ movement speed. The higher the
value is, the faster the speed is.
For example, the step 8 speed is faster than step 1.

Speed

=0 1

Click add button and then click el to save.

Now you complete one group position, you can view at the list. See Figure 4-89.
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Figure 4-89

Repeat the above steps to set at least three group positions.

Note

® [orone PTZ camera, there must be three calibration groups. System max supports 8 group positions.
Please make sure the calibration position is accurate.

® For the first calibration group position, please select the reference objects at the far distance to
enhance the trigger accuracy.

Click OK button to complete the calibration setup, you can go back to the smart track interface, the status

-}

is shown as =% .

4.8.3.9 Alarm

Before operation, please make sure you have properly connected alarm devices such as buzzer. The

input mode includes local alarm, network alarm, and IPC external alarm and IPC offline alarm.
4.8.3.9.1Local Alarm

From main menu->Setup->Event->Alarm->Local alarm, the local alarm interface is shown as in Figure

4-90. It refers to alarm from the local device.
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Figure 4-90

Figure 4-91
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Figure 4-92

Please refer to the following sheet for detailed information.

Parameter

Function

Enable

You need to check the box to enable this function.
Please select a channel from the dropdown list.

Period

This function becomes activated in the specified periods.

There are six periods in one day. Please draw a circle to
enable corresponding period.

Select date. If you do not select, current setup applies to
today only. You can select all week column to apply to the
whole week.

Click OK button, system goes back to local alarm
interface, please click save button to exit.

Anti-dither

System only memorizes one event during the anti-dither
period. The value ranges from 5s to 600s.

Sensor type

There are two options: NO/NC.

Record channel

System auto activates motion detection channel(s) to
record once an alarm occurs. Please note you need to set
alarm record period and go to Storage-> Schedule to set
current channel as schedule record.

266



Parameter

Function

Record Delay

System can delay the record for specified time after alarm
ended. The value ranges from 10s to 300s.

Alarm out Enable alarm activation function. You need to select alarm
output port so that system can activate corresponding
alarm device when an alarm occurs.

Latch System can delay the alarm output for specified time after

an alarm ended. The value ranges from 1s to 300s.

Show message

System can pop up a message to alarm you in the local
host screen if you enabled this function.

Buzzer Check the box here to enable this function. The buzzer
beeps when an alarm occurs.

Alarm upload System can upload the alarm signal to the centre
(Including alarm centre).

Send Email If you enabled this function, System can send out an email
to alert you when an alarm occurs.

Tour You need to click setup button to select tour channel.
System begins 1-wiindow or multiple-window tour display
among the channel(s) you set to record when an alarm
occurs. See Figure 4-57.

PTZ Activation Here you can set PTZ movement when an alarm occurs.
Such as go to preset X. See Figure 4-92.

Snapshot Click setup button to select snapshot channel. See Figure

4-58.

4.8.3.9.2Net Alarm

From main menu->Setup->Event->Alarm->Net alarm, the network alarm interface is shown as in Figure

4-93.

Network alarm refers to the alarm signal from the network. System does not anti-dither and sensor type

setup. For setup information, please refer to chapter 4.8.3.9.1.
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4.8.3.9.31PC external alarm
From main menu->Setup->Event->Alarm->IPC external alarm, the IPC external alarm interface is shown
as in Figure 4-94.
Network alarm refers to the alarm signal from the network. System does not support anti-dither and
sensor type setup. For setup information, please refer to chapter 4.8.3.9.1.
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Figure 4-94

4.8.3.9.41PC Offline Alarm
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From main menu->Setup->Event->Alarm->IPC offline alarm, the IPC offline alarm interface is shown as
in Figure 4-95.

System can generate an alarm once the network camera is offline. For setup information, please refer to
chapter 4.8.3.9.1.

Local Alarm | Net Alarm | IPC External Alarm | IPC Offline Alarm -

Channel 1
Record Channel [7] Easy Space
Delay 10 s(10-300)
[7] Alarm Out 2
Latch 10 5 (0-300)

[ PTZ Ativation
) Ton
[] Snapshot [7] Easy Space

[7] Show Message [7] Send Email [ | Buzzer Log

| Copy | | 0]:4 ‘ | Refresh | | Default

Figure 4-95

4.8.3.10 Abnormality
From main menu->Setup->Event->Abnormality, you can go to the abnormality interface. It includes three
types: HDD/Network/Power fault. See Figure 4-96 through Figure 4-98.

HDD | NETWORK | PowerFault -

Event Type Mo HDD V

Enable

[] Alarm Out 2 l[al[alls]l6][7]]e
Latzh 10 sec.(1-300)

vl Show Message ] Send Email [] Alarm Upload [] Buzzer [ Log

.....

] Refresh

Figure 4-96
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Figure 4-97
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[#] Alarm Out 2 l[3][4][5|[6]|[7 |8
Latch 10 sec.(1-300)

Wl Show Message [] send Email [] Buzzer [ Log

QK Refresh

Figure 4-98

Please refer to the following sheet for detailed information.

Parameter | Function

Event ® The HDD event type includes: No HDD, HDD error, no space. Se€
Type Figure 4-96.
You can set one or more items here.

Less than: You can set the minimum percentage value here (For HDD
not space only). The device can alarm when capacity is not sufficient.

You need to draw a circle to enable this function.

® Network event type includes: Disconnect/IP conflict/MAC conflict.
See Figure 4-97.

® Power fault. The interface is shown as in Figure 4-98. This function
for power-redundancy series product. When this function is on, yo
can remove one power sourcing from the system, it does not affec
the normal operation of the device, but system will generate an ala
to alert you.

Enable Check the box here to enable selected function.
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Parameter | Function

Alarm Out | Please select corresponding alarm output channel when an alarm
occurs. You need to check the box to enable this function.

Latch The alarm output can delay for the specified time after an alarm stops.
The value ranges from 1s to 300s.

Show System can pop up a message to alarm you in the local host screen if

message you enabled this function.

Alarm System can upload the alarm signal to the centre (Including alarm

upload centre.

Send If you enabled this function, System can send out an email to alert you

Email when an alarm occurs.

Buzzer Check the box here to enable this function. The buzzer beeps when an

alarm occurs.

4.8.3.11 Alarm Output
From main menu-> Setup->Event->Alarm output, it is to set alarm output mode. See Figure 4-99.

Alarm Type All 1 2 3 4 5 i} [ a
Auto (ORNORNORNORNONNORNORNOMNO!
P O C OO0 0000 0
Stop OO0 0O 0O0CO0OO0 O
Status

QK Fefresh

Figure 4-99

4.8.4 Storage

4.8.4.1 Schedule

4.8.4.1.1 Record

From main menu-> Setup->Storage->Schedule->Record, you can go to the record interface. In this
interfaces, you can add or remove the schedule record setup. See Figure 4-100.

There are five record modes: Regular, motion detect, alarm and MD&alarm, and intelligence. There are
six periods in one day.

You can view the current time period setup from the color bar.

® Green color stands for the general record/snapshot.

® Yellow color stands for the motion detect record/snapshot.
® Red color stands for the alarm record/snapshot.

® Blue color stands for MD&alarm record/snapshot.

® Orange color stands for intelligent record/snapshot.
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Figure 4-100

Figure 4-101
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Figure 4-102

Please refer to the following sheet for detailed information.

Parameter | Function

Channel Please select a channel from the dropdown list.

ANR Check the box here, you can enable ANR function. When the NVR and
IPC connection is abnormal, the recorded file can be saved on the IPC
(Please make sure your IPC has storage media and support this
function). The NVR can download record from the IPC once the
network connection is OK.

You can set the max download record file length. Once the
disconnection is more than the threshold you set here, NVR only
downloads the specified record period.

Pre-record Please input pre-record time here. The value ranges from 0 to 30.

Redundancy | Check the box here to enable redundancy function. Please note this
function is null if there is only one HDD.

Snapshot Check the box here to enable snapshot function.

Holiday Check the box here to enable holiday function.

Setup Click the Setup button, you can set record period. See Figure 4-101.
There are six periods in one day. If you do not check the date at the
bottom of the interface, current setup is for today only.

Please click Save button and then exit.
Copy Copy function allows you to copy one channel setup to another. After

setting in channel, click Copy button, you can go to interface Figure
4-102. You can see current channel name is grey such as channel 1.
Now you can select the channel you want to paste such as channel
5/6/7. If you want to save current setup of channel 1 to all channels,
you can click the first box “ALL”. Click the OK button to save current
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Parameter Function

copy setup. Click the OK button in the Encode interface, the copy
function succeeded.

4.8.4.1.2 Snapshot
From main menu-> Setup->Storage->Schedule->Snapshot, you can go to the record interface.
Please refer to chapter 4.8.4.1.1 for detailed information.
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4.8.4.2 HDD Manager

From main menu-> Setup->Storage->HDD manager, the HDD manager interface is shown as in Figure
4-103. Here you can see HDD information. You can also operate the read-only, read-write, redundancy (if
there are more than one HDD) and format operation.
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Figure 4-103

4.8.4.3 Record Control
From main menu->Setup->Storage->Record, the interface is shown as in Figure 4-104.
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Figure 4-104

Please refer to the following sheet for detailed information.

Parameter | Function

Channel Here you can view channel number.
The number displayed here is the max channel amount of your
device.

Status There are three statuses: schedule, manual and stop.

Schedule System enables auto record function as you set in record schedule
setup (general, motion detect and alarm).

Manual It has the highest priority.
Enable corresponding channel to record no matter what period
applied in the record setup.

Stop Stop current channel record no matter what period applied in the
record setup.

Start all/ Check the corresponding All button, you can enable or disable all

stop all channels record.

4.8.4.4 Advanced
4.8.4.41HDD

From main menu->Setup->Storage->Advanced->HDD, the HDD interface is shown as below. See Figure

4-105. Here you can set HDD group.
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Figure 4-105

4.8.4.4.2Main Stream
From main menu->Setup->Storage->Advanced->Main stream, the main stream interface is shown as in
Figure 4-106. Here you can set corresponding HDD group to save main stream.
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Figure 4-106
4.8.4.4.3Sub Stream
From main menu->Setup->Storage->Advanced->Sub stream, the sub stream interface is shown as in
Figure 4-107.

Here you can set corresponding HDD group to save sub stream.
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Figure 4-107
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4.8.4.4.4 Snapshot
From main menu->Setup->Storage->Advanced->Snapshot, the snapshot interface is shown as in Figure
4-108 . Here you can set corresponding HDD group to save snapshot picture.
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Figure 4-108

4.8.4.5 RAID Manager
Important
Please make sure your purchased product support the RAID function, otherwise you can not see
the following interface.

4.8.4.5.1 RAID Config
From main menu->Setup->Storage->RAID->RAID config, you can go to the following interface. See
Figure 4-109.
Itis for you to manage RAID HDD. It can display RAID name, type, free space, total space, status and etc.
Here you can add/delete RAID HDD.
Click Add button to select RAID type and then select HDDs, click OK button to add. See Figure 4-109.
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Figure 4-109

4.8.4.5.2RAID Info
From main menu->Setup->Storage->RAID->RAID info, you can go to the following interface. See Figure
4-109. Here you can vie corresponding RAID information.
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4.8.4.5.3Hotspare disks
From main menu->Setup->Storage->RAID->Hotspare, you can see an interface shown as in Figure 4-111.
The type includes two options:
® Gilobal: It is global hotspare disk. When any RAID becomes degrading, it can replace and build the
RAID.

® Local: ltis local hotspare disk. When the specified RAID becomes degrading, it can replace and build
the RAID.

Select a hot spare device and then click Delete button & . Click Apply button to delete.
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Figure 4-111

4.8.4.6 iSCSI
From main menu->Setup->Storage->iSCSI, you can see an interface shown as in Figure 4-112. Here you
can set corresponding HDD group to save main stream.
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Figure 4-112

Check the box to enable iSCSI function and then input iSCSI server IP address and port. The default port
number is 3260.
Click Set path button, system pops up the path setup dialogue box. Please select the connected path and
then click OK button. See Figure 4-113.
Each path here stands for an iSCSI share disk. The path is already generated when it was created on the
server.

3at Fath % |

1 Erazdz odzmeldo 07123 1220002500 =

i QoI FZago IO S20T 0I0laecLIi oolib
g0 3 Zado I0 2212F I eIl GIna

= EnaZdz odoome2ddd ofPezaZnezdloslzes 3

0 gl F ot 30 2210F GIEIG eI Doiarzl

1 SHIH

Figure 4-113

Input user name and password to set iISCSI path access right.

There are two situations:

® When you set the iISCSI server, you have set corresponding user name or password for a path. In
this situation, you need to input user name or password to login.
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® When you set the iSCSI server, you have not set the corresponding access right. In this situation,
you can check the anonymous button or input customized user name.

Click add button, now you have added an iSCSI server. Click OK button, the setup is finish. The interface

is shown as in Figure 4-114.

Note:

® If you have not input a user name/password, or check the anonymous button, system pops up a
dialogue box to prompt you that system is going to add anonymously. In this situation, once the
iSCSI path has the access setup, you may not connect to the iSCSI server.

® Since the connection may take a while, please wait a moment and then click refresh button, once the
status is shown as offline after you added.
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Figure 4-114

4.8.5 Setting
4.8.5.1 General
The general interface includes general, date/time and holiday setup.
4.8.5.1.1General
From main menu->Setup->System->General->General, the general interface is shown as in Figure
4-115.
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Figure 4-115

Please refer to the following sheet for detailed information.

Parameter | Function

Device ID It is to set device name.

Device No. | Itis device channel number.

Language You can select the language from the dropdown list.
Please note the device needs to reboot to get the modification
activated.

Video This is to display video standard such as PAL.

Standard

HDD full Here is for you to select working mode when hard disk is full. There
are two options: stop recording or rewrite. If current working HDD is
overwritten or the current HDD is full while the next HDD is no empty,
then system stops recording, If the current HDD is full and then next
HDD is not empty, then system overwrites the previous files.

Pack Here is for you to specify record duration. The value ranges from 1 to

duration 120 minutes. Default value is 60 minutes.

Auto logout | Here is for you to set auto logout interval once login user remains
inactive for a specified time. Value ranges from 0 to 60 minutes.

Startup Once you check the box here, system will go to the startup wizard

wizard directly when the system restarts the next time. Otherwise, it will go
to the login interface.

Navigation | Check the box here, system displays the navigation bar on the

bar interface.

IPC  Time | You can input an interval here to synchronize the NVR time and IPC

Sync time.

4.8.5.1.2Date and time
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From main menu->Setup->System->General->Date and time, the date and time interface is shown as in

Figure 4-116
T | e | w

Taki Format B g )| o b
Imna Formial - W
Sale Separalo 5 e f
Tie Zone GLIT=08-10 b
Zgem Tims 2014 - 07 - 03 " b e = | ST |
[T oeT
S50 Tape (¥ Ozte 1 Wask
Segrl Tene 2000 i 11 il il
=nd Tirme 2000 - 03 - 01 | 60 ;: oo
O wrre
Sargar linsz wenduwss e Eaaual lpdatz
S 103 LB LY
el G min. JJ-EEE3E)
T | | Febesk | | Dealaull
Figure 4-116
Please refer to the following sheet for detailed information.
Parameter | Function
Date format | Here you can select date format from the dropdown list.
Time There are two options: 24-H and 12-H.
Format
Time zone | The time zone of the device.
System It is to set system time. It becomes valid after you set.
time
Caution
System time is very important! Do not change unless there is a must!
Sync PC You can click this button to save the system time as your PC current
time.
DST Here you can set day night save time begin time and end time. You
can set according to the date format or according to the week format.
NTP You can check the box to enable NTP function.
NTP server | You can set the time server address.
Port It is to set the time server port.
Interval It is to set the sync periods between the device and the time server.

4.8.5.1.3Holiday Setup
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From main menu->Setup->System->General->Holiday, holiday setup interface is shown as in Figure
4-117.
Here you can click Add holidays box to add a new holiday and then click Save button to save.
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Figure 4-117

Note

® When you enable Holiday settings and schedule setup at the same time, holiday setting has the
priority. If the selected day is a holiday, then system records as you set in holiday setting. If itis not a
holiday, system records as you set in Schedule interface.

® After you successfully set holiday date, the record and snapshot period will be also shown as holiday
item.

4.8.5.2 Display
Display interface includes GUI, Tour.
4.8.5.2.1Display
From main menu->Setup->System->Display->Display, here you can set background color and
transparency level. See Figure 4-118.
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Figure 4-118
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Please refer to the following sheet for detailed information.

Parameter Function

Resolution There are four options: 1920x1080, 1280x1024(default),
1280x720, 1024x768. Please note the system needs to reboot to
activate current setup.

Transparency Here is for you to adjust transparency. The value ranges from 128

to 255.
Time Check the box here, you can view system time and channel
titte/channel | Number on the monitor video.
title
Image Check the box; you can optimize the margin of the preview video.
enhance
POS info Check the box here to overlay POS info on the preview interface.

Original rate Click Setup button and then select a channel, you can restore
original scale.

4.8.5.2.2Tour
From main menu->Setup->System->Display->Tour, the tour interface is shown as in Figure 4-119. Here
you can set tour interval, split mode, motion detect tour and alarm tour mode.
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Figure 4-119

Please refer to the following sheet for detailed information.

Parameter Function

Enable tour Check the box here to enable tour function.

Interval Here is for you to adjust transparency. The value ranges from 5 to
120s. The default setup is 5s.
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Split

Here you can set window mode and channel group. System can
support 1/4/8/9/16/25/36-window according to device channel
amount.

Motion

tour

tour/Alarm

Here you can set motion detect tour/alarm tour window mode.
System supports 1/8-window now.

4.8.5.2.3Custom Split

From main menu->Setup->System->Display->Custom split, the interface is shown as in Figure 4-119.
Here you can set customized split mode.

Consdr

[

T

Click " and then click E to select basic mode

In regular mode, drag the mouse in the preview frame, you can merge several small windows to one
window so that you can get you desired split mode.
After the setup, the selected window has the red frame.

Select the merging window, the frame is red; you can click | L to cancel the merge to restore regular

mode.
Click OK to exit.

4.8.5.3 RS232

From main menu->Setup->System->RS232, the RS232 interface is shown as in Figure 4-120.
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Figure 4-120

Please refer to the following sheet for detailed information.

Parameter | Function

Select the corresponding dome protocol.
Default setup is console.

Baud Rate Select the baud rate.
; Default setup is 115200.

Data Bit The value ranges from 5 to 8.
Default setup is 8.

Stop bit There are two options: 1/2.
Default setup is 1.

Protocol

Parity There are five options: none/odd/even/space/mark.
Default setup is none.

48.54 PTZ

The PTZ interface is shown as in Figure 4-121 (local type) and Figure 4-122 (remote type).

Before setup, please check the following connections are right:

® PTZ and decoder connection is right. Decoder address setup is right.

® Decoder A (B) line connects with NVR A (B) line.

Click Save button after you complete setup, you can go back to the monitor interface to control speed

dome.
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Figure 4-122

Please refer to the following sheet for detailed information.

Parameter | Function

Channel Select speed dome connected channel.

PTZ Type | There are two options: local/remote.
Please select remote type if you are connecting to the network PTZ.
Protocol Select the corresponding dome protocol such as PELCOD.

Address Set corresponding dome address. Default value is 1. Please note
your setup here shall comply with your dome address; otherwise
you can not control the speed dome.

Baud Select the dome baud rate. Default setup is 9600.

Rate

Data Bit Default setup is 8. Please set according to the speed dome dial switch
setup.

Stop bit Default setup is 1. Please set according to the speed dome dial switch
setup.

Parity Default setup is none. Please set according to the speed dome dial

switch setup.

4.8.5.5 POS

Connect the NVR to the POS, it can receive the POS information and overlay on the corresponding
record.

Note

POS info overlay and playback function is for 1-window only.

From main menu->Setting->System->POS, you can go to the following interface. See Figure 4-123.
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Figure 4-123

Click Add, you can see the following dialogue box. See Figure 4-124.
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Figure 4-124
Check the box to enable POS function, Click Set button; you can see the following interface. See Figure
3-187.

Modify | X |
Source |P 192 168 . 0 1 Port | 37777
Destination IP ) ) ) Port
Ok Cancel

Figure 4-125
Set source IP and destination IP, and then click OK. System goes back to Figure 4-124.
® Source IP: POS device IP address.
® Destination IP: NVR IP address.
In Figure 4-124, click Channel Set button, select the channel you want to overlay POS information. Click
OK button to complete the setup.
Tips

: Click it to delete POS setup.

: Click it to change setup information.

4.8.5.6 Account
Note:
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® For the character in the following user name or the user group name, system max supports 6-digits.
The space in the front or at the end of the string is null. The valid string includes: character, number,
and underline.

® The user amount default setup is 64 and the group amount default setup is 20. The factory default
setup includes two levels: user and admin. You can set the corresponding group and then set the
rights for the respective user in the specified groups.

® User management adopts group/user modes. The user name and the group name shall be unique.
One user shall be included in only one group.

4.8.5.6.1User name
From main menu->Setup->System->Account, you can go to the account interface. In this interface you
can add/remove user and modify user name. See Figure 4-126.
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Figure 4-126

Add user: It is to add a name to group and set the user rights. See Figure 4-127.

There are three default users: admin (password: admin)/888888(password: 888888) and hidden user
“default”.

Hidden user “default” is for system interior use only and can not be deleted. When there is no login user,
hidden user “default” automatically login. You can set some rights such as monitor for this user so that
you can view some channel view without login.

Here you can input the user name and password and then select one group for current user.

Please note the user rights shall not exceed the group right setup.

For convenient setup, please make sure the general user has the lower rights setup than the admin.
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Figure 4-127
Modify user
It is to modify the user property, belonging group, password and rights. See Figure 4-128.
Modify password

It is to modify the user password. You need to input the old password and then input the new password
twice to confirm the new setup. Please click the OK button to save.

Please note, the password ranges from 1-digit to 6-digit. It shall include the number only. For the user of
the account rights, he can modify the password of other users.
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Figure 4-128

4.8.5.6.2Group
The group management interface can add/remove group, modify group password and etc.
The interface is shown as in Figure 4-129.

ACCOUNT

(-1

8H Hemo sy Dl
admin adminkEieaiar group r =
2 1174 USSIT JIodip Ea =
| AL GIp |
Figure 4-129

Add group: It is to add group and set its corresponding rights. See Figure 4-130.
Please input the group name and then check the box to select the corresponding rights. It includes:
shutdown/reboot device, live view, record control, PTZ control and etc.
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Figure 4-130
Modify group
Click the modify group button, you can see an interface is shown as in Figure 4-131.
Here you can modify group information such as remarks and rights.
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Figure 4-131

4.8.5.7 Auto maintain

From main menu->Setup->System->Auto maintain, the auto maintain interface is shown as in Figure

4-132.

Here you can select auto reboot and auto delete old files interval from the dropdown list.
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If you want to use the auto delete old files function, you need to set the file period.
Click Manual reboot button, you can restart device manually.

Auto Reboot Tuesday V 02:00 V
Auto Delete Old Files | Customized »| |23 Days Ago
Reboot
QK Refresh
Figure 4-132

4.8.5.8 Import/Export
From main menu->Setup->System->Import/export, the interface is shown as in Figure 4-133.

Impot Config Filg | :".'"-'f_E-E | |'§.:I'.-'I|'Iﬂ ||'I'|['.II'||

L.onmhg Expan

Figure 4-133

Please refer to the following sheet for detailed information.

Parameter | Function

Import It is to import the local setup files to the system.

Export It is to export the corresponding WEB setup to your local PC.

4.8.5.9 Default
From main menu->Setup->System->Default, the default setup interface is shown as in Figure 4-134.

Here you can select Network/Event/Storage/Setting/Camera. Or you can check the All box to select all
items.

293



All
CAMERA METWORK EVEMNT
STORAGE SYSTEM

Default

Figure 4-134

4.8.5.10 Upgrade

From main menu->Setup->System->upgrade, the upgrade interface is shown as in Figure 4-135.

Please select the upgrade file and then click the update button to begin update. Please note the file name
shall be as *.bin. During the upgrade process, do not unplug the power cable, network cable, or shutdown
the device.

Important

Improper upgrade program may result in device malfunction! Please make sure the operation is
operated under the supervision of the professional engineer!

=eleld Flrmvwane Filp | Orawse | Upgrade |

Figure 4-135

4.8.6 Cluster Service

The Cluster service is a system component used to control activities on a single node. When one or
several device(s) are malfunction, it can switch to the slave device to replace the work accordingly.
There are two standards when the master device is malfunction: 1) Device is offline. 2) Device storage is
damaged.

A\

Please go to the WEB of the slave device to set the cluster setup of the master device and slave
device .

Important

4.8.6.1 Cluster IP
About Cluster service: when master device is malfunction, the slave device can use the master device
configuration and virtual IP address to replace the work (monitor or record) accordingly. When you use
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the virtual IP to access the device, he can still view the real-time video and there is no risk of record loss.
Once the master device becomes properly, the slave can still work until you use the WEB to fix manually.
During the whole process (the master device is working properly->master device is malfunction->master
device becomes work properly again), you can use this virtual IP to access the device all the time.

After you set the right cluster IP, you can use the cluster IP to login the device. See Figure 4-136.

| Enzble
IP Address g . 0 0 0
Subnet Mask 0 ] 0 0
Default Gateway 0o . 0 0 0

ok || Remesn ||  Defaul

Figure 4-136
Note:
The first IP is for cluster internal control(For interactive communications between the master device and
slave device .), the virtual IP address is for cluster external control (For external network connection).

4.8.6.2 Master Device

From main menu->Setup->Cluster service->Master device, you can go to the following interface. See
Figure 4-137.

In this interface, you can add several master devices manually. After you enable the cluster function, you
can view device IP, work status. Click operation button, you can view the connection log of the main
device. See Figure 4-137.

MAITER CEVICE

dvrinlaze |

Figure 4-137

Click Manual add, the interface is shown as below. See Figure 4-138.
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Figure 4-138

Click Q to view event occurrence time, name, operation and reason. See Figure 4-139.

Event Time Event Name

2014-06-23 18:25:54 Device login

Event Reason

Figure 4-139

4.8.6.3 Slave Device

When you add the first slave device , the default IP is the device IP address that logins in the WEB.

From main menu->Setup->Cluster service->Slave device, you can go to the following interface. See
Figure 4-140. You can refer to Chapter 4.8.6.1 to set.
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After you added master device and slave device , you need to enable cluster function. Otherwise, cluster
function is null. Please refer to chapter 4.8.6.5.

4.8.6.4 Record Transfer
From main menu->Setup->Cluster service->Record transfer, you can go to the record transfer interface.

When the master device is malfunction and can not record, system can use slave device to record
instead. You can use this function to forward the record files on the slave device to the main device.

After the master device is malfunction, the slave device becomes active and status is used.

After the master device becomes active again, there is a v 4 button on the left side of the master device

¥ is the resume button.

A Important

If you want to switch the slave device to the main device, please click o4 button manually to resume the

main device. You can see the following prompt. See Figure 4-141.
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Figure 4-141
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After the master device becomes active again, system can forward the record files on the slave device

to the master device.

From Setup->Cluster->Record transfer, you can go to the following interface. See Figure 4-142.

e "k

Eadwr Db s e

Tl Jiand

RE0CORD TRAHSFER

Figure 4-142

Click Add task button, you can go to the following interface to set device IP, channel, start time, end time

See Figure 4-143.

Add Task

Master Device IP

Slave Device IP

4.8.6.5 Cluster control
4.8.6.5.1 Cluster control

Channel
Start Time 2015 - 06 - 30 00 00 0o
End Time 2005 - 07 - M 0o 0o 0o
Ok Cancel
Figure 4-143

From main menu->Setup->Cluster service->Cluster control |-> Cluster control, you can go to the cluster
control interface. It is to enable/disable cluster. See Figure 4-144.

Start Cluster

Delete Cluster

CLLISTERGDNTRDLI Arbitrage IP _
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Figure 4-144

You can see the corresponding prompt if you successfully enabled cluster service.

4.8.6.5.2 Arbitration IP

When there is only two NVRs in the cluster, you can set the arbitration IP to change the cluster
accordingly. The arbitration IP is the IP address of other device/PC/gateway that can connect to the NVR.
From main menu->Setup->Cluster service->Cluster control-> Arbitration IP, you can see the following
interface. See Figure 4-145.

CLUSTER CONTROL I Arbitrage IP -

Main IP

Spare IP

Ok Refresh

Figure 4-145

4.8.6.6 DCS Log
From main menu->Setup->Cluster service->DCS log, you can go to the DCS log interface.
The DCS log interface is shown as in Figure 4-146. Here you can search and view the DCS log.
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Figure 4-146

4.9 Info

From main menu->Info, you can go to the following interface.
49.1 Version
From main menu->Info->Version, the version interface is shown as in Figure 4-147.
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Here you can view record channel, alarm input/output information, software version, release date and etc.
Please note the following information for reference only.

Dievice Type: MYR

Record Channel: 128

Alarm In: 16

Alarm Out: 8

SN: 1234567590abcde

Web: 32364883

Onvif Version: 241

System Version: 3.210.0002.0, Build Date: 2016-03-16
Figure 4-147

49.2 Log
From main menu->Info->Log, here you can view system log. See Figure 4-148.
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Figure 4-148

Please refer to the following sheet for log parameter information.

Parameter | Function

Type Log types include: system operation, configuration operation, data
operation, event operation, record operation, and user management,
log clear.

Start time Set the start time of the requested log.
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Parameter | Function

End time Set the end time of the requested log.

Search You can select log type from the drop down list and then click search
button to view the list.
You can click the stop button to terminate current search operation.

Detailed You can select one item to view the detailed information.
information
Clear You can click this button to delete all displayed log files. Please

note system does not support clear by type.

Backup You can click this button to backup log files to current PC.

4.9.3 Online User
From main menu->Info->online users, the online user interface is shown as in Figure 4-149.
You can view current online user name. You can click Refresh button to view the latest information.

17 Lt Maamii GIoasp karms IP agdrec s Ligsir L oagin Timi

SiTiN SiTiN L1554 1] 0703 6 S |
2 admin admin 10158200 2014-07-03 105031
4 d ENT d ENT 10155.168 2014-07-0 15517

154.16 2014-07-03 1ESAT

Figure 4-149

4.9.4 Video Analytics

It is to search the video analytics of each channel.

From main menu->Info->Video Analytics, the interface is shown as in Figure 4-150.

Input start time, end time, select channel and then click Search button. You can see the corresponding
results.
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Figure 4-150

4.9.5 People Counting
From main menu->Info->People counting, the interface is shown as in Figure 4-151.
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Figure 4-151

4.9.6 Heat Map
From main menu->Info->Heat Map, the interface is shown as in Figure 4-152.
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Figure 4-152
4.9.7 HDD

From main menu->Info->HDD, the HDD interface is shown as in Figure 4-153. Here you can view HDD
information.
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Figure 4-153

4.10 Playback

Click Playback button, you can see an interface is shown as in Figure 4-154.
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Figure 4-154

4.10.1 Search record

Please set record type, record date, window display mode and channel name.

Select date

You can click the date on the right pane to select the date. The green highlighted date is system current
date and the blue highlighted date means it has record files.

Window display mode

Now you can select window display mode. Click ﬁ to view the full-screen. Click Esc on the keyboard

to exit full-screen.

Channel

You can select channel 1-n (n=device max channel amount). A1-An means sub stream.
Record type

Check the box to select record type. See Figure 4-155.

All Regular | vMD Alarm vs Il

Figure 4-155

IVS rule

On the 1-window playback mode, click @ to hide or display IVS rule.
POS info

On the 1-window playback mode, click k===l to hide or display POS information.
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Slice

In Figure 4-154, select splice from the dropdown list at the top right corner, and then select date, split
mode and channel(s).

Note

Select split mode, so that the record can be spliced in several sections.

Select splice file.
® C(Click Playback, system playbacks from the first of current date by default.
® (Click time bar, system playbacks from the time you click.

® Click E , you can select on the file list.

Note

® System can auto slice file of one channel into 4/8/16 sections and then play at the same time.

® You can select channel mode to set splice amount. There is no splice operation if you select
1-window.

® The record min file size is 5 minutes.

4.10.2 File List
Then please click File list button, you can see the corresponding files in the list. See Figure 4-156.
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Figure 4-156

4.10.3 Playback

Select a file you want to play and then click Play button, system can begin playback. You can select to
playback in full-screen. Please note for one channel, system can not playback and download at the same
time. You can use the playback control bar to implement various operations such as play, pause, stop,
slow play, fast play and etc. See Figure 4-157.
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Figure 4-157

4.10.4 Download

Select the file(s) you want to download and then click download button, you can see an interface shown
as in Figure 4-158. The Download button becomes Stop button and there is a process bar for your
reference. Please go to you default file saved path to view the files.
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Figure 4-158
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4.10.5 Load more

Download by time/file

Click More button in Figure 4-158, you can see an interface shown as in Figure 4-159. It is for you to
search record or picture. You can select record channel, record type and record time to download. There
are two download types. The download by file interface is shown as in Figure 4-159 and the download by
time interface is shown as in Figure 4-160.
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Figure 4-160

Watermark

Watermark interface is shown as in Figure 4-161. Please select a file and then click Verify button to see
the file has been tampered with or not
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Figure 4-161

4.10.6 Lock file

Check the box to select the record file(s), and then click Lock button, you can lock the file(s).System will
not overwrite the locked files. Please note this function is for main stream only.

4.10.7 Unlock file

Click view locks, you can see the following interface. See Figure 4-162.

Select a channel/start time/end time, click search button, you can view the locked files.

Check the box and then click unlock, you can unlock the file.

Figure 4-162

4.11 Smart Playback

It is to realize the intelligent detect on the playback record.
In the main menu, click smart playback, you can go to the following interface. See Figure 4-163.
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The behavior analysls supports ome channel anhy.

Figure 4-163

4.11.1 Behavior Analysis
It is to search the record of corresponding rule and then playback.
Set a channel number. Please note this function is for 1-channel mode only.
Set the search type as behavior analytics, set channel, start time and end time.
Set detect rule (tripwire/intrusion), and then set detect rule.

4.11.1.1 Tripwire

Click and then use mouse to draw the rule on the right pane of the interface. Left click mouse to

confirm first and then right click mouse to complete drawing. Here you can set rule direction. See Figure

4-164.

® Line1/2/3/4: System supports four tripwires. Each SN stands for one tripwire.

® Direction (A to B/B to A/Both): System can generate an alarm once there is any object crossing in the
specified direction.
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4.11.1.2 Intrusion

Click B2 use mouse to draw the rule on the right pane of the interface. Please note the start position

and the end position shall be at the same place. Right click mouse to complete the setup. See Figure
4-165.

® Areal/2/3/4: System supports four zones. Each SN stands for one area.

® Direction (m): System can generate an alarm once there is any object enter/exit (Or both)
the zone.
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Figure 4-165

Tips
Click Current rule button, you can use the rule you set in chapter 4.8.3.3 (Main
menu->Setting->Event->Behavior Analytics) to detect.

Click Historic analysis button at the right pane or Analysis button at the bottom of the interface, system
begins analyzing, and display the image of the corresponding event. See Figure 4-166.

Figure 4-166
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Click the image; you can view the record file.
® Select the file and then click A& Tag , Yyou can save current file to peripheral device.

Locked

® Select the file and then click Fa , you can lock the file in case it will be overwrtitten in the

future.

® Select the file and then click =1 BaCKUR v, can mark the time of the detected event.

In smart playback interface (Figure 4-163), click Clear button, you can delete detection and behavior
analytics rule(s) of current channel.

4.11.1.3 Face Detect Playback
System can search the record containing the human face and then playback.
Important
Before you use this function, please make sure current channel has enabled human face detection
function. Please refer to chapter 4.8.3.4 (Main menu->Setting->Event->Face Detection) for detailed
information.

Set the search type as face detect, set channel, start time and end time.

Click Historic analysis button at the right pane or Analysis button at the bottom of the interface, system
begins to search. You can view the event time and image. See Figure 4-167.

Click the image, system begins playback.

® Select the file and then click A& Tag , Yyou can save current file to peripheral device.

Locked

® Select the file and then click Fa , you can lock the file in case it will be overwrtitten in the

future.

® Select the file and then click =1 BaCKUR v, can mark the time of the detected event.
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Figure 4-167

4.11.1.4 Video Synopsis
System can analyze the moving object, extract the moving object and merge different moving objects to
one common background. In this way, it can display all moving objects and persons in the specified
period to one window for you to view.
On smart search interface, select detection type, channel, start time and end time.
Input resolution and synopsis density, click the OK button.
You can view the image after the synopsis process.
Click the green rectangle; you can playback the record at the top right corner of the interface.
Tips
Click Historic synopsis, you can view the previous synopsis image.

4.12 Alarm

Click alarm function, you can see an interface is shown as Figure 4-168.
Here you can set device alarm type and alarm sound setup (Please make sure you have enabled audio
function of corresponding alarm events.).
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Figure 4-168
Please refer to the following sheet for detailed information.
Type Parameter Function
Alarm Video loss System alarms when video loss occurs.
Type Motion detection | System alarms when motion detection alarm
occurs.
Tampering System alarms when camera is viciously masking.
Disk full System alarms when disk is full.
Disk error System alarms when disk error occurs.
External alarm Alarm input device sends out alarm.
IPC external | It refers to the on-off signal from the network
alarm camera. It can activate the NVR local activation
operation.
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Type Parameter Function
IPC offline alarm | System can generate an alarm when the network
camera and the NVR are disconnected.

Operation | Prompt Check the box here, system can automatically pops
up an alarm icon on the Alarm button in the main
interface when there is an alarm.

Alarm Play alarm | System sends out alarm sound when an alarm
Sound sound occurs. You can specify as you wish.
Sound path Here you can specify alarm sound file.

4.13 Log out

Click log out button, system goes back to log in interface. See Figure 4-169.
You need to input user name and password to login again.

WEB SERVICE

User Name:  admin
Password: [ Plain Text
Type: 1CP EI
© LAN | WAN
Login ' Cancel
Figure 4-169

4.14 Un-install Web Control

You can use web un-install tool “uninstall web.bat” to un-install web control.

Please note, before you un-installation, please close all web pages, otherwise the un-installation
might result in error.
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5 Appendix A HDD Capacity Calculation

Calculate total capacity needed by each device according to video recording (video recording type and
video file storage time).

Step 1: According to Formula (1) to calculate storage capacity ¢, that is the capacity of each channel

needed for each hour, unit Mbyte.

q; =d,; +8x3600+1024 (1)

In the formula: d; means the bit rate, unit Kbit/s
Step 2: After video time requirement is confirmed, according to Formula (2) to calculate the storage

capacity m, , which is storage of each channel needed unit Mbyte.

m, = q,xh;xD, (2)

1

In the formula:

h, means the recording time for each day (hour)
D, means number of days for which the video shall be kept

Step 3: According to Formula (3) to calculate total capacity (accumulation) ¢, that is needed for all

channels in the device during scheduled video recording.
ar =p.m (3)
i=1

In the formula: ¢ means total number of channels in one device
Step 4: According to Formula (4) to calculate total capacity (accumulation) ¢, that is needed for all

channels in device during alarm video recording (including motion detection).
gy =Y m, xa% (4)
i=1

In the formula: a% means alarm occurrence rate

Note
¢ This manual is for reference only. Slight difference may be found in the user interface.
o All the designs and software here are subject to change without prior written notice.
o All trademarks and registered trademarks are the properties of their respective owners.
o If there is any uncertainty or controversy, please refer to the final explanation of us.

o Please visit our website or contact your local service engineer for more information.

Dahua Technology Co.,Ltd
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