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PykoBOACTBO MO 3KCMyaTauum

Yeaorcaemvie noxynameﬂu!

PERCo 6nazooapum Bac 3a éb100p 0b60opydosanus Haute2o npousgoocmea. Coenas smom
8b100p, Bvl npuobpenu kauecmeennoe uzoenue, Komopoe, npu coo00eHulU NPasul
MOHMANCA U IKCHIAYAmayuu, npocayicum Bam ooneue 200vl.

HacTosiwee «Pykoeodcmeo rno akcriyamayuu» (oanee — pykosodcmeo) npeaHasHayeHo Ans
O3HAKOMIEHUSI C TEXHUYECKMMM XapaKTepucTukamm W MNpuHUUNOM paboTbl KOHTponsepa
peructpaumn PERCo-CR01.9 LICON. Llenbto pykoBogcTBa siBNsieTcs obecnedeHne npasuiibHOM
akcnnyataumm M Haubonee NOMHOrO WCNONb30BAHUS BCEX TEXHUYECKMX BO3MOXHOCTEWN
KOHTponnepa. PykoBOACTBO COAEPXKUT pasaenbl MO MOHTAaXy M AMarHOCTUKE KOHTponnepa.

Mcnonb3yeMble CoKpalleHus:
o XKW — xngkokpuctannmyeckmm nHaukaTop (aucnnen);
e W — NCTOYHUK NMUTaHUS;
e [10 — nporpammHoe obecneveHue.

1 HA3HAYEHUE

KonTtponnep peructpaumm PERCo-CR01.9 LICON (ganee — KOHMPO/Aep) MOXeT
NCNoNb30BaTbCA B CUCTEME KOHTPONsA u ynpasneHus goctynom PERCo-Web, a Takke B eQuHOM
cucteme 6e30nacHOCTU M NoBblweHus adhdeKkTnBHocTM npegnpuatus PERCo-S-20 (PERCo-S-20
«llikona») v npegHasHavYeH NS opraHu3auun yvyeta paboyero BpeMEHW M KOHTPONs TpydoBOM
ancumnnuHel. MNocne cooTBeTCTBYIOLLEN HACTPOWKM BO3MOXHa aBTOHOMHas paboTta KoHTponnepa
6e3 NOCTOSIHHOrO MNOAKIIOYEHUS K CepBEPY CUCTEMBI.

KoHTponnep cHabxeH AByMS BCTPOEHHbIMU MyNbTU(OPMATHLIMWU CHMTBIBATENAMM KApT AOCTyna u
usetHbiMm XKW. Tpn npegbsBneHMn cumtbiBaTento kaptbl goctyna (cmaptdoHa ¢ NFC)
coTpygHuka pernctpupyetcsa cobbitne npoxoga, Ha XKW otobpaxaetca ®UO Bnagenbua wu
Bpems npoxopaa.

KoHTponnep nopaepxvBaeT (YHKUMM KOHTPONSA MNpoOxXoAa MO BPEeMEHN N (PYHKUMM KOHTPONS
nokanbHon un rnobanbHon 3oHanbHOCTU (Antipass). B cnyyae HapyleHus yCTaHOBMEHHOrO
BPEMEHHOIO KpUTEPUS] KOHTPOIISI UMM NPOCTPaHCTBEHHOM 30HbI KOHTpons Ha XKW oToGpaxkaetca
coobLLeHne 0 3aperncTpMpoBaHHOM HapyLLEHUN.

2 ycnoBusa 3KCNNyATAUUN

KoHTponnep no YCTOMYMBOCTM K BO3OEUCTBUIO KIIMMATUYECKMX (PaKTOpPOB COOTBETCTBYET
ycnosuam YXJ14 no FOCT 15150-69 (ona akcnnyataumym B MNOMELLEHUAX C WUCKYCCTBEHHO
perynupyemMbiMn KIMMaTU4eCKUMU YCIIOBUSIMM).

JKcnnyataumsa KOHTporsnepa gonyckaeTcs npu Temnepartype okpyxatowero sosgyxa ot +1°C go
+40°C n oTHOCUTENbHOWM BNaxHoOCTK Bo3dgyxa 0o 80% npu +25°C.

3 OCHOBHbIE TEXHUYECKUE XAPAKTEPUCTUKU

HomuHanbHoe 3HaYeHne HanpshKeHUs MUTaHNS NOCTOAHHOTO TOKA, B ........coccvvveeeeeevieeeeeereeennn 12
JonycTnmble 3Ha4YeHUs HAaNPSXKEHUSA NMUTAHNSA MOCTOAHHOIO TOKA, B ......oooovviiiiiiee 10,8 - 14
TOK MOTPEBIEHUS, MA ...t e e e e e s e e e e e e e e ae e e e e e e e eeesaanans He bonee 300
MoTPeOdNAEMas MOLLHOCTD, BM ......uuciiiiiiiiece e e He bonee 3,6
KONMMUYECTBO CUUTBIBAIOLLMX YCTPOMCTB ...eeeeieiieinnaeeaeaeeeeunnnnaeeaeeeeeasnnnaaaeaaeeeeassnnnaaeaaaeeesnnnnnaaeaeaees 2
Tunbl kKapT gocTyna (BPenokoB) .........cccceeeennnn... HID, EMM, MIFARE, PayPass, cmapmagoH ¢ NFC
MopopepxuBaemble cTaHAapThl kapT goctyna MIFARE:

MIFARE Ultralight (48 byte), MIFARE Ultralight EV1 (48 byte, 128 byte),

MIFARE Ultralight C (144 byte), MIFARE ID (64 byte), MIFARE Classic 1K,

MIFARE Classic 4K, MIFARE Plus (X, S, SE), MIFARE DESFire Ev1
Bo3MoXXHOCTb ncnonb3oBaHnst cMapTOHOB € PYHKUMEN NFC ..........cooooviiiiiiiiiiiiiieeeeeeeeeeeee na

"B kavectBe UM pekomeHayeTcsi UCMOMb30BaTh UCTOYHUK NOCTOSIHHOMO TOKa C NMHENHOWN cTabunusauuen
HanpsXeHUs 1 ¢ amMmnNNUTyaou Nynscaumi Ha Bbixogde He 6onee 50 mB.
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,D,aJ'IbHOCTVI CYHUTbIBaHNA KOAa, CM:

yHukanbHoro ngeHtudukatopa (UID) kapTol MIFARE ... oT 3,500 6
3alMLEHHbIX AaHHbIX U3 BHYTpeHHen namatn (ID) kapTel MIFARE ...............covvveen.... ot 206"
YHUKanbHoro naeHTtndmkatopa cMapT@OHOB C NFC ........ooovvvviiviiiiiiiiiiiiieiieieiiiiiienanns oT 2 0o 62
e T 1 = | ot4p07
CTaHOAPT MHTEPMENCA CBABM ..uuuunieeeieiiiiiiieeeeeeeeeeeite e e e e e e e e e eataa e e eaaeeeaaannanes Ethernet (IEEE802.3)
Uucno kapT AocTyna (NOMNb30BATEMEM) ....occuvevvreeeeaaaaaannns ot 10 000 go 50 000 (cMm. MpumeyvaHue)
Yuncno cobbITUi KypHana perncTpaLmm ............eeeeeennnnss oT 125 000 go 760 000 (cm. MprumeyaHwne)
lMpumeyaHue:

Bo3moxHble BapuaHTbl pacnpegeneHusa namstu (cm. Mpunoxenuve 3, n. 3.4):
50 000 kapT 1 125 000 coObITUI — YCTAHOBMNEHO MO YMOM4YaHMH,

40 000 kapT 1 280 000 cobbiTui,

30 000 kapT 1 440 000 cobbiTun,

20 000 kapT 1 600 000 cobbiTnn,

e 10 000 kapt 1 760 000 cobbiTuA.

LAY L= o T = oo o= o ha

Pasmep anaroHamm XKKUL, MM ..o e s 71

CPEAHNI CPOK CITYIKODBI, JTOIM ...ttt e e e e e e e e e s 8

Knacc 3awuTbl OT NOPaXXEHUST ANEKTPUUECKNM TOKOM ...ccvvvuunieeeereeeiiniiieeeeeeeeennsnnnnns Il mo IEC 61140

FabapuTHbIE pasMepPbl KOHTPOSMIEPA, MM .......uuuuieeeeeeeeeeiiiiaeeeeeeeeeeestnaaseeeeeseeanraaaaaaaes 190x140x23

MaCCa KOHTPOIIIEPA, @ oeeeeeeeiieieieeeeieeeee et ettt ettt ettt ettt et e e et eeeeeeteeeeeeeeeeeeeeeeeeeneeesennnnnnnnnnes He 6onee 600
lpumeyaHue:

KoHTponnepy Ha 3aTane npou3BOACTBa 3afaHbl: yHMKanbHbIA usndeckmn MAC-agpec n
ceteBon |IP-agpec (ykasaH B nacrnopte M Ha nnate KOHTponmnepa), Macka noaceTu
(255.0.0.0), IP-agpec wnt3a (0.0.0.0). KoHTponnep noaaepXvBaeT BO3MOXHOCTb
obHoBneHus BctpoeHHoro MO yepes Ethernet.

4 CTAHOAPTHbIA KOMMJEKT NOCTABKU

KoHTponnep ¢ MeTanM4eCcknm OCHOBAHUEM B COOPE, LUMI. .......ccceeeuiiiieeeeeeeeeiee e 1
[MepeMbIUKA (TPKAMIIEP), LUMI. ...ceeeeeiieee e e ee e et e e e e e e e et et e e e e e e e e e et it eeeaeeeeeestaa e s eaaaeeessaannaaaaeeeeenes 1
JIHOOEIIN MMACTMACCOBDBIE, LUMY. ....vueeeeeeeeeee et e e e e e e et e e e e et e e e e e e e e e et e e e e eaa e e s eaaseeeesanseeeesnnaaenes 4
LLIYPRYTIBI, LU ettt ettt ettt ettt e st s s snessessnnnnnnnnnnnnnnes 4
= To p L] o1 A ) TR URPPPPR 1
PYKOBOOCTBO MO SKCMIYATALMM, TK3. ..uuiieeeeeieeiiiiiaaeeeeeeeeettt e eeeeseeeataa e e eaaeseeastaaaaeeaaeeessaanaaeaeeeees 1

JononHutenbHoe o6opyp,oaa|-me, nocTtaBlisemMmoe no oTaeribHOMYy 3aKa3y:

e ot T o (=Y o RN 7 o R 1

5 KPATKOE ONMUCAHUE

KoHTponnep BbINOMHEH B NNacTUKOBOM Kopnyce. Ha nuueBor naHenun pacrnonoxeH LpeTHon XK
(aucnnen) pasmepom 2,8 grorima no gnaroHanu u o6osHayeHbl ABe obnactu ans npegbsasreHnst
kapT goctyna (cMm. puc. 1). KOHCTpyKLMS koprnyca NO3BOMNSET OCYLLECTBUTb Kak CKPbITY0 NOL4BOLKY
NpoBOAOB NUTaHWA U Ethernet, Tak 1 BHELLHIOW, CBEPXY UNN CHU3Y.

B KoHTponnepe ycTaHoOBMeHbl: OBa MynbTUAOPMATHBIX CYMTbIBATENs; 3HeproHesaBucUMast
namatb;  3HeproHedaBucumbii  RTC-Tammep  (4acbl  peanbHOr0  BPEMEHW);  3BYKOBOW
nbe3okepammyeckni uanyyatens; pasbeMm 8P8C (RJ45) ana nogknioveHus K NoKarnbHOM ceTu
Ethernet.

1 3aBucuT oT TUNa KapTbl. MUHMMabHOW AAnNbHOCTLI CYMTLIBAHUS XapaKTepU3yloTCs KapTbl CTaHOApPTOB
MIFARE Ultralight C (144 byte) w MIFARE DESFire Ev1, a Takke kapTbl MIFARE Plus ¢ yCTaHOBIEHHbIM
ypoBHeM B6e3onacHocTu SL3.

2 3aBMCUT OT NPOU3BOAUTENS U MOAENW cMapTdoHa.

3 PoE-cnnummep no3BonsieT noAaBaTb NMUTaHWE Ha KOHTporsep no cetu Ethernet. Cnnuttep MOXeT
ucnonb3oBaTbCA C  CETEeBbIMW  KOMMYyTaTopamu, NOOAEPXMBAKOLWMMW  TEXHOMNOMMIO  nepegayu
3MEeKTPO3Heprum no suton nape PoE n coemectumbiMun co ctaHgaptom IEEE 802.3af.
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PykoBOACTBO MO 3KCMyaTauum

KoHTponnep paboTtaet ¢ ugeHtudmkatopamm, pasmep koga Kotopbix He bonee 64 6uT.

KoHTponnep obecne4vnBaer:
e CBA3b Mo MHTepdency Ethernet (IEEE 802.3);
e nogaepxky cteka npotokonoB TCFP/IP (ARP, IP, ICMP, TCP, UDP, DHCP);
e MOAAEPXKKY NPUKNaAHOro YpoBHS NpoTokona obmeHa cuctem PERCo-Web, PERCo-S-20,
PERCo0-S-20 «llikonay;
e HacTpowuky Yyepes Web-uHTepdeic.

MpenycMoTpeHsbl cneaytolme cnocobbl 3agaHus IP-agpeca, wno3a, Mackv nogceTy KOHTponnepa
Ha aTane KoHdurypauum cuctembl: paboTta ¢ 3aBOACKMMM HAaCTPOMKaMK; PyYHOW BBOA,; Nony4YeHne
ot DHCP cepsepa (cMm. pasg. 8.5).

AN KR ITARTIYaC KT URSURamen

Chanacmy Ons npednRanserus £5am

PucyHok 1. BHewWwH BUA KOHTposnepa permcrpauum

6 MAPKUPOBKA U YINAKOBKA

KoHTponnep wumeeT MapKkuMpoBKY B BWAE ITUKETKM, PacCMoOSIOKEHHOW Ha MeTanin4yeckom
OCHOBaHWMM Kopnyca. Ha aTukeTke HaHeceHbl HaMMEHOBaHWE W3Aenusi, ero CEPUNHbIA HOMEpP U
Aarta M3rotoBneHusi. Ha BHYTpPeHHEeW CTOpPOHe Kopryca W Ha nnaTte KOHTponfnepa HaxogaTcs
3TUKETKM, HA KOTOPbIX YKa3aHbl ycTaHoBMEeHHbIe npu npoundsoactee MAC — agpec u IP — agpec.

KoHTponnep ynakoBaH B KapTOHHY KOPOOGKY, NpedoXPaHsIioLLYy0 ero oT NoBpeEXAeHUIn BO BpeMS
TPaHCNOPTUPOBKM U XPaHEHUSI.

7 TPEBOBAHUA BE3OMNACHOCTH

MoHTax 7] TexobcnyxmBaHue KOHTposnepa OOJTKHbI NpPOn3BOANTLCA TOJIbKO
KBaHMd)VILI,VIpOBaHHbIMM cneunannctamMmu, n3yvymsLLMMnN HacTtoslee pykoBoACTBO.
3anpewaemcs!

e OKcnnyaTupoBaTb KOHTPONSEP MNpPY HaMNpPsPkeHWM MUTaHus, He COOTBETCTBYHOLLEM
AO0MYCTUMbIM TEXHUYECKUM XapaKTepuctukam (cm. pasa. 3).

e OkcnnyaTupoBaTb KOHTPOMSEp B YCNOBMAX, HE COOTBETCTBYKOLWMX TpeboBaHMAM
yCroBuWi akcnnyataumm (cm. pasg. 2).



KoHTponnep pernctpauun PERCo-CR01.9 LICON

8
8.1

MOHTAX KOHTPOJINNIEPA
OcobeHHOCTM MOHTaxa

Mpwu BbIGOpPE MecTa yCTaHOBKM n3genus HeobXoaumo yYnTbIBaTb, YTO:

8.2

KoHTponnep pekomeHOyeTcsa MOHTMPOBATb, WUCXods U3 coobpaxeHusa ypobctBa Ans
npeabsaBAeHns KapT 40CTyna 1 npocMoTpa uHdopmaumm Ha XKKU. PekomeHgoBaHHas BbicOTa
—120 - 150 cm oT nona.

He pekomeHOyeTca ycTaHaBnuMBaTb KOHTPOMMEP Ha paccTosHUM meHee 1M OT nobbix
BHELUHMX CYUTbIBATENEn U Apyrmx MCTOYHMKOB 3NEKTPOMArHUTHbLIX MOMEX.

Mpwn ycTaHOBKE KOHTpOMMepa Ha MeTannMyeckyto NOBEPXHOCTb AANbHOCTb CYMTbIBAHMSA Koda
C KapTbl goctyna ymeHbluaetca Ha 10-20 %.

MHCprMeHTbI n OGOpy.CI,OBaHVIe, HeobOxoAuMble ANst MOHTaXa

OnektponepdopaTtop mowHocTbo 1,2-1,5 kBT;
cBepna TBepAaocnnaBHble: @5 MM, 316 Mm;
LIYpYyrnoBepT NN OTBEpTKa;

HOX MOHTaXHbIN;

YPOBEHb;

pyneTtka 2 m.

lMpumeyaHue:

JonyckaeTcs NpYMeHeHWe OpYrux WHCTPYMEHTOB, He CHUXaloLWwmx Tpebyemoe KayecTBO
MOHTaXXHbIX paboT.

8.3 MWUcnonb3yemblie kabenu

Mpoknagky kabenen HeobxoouMO MPOU3BOAMTL C cobnogeHMeM MpaBui  SKChnyaTaumm
3NEeKTPOYyCTaHOBOK. Tunbl kabenewn, Ncnonb3yemMble NpU MOHTaXe, ykasaHbl B Tabn. 1.

Mpwn npoknaake kabenen NnpuaepXMBanTechb CreayroLmnx pekoMeHaaunin:

Mpoknagky kabenen HeobxoouMmMO nNPOM3BOAMTL C COGMOAEHWEM MpaBMn 3KCnnyataumm
9NEKTPOYCTaHOBOK.

He npoknagpbiBaiite kabenn Ha pacctosiHum MeHee 30 CM OT UCTOYHMKOB 3MEKTPOMAarHUTHbIX
nomex.

MepeceyeHune Bcex kabenei ¢ cunoBbiMy kKabenammn JonyckaeTcs TONbKO Nog NPsiMbIM YriOM.
JTiobble yanuHeHus kabenen OOmKHbI MPOM3BOANTLCS TONBbKO METOAOM MaKKM.

lpumeyaHue:

Bo3MOXHble NCTOYHUKN ANEKTPOMarHnTHbIX NomMex:

° CyYnTbIBaTesu, L] pene nepemMeHHOro Toka,

e  NWHWWN Nepefay NepemMeHHOro Toka, ¢  TUPUCTOPHbIE PEerynaTopbl CBETA,
o AreKTporeHeparopsbl, o MOHUTOPbI KOMIMbOTEPOB,

o aAneKkTpoaBuraTersnu, o JINHUK nepenay KOMIMbTEPHBLIX U

TenedOHHbIX CUrHarOoB.

Ta6nuua 1. Kabenu, npumeHsieMble NpyU MOHTaXKe KOHTponnepa

Makc.
KabenbHoe coegnHeHume Tun
OnvHa, m

OBYXunbHbIN Kabenb ¢ ce4eHnem NpoBoAOB He
MCTOYHMK NUTaHUA — KOHTponnep 10 >

meHee 0.75 mm* (Hanpumep, LLUBBIM).

UeTblipe BUTbIE Napbl HE HWXKE NATOW KaTeropmm ¢
KonTponnep — Ethernet 100 P P 5 P

ceyeHmeM nNpoBoaoB He MeHee 0.2 Mm-.
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8.4 T[opsaok MOHTaxa

[Mpyn MOHTaXe KOHTpONMepa NpuaepKXMBanTech cregyoLwen nocnegoBaTenbHOCTU AENCTBUN:

1.
2.
3.

10.

Pacnakyite kopoGKy 1 NpoBepbTe KOMMNINEKTHOCTb KOHTpOepa.
OnpegenuTe MecTo YCTaHOBKM KOHTposnnepa.

lMpousBeante pasMeTky W pasgenky OTBEepCTMM Ha YCTAHOBOYHOM MOBEPXHOCTM AN
KpenneHns MeTanin4yeckoro OCHoBaHusi U NPoOBOAKN kabenen nutaHuna n Ethernet (puc. 2).

MposeanTte kabenu nutaHua u Ethernet K MecTy yCTaHOBKM KOHTpornepa (cm. Tabn. 1).
KoHCTpykumMs  koprnyca KOHTposnfepa Mo3BOMseT OCYLWECTBUTb Kak CKPbITYD MNOABOAKY
kabernewn, Tak U BHELLHIOW, CBEPXY UM CHU3Y.

OcnabbTe BMHT, PacMoNIOXEHHbIA B HUXKHEN YacTu Kopryca KOHTposnsepa v Kpensilmin ero K
MeTannM4eckomy ocHoBaHuo. CHUMUTE MeTanMy4eckoe OCHOBaHue.

3akpenuTe MeTannnyeckoe OCHOBaHWE Ha YCTaHOBOYHOMW MOBEPXHOCTU C MOMOLLBIO YeTbIpex
LLYPYOB.

Mpn HeO6X0QMMOCTM YCTaHOBUTE NEepeMbIYKY (aKamnep) Ha pasbem XP1 cornacHo pasa. 8.5.
BHumaHue!

PeKomeH,qyeTcsq OCTaBMATb 3anac ANuHblI kabenewn, MOAKMHYEHHBIX K KOHTpOJNepy,
[OCTaTOYHbIN ONA oTBeAEHUS KOHTpO1epa OT CTE€HbI N A0CTYMNa K NnepeMblyKe.

Moakntounte kabenb NUTaHMs K KNEMMHOW konogke +712V Ha nnaTe KoHTponnepa.
Mogkntounte kabenb Ethernet Kk pasbemy Ha nnaTe KOHTpornsepa.

lpumeyaHue:

Mopsimok noaknoyeHus KoHTponnepa Yyepes PoE-cnnnuttep onucaH B MNpunoxexun 2.

YcTaHoBuUTE KOHTpO1ep Ha MeTanin4yeckoe oCHoBaHMe 1 3akpennte ero ¢ NnoOMoLbo BUHTa B
HWXHEN YacTun Kopnyca.
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PucyHok 2. PaameTka oTBepCTUI ANA YCTAaHOBKU KOHTposnepa
(nyHKTMpPOM nokasaHbl rabapuTbl Kopnyca u MecTo AnA oTBepcTUs nop Kadenm)
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8.5

Bbi6op cnocoba 3apaHus IP-agpeca

BHumaHue!

YcTaHoBKa nepemMblyek SOMKHA NPOU3BOANTLCS TOMBLKO NPW BbIKMHOYEHHOM 060pya0oBaHUM
M OTKNtoYeHHbIX UTT.

Bbibop cnocoba 3apaHusa IP-agpeca KOHTponnepa OCyLIeCTBRSETCA YCTAHOBKOW WIM CHATUEM
nepembivkM (gkamnepa) Ha pasbem XP1 Ha nnate KoHTponnepa. [na goctyna kK pasbemy XP1
HeobX0OUMO CHSATb MeTanfIMYecKMn 3alUWUTHBbIA  3KpaH, OTBUHTMB 4 wypyna. Bo3mOXHbl
cnepytowme cnocobbl 3agaHus IP-agpeca:

1.

Monb3oBaTenbCKNn pexnm. Nepemblyka cHATA.

Ecnu IP-agpec (wnto3, macka noacetn) He Obil M3MEHEH Nonb3oBaTenem, KOHTponnep
paboTaeT c 3aBoackumm yctaHoBkamu: IP-agpec 1 MAC-agpec ykasaHbl B nacnopte 31 un
Ha nnarte KOHTponnepa; Macka noacetm 255.0.0.0;

IP-agpec wnto3a 0.0.0.0.

Ecnu IP-agpec (wnto3, macka noacetn) Obil M3MEHEH MOfb3oBaTeneM, TO KOHTponnep
cpasy, 6e3 nepeknyeHns NMTaHus, Ha4YMHaeT paboTaTb C HOBbIMM HAaCTPOMKaMMU.

lMpumeyaHue:

M3meHeHne ceTeBbIX HACTPOEK KOHTponnepa Bo3MoxHO oT [1K yepe3 Web-nHTepdenc
unu 13 MNO. MNpun atom KoHTponnep 1 MNK 4omkHbI HAXOAUTLCS B O4HOM NOACETU.

2. «IP MODE» lNepeMblyka B nonoxeHue 1-2.

Pabota B ceTax ¢ guHamumyeckuMm pacnpegeneHnem IP-agpecoe (DHCP-npotokon).
lMopaepxmBaloTCA TONMbKO OCHOBHbIe onuuu npotokona DHCP — nonydexue IP-agpeca,
wnto3a n mackm nogcetn ot DHCP-cepeepa.

3. «IP DEFAULT» lNepemblvka B nonoxeHue 2—3.

KoHTponnep pabotaeT ¢ 3aBoackummn yctaHoBkamu |IP-agpec n MAC-agpec ykasaHbl B
nacnopte Al 1 Ha nnaTe KOHTponnepa; Macka noacet 255.0.0.0;

IP-agpec wnto3a 0.0.0.0.
Maponb Ana gocTtyna K KOHTponnepy copacsiBaeTcs.

lpumeyaHue:

Monb3oBaTenbckne yctaHoBku |IP-agpeca (wnto3a, Macku nopcetv), ecnv oHu 6binu
3agaHbl, npu nepexoge B pexum «/P DEFAULT» coxpaHAlTca B NMaMaTU KOHTpornepa.
Mpn obpaTHOM nepexode B NONb30BATENbCKUN PEXUM (CHATMM NEpPeMbIYKU) KOHTpoOnnep
cpasy HayHeT paboTaTtb C HAMW.

Tabnuua 2. BapnaHTbl yCTaHOBKM NepeMbIYKu Ha pa3bem XP1

Ne PacnonoxeHue nepembiyku Ha XP1 Cnocob6 3apaHus IP-agpeca
il ——=""]
1 XP1 qi— Monb3oBaTeNbCKUIN PEXUM
=
] -
2 XP1 =2 «IP MODE»
o —
L=
3 XP1 52 n «IP DEFAULT»
)
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9 SKCIMNYATALUUA

9.1 Bknro4yeHue KOHTponnepa

Mogknounte UM K ceTn Cc Hanps)KeHMeM M 4acTOTOMW, yKasaHHbIMW B €ro 3KchnnyatauuoHHOM
OOKyMeHTaumn. Ha akpaHe KOHTponnepa MnosSBUTCHA OKHO 3arpysku, Mo OKOHYaHUM KOTOPOW Ha
3KpaHe NOsIBUTCS OCHOBHAs MHAMKALMSA OEXYPHOro pexuma (cMm. pasg. 9.6).

9.2 MopkntoyeHue no cetu Ethernet

[ns nogkno4veHns K KoHTponnepy no cetn Ethernet HeobxogMmo, YToObl KOMMLIOTEP HAXOAWUSICS B
OLHOW MOACEeTN C KOHTposiepoM. [Ans 3Toro npyv NepBoM MOAKOYEHUM MOXET noTpeboBaTbCs
N3MEHUTb CETEBbIE HAaCTPOMKN KOMMbIOTEpPA.

Mo ymonyaHuio KoHTponnepy BbigaH IP-agpec 13 10-1 nogcetn, noatoMy Heobxogmmo gobasuTb
B gononHuteneHble napametpbl TCP/IP komnbtoTepa IP-agpec: 10.x.X.X (X-NpOM3BOSbHbIE YNCNa)
n macky nogcetn 255.0.0.0. Hannume Ttakmx cepsepoB unu cnyx6, kak DNS u WINS, He
Tpebyetca. KoHTponnep npu 9TOM AOMKeH ObiTb MOAKMIOYEH B TOT XE CErMeHT ceTu wunu
HEeMNnoCpeACTBEHHO K pasbeMy CeTEBOM KapTbl KOMMbOTEPA.

MNocne NoAKmnioYeHNss ceTeBble HAaCTPOMKN KOHTPOrepa MOXHO M3MEHUTb Ha PEKOMEHAOBaHHbIe
cucTeMHbiM agMmuHucTpaTopom mn3 MO unu yepes Web-nHtepderic.

9.3 KoHdwurypauus

Mopsanok koHdUrypaumm KoHTponnepa:

1 NopgknounTtechk kK Web-uHTepency KoHTponnepa ¢ NoMoLbo KoMMbioTepa no cetn Ethernet
(cm. MpunoxeHwne 3, n. 2).

2 [JanbHenwwyo KoHUrypaumuo MoXHO NponssoanTb nnbo vyepes Web-uHtepderic, nnbo vepes MO:
e CeteBoe 10 PERCo-Web;

CeteBoe «ba3soseoe 10 S-20» PERCo-SN01 (PERCo-SS01 «llikonay);

CeteBoe «PacwupeHHoe 10 S-20» PERCo-SN02 (PERCo-SS02 «llikona»).

HacTtpoika n paboTa KOHTponsepa peructpauum ¢ ucnonb3oBaHmem [10 PERCo-Web,
PERCo0-S-20 (PERCo0-S-20 «llikona») onucbiBaloTca B PykoBOACTBaxX agMUHUCTpaATOpa AaHHbIX
CUCTEM.

CeteBoe O Bbl mMoxeTe npuobpectn y odmumanbHbix gunepos komnaHum PERCo. Takxke
ykasaHHoe MO, nopsgok ero NMUEeH3NpOBaHUA U 3NIEKTPOHHbIE BEPCUN PYKOBOACTB NOMb3oBaTens
Ha MO poctynHbl Ha caunte komnanum PERCo www.perco.ru B pasgene [Mopnepxka >
MporpammHoe obecne4veHue.

9.4 TMMpwuHUMN paboTbl MyNbTUhOPMATHOro cYUTbLIBaTENA

CunTtbiBaTEnb OGecneynBaeT (3aBoacKkasi yCTaHOBKA):

e CuuMTbIBaHWE Koaa C naeHtudukatopoB Proximity ¢ paboyen yactoton 125 kl'y npon3BoacTBa
HID Corporation, a Takke npounssoactesa EM-Microelectronic SA’:

e UTeHMe YyHuKanbHoro naeHtudgpukatopa UID (c paboyen vactotom 13,56 MIL) ¢ kapTbl unum
TpaHcnonaepa ISO/IEC 14443 A/MIFARE, B TOM 4nicne C NnaTexHbIX KapT C TEeXHOMNornemn
GeckoHTakTHbIX nnaTtexen PayPass;, a Takke YTEHMEe YHUKanbHbIX WMAEHTU(UKATOPOB CO
cmapTdoHoB ¢ doyHkumen NFC.

Kpome TOro, ¢ uenbio noBbIWEHMA YpPOBHA 6e30MacHOCTU cUCTeMbl AOCTyna npegycMmoTpeHa
BO3MOXHOCTb WCMOMb30BaHUSA WAEHTUMUKALUMOHHOW MHGopmauun D n3 BHYTpPEeHHeNW namsATu
KapTbl unu TpaHcnoHgepa ISO/IEC 14443 A/MIFARE, npn atom TpebyeTcsi AOMONHUTENBHOE
nporpaMMunpoBaHue (ganee — KoHgu2ypayus) cuuTbiBaTeNa macTep-kaptomn (pasa. 9.4.2).

CumnTbiBaHMEe Koga NPOUCXOAMT MpU MOAHECEHUN MAeHTUdMkaTopa K cuuTbiBatento. Mpu aTtom
naeHTumKaTop MOXET HaxoouTbCa B KapmaHe, B OyMaxHuke wnuM B nboM  Opyrom
pagnonpo3pavyHoM KOHTEnHepe (dyTnsape).

MpegenbHoe paccTosiHMe, Ha KOTOPOM  cuuTbiBaTeneMm obecneumBaeTcd  CUYUTbIBaHME
naeHTMKaTopoB, 3aBUCUT OT TMNa naeHTudukaTopa (cm. pasa. 3).

T CunTblBaHME KapT AaHHbIX OPMATOB MOXKHO OTKMOUMTL (CM. pasgen 9.4.2).

8


http://www.perco.ru/

KoHTponnep pernctpauun PERCo-CR01.9 LICON

9.4.1 OcobeHHOCTU paboTbl co cmapTcoHamu ¢ pyHkumnen NFC

UT06bl CMapTgOH MCnonb3oBaTh B KayecTBe uaeHTUduMKaTopa JocTyna, Heobxoaumo, YTtobbl Ha
HeM Gblna BkroveHa yHKUMs ncnornb3oBaHust NFC (B HacTpoiikax caMoro cMapTdoHa).

B cmaptdoHe ¢ OC “Android” B kayecTBe mgeHTMdukaTopa 4OCTyNna UCMonb3yeTCs YHUKalbHbIN

naoeHTndukatop, reHepupyemblnn npunoxeHvem «PERCo.[octyn» (6ecnnatHoe, umeetca Ha

pecypce «Google Play») aoBymsi cnocobamu:

— nmbo cnyyanHblM 06pa3oM (BEPOSITHOCTb COBMNagEeHNA MAEHTUPUKATOPOB HUYTOXKHO Mana);

— 1nmbo Mo XenaHuw nofnb3oBaTens MOXHO ucnonb3oBaTb IMSI — nHomBuayanbHbIA HOMEpP
aboHeHTa, accoummpoBaHHbIn ¢ SIM-kapTo cMapTdoHa, B 3TOM Cryyae NpuroXXeHne Moxet
3anpawmBaTtb AOCTYN K KOHTaKTam TenedgoHa.

[nsa koppekTHon paboTbl npunoxenns « PERCo.floctyn» Heobxoamnma sepcua OC “Android” 5.0 n
BbiLUE.

B cmaptdoHax “Apple” (OC “0S”) B kadectBe uaeHTUdMKaTOpa WCMNONb3YETCS YHUKalbHbIN
Token, NpuBSA3aHHbIA K OOHON 13 GAHKOBCKMX KapT, SMYNUPOBaHHbIX HAa cmapTdoHe, (T.e. nepea
ucrnonb3oBaHnem B CKY[l Heobxogumo Oyger Ha cMapTdOHE akTMBMPOBATb WMMEHHO 3Ty
©aHKOBCKYIO KapTy), YCTaHOBKa LOMOMHUTENBHOIO NpUnoXeHnsa He Tpebyetcs.

Ona wcnonb3oBaHua cmapTdoHa ¢ dyHkumen NFC B KadecTBe wugeHTudukatopa Joctyna
HeobxoanMmo:

1. B nporpammHom obecneveHun CKYL, PERCo B pa3genax, KacalLluxcs HacTPonku paboTkl C
kaptamn MIFARE, BKMOUNTb (PYHKUMIO MCMNOMNb30OBaHUS CMapTdoHa (MO yMOM4YaHMK Ha
cuMThiBaTENSAX M B NporpaMmMHom obecnevyeHun PERCoO — Bkro4yeHa).

2. MNMpn  HeobxoguMmocTM  co3gaTb  MacTep-kapTy € OaHHOWM  koHdwurypaumem  un
nepekoHUrypnpoBaTh el BCe UCMNOoSb3yeMble B CUCTEME U3AEeNUs CO CYUTbIBATENSAMU KapT
MIFARE (oTaenbHble cYATbIBATENMW, CYUTLIBATENM B COCTABE KOHTPOSNEPOB U CYMTLIBATENN B
COCTaBe 9JIEKTPOHHBIX MPOXOAHbIX, MO YMOSMYaHWIO Ha BCEX W3OENUsIX YCTaHOBNEHa
KOHpurypaumsa gnsa pabotel co cmaptdoHamm ¢ NFC).

3. 3aHectn ngeHtudmkaTop co cmaptdoHa B 6a3y gaHHbix [10 PERCo-Web, PERCo-S-20 wnn
PERCo-S-20 «Lllkona», kak 0bbl4HYIO KapTy AocTyna:
e BpYy4YHYylO, MOMy4yMB HOMEp wuaeHTUdukatopa B CMapTOHE yepe3 NpuUnoXeHue
«PERCo.locTyn» (Tonbko ans cmaptdoHoB Ha OC “Android”);
e aBTOMATMYECKM MpY NOMOLUM cyMTbIBaTEns 4vepes3 koHTponnep CKY[ wnu ¢ nomousto
KOHTpOnbHoro cunteiBatens PERCo-MR08, PERCo-IR18 vnn PERCo-IR15.9.

Hanee cmMapTOH MOXHO MCNONb30BaTb B Ka4YecTBe uaeHTudukaTopa ons peructpauum YPB B
kKoHTponnepe PERCo-CR01.9 LICON.:

- [Onga 6onblnHCTBA COBPEMEHHbIX cMapTdoHoB ¢ OC “Android” nocne 3arpy3ku NpunoXxeHus
«PERCo.floctyn» Onsi MCNonb30oBaHMA €ro B KayecTBe wuaeHTudukatopa AOCTaTOYHO
pa3bnokmpoBaTtb CMapTOH M MOAHECTM €ero K cuuTbiBaTento (B HacTponkax TtenedoHa
obsi3aTenbHO JOMmKeH ObiTb paspeweH obmeH gaHHbiMu no NFC). OgHako Onsi HEKOTOPbIX
mMogernen cMapTdOHOB MOXET MOHagoOUTbCA KaXabli pa3 nepeq nogHeceHUeM OTKpbIBaTb
npunoxeHne «PERCo.flocTyny.

- Onga cmaptdoHoB “Apple” (OC “iOS”) AoCTaTOYHO NPUIOXNUTL CMAPTOH K CYUMTbLIBATENO, NPU
9TOM CMapTgOH AOMKEH aBTOMaTU4ECKM Nepentn B pexum “Apple Pay” (pexum onnatbl), 1
npontn ayteHTudukauuo (“Face ID” unu “Touch ID”). Tpwn atom, ecnn K ngeHtudpukatopy B
CKY[L PERCo npuBsizaHa 0aHKOBCKasi KapTa, He YCTaHOBIIEHHas B cMapTdoHe Mo
YMOSYaHWIo, TO OOMNOMHUTENbHO ewe ee npuaeTcs BbiOpaTb M3 cnmvcka GaHKOBCKMX KapT,
NPUBSA3AHHbIX K CMapT(OHY.

lpumeyaHue:

B CKY[ PERCo onda ngeHTugukaumm ¢ noMoLLblo CMapTdOoHa MCMNOMb3YyTCs TONbLKO Takne
OaHHble, KOTOpble HMKakMm obpa3oM He MOryT MNoBMUATL Ha ypoBeHb 6Ge3onacHOCTM
nepcoHanbHbIX AaHHbIX BNagenbLa, B TOM Y1cnie 1 Ha 6e30nacHOCTb AaHHbIX O 6GAaHKOBCKMX
KapTax.
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9.4.2 KoHdwurypaumsa cuntbiBaTens ansa pabotbl ¢ kaptamu Mifare

lMpumeyaHue:

KoHdurypauusi cuntbiBatenss — 3To NOMHOCTbIO HE3aBUCUMMbIA NPOLECC, BO BPEMSI KOTOPOro
CYMTbIBATENEM UTHOPUPYIOTCS KOMaHAbl OT KOHTposepa.

Oco6eHHOCTU paboTbl C MacTep-KapTamu:

1.

MacTep-kapTbl Cry»aT Ans nepeHoca darna KoHpuUrypaumm cuntbiBaTenein u3 Komnbtotepa B
NnamsTb CYNTLIBATENS U NPOrPaMMMPYIOTCS C MOMOLLbHO KOHTPOMBHOMO CYMTLIBATENS.

BHumaHue!

3anporpammupoBaTb  Kak  MacTep-kapTy  MOXHO  TOMbKO  KapTy  CcTaHgapTa
MIFARE DESFire Ev1 (MMeloTCa B KOMMNEKTE KOHTPOSbHOIO CYMTbIBATENS).

Mpn HeobxogumocT, NpuM MNPOrPAMMUPOBAHUN  MacTep-KapTbl MOXHO  U3MEHUTb
BO3MOXHOCTb CUYUTbIBAHMS Koda C wuaeHTudgukatopos HID w EMM, no ymonyaHuo
YCTaHOBMEHO «0ax.

Mopsgok nporpammMuMpoBaHusa MacTep-kapThl (Kak MepBUYHON, Tak U BCEX MOCnenytoLwmnx)
ocywectensietca B O cuctem PERCo-Web, PERCo0-S-20, PERCo-S-20 «llikona» n
npuBeneH B PyKOBOACTBAxX agMUHUCTpaTopa Ans AaHHbIx MO.

Kaxgasa KoHurypaums cumTbiBaTENEN MMEET MNOpsiaKoBbIA HOMEp (ganee — ypOoBeEHb
KOHurypauum), KoTopbii aBToMaTU4Yeckn yBenuuuBaeTcs Ha 1 Mpu Kaxaom ee U3MEeHeHUn
(Ha K Bcerga xpaHUTCS TOMbKO TEKYLLUIA YPOBEHb KOHUIypaLmn).

Mpw 3anucK koHUrypaummn cuMTbiBaTeNen Ha MacTep-kapTy B Hee 3anucbiBaeTCs U TEKyLLWiA
YpPOBEHb KOH(Urypaumu.

CunTbiBaTENb C 3aBOACKMMU YCTAHOBKaMW BOCMPUMET Kak MacTep-kapTy TONbKO NepBUYHYIO
mMacTep-kapTy (C NepBbIM YPOBHEM KOHMUrypauum).

CunTbiBaTENb C YCTAHOBMEHHOW MNONb30oBaTenemM KOHGUrypaumMen BOCNpUMET Kak MacTep-
KapTy TONbKO Ty MacTep-kapTy, Yei ypoBeHb Bbllle TEKYLLEro YPOBHSI KOHUrypaLmm.

Mocne ycnewHon KoHUrypaumm cuuTbiBaTens MUCNonb3oBaHHas MacTep-kapta 6Gonblie He

Oygetr sBNATbCA O HEro MacTep-KapToW, T.K. Tenepb 3anucaHHbli Ha Hee YpPOBEHb
KOHGUrypauumn He OyaeT Bbille 3anncaHHOro B NaMaTb CYMTbIBATENS.

AnNropuTM NnporpaMMmMpoOBaHUA CUMTbIBaTENEeN C MOMOLLIO MacTep-KapTbli:

1.
2.

3.

4.
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3anporpammupynte B 1O mactep-kapTy.

lNMogHecuTe MacTep-kapTy K cuuTbiBaTento. Ecnu macrtep-kapta KOppekTHa Ans [AaHHOro
cunTbiBaTENS W YPOBEHb KOHUrypauun ee Bbllle, Yem 3anuvcaHHbIn B cyUTbiBaTene, TO
cunTbiBaTENb BOCNPUMET €e Kak MacTep-kapTy W nepevgeTr B cocTosHue «OxuaaHue
KOHUrypauum» (3ByKOBYH MHOMKALMIO Ha4Yana AaHHOro pexuma cMm. tabn. 1).

[o ucteyeHua 10 cekyHA nocrne nNepBOro NoOAHECEeHUs elle pas NogHecuTe K CYUTbIBATEnN
3Ty Xe MacTep-kapTy. CunTbiBaTeNb CYMTAET C HEE AaHHble HOBOW KOHUrypauuu, 3anvet
nx cebe B aHeproHe3aBMCMMYIO NamMaTb U Ha 1 cek nepengeT B cocTtosiHne «KoHdurypaums
n3MeHeHa» (3BYKOBYKD WHOMKAUMIO [JaHHOro coctosiHus cM. Tabn. 1). lNocne aToro
cunTbiBaTENb NepenaeT Kk paboTe ¢ yCcTaHOBKaMM U3 HOBOW KOHOUrypaLuuu.

Ecnn B TeueHune 10 cekyHa He BygeT BTOPOro nogHeceHus MacTep-kapThl, TO CYMTbIBATENb HE
M3MEHUT CBOK KOHdMrypauuio, nNpu 3TOM [aHHasi MacTep-kapTa OCTaHeTcs Ans Hero
pencteyowen. CuutbiBatenb nepervaetr u3 coctoaHua «OxugaHue KoHdurypaumm» B
npegblayLLee COCTOSHKE.

AHanorn4yHo 3anporpamMmmupymnTe BTOPON CYMThLIBATENb KOHTPOINepa permcrpauuu.

Tabnuua 3. 3ByKoBass UHAUKALUS BCTPOEHHOrO CYUTLIBaTENs Npu KOHUrypaumm

CocrtosiHue 3ByK
O>xmpaHue nocne NepBoro NpegbsBneHNs MacTep-kapThbl 0,2 cek
YcnelwHas KoHUrypaums cumteiBaTens (BTopoe npeabsiBrieHne MacTtep-kapThl) 1 cek.
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Pa6oTta ¢ naponsimm mactep-KkapThbl:

OpHoM 13 cTeneHen 3awWmTbl MacTep-kapThl ABMseTCA ee naposnb. PekomeHgauun no naponsim
ANa MacTep-KapT NpuBeAEeHbl B PyKOBOACTBE MO JKCNIyaTauumn KOHTPONbHOro cumtbiBatens. MNpu
KOHUrypauum cuymTbiBaTENSA NEPBUMYHOM MacTep-kapToW napofb ANs Hee, YCTaHOBMEHHbLIN Ha
3aBOfe-N3roToBUTENE, N3MEHSETCS Ha HOBbIN, 3adaHHbIn B 0. Mpu cnegytoLwen KoHdurypauum
cuUnTbIBaTENb BOCMPUMET KakK MacTep-KapTy TONMbKO MacTep-KapTy C 3TUM Naposem.

Mpn BO3HMKHOBEHUN HEOOXOAMMOCTU M3MEHWUTb NapoSfib MacTep-kapTbl (Hanpumep, B criyyae ero
BO3MOXHOM AuckpeguTaumn) 3anporpammupynte B 1O macTep-kapTy € uMHgopmaumen o
nepexoae Ha HOBbIV Naposib N NePeKkoHUrypupymnTe et ece Ucnonb3yemMble B cucteme nsgenng
Co cuuTbiBaTenamu kapt MIFARE, KoTopble nNporpaMMmMpyroTCsl MacTep-kapTonm (MpocTo
cyYuTbIBaTENN, CYMTBLIBATENN B COCTaBe KOHTPOMEPOB M CUMTbIBATENWN B COCTaBE IANEKTPOHHbIX
NPOXOAHbIX), B TOM YMCIIE€ N BPEMEHHO BbIKITHOYEHHbIE.

lMpumeyaHue:

“F Ecnum cuntbiBaTenb Kakoro-nmbo mnsgenus (C HeHyrneBbiM YPOBHEM KOHAUrypaumm) He Obin
nepekoHUrypmpoBaH MacTep-kapToh C MNepexo4aoM Ha HOBbI Napofb, a naporsb
NMOMEHSNCA ewe pas, TO AaHHbIN cuuTbiBaTenb Heobxooumo OyneT KoHghueypuposamb
deaxxObl — CHayana macTtep-kapTon ¢ NpeablayLMM U3MEHEHMEM Napons, a NoTOM MacTep-
KapTol C HOBbIM M3MeHeHMeM napons. Ecnn mactep-kapTbl ¢ NpeabigylumMm U3MeHEHMEM
naponsi HeT (MoTepsiHa, nepesanucaHa W T.n.), TO u3genue C AaHHbIM CuYMTbIBaTENEM
Heob6xoouMMOo npucrnaTh Ha 3aBO4-U3rOTOBUTENb AnNs ero cobpoca K 3aBOACKMM yCTaHOBKaM,
nocrne 3TOro ero MoxHo OyaeT cKoHUrypupoBaTb, CO34aB MEPBUYHYO MacTep-KapTy C
nepexoaom Ha nocrnegHuin naponb. AHanorMyHoO criegyeT noctynatb npu gobasneHun B
CUCTEMY HOBbIX CYUTbIBATENEN C 3aBOACKMMWN YCTAaHOBKaMMU.

9.5 OO6OHoBneHue BcTpoeHHoro MO

Ona obHoBneHua BctpoeHHoro MO u cdopmatMpoBaHMa NamaATM KOHTPOSNEPOB WCMNOMb3yeTcs
nporpamma «llpowusamerb», Bxogsawas Bmecte ¢ dpannamm npowmsok B coctas MO «/Ipowuska
koHmpornnepoe PERCo0-S-20». AKTyanbHyl0 BEpPCUO MNporpammbl MOXHO cKadaTb Ha canTe
www.perco.ru B pasgene lMoppepxka > [MporpammHoe ob6ecneyeHume. Takke oOGHOBMNeHue
BCcTpoeHHoro MO u dopmaTupoBaHne namaT BO3MOXHO npu nomowm Web-nHtepdelica
KOHTponnepa B pasgene AuarHoctuka (cm. MNMpunoxenune 3, pasg. 8).

I BHumaHue!
: lMocne dopmaTupoBaHWs MNaMATM KOHTposnsnepa HeobxoaAumo, MCMonb3ysd nporpaMmmy
«lMpowusamernby», 3aHOBO YCTaHOBUTbL WpUdThl. Pannbl wpndToB BXogaT B coctas 10

«lMpowuska koHmponnepos PERCo-S-20». lNocnegoBaTenbHOCTL Onepauun CMOTpu B
WMHCTPYKLMM NO NpoLumBke koHTponnepos PERCo.

9.6 Pexumbl paboTbl U UHOAUKaAUMA

3ByKOBasi UHAUKauus

KoHTponnep nMmeeT BCTPOEHHbIN 3BYKOBOW Nbe30KEPaMUYECKNA N3NyvaTeNb, BKIIOYAOLNACSA:

e oaHokpaTHO Ha 0,2 cek Npu NOAHECEHMM KapThbl, yOOBNETBOPSOLLEN BCEM KPUTEPUAM OOCTYNA;

e [Baxdbl NpW MNOAHECEHWM BCEX OCTanbHbIX KapT (kapT C nbbIM  HapyLleHnem wunm
HepaspeLLEeHHbIX KapT).

Takke 3ByKOBasi MHAMKALMA MCMNONb3yeTca Npu KOHUIypupoOBaHUM BCTPOEHHbIX CHMTbIBATENen

MacTep-kapTon (cMm. pasa. 9.4.2).

Nupgukaumns XXKU

B nexypHom pexume XK koHTponnepa otobpaxaer:
e TeKyllee CUCTEMHOE BpeMs;
e yKasaTenu Ha TO, KaKOMY U3 CYMTbIBaATENEN COOTBETCTBYET «8X00», KAKOMY «8bIX00».

lMpumeyaHue:

TekcT Hagnucen n coobuweHnn, BoiBoanuMbix Ha YKKW, moxeT ObiTb nameHeH B MO. MNpu
onucaHnm B [daHHOM pPYKOBOACTBE WCMOMb3YOTCA 3HAYEHUsl, YCTAHOBMEHHbIE MNpU
NpPOun3BOACTBE KOHTpOnepa.
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PykoBoacTBO No aKcnnyatauum

B Tabn. 3 npeacTtaBneH nepeyvyeHb BO3MOXHbIX Co00OLWeHun, oTobpakaemMbix Ha XKW npu
npeabaBneHnn ngeHTudukaropa.

Taonuua 4. Uupukauusa XXKU

NHaukauusa Perucrpupyemoe cobbiTue

LexypHbI pexunm.

Jybapes OWN
B}; ) ﬂl «[poxod»

HeT HapyweHui.
09:00

Jybapes O W
B X0 «lpoxo0, HapyweHue BPEMEHW»
,ﬂ, HapyweHne yka3aHHOro B MapameTpax KOHTponnepa
KpUTEPUSA KOHTPONSA MO BPEMEHW.

«lMpoxo0, HapyweHue SOHATTbBHOCTU »

«lMpoxo0, HapyweHue BPEMEHW u SOHAJTbHOCTU»

Mpun ycTaHOBKe 3Ha4yeHMsA napameTpa 3awuTbl OT nepeaayun

naeHtTndukaropon (Antipass): Markas.

3amKCMpoBaHO HapylleHWe mokanbHOM wunu rnobansHon

SESIPARIRR A | 30HaNbLHOCTU, TO €CTb MOBTOPHbIA BXOA UMW BbIXOA, U3 30HbI

S ! KOHTpONS, Nnbo naeHtTndmrkaTop He Obin 3aperMcTpMpoBaH Ha

dybapes O W npeablayLLeit Toyke npoxoaa.

HapyleHue 30Hb! BXOg, Mpn HapyLeHnn NokanbHOM 30HaNbHOCTN:

e Ecnu HanpaBneHwe npoxoda, ykasaHHOe B coobLieHuu,

13,30 coBrnagaeT C XXefaeMbiM HanpasfieHneM npoxona, To Bbl
" 3abbINM NoAHEeCTU KapTy Npu nocrnegHem npoxoae B
NPOTMBOMOSIOXXHOM HarnpaBfieHUN.

e Ecnu HanpaBneHune npoxoda, ykasaHHOe B COOOLLEHNN, He
coBMajaeT C XenaemblM HanpasrieHMeM nNpoxoaa, TO Bbl
OWMOGOYHO MnoAHecnu KapTy K CUYUATbIBaTesno, He
COOTBETCTBYHOLLEMY HanpasneHuro npoxoaa.
MogHecuTe KapTy K 4pyroMy CHMTbIBATENHO.

B cnyyae HapyleHus rnobanbHON 30HaNbHOCTM HEOBX0OUMO

BEPHYTbCA K npegbiaylwen Touke npoxoda W COBEpLUUTb

KOPPEKTHbIN MPOXOA.
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UHpgukaums Peructpupyemoe cobbitue

«[Mpoxod He 3apeaucmpuposaH, HapyweHue
Bxon 30HAJ/ILHOCTM»

HE 3aperMcTprpoBaH

«[poxo0d He 3apeaucmpuposaH, HapyweHue BPEMEHW u
3OHAJIBHOCTU »

AHanorm4yHo npegpiaywemMy, npu YCTAHOBKE  3HA4YeHUs
napametpa 3awuTtbl OT nepepaym waeHTUdUKaATOpPOB
(Antipass): XKecTtkas.

HapylweHwe 30Hb!

«lMpedbseneHue udeHmughukamopa, udeHmucghukamop HE
SAPEMMCTPUPOBAH»
«lMpedbseneHue udeHmudgbukamopa, udeHmugbukamop

Ka PThbl SATMPELLEH>»

«lMpedbseneHue udeHmughukamopa, udeHmugukamop u3
HeT B CNMUCKe CTO[-JIMCTA»

«lpedbseneHue udeHmudgbukamopa, udeHmugbukamop
FNPOCPOYEH»

KapTbl HET B cnncke KoHTponnepa, kapta ns CTOlMN-nucta,
KapTa C UCTEKLINM CPOKOM AEUCTBUS U T.1.

10 YCTPAHEHWE HEUCIMPABHOCTEN

Bo3MOXHble HEMUCMNPaBHOCTW, YCTPaAHEHWE KOTOPbIX MNPOW3BOAMTCS MOKynaTtenem, npuBeneHbl
Hwke. Ecnm HeucnpaBHOCTb YCTpaHUTb He yAanocb, pekomeHgyem obpatuTbCa B OAMH U3
CEPBUCHBIX LEeHTpoB KomnaHum PERCo. Cnucok cepBUCHbIX LIEHTPOB MpMBEAEH B nacnopTe
nsgenus.

10.1 KoHTponnep He paboTaeTt

anI‘-II/IHaMI/I HEUCrNpaBHOCTU KOHTpOINepa MoryT ObITb:

1. OcnabneHwune KpenneHna Knemm Kabenen B KNeMMHbIX Korogkax nnarbl KOHTpOIiepa —
noaoTaHUTe OTBepTKOVI BUHTbI KNeMMHbIX KOJTOAOK.

2. HeucnpaBHocTb UM koHTponnepa — nposepbTe WM.

3. Bbixog U3 CTPOsi 3MEKTPO-PaAMO-35IEMEHTOB, YCTAHOBMEHHbIX Ha MraTte KOHTponnepa —
[AaHHbIA KOHTponnep HeobxoaAMMOo NpucnaTtb B PEMOHT.

10.2 HapyuweHue cBsi3u

MprymHaMn gaHHOM HENCNPABHOCTM MOTYT ObITh:

1. HenpaBunbHO BBeAeH Napofib K AAaHHOMY KOHTponnepy. [lpoBepbTe nNpaBMIbHOCTb
BBeaeHHoro B O napons.

2. HeucnpaBHOCTU, cBA3aHHbIe ¢ KoMnblTEPOM (C 1O, ¢ 6azamn gaHHbIX U T.M.).

[unarHocTuka JaHHOW HeUCNPaBHOCTY 3aKITOYaeTCs B 3anycke KoMaHAabl:
ping x.x.xX.x, rge x.x.x.x — |P-agpec naHHOro KoHTponnepa.
Ecnu cBA3b ecTb, TO Bbl yBUAMTE CTPOKM BUAa:
OTBeT OT X.X.X.X: umcjyo Banr=32 BpeMsa<lOmc TTL=128
Ecnn cBsasu (oTBETa) HET, TO NPOBEPbTE NPaBUIbHOCTL HACTPOWKM MapLUpyTM3aumm B Baluen
ceTu.

3. HeucnpaBHocTH, cBs3aHHble ¢ ob6opyaoBaHuem Ethernet, Haxogawwmmca wmexay
KOMMNbIOTEPOM U KOHTponnepoM: kKoHueHTpatop (HUB), kommyTtatop (SWITCH) n npodyee
ceTeBoe obopyaoBaHue, BKMoyasi kabenu ceasu.

[narHoctvka gaHHOW HEMCNPABHOCTU 3aKMOYaeTCs B 3anycke KOMaHAb!:
ping x.x.x.x -1 576, roe x.x.x.x — |IP-agpec gaHHoro koHTponnepa.
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PykoBOACTBO MO 3KCMyaTauum

Ecnu cBA3b ecTb 1 cTaHgapTHbIE MUHMMarnbHbIE NakeThbl (576 6anT) He bparmeHTUpyrOTCA, TO
Bbl yBUAUTE CTPOKU BUAA:

OTBeT OT X.X.X.X: umucjo 6amur=576 Bpema<lOmc TTL=128
B paHHOM cnyyae MOXHO yTBepXaaTtb, 4TO |IP-nakeTbl He dhparmeHTUpytOTCA OO0 pasmepa
MeHbLUe 576 6anT, n BbIopaHHOEe BaMu MOAKMIOYEHME AOMKHO paboTaTh.
Ecnu nonoxutenbHbIn OTBET NOMNy4YnUTb HE yaaeTcs, TO BepoATHeE BCEro Ha nyTu creaoBaHus
IP-nakeToB HaxoguTCs ceTeBoe KOMMyTupytowee obopyaoBaHue, dparmeHTupyowee |P-
nakeTbl OO pa3mepa MeHblle 576 6anT. [poBepbTe HacTponku aToro obopygoBaHMsA, Npu
BO3MOXHOCTU yBenuubTe pasmep MTU. O6bl4HO 3TOT napameTp obo3HavaeTcs kak MaxMTU
unn IPMTU.

4. Ecnm y Bac BO3MOXHbl HECKONIbKO BapuaHTOB KOMMYyTaLMUM, TO BOCMNONb3yNTeCh
KOMaHAoM:
ping x.x.x.x -1 576 -t
KommyTupyst pasHbiMm cnocobamn, CMOTpUTE Ha Bpems OTBeTa, Bblibupass coeauHeHue,
faroLiee MakcmmarbHO BbICTPbIN OTBET.

5. HeucnpaBHOCTH, CBsi3aHHbleé C KOHTpomnepom. Bbixogq w3 CTposA 3NEMEHTOB,
obecneumBaroLwmx cBsa3b No UHTepdency Ethernet (IEEE 802.3).

[Ona pguarHoCTMKWM JaHHOW HeucnpaBHOCTM obpaTuTe BHUMaHWe Ha [f[Ba WHAMKATOpPA,
yCTaHOBIreHHbIE B pa3beMe RJ45 nogknoyeHus k Ethernet:
o [INK — (hakT nogknoyeHus:
O 3eNeHbli TOpUT — KOHTPOMNEP «BUAUTY NOAKMoYeHne K Ethernet,
O 3€eneHbll He TOPUT — KOHTPOINEP «He BUAUT» NOAKMoveHne K Ethernet;
e ACT - cakt obmeHa gaHHbIMK
O XKEenTbli, MUraeT — KOHTPONep «BMANT» OOMEH AaHHbIMK Nno Ethernet,
O KENTbIN He TOPUT — KOHTPOINEep «He BUOUT» 0OMeH AaHHbIMKU No Ethernet.

Ecnn KoHTponnep «He BUOMT» MOAKMOYeHUst K Ethernet, nogknouuTe ero k kabento, Ha
KoTopom paboTaeT Opyron KoHTpomnnep. Ecnu KoHTponnep «He yBUMAMT» MNOAOKMHYEHUE K
Ethernet, nubo cBA3b C HMM HE BOCCTaHaBIIMBAETCsl, TO 3TOT KOHTpomnnep Heobxooumo
npucnaTtb B PEMOHT.

10.3 HekoppekTHOoe oTobpaxeHue coobweHnmn XXKU

MprymHaMmn gaHHOM HENCNPABHOCTM MOTYT ObITh:
o OrtcyTcTBME WPUEPTOB B KOHTponnepe (Hanpumep, nocrne opmaTupoBaHns namdati).
Heobxoanmo 3arpy3unTb WpndThl, UCNONb3ysa nporpammy «lpowusamernby.
e HapyweHue napameTpoB koH(urypauuu. Heobxogmmo nepepgatb coxpaHeHHble B 6a3e
AaHHbiX 10 PERCo napameTpbl.

11 TEXHWUYECKOE OBCITYXUBAHUE

TexHU4Yecknin OCMOTP KOHTpOrepa NpoBoAUTCS OOCMYXMBAKOLLMM NEepPCoHArioM He pexe OAHOro
pa3a B 6 MecsiLeB 1 BKIoYaeT B ce6sl BbINOMHEHWE CrieayoLLmMX onepauuii:

e  OYMCTKM KOpryca KOHTporssiepa OT Nbifu, rpsi3n 1 NOCTOPOHHMX NPeaMETOB;

e POBEPKU KaYecTBa KpenneHus;

e POBEPKW Ka4ecTBa NOAKIOYEHUs kKabenen.

06Hapy>|<eHHb|e npu ocMoTpe HegOCTaTKu crieqyet HemMenrneHHO yCTPaHUTb.

12 TPAHCMNOPTUPOBAHUE U XPAHEHUE

KoHTponnep B OpurMHanbHOM  ynakoBke  NpeanpuaTUS-U3roToBUTENA  [OMyckaeTtcs
TPaHCMOPTUPOBAaThL TOMbKO B 3aKPbITOM TPaHCMOPTe (CamoneTax, )Xerne3HOO4OPOXHbIX BaroHax,
KOHTEMHepax, 3aKpbITblX aBTOMaLLNHaX, TPoMax U T.4.).

XpaHeHne KOHTponnepa AonycKaeTcs B MOMELLEHNSIX NMPU TeMNepaType OKpY>KatloLLero Bo3ayxa ot
+ 1°C po + 40°C n 3Ha4eHUn OTHOCUTENBbHOW BRNaxXHOCTM Bo3ayxa Ao 80% npwu +25°C.
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NMPUNOXEHUA

MpunoxeHwue 1.

CobbITus, perncTpupyemMbie KOHTPONepoMm

Tun cobbiTUA

MpumeyvaHus

Cob6biTHA, cBA3aH

Hble C npeaobsABIIeHuem MAeHTVI(pVIKaTOpOB

lNpednseneHue MpeaobaBneHHbIn nOeHTUMUKATOP HAKOrAa He nepeaasarcs B
udeHmucghukamopa, KOHTponnep, To ecTb eMy He HasHavyanucb napameTpbl
udeHmugukamop HE KOHTPOMNA B 3TOT KOHTPOMIIEP.

SAPEMMCTPUPOBAH

lMpedbseneHue MpeobaBneHHbIV MAEHTUMUKATOP ABHBIM 06pa3om 3anpeLyeH
udeHmugukamopa, B KOHTpOMnepe.

udeHmugpukamop 3ATPELLEH

lMpedbseneHue MpeabsBrneHHbIN nOoeHTUdUKaTOpP 3aHECEH B
udeHmugukamopa, CTOTlM-nncr.

udeHmugpukamop u3 CTO[ -
JINCTA

lpednseneHue
udeHmugukamopa,
udeHmugpukamop NMPOCPOYEH

Y npeabaBneHHoro naeHTnugukaTopa UCTek Cpok OencTens,
yKasaHHbI B NnapamMeTpax KOHTPOss.

lNpoxod

CobbITne, BO3HMKalOLLEE NpK permctTpaumm npoxoga 6e3
Kakux-nmbo BbISIBNEHHbIX HAPYLLUEHWUNA.

lMpoxod, HapyweHue BPEMEHW

MpeabsBNeHHbIN MaeHTUdUKATOP He yaoBNeTBOpsSeT
yKkazaHHOMY B napameTpax BpEMEHHOMY KPUTEPUIO KOHTPONS.

lMpoxod, HapyweHue
30HAJIbHOCTU

Y OaHHOro KOHTposfepa ycTaHoBIeHa «Msdarkas» 3awimra ot
nepegadn noeHTNUKaTopoB, a NnpeabaBneHHbIN
NOeHTMMKaATOP HApPYLUNI 30HANBLHOCTb, JIMOO YyCTaHOBNEHA
«KecTKasi» 3awmTa u 6bina HapyLeHa nokanbHas
30HanbHOCTb, TO €CTb Oblfla CoBepLUeHa NomnbiTka NOBTOPHOIO
BX0oJa unu Bbixoaa.

lMpoxod, HapyweHue BPEMEHU U
30HAJIbHOCTU

3710 KOMBMHAUMSA ABYX NPUYUH: NpeabsBEHHbIN
NaeHTUUKaTOP He YOOBNETBOPSIET yKasaHHOMY B
napameTpax BPEMEHHOMY KPUTEPUIO KOHTPONS U K TOMY e
HapyLLW 30HaNbHOCTb.

lMpoxod He 3apeaucmpuposaH,
HapyweHue SOHATIbHOCTU

Y OaHHOro KoHTporsifepa yCTaHOBIEHA «KeCTKasa» 3alwuTa oT
nepegadn naeHTngukaTopos. lNpeabsaBneHHbIN
naeHTudmkaTop HapyLwmn rnobanbHy 30HaNbHOCTb.

[Mpoxod He 3apeaucmpuposaH,
HapyweHue BPEMEHWU u
30HAJIbHOCTU

Y 0aHHOro KOHTpoOrnnepa yCTaHOBMNEHa «XeCcTkasa» 3aluTa oT
nepegadn naeHTngukaTopos. lNpeabsaBneHHbIN
naeHTMdmkaTop He yOOBMNETBOPSET YyKkasaHHOMY B
napameTpax BpeMEeHHOMY KpUTEPUIO KOHTPONSA N HapyLunn
rnobanbHy0 30HaNbHOCTb.

COﬁbITMﬂ, CcBA3aHHble C UBMEeHeHUneM COCTOAHUA KOHTpoOnepa

BkrniroyeHue numaHusi

LLITaTHOe BKItoYeHWe Goka NUTaHKs KOHTponnepa unu
BOCCTaHOBIIEHME CETEBOrO NUTaHMS.

BbikntoyeHue numaHus

LLItaTHOe BbIKMOYEeHWe Broka NMTaHWUsa KOHTponsepa nnm
aBapuinHoe BbIKNIOYEHWEe, CBA3aHHOE C aBapuein cetn unm
pas3pagoM akkymynsartopa.

HapyweHue ces3u

HapyweHune cesasm mexay MO cuctembl 6e3onacHocTh u
KoHTponnepom. OTkntodeHne MO oT nokanbHom ceTu.
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Tun cobbiTUA

MpumeyvaHus

BoccmaHoeneHue cesi3u

BoccTtaHoBneHnue ceasn mexgy N0 cuctembl 6e30nacHOCT U
KOHTponsnepom. NoakntodeHne K fnokanbHOW ceTu.

lNepenonHeHue xypHana
peaucmpayuu.

lMepenonHeHWe XypHarna BO3HUKaeT Nocrie 3anofiHeHns B
namaTn KOHTponnepa cBobogHoON npegnocrneaHen CTpaHuLbl
XypHana. Pasmep ogHoM cTpaHuubl paBeH 32 cobbITusM.

Oyucmka xypHana peasucmpauuu

OuucTKa XKypHarna npoucxoauT Bceraa nocrie YTeHns
nepenosiHEHHOrO XXypHarna permcTpauuu.

lNepe3saryck KOHMporsnnepa.
8HewWHul cbpoc;
cbpoc no Watchdog.

CobbiTre BO3HMKAET B CriyYae peLleHnst KOHTponnepa o
nposefdeHnn annapatHoro cbpoca. NporpaMmmHbI copoc
KOHTpoOnnepa nponcxoauT nocne 06HOBMEHNSI BCTPOEHHOMO
MO, dbopmaTtmpoBaHusa namsaTtn, NMBG0O Nocne Nepeoro
obHapyxeHus hatanbHOM HEMCNPABHOCTH.

HeucnpasHocmb KoHmponnepa.
namsimu DataFlash;

yacos RTC;

WwuHbl 12C.

dartanbHas HeMcnpaBHOCTb — BbIXOA, U3 CTPOST COCTABISIOLLNX
KOHTponnepa.

®opmamuposaHue namsmu
cobbimul

obniacmb XxypHana cobbimud;
obriacmb crniucka Kapm;
obracmp ycmaHo80K
KOHGbuzypayuu;

obriacmb rnpoepamm;

obriacmb meKyuux ycmaHO8OK.

OuuncTtka COOTBETCTBYHOLLUNX obnacten namaTu KOHTpO1epa.

TecmuposaHue KoHmporinepa
HaYamo

Mepexopn ycTponcTea B pexum « TecTupoBaHue» no KomaHge
Web-unnTtepdeiica.

TecmuposaHue KoHmMposinepa
3aeeplueHo, HeucripasHocmel He
8bISIB/IEHO

lMepexon ycTponcTea B AeXYPHbBIA PEXMM NO 3aBEpPLUEHMIO
caMoamarHocTukn. dartarnbHbIX HEUCMPABHOCTEN He
BbISIBIIEHO.

TecmuposaHue KoHmMposinepa
3a8epUWeHO, 8bIsIBEHbI
HeucrpasHocmu

3aBepLueHne caMoanarHoCTukn. BbisiBneHbl haTanbHble
HENCMNPaBHOCTM.
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MpunoxeHune 2. WMHCTPYKLUSA NO NOAKNIOYEHUIO KOHTpornepa yepes PoE-
cnnutTep

I BHumaHue!

WHCTpykuma gaHa ana cnniuMTTepoB, BXOASLWMX B KOMMMEKT MOCTaBKM AOMOMHUTENbHOro
obopynoBaHus.

OnucaHue cnnutTepa

PoE-cnnummep (panee — criummep) npegHasHavyeH Ons NogayvyM NMTaHuMs Ha YCTPOWCTBA,
nogknoyaemble no cetn Ethernet. Cnnuttep pabotaeT ¢ nNobObiMM CETEBLIMM KOMMyTaTtopamu
(manee — Switch), nogoepXuBalLWUMM TEXHOSOMNIO Nepefadn 3neKTPO3IHepruM nNo BUTOW nape
PoE v coBmecTumbiMKM cO cTaHgapTom IEEE 802.3af.

Cnnuttep npegcraBngetT cobor OnoK SMEeKTPOHWKM B NNAcCTUKOBOM Kopnyce W cHabxeH
crneayrwmMmn pasbemMamu:
Con 1 — pasbem gns nogknoyveHus kabensa Ethernet ot Switch.
Con 2 — pasbem nogkntodeHns kabens Ethernet koHTponnepa;
Con 3—pa3sbeM BbIxoga MUTaAHUA ANA  MNOAKMKYEeHMs  Kabenss  nuTaHus
KOHTponnepa.

lpumeyaHue:

[ns HeKOTOpbIX Mogenen cnnuTTepa BblOOP BbIXOAHOIO HaMpshKeHUS OCYLLECTBISETCA C
nomoLLbio nepekntodatens. Mpu pabote ¢ obopyaosaHnem komnaHmm PERCo Heobxoaumo
nepeBecTU Nnepeknovatens B nonoxeHue « 128».

TCP/IP JIBC + PoE

—2 | >=Cont rcprpin - Tepap our Con2— | < XP1

+12v  Con3— | &— xs1
PoE-splitter V+ 1

V- 2

PERCo-CRO1  #12v X=X ©

GND 2
+12V 1

repnp  S1— | &< XP2

Kabenu: Pasbembi:
1-euman napa 4»=2x0.5 XP1, XP2 - RJ45 (8P8C)
2-WBBM 2x0.75 XS1-DC2.5/5.5

PucyHok 3. Cxema noaknio4yeHnsA KoHTponnepa vyepe3 PoE-cnnuttep
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Mopsaaok noaknoYyeHns

Mpwn

MOOKMIOYEHUN  KOHTpOMnepa 4epe3  ChAnuTTep  NpUOEPXUBaWTECh  criedytoLlen

nocnegoBaTeribHOCTU OENCTBUN:

1.

4.
5.

Onpegenute MeCcTO YCTaHOBKM cnnuTTepa. He ycTaHaBnvBawmTe CNnMTTEP Ha pPacCTOSAHMM
bonee 2 M OT KOHTpoONepa.

Moakntounte kabenb Ethernet oT KOHTponnepa K pasbemy Con2 cnnutrepa.

MogkntounTe Uenu NUTaHUA KOHTponnepa k pasbemy Con3 cnnuttepa. Cxema nogknoyeHns
npvBegeHa Ha puc. 3 (WTekep ANA NOAKMIOYEHUS K pa3beMy BXOAUT B KOMMSIEKT NMOCTaBKU
cnnutTepa).

Moakntounte kabenb Ethernet ot Switch k pazbemy Con1 cnnuttepa.
Mocne Bepudukauumn mexagy Switch n cnnnMTTepom Ha KOHTponnep 6yaeT nogaHo nuTaHue.

[na oTknNioYeHus NUTaHuA KOHTponnepa otcoeavHuTe kabenb Ethernet (vaywwmi ot Switch) ot
pasbema Con1 cnnutTtepa.
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MpunoxeHune 3. Web-nnrepcgenc PERCo-CR01.9 LICON.
PykoBoacTBO nonb3oBaTens

COAOEPXAHUE MNMPUNTOXEHUA

1.  BO3MOXKHOCTU WED-UHTEPMIEMCA ....ueniieeiiieiiicee et e e 20
2. TMopgkntodeHne K Web-MHTEPMENCY KOHTPOMIIEPA. . .ceieeeeereuaeeeaaeeeieitiaaaaeeeeeeeeennnaeeeeeeeeeeennnnns 20
B T o = Vo o7 <= R 21
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1.BO3MOXXHOCTU WEB-UHTEP®EUCA

Mcnonb3osaHne Web-nHtepderica nossonseTt 6e3 nMHCTannsumm Kakoro-nmbo AonOonHUTENBHOro
MO npou3BoanTb CneayoLwme AeUCTBIUSA, Kak ANnsi CamMOoro KOHTponnepa, Tak U Anst NoAKMHYEHHbIX
K HEMY YCTPOWCTB:

*  VI3MeHsTb ceTeBble HAaCTPOWKM, Naposb AOCTYMNa U BPeMsi BCTPOEHHbIX YacoB KOHTposepa.
» 3apaBaTtb NapameTpbl cYMThIBATENEN U hopmaT KapT AoCTyna.

* 3aHocuTb B NamATb KOHTpOsepa Homepa kapT AOCTyna v onpeaensaTtb MM HEKOTOPble npaBsa
goctyna.

* [lpocmaTpmBaTtb COObITUS XypHana permctTpaumm KOHTponnepa n CoXpaHsaTb Ux B dhann.

* KoHTponupoBaTb COCTOSIHME KOHTpOMnfepa W MNOAKMYEHHbIX K HEMy YCTPOWUCTB,
npocMaTpmBaTh XKypHasn CoObITUNA.

* [lpoBoauTb AMArHOCTUKY KOHTponnepa, opmMaTUpOBaHWE e€ro namsatm M OOHOBMEHME ero
BCTpoeHHoro MO (kpome napameTpoB u cogepxaHust Tekcta Ha XKKW).

BHumaHue!

Tonbko ¢ nomowbd Web-nHtepgenca MOXHO M3MEHUTb BapwaHT pacnpeneneHuns
BCTPOEHHON NaMsTK (KONMYEeCTBO KapT / cOObITUN).

lMpumeyaHue:

. Mpn paboTe koHTponnepa Mo YynpaBfeHWeM ceTeBoro wunu nokanbHoro MO cuctem
PERCo BO3MOXeH TONMbKO MPOCMOTP KOHdurypauum, onepauum 3anpeweHbl. [locne
npekpawieHmsi pabotbl 1O 1 octaHoBkM cepBepa cuctembl PERCo nonHbin goctyn k Web-
WHTepdency BoamMoxeH, ecnn B O 6bin yctaHoBneH napameTp Paspewunts Web-
MHTepcpenc.

2. NOAKNKOYEHUE K WEB-UHTEP®ENCY KOHTPOIEPA

CBA3b Mexay KOHTPOMIEepoM U KOMMbIOTEPOM OCyLlecTBnsieTca no uHtepdency Ethernet (IEEE
802.3). Y6eautecb, YTO KOMMbIOTEP, C KOTOPOrO OCYLLUECTBIISAETCS NOOKIHOYEHNE U KOHTpoOmnnep,
HaxogaTca B ogHow noacetn Ethernet. MoxeT notpeboBaTbCA W3MEHUTb CETEBblE HACTPONKM
KOMMblOTEpPa, HaCTPOMKM ucnonb3dyemoro ©Opaysepa u npoBepuTb paboty cetn. IP-agpec
KOHTpOMSiepa ykasaH B nacnopTe U Ha nnaTte KOHTponsepa.

Onsa nogkntoyeHusa kK Web-uHTepdgency KoHTponnepa:
1. Otkponte Web-6paysep (Hanpumep, Internet Explorer).
lpumeyaHue:

. Web-nHTepdenc tectupoBancst B COBMecTHon pabote ¢ Web-6paysepamu: Microsoft IE
Bepcumn 10 mnun Boiwe, Google Chrome Bepcun 32 unu Bbiwe, Mozilla Firefox Bepcun 32
unu Bbiwe, Opera Bepcun 30 unun Boiwe, Microsoft Edge n ana MacOS Apple Safari 9 nnn
Boiwe. [Mpyu wcnonb3oBaHuMM Apyrnx ©Opay3epoB W YyCTapeBLUMX BEPCUA BO3MOXHA
HeKkoppekTHas pabota Web-uHTtepdenca.

BHumaHue!

[ns nogkntodeHunsa k Web-nHtepdoericy koHTponnepa ¢ nomollbto 6paysepa MacOS Safari
Heo6xoauMO HaCTPOUTbL KOAMPOBKY ANsA harna NpocToro TekcTa (cMm. n.9).

2. Beegute B agpecHyi cTpoky I|P-agpec koHTponnepa u Haxmute KHornky Enter Ha
knaBsuaTtype. Npn HeobxogmMMoCTM BBeAMTE Naponb JOCTyna K KOHTponnepy. Mo ymonyaHuio
naponb otcyTcTByeT. [pn BBOAE Naponsa cogepxaHue nona UMsa nonb3oBaTens He umeeT
3Ha4eHus.

3. Ortkpoetca rnaBHas cTpaHuua Web-uHTepdenca koHTponnepa. Ha rnaBHOM cTpaHuue
oTobpaxaeTcs Mofenb, KOHUrypauus, ceTeBble HACTPOWKM KOHTponnepa W Bepcus
BCcTpoeHHoro MO. Mpu kaxxgon 3arpyske rnaBHOM CTPaHWULbI HA HEW OTOOpaXKaltoTCs TekyLiue
JaHHble, CYMTaHHbIe C KOHTponnepa.
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1. lMaHenb 3aronoBka CTpaHWLUbl COOEPXMUT norotun komnaHun PERCoO v kHonkn BbiGopa A3blka
Web-nHtepdenica. Haxatnem Ha norotun komnavmm PERCO ocyuwecTBnaeTca nepexon Ha

rmaBHYylO CTpaHuLy U3 apyrux pasgenos Web-uHtepdelica.

2. BbokoBas naHenb HaBuraumm Web-nHtepdeliica. lNaHenb MMeeT crieayroLyo CTPYKTYpPY:

«Hacmpoltiku» «Cemb»

«[Maponb docmyna»

«Bpems»

«PacnpedeneHue namsimuy

«KoHuaypayus» «LLlabrioH»

«Pedakmuposamb»

«Cyumbieamernu»

«Dopmam Kapm»y»

«Kapmbl 0ocmyna»  «Bso0»

«Criucok»

«3azpysKka u3 ¢haunar

«Cobbimusi»

«CocmosiHue»

«[JuacHocmuka»

3. Paboyasa obnactb cTpaHuLpbl.

3.HACTPOUKA

3.1 WN3meHeHMe ceTeBbIX HACTPOEK KOHTposnnepa

lMpn nocTaBke KOHTponnep wumeet cnepgywwme 3aBoACKME YCTaHOBKU (yKa3aHbI B nacnopte

N30ennst U Ha Haknelkax Ha camMoM KOHTponnepe):

e yHuKkanbHbIn MAC-agpec 00-25-0B-xx-xx—-xX, € xx —4nCcno ot 00 4o FE;

e yHUuKanbHbIN IP-agpec 10.x.x.x, rage x —yucno ot 0 go 254,

e Macka noacetm 255.0.0.0.

Ans M3MeHeHWs1 ceTeBbIX HACTPOEK KOHTposfiepa (TONbKO B MOSb30BaTENIbCKOM PEXMME, CM.

pa3a. 8.5 PykoBoacTBa no akcnnyartauum):

1. Haxmute nocneposatenbHo B mMeHio Web-uHtepdenca: Hactponkn > Cetb. OTKpoeTcH

cTpaHuua c paboyen obnacTbio cnegytowlero suaa:
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IPagpec: [0 . |0 b o
Macka ceTH: |D . |D |D . h
LM SeTw: |:| . |I:| |IZI . |IZI

CoxpaHHTh

2. B nonsa eeoga IP-appec, Macka noacetu, LLino3 cetn BBeanTe HOBbIE 3HAYEHUSI CETEBbIX
napameTpoB KOHTponsepa.

3. Haxmute kHonky CoxpaHuUTb. HoBble ceTeBble HAaCcTPOMKM ByayT COXpaHeHbl B KOHTPOINepe.

3.2 3apaHue napons oocTyna K KOHTponnepy

Mo ymonuyaHuio naposfb AOCTyna K KOHTponnepy He 3agaH. [Ans CMeHbl MNu 3agaHunsi HOBOro
naponsi:

1. Haxmute B meHio Web-nHtepderica: Hactponkun - Maponb goctyna. OTkpoeTcsa cTpaHuua
¢ paboyen obnacTtbio cregytowero Bmaa:

Hoewlid naponke: 'IITILY

MNogTEepOWTe NApEONk! e

CoxpaHMTE

2. B none HoBbIM naponb BBeAMTE HOBbLIN Maposfib KOHTponnepa, B none MoareBepauTe
naporsnb BBeAUTE Naposnb NOBTOPHO 47151 MOATBEMKAEHNS NPaBMIbHOCTM BBOAA.

3. Haxmute kHonky CoxpaHuTb. HoBbI naponb 6yaeT coxpaHeH B KOHTPOepe.

3.3 WN3meHeHUe CUCTEMHOro BpeMeHU KOHTporsepa

,D,J'IFI M3MEHEHNA BPEMEHMN!

1. Haxmute B meHio Web-uHtepdenca: Hactponkn—-> Bpemsa. OTkpoeTcs cTpaHuua ¢ paboden
obnacTbio cnegyoLLero Buaa:

Dara: |15 ! |1 ! |15
Bpems: e |5z . a7
CHHApoHWaIMpoBaTE ¢ MK r
CoXpaHHTh

2. B nonsax seoga Aata, Bpems nameHuTe yCTaHOBMEHHbIE 3HAYEHUS.

3. Tlpun HeobGxogmMmocTn yctaHoBuTe naxok CuHxpoHusupoBatb ¢ MNK: ona cuHxpoHusaumm
BPEMEHM M [aTbl KOHTpOMfepa C yCTaHOBMEHHbIMU Ha noakntoyeHHoM K Web-uHTtepdency
KOMNbOTEpPE.

4. Haxmute kHonky CoxpaHuTb.

3.4 BbIbop napameTpoB pacnpeneneHus namaTu

Mo ymonyaHuiO namdaTb KOHTpoOnrepa pacnpegeneHa onga xpaHeHus AadHbix go 50 000 kapt
poctyna un pgo 125000 cobbitn. Y nonb3oBaTens WMMEETCS BO3MOXHOCTb W3MEHUTb
pacnpegeneHve namaTM  KOHTponfepa B COOTBETCTBMM C  BapuaHTOM  UCMONb30BaHUA
KOHTponnepa. [lpyrne BO3MOXHbIE BapyaHTbl pacnpeieneHns namsaTu:

e 10000 kapt 1 760 000 cobbiTnn,
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e 20000 kapt 1 600 000 cobbiTnn,
e 30000 kapt 1 440 000 cobbiTnn,
40 000 kapt 1 280 000 cobbITniA.

lpumeyaHue:

= B O cucrtem PERCo-Web, PERCo0-S-20 (PERCo-S-20 «llikona») OOCTYNEH TONbKO
BapmaHT 50 000 kapt u 125 000 cobbiTuin, ocTanbHble Ans paboTbl Tonbko ot Web-
UHTepdemnca.

[na nsmeHeHns NnapaMeTpoB pacnpeaeneHns NnaMaTy KOHTposnepa:

1. Haxmute B meHo Web-untepdenca: Hactpoiku—-> PacnpegeneHne namatn. OTkpoeTcs
CTpaHuua ¢ paboyen obnacTbto cregyoLero suaa:

FacnpagenaHme

e 50000 KapT H 125000 codemih =]

CoXpaHHTE

2. C nomolublo packpbiBatoLierocs crnvicka PacnpepeneHue namsitm BbiGepuTe OAUH U3
BapVaHTOB pacnpeaeneHns namsaTu:

3. HaxmuTte kHonky CoxpaHUTb.
4. KOHOUT'YPALUA

4.1 LWabnoH koHdUrypaumm KOHTponnepa

Onsa koHTponnepa PERCo-CR01.9 gocTyneH TonbKo oauH wabnoH koHdurypaumm «KoHTponnep
JinkoH CRO1.9». Tpn noctaBke KOHTPOMNEp CKOHUIypupoBaH B COOTBETCTBUM C ITUM
LwabnoHoMm.

I BHumaHue!

Mpn o6GHOBNEHMM KOHUrypaumm no wabnoHy npoucxoauT cbpoc npeablayLen
KOHJUrypauum KoHTposnsepa K npegycMOTpPEeHHbIM ANSA AaHHOro wabnoHa napameTpam “rno
ymonyaHuio”. pu 3TOM CMMCOK 3arpykeHHbIX MOEHTUMUKATOPOB KapT OOCTyna, a Takke
CBSI3aHHblE C HAMMW JaHHble NoNb3oBaTeNeun, Npasa 1 NnapamMmeTpbl 4OCTYyNa COXPaHAKTCA.

[nsa obHoBNEeHUs KoHpUrypaumm KoHTponnepa no wabnoHy:
1. Haxmute B meHo Web-nHtepderica: Kondurypauma—-> LLlabnoH.
2. HaxmuTe Ha cTpouKy ¢ HaMmeHoBaHnem wabnoHa Kontponnep Jinkon CR01.9.
3. B oTKpbiBlweMcss OkHe HaxmuTe kHonky [pogormkutb. OO6HOBNeHve wabnoHa
KoHurypauum moxeT 3aHnmaTb 4o 30 cekyHa.
4.2 HacTtpounka napameTpoB peCcypCcoB KOHTporssiepa

4.2.1 CuyuTbiBaTenu

B wabnoHe koHdurypauum KOHTponnepa onpenerneHbl TONbKO ABa BCTPOEHHbIX CYMTbIBATENS
KOHTponnepa. [Jo6aBnTb B KOHUrypauuio OOMOSHUTENbHbIA CYATLIBATENDb HE MpeacTaBnsieTcs
BO3MOXHbIM. /I3MEHUTb B HAaCTpoMKax cHMTbIBaTENEN MOXHO TONbKO HamnpaBreHe Npoxoaa.

lpumeyaHue:

= [Mo ymonyaHuio ons BCTPOEHHbIX B KOHTPOSSEP CYMTbIBaTENEN YCTaHOBMEHbI HanpaBneHus
npoxoga «npsMon» KoHdurypaumm — nesbin cuntbiBatens (Ne1) ons perncrpaumm Bxoaa,
npaebii (Ne2) — Bbixoga. lNpu HEOBXoOUMOCTU MNOMEHATb WX MeCTamMu HyxXHO 6yaer
M3MEHUTb WX HanpasneHus M CcooTBeTCTBylOLWME UM Hagnucu Ha XKW. MN3meHeHve
Haanucen Bo3MOXHO Tornbko B ceteBoM MO PERCo.

[lnsa HacTponkn napaMmeTpoB CYMTLIBATENS:

1. Haxxmute nocneposatensHo B MeHo Web-uHTepdenca: KoHdurypauua - PepaktupoBaTb
- CuutbiBaTenu. OTkpoeTcs cTpaHuua ¢ paboyen obnacTblo cnegyoLlero smaa:
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Homep ny Hanpaenexue
CyuThiBATENL 1 1 1
CuyuThiBATENE 2 1 2

2. Ana pobaBneHunst cumTbiBaTenst B CNUCOK — HaXxmuTe KHonky Jo6aButb. OTKpoeTcs OKHO
CuutbiBaTenb (HomMep):

CyuThIEaTEAL 1 .

McnonHMTEeNEHOE YCTPOHCTED: 1 ~
Hanpaenenue: 1 w
CoxXpaHHTE OTMEeHMTE

3.B OTKpbIBLUEMCA OKHE rnpomn3seguTte HeO6XOD,I/1MbIe N3MEHEHUA NMapaMeTpPOB.

o Cenektop HanpaBneHue 3a0aéT HanpaBfieHWe npoxoda, K KOTOPOMY MNpUBA3bIBaeTCS
cunTbiBaTeNnb (HanpasneHve Ne1 MO ymonuyaHuto yCTaHOBMEHO Kak «Bxog», Ne2 — kak
«BbIX04»).

4. Haxmute kHonky CoxpaHutb. OkHO CuuTbiBaTenb (Homep) GyaeT 3akpbiTO, U3MEHEHHbIE
napameTpbl OyayT nepeaaHsl B KOHTpoOnnep,
5. Onsa Bbixoga n3 okHa CuuTbiBaTenb (HoMep) 6e3 COXpaHEHUs U3MEHEHUI HaXMUTE KHOMKY

OTMeHnTb. Takke 3aKpbITb OKHO MOXHO Mpu nomoLum kHorkn Close [_]

I BHumaHue!

Bo n3bexxaHne HEKOPpPEKTHOW paboTbl U3genua He 3agaBanMTe OOG0UM BCTPOEHHbIM
CUYMTbIBaTesIsiM OQHO U TO XXe HanpaBlieHMe NpoxoAaa U He yaansnuTe ux u3 cnucka!

Mpn HeobxoOAMMOCTM BO3BPATUTLCS K 3aBOACKMM YCTAHOBKaM MO YMOSYAHMIO MOXHO,
nepesarpyaus WabnoH koHdurypaumm (cm. n.4.1).

4.2.2 dopmart cunTbiBaHUA UACHTUPUKATOPOB KapT

BHumaHue!

e l3mMeHeHVe gaHHOro napameTpa npw y>xe BBEAEHHbIX KapTax AOCTyna npuBedeT K TOMy,
YTO permcTpauus No 3TuM kapTam 6yaeT HEBO3MOXHA.

e [lpn nogknioveHMn K KOHTponnepy, pabortaswemy nog ynpasneHnem [1O cuctem
PERCo, Tekywuii dopmaT MOXET ObiTb HEe nokasdaH (He 6yaeT BblOpaH HM OOUH K3
dopmaTtoB). B aTtom cnyvyae dopmaTt cuMTbiBaHUA WUOEHTUPUKATOPOB KapT MEHATb
SAMNPELLAETCHA.

[ns Bbibopa popmaTa cunTbiBaHUS MAEHTUDMKATOPOB KapT AoCTyna:

1. Haxmute nocnegoBartefibHO B MEHH0 Web-uHTepdenca: KoHdurypauus—->
PepaktupoBatb~> ®Popmart kapT. OTKpoeTcsa cTpaHuua ¢ paboyen obnacTtbio criegyoLlero
BMAaa:

Pamnm patoTe

§ - -
BATEMER’ Wiegsnd 25 J

CoXpaHHTh

2. C nomoLubto packpbiBatoLlerocs cnucka Pexum paboTbl cuuTbiBaTenen Bbibepute oauH mns
npeanoXeHHbIX (POPMaTOB U HAXXMUTE KHOMNKY COXpaHUTb.
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5.KAPTbI AOCTYNA

5.1. BBoa naeHTUdUKaATOPOB KapT

OCHOBHOU CMUCOK Kapm — CNUCOK WOEHTUMUKATOPOB KapT [OCTyna, 3arpy)KeHHblX B
KOHTpornnep. Mo 3ToMy CNMCKY OCYLLECTBNSIETCS perncTpaums Npoxoaa Yepes Touky AocTyna.

[nsa BBOAa naeHTUMKaTOPOB KapT AOCTyna:

1. Haxwmute nocnegoBatenbHo B MeHo Web-nHtepderica: KapTbl goctyna—> Beopa. OTkpoeTtca
CTpaHuua ¢ paboyen obnacTblo cnegyoLlero Bmaa:

BrAKYHMTE DDOg T CYHTHDITEAA Beog DpY4HYHD

Homep  YHMBEpCANBHBM |

NofARSTE KARTHI BRYYHYED HNH YEpesd TUHTHRATENR

2. Tpun HeobxoaUMMOCTM C MOMOLLBIO PacKpbIBAKOLErocs Crnmucka B 3aronoBke ctonbua Homep
Bblbepute hopmaT oToBparkeHMs NOEHTUUKATOPOB KapT.

lpumeyaHue:

dopmaT oTObpaxeHus He SABnAsSeTcs (PopMaTtoM CUYUTbIBAHUS WOEHTUMKATOPOB KapT
(yctaHaBnuBaeTtca B pasgene Kondumrypaums, cm. n. 4.2.2), npu usameHeHum dopmarta
oTobpaxeHns opmaTt CYUTbIBAHUSA HE U3MEHAETCS.

3. BBoa ngeHTMdUKaToOpOoB KapT OT CYUTbIBATENS:

e B pabouei 06nactu cTpaHuLpbl HAXXMUTE KHOMKY BkniounTb BBOA OT CUUTLIBaATENs.

e [lpeabsBute ofgHy 3a OPYron KapTbl, KOTOPbIE€ HYXXHO BHECTU C CMWUCOK, K Nobomy 13
BCTPOEHHbIX CUMTbIBATENEN KOHTposnnepa. MoeHTudukaTtopbl KapT NosBsaTcs B pabouyen
obnactu ctpaHuubl. Takke noaBuUTcA kHonka CoxpaHUTb.

BoikAMYHTE BEOE OT CYMTuEATEAN Beag Bpy«Hy0

Howmep  Moupepoaibonii | ¥

EBT24127810
120268720779

CoxpaHHTE

e B pabou4eit 06nacti cTpaHuLbl HXXMUTE KHOMKY BbIKNOYnMTbL BBOA OT CYUTLIBaTENA.
4. BBoag noeHTMdnKaTopoB KapT BPYYHYIO:

e B paboueit obnactu ctpaHuubl HaxmuTe kHonky BBopa BpyuHyro. OTkpoeTcs okHo Beop

KapThbl:

Howop wapte:  fI 1744

CoEpaHHTE CTraEHHTE
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e B none Homep kapTbl BBeauTe maeHtudukaTop kapTbl. Haxkmute kHonky CoXpaHUTb.
OkHo BBopa kapTbl OyaeT 3akpbiTO, MAEHTUUKATOP KapTbl NosBuTCA B paboyen obnactu
cTpaHuupl. Takke B paboyen obnacTtun cTpaHuLbl NOsIBUTCA KHONka CoOXpaHUTb

e [lpy HEOGXOAMMOCTM aHanorn4YHo fAobaBbTe Apyrue KapThbl.

5. Ona nepegayn BBeAEHHbIX WOEHTUDMKATOPOB KAPT B KOHTPOMJEP HaXMUTE KHOMKY
CoxpaHutb B paboden obnactm cTpaHuubl. MaeHTudpukatopbl OyayT nepeHeceHbl B
OCHOBHOW CMUCOK KapT B pasgene Cnucok.

5.2. Cnucok coxpaHeHHbIX KapT
,D,J'IFI pa60TbI CO CIMNNCKOM COXpaHEHHbIX paHee B NaMATU KOHTpOsJ1epa KapT:

1. Haxmute nocnegosatensHo B MeHio Web-nHtepdenca: KapTtbl goctyna > Cnucok.
OTkpoeTcs cTpaHuua ¢ paboyen obnactbio creayowero Buaa:

Howmep

Wiegard 28 [ BaicTayer po EHO
112 12-01-2015 MeTeos MEad
143225 11-12-2035 KacTHH CaksmK MNETEoAr-
i.zn 14-01-2ME CRmaHRE Bnaniuin Krsdus
231254 31-12-2039
112,324 12-01-2015 AEARAR T .
130,2E076 12-01-2015 KassdeHn

Beitpysdin & diann DUHLTHTE LRFMCOR

2. [Mpn HeobxoaMMOCTM C MOMOLLBIO PacKpbIBaKOLErocsl CnMcka B 3arosfioBke ctondoua Homep
Bblbepute hopmaT oTOBPaKeHUS1 OEHTUMUKATOPOB KapT.

lpumeyaHue:

dopmaT oTObpaxeHus He SABnseTcs (POpMaTtoM CUYUTbIBAHWUS WOEHTUMKATOPOB KapT
(yctaHaBnuBaeTtca B pasgene Kondurypaums, cm. n. 4.2.2), npu usameHeHum dopmarta
oTobpaxeHns hopmaTt CYUTbIBAHUSA HE U3MEHAETCS.

3. [nsa coxpaHeHusa kapT B ann Haxmute KHOMKy Bbirpy3utb B dann. Kaptel Oygyt
COXpaHeHbl B (panmne cards.bin, KOTOPbIA MOXET BMOCMEACTBMM MWCMONb30BaTbCS B

KayecTBe pe3epBHOI KOMUM CrMcKa KapT.
4. [ns yganeHus Bcex KapT U3 NamsiTy KOHTpOInepa HaxXMuTe KHonky OYMCTUTL CUCOK.

5. [nsa wn3ameHeHus napameTpoB BbibepuTe ogHy M3 kapT B paboden obrnactm cTpaHuubl.
OTKpoeTCcst OKHO MaeHTUMKkaTopa BbIGpaHHOM KapThbl:

EEmErsres

Ten wxapTe:  Toacrosimiud “
Aeriormper g 0101 RN
Aefcreyer go; T8RS

Crom aHET:  l4e1 o

Kapra TS 1 w

aHO;

PR

Cosienoe Leagien Hapers

CoxpaHHTe O i

6. B oTkpbiBluEMCA OkHe Ha Bknagke OCHOBHOe npu Heo6XO4MMOCTM M3MEHUTE napameTpbl

KapThbl.
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7. Tlepengnte Ha Bknaaky MNMpaBa gocTyna. Ha Bknagke ¢ MOMOLLBIO pacKpbiBaoLLEerocs crnmcka
Homep npaB nmeeTcs BO3MOXHOCTb HACTPOUTL NapaMeTpbl COOTBETCTBYOLLEro Habopa npas
AocTyna ans gaHHOW KapThbl:

[Coeicancs | rosea soeryrs [

Houwep npan I ™

BpekaHieall KpHTERRE DocTyMa:  Dpcsciiiss s "

Homep spewepscra kpHT=pHAs 1

HoMop capansah sosL: W

Mpags gocryna:  JoCTsn B oxpa-a w

HosHCIMcHHEGEaH e OpFTHE KapT:  Hes T
CATR NPT ol T Fd L]

Beandiukesnn He “

Gratec: | Fabaokaoasd M

¥oaaKTe COMPIHNTE DTHUHNT L

BHumaHue!

Y kaxgomn kapTbl MMeeTcsa 2 Habopa npaeB goctyna, kotopble B pasgene KoHdurypaums
npvBsa3aHbl K HanpaBneHnsm cuntbiBatenen 1 n 2 (cm. n. 4.2.1). Npun BBOAE KapT B CMMCOK
KOHTponnepa MM No yMOSYaHuiO BblOalOTCA nNpaBa AoCTyna vyepe3 oba cumTbiBaTENS (BCE
Habopbl NpaB A4nsa KaXxgon kapTel UMEKT cTaTyc Pa3bnokupoBaH).

8. [nsa yganeHus kapTbl HOXXMUTE KHOMKY YAanuUTb B HWKHEN YacTu OKHa.

9. [ns coxpaHeHWsi U3MEHEHHbIX MapaMeTpoB KapTbl HaXMUTE KHOMKy CoxpaHuTb. OKHO
OyneT 3aKpbITO, U3MEeHeHHbIE NapameTpbl OyayT nepeaaHbl B KOHTPOep.

MapameTpbl Habopa npaB 4OCTyna COOTBETCTBYIOT aHANOrM4YHbIM nNapameTpam, 3agaBaembiM
B ceTeBoM MO cuctem PERCo.

BHumaHue!

HacTponka napameTpoB BpPEMEHHbIX KPpUTEPMEB AOCTyNa 4epe3 KOHTPOep BO3MOXHA
Tonbko B ceteBoM 1O cuctem PERCo. B Web-nHtepderice BO3MOXHbI TONIbKO MU3MEHEHUE
TMNa BPEMEHHOro Kputepusi (BpeMeHHasi 30Ha, HedernbHbI rpaduK, CKOMb3ALMA
NoOOHEBHON rpadhukK, CKOMb3SALNA NOHEeOENbHbIN rpaduk) N nepexoq ¢ OgHoro Habopa
napameTpoB BPEMEHHOro KpuUTepus Ha OpYyron nyteM u3mMeHeHus ero Homepa. Homep
BPEMEHHOIO KpUTEPUA COOTBETCTBYET MOPSAKOBOMY HOMepy Habopa napameTpos
BpeMeHHOro Kputepusa B cetesom [10.

5.3. 3arpyska naeHtudukaTopoB u3 canna

I BHumaHue!

Mpwn 3arpy3ke B KOHTPOMMep crnucka kapT M3 danna u3 namstym KOHTponnepa
aBTOMAaTUYECKN CTMPAOTCS BCE paHee 3arpy>KeHHble KapTbl.

Cnuncok KapTbl MOXeT BbITb 3arpyxeH Tonbko M3 panna cards.bin, CO3gaHHOro paHee 4epes
Web-nHTtepdgenc koHTponnepa. [ns 3arpy3kM HOMepPOB KapT N3 TEKCTOBOro canna:

1. HaxmuTte nocnepoBatencHo B MeHio Web-uHTepdenca: Kaptbl goctyna - 3arpy3ka KapTt
n3 danna. OTkpoeTcsa cTpaHmua ¢ paboden obnacTbio cnegytoLwlero Buaa:

0630p... | ®aitn He BeIGPaH. 3arpysnThb
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2. Haxmute kHoOMky O630p. B OTKpbIBLIEMCS OKHE MNPOBOLHMKA YKAXKWTE pacrnonoXeHne u
Ha3BaHWe anna co CNMCKOM KapT U HaxXmuTe KHOMKy OTKpbITb. OKHO npoBoaHuka Gyger
3aKpbITO, B None psiaom ¢ kHonkown O63op OyaeT ykasaHo ums danna.

3. Haxmute kHonky 3arpy3umTb. OTkpoeTca okHO [lMpouecc, cogepxailee uHdoOpmauuo o
npotecce 3arpy3sku.

AaTta CoobuyemEe
25-01-2016 10:30:00 Jarpyska wapt
25-01-2016 10: 30:03 MNpaoysce saBRpWL @k

6.COBbbITUA

[lna npocmoTpa XXypHana cobbITUIl perMcTpauum KoHTposnnepa:

1. Haxmute B meHio Web-nHtepdeiica: Cobbitua. OTKpoeTcs cTpaHuua ¢ paboyen obnacTbto
cnepgyollero Buaa:

THNLTP
Oara CoShmHe

AT Apoenn nooespme 148 BR3 uapo S-pTdnaTsnn 1

128080 ! : .
QAITAT ) - .

o Mpmenn 0o wapme 0 FARES uans1 CS=ET e Tsnn 1

22000
bl P LN
J"'“_'I",I' Liccn 1 #FHII HAS CHITIH
LR R
bl P LN N
f__',“:l,‘_!.‘ Lish s I A= 1IHERRY o DA
[ RAN " i - .
174130 Lisd S EHAS H IEERY WO | UL

3 daiin O e TH T oo M pene o P2 ik LU Mo anE MNooneaHes

2. o ymonuyaHmnio oTobpaxkaloTca BCe COObITMS, XpaHdAWmMecs B NamMsaTu KoHTposnnepa, no 20
cobblTUn Ha cTpaHuue. [na nepemewieHnsa no cTpaHuuam cnucka cobbiTUN UCNONb3ynTe
KHOMKMW, pacrnonoXeHHble B HKHEN YacTu paboyen obnactn. Cobbitua B paboyern obnactu
CTpaHuLbl 0TOBpaxatoTcst B 0OpaTHOM XPOHOMOrMYECKOM MOPSIAKE.

3. NmeeTca BO3MOXHOCTb BbIOOPKM B OTYET COObLITUI MO KaTteropusm un no BpemeHun. [nsa atoro
HaXXMUTE KHOMNKY PUNbTP, OTKPOETCS OKHO PUNLTP:

Kargropus: Swbparo mareropeic: b
ARRA. 0 101 /2000 n ;o
AP )
Honsi, gnamasamn; 21/ 12 L 23 S

Tiahame i e Ofparsiifie

4. B packpbiBatowemMcs cnucke BolopaHo KaTeropui: [Kon-Bo] oTmeTbTe hrnaxkkamm kateropum
cobbITuin, KoTOpble Heobxoammo oTobpaxaTb B oTyeTe. [OCTynHbl cnegylolmne KaTeropum
cobbITUN:

o [JocTtyn no npeHtudukatopy
o W3meHeHue cocTosiHun O3
o W3meHeHMe cocTosiHuM pecypcoB O3
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¢ W3meHeHMe cocTosiHUM BXxoaoB/ BbIXOAOB
e [JocTtyn 6e3 npeHTudmkaTopoB
e  (DYHKUMOHMpPOBaAHMUE

5. C nomowbto nonen Havyano gnanasoHa n KoHel Agnana3oHa yCTaHOBUTE NEPUOA OTHETA.

6. Haxmute kHonky MNMpumeHUTb 0N MpUMeHeHusa punbTpa, KHONKYy OTMEHUTb ONs OTMEHBb!
BHECEHHbIX B HErO M3MeHeHU. OkHO PUNbLTP 3aKpoeTCs, B OTYET OyAyT BbiBeAEHbI COOLITUSA
B COOTBETCTBUM C YCTaHOBKaMn (punbTpa.

7. [Onsa coxpaHeHus coObiTun B dhann HaxmuTe kKHomky B dhamn B HuxkHen yactm pabouen
obnactu ctpaHuupbl. CobbiTna GyayT coxpaHeHbl B (hainne events. txt.

8. [ns yganeHus Bcex cobbITMIN U3 NaMsTU KOHTPOMfepa HaXXMmnTe KHONKy O4YUMCTUTb B HUXKHEN
yacTtu pabouen obnactu cTpaHumubl.

7.COCTOAHUE

[lna npocMoTpa COCTOSIHUS KOHTPOJNepa 1 COCTOSIHUS BCEX ero pecypcoB Haxmute B MeHto Web-
nHTepdeiica: Coctosinme. OTKpoeTcs cTpaHuua ¢ paboyeii 06nacTbio cneayowero Buaa:

CeEET Cranc
AMNARTTILR (550A SIS TITRCT

M add npaSana PERT-HE O A Prside

8. ANATHOCTUKA

[ns npoBefeHUst AUarHOCTUKN 1 06CNyXMBaHUS KOHTposepa:

1. Haxmnte B MeHiwo Web-nHtepdenca: OuarHoctmka. OTKpoeTcs cTpaHuMua c paboden
obnacTbio crnegytowero Buga:

HHATHOCTHER {50 MMM JanycTHTR
OHArHSSTHES © opMaTHROEIHHENM T
{15 MUH]: e

DOPMATAPOBEAHKE [2 MUH] JAMYETHTE

Ofcy... | DAAN B8 BaipaH,
DGHOBREHWE BLTRGEHRORD MO:

LI HOEATE

2. [nga 3anycka TeCTMpOBaHMSA COCTOSIHUS annapaTHbIX CPEACTB KOHTPOMfepa HaXMUTE KHOMKY
3anyctuTtb B cTpoke [AinarHocTuka (50 muH). B okHe noaTteepxgeHusa Haxmute OK.

I BHumaHue!
Mpun TECTMPOBaHNM KOHTPOSIEPA XXypHaN pernctpaumm cobbiTUin aBTOMaTUYECKN OUNLLLAETCS.

3. [Ons QuarHOCTMKX KOHTposnepa C NpeawecTByrolWnM hopMaTtMpoBaHMEM HaXXKMUTE KHOMKY
3anyctuTtb B cTpoke [lnarHocTuka ¢ chopmatupoBaHuem (15 muH).

4. Ona 3anycka ¢opmMatupoBaHMa BCTPOEHHOM NaMATU KOHTponfepa HaXMUTE KHOMKY
3anyctuTtb B cTpoke PopmaTtmupoBaTthb (2 MUH). B okHe noaTteepxaeHnsa HaxmuTte OK.

BHumaHue!

Mpn dopmaTnpoBaHMM NaMATM KOHTponnepa BCe CBEAEHUS O KOHMUrypauuu, kKapTax
[OCTyna, BPEMEHHbLIX U MPOCTPAHCTBEHHLIX 30HAX, Mapofie KOHTposnepa U cobbITUsAX
XypHana perucrpauumn cobbiTuii aBTOMaTUYECKM CTUpaloTCA. Takke CTMpalTCsa AaHHble
wpudToB ana Hagnucen Ha XKKW, 3arpy3anTb Mx CHoBa MOXHO TONIbKO C UCMONb30BaHNEM
nporpammsl «llpowusamerib» (CM. PykoBO4CTBO MO aKcnnyataumm, pasa. 9.4).

5. [Ons obHoBneHusa BctpoeHHoro MO KoHTponnepa (NPOLUMBKM) YKAXKNTE C MOMOLLbI KHOMKM
O630p MECTO pacnonoXeHusi hanna NPOLUNBKA U HaXMUTE KHOMKY OGHOBUTb.
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9. NOBABJIEHUE KWPUITTIMYECKOMN (WINDOWS) KOOUPOBKM ANA
BPAY3EPA SAFARI HA MACBOOK

1. Banyctute TekcToBbIN penaktop TextEdit, nanee Hactponku > OTKpbITUE M COXpaHeHue,
NosIBUTCS OKHO BMAaA:

Heompadiu

: Hestera jnky e =t CAHRTHE H IR A HEAHE ]
FlzH s wpemaH dadins
I~ FretisHsoeame ssuannk facua--peeasd -THI
I FrouvzHowsde Sl aHEL Uz rpcEdiHn LIF
iz coapaneH =S Ginkaz
F‘r'r_r_: ATTE SRNE [ O AT R R
F‘r,l'_n'!"r.l'-\. AT IHTPHAP "s@ & SRS QU3 D0 A DT TRET
ARTHUTTHIFT EE ToXE3H PHES

SETTUTTART RN PO DT HE S HS

. = f
L RHS s H s s T Kasppae 35 redpen G

Eoau e foifan nensmrs TeEeTa

CTEiaTHE EikoE LT RT AT R EELT W A R |

Loszamicows warimrg Heperosacozan tkaz Qui

Fafisfl PAsaeRTIAE So0aHPHEE HTAHL-daimie

Tan IR ETA 4001 S =
L. Cbrbezdes Las -t
Kodrpaard. Lrdreads (. TF-8} T

I L etz Ty sk e b LR L

: SCPNYTE HQCTROEHH MO POy win

2. amenute napameTp KoaupoBka channa npoctoro Tekcta B 06eux cTpokax OTKpbITME
c¢annos n CoxpaHeHue cannoB Ha Kupunnuyeckasa (Windows). [insa atoro:
e HaXMUTe Ha CTpernkKy Bbibopa B KOHLIE CTPOKM — NOSIBUTCS1 OKHO Bblbopa:

i | Ll | HR A
drsoscn [ F-LE]
A L
ERRFRTNIEF ST o gLt R b R PP
Ja-passasmiErREas TRl Lalis 10
Frpzeoris Vs U5
LIRS e TRV Y]
PARH HIH RS 2 e e Lk
s e [ LG

& SHzmrs ke e
IV CTRRTES QP AT | FEg ey
SHIuMz g ILE LALEN

HICIPoH b o P L O k..

e HaXMute HaCTpOVITb CMUCOK KOANPOBOK, B noasmBLUEMCA OKHe OTMETbTE
Kupunnuyeckasa (Windows):
] i Faa awdRa L W R PR SR
LR EIRIL SLI7 PUBES. B2IURCE S BIIHIE PLELT kSR 1k
R T
?i THTHATE AR A R e
TR LIS R I B I:'I
B L e I T Bt e
T TonpaH (HEAr T

T T Rt A ST

LASpadie g _'\' | hpn i 2 ELE _'\' 1 L aHISPIHEE
3. Job6aBneHne KOANPOBKM 3aBEPLLEHO.
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Call-ueHTp: 8-800-333-52-53 (6ecnnaTtHo)
Ten.: (812) 247-04-57

[MouToBbLIN agpec:
194021, Poccus, CankT-lNeTepbypr,
[MonnTtexHuyeckas ynuua, gom 4, kopnyc 2

TexHnyeckas nogaepxka:
Call-ueHTp: 8-800-775-37-05 (6ecnnaTHO)
Ten.: (812) 247-04-55

system@perco.ru - o Bonpocam o6cnyXnBaHUs 3NeKTPOHUKM
cucteM 6e3onacHocTH

turniket@perco.ru - no Bonpocam o6CnyXnBaHUsl TYPHUKETOB U
orpakgeHum

locks@perco.ru - No Bonpocam o6Cny>xMBaHUs 3amMKOB

soft@perco.ru - No BONpocam TEXHUYECKON NOAAEPKKN
nporpamMmHoOro obecne4vyeHus

WWW.perco.ru
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