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1 OnuncaHne ycTpounctea

AA-07 - AA-07

MHoroaboHeHTCKasi Bbi3blBHAA naHesib AA-07E SILVER/AA-07M SILVER/AA-07B SILVER - OTIM4YHOE peLleHne ans
O0OVCHBIX 30aHUI, MHOTOKBAPTUPHBIX KOMM/IEKCOB U KOTTEAXKHBLIX NOCENKOB. OT/IMUNTENbHO 0COGEHHOCTHIO
[aHHOV NaHesnn sIBNSieTcs LBETHOM TFT 3KpaH ¢ NOACBETKOM, a Takke IP kamepa BbICOKOTO paspeLleHns ¢

6onbLIMMKM yriamu o63opa.
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2 TexHUYecKne xapakTepucTuKn

2.1 ObWME XAPAKTEPUCTWUNKU

Tun naHenun: MHoroksapTupHas

Aucnnen: 4,3” TFT, UBETHOW C NOACBETKOM

Kamepa: 1/4”, perynnposka Hanpas/eHNsa kamepbl
Yron o63opaz: No ropnsoHTanu 80°, N0 BepTUKam 54°
Pa3peweHne kamepbl: 1 Mn

BbixogHoe Bugeo: HD (1280x720), H.264 Main Profile,
HouHas nogcBeTKa: 6 CBETOANOA0B

MnHuManbHasa ocBeleHHOCTb: 0,01 LuX
MoapepxmBaemMble ayanokoaeku: G.711u

Knacc cteneHun 3awurbl: IP65

TemnepaTypHbIii peXxum: -40 - +65 °C

MoTtpebneHue nuTaHus: 6,5 BT, B pexume oxungaHus - 3,6 BT

MutaHwne: +12B

Kopnyc: MeTannnyeckuia

LiBeToBOE peLueHue: CepebpucTto-cepblii
Pa3mep nopg, ycTaHOBKY: 140x350x60 MM
Pa3mep camoii naHenun: 155x375x55 MM

Tun yctaHOBKU: Bpe3Has, HaknagHasa ¢ BR-AA

Tun KnaBuaTypbl: MexaHu4Yeckne KHOMKK ¢ NoAcBeTKOw

2.2 PYHKUNOHAJIbHBIE BOSMOXHOCTN

NHTepdpeiic: Pycckuit/aHrnuinckuia, WEB-nHTepdelic

AA-07 - AA-07

OTKprTI/Ie 3amka: C MOHUTOPA, NO KoAy, N0 KapTe, N3 NpunoxXeHnsa BAS-IP Intercom, UKEY

KoHTponb goctyna AA-07E SILVER: CunTbiBaTe/lb GECKOHTAKTHbIX KapT EM-Marin

KoHTponb goctyna AA-07M SILVER: CunTbiBaTe/lb 6ECKOHTAKTHBIX KapT Mifare

KoHTponb goctyna AA-07B SILVER: My/ibTU(OpPMaTHbI/ cUATbIBATE b C NOAAEPXKOWM TeEXHOorm UKEY (EM-

Marin, Mifare, Bluetooth, NFC)

MHTerpauus co CKYZA: Bbixog WIEGAND 26, 32, 34, 37, 40, 42, 56, 58, 64 6UT

& Y BbI3bIBHOI NnaHenn AA-07MF oTcyTcTBYyeT onuust Wiegand 64 6uUT

TexHn4Yeckre XxapakTepucTukm - 7



KHONKu GbICTPOro BbI3oBa: KHOMKA BbI30Ba KOHCLEPXA

KonuuecTBo menoauii Bbi3oBa: 4 No/IMGOHNYECKE MENOANM
AyTeHTudumkauua: OThenbHbI Naposib Ha HacTpolikn, WEB-nHTepdeiic
Pexum pasroBopa: [1ByXCTOPOHHWIA

JononHutensHo: SIP P2P, BCcTpoeHHoe pene

AA-07 - AA-07

TexHn4Yeckre XxapakTepucTukm — 8
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3 KoHdurypupoBaHue yepes rpadomnyeckmin uHTepdoeinc

+ [NaBHbI 3KpaH(see page 9)

+ HacTpoiikn ycTpoiicTBa(see page 10)

+ HacTpoiikn ceTu(see page 12)

+ HacTpoiikn gocTyna(see page 13)

« J10NONHUTENbHbIE HACTPOMKN (see page 14)
+ O cucTeMe(see page 15)

3.1 naBHbIA 3KpaH

Boizoe: 3ganue N2 -> # -> [lapagHoe N2 -> # -> KeapTupa N2 > #
KoHceepx: 0000 -=#

OTKpbITL: # -> MNaponb > #

OTmeHa: Hammure *

AppecHan KHura: Haxmure |

BbI30B: /1511 BbI30Ba HEOGXOAMMON KBAPTUPbI HY)XXHO BBECTM OT 4 10 10 Unchp B 3aBUCUMOCTU OT TEKYLLETO
pexuma naHenu.

KoHcbepx: [1/151 BbI30Ba KOHCbep)ka Heo6X0ANMO BBECTM KOMGUHALIMIO 0000# UM HaXKaB OTAENbHYH KHOMKY
[1Ns1 BbI30Ba Ha KfiaBmarype.

OTKpbITb: [115 nepexoda B MEHI0 BBOAA kOfa A0CTyna Heobxoanmo HavkaTtb "#", BBECTU KoL, [OCTyna 1
HaxkaTb "#" 0na nogTBEPXAEHS.

[ns oTMeHbl AelicTBUS UK nepexoga no MeHK Hasag HeobxoaMMo HaxaTb "™*".

AppecHas kHura: OTo6paxaeT CUMCOK KOHTaKTOB /15 MOMCKa 1 BbI30Ba XWU/bLA, €CNN HEM3BECTEH TOUHBIN
NIOrMYeECKnin agpec MoHuTopa.

AfpecHas KHUra oCTyNHa eC/in ONUMs BK/IOYEHA B HACTPOIikax Be6 nHTepdeiica, B pasaene "Ksaptupsb"t.

1 https://wiki.bas-ip.com/aa07v4/ru_ru/kvartiry-14058107.html

KoHdhmryprposaHue yepes rpadmyeckunii uHTepdeiic - 9
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Liam uvuliug
Smith 0133

Weanor 0101

NMeTpos _ _ ."-'”0111

(® KsapTupbl OTCOPTMPOBAHbI MO HA3BaHMIO.

AZlpecHasi KHUIa BbI3bIBAETCS MO HAXATWIO HA KHOMKM CTPENoK 4 nam N a 3BOHOK COBepLLAeTCs Mo
HaxkaTuio "#".

BbIX0g, Ha rNaBHbI 3KpaH OCYLLECTB/ISETCA N0 HAXATUIO "*"" 60 aBTOMAaTMYECKU, CNYCTS 30 CEKYHA,
6e3agencTems.

o ymonyaHunio agpecHasn KHUra OTK/IloUeHa.

© Mopackasku, oTo6paxaemble Ha INMaBHOM 3KpaHe MOXET 6biTh M3MEHeHa B pasgene "[1onoHUTENbHO
2, Monb3oBarensck1e ysegomneHus>"

3.2 HacTpolikm ycTpoiicTea

[ns BxoAa B CUCTEMHbIE HACTPOIKN HEOOXOAMMO HaxXaTb KHOMKY "#" ABa pasa:

[anee HeobxoaMmo BBECTU 6 LMdOp Naposis 4158 BXo4a B HACTPOWKM BbI3bIBHOM NaHenu (naposb no
yMO4aHuio: 123456) 1 Haxatb "#".

2 https://wiki.bas-ip.com/aa07v4/ru_ru/dopolnitel-no-8552667.html
3 https://wiki.bas-ip.com/aa07v4/ru_ru/dopolnitel-no-8552667.html

KoHdhmryprpoBaHue yepes rpacmyeckunii nHTepdeiic - 10
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1. HacTpouku yctpoucTea
2. HacTpouku cetu

3. HacTpouku goctyna
4. JlononHUTEeNnbHO

5. O cucreme

KHonka "2" nepemeLlaeT Kypcop BBepX, KHornka "8" nepemellaeT Kypcop BHU3. 114 nogTBepXL4eHNA
3HauYeHuii He0BXOAMMO HaXKaTb KHOMKY "#", 1 KHonky "*" 015 BO3Bpara Hasaj,

Pexum: | MHor. [Maponb: 123456
fsbik: Pycckuw [poMk.: 1
3aaHue: 1 Paspew.: 640x480

MapagHoe: 1
N2 ]

Pexxum: Bbi6op pexmma paboTbl naHenu.

KoHdhvryprpoBaHue yepes rpadomyeckunin nHTepcpeiic - 11
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@ WHudopmaumsa o paboTe pexmmoB
Mpwn BbIGOPE pexmma «N06.», AN BbI30Ba HY>XXHOr0 MOHUTOPA HEO6X0ANMO BBECTM 4 Lndpbl
HOoMepa 34aHus, 2 UMdpbl HOMepa napagHoro, 2 uMdpbl HOMepa aTaxa 1 2 uudpbl Homepa
KBapTupsbl.
Mpwu BbIGOPE pexnma «MHOr.», 4151 BbI30Ba HY)XHOrO MOHUTOPA A0CTATOYHO BBECTM 2 Lndhpbl HOMepa
aTaxka 1 2 udpbl HOMepa KBapTupbl.

& TMpumeuyaHue:

VHanBuayasbHbIl pexum paboTbl g8 aTUX naHesnel BbibupaTtb He pekomeHayeTcs. OH
NCMOb3YeTCa TONbKO A1 MHANBUAYa/IbHbIX NaHEeNei.

A3bIK: Bbibop A3bika MHTepgeiica.

3aaHune: Homep 3gaHusA.

MapapgHoe: Homep napagHoro.

Ne: MNopsakoBbIli HOMEP BbI3bIBHOW NaHENW.

Maponb: CucTeMHbIli Naposb 4718 BXoda B HacTpoliku n WEB-uHTepdpeiic.

FpoMKOCTb: [POMKOCTb AVHaMVKa BbI3bIBHON NaHenw.

PaspeLu.: BbiGop paspeLleHnsi NoToKa KaMmepbl Bbi3bIBHO NaHesu.

© nNopckaska:
Homep 34aHns 1 napafHoro f0/MKHbI COOTBETCTBOBATL 3HAYEHWAM TOTO BHYTPEHHETO MOHUTOPA, Ha
KOTOpbI ByaeT nocTynaTtb BXOASLMIA BbI30B OT AaHHOW BbI3bIBHOW NaHenun. Ecnm y Bac HECKONBLKO
BbI3bIBHbIX MaHesel, KOTopble NMEKT OAMH NIOTMYECKNA agpec, Torga B nose «Ne»s He06Xo0AMMOo
yKasaTtb 3HauyeHue 2, 3,4, 51 T.4., 40 9. Ecnn nornyeckas agpecaunsi Bbi3bIBHOW NaHeNu
COOTBETCTBYET afpecauun MoHMTOpa, a IP agpeca yCTpoCTB HAaXoAsATCA B O4HOM CErMEHTE CETU -
YCTPOIACTBa HanayT Apyr Apyra v Bbi30B OyAET NPOXOANTb KOPPEKTHO.

3.3 HacTtpoliikn cetu

B n4aHHOI BKNajKe yCTaHaBMMBAKOTCSH OCHOBHbIE CETEBLIE NapameTpsbl.

KoHdhmryprpoBaHue yepes rpacmyeckunii nHTepdeiic - 12



DHCP:
|P:
Macka:
LWnwos:
DNS:
MS IP:
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Bkn

192.168.1.178
255.255.255.0
192.168.1.1
8.8.8.8
192.168.1.125

DHCP: BkntoyeHne/BbIK/HOUYEHWE pexXxunma nosiydeHmna ceTeBbiX HaACTPOEK aBTOMaTUYECKN.

IP: IP-agpec BbI3bIBHOI NaHesu.

© Apapec no ymonuanuio:

Mo ymonyaHuio BbI3bIBHASA NaHeslb MOXET UMeTb cTaTuyeckuii IP-agpec 192.168.1.90 imb60

192.168.1.91

Macka: Macka nogcetu.
LLUno3: OCHOBHOI L3,

DNS: Agpec DNS cepsepa.

MS IP: IP agpec MK nmbo cepBepa Ha kOTopom ycTaHasnmeaeTcs MO Management Software nnu Link.

3.4 HacTpolikn gocTyna

Mpn Nnepexofe B MEHIO HACTPOEK AOCTyna 0To6pa3nTcs crepyrowmii uHtepdeiic:

KoHdhmryprpoBaHue yepes rpacmyeckunii nHTepdeiic - 13
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Bpemsa | 3
OTKPbITUA

3agepxka 0
OTKPbITUA:

Nt 12
Maponb: 0000

Bpemsi OTKpbITUSA: Bpems, Ha KOTOpoe GyayT 3aMKHYTbI UM PA30MKHYTbI KOHTaKTbl pesie NaHesnu.

3agepXKa OTKPbLITUA: Bpemsi, N0 UCTEUEHNM KOTOPOro, MPOM30iAeT 3amblkaHe UaN pa3MblKaHUe KOHTAKTOB
pene naHenu (3agepxka 4o OTKPbITUS).

NudpT: Homep ataxa, Ha KOTOPOM yCTaHOBMEHa NaHe b (MpY NCMoNb30BaHNM MOAYNA YNpaB/eHUs IMGTOM
EVRC-IP, onunMoHasIbHO).

Maponb: Maposb A58 OTKPbLITUS 3aMKa NPV NOMOLLM BBOAA KOAa OTKPLITWS Ha KnaBuaType naHenun. Ans
nepexoaa B PexumM BBoAa Naposist HE06X0AMMO HakaTb KnasuLly "#", BBECTV Naposib U MOBTOPHO HaXaTb
"#"'

@ Kopg goctyna MOXeT 6biThb OT 1 10 8 3HAKOB

3.5 [lonosiHuTeNbHbIE HACTPOIKK

Mpwn nepexoge B MEHK [0MN. HACTPOEK 0TOBpasnTCcs criedyrowwmii uHTeppeiic:

KoHdhuryprpoBaHue yepes rpadmyeckunii nHTepdeiic - 14
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KBapTupa: Kapra:

[lepezarpys.:

3aBoACKue:

KBapTupa: Homep KBapTupbl, K KOTOPOIi HEO6X0AUMO NPUBSI3aTb KapTy AOCTyna.

© [o6asneHue kapT yepes rpaduueckuii nHTepdelic:
BBeguTe HyXHblii HOMEpP KBapTMPbl U MOAHECUTE KapTy K 06nacTu cuntbiBaTens. MNaHens n3gact
COOTBETCTBYIOLUIA 3BYKOBOIA CUrHas1, NOATBEPXAALWMIA TO, YTO KapTa 3aperMcTpupoBaHa u Ha
aucnnee B none "Kaprta" oto6pasntca HoMep KapTbl.

Mepesarpys: MNepesarpy3ka BbI3bIBHOV NaHesnu. [1na nepesarpysku BbI3bIBHON NaHe M Heo6Xxo4MmMo BBECTM
undppy "1" 1 HaxxaTb KnaBuy "#" .

3aBogckue: COpoc HACTPOEK NaHenu K 3aBOACKUM yCcTaHoBKaM. [115 copoca HacTpoek BbI3bIBHOM NaHenu
HeobXxo4VMO BBeCTU Lndpy "1" 1 HaxxmuTe Knasuwy "#" .

& BHumaHue:
O6paTnTe BHMMaHWe, YTo 13 NaMaTX NaHenu npu cépoce GyayT yaaneHbl Bce KapTbl.

3.6 O cucreme

Mocne nepexoga B MeHi0 "O cucteme" otobpasnTca creayowmii uHTepaelic:

KoHdhvryprpoBaHue yepes rpadmyeckunii nHTepdeiic - 15



FW:
Ul:
IP:

MAC:

SIP:
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1.5.4 20170121

1.2.3 20161031 (std)
192.168.1.178
00:1F:D2:79:5B:F3
ERROR

B naHHOM OkHe oToGpaxaeTcs Tekyllee cocTossHme SIP nogkitoveHns, Tekywmii IP agpec, MAC-agpec u

TekyLas BEPCUS NPOLLUMBKM.

KoHdhmryprpoBaHue yepes rpacmyeckunii nHTepdeiic - 16
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4 KoHdourypupoBaHue yepes web nHTepgenc

« BX0[A(see page 17)
o [1aBHaS(see page 18)
o CeTb(see page 19)
o BbI3blBHAs NaHe Ib(see page 21)
« KBapTupbl(see page 25)
o CKY/[l(see page 27)
« VlpeHTnhrkaTopbi(see page 32)
« [MpaBuna gocTyna(see page 33)
+ CB0O6OO/HbIV AOCTYn(see page 37)
» [Nepeagpecalys(see page 40)
o J1OMONHUTENLHO(see page 42)
» JKypHaUuibl(see page 44)
« E-mail yBegoMIeHUSA(see page 50)
» be30nacHOCTb(see page 52)
o Cucrtema(see page 53)

4.1 Bxoa

[ns KoHburypmpoBaHns BbI3bIBHON NaHenu yaaneHHo yepe3 WEB-nHTepdeiic, He06xoaAMMO NOAKMHOUNTLCS K
Heli MHTepHeT-6pay3epom Ha [K. MaHenb gomkHa 6biTe NOAKMNKYEHA B TOM Xe cermeHTe ceTn yto n MK ¢
KOTOPOro nNiaHMpyeTcs NPpou3BOANTb HACTPONKY.

B nHTEpHeT-6pay3epe, B CTPOKE BBOAA afpeca, He06X0AMMOo BBECTM IP-afipec naHesu, nocsie Yero NosiBuTCs
OKHO BBOJA VIMEHW Mo/b30BaTesNs 1 Naposs.

AAMWHUCTPATOP - UMEET MOJIHbIA AOCTYN KO BCEM HACTPOIKam naHesu.

MeHepKep - UMEET JOCTYN K HACTPOIKaM naHesin, Ho emy orpaHuyeH goctyn Kk meHwo CKY[. Takoi goctyn
NpefoCcTaBNsAETCA MOHTaXHbIM OpraHn3aunsam 11 yCTaHOBKA U HACTPOWMKN CUCTEMBI.

() 3HaueHus NO yMONYaHMIO:
AoMUHUCTpAaTOop:
admin:123456
MeHepnxep:
manager:1234

KoHdomryprpoBaHue yepes web nHtepdeic - 17
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m bEE|P FRROR L IE

E=RCOMTE NOMAH H Napanu

4.2 [haBHas

Mocne ycnewuHot aBTopusauum oTobpasntcs cnegyrownin nHtepdieic:
Aadapmagen of yoTpoldcTEe
Naefcon L ERR ] CapHFIi A 1KY

P2eMy "HEIHAZ SOfICrA THIDHES WeroodcTac

AHGOOMALMA © CETH
NECp Foupgms: Bz s s e

B e e L AL

dpeiimBOpPK: Bepcusa NpoLUnBKu.

NayHuep: Bepcuga nayHuepa.

Pexum ruépuaa: TekyLunii pexum nogknioyeHus rmbpugHoro agantepa.
Bepcusa ru6puga: Bepcus rubpugHoro agantepa.

CepuiiHblii Homep: CepuiiHbIi HOMEp YCTPONCTBA.

YctpoiicTBo: Mogenb yCcTpoiicTea.

4.2.1 NHdopmauus o cetu

DHCP: TekyLyee cocTtosHe DHCP nogkntoyeHus.

KoHdhmryprposaHue yepes web nHtepdeiic - 18
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IP agpec: TekyLuii IP agpec naHenu.
Macka nogcetun: Macka nogcetu.

Agapec wno3a: Aapec 0CHOBHOTO LU/HO3a.
DNS cepsep: Aapec DNS cepepa.

MAC agpec: MAC agpec naHenu.

4.3 CeTb

B naHHOM pasgese ycTaHaBMMBAOTCS OCHOBHbLIE CETEBbIE NApaMETPbI, & TAKKE HACTPOKM AaTbl/BEpEMEHN,

HacTpafkM CeTH

T nhC. ol AR

2 dah 2L A et

4.3.1 HacTpoWKku cetu

DHCP: BkntoveHne/BbIK/HOUEHNE pexnma nonyvyeHnsa ceTeBbiX HACTPOEK aBTOMaTUYeCKN.

IP: IP-afjpec BbI3bIBHOM NaHesN.

@ Apapec no ymonuaHuio:
Mo YyMONUaHMIO BbI3bIBHAA NaHEe b MOXET UMEeTb CTaTuyeckuii IP-aapec 192.168.1.90 M60
192.168.1.91.

Macka: Macka nogcetu.
LLno3: OCHOBHOIA LLIJTHO3.

DNS: Agpec DNS cepsepa.

4.3.2 lMonb3oBartenbckmi NTP

Darta/Bepms Ha ycTpoiicTBe: OToGpaxaeT TEKyLLY AaTy U Bpems Ha yCTpoicTBe.

KoHdhurypuposaHue yepes web nHtepdeic - 19
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MTF cepsen m

IR B oL Nor P LSy B R I

D W TAHOEETH RO WA ARTTIMAT A ATHH

M leneaosomenscka? N

F
13 16501

AR

[ MR -

.'.: TRH el i ¢ AR EH RIS

-t o L o LU Ty
|-.'| AUZHE-TT T L LuLy -

YcTaHOBUTL BpeMS aBTOMaTUYeCKu: Bk/ioueHne/BbIKNIOYEHE aBTOMATUYECKOW YCTAHOBKN BPEMEHM.
Monb3oBatenbckuii NTP: Bk/ioueHne/BbIKHOYEHNE UCNO/Ib30BaHMS NONb30BaTeNbckoro NTP cepBepa.
URL: lNone BBOAa anpeca nosb3oBartesibCkoro NTP cepsepa.

YacoBoii nosic: Bbibop yacoBoro nosica.

YcTaHOBKa Aartbl U BpEMEeHU BPYUHYto: 10717 4715 py4YHOro BBOAA AATbl U BPEMEHMU.

maii 2020 .

OTRACHA

4.3.3 Cuctema ynpas/eHus

KoHdhuryprpoBaHue yepes web nHtepdeiic - 20
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lirk e 1p ez 123 5h 70

B DTnoaRAATL WYEARN HE SRR TARARMET: | BTETA Ha EfIRA

Ucnonb3oBatb cepBep BAS-IP Link: BkitoueHve/BbIkNoYEHNE MCNonb3oBaHus MO Ana MOHUTOPUHIA U
ynpaeneHnsi LOMOOHHO cuctemoli Link.

URL: Afpec cepsepa ynpas/feHus.
Maponb: Naponb goctyna.
OTnpaBnATb XypHa/ibl HA cepBep: BkioyeHne/BbIkI0UEeHe OTNPaBKN XXYPHa/I0B NaHenn Ha cepseep.

OTnpaBnATb cTaTyc Ha cepBep: BkoueHne/BbIK/OUEHE OTNPABKM TEKYLLIEro cTaTyca NnaHenun Ha cepsep.

4.4 BbI3blBHaAd naHesb

HacTtpoliika agpeca

TR
MH AT =R HT IR HH

A HA T

HzcocTpoliks agnecs

Maaas
ahine we
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Pexxum: Bbi6op pexmuma paboTsl naHenu.

@ WHudopmauumsa o pa6oTe peXxmmoB
Mpu BbIbOpE pexnma "FoGanbHbIN", 4715 BbI30Ba HY)XHOTO MOHUTOpPa HEOOXOAMMO BBECTYU 4
undpbl HoMepa 34aHus, 2 Ldpbl HOMepa napagHoro, 2 ungpbl HoMmepa aTaxa 1 2 Ldpbl HoMepa
KBapTUpbI.
Mpu BbIGOpE pexrma "MHOroa6oHeHTCKUA", 411 BbI30Ba HY>XHOrO MOHWTOPA A0CTaTO4YHO BBECTM 2
undpbl HoMepa aTaxa v 2 Ldpbl HOMepa KBapTupsbl.

®dyHKuuA "Be3 BBoAa HoMepa napagHoro": [loctynHa B r106a/1bHOM PEXUME BbI3bIBHOM NaHesu.
Heo6xogyma g Bbi3oBa MOHMTOpa 6e3 BBOAA HOMepa napagHoro.

(O bes BBOAAa HOMEpa NapagHOro
[nsi paboTbl 3TOV (OYHKLMM Yy BCEX MOHUTOPOB 3HAYEHKE NapagHoro Heo6X0AVMMO YCTaHOBUTH 0.

3aaHune: Homep 3gaHusA.
MapapgHoe: Homep napagHoro.

MopsaakoBbIii Homep: MopsAKOBLI HOMEP BbI3bIBHOI NaHesu.

® MopsagkoBas Hymepauus naHeneii
Ecnu y Bac HECKOJIbKO BbI3bIBHbIX MaHEesEel, KOTOpble MMEKT OA4MH NTOTMYECKW agpec, Torga B nose
"MopsaaKoBbIiA HOMepP' ykaxute 3Ha4YeHne 2,3,4,5 1 1.4., 40 9.

4.4.1 HacTtoiikun SIP

HaoTooHhkH SIP

= . (-]

]

Bkn/Bbikn: BkioyeHne/BblknoveHne SIP pernctpaumm.

Mpokcu: Mpokcu SIP cepBepa, KOTOPbI MOXET 6bITh NPeACTaB/EH Kak IP aapecom, Tak U JOMEHHbIM UMEHEM.

KoHdhmrypupoBaHue yepes web nHtepdeiic - 22
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@ dopmar sanucu:
Mepen agpecom NpoKcK 06s3aTeNbHO HY)XXHO YKa3biBaTb "sip:".

CepBep: Agpec SIP cepsepa.

@ dopmar sanucu:
MOXeT 6bITh yKa3aH Kak |P-a|pecoMm, TaK 1 JOMEHHbIM UMEHEM.

STUN IP: Agpec STUN cepsepa®.

@ nMpumep:
stun.l.google.com®.

STUN noprt: Nopt STUN cepepa.

@ nMpumeuaHnue:
[na STUN cepsepa Google ncnosnb3yeTtcs nopt 19302.

Monb3oBartenb: SIP HOMep.

@ nMpumep:
2222

Maponb: MNaponb ot SIP Homepa.

4.4.2 HacTpoliku Bbl30oBa

ASITOORKH BbI30ES m

i

KoHcbepx: Bk/loueHue/BbiknoveHe oyHKUUN BbI30Ba 3a4aHHOro HoMepa B CTpoke "Homep" npu Haxxatum
KHOMKWN KOHCbepKa.

4 https://ru.wikipedia.org/wiki/STUN
5 http://stun.l.google.com/
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Homep: HanpaBneHue, Ha KOTOPoe GYAET COBEPLIATLCS BbI30B NMPY HAXKATUM KHOMKM KOHChEPXKA.

@ Ecnun (*)yHKLI,I/IFl He BKJ/1l04EHAa, BbI3OB KOHCbEPXXa NMponcxoguT Nno BHYyTPEHHEMY MPOTOKO/Y. Ecn B
cncrteme eCtb MOHUTOPLI KOHCbEPXKa, BbISOB NOCTYNUT Ha OCHOBHOW MOHUMTOP. Ecnu oH He oTBevaer,
BbI30B 6y,qu nocnegoBaresibHO nNepexognTb Ha OCTa/lbHblE MOHUTOPLI B CUCTEME, EC/TN TaKOBble
NMEIOTCA.

MakcnmanbHoe BpemMsa AO03BOHa: BpemeHHoﬁ MHTEpPBasl, N0 NCTEYEHUN KOTOPOIO NaHes/lb aBTOMaTN4eCkn
3aBepunt I/ICXO,CI,FILLI.I/IIZ BbI30B, EC/IN HET OTBETA.

MakcumanbHoe pa3roBopa: BpemeHHoI MHTEPBaUT, N0 UCTEYEHNN KOTOPOIO NaHe /b aBTOMAaTUYECKU
3aBEpLUNT UCXOASALLMIA pasrosop.

ABTOBbI30B nocsie BBoga N undp: PyHKLMA aBTOMATUHECKOIO HAabopa nocne BBoAa undp, ykasaHHbIX B
cTpoke "Kon-Bo undp".

Kon-Bo uudpp: BbiGop KonmuecTea Lydip, Mo HAXKaTUM KOTOPbIX MPOM30IAAET aBTOMATUYECKUIi BbI3OB C
naHenm.

4.4.3 HacTpoliku ycTponcTea

HacTpolka yoTRoRCTES

ENETI L

T 1234abcd

Pa3spelwieHue Bugeo: Bbi6op NpeanouMTaemMoro paspeLleHuns Buaeo.
Mpodunb AaHHbIX RTP: BbIGOp NpeanoyMTaemoro npoduns AaHHbIX RTP.
YpoBeHb rPOMKOCTU: PEry/IMpoBKa ypoBHSA IPOMKOCTU AVHAMUKA NaHesu.
RTSP nonb3oBartesib: JIOrMH 415 4O0CTyna K RTSP NOTOKy naHesnu.

RTSP naponb: Maponb Ans AocTyna K RTSP NoToky naHenu.

DaTtunk npuénmxkeHus: BkitoueHne/BbikoueHne VK gatunka npubnnkeHus. Mpu oGHapyXXeHUn aBUKeHUs
Ha paccTosHMM 50 CM MaHelb aBTOMaTUYECK/ MOXET BK/IOUMTbL NOACBETKY KaBuaTypbl, AUCTNER nnu
tpyHKLMIO pacno3HaBaHus N,

(® B 3aBMCUMOCTM OT annapartHoii PeBKU3NM YCTPOIACTB, AaTUMK NPUBKEHNS MOXET OTCYTCTBOBATHL B
cnepyoLmMx MOAENSX MHOTOa60HEHTCKMX BbI3bIBHbIX NaHesneii: AA-07, AA-0TMF, AA-07B, AA-07BY,
AA-07BC. 3a A0no/HUTeNIbHO MHhopMaL el o6paTuTech K BalleMy AUCTPUGLIOTOPY.
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4.5 KBapTupesl

B laHHOM MeHI0 0TOGpaXKaeTcs CCOK KBapTup.

KBapTupa - normyeckas CyLwHoCTb, NpeAHa3HavYeHHas 418 NPUBA3KM K Hell naeHTUUKaTopoB, KOL0B
[ocTyna n nepeagpecaumii. Takke KBapTUpbl UCNOMb3YOTCA B KAYeCTBE 3anucei Tened)OHHON KHUMM Ha
3KpaHe ycTpoiicTea.

HacTpoRKN COHEPAHA T

KeapTuiped

Ncnonb3oBaTtb TeNeOoHHYI0 KHUTY: BKoueHe/BbIKloUeHe NCNo/b30BaHUst TenedpoHHOM KHUIM 1
Bbl30Ba ee uepes [N1aBHbIii akpaH®.

@ NapameTp coxpaHAETCA NPy Pe3epBHOM KOMMPOBaHWUM 1 COPACLIBAETCA NPU YCTAHOBKE HACTPOEK Mo
YMO/YaHHI0.

4.5.1 HoBas kBapTupa

Mocne HaxaTuns Ha kHomky "HoBas kBapTupa" oTobpasuTcs cnegyowmii nHTepdelic:

6 https://wiki.bas-ip.com/aa07v4/ru_ru/glavnyj-ekran-2754641.html
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AL HEITH I

~

@ Homep 3gaHusn
0001-9999

MapapgHoe:

~

(@ Homep napagHoro
00-99

Ataxk:

~

(® Homep ataxa
00-99

KeapTupa:

~

® Howmep KBapTUPbI
01-99

Ha3saHue kBapTupbl: HazsaHue kBapTupbl. Hanpumep, "KBaptupa MNetposbIx".

KonuuecTBo XuTteneii: YC/I0BHOE KONMUYECTBO XUTENE, KOTopble NPOXUBAIOT B 3TO KBapTMpe.

Mocne HaxaTna Ha KHoMKy "MNoaTBepauTh" 0TO6pasnTCca cnedywwas Tabnuua:

KoHdpurypuripoBaHue Yepes web nHtepdeiic - 26
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KeapTnpel
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B Tabnuue ykasaHbl cnegytowme ctonoupbl:
HasBaHue kBapTupbIl: Ha3saHne KBapTupbI.
KonuuecTtBo XuTteneii: YC/10BHOE KO/IMYECTBO XUTE/EN B 3TOW KBapTupe.

KonuuectBo ugeHTMdukKaTopoB: KonmuecTBo UgeHTUUKaTOPOB, KOTOPbIE BblAaHbl /151 3TOl KBapTUpeE.

MaeHTUMKaTopbl MOXHO Co3AaBaTk B MeHo "CKY/", Bknaaka "MaeHTudukaropb ™.

KonnuecTtBo KogoB goctyna: KonmuecTBo KOAOB AOCTYNa, KOTOPbIE BblAaHbl A/151 3TOW KBapTUPbI.
KonuuectBo nepeagpecauunii: Konnyectso nepeagpecaumii, HAaCTPOEHHbIX A1 3TON KBapTUPbI.

DeiicTtBuA: PegaktnpoBaHue 1Moo ygasnieHme KBapTupbl.

4.6 CKY[,

B laHHOM MEHI0 YKa3bIBaOTCA 06LLMe NapameTpbl yNpaBieHrst CUCTEMOI KOHTPO/ISA A0CTyna, Npasuna
A0CTyNa n naeHTUKKaTopbI.

7 https://wiki.bas-ip.com/aa07v4/konfigurirovanie-cherez-web-interfejs/skud/identifikatory
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Ynpapnedde SamEame COEFRHETH

4.6.1 O6LUME HACTPOINKK

MacTtep-kapTa: Homep macTtep-kapTbl.

Ncnonb3oBaTtb 06LMii KOA, OTKPbITUSA: BK/IlOUEHe/BbIK/IIOYEHNE NCNOMb30BaHMs 06LLero koaa ass
OTKPbITUSA 3aMKa.

06wt Koa OTKPbITUA: BBOAVMbI Ha KnaBuaType naHenu Kog, A1 OTKPbITUA 3aMKa.

®

Mpu ncnonb3oBaHMM MOAYNS yNpasaeHnUs AByMS 3aMKamim SH-42, Npy BBoAe 06LLEro koga OTKPbITUS
Ha naHenu, byayT oTKpbIBaTbCA 06a 3amka.

Pernctpauus KapT ¢ NOMOLWbIO MacTep-KapTbl:

Beegute B none «<MacTtep - kapta» undpy 0 U HOKMUTE KHOMKY «[TPUMEHNTb».

[Janee nogHecute HeobxooUMYIO /19 perncTpaummn mactep-kapTy K 06/1acTu cumTbiBaTens naHenm -
oTob6pasnTcA TekcToBOE yBeAgoMIeH e "Knrou agmuHa" 1 npo3syyuunt curHan «bUIM» , KoTopsbiii
03HayaeT, YTo MacTep - KapTa yCneLuHo 3aperncTpmpoBaHa.

Mocne 3aToro Kk 06/1aCTV CYNTLIBATENSA NAHENN NOAHOCUTE NO OYepean KapTbl NoNb3oBaTeneil.
Mocne kaxaoi kapTbl Nob3oBaTens 6yaeT 3Byvatb curHas «BUNM», KOTOpbIV 03HAYAET YCMNELLUHYHO
perucTpaumio nogHeceHHol kapTol. Takke Ha Aucniee naHenn otobpasnTcs, 4To gobasneHa HoBas
KapTa.

Bpems mexay Ao6aBrieHUEM KapT He A0/HKHO NpeBbllaTh 10 CeKyHA.

4.6.2 YnpaBneHue 3amMKamMu

KoHdhmryprposaHue yepes web nHtepdeiic - 28
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Ynpaenedue 2amEamm m

OTEpGITS 380K

3amok #1, 3amMOK #2

BpeMsi OTKpbITUS 3aMKa (CeK): Bpems, Ha KoTopoe GyayT 3aMKHYTbI UM Pa30MKHYTbI KOHTaKTbl pesie
naHenm.

3agepXka nepes oTKpbITUEM: Bpems, Mo NCTEYEHNIN KOTOPOro NPOM30AAET 3aMblkaHUe UK pa3MblKaHne
KOHTaKTOB pesie NaHesu (3a4epxka A0 OTKPbITHS).

4.6.3 OTKpbITb 3aMOK

3amok #1, 3aMOK #2

OTKpbITb 3aMOK: PYHKLMS OTKPLITVS BbIGPaHHOTO 3amka 13 WEB nHTepdpeiica naHenw.

4.6.4 [ONONHUTENbHbIE HACTPOIKM

Jonon=HnTailbHEE HACTA0H K m
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Homep ataxa (ynpaBneHue nucptom): Homep ataxa, Ha KOTOPOM YCTaHOB/IEHA BbI3blBHAs NaHesb.
MapameTp HeO6X0AMM A/18 Bbi30Ba IMAITA Ha YKa3aHHbI 3TaxK Npu NOAHECEHMN naeHTUdmKaTopa K
CUMTBLIBATENIO MAaHeW NPW UCNO/Ib30BaHMN Moaynst nudpta EVRC-IP.

PeXxum oxpaHbl MOHMTOpPAa: OTK/IOYEHNE CUTHA/TM3ALIMN HA BHYTPEHHEM MOHUTOPE NPV NOAHECEHWUWN KapTbl,
KoTopasi NpuBsizaHa K /IOrM4eckomy afpecy 3T0ro MOHUTOPA.

4.6.5 CepBepHOEe ynpas/ieHne A0CTYrNoM

5 R W wT i T elons e 7T el SHTLET,

BknroueHo: Bk/itoueHne/BbIKNOYeHME pexnmva pa6OTbI naHenun, npn KOToOpoM KapTbl Aoctyna n
I/Ip,eHTI/I(*)I/IKaTOpr HEe XPaHATCA B MNaMATU naHeNnn n npun noaHeCeHnn TakoBOW K cynTbiBaTeENO, NAHENb 6yp,eT
oTnpaBATb 3anpocC Ha CeEPBEP N OXNAaTb OTBET - AaBaTb AOCTYN WU/IN HET.

® TaﬁmayT noslydeHus oTBeTa OT cepBepa COCTaB/IAET A0 15 ceKyHA,. [10 NCTeUEeHUI0 3TOro BpeMeHN,
naHesib aBToMaTU4eckn obpatlaeTcs K cBoeli 6ase AaHHbIX 1 NpefocTasnseT MMbo He
npenocTtaB/iIAET A0CTYyI.

Mcnonb3oBaTb NO/Ib30BaTe/1bCKUIA cepBep: Bk/iloueHne/BbIk/I0HEHME UCMOb30BaHUSA
NoNb30BaTE/ILCKOro cepeepa a4 ynpas/ieHNA NMNaHeNbHo.

Monb3oBaTenbCKuii cepeep: AIPec Nosb30BaTe/ibCKOro cepeepa. B kauecTse cepsepa MOXeT
“cnonb3osatbea cepaep Linké,

4.6.6 Bxop pgatuvka osepu

8 https://wiki.bas-ip.com/display/BASIPLINK/BAS-IP+Link
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dxok dartuasa QEEpR COEMSHETh

.

1y [ SO -

L TRITT

Bkn: BKNtoueHVe/BbIK/OYEHNE UCMONb30BaHUA BX0Aa AaTuuka Asepu. JaTurk ABepu Ucnosb3yetcs as
MOHUTOPMHIA COCTOsIHWSA ABepwu. ECnv ABepb 6blNa He 3aKpbiTa, N0 MCTEYEHNIO BPEMEHW cpabaTbiBaHs, B
XypHasie 0To6pasmnTCs, UTO ABEPb HE 3aKpbITa.

Pexxum: BbiGop pexuma paboTbl Bxoaa. faTumk gBepu - UCNO/b3YeTcs Npu NOAKIOYEHHOM AaTUMKe ABEPW.
KHomnka BxoAa - UCMNo/b3yeTcsl Ny NOAK/UYEHUN BHELLIHE KHOMKU BXOAA.

=
[T
Taainine gpee

[ R L H

SRR T

BpemsA cpabatbiBaHUsA: BpemeHHOW nHepBarl, Mo MCTEYEHUIO KOTOPOTO, B XXypHasie 0To6pa3uTcs 3anmcb o
TOM, UTO ABEPb HE 3aKpbiTa.

MoBTOpHaA oTnNpaBKa COOGLLEHUI O cpabaTbiBaHMU: BKOUEHVE/BbIK/IHOUYEHE NOBTOPHOW OTNPaBKU
COOOLLEHWNIA B XXypHas1 CUCTEMbI 1 Ha e-mail.

BpemMs noBTOpa oTNpaBKu coobLieHunii o cpabaTbiBaHUU: VIHTepBas B CEKyHAAX, MO UCTEUEHUIO KOTOPOro
B XYpHasie CMCTEMbl 0TOGPA3UTCS MOBTOPOHE COOGLLEHME O TOM, YTO fIBEPb HE 3aKpbITa.

Crartyc: O6HOB/eHMe TEKYLLIEero cTatyca BXoAa AaTunka aBepu.
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4.6.7 \geHTudomkaTopsl

B gaHHOM MeHI0 oTob6paxaeTcs Tabnuua aeHTUINKATOPOB U KOAOB A0CTYyNa, 406aB/IEHHbIX B NaMsTb
BbI3bIBHOI NaHenu.

CEWUAEHACTICHEY  HEEATMOHESTORE  TRaEdRA ODITYS EOELaHEN GUCTITE
FEELES A IR KA [ OE
I:I [ 1 aae= ] ¥ TR AT L Trr AP E3T LIl T Bed="T AT e B AN T T Thes @i 000 ARG
|_| LB B Hassze s Oeapprps o 122 |2 S H St

4.6.7.1 [JobaBneHwne HOBOIO naeHTUhrkaTopa

Mocne HaxaTna Ha KHOMKy "HoBbIN naeHTudmrkaTop" oto6pasntcsa cneayroLwmnin nHTepdelic:

T-1-5-37 i’

HEg+z8 FEIH Heagarss,

B o A

- THMD

Homep kBapTupbI: BbiGOP KBAPTUPbI 13 CYLLECTBYHOLLErO CNMCKa KBapTup.
PUNO Bnagenbua: [laHHble 0 Bnagesnble nageHtugukaropa.
Twun Bnagenbua: Boibop Tvna Bnagensua ngeHtundukatopa. JocTtynHel Tunel "Bnageney” n "lfocte".

Tun ngentudpmkaropa: Boibop Tvna ngeHTudmkaropa.

KoHdhurypuposaHue yepes web nHtepdeiic - 32
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@ Tunbl ngeHTMdUKaTOPOB:
JocTynHbl 3 TUNa NaeHTMANKATOPOB:

« Kapta - EM-Marin nnn Mifare kapta. B cocegHee none "Homep ngeHtndmkaropa" Heobxoanmo
BBECTW HOMeEp naeHTudmkaropa B AecAaTu4yHom popmare, 6e3 3anaTbiX. 3a4acTyro Ko KapTbl
yKasaH Ha camMoli kapTe nnMbo B AeCATMYHOM N0 B LUECTHAAUATUPUYHOM dhopmare.
KanbKyiiTop nepesoja 13 pas/inyHbIX CUCTEM CUMCIEHUS AOCTYNEH Mo cobike’,

« UKEY - UKEY ngeHtudmkarop. B cocegHee none "Homep ngeHtudmkaropa" Heobxoanmo
BBECTM HOMEP uaeHTudurkaTopa B gecsatuuHom copmare.

« Kopg poctyna - kog Ana BBoga Ha Knasmartype naHenv. B cocegHee none "Kog goctyna"
HeobxoaMMo BeCcTn UMdIpoBOi Koa ANMHOM He 6oriee 30 CMMBOJIOB.

MpaBuno goctyna: Bbibop npaBuia AocTyna 13 CyLEeCTBYOLWErO Cnucka npasui.
OrpaHuueHue cpoka geiictBuA: OrpaHMyeHne cpoka AeincTeus naeHTMgnkaTopa BO BpEMEHMN.
OrpaHu4veHue Kosn-Ba NpoxonoB: OrpaHnyeHrne KonnyecTsa NpoxogoB A1 naeHTudmnkaTopa.

3amok #: Bbi6op OTKpbIBAEMOro 3amka.

4.6.8 MNpaBwia gocTtyna

B AaHHOM MEHIO YCTaHaBNMBAOTCA NpaBuia JoCTyna, COrNMacHo KOTOpbIM ByAeT onpeaensiTbCsl ypoBeHb
[0CTYyNa pas/INyHbIX No/Ib30BaTENEN N UX UAEHTUGINKATOPOB.

FRAIIA S JEICTAT LA,

4.6.8.1 CosgaHue HOBOIO npaswunia

Mocne HaxaTtus Ha KHOMKy "HoBoe npaBusio" 0TobpasnTcs creayowmii nitepderic:

9 https://www.binaryhexconverter.com/hex-to-decimal-converter
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Han=kuTs NoAGHND DOOTYTR

Eanmpe=

TecToRoE NpaBMRg
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FYsEFOETE
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Eserogd -

ol [ B TR R e =

B KoHEHE -

OTMERA NEATEEATWTE

HasBaHue: Ha3sBaHuve npasuna.
Becb AeHb: Bk/loyeHne/BbIKIOYEHME YKa3aHNSi BDEMEHHOIO MHTEpPBasia AeCTBMA NpaBu/ia B CyTKax.

® Ecnu hyHKUMA BbIKIOYEHA, N0Mb30BaTe b UMEET BO3MOXHOCTb yKa3aTb BPEMEHHON NHTepBas
[eCcTBUA AAaHHOTo NpaBua.

CTTAETHR NMOIITEERTIHTH

Hauano - KoHel: Bbi6op uHTepBasia AeiicTBMSA 4aHHOTO npasua.
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aspipn 2018 F,

OTWEHA

MoBTOPATL: YKa3aHue Ko/iyecTsa NOBTOPOB AAHHOMO NpaBuia UCXOAs U3 Pa3/IMYHbIX BPEMEHHbIX
YC/IOBUIA.

« ExenHeBHO - [paBuio GyaeT NOBTOPSTLCA Kaxaplii AeHb.

« E)XeHepenbHO - MpaBunsio 6yaeT NOBTOPSTLCA KAXAYH HEAEN!0.

« Kaxgble 2 Hegenu - MpaBuio 6yaeT NOBTOPSITLCS Kaxkaple ABe Heaesnu.

« ExxemecsiuHo - MpaBunio 6yaeT NOBTOPATLCS KaXAblA Mecsi,

« ExerogHo - Mpaswnno 6yaeT NOBTOPATLCS KaxXAbli rog.

+ HacTpouTb - Bbi6op HACTPAMMOBOTO NPOMEXYTKa BPEMEHMN AeNCTBIS NpaBuna.

KoHdpurypuripoBaHue yepes web nHtepdeiic - 35
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Hiogoe Nosmwing mocTyns

Flaypgsps
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[EsmeragHo
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AI'IVITeﬂbHOCTb noBTOpOB: Bbl60p KOHEeYHOro nepuoga AeMCTBMH OaHHOro npasuna

TacToamE NpAEHID

(5] 2019-07-22 5] 2015-07-23
ExerapHn -

Mpwu BbiIGOpe NapameTpa "beckoHeyHo" npaBunio byaeT aelicteoBatb Beerga. Mpu Boibope napametpa "[o",

MOXHO yKa3aTb KOHEYHYIO AaTy AeiicTBUA fJaHHOro npasua.

4.6.9 CBOOGOAHbIN AOCTYN

B [laHHOM pas/esne MOXHO NPOM3BECTY HACTPOIKy CBO60AHOIO A0CTyna AN A0CTyNa B NoMeLleHne no

pacnncaHunio.

KoHdomryprpoBaHue yepes web nHtepdeiic - 37
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CrOGOAH=IE QoeTyn CHTRPRHATE:

= izasre oy LEE wpRLH

BknioueHo: BknoueHne/BbIktoYeHWe (pyHKLMM CBOOOAHOrO AOCTYNa B NOMeLLEeHMe No pacnucaHuio. 31a
PYHKLMSA MOXET ObITb MCMOMb30BaHa 4151 CEPBUCHbBIX CTYX06, NOCELEHNE KOTOPbLIX MMEET PEryNsipHbIi
XapakTep, Hanpumep NoYTasIbOHOB, CNYX0 [OCTaBKM, KIIMHUHIOBLIX CMYX0 1 Tak ganee.

@ AxtuBauyms pyHKuMN
[N nosnyyeHns AoCTyna B NOMELLEHUE Ha Bbl3bIBHbLIX MaHensix cepum AA-07X 1 AA-09X Heo6XoarMo
Ha)KaTb Ha KHOMKY MHPOPMaLyM B MPABOM HIKHEM YTy KNaBuaTypbi.
N5 nofyyeHns AOCTyna Ha Bbi3bIBHbIX MAHENsX cepum AA-11X, AA-12X 1 AA-14X HE06XOAMMO HaxkaTb
Ha KHOMKY KOHCbepXa fBa pasa.

4.6.9.1 [Hun

Bbi6op aHeli Hegenn, No KOTOpbIM ByAEeT OCYLLECTBIATLCSA CBOGOAHbI AOCTYN.

BK/OYeHO: BK/loUueHre/BbIK/IIOUYEHE akTMBaLMKU yHKLUM CBOGOAHOMO A0CTYyNa no onpeAenieHHoMY [H0
Hepenw.

OT: Bbi60op HauabHOro 3HauYeHns BpEMEHHOM0 MHTEPBaa, Mo KOTOPOMY GyfEeT OCYLLEeCTBASTLCS AOCTY.

KoHdhmryprposaHue yepes web nHtepdeiic - 38
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Bo: Bbi6op KOHEYHOTO 3HAYEHSI BPEMEHHOT0 UHTEpBana.

16:00

3amok: Bbi60p 3amKa, KOTOpbIi ByAeT akTMBMPOBATLCSA, NPV UCMOMb30BaHUM (OYHKLMM CBOGOAHOIO AOCTyna.
AKTyasIbHO NP MCNO/b30BaHUN Moyt SH-42.

A OyHKuMA 6yaet paboTaTh, €C/IN Ha BbI3bIBHOI NaHENN YCTAHOB/IEHbI KOPPEKTHbIE AaTa U BpeMmsl.

KoHdhmrypuposaHue yepes web nHtepdeiic - 39
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4.7 lNepeagpecayus

[JaHHbIin pasgen ncnons3yetcs ANs NoAMeHbl HOMEPOB CPeACTBaMMU NaHEN NPUW BbI30BaX, MOCTYNAKLUX HA
BHYTPEHHME MOHUTOPbI, KOTA4a MOHUTOPA HET WM OH OTK/IOYEH, NGO Ha N060I ykasaHHbIl SIP-HoMep.

HacmpodiiH M Bnm el ds m

P

o [ AH 12 Qe o

4.7.1 HacTpolikv nepeaapecauum

Pexxum: BbiGop pexuma nepeagpecauymn. Bce cpasy - Bbi3oB GyeT coBepluaTbCs Ha Bce Homepa
0AHOBpEMEHHO. Mo ouepeawm - BbI30B Oy1eT COBEpLLIATLCSA NOCeA0BaTe/IbHO C MHTEPBA/IOM B 20 CEKYH.

4.7.2 HoBas nepeagpecauus

Mocne HaxaTtus Ha KHoMKy "HoBasi nepeagpecauus” oTobpasnTcsa cneayoLmii nitepdeiic:

KoHdhmryprposaHue yepes web nHtepdeiic - 40
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PenaKTMpOBaHWE Nepeajpecalnu

1
sip:1@192.168.1.99 &

sip:2255@sip.bas-ip.com

Homep KBapTupbIl: HoMep, HabMpaeMbIil Ha KaBuaType naHesnu.

Homep nepeagpecauuun: HanpasneHue, Ha KOTopoe OyfAeT COBEPLLATLCA BbI30B NPU BBOAE
COOTBETCTBYIOLLIETO HOMepa Ha KnasuaTtype naHesin. MoXeT 6bITb NCMOMb30BAHO Kak [/1 3BOHKOB
BHYTpU CeTU Nno P2P, Tak 1 No npoTokosy SIP.

( dopmar sanucu gnsa P2P BbI30Ba
sip:1@192.168.1.99, rae 1 - XenaeMblid 419 0TOGPaXeHWs y Bbi3biIBaeMOro Homep, 192.168.1.99 - IP-
agpec Bbi3blBAEMOTO SIP K/IMeHTa (B c/lyyae Mcnosb3oBaHms cohTdhoHa - IP-agpec ycTpoiicTea, Ha
KOTOPOM YCTaHOB/IEH COPTOH).
BbI30B Ha TpyOKy SP-02:
sip:192.168.1.99, rae 192.168.1.99 - IP-agpec BbI3bIBAEMOI TPYOKM.

(@ dopmar 3anucu AnsA BLI30OBa NO NPOTOKONY SIP
sip:2255@sip.bas-ip.com, rge 2255 - SIP HoOmMep BbI3bIBAEMOrO YCTPOWNCTBA, sip.bas-ip.com - agpec
SIP cepBepa, KOTOPbIA MOXET ObITb YKa3aH Kak IP agpecom Tak U JOMEHHbIM UMEHEM.

KoHdhmryprposaHue yepes web nHtepdpeiic - 41
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4.8 [lononHUTenLHo

HacTpoike 0fbABNEHHA m

mlpaynsglecam

4.8.1 HacTpoWikn 06bABNEHMS

Bk/1l0UEHO: BK/tOUEHNE/BBIK/IOUEHNE peXMMA NoKasa pekiambl (HTTP-cTpaHuLsl 160 RTSP-NoToka) B
pexume 0XnaaHus.

URL: URL oTo6paxaemoli HTTP-cTpaHuupl uan RTSP-noToka.

TaiimayT: TaimayT nokasa pekniamsbl (10 - 300 MUHYT).

4.8.2 Cnncok RTSP noTokoB

®YHKUMSA NpocMOTpa A0NOMHUTENBHBIX IP-kaMep BO BPeMsi BbI30Ba (10 4 NOTOKOB). ®YHKLWS AOCTYNHA A71s
MOHWTOPOB V4 1 MI06bLIX APYruX SIP yCTPOICTB C KaBUaTypoil.

© nMopckaska:
Bo Bpems BbI30Ba BO3MOXHO MepekioyaTbCa Mexay NoToKkaMu Haxkatmem KiasuLl oT 1 40 5 B MEHIO
MOHMTOpa. Knasuwa "1" cooTBETCTBYET NOTOKY KaMepbl BbI3bIBHOI NaHenwu, knasmwu ot "2" go "'5" -
[0NonHNTENbLHO Ao6aBNeHHbIM NOTOKaM (Mepejaya ocyLlecTBNseTca nocpeacTsom DTMF RFC2833).

KoHdhmrypupoBaHue yepes web nHtepdeiic - 42
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URL: Azipec RTSP-NoToka, 0To6paxaemoro npi BbI30Be.

@ nMpumep:
rtsp://admin:123@192.168.1.189:8554/ch01

4.8.3 lNonb3oBaTenbckme yBegoMeHns

OKHO A/151 pefakTUpPoBaHKs Nosb30BaTe/IbCKMX YBEAOMIIEHNI NPU pa3findHbIX AeicTBUsiX. Bo Bpems
aKTMBALMMN Pa3/iNyHbIX TPUITEPOB BbI3blBHASA MaHeb 0OTOOpaXKaeT Ha gucniee TEKCT U NPoUrpbIBaeT
3BYyKOBOE CO00OLIEHNE. B AaHHOM MEHIO TEKCT 1 3BYKOBOW halin AN Kaxaoro AencTBUsA MOXHO N3MEHUTb Ha
nonb3oBaTesnibCkune. Takke [OCTYMHA BO3MOXHOCTb M3MEHEHMWS TEKCTA, 0TOOPaKaeMOro Ha r1aBHOM 3KpaHe.

=]
= i
¥ et b S .
= =
[ |

Mpu HaXaTUK KNaBuLl NaHesnu: 3ByK Npu HaxaTum KnasuLl naHenu.

TeKCcT coobLwweHnA: TEKCT, 0OTOOpaxaeMblii Ha r1aBHOM 3KpaHe naHenu. B 3To nose MoXHO BECTH,
Hanprmep, HOMep KOHCbepXa A5 CBA3M NMB0 Ha3BaHME XMIO0ro KoMMekca.
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Boizor: Keaptupat#

KoHcbepx: 0000+

OTKpbITh: #+[laponb+#

OTmeHa: HasmuTe *

OTMEHA NOATBEPONTL

Mpwy oTKpbITUM 3amKa: 3BYK 1 TEKCTOBOE co0bLieHNe "o6po noxanosarb" Npy NOCTYNJIEHUN Ha NaHEenNb
curHana 06 OTKpbITUN 3aMKa.

Mpwn upesBblyaiiHOW cuTyaumn: 3Byk 1 TEKCTOBOE yBeAOM/eHVe "TpeBora!" npy nepekoyeHnmn naHenu B
pexum YpesBblyaliHol cutyauuun. lNMepeknioyeHne NponucxoauT NporpaMMHo Yepes BAS-IP Link m6o yepes
cTopoHHee O cpeacTBamu API.

(® B pexume upe3BbluaiiHOM CUTyaLMN TaKKe OTKPbIBAKOTCA 3aMKM, NOAK/HOYEHHbIE K NaHEesu.

Mpwn KMNB: 3Byk 1 TekcToBOE yBEAOMNEHME "BbI30B" nNpu ncxogsaLem Bbi30Be, nocsie Habopa Homepa v o
OTBETa Ha BbI30B [PYroil CTOPOHOW.

Mpy BO3HMKHOBEHUM OWINGKN: 3BYK 11 TEKCTOBOE yBeAOM/IeHVe "OwunbkKa" npn BBoge
He3aperncTpMpoBaHHOro HoMepa aboHeHTa, KoAa OTKPbITUSA 3aMKa U NOAHECEHUN HE3aperncTpUpoOBaHHOIO
ngeHTudurkaropa.

& Ecnv kakaa nm6o 13 qoyHKLMIA BbiK/loUeHa - 6yAeT UCMNosb30BaTbCsA CTaHJaPTHbI 3BYK 1
CTaHAapTHOe TEKCTOBOE COOBLLEHME.

4.9 XXypHaJibl

MeH!t0, B KOTOPOM OTOGPaXatoTCs BCe COBbITUSA, KOTOPbIE NPOUCXOANNN B NAHENN.

KoHdhmryprpoBaHue yepes web nHtepdpeiic - 44
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B naHHOM pasgesie MOXHO NMPOU3BECTY (PULTPALMIO AAHHbLIX B 3aBUCUMMOCTU OT BbIGPAHHbIX CTONGLOB C

pa3buBKO MO 3HAYEHUSIM.
B cTtpoke "CtonGew" AOCTYMHbI 3HAYEHNS:

« [puoputer
« Kareropus
« HassaHwue

i 5

=

Q . [
¥ | T

- - it

¥ o= i

B cTpoke "Ycnosue" AOCTYMHbI 3HAYEHUA:

o bonblie
o MeHbLle
- PaBHO
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=

B cTpoke "3HavyeHue" JOCTYMHbI pas3/inyHble OMuMU B 3aBMCMMOCTU OT BbIGPAHHOro cTonbua.

[na cton6ua "Mpuoputet":

+ Husknii

« KpUTnyHbIii
« CpegHwii

+ Bbicokuii

i

[nsa cton6ua "Kareropua':

+ UpesBblyaiiHas cuTyaums
« Hoctyn

« Cucrtema

+ VHhbopmaums
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[na cton6ua "HaseaHue":

+ Vcxogsawmii Bbi3oB

« O6HoBNeHue MO

« JlocTyn 3anpeLyeH 13 Be6-nHTepdelica
« OGHapyXeHo ABMXeHne

« HeunsBecTHbIi naeHTudmkaTop

« Bxogswwii Bbi30oB
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« [lnuTenbHoe OTKpbITME 3aMKa

« [ocTyn 3anpeLleH yaaneHHbIM CeEpBEPOM

» HewratHoe cobbiTne

« HeBepHblii kog goctyna

« HeypauyHas nonbiTka BxoAa B Be6-uHTEpIeiic
« [ocTyn paspelueH yganieHHbIM CEpPBEPOM

HypHan
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« HewnsBecTHbI ngeHTUdUKaTOP NMua

« JlocTyn paspeLlueH 13 Be6-nHTepdelica

+ 3amOK OTKpPbIT OTBETHbLIM YCTPONCTBOM

+ 3amoK OTKpPbIT nAeHTUMKaTOpoMm

« OKCTpeHHOoe cobbiTne

+ 3amoK OTKpPbIT KHOMKOI cBO6OAHOrO foCTyna
+ 3amOoK OTKPbIT KHOMKOM BbIX04a

- BBepgeH o6wWwiA Kog gocTyna
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« 3aMOoK OTKPbIT AeHTUMKaTopom nmua
« Bxog B Be6-mHTEpPEIiC
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B 3aBNCMMOCTU OT BbIOPaHHbIX NApaMeTPOB MOXHO HACTPOUTL TMOKOE 0TOBPaXEHME BbIBOAUMbIX JaHHbLIX B
XypHasie 1 NpoM3BeCTX OnepaTvBHbIA NOUCK MHhopMaLn.
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4.9.1 E-mail yBegomneHus

B faHHOM MeHI0 NPOU3BOAUTCS! HACTPOIiKa NOYTOBOrO cepBepa /15l NOC/eyHoLLEro YBeAOMIeHUs Mo e-mail
0 Pas/IMYHbIX COBLITUSIX, KOTOPbIE 3AMNCHIBAIOTCS B XYpPHaUI.

4.9.1.1 HacTpoiikv NouToBOro cepeepa

FTHAT EMEL YSEODK TEHKA
HacTpodkH NodToRors CepRepa
il -
SUTEE BTN A RS Tiepr
anipogmai o 457
S -
H T W -
N IR T [T ] TRV
Hetm e mamsrars
el aticaa o tha pansl
Lipal 1 2oy=diLE W
SEEISM A s s pasam Yehhzahizes drom T sans

ERLNTHI A [l IR | BT RN

Tun nouToBOro cepeepa: BbIGOp NpeAnoYMTaeMoro Tvna noyToBoro cepeepa.

HacTpolk W NoYToEOMD CERESRSE m

FI OSSN
Ha skzaa=n
T L
SRATF 437
BEL -
s P TSR TrEE T
i ol s 1203555

MopT: None BBOAA nNopTa NOYTOBOIO CepBepa.

Tun wudpoBaHna: Beibop npegnountaemoro tuna wudposaHus, TLS nam SSL.
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epshom pcumaifbas-ipcam Hetrhomizes=mm o= sandd

Nmsa nonb3oBaTens: [lone BBoga MMeHu nosb3osaresisa SMTP cepsepa.

Maponb: None BBOAa Napong nosb3osaresnis SMTP cepsepa.

Wmsa oTnpaBuTtens: MNosne BBoZA MMEHW OTNpaBuUTess, KOTOPoe ByAeT 0To6paxaTbCsl BO BXOASLLEM NUCHME.

Email nonyyatens: [None BBoAa NoYTOBOro ajpeca noayyarens.

Tema: Tema nucbma.

OTnpaBUTb TECTOBOE NUCbMO: KHOMKA OTNpaBKM TECTOBOIO NCbMa /15 NPOBEPKM NPaBU/IbHOCTU BBOAA
[laHHBIX.

4.9.1.2 E-mail ysegomneHus

B naHHOM 6/10ke oTOBpaXaeTcs CMCOK COObITUIA, KOTOPbIE MOTYTh ObITb OTNPABEHbI HA YKa3aHHbI

MoYTOBbIN afpec.
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E-mail YEedomMneH A AL 11 1,
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L] Weorvn npuepoczeae i mgen e s upo

4.10 be3onacHoOCTb

B AaHHOM MEHI0 MOXHO U3MEHUTb naposib agMMUHUCTPaTopa U MmeHemxepa.
YrpasneHre naponamia

A& T -

AAMVIHI/ICTpaTOp - UMEET MNOJIHbII 00CTyn KO BCEM HaCTpOIZKaM naHesnn.

MeHepep - UMeeT JOCTYN K HACTpolikam naHenu, Ho emy orpaHuydeH foctyn K MeHto CKY/[. O6b14HO gocTyn
K JaHHOMY aKKayHTY NpefoCTaBAsAeTCA MOHTaXHbIM OpraHn3aunsam /15 yCTaHOBKM U HACTPOMKN CUCTEMBI.

@ MeHe,u,)Kep MOXET MEHATb TOJIbKO NMaposib MeHEXepa.
A,CI,MI/IHI/ICTpaTop MOXET MEHATb Maposib MeHepKepa N Naposib agMUHUCTparopa.

Crapblii naposb: MNose a5 BBOAA TEKYLLENO Naposis.

KoHdhmrypupoBaHue yepes web nHtepdeiic - 52
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( 3HaueHue No ymonuaHuio:
Mo ymMon4aHu o Naposib agMUHUCTpaTopa - 123456.
Mo ymMmonuaHmio naposib MeHemkepa - 1234.

Hosblii naponeb: [None gna BBoga HOBOro Napons.

MopTBepauTh: Mone Ansi NoATBEPXAEHNS HOBOrO Naposis.

411 Cuctema

B A@aHHOM MEHI0 OCYLLIECTB/ISIETCS PE3EPBHOE KOMMPOBAHME 1 BOCCTAHOB/IEHWE HACTPOEK NaHenu,
06HoBneHe MO, cMeHa si3blka 1 NporpamMMHas nepesarpyska.

HAcTRoH KK

aptH O BOCCINHEBHTE:

CAPAH T, R HACTRCEHA

4.11.1 HacTpoWku

Bbi6epuTe chaiin: Boibop daiina koHgurypauumn naHenm us gainosoii cuctemsl MK.

YcrtaHOBUTb HaCTpOﬁKI/I no ymosiuaHuto: Copoc BCcex HacTpoek BbI3bIBHOI NaHenu K 3aBOCKUM
YCTaHOBKaM.

CoxpaHuUTb BCe HACTPOIiKN: CoxpaHeHne 1 3KCMNOoPT KOHQMIypaLyoHHbIX ¢daiinos. B 3aimppoBaHHOM
thaiine cogepxarcs HaCTPOVKM OTOBPAXEHUS TENEOHHON KHUIN, HACTPOIKM B3aUMOAENCTBIS C CEPBEPOM
Link n normyeckoro agpeca.
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FahiK YETROMCTRS m

™ Lo DEHoanEHAe T10

4.11.2 IKCNOPT/MMNOPT AaHHbIX

ERRIR

cdednt | B0 Had'TH e

L . D AMCAGRT ML opT SENiEE

e
E
|

L=
[

MnopT AaHHbIX: BLIGOP haiiia gaHHbIX A4/15 UMMNOopTa HAacTPOeK B NaHesb.

© Npu mnopTe gaHHbIX B NaHenb Bce AaHHble B Tabnuuax "Ksaptupbl", "Mepeagpecaunsn”,
"NpeHTtudomkatopbl" 1 "Mpasuna goctyna" 6yayT yganeHbl 1 3aMeHeHbl HOBbIMW faHHbIMU 6e3
BO3MOXXHOCTM BOCCTAHOB/IEHUA CTAPbIX AAHHbIX.

3KcnopT AaHHbIX: 3KCI'IOpT AaHHbIX U3 NaHenn.
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@® MMpu akcnopTe JaHHbIX CO3AaeTCs 3aLMLLEHHbIN ZIP-apXuB, KOTOPbIN COAEPXUT B cebe JaHHbIe
Tabnuy "Keaptupsb!", "aeHtudmkatopsbl!", "Mpasuna goctyna", "Mepeagpecayns’.

4.11.3 $A3bIK yCTpOIicTBA

Bbi6op s3blka ycTpoiicTBa. Ha BbI6op [OCTYNHbI: Pycckuid, AHITMIACKWIA, YKpanHCKuia, VicnaHckumii, MonbCKuia.

4.11.4 O6HoBneHue MO

Wcnonb3oBaTb NONb30BaTeNLCKUIA cepBep: BkitoueHne/BbIK1I0UEHNE UCT0/Ib30BaHMS
Nonb30BaTe/IbCKOro cepBepa 06HOBEHUIA. VICNoNb3yeTcst B 3aKPbITbIX CETSX LOMOCOHUN.

Monb3oBatenbCckuii cepBep: Mone BBoga IP-agpeca nav AomMeHa Nosib30BaTe/lbCKkoro cepeepa
0BHOBIEHUIA.

BbiGepuTe dhaiin: Bbibop daiina o6HoBneHus MO us caiinosoii cuctemsl MNK. MNocne Boibopa thaiina
HeobXoAMMO HaXaTb Ha KHOMKy "O6HoBUTL MO".

MpoBepuTb 06HOBNEHUE: [TpoBepKa HaNnuma o6HoBeHNs MO Ha cepBepe BAS-IP M60 Nonb30BaTeIbCKOM
cepsepe.

O6HoBuUTL MO: Hayatb o6HOBeHKe MO.

A BAXHO:
Mepep kaxabiM 06HOBNEHEM MO HeobXxoANMMO co3[aBaTb PE3EPBHYIO KOMUIO HACTPOEK NaHesu.

() Oco6eHHOCTV OGHOBEHUSA CUCTEMbI:
Mpwn o6HOBNEHUN cucTeMbl Yepe3 WEB nnu rpadimyecknii uHTepdpeiic aBTomatmyeckn co3gaercs
pesepBHast KONWS BCEX NPUMIOXEHUIA YCTAHOBMEHHBIX HA BbI3bIBHOWM NaHeNu, a Takke COXpaHsTCs
BCE KOHUrypaLumoHHblie dhaisel. Mpu Kaxxgom nocnegyowem 06HoBNeHMN haiin pesepBHOI Konuu
6yOeT nepesanuncaH.
Cuctema co3gaeT pe3epBHYHO KOMUIO BCEX HACTPOEK MaHesnun, Naposiu, Nonb30BaTe/bCkue
yBELOM/IEHNS, HACTPOWKM SIP, HACTPOIKM 3aMKOB, HACTPOWKN CETU, peXumMa paboTbl NaHenw.

Mpun oTkaTe 06HOBMEHUS [0 NPefblayLEei BepCcun B C/ly4ae HECOBMECTUMOCTUN 6a3 JaHHbIX
TEKyLLME HACTPOIKN MOTYT GbITb aBTOMATUYECKU YAa/IEHbl M BOCCTAHOB/EHbI 13 NPesblayLuei

pe3epBHOIA kKonuu.
Mpwn oTkaTte 06HOBMEHUI peKOMeHAYETCSA COPOC YCTPOMCTB A0 3aBOACKUX HACTPOEK.

4.11.5 lNepe3arpyska
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MNzpszarpyks
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Mepesarpyska: MporpamMmmMHas nepesarpy3ka Bbl3bIBHOW NaHesu.
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5 YcTtaHoBKa 1 noaknyeHune

Ha ,D,aHHOﬁ CTpaHuue onmcaH npouecc yCtTaHOBKU 1 NOAK/THOYEHUA BbI3bIBHOI NaHesnun.

« MpoBepka KOMM/IEKTHOCTW NPOAYKTA(see page 57)

. 3I'IeKTpI/I‘-IeCKOG MNOAK/TIOYEHWUE (see page 57)

o MexaHNYeCcKNin MOHTaX(see page 64)

« opaxnoUeHre AoMNoMHUTENbHbIX MOAYNEN(see page 64)

5.1 MNpoBepKa KOMMNIEKTHOCTY NPoAyKTa

Mepep, yCTaHOBKOW BbI3bIBHOW NaHes M 06s13aTesIbHO HY)XHO NPOBEPUTL €€ KOMMIEKTHOCTb U HA/IMUME BCEX
KOMMOHEHTOB.

B KOMNEKT BbI3bIBHOI NaHeNu BXOo4uT:

Bbi3blBHAS NaHe b 1wr
KpOHLWTEH A5 BPE3HOI YCTAHOBKM 1wr
BUHTbI 4151 KPENMIEHNS KPOHLUTEHA 4T
WNHCTpYyKUWs nofnb3oBaTtesis 1wT
KomniekT NpoBOAOB C KOHHEKTOpPaMM A/151 NOAK/MIOYEHUS NUTaHWS, 3aMKa 1 1wr

aon. moaynen.
KomnnekT 3arnywek Ans coeguHeHuli 1wT

YCTaHOBOYHbIE€ BUHTbI C KIHOYOM lwr

5.2 2nekTpuyeckoe nogkKiryeHme

[Mocne NpoBepKM KOMMNIEKTHOCTU YCTPOMNCTBA MOXHO NepexoAnTb K MOAK/IHUEHNIO.

[ns noaknyeHns noHago6burcs:

« Kabenb Ethernet UTP cat5 1nu BbllLe, NOAK/THOYEHHbIN K CETEBOMY KOMMYTATOPY/MapLLpyTU3aTopy.

(® PekomeHaauMu No AnuHe kaéens
MakcuManbsHas AnmHa cermenTa kabens UTP CAT5 He gomkHa npesbiwarh 100 MEeTpoB,
cornacHo ctaHgapTa IEEE 802.3%,

« Bnok nutaHua Ha +12 BonbT, 2 AMnepa.
« J[lonxHbI 6bITb NOABEAEHbI MPOBOAA AN NOAKMNHOYEHNS 3aMKa 1 AOMNOMHUTENbHBIX MoAy el
(onumoHanbHo).

10 https://habr.com/post/208202/
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@ K BbI3bIBHOI NaHEN MOXHO NOAK/IIOUNTL I06bIe 3/IEKTPOMEXaHNYECKUE NIMBO 3M1EKTPOMArHUTHbIE
3aMKM Y KOTOPbIX KOMMYTVPYEMbIii TOK He NpeBbIWaeT 5 AMnep.

Hwxe npencrasneHbl TUMOBbIE CXEMbl NOLKIHOYEHUA BCEX 3/IEMEHTOB K BbI3bIBHOW NaHesu:

1. Cxema nogknoveHmns aeKTpPoMexXaHN4eckoro 3aMka ¢ UCnosib3oBaHneM 610ka 6ecnepeboiiHoro
nutanmga UPS-DP/S.

YcTaHoBKa U MoAk/o4eHne - 58
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2. Cxema Nnogk/ioyeHns 3/1eKTPOMEXaHMYECKOro 3aMKa C UCMO/Ib30BaHNEM BHELUHEro NCTOYHMKa

nUTaHUA 41 3aMKa.

Enok Becnepeboidoro nutanuwa UPS-DRS
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3. Cxema noAknyeHns aN1ekTpoMarHMTHOro 3amMka ¢ Mcnosnib3oBaHnem 6710ka 6ecnepe6oﬁHoro nmnTaHna
UPS-DP/S.
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. Cxema NOAK/TNYEHUA 3NEKTPOMarHMTHOro 3amMka C NCnosib30BaHNEM BHELLHETO 6noka nuTaHus.
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5.3 MexaHnyeckunim MoHTaxX
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Mepen MOHTaKOM BbI3bIBHOV NaHes I HY)XXHO NpeaycMOTPETb OTBEPCTUE UK YINyG/ieHUE B CTEHE C
pasmepamy 141x351x61 MM (A/1s1 BPE3HOro MOHTaxa) MabGapuTHble pa3Mepbl KPOHLITEHA (MOHTaXKHOW
KOpOGKM) = 140x350x60 MM. Takke Heo6xoAMMo NpeaycMOTPETb NoABo Kabens NuTaHus, 4omn. Moaysen u

JIOKaU/IbHOM ceTu.
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® CkauaTb uepTex KpoHLUTeliHA A5 BPe3HOi ycTaHoBKu!

() PekomeHAaLMM MO BLICOTE YCTAHOBKMU:
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YcTaHaBnMBaTh BbI3bIBHYIO NaHesb CriefyeT Ha ya06HoW ans Bac BeicoTe. OpUEHTUPOBOYHAS

BbICOTA YCTAHOBKM 160-165 CM MO YPOBHIO Kamepbl.

5.4

[MogknroyeHne [oNoMHUTENIbHbIX MO,CIlyfIEI7|

Ko BceEM MHOr0ab0oHEeHTCKUM NaHesnisiM MOXHO NOAK/IIOUNTL CneayroLme Mmoaynu:

« Mogynb ynpaeneHusi AByms 3amkamu SH-42

« Mogaynb ynpaeneHust NMToBbIM 060pyaoBaHnem EVRC-IP
« MynbTUgIOPMAaTHbI CUUTLIBATENb C NOAAEPXKKOM TexHonorun UKEY BME-03

11https://wiki.bas-ip.com/download/attachments/2753854/AA-03_AA-05_AA-07_AA-07B_AA-07BV_AA-07BC.pdf?

api=v2&modificationDate=1566297777791&version=1
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6 Vicnonb3oBaHue ycTpouncTBa

+ Mob6unbHbIN AocTyn UKEY (see page 65)
. rlOfIyLleHVIe RTSP noTtoka ¢ Kamepbl BbI3bIBHO MNaHeNU(see page 72)

6.1 Mob6unbHbIN gocTtyn UKEY

6.1.1 OnucaHue

Mo6unbHbIA gocTyn UKEY oT BAS-IP iBNsieTCA yHUBEPCa/IbHON TEXHOMOrMel AN NoslydeHns goctyna B
noMeLleHne U Ha TEPPUTOPUNI0 06beKTa C BO3MOXHOCTBLIO MCNO/b30BaTh B O4HOM CUMTLIBATENE
OJHOBPEMEHHO: KapTo4km EM-Marin n MIFARE/WwundgopoBaHHble kapTbl MIFARE Plus/MIFARE Classic, MOBGUbHBII
TenedoH (Bluetooth n NFC).

UKEY o6napgaeT cnegylowmumm npenmyectsamu:

+ BO3MOXHOCTb MCNOMb30BaTb OAHOBPEMEHHO HECKO/IbKO CTaHAApTOB naeHTudukauun: EM-Marin,
MIFARE, Bluetooth n NFC

« BO3MOXXHOCTb UCNOJ/Ib30BaTb MOOWU/bHbI TEI'IE(*)OH B Ka4yecTBe I/I,D,EHTI/I(*)I/IKaTOpa

« perynvpyemasi 4asibHOCTb cpabaTtbiBaHNsi MOGUNBLHOTO nAeHTMdMKaTopa (Npy MCNosib30BaHNM
Bluetooth)

« HU3KOe 3HepronoTpebneHve

« CrneunasbHbIii aIrTopuTM WNGPOBAHUS AN MOGWU/IbHBIX MAEHTUIMKATOPOB U KapT MIFARE Plus

« BO3MOXHOCTb MPYMEHEHNS Ha M06bIX TUNax 06BLEKTOB

« BO3MOXHOCTb YCTAHOBKW MOGW/ILHOTO focTyna UKEY B paHee NpUMoGPETEHHbLIE BbI3biBHbIE MAHENN

« yAo6CcTBO ANA No/b30BaTENSs

6.1.2 MNpuHUMN paboTbl

NpeHTudunkaums n oTKpbITUE 3aMKa BO3MOXHbI G1arogaps Hamumio B NaHeNsax BCTPOEHHOTo Moayns BME-03
C NoAAepXKoin MobubHOro goctyna UKEY.

MynbTndopMaTHbIii Moaynb BME-03, KOTOPbIM MOTYT ObITb OCHALLIEHbI BCE BbI3bIBHbIE MaHeNn BAS-IP,y
KOTOPbIX €CTb BCTPOEHHbIN CUUTLIBATE b, MO3BOSET NPOU3BOAMTL UAEHTMdMKALMIO NONb30BaTeNs no
TexHonorun UKEY ¢ ncnonb3oBaHWEM Pa3/iMUHbIX MAEHTUAINKATOPOB (KapTbl, Openoku, TenedioH) u
BbIMO/IHAET POJib YHUBEPCA/ILHOIO CUUThIBATENA A/19 CUCTEMbI KOHTPO/IA AOCTyNa.

6.1.3 MoGW/IbHbIN JOCTYN C NpunoxeHnem UKEY?

12 https://wiki.bas-ip.com/display/BASIPIDAPP/UKEY
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[nsa komdpopTHOIT paboTbl No/ib30BaTeneli C Bbi3bIBHbIMM NaHeNsiMu BAS-IP, ocHaLLlEeHHbIMM
MY/IbTUGOPMATHBIMU CYATbIBATENSAMMW, KOMNaHUSA BAS-IP BbiNyCcT/1a HOBOE MOGW/IbHOE NpuioxeHne UKEY,
KOTopoe nocse Nosly4yeHnss MOGUNbLHOTO NAeHTMdIMKaTopa NCNOMb3yeTcs A8 OTKPbITUS ABEPE/BOPOT/
wnar6aymos.

[ns kaxaoii BbI3bIBHOW NaHesn, OCHaLLeHHOW MOAY/IeM CUUTbIBATENSA C NOAAEPXKON MOBUIBHOTO AoCTyna
UKEY, MOXeT 6bITb HACTpOEHa pasHas AasibHOCTb cpabaTtbiBaHUs MOOGWUILHOTO naeHTudmkaropa, B
AvanasoHe OT 2 CaHTUMETPOB A0 10 MeTpoB. PaccTosiHne cpabaTtbiBaHUS 3aBUCUT He TOMbKO OT BbIGPaHHOIo
pexuma, HO 1 OT TOJLWMHbI CTEH B NOMELLLEHNM, MOTOAHBIX YCNOBUIA (MPY pasMeLLeHUN NaHenn Ha yuue) u

Apyrux dhakTopos.
PeXxumbl pa6oThl (fasIbHOCTbL) cpabaTbiBaHUA MOGU/ILHOIO uaeHTUUKaTopa:

« KacaHue (pacctosiHme cpabaTbiBaHuA [0 2 CM)
« J1Bepb (paccTosiHue cpabaTtbiBaHus 40 1 M)

« BopoTa/wnar6aym (perynmpyemoe pacctosiHie oT 0,5 M [0 10 M)

6.1.4 HacTpoiika B Tpy Kmka ¢ npunoxeHmem UKEY Cfg®

BO3MOXXHOCTU NPUSIOXKEHUA:

« HacTpoiika pexvmMa paboTbl kapT EM-Marin, MIFARE v BLE (Bluetooth Low energy) - BK/ItO4EHNE 1
OTK/It0UEHNE CTaHAAPTOB CUUTbIBAHMS

« YCTaHoBKa WnhpoBaHms ansa ngeHtudomkaropa UKEY. 3To gacT BO3MOXHOCTb NpuBA3aTh
LWMPOBaHHbIV KN4 naeHTudrkaropa K BblopaHHOMY CUATLIBATENHO

« BkntoveHve n OTK/IOYEHME PEXNMOB WndpoBaHns s kapT MIFARE Classic n MIFARE Plus
« BkntoveHne gusepcudomkaumm anis kapTt MIFARE Classic n MIFARE Plus

« HacTpoiika 3ByKOBOro NofATBEPXAEHNS NPY NMOAHECEHUN MOBW/bHBIX UAEHTUMKATOPOB K
CUMTbIBATENIO B PEXMMaX OXMUAAHUS U CUNTbIBAHUS

« YcTaHOBKa pexuma paboTbl: [1Bepb, KacaHne, BopoTta/LUnarbaym
« HacTpoiika ganbHOCTK pexuma paboTbl Npu Bbibope pexnma "BopoTa/llnaréaym"

« B cBA3Ke co cumTbiBaTesieMm TR-03, KOHJoUrypaTop No3BO/IAET 3anmcbiBaTb KapTbl WndyposaHna MIFARE
Classic n MIFARE Plus

+ BO3MOXHOCTb COXpaHeHusi chaiinia ¢ HacTporkamu A5 yKasaHHOro CUMTbiBaTeNs

+ BO3MOXHOCTb 3arpy3ku KOHhUrypaLMoHHoro gpaiina ¢ HacTpolikaMu 7151 BOCCTaHOB/IEHMSI
napameTpOB CUMTbIBATENA U AJ1s1 KONMMPOBAHUSI HACTPOEK B ApYrvie CunTbiBaTeNn

13 https://wiki.bas-ip.com/display/BASIPCONFIGID/UKEY+Cfg
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6.1.5 Cnoco6bl Nosty4eHnss MOBUNBHOIO naeHTUdMKaTopa 1 KapT goctyna

OTckaHupoBaTb QR-KOA ¢ NoMoLbio NpunoxxeHus UKEY

Monb3oBaTtesib NoAAET 3asBKy Ha NpMobpeTeHne HeobXxoaAMMOro konnyecTsa QR-KOA0B aAMUHUCTPATOPY
CBOE 06CyXMBaKLLEN KOMMaHUK, N3 pacyeta oaMH QR-KoA = 0AHO MOGUIbLHOE YCTPOIiCTBO. Mocne

OH nony4vaet QR-KoA, B pacneyataHHOM BUAE UK B 3NIEKTPOHHOI dhopMme (no e-mail, Viber, Telegram v T.1.).
[anee ckaHUPYeT NOAYYEHHbIA KOA AU UMNOPTUPYET ero 13 ¢oainsioBo CUCTEMbI 1 TEM CaMbIM NosyvyaeT
MOOW/bHbIN MAeHTUdMKaTop.

[o Toro kak naeHTudgmkaTop, B Buae QR-koaa, BblAaH Nonb30BaTesnto, OH 3an1cbiBaeTcs agMUHUCTPATOPOM
ynpas/soLLein koMnaHum B nporpammMHoe obecnedeHne Management Software. QR-KoA Hefb3s NOBTOPHO
NCMOJIb30BaTh Ha HECKO/IbKUX MOBGUbHBLIX TenedoHax, OH NMPUBSA3bLIBAETCS TOMLKO K OAHOMY MOBWU/IbHOMY
YCTPOWCTBY, UTO 06ecneynBaeT BbICOKUI YPOBEHb HAAEXHOCTU 1N 6E30MACHOCTN MOBU/IbHBIX
naeHTndrkaTopos. KonnposaHue n ayonmpoBaHue naeHTudmkaTtopa HeBO3MOXHO.

C nomoubio cuutbiBartensi BAS-IP TR-03B

[ns Toro 4To6bl AAMUHUCTPATOP YNPAB/SIOLLENA KOMMNaHUM MOr € NomoLlbio TR-03B BblgaBaTb MOGW/bHbIE
NAEeHTUUKATOPbI UM 3anUCbIBaTb KapTbl AOCTYNa, NEPBOHAYa/IbHO HEOGX0AMMO YKa3aTb MacTep-KapTy,
KoTopasi B AasibHeliluem 6yaeT HyXHa Anst paboTbl cunTbiBaTe s, MacTep-kapTa ykasblBaeTcs npv nepBom
3anycke cunTbIBaTess.

Co3spgaHue MacTep-KapTbl:

CkayaTb 1 ycTaHOBUTb MOBW/IbHOE NpunioxeHne UKEY Cfg;

MoaknunTb cunTbiBaTeslb TR-03B K UCTOYHUKY NTaHmus +5B (USB);

3anyctutb npunoxexnune UKEY Cfgn HaxaTb Ha KHOMKY NOUcKa;

MpunoxeHne HaNOET cUMTbIBaTE b, HEOOXOAMMO 3aiTN B HACTPOIKN, MeHIO "ELle", Bknagka "CmeHa

MacTep-KapToukn";

MopgHecTun kKapty EM-Marin nnv MIFARE K cunTbiBaTenio;

6. CumTbiBaTe/b MPOU3BELET 3aNMChb B KapTy C LUMPOBAHNEM, NOC/IE YEro OHa CTaHeT MacTep-KapToii
ONA AaHHOro cunThiBaTens;

7. Ons npogomkeHusa paboTbl CO cUMTbIBaATENIEM HEOOXOAMMO NEPENOAKMOUNTLCS K HEMY B NPUIOXKEHUN

UKEY Cfg.

PN

o

Bonee noapo6HO 03HAKOMUTLCS € PYHKLMSMM HACTOSIbHOTO CYUTLIBATE/ISI MOXHO M0 CChIJIKE.

Mocne Toro kak cosgaHa mMmactep-kapTa, aAMUHUCTPATOP MOXET BblAaBaTb MOOUbHbIE MAEHTUINKATOPDI, &
TakKke 3anucbiBaTb LMGPOBaHHbIE KAUN B KapTbl MIFARE Plus.

MonyueHne MOOUIbHBLIX NAEHTU(UKATOPOB C NOMOLbIO TR-03B:

1. CkauaTb W YCTaHOBUTb MOBU/ILHOE NpuioxeHne UKEY,;
2. YcTtaHoBMTb 1 3anycTuTb Ha MK ¢ OC cemeitictBa Windows nporpammy Ans 3anmcu
naeHTndrkaTopos "BAS-IP USB Reader Server";

14 https://wiki.bas-ip.com/display/BASIPIDAPP/UKEY
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ﬁ Mactep ycranoskn Cepeep USB cunteisatens BAS-|P — >

Ycranoska npunoxiennna Cepeep USB cynTmieatenna BAS-TIP

MacTep YCTaHOEKH BEINONHAST YCTAHOBKY NpHnoseHna Cepsep LISE
CHMTEIEaTENA BAS-IP. 3TO MOMET Z8HATE HECKOMBKD MHHYT,

XoO YCTaHOBKM:

R,
Janyck cnysh

< Hazan Hdanee = OTHeHa

w

[MoAKNoUNTL CUNTLIBATENb K KOMMbIOTEPY;

MpnNoXnTb MacTep KapTy K CYUTbIBATESIO;

5. MogHecTn TenedoH K cunTbiBaTesto (NPOBeEpPLTE, UTOOLI ObIN BK/HOYEH Bluetooth) n BoliTn B
npunoxenune UKEY'®, nanee Haxatb KHOMKy "MonyunTsb" v BbI6paTh "MonyunTh K4 oT BAS-IP TR-03";

6. CunTbiBaTeNb NEpefacT MOGUbHLIN naeHTMdMKaTop B Ball TenedoH 1 B MPUIOXKEHNN NOSBUTCSA

Haanuck "Ball Koy rotos";

>

3anucb Mo6unbHbIX ngeHTUunkatopos B NO Management Software:
1. C nomouwsto MO "BAS-IP USB Reader Server"

a. CkonupoBaTb MaeHTUMKaTop 13 nporpammbl "BAS-IP USB Reader Server";

15 https://wiki.bas-ip.com/display/BASIPIDAPP/UKEY
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b. BHectu B 10 "Management Software", Ha Bknaaky "3anunce kapT B 6a3y", B CTPOKY BHU3Y
CTpaHULbl N HaXXaTb KHOMKY "[06aBnTb BPYUHYH";
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c. BbibpaTtb 13 cnucka cnpaBa HeO6X0AMMYO NaHesb;
d. HaxaTtb KHOMKY "CoxpaHuTb";
e. lMepeliT B BKNaaky "AktmBauns kapt";
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f. BblbpaTb HYXXHYIO NaHesb;

g. Haxarb KHOMKy nepeHoca faHHbIX B NaMATb NaHenu;

h. Haxarb KHOMKy "AKTMBMPOBATL";

i. lgeHTndmkaTop BHECEH B 6a3y U Tenepb Bbl MOXETE NO/Ib30BATbLCA MOOU/TbHLIM TENEOHOM
ANs1 OTKPLITUSA ABEPU, BOPOT, Wiarbayma.

2. Nwmes Ha pykax QR-kop,

a. OTKpbITb QR-KOA B N06OI Nporpamme An1si NPOCMOTPa N306paxXeHNA;

b. ckonupoBatb Wav nepenuncartb NocsegHne 6 3HaveHuii Koaa,

c. [lo6aButb "00" nepen aTMM 3HAYEHNEM, YTO Obl NONYUNTb NOSHBIA KOA KapTbl;

d. BHecTu nonyyeHHblin kog B MO "Management Software", Ha Bknagaky "3anuck kapT B 6a3y", B
CTPOKY BHU3Y CTPaHWLbl M HaXaTb KHOMKY "[,06aBUTb BPY4HYHO";
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e. BbibpaTb 13 cnvcka cnpasa He06X04MMYIO NaHesb;
f. Haxarb kHonky "CoxpaHuTb";
g. MepeliTn B BKIagky "AKkTuBauus kapt";
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Bbi6patb Hy)XXHyIO NnaHensb;

HaxaTtb KHOMKy nepeHoca AaHHbIX B NaMsaTb NaHenu;

Haxatb kHomnkKy "AKTBMpoBaTtb",;

ViaeHTndmkaTop BHECEH B 6a3y 1 Tenepb Bbl MOXETE N0/1b30BaTbCA MOOUIbHLIM TeNletpOHOM
ANs1 OTKPLITUSA ABEPU, BOPOT, Wiarbayma.

X =7

MonyueHue wudpoBaHHbIX KapT MIFARE Plus ¢ nomouybio TR-03B n 3aHeceHue ux B MO "Management
Software":

1.

PN wN

10.

11.

YcTaHOBUTb U 3aMyCTUTb HA KOMMbIOTEPE NPOrpaMmmy Asas 3anucu naeHtudmkaropos "BAS-IP USB
Reader Server";

MogknounTb cunTbiBaTeNb TR-03B K KOMMbIOTEPY;

CkayaTb 1 ycTaHOBUTb MOBWIbHOE npunioxeHne UKEY Cfg;

MpUNoXnTb MacTep KapTy K CYNTLIBATEN!O;

3anyctutb npunoxeHve UKEY Cfg n HaxkaTb Ha MOWCK;

MpunoxeHme NoaKMUNTCA K TR-03B 1 cUMTAET ero HacTpoiiku;

B HacTpolikax NpuioxeHus BolopaTb onuuio "Bbigaya WndpoBaHHbIX KapT";

MogHeCcTV HOBYHO KapTy K CUMTbIBATENHO, MPON3BEAETCH 3anMCh LLUMGPOBAHHOIO K/ova B KapTy, nocsie
yero cunTbIBaTe b U3LACT 3BYKOBOW CUTHAT;

Takxke Baw naeHTndrkaTop KapTbl 0TO6pasnTCs B nporpamme "BAS-IP USB Reader Server", ero
HeobxoAMMo ckonupoBaTb U BHecTH B MO "Management Software" gna Tpebyemoli Bbi3bIBHOW NaHenu;
NaeHTndmkaTop BHeceH B 6a3y 1 Tenepb Bbl MOXETE MONb30BaTLCA KapTOi /18 OTKPbITUS 4BEPU,
BOpOT, Wiarbayma;

Mony4yeHHble Taknm 06pa3oM kapTbl MIFARE Plus, Takke Kak 1 naeHtudmkaropsl B UKEY, HEBO3MOXHO
B3/10MaTb WU/I1 CKOMNPOBATb.

Mony4yeHne 0GbIYHbLIX KAPT fOCTyna ¢ nomowbio TR-03B 1 3aHeceHue ux B MO "Management
Software":
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1. YcTaHOBWUTb M 3amnyCTUTb Ha KOMMbIOTEPE Nporpammy A58 3anucu ngeHtudurkaropos "BAS-IP USB
Reader Server";

2. lMoaknounTb cYNTLIBATENb K KOMMbIOTEPY;

3. MopgHecTn No ovyepean HeobxooUMOE KOMMYECTBO KapT K CUUTLIBATENIO (KOSIMYECTBO NOAHOCUMbIX
KapT He orpaHu4yeHo);

4, Bce ngeHTuUdmkaTopbl kapT oTobpassaTcs B nporpamme "BAS-IP USB Reader Server", nx Heo6xoanmo
ckonupoBaTtb 1 BHecTn B O "Management Software" gnsa TpeGyemMoii BbI3bIBHON NaHenu;

5. NaeHTndmkaTopbl BHeCeHbI B 6a3y 1 Tenepb Bbl MOXETE M0b30BaTLCA KapTaMu /18 OTKPbITUA
ABepu, BOPOT, LWiaréayma.

6.2 onydyeHune RTSP noToka ¢ KamMmepbl BbI3bIBHOW NaHen

[nsa nonyyeHns RTSP noToka ¢ kaMepbl BbI3bIBHOW NaHeNN B CUCTEMY BUAEOHAOMIOAEHNA HEOOX0AMMO B
CTpPOKe fob6aBneHns kamepbl nponucars rtsp://user:1234abcd@192.168.1.16:8554/ch01, rge user- 3TO J10TWH,
1234abcd - naponb gnsa goctyna Ha WEB-nHTepgoeiic, 192.168.1.16 - IP agpec naHesnu, 8554 - NOpT AocTyna K
kamepe, ch01 - HoMep KaHana.
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